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1 Introduction

The License Verification System (LVS) is a web-based system used to ensure only authorized
guantities of radioactive materials are obtained by legitimate users. The LVS will assist in
assuring that parties involved in radioactive materials transfers are completing a valid transfer
between legitimate license-holders. It will provide a way for licensees nationwide to confirm
license validity, and ensure maximum possession limit compliance of licensees seeking to
obtain radioactive materials. This verification helps protect the nation from the threat of the
malevolent use of radioactive materials.

IMPORTANT NOTE: LVS users have the ability to view sensitive (not publically available)
licenses issued by the NRC or by an Agreement State. Licenses shall be viewed only when
there is a need to know the information; i.e. the licensee is transferring radioactive material to
another licensee and they need to verify the legitimacy of the license for license verification
purpose. The LVS records every time a license is viewed in the system. Should licensees abuse
their access to sensitive license information, action will be taken according to the Integrated
Source Management Portfolio (ISMP) Rules of Behavior:

Consequence for Noncompliance

The Rules of Behavior comply with the Rules of Behavior for all Nuclear Regulatory
Commission (NRC) Automated Information System (AIS) Users provided in NRC
Management Directive 12.5, “NRC Automated Information Security Program,” Section 2.5
(ML052310031). The Rules of Behavior are to be followed by all ISMP resident application
users. Users shall be held accountable for their actions on the ISMP resident applications.
Non-compliance with the Rules of Behavior may subject the user to sanctions including, but
not limited to, verbal or written warnings; removal of access to an ISMP resident application
for a specific period of time or permanently; and/or prosecution under applicable Federal
law consistent with the nature and the severity of the violation. NRC employees may also
be subject to reassignment to other duties or termination. The Office of the Inspector
General (OIG) is charged with the investigation of allegations of misconduct related to the
misuse of ISMP resident applications, and ISMP management shall report all allegations of
violations of the Rules of Behavior to the OIG.

1.1 Purpose

This User Guide provides the LVS users with the information necessary to understand and use
the LVS system. This manual provides the LVS user with information to search for, and verify
licenses and radioactive materials possession limits. Each of the LVS functions is documented
in detail, including examples of system windows (Figures) and explanatory notes.

1.2 Scope

This LVS User Guide is designed to be used by the following user groups:

« Supplier Licensees — Represents the organizations licensed by the NRC or Agreement
State Agencies to possess and transfer to other licensees radioactive materials in

Office of Federal and State Materials and Environmental Page 1
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specific quantities and types.

« LVS Analyst — Represents a specific type of “Super User” who has controlled access to
LVS Radioactive Materials Request verification information for purposes of analysis and
reporting.

« System Administrator — Represents an individual with special access privileges in LVS
who is responsible for performing maintenance and system utility functions, and
troubleshooting system problems.

1.3 Assumptions

This User Guide is directed toward individuals who have had some instruction and hands-on
training with the LVS and Microsoft Windows. It is not intended for the first-time computer user.
It is assumed that users will have the following minimum skills and knowledge to use the LVS:

« Familiar with web-based browsers, e.g., Internet Explorer or Netscape Navigator,
versions 7.0 or higher.

« Familiar with Microsoft Windows (or other operating system).

1.4 Applicable Documents
License Verification System (LVS) v1.0, Software Development Plan (SDP), v1.0, June, 2011.

License Verification System (LVS) v1.1, System Requirements Specification (SRS), v1.3,
December, 2012.

License Verification System (LVS) Ul Design, v2.1, January 2012,

Office of Federal and State Materials and Environmental Page 2
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2 System Summary
2.1 Standard Format

The LVS was developed as a three-tiered web application. Many features in this application are
common to any web application and are easy to learn and use. The LVS uses these common
features: a main menu or landing page, and online help.

2.2 Sorting

Columns can be sorted. Select columns to sort ascending or descending. Click once to sort
ascending; click again on the same column to sort descending. Within the same sort, it is
possible to have some columns sorted ascending and descending in the same set.

Note: Not all columns can be sorted.

2.3 Design

+ The LVS Logo and associated graphical images are present on the header section of all
Web pages, as depicted in Figure 2-1: Design (NRC Logo & LVS Graphics/Banners).
Links labeled “Logout”, and “Home” are present in the header section of all Web pages.
“Help” links are present on all pages with Help topics.

LVS information is designated as Official Use Only The ‘Official Use Only’designation
appears on all of the LVS windows with print or export option and on the printout.

-+ USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment
LVS Main Menu
Check for Changed Receiver's License
Check for Changed Receiver's License - Batch Process
Verify Receiver's License

Verify Receiver's License - Batch Process

Query Verification Activity

Privacy Policy | Site Disclaimer

Figure 2-1: Design (NRC Logo & LVS Graphics/Banners)

Office of Federal and State Materials and Environmental Page 3
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* Required fields have a red asterisk ( * ) beside them and a line of text that reads,
“indicates required field.”

*indicates required field

- ST
Receiver Agency ™ : Select Agency ;l

Receiver License Number * :

Amendment Number:

Issue Date: (mm/dd/vyyyy)
I =

Figure 2-2: Design (Required Fields)

. Buttons (to submit a page) appear at the bottom of the page and are left-justified, as
shown in Figure 2-3: Design (Buttons)

Amendment Number:

Issue Date: (mm/dd/yyyy) I

| Verify || Reset || Cancel |

Figure 2-3: Design (Buttons)

» Long lists have scroll bars.

« All Section 508 of the Rehabilitation Act compliance standards have been applied.
» All labels are left-aligned.

» All tables have column headers.

« Text displayed in a table is left-justified; numeric values in a table are right-justified.

2.3.1 Widget Use Guidelines

* Radio buttons are used when there is a list of two or more options that are mutually
exclusive, and the user must select exactly one choice. There is a default selection.

ST

% Complete v
{0 Unauthorized Request

Figure 2-4: Widget Use (Radio Button)

» Check boxes are used when there are lists of options, and the user may select any
number of choices, including zero, one, or several.

Office of Federal and State Materials and Environmental Page 4
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+ A stand-alone check box is used for a single option that the user can either select or
clear.

¥ Receiver Agency ™ Supplier Agency

Figure 2-5: Widget Use (Check Box)

» Standard visual representations: A check box is a small square that is populated with
a check mark when selected. A radio button is a small circle that contains a solid circle
inside it when selected.

{* Complete Verification
~ Under Timely Renewal:
i~ Unauthorized Request

Figure 2-6: Widget Use (Standard Visual Representations)

2.3.2 Common Action/Navigation Buttons

Many screens in the LVS share navigation and actions buttons that have the same function on
each screen where they are available:

- After viewing a license, click Submit to record verification of license to the
system.

— After entry of the desired search parameters, click Search to display a list of items
meeting the specified criteria. Clicking Search without defining any search parameters will
usually return an error message.

— To return the fields on a page to the default parameters, click Reset.

— When using a function that employs a series of screens, click Continue to go to
the next screen.

— The system shall search the WBL database and retrieve the license that matches
the search criteria.

— Prior to completion of a task, click Cancel to terminate a function (without saving
any changes) and return to the previous page.

— On an edit screen, click Save to record a new item with the properties described or
to update the properties of an existing item.

2.3.3 Searching in the LVS

Using search criteria will help to narrow and filter search results. The more search criteria
entered in a search, the more refined the search results will be. When multiple search criteria
are entered, the results are “and” searches. This means that the results will be only items that
contain all of the entered search criteria. For example, Receiver Agency X, Verification Type Y,

Office of Federal and State Materials and Environmental Page 5
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and Verification Result ABC, will return results that contain all three values. Values that contain
only one of the search criteria will not be displayed. If no results are found on a particular query,
eliminating some of the entered search criteria may help.

In addition to standard searching, wildcard searches are permitted in text entry fields. A
wildcard is a character that may be used in a search term to represent one or more characters.

An asterisk * may be used to specify zero or more alphanumeric characters. For example,
searching for the term “h*s” would yield results that contain such words as “his,” “homes,”
“houses,” “horses,” “horticulturalists,” and “herbaceous.”

When searching for license verification activities license number should be entered as it was
entered during the verification process in order to retrieve the exact verification activity record.
2.3.4 Error Messages

There are two types of error messages that can occur in the LVS: recoverable and
unrecoverable.

A recoverable error occurs when there is a problem with a file being uploaded (see Figure 2-7:
Error Messages (LVS Recoverable Error 1)).

If there is a problem with the file, an error message will be displayed, and the file will be
rejected. In the example error in Figure 2-7: Error Messages (LVS Recoverable Error 1), you
would click Browse to return to the Choose File to Upload page, change the selection, and then
resubmit the file.

Verify Receiver's License - Batch Process

Findicates required field

The file is expected to be in TSV format

Upload File * :
I Browse... |

Figure 2-7: Error Messages (LVS Recoverable Error 1)

Another example of an error message is when data is missing (as shown in Figure 2-8: Error
Messages (LVS Recoverable Error 2)). In this example, you would click OK to return to the
page that caused the error, enter/select the missing data, and then resubmit.

Reason Code

Please provide a Reason Code.
Figure 2-8: Error Messages (LVS Recoverable Error 2)

Note: Unrecoverable errors can occur due to programming or system data issues. If these
errors occur, call the LVS Help Desk at 1-877-671-6787 or LVSHelp.Resource@nrc.gov.

Office of Federal and State Materials and Environmental Page 6
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2.4 LVS Authentication

To log on to the LVS application, insert your Smart Card in your card reader, and connect to the
application’s Uniform Resource Locator (URL) through your web browser.

& USNRC

M)
)
o/

License Verification S\Qs'\@'?n

Protecting People and the Environment

rLVS LOGIN

m Insert Smart Card and Click

Click on Login and select a digital certificate.
Enter your Personal Identification Number (PIN) at the prompt, and the OK button will be

enabled. Click OK.

Actividentity

ActivClient

Flease enter vour PIN,

FIN |

(a4 I Cancel |

Figure 2-9: LVS Authentication (Enter PIN)

241 Smart Card
2.41.1 Using the Smart Card

1. Insert the USB end of the card reader into your USB port on your Personal Computer
(PC).
Insert the Smart Card, with the gold metal tab up, into the card reader.
The light on the card reader will flicker as it reads the card (usually about 10 second).

Office of Federal and State Materials and Environmental Page 7
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4. After the card has been read, launch your Internet Explorer browser.

Note: Do not remove the card from the reader.
Once the browser starts, go to the LVS Website.
You will be prompted to enter a PIN (see 2.4 LVS Authentication).

2.4.1.2 Safeguarding your Smart Card

Do not give your card to someone else. Do not leave your card unattended.

24.2 Failed Logon

If you have trouble logging on to the LVS application, contact the Help Desk at 1-877-671-6787
or LVSHelp.Resource@nrc.gov.

2.4.3 Session Timeouts

If your session is inactive for 13 minutes, the system will prompt the user to confirm the
extension of the session. After another 2 minutes of inactivity, the system will log the user off
and the browser will be closed.

2.4.4 Logging off the System
To log off the system, click (located on the upper-right portion of the LVS window).

# USNRC

United States Nuclear Regulatory Commission

otecting People and the Environment

LVS Main Menu /

Check for Changed Receiver's License

Check for Changed Receiver's License - Batch Process
Verify Receiver's License
Verify Receiver's License - Batch Process

Query Verification Activity

Privacy Policy | Site Disclaimer

Figure 2-10: Logging Off (Logout Button)

Office of Federal and State Materials and Environmental Page 8
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2.5 User Groups

2.5.1 Categories
The following two categories of user groups are authorized to use the LVS:

1. Users — Supplier Licensees™ and LVS Analyst.
2. Administrator — LVS Administrator (system administration, reporting, time-triggered
processing, and external interfaces).

2.5.2 Roles and Their Functions
2.5.2.1 Administration

The Administration role accesses and modifies all LVS information. This role is responsible for
maintaining LVS-specific configuration information (e.g., business rules, lookup values, etc.).
The Administration module allows you to perform the following functions:

« Administrator — Licensing Agency and Code Table Management

2.5.2.2 Supplier Licensee

The Supplier Licensee represents the company or person authorized by the NRC or Agreement
State Agencies to possess and transfer radioactive materials to other licensees. In addition, the
NRC and Agreement State Agencies can themselves have licenses and thus be considered
Supplier Licensees. In the Supplier Licensee module, you can perform:

« Supplier Verifies Receiver’s License

« Supplier Checks for Changed Receiver’s License

. Perform Verification Activity Query

« Supplier Checks for Changed Receivers’ Licenses Batch Process

« Supplier Verifies Receivers’ Licenses Batch Process

2.5.2.3 LVS Analyst

The LVS Analyst represents a specific type of super user, who has controlled access to LVS

Radioactive Materials Request verification information for purposes of analysis and reporting.
This is a view-only privilege and the LVS Analyst may not alter data. NRC, Agreement State
agencies, and other Government agencies may be granted an LVS Analyst role. In the LVS

Analyst module, you can:

« Perform Verification Activity Query

1 Lo . . . .
Supplier is the licensee supplying a source to another licensee; manufacturer or otherwise

Office of Federal and State Materials and Environmental Page 9
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3 LVS Main Menu

Starting from the LVS Main Menu, the user can perform many LVS functions, including:

e Supplier Verifies Receiver’s License — Search and verify Receiver Licensee’s license
validity and possession limit compliance.

e Supplier Checks for Changed Receiver’s License — Check for any changes in a repeat
customer’s License since the previous check.

o Perform Verification Activity Query — Retrieve verification information from system in order to
provide a report for analysis.

e Supplier Check for Changed Licenses Batch Process — Check for multiple changed
Receivers Licenses through an automated batch process.

e LVS System Administrator Maintains/Updates Lookup Tables — Maintain LVS specific values
(codes) used for lookups, defaults, validations.

e Supplier Verifies Receivers’ Licenses Batch Process — Verify multiple Receiver Licensees’
license validity and possession limit compliance via a batch process.

Depending on the user role, different menu items will appear after you log on to the LVS. For
example, a supplier licensee will have different menu items available on their main menu than
an LVS analyst. An Analyst only or Administrator only role will not have a landing page and is
taken directly to the only function available for that role. The Main Menu for the supplier
licensee menu items is shown in Figure 3-1: LVS Main Menu (Supplier Licensee — Landing
Page).

Landing pages for other types of licensee users are shown in the graphical exhibits that follow
as:

o Figure 3-1: Supplier Licensee

« Figure 3-2: System Adminstrator with Analyst role

+#/ USNRC L, S V4

: A
: *
oy
United States Nuclear Regulatory Commission \%\__M//J
Protecting People and the Environment License Verification S Yy ten

LVS Main Menu

e

Check for Changed Receiver's License

Check for Changed Receiver's License - Batch Process
Verify Receiver's License

Verify Receiver's License - Batch Process

Query Verification Activity

Privacy Policy | Site Disclaimer

Figure 3-1: LVS Main Menu (Supplier Licensee — Landing Page)
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# USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment
Today's Date: March 19, 2013
User ID: lvsadmnanst01
LVS Main Menu

Query Verification Activity

Maintain Lookup Table

Privacy Policy | Site Disclaimer

Figure 3-2: LVS Main Menu (System Administrator & Analyst role — Landing Page)
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3.1 LVS Main Menu - (Landing Page)

When a user logs on to the system, the LVS Main Menu window appears. The user with
multiple licenses will be presented with a license number drop-down selection
listing,preconfigured with the license numbers associated with the user. The user will select a
license number from the drop-down listing.

* USNRC
United States Nuclear Regulatory Commission

tecting People and the Environment License Veri f| cation

LVS Main Menu

You are an LVS license user with multiple licenses. Please select a license.

License Number *: Select License Number =]

Privacy Policy | Site Disclaimer

Figure 3-3: LVS Main Menu (Landing Page — multiple licenses)

Once the license number is selected, the links on the Main Menu will be displayed. The links
displayed on the Main Menu are based on the role and access privileges for the user logged in.

. USNRC

United States Nuclear Regulatory Commission

Pratez‘ting People and the Environment

LVS Main Menu

You are an LVS license user with multiple licenses. Please select a license.
License Number * : [FPEVERTSTCNE - |

Check for Changed Receiver's License

Check for Changed Receiver's License - Batch Process
Verify Receiver's License

Verify Receiver's License - Batch Process

Query Verification Activity

Privacy Policy | Site Disclaimer

Figure 3-4: LVS Main Menu (Landing Page — license selected)
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To change the license number under which the user wants to perform the functions in LVS,
select the license number in the License Number drop-down list.
The license number on the upper banner of the window will change to reflect the user’s current

choice.
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4 LVS Modules

4.1 Supplier Verifies Receiver’s License

User — Supplier Licensee

Use — Verify a Receiver Licensee’s license validity and possession limit compliance.

1.

From the LVS Main Menu, click Verify Receiver’s License.

#, USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment License Veri f| cation

LVS Main Menu

You are an LVS license user with multiple licenses. Please select a license.
License Number * : MD 123-456-78% =~

Check for Changed Receiver's License

Check for Changed Receiver's License - Batch Process
Verify Receiver's License

Verify Receiver's License - Batch Process

Query Verification Activity

Privacy Policy | Site Disclaimer

Figure 4-1: Verify Receiver’s License (LVS Main Menu)

2. The Verify Receiver License window appears.
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« USNRC 1,

United States Nuclear Regulatory Commission

Protecting People and the Environment License Verification

Verify Receiver's License
*indicates required field

Receiver Agency * : Select Agency :_]
Receiver License Number * :

Amendment Number :

Issue Date: (mm/dd/yyyy) I_‘ =]

[ Verify H Reset H Cancel |

Privacy Policy | Site Disclaimer

Figure 4-2: Verify Receiver’s License (Search Criteria)

The following fields are available to enter as search criteria:

Field Name Reqg. | Description/Comments Acceptable Values Example Value
Value
Receiver Y Represents the Agency who Drop-down US Nuclear
Agency issued license to the Receiver Regulatory
Commission

Receiver Y Represents the license Alphanumeric and A424-19

License number associated with a punctuation up to 25

Number Receiver characters

Amendment Amendment number of the Numeric up to 5 digits 12345

Number Receiver License

Issue Date Issue date of the Receiver mm/dd/yyyy not to 03/02/2012
License precede 01/01/1970

3. To initiate a request to view the Receiver License, enter search criteria in the fields and then
click Verify.

Note: Receiver Agency, Receiver’s License Number and either Amendment Number or
Issue Date must be entered.

4. If found, the license is displayed in the next window (Figure 4-4: Verify Receiver’s License
(License Image)). If the license is not found, a message will be displayed (Figure 4-3:
License not found message).
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System cannot verify request at this time.
Contact the Regulatory Agency.

Figure 4-3: License not found message

USNRC

.
*
L
o+
(luxl\ tes Nuclear Regulatory Commis

e
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Today's Date: Apil 29, 2013
User ID: vssuprSLOL

Verify Receiver's License

Z1 T under Timely Renewet:
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A races

Amendment No. 08 ® comcicizvzefite
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Pk etk z

v
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{macax 10s A0gh, Coagition 12)
4002, and
Cortaning

A Pursuant to Section 3214, 4 Licanses to Manufacture or Transter
- B0 BConseo is authorized 1o
wium Sght sourtes 10 PONsons axempt from icensing pursuant
of 7 any Agr
] 10 CFR Part 32, “Specific Domestic Licenses 1 Manufackure or Transler
* e Kansee s Gtribule treginces
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Save / PrintPDF | | cancel |

Figure 4-4: Verify Receiver’s License (License Image)
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Note: Navigation Options

The q 1, 2[ p options on the top of the License image window allow you to navigate
through the pages. The user can also enter the page number to navigate to that page.

The user can zoom in or out on the License image by selecting from the drop-down.

The user can rotate the License image by clicking on [ A . to rotate to the left and to
rotate to the right.

5. The user can print the license by clicking on the Save/Print PDF button®. The user will be
taken through a series of screens to open/save the license in PDF and to select the printer
to print the license.

6. The user can cancel the verification activity by clicking the Cancel button to return to LVS
Verify Receiver’s License.

7. The user can indicate that he/she has completed verifying the license by ensuring the

‘Complete Verification’ radio button is selected and clicking the Submit button. The
Verification Activity Record window will display.

# USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Verification Activity

‘ Supplier Agency Supplier License Number

taryland Department of the sy
nnnnnnnnnnnn
= - = - - . - . . -
‘ Receiver Agency Receiver License A d t Issue Date |
| calife e ent of Public
‘ :2|.I?£ma Department of Public SR TOTE 7
‘ Verification Date Verification Result Reason Code
| 03/19/2012 Verification Completed
| Save / Print PDF | l Close |

Official Use Only

Privacy Policy | Site Disdaimer

Figure 4-5: Verify Receiver’s License (Verification Activity Record)

8. The user can indicate that the license is not authorized by clicking on the Unauthorized
Request radio button, selecting a reason code from the drop-down, and clicking the Submit
button. The Confirm Unauthorized Request window will display.

2 ) ) .
The user will need to have Adobe Acrobat to open or print the licenses.
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By clicking 'Unauthorized Request' you are
indicating that the license either does not
authorize the requested radicactive
material, physical or chemical form, or
exceeds the possession limit authorization.

| OK || Cancel |

Figure 4-6: Unauthorized Request Confirmation

9. The user clicks OK to confirm and the Verification Activity Record window displays.

# USNRC

United States Nuclear Regulatory Commission \%v*
Protecting People and the Environment License Ve rIfICthon SU fem

Verification Activity

Supplier Agency Supplier License Number
Maryland Department of the R
Environment
Receiver Agency Receiver License Number Amendment Number Issue Date
Cazliforniz Department of Public PR EEOTE 3
Health
Verification Date Verification Result Reason Code
03/19/2013 Unauthorized Request Possession Limit Exceeded
| Save / Print PDF | | Close |

Official Use Only

Privacy Policy | Site Disclaimer

Figure 4-7: Verify Receiver’s License (Verification Activity Record)

9. The user can choose to save/print a formal record of the verification activity with the
displayed information by clicking on Save/Print as PDF.

10. When user is done with the verification activity, click Close to return to Verify Receiver’s
License page.

4.2 Supplier Checks for Changed Receiver’s License

User — Supplier Licensee

Use — Check for any changes in a repeat customer’s license since the previous check.
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1. From the LVS Main Menu, click Check for Changed Receiver’s License.

* USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

LVS Main Menu

You are an LVS license user with multiple licenses. Please select a license.
License Number *: MD 123-456-78% |

Check for Changed Receiver's License

Check for Changed Receiver's License - Batch Process
Verify Receiver's License

Verify Receiver's License - Batch Process

Query Verification Activity

Privacy Policy | Site Disclaimer

Figure 4-8: Check for Changed Receiver's License (LVS Main Menu)

2. The Check for Changed Receiver’s License window appears.

* USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Check for Changed Receiver's License

*indicates required field

: 0
Receiver Agency * : Select Agency ;j
Receiver License Number * :

Amendment Number :

Issue Date: (mm/dd/yyyy) 17 =

I Check || Reset H Cancel |

Privacy Policy | Site Disclaimer

Figure 4-9: Check for Changed Receiver’s License (Search Criteria)

The following fields are available to enter search criteria:

Office of Federal and State Materials and Environmental Page 19
Management Programs



LVS

Version: 1.03

User’s Guide

Date: 05/03/2013

Field Name Req. | Description/Comments Acceptable Values Example Value
Value
Receiver Y Represents the Agency who Drop-down US Nuclear
Agency issued license to the Receiver Regulatory
Commission

Receiver Y Represents the license Alphanumeric and A424-19

License number associated with a punctuation up to 25

Number Receiver characters

Amendment Amendment number of the Numeric up to 5 digits 12345

Number Receiver License

Issue Date Issue date of the Receiver mm/dd/yyyy not to 03/02/2012
License precede 01/01/1970

3. To initiate a request to check the Receiver License, enter search criteria in the fields and

then click Check. The Receiver License has to be entered as originally entered when initial
verification was performed.

Note: Receiver Agency, Receiver’s License Number and either Amendment Number or
Issue Date must be entered.

If found, the verification activity is displayed in next window. If a license has been changed,
a link will be available (if user is authenticated at a level that allows viewing of Sensitive
License information or license’s Sensitive Security Flag is set to ‘No’) and the user can view
or print the license image. If a license has not been changed, the license image will not be
available for view or print.

+ USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Verification Activity

Supplier Agency Supplier License Number

Maryland Department of the

123-456-7
| Environmeant 123-456-789

Issue Date

Amendment Number

Receiver Agency Receiver License Number
| california Department of Public

322371201
Health 22371201 2

Verification Date Verification Result License Image

03/19/2013 License Changed 322371201F

I Save / Print PDF | I Close |

Official Use Only

Privacy Policy | Site Disdlaimer

Figure 4-10: License Verification Activity (License Changed)

Note: To print verification activity, user must save as PDF and then print from there.
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5. Supplier can choose to save/print a formal record of the verification activity with the
displayed information.

6. Supplier can also choose to print the license image, if authorized for view, by clicking on the
license image link.

7. When Supplier is done with the verification activity, click Close to return to LVS Check for
Changed Receiver’s License page.
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4.3 Perform Verification Activity Query

User — Supplier, LVS Analyst

Use — Retrieve verification information from the system in order to provide a report for analysis.

1. From the LVS Main Menu, click Query Verification Activity.

. USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

LVS Main Menu

You are an LVS license user with multiple licenses. Please select a license.
License Number * : MD 123-456-789 =~

Check for Changed Receiver's License

Check for Changed Receiver's License - Batch Process
Verify Receiver's License

Verify Receiver's License - Batch Process

Query Verification Activity

Privacy Policy | Site Disclaimer

Figure 4-11: Query Verification Activity (LVS Main Menu)

2. The Query Verification Activity window displays below. If user logs in as Analyst or
Administrator/Analyst, the Query Verification Activity window will be that of figure 4-13.

Office of Federal and State Materials and Environmental Page 22
Management Programs



LVS Version: 1.03

User’s Guide Date: 05/03/2013

fl U. S.N R C
United States Nuclear Regulatory Commission

License Verification

Query Verification Activity

Receiver Agency : Select an Agency =] Verification Date Range (mm/dd/yyyy)

Receiver License Number : From : @ To: I (=]

Verification Result : Select Verification Result =l

Verification Type : Select Verification Type =l

Search || Reset I I Cancel

Click to select columns to display +

Official Use Only

Privacy Policy | Site Disclaimer

Figure 4-12: Query Verification Activity (as Supplier)

(ENQ) 5 .
Unirted States Nuclear Regulatory Commission

People and the Environment License Verification

Query Verification Activity

Receiver Agency : Select an Agency =] Verification Date Range (mm/dd/yyyy)

Receiver License Number : From : =] To: I
Supplier Agency : Select an Agency =] Verification Result : Select Verification Result =]
Supplier License Number : Verification Type : Select Verification Type =l

Ciick to select columns to display +

Official Use Only

Privacy Policy | Site Disclaimer

Figure 4-13: Query Verification Activity (as Analyst)

The following fields are available as search criteria:

Field Name Req. | Description/Comments Acceptable Values Example Value
Value

Receiver Represents the Agency who Drop-down US Nuclear

Agency issued license to the Receiver Regulatory
Commission

Receiver Represents the license Alphanumeric and A424-19

License number associated with a punctuation up to 25

Number Receiver characters
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Field Name Req. | Description/Comments Acceptable Values Example Value

Value

Supplier Represents the Agency who Drop-down US Nuclear

Agency issued license to the Supplier Regulatory
Commission

Supplier Represents the license Alphanumeric and A424-19

License number associated with a punctuation up to 25

Number Supplier characters

Verification Result of the license Drop-down Verification

Result verification Cancelled

Verification Type of verification Drop-down Possession

Type Compliance
Check

Verification The ‘from’ and ‘to’ date criteria | mm/dd/yyyy 03/02/2012

Date Range values used to search

3. Select the search criteria (Receiver Agency, Receiver License Number, Supplier Agency
(if applicable), Supplier License Number (if applicable),Verification Result, Verification
Type, Verification Date Range).

Note: At least one search criteria must be chosen.

4. Click Search.

5. The Verification activity is displayed in next window.

*, USNRC LVS¢®

Unired St

A
X

License Verification Systén

s Nuclear Regulatory Commission

Protecting People and the Environment

Query Verification Activity

Receiver Agency : Select 3n Agency
c Agency

;I Verification Date Range

(mm/dd/yyyy)

Receiver License Number : From: ) To:

[04124/2013 =] [ =]
Supplier Agency : Select an Agancy [ Verification Result: Select verification Result =l
Supplier License Number : Verification Type : Select Verification Type LI
C =lect columns to display +
view 10 =]

0! 14 Recond(s) Page1/2 il BIREE

. Verification ; ; Verification : Receiver Amendment Verification

2863 04/24/2013 License Changsd Check | Centact Agency TEST AGENCY 1 33666 1z/1z/z012 lvssuprsLol
2862 04/24/2013 E:‘S:CT:S'“" Compliance | - ot Agency | TEST AGENCY 1 1234 1 lvzsuprslol
2861 04/24/2013 Spessssion Compliance | o ovoce agency | CE0rgiz Deparmentof 0000000 1 IvssuprSLot

Chack Maturzl Resources

Figure 4-14: Query Verification Activity (Result)
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6. User can choose to display additional columns by clicking on the ‘Click to select columns

to display +’ link, and selecting the columns to display by clicking on the corresponding
check box.

Note: The Verification Notes field is onl

= USNRC

United States Nuclear Regulatory Commission

available to LVS Analyst.

Protecting People and the Environment

Query Verification Activity

Receiver Agency :

Select an Agericy LI Verification Date Range (mm/dd/yyyy)
Receiver License Number : From: 04/24/2013 u To: =]
SHppher Agency.s Select zn Agency L] Marticaian RasulLs Select Verification Result _vj

Supplier License Number :

Verification Type : Select Verification Type =

Collapse -

" Select All

[¥ Verification ID I¥ Receiver Agency I” Supplier Agency

[v Verification Date I¥ Receiver License Number I” Supplier License Number
[V Verification Type [¥ Verification Result

[¥ Amendment Number
[¥ Verification User Name

[T Verification Notes

¥ Issue Date

View 10 x|
K« < . 20> A
s Verification ore = Verification Receiver License Amendment Verification
Verification ID Date Verification Type Result Receiver Agency Bosabas Nisubor Issue Date User Name
2563 35666 12/12/2012 vesuprSLOL

2862

Figure 4-15: Query Verification Activity (Result — Additional columns selection)

7. User can choose to save/print the list of verification result by clicking on the Save/Print
PDF button.

8. User can also choose to export the list of verification result, by clicking on the Export as
Excel button.

9. When user is done with the verification activity, click Cancel or Home to return to LVS
Main Menu. There is no Cancel or Home for user logged in as an Analyst or as an
Administrator.

4.4 Check for Changed Receiver’s License - Batch Process

User — Supplier.

Use — Check for multiple changed Receiver Licenses through an automated batch process.
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1. From the LVS Main Menu, click Check for Changed Receiver’s License — Batch
Process.

#l USNRC

Unired States Nuclear Regulatory Commission \%\\/, X
s e * s s S
Protecting People and the Environment License Verification Sy fém/

LVS Main Menu

You are an LVS license user with multiple licenses. Please select a license.
License Number *: mD 123-456-783 =~

Check for Changed Receiver's License
Check for Changed Receiver's License - Batch Process
Verify Receiver's License

Verify Receiver's License - Batch Process

Query Verification Activity

Privacy Policy | Site Disclaimer

Figure 4-16: Check for Changed Receiver’s License — Batch Process (LVS Main Menu)

The Check for Changed Receiver’s License — Batch Process window displays.

?'»l US.NRC
Unirted States Nuclear Regulatory Commission

License Verification Systén

Protecting People and the Environment

Check for Changed Receiver's License - Batch Process

*indicates required field

Upload File * :
Browse...
View Previous Results

Privacy Policy | Site Disclaimer

Figure 4-17: Check for Changed Receiver’s License — Batch Process (File Upload)

The following fields are available to enter:

Field Name Req. | Description/Comments Acceptable Values Example Value
Value

Upload File Y Represents the file and Comma separated ABC123.csv
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Field Name Req. | Description/Comments Acceptable Values Example Value

Value
location to be uploaded value files

The Batch File should contain the following fields (Field Name) and in the correct format

(Acceptable Values):

1

Figure 4-18: Batch File Format

3. Click Browse to choose the file to upload. The Choose File box appears.

!,/E‘_g) (= = - ¢ = BatchFileFormat.csv - Microsoft Excel -8 X
- Hame | Insert Page Layout  Formulas Data Review  View  ADAMS  Acrobat  SecureZIP @ - = X
& Calibri 11 - = General I A galnset - | X - % ﬁ

23 v || % - o e 3 Delete - || (8]~ _
Y DA B | @ G SR
Clipboard = Fant IF] (F] MNumber = Cells Editing
| 85 - ¥
A B C D E; F
1 Regulatory Agency Code Receiver License Mumber Amendment Number |ssue Date
2 |CA 1234 1 8/10/2013
3 2
B =
5 | |
b
7
8
9
10
11
W 4 ¥ BatchFileFormat /3 0| I
| Ready u@ =] Q‘m ;}5—'\3‘5{— ;:‘E
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Look in: I I3 DataSample j e _?' — v

26jUCS5validdata, csvi
AbluCsvaliddata. csw

File name: I j Open
- Cancel |
J p

A

Files of type: I_-’-‘dl Files 77

Figure 4-19: Choose File to Upload

4. Select the file, which will be populated into the File Name box, and then click Open.

« USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment
Today's Date: March 19, 2013 Version: 1.0
User ID: lvssuprml02 License Number: 123-456-789

Check for Changed Receiver's License - Batch Process

*indicates required field

Upload File * :
C:\Documents and Set  Browse... |
View Previous Results

Privacy Policy | Site Disclaimer

Figure 4-20: Check for Changed Receiver’s License — Batch Process (Upload)

5. Once the file is selected, Click Upload. The result of the File Upload will display below.
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# USNRC

United States Nuclear Regulatory Commission

ting People and the Environment

Batch Verification Result

View 10 _'J

/7 Recons) Page 1

Receiver Supplier

. Verification Receiver ; Amendment Verification Supplier 2 License
Complete  Line Number License Issue Date License
Result Agency Number Date Agency Image
Number Number
O orida Departm 788
Hes s
US Nuclesr Regulstany e -
r Commizzan = =
r
4 5/15/2 341872013 -T2
r 06/15 758
| 5 3/18/26 23-456-75% 00-10100100
r e Departm 2001120 05/12/20 08 753 2001120
I Save Progress I I Save / Print PDF I [ Export as Excel | | Cancel

Figure 4-21: Batch Verification Result

6. The user may choose to save/print the list of verification batch result by clicking on
Save/Print PDF button.

7. The user may also choose to export the verification batch result into Excel format by
clicking on Export as Excel button.

8. If there is any format error in the uploaded file, the Supplier may correct the file data and
retry.
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Today's Date: March 19, 2013 Version: 1.0

User ID: lvssuprml02 License Number: 123-456-789

Batch Verification Result

Batch File Format is not correct.

View 10 [=|
;I;la of 14 parsing error(s) found. K[| < |l 2> [
221/ 2.
Number | Agency Uicemse Number IsSueDate  ARCRIEnt SRl

1 CA 38-23712-01E 06/19/2013 Issue Date must be on or prior to today's date.

3 AL 31-23@12-01E 03/09/2011 1 Invalid License Mumber.

9 NR 33-23712-01E 10/29/2013 1 Issue e must be on or prior to today's date.

10 36-23712-01E 04/02/2010 1 Rec Lgency cannot be empty.

13 Ca 38$23712-01E 06/19/2011 Invalid License Mumber,

14 Co 39823712-01E 05/21/2011 1 Invalid License Numnber.

15 CH 36%23712%01E | 04/02/2010 1 Invalid License Mumber,

16 WA 40-2%712-01E 07/22/2011 Inwalid License Number.

17 AL 03/09/2011 1 Receiver License Number cannot be empty

18 MO 32%23712 O1E 04/09/2011 2 Inwalid License Number.

Figure 4-22: Batch Verification Result (File with data error)

9. Toreturn to the LVS Check for Changed Receiver’s License — Batch Process, click Cancel.

10. From the Check for Changed Receiver’s License — Batch Process page, the user may also
view previously uploaded files’ results by clicking on View Previous Results. The file
name of the previous batch results will display along with the date and time it was uploaded
and its status. A status of ‘In Progress’ indicates not all of the lines have been marked as
Completed. A status of ‘Complete’ indicates that all of of the lines have been marked as
Completed.

# USNRC

United States Nuclear latory Commission

Protecting People and the Environment License Veri f’ cation S

Previous Batch Results

view 10 7|
8 /8 Record(s). Page 1/1

:) 03/19/2013 03:51 PM CheckChangevaliddata.csv In Process

O 03/15/2013 03:43 PM UCSvaliddata.csv In Process

O 03/19/2013 03:37 PM UCSvaliddata.csv In Process

O 03/06/2013 09:11 AM NTverificationactivity-verify.csv Complete

O 03/06/2013 09:07 AM NTverificationactivity-verify.csv Complete

O 03/06/2013 09:06 AM NTverificationactivity-verify.csv In Process

I Load Batch Results I | Cancel I

Privacy Policy | Site Disclaimer
Figure 4-23: Previous Batch Results
Office of Federal and State Materials and Environmental Page 30

Management Programs



LVS

Version: 1.03

User’s Guide Date: 05/03/2013

11.

12.

To view any previous batch result in the list, select the radio button and click Load Batch
Results. The batch result from Figure 4-21: Batch Verification Result will display. Licenses
that have not changed since the initial verification will be indicated by the verification result
of ‘License Unchanged’. These lines do not require follow-up and do not have the
corresponding checkboxes.

The user can indicate a license has been reviewed by clicking on the corresponding check
box and saving progress.

Unltu{ Nuclear "\LLUI'\[“T\ Commission

Protecting Pf:up/ﬂ and the Environment

Batch Verification Results

The updztes for the batch verification results hzve been zzved

View 10 [=|

Supplier
License
Number

Receiver
Licensa Issue Date
Number

License
Image

Amendment | Verification Supplier
Numbar Date Agency

Lina Verification Raceiver

Complete . mber Result =y

Icd

Icd

'7 c 101001
Icd 2001120
Save Progress | Save / Print PDF | | Export as Excel ‘ | Cancel |

Figure 4-24: Batch Verification Results (Save Progress)

13. If user chooses to Cancel after clicking on any checkbox, user will be prompted to confirm
the discard of changes.
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States Nuclcar chulatory Commission

Mucungl’eople and the Environment License Verification Sy

Batch Verification Results

View 10 x|
o Veribics R B S There may be some unsaved changes. Click
2 : TFIIITPTTT 22220 0K, all changes will be discarded. Click Br15/2013
o Cancel to close this popup window.
~
v 1
v
Wi |8 = |licenseChanged | oo oo oberon=ct. | 6616106105 0010100100
™ 2001120 2001120

Save Progress | | Save / Print PDF | | Export as Excel | [ cancel [an

Figure 4-25: Batch Verification Results (Discard Changes)

14. Once all check boxes are checked and saved, the file status will be set to ‘Complete’. The
user can see the file status of ‘Complete’ by clicking Cancel to return to the Previous Batch
Results page.

«l USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Today's Date: March 19, 2013 Version: 1.0
User ID: lvssuprmi02 License Number: 123-456-789

Previous Batch Results

view 10 =

File Name Status
O 03/19/2013 03:43 PM uCsvaliddata.csv In Process
O 03/19/2013 03:37 PM UCSvaliddata.csv In Process
O 03/06/2013 09:11 AM NTverificationactivity-verify.csv Complete
O 03/06/2013 09:07 AM NTverificationactivity-verify.csv Complete
O 03/06/2013 09:06 AM NTverificationactivity-verify.csv In Process
l Load Batch Results | | Cancel |

Privacy Policy | Site Disclaimer

Figure 4-26: Previous Batch Results
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4.5 Supplier Verifies Receiver’s License — Batch Process
User — Supplier Licensee

Use — Verify multiple Receiver Licensees’ license validity and possession limit compliance via a
batch process.

1. From the LVS Main Menu, click Verify Receiver’s License — Batch Process.

. USNRC

United States Nuclear Regulatory Commission %\_’/)‘
_— . . . ‘o & e
Protecting People and the Environment License Verification SU tem

LVS Main Menu

You are an LVS license user with multiple licenses. Please select a license.

License Number * : [NEPEREIET) -]

Check for Changed Receiver's License

Check for Changed Receiver's License - Batch Process
Verify Receiver's License

Verify Receiver's License - Batch Process

Query Verification Activity

Privacy Policy | Site Disclaimer

Figure 4-27: Verify Receiver’s License — Batch Process (LVS Main Menu)

2. The Verify Receiver’s License — Batch Process window appears.

* USNRC

United States Nuclear Regulatory Commission

ting People and the Environment

N

Verify Receiver's License - Batch Process

*indicates required field

Upload File * :
I Browse...

Privacy Policy | Site Disclaimer
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Figure 4-28: Verify Receiver’s License — Batch Process (File Upload)

The following fields are available to enter:

Field Name Req. | Description/Comments Acceptable Values Example Value
Value
Upload File Y Represents the file and Comma separated ABC123.csv
location to be uploaded value files

The Batch File should contain the following fields (Field Name) and in the correct format
(Acceptable Values):

.'f-::;\‘- = 9~ 5 BatchFileFormat.csv - Microsoft Excel -8X
fy Home Insert Page Layout Formulas Data Review View ADAMS Acrobat SecureZIP "L?) - 2 X
& Calibri |11 - General - | | A galnset - E v W lﬂ
2 BT U-A A LI IR I Delete ~ || @]~ _
Faste . ] [[3r~ A - . = —_— Bl Format ~ || (2= FsiTtr:r&.l gé?:dﬁi
Clipboard ™ Font L] Alignment IFi Number T Cells Editing
| BS - £ | ¥
A B = D E F
1 Regulatory Agency Code Receiver License Number Amendment Number Issue Date
2 CA 1234 1 &/10/2013
3 ==
B =
5 | |
6
7
3
9
10
11
W 4 ¥| BatchFileFormat <3 0| Il [
| Ready 5 O mjgeessyia Unss s

Figure 4-29: Batch File format

3. Click Browse to choose the file to upload. The Choose File box appears.
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Loak in: IB DataSample j o 5 N

2e}UCSvaliddata. csv]
ALlUCEvaliddata, cav

File name: I j —
Files of type: [Al Fies ] =l ﬂl
i

Figure 4-30: Choose File to Upload

4. Select the file, which will be populated into the File Name box, and then click Open.

# USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Today's Date: March 20, 2013 Version: 1.0

User ID: lvssuprmi0o2 License Number: 123-456-789
Verify Receiver's License - Batch Process

*indicates required field

Upload File * :
IC:\Docwnents andSet  Browse... |
View Previous Results

Privacy Policy | Site Disclaimer

Figure 4-31: Verify Receiver’s License — Batch Process (Upload)

5. Once the file is selected, Click Upload. The status of the File Upload will display below.
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United States Nuclear

Protecting People and t

Batch Verification Result

View 10 d
L te s Ki«|[<IHz > »%
Line Verification Receiver Receiver Amendment Verification Supplier Sgpplier 2
Complete X Issue Date License License Image
Number Result Agency License Number Number Date Agency Mabas
O
-
| 3
r 4 1
r
A
r s
r 2
r
C 1
[ save Progress | [ save / print PDF | [ Exportas Excel | [ cancel |

Privacy Policy | Site Disclaimer

Figure 4-32: Batch Verification Result

15. The user may choose to save/print the list of verification result by clicking on Save/Print
PDF button.

16. The user may also choose to export the verification result into Excel format by clicking on
Export as Excel button.

17. If there is any error, the Supplier may correct the upload file data and retry.
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I%S

%
Unired 5 N e 3 io _‘). %
Protecting People and the Environment L iC ense Ve ri f‘ ca tion S\ane*m/
Today's Date: March 20, 2013 Version: 1.0 Hos

User ID: lvssuprmi02 License Number: 123-456-789

Batch Verification Result

Batch File Format is not correct.

View 10 =l
Atatal of 14 parsing errorts) found. [ ] (¢ [ < | [l 2 |[2 ][] [
Pagel/2.
Number  Agency  Licence Number 1ssueDate  ATEILEnt Fore i

1 CA 38-23712-01E 06/19/2013 Izzue Date must be on or prior to today's date

z AL 31-23@12-01E 03/0%/2011 1 Invalid Licenze Mumber.

2 MR 33-23712-01E 10/29/2013 1 Izzue Date must be on or prior to today's date

10 36-23712-01E 04/02/2010 1

13 CA 38$23712-01E 06/19/2011 Invalid License Mumber,

14 co 39&23712-01E 05/21/2011 1 Invalid License Mumber.

15 CH 36%. 2%01E 04/02/2010 1

i6 VA 40-2%712-01E 07/22/2011 Invalid License Mumber.

i7 AL 03/09/2011 i Receiver License Number cannaot be empty

18 MO 32%23712 D1E 04/09/2011 2 Invalid License Mumber.

Figure 4-33: Batch Verification Result with errors
18. To return to the LVS Verify Receiver’'s License — Batch Process, click Cancel.

19. From the Verify Receiver’'s License — Batch Process page, the user may also view
previously uploaded files’ results by clicking on View Previous Results.

. USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Previous Batch Results

view 10 x|
8 /6 Record(s). Page 1/ 1

(@) 03/20/2013 01:39 PM uCsvaliddata.csv In Process

O 03/14/2013 09:54 AM NT_valid.csv In Process

O 03/14/2013 09:28 AM UseCzse8data.csv In Process

O 03/14/2013 09:27 AM validUCBdatat.csv In Process

O 03/06/2013 09:10 AM NTverificationactivity-verify.csv In Process

O 03/06/2013 09:08 AM NTverificationactivity-verify.csv In Process

| Load Batch Results | | Cancel |

Privacy Policy | Site Disclaimer
Figure 4-34: Previous Batch Results
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20. To view any previous batch result in the list, select the radio button and click Load Batch
Results. The most recent batch results, up to a configurable number, (Figure 4-32: Batch
Verification Result) will be retrieved and will display.

21. The user can verify each license by clicking on the license image link and then select to
verify or unauthorize the license. If the user chooses to cancel the verification request, by
clicking on Cancel button on the license image page, the user will be returned to this page
and the Verification Result will be updated with a status of ‘Verification Cancelled'.

#, USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Batch Verification Results

View ;]
At hecT ree Kl < =[5 [»
Complete Nbim":" v‘zﬂ::ﬂ”" Receiver Agency R“‘L“:;ti:r’"“ Issue Date A';'fu"r:;’r"' Verification | ¢, plier Agency E‘.'J::;:lir License Image
Sl Copmtt 32371 32729,
G 2 08/12/2008
] 3
I 4
-
r ou3saTIanE
O 2
r H 10/19/2010 2 03/20/2013
r : 02 NYNYC5551212
C 10 22115202 352374240118
I Save Progress | I Save / Print PDF I I Export as Excel I I Cancel |
rivecy iy | St Disclores
Figure 4-35: Batch Verification Results
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License Verification

Verify Receiver's License
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Figure 4-36: License Image
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# USNRC

United States Nuclear Regulatory Commission \g :
Protecting People and the Environment License Vel’lflCCItlon SU :

Supplier Agency Supplier License Number

Mzryland Department of the

: 123-456-789
Environment

Receiver Agency Receiver License L A d L Issue Date
Florida Department of Health 33-23712-01E 1

Verification Date Verification Result Reason Code
03/20/2013 Verification Completed
I Save / Print PDF I | Close

Figure 4-37: Verification Activity

22. Click Close to go back to list of licenses and their results. Note that the status of the
verification is updated in the Verification Result column.

tegulatory Commission

tned the Environment

Today's Date: March 20, 2013

User ID: Ivssuprml02
Batch Verification Results

Thz updates far the batch verification results have been savad,

/ 10/ 11 Records). Page 142 klle ¢ W : 3 »%

View 10 d

Complete N:im”":gr V";E::f{i“” Receiver Agency R"“’“’:r"nti:f"s" Issue Dete arm"r:;l‘r"t V"”;;ff“” Supplier Agency sl.liJ:p;‘I;:r License Imege
Number

[ 1 TrmomenTend g 1 2013 S e Iaia-is
r e mmanmen a5/ 122008 23202913 e Demanen 322712015
l- 3 : 32-23712-01 3 03/20/2013 34-23712-01E
r 2 tAgEn EEEeEE mmnean 1 o3/20/2013 :,"____":E‘_':\,:'_:f__;;“t 173-455-789
- 312371201 251272008 03/20/2013 23-456-789 312371204
r anaa DT | ssmszriane 0571572005 2 237202013 LI IR mazeem DOI3S2IP1A0IE
- 2ot 3(2I71200E 2 9372072013
r z TtAge 3ssEzzEss 10/10/2019 2 a3/20/2013 LI IR mazeem
r 020172000 03/20/2013 HYHYZES51212
(] 1 LA EDeRTET smm 08/15/2008 a3/20/2013 LA DR nuzeom 35[237IFHIE
Seve Progress | Save [ Print PDF | | Export as Excel | | Cancel |

Figure 4-38: Batch Verification Results (updated after verification)
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23. The user can indicate a license is reviewed by clicking on the corresponding checkbox and

24.

saving progress. The user can also revert by unchecking the checkbox and saving again if
needed.

If user chooses to Cancel after clicking on any checkbox, user will be prompted to confirm
the discard of changes.

+« USNRC

Unived States Nuclear Regulatory Commission

Protecting People and the Environment

Batch Verification Results

View 12 =
K A
o L
P Nur Resul
v
There may be some unsaved changes. Click
v :2-2:71 OK, all changes will be discarded. Click 2072013
Cancel to close this popup window.
r ™ semm
r
r
-
I
r
B 3523712401

[ ssveprogress | | save / print POF | [ Exportas Excel | [ cencel |

Figure 4-39: Cancel Confirmation message

25. Once all checkboxes are checked and saved, user can see the file status of ‘Complete’ by

clicking Cancel to return to View Previous Results page
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*] USNRC vy

United States Nuclear Regulatory Commission \g\*/* :
et . . . N M %
ople and the Environment License VeI‘IfICCltlon U m/

Previous Batch Results

view 10 =]

818 Record(s), Page 1/1

O 03/14/2013 09:54 AM NT_valid.csv In Process
O 03/14/2013 09:28 AM UseCazefdata.csv In Process
O 03/14/2013 09:27 AM validUC8datal.csv In Process
@) 03/06/2013 09:10 AM NTverificationactivity-verify.csv In Process
O 03/06/2013 09:08 AM NTverificationactivity-verify.csv In Process
| Load Batch Results I | Cancel |

Privacy Policy | Site Disclaimer

Figure 4-40: Previous Batch Results

4.6 LVS System Administrator Maintains/Updates Lookup Tables
User — LVS System Administrator.

Use — To maintain and update various LVS-specific values (codes) used for lookups, defaults,
and validations. The following Lookup Tables are available:

1. Reason Code — used to indicate reason for unauthorized request

2. Regulatory Agency — list of all available Regulatory Agencies in drop-down list throught
LVS

3. Verification Status — indicate the various verification status (e.g. Complete, Changed,
Cancelled)

4. Verification Type — type of verification that can be performed in LVS

1. Iflogged in as Administrator/Analyst, click on Maintain Lookup Table from the LVS Main
Menu.
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# USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

LVS Main Menu

Query Verification Activity

Maintain Lookup Table

Privacy Policy | Site Disclaimer

Figure 4-41: Maintain Lookup Table (LVS Main Menu)

2. The Maintain Lookup Table window displays.

« USNRC

United States Nuclear Regulatory Commission

Findicates required field

Lookup Table List * :  Lookup Table List =]

Privacy Policy | Site Disclaimer

Figure 4-42: Maintain Lookup Table (Selection)

The following fields are available to choose:

Field Name Req. | Description/Comments Acceptable Values Example Value
Value

Select a Y Represents the Lookup Tables | Drop-down LVS Reason

Lookup Table that can be added/updated Code

3. Select the Lookup Table.
4. Click Continue.

5. The selected Lookup Table’s content is displayed in next window.
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License Verification S\ﬁ

Maintain Lookup Table

Reason Code Lookup

View 10 [=|

Il B Rt K] [«<][<| (2 |[>][>][»

System Last
Select Code Status Code Description Reason Comment Created By Created | Last Updated Updated

= Date By

Indicator Date
(@] 1 LNF Inactive | License Hot Found ¥ DATA_ADMIN | 06/15/2011 | lvsadmn01 03/14/2013
O 2 PLE Active Possession Limit Excesded N DATA_ADMIN | 06/15/2011  Data Admin 04/24/2012
(@] 3 SAL Active Security Access Issue test N DATA_ADMIN | 06/15/2011 | lvsadmn01 03/15/2013
O 4 NAR Active Unzuthorized Request N DATA_ADMIN | 06/15/2011  Data Admin 06/11/2012
(@] 5 FTC Active First Time Check N Data Admin 02/08/2012 02/08/2012
O 5 INF Inactive  Image Mot Found o7 DATA_ADMIN 10/23/2012 | Data Admin 10/23/2012
(@] 7 NPT Active Initial Verification is Required | N DATA_ADMIN 10/23/2012 | lvsadmnanst01 | 03/16/2013
O 8 veu Active E:Zii‘ati"“" cancelled by ¥ DATA_ADMIN | 03/13/2013 | Data Admin 03/13/2013
(@] 29 test test | Active test test test ks test this test lvsadmnot 03/14/2013 | lvsadmnanstol | 03/16/2013
O 30 test lvs | Inactive | testlvs 57 tast lvs lvsadmnanst0l | 03/14/2013 03/14/2013

Save / Print PDF
| Add | | Edit | ‘ Cancel ‘

Figure 4-43: Maintain Lookup Table (List of Codes)

User can choose to add to the list of Lookup codes by clicking on Add.

The Add Maintain Lookup window displays

# USNRC

United States Nuclear Regulatory Commission

ng People and the Environment License Veri fl cation

Maintain Lookup Table

Add a Reason Code

D Code * Status * Code Description * SVSte,'" Reas‘tm
Indicator
Active =] Select a Status --> ¢
Comment Created By Created Date Last Updated Date
t01

Privacy Policy | Site Disclaimer

Figure 4-44: Maintain Lookup Table (Add)

The following fields are available:
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Field Name Req. | Description/Comments Acceptable Values Example Value
Value
ID Lookup ID System-generated 47
Code Y Unique short Lookup Code to SECACC
identify a lookup record
Status Y Status of the lookup record Drop-down Active
Code Y Descriptive text pertaining to a | Free-form text Security Access
Description lookup record Issue
System Y Indicator to differentiate a Drop-down Y
Reason system code from user-
Indicator selectable code (This field is
only applicable to Reason
Code lookup table).
Comment Free-form text License is not
Authorized
Created By User that created the lookup System-generated jdoe
record
Created Date The date/timestamp when the | System-generated 2012-06-08
lookup record was created 18:03:24:23
Last Updated User that last updated the System-generated tdoe
By lookup record
Last Updated The date/timestamp when the | System-generated 2012-06-08
Date lookup record was updated 18:03:24:23

8.

Umud States Nuclear Regulatory Commission

Once required fields are entered, click on Save. A confirmation window will dlsplayv

+ USNRC

Protecting People and the Environment

Maintain Lookup Table

Confirmation

D

Code * Status *

. =

Code Description *

License Verification

Comment

Created By Created Date

| Back to Reason Code Lookup | ] Close I

Last Updated Date

System Reason Indicator * |

Figure 4-45: Maintain Lookup Table (Confirmation of Add)

Privacy Policy | Site Disclaime

9. User can choose to go back to the Maintain Lookup Table list by clicking on Close or to
go back to Reason Code Lookup to add/edit more codes by clicking on Back to Reason
Code Lookup.

10. From the selected Lookup Table, user can also choose to edit an existing code, by
selecting on a code and clicking on Edit.
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11. The Edit Lookup window displays.

#, USNRC

United States Nuclear Regulatory Commission

Protecting People and the Environment

Maintain Lookup Table

Edit Reason Code

D Code * Status * Code Description * Syste!n Reas.on
Indicator

69 TMPCDE Active =l TEMP REASON CODE N =

] Comment Created By Created Date Last Updated By Last Updated Date ‘
‘ Sample code ‘

Save Cancel

Privacy Policy | Site Disclaimer

Figure 4-46: Maintain Lookup Table (Edit)

The following fields are available:

Field Name Req. | Description/Comments Acceptable Values Example Value
Value
ID Lookup ID System-generated 04
Code Y Unique short Lookup Code to NAR
identify a lookup record
Status Y Status of the lookup record Drop-down Active
Code Y Descriptive text pertaining to a | Free-form text Unauthorized
Description lookup record Request
Comment Free-form text
Created By User that created the lookup System-generated jdoe
record
Created Date The date/timestamp when the | System-generated 2012-06-08
lookup record was created 18:03:24:23
Last Updated User that last updated the System-generated tdoe
By lookup record
Last Updated The date/timestamp when the | System-generated 2012-06-08
Date lookup record was updated 18:03:24:23

12. Once required fields are updated, click on Save. A confirmation window will display.
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United States Nuclear Regulatory Commission

License Verification

Maintain Lookup Table

Confirmation

D Code * Status * Code Description * Svste!n Reas?“
Indicator
TMPCDE active =] TEMP REASON CODE N =l
Comment Created By Created Date Last Updated By Last Updated Date

Close

Privacy Policy | Site Disclaimer

Figure 4-47: Maintain Lookup Table (Confirmation of Edit)
13. User can choose to go back to the Maintain Lookup Table list by clicking on Close.

4.7 Alert Management

Based on certain events, the system automatically generates an alert, sends it to designated
alert recipients, and logs the alert in the system. All confirmation and administration for alerts
will be done directly using RDBMS interface. There will be no user interface for alert
configuration and management. The following is a listing of event(s) that will trigger an alert:

Event: Three Suppliers perform a verification activity on the same Receiver’s license on the
same day. LVS will generate and send an alert to the agency notifying them of this potential
suspicious activity.
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5 LVS User Responsibilities

It is critical that users of the LVS fulfill their responsibilities in protecting LVS’ vital
information. The people who access License information have a special responsibility to
protect it from unauthorized use and disclosure. Understanding information security
responsibilities and how to fulfill them will help to mitigate risks to the LVS.

The goal of this section is to provide simple everyday tools to protect the LVS’ information
while using its resources. End user roles and responsibilities for using the LVS are as
follows:

5.1 Protection Controls

Protect LVS resources by applying system-wide protection controls. If your token or ID
information is stolen, lost, or forgotten, immediately report it to the Help Desk at 1-877-671-
6787 or LVSHelp.Resource@nrc.qov.

5.2 Workstation Security Controls
Protect data by implementing security controls at your workstation as follows:

a. Protect your computer from unauthorized access by keeping it physically secure. Your
LVS workstation is equipped with a password-protected screen saver. Anytime you
leave your desk, be sure to invoke the screen saver, logout of LVS and close all browser
and/or Adobe Acrobat windows or shut down your computer.

b. Log on securely to the system.

c. Preserve your PIN and keep it safe so that no one can access it.

d. Identify and report LVS-related security incidents to the Help Desk.

5.3 Handling Sensitive Information

Federal guidance for sensitive but unclassified information security can be found on the
NIST Website at http://csrc.nist.gov/index.html.
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6 Training

6.1 Computer Based Training

6.1.1

Purpose

The goal of the LVS Computer Based Training (CBT) is to enable users to effectively learn
the various LVS procedures required of their role as well as provide access to those various
process training modules as quick reference resources. This feature will be made available
at a later date.

6.1.2 Scope
The LVS CBT training will provide:

An intuitive interface providing simple navigation tools.
Background and key concepts of the LVS.

A “big picture” overview of the LVS software including main systems function and
features.

Guided practice and interactive exercises using real-life scenarios.
A detailed look at the LVS functionality and tasks required for each function.

Post-lesson self-assessment testing to reinforce learning, with questions linked to
specific learning objectives.

All tasks included in the LVS CBT modules will include steps in the classic instructional
sequence: “hear, see, do.” Users listen to or read an explanation of a concept or task,
observe a demonstration, and then complete the task independently. Users will not be
required to complete the modules in any particular order. Access to any given module is not
dependent on the completion or score of any other module within the user’s track.

6.1.3

Interface and Navigation

The typical user will:

Log on to the LVS web application
Access the CBT “Main Menu” page from links on the LVS site.

Select Role-Based Track — Once on the CBT page, the user selects among the
Training Tracks from the LVS Main Menu based on their role.

Select Module- The user selects the module that they wish to complete.

View the Module- Once in a specific module, the CBT interface will allow the user to
move forward or backward through the individual screens of instruction.

Practice - Each module guides the user through an interactive multimedia experience to
learn the information and will provide guided practice where appropriate.
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6.1.4 Accessing the LVS Computer Based Training Menu
This feature will be made available at a later date.

6.1.5 Roles and User Groups

The LVS computer-based training is intended for three primary roles, or user groups:
Supplier Licensee, LVS Analyst, and System Administrator.

6.1.5.1 Supplier Licensee
Supplier Licensee represents the company or person authorized to verify Receiver’s License
under a license issued by the NRC or an Agreement State. Generally speaking, Supplier will
use LVS to verify a licensee, and query verification activities.

6.1.5.2 LVS Analyst
Generally speaking, LVS Analyst will use the LVS to retrieve verification information for
reports.

6.1.5.3 System Administrator

The System Administrator is the NRC staff member who maintains and updates various
LVS Lookup tables.
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Appendix A: Abbreviations and Acronyms

CBT Computer-Based Training

Ccsv Comma separated value

LVS License Verification System
NIST National Institute of Standards and Technology
NRC Nuclear Regulatory Commission
NSTS National source Tracking System
OTP One-Time Password

ouo Official Use Only

PC Personal Computer

PDF Portable Document Format

PIV Personal Identity Verification

PIN Personal Identification Number
URL Uniform Resource Locator

USB Universal Serial Bus

WBL Web-Based Licensing
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Appendix B: LVS Windows, Functions, Alternatives, and Scenarios

The following table provides a general description of the LVS windows and their functions, and
typical usage scenarios that show how various user types might perform the functional

processes. Also included are alternative flows that show other ways that a user might interact
with the system to perform the functional processes. The sections humbers correspond to the

section numbers in the document.

Section Window Function Alternative Scenario
4.1 Verifies Allows Supplier None A Supplier needs
Supplier Receiver’s Licensee to verify if to verify a
Verifies License receiver license is valid. Receiver’s license
Receiver’s upon their first
License License Image | Allows Supplier request for
Licensee to Radioactive
view/save/print license Materials
image, if authorized.
Unauthorized Allows Supplier
Confirmation Licensee to indicate if
receipt is allowed by
completing the
verification process or to
indicate if unauthorized.
Cancel Allows Supplier
Licensee to cancel the
verification.
Verification Allows Supplier
Activity Record | Licensee to
view/save/print
verification result
4.2 Supplier Allows Supplier Supplier needs to
Supplier Checks for Licensee to check if verify any updates
Checks for Changed receiver license is still or changes to a
Changed Receiver’s valid. Receiver’s
Receiver’s License License since the
License previous
License Image | Allows Supplier verification.
Licensee to
view/save/print license
image, if license has
changed and user is
authorized.
Cancel Allows Supplier
Licensee to cancel the
check.
Verification Allows Supplier
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Section Window Function Alternative Scenario
Activity Record | Licensee to
view/save/print
verification result
4.3 Query Allows LVS Analyst or LVS Analyst
Perform Verification Supplier to search for needs to view
Verification Activity Search | verification activity what
Activity Query | Criteria records. ‘Unauthorized
Request’
Query verifications have
Verification Allows LVS Analyst to occurred in the
Activity Search | view the result of the past month.
Result search, sort result,and
print the result list. Supplier needs to
provide an
inspector with a
list of verifications
that it performed
within the past
year.
4.4 Check for Allows user to upload a None Supplier has need
Changed Changed csv file with correct to see if any of its
License License File format, of list of 100 customers’
Verification Upload licensees to check. licenses have
Batch changed since the
Process Choose Fileto | Allows user to choose previous
Upload the file to upload from verification.

Invalid file
errors
displayed

Batch
Verification
Result

Previous Batch
Results

any directory.

Allows user to see the
error messages and the
line number of the data
in error.

Allows user to see the
result of the verification.

Allows user to save and
go back to previous
verification results.

Supplier can'’t
complete checking
for changes of all
its 100 customers’
licenses and
wants to check off
and save the
completed portion
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Section Window Function Alternative Scenario
of the batch.
4.5 Supplier Allows user to upload a None Supplier wants to
Supplier Verifies csv file with correct verify multiple
Verifies License File format, of list of receivers’ licenses
Receivers’ Upload licensees to verify. in a batch, rather
Licenses than checking
Batch Choose Fileto | Allows user to choose them one at a
Process Upload the file to upload from time.
any directory.
Invalid file Allows user to see the
errors error messages and the
displayed line number of the data
in error.
Batch Allows user to see the
Verification result of the verification.
Result
Previous Batch | Allows user to save and Supplier can'’t
Results go back to previous complete
verification results. verification of all
its 100 customers’
licenses and
wants to check off
and save the
completed portion
of the batch.
4.6 Lookup Table Allows LVS System None The LVS System
LVS System Selection Administrator to choose Administrator
Administrator the Lookup Table to needs to change a
Maintains/Upd update. Lookup table’s
ates Lookup values from
Tables Lookup Table’s | Allows LVS System Yes/No to
Content Administrator to select True/False.
the code to edit.
Add to Lookup | Allows LVS System
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Section Window Function Alternative Scenario
Table Administrator to add
additional code to the
Lookup table
Edit Lookup Allows LVS System
Table Administrator to edit the
code in the Lookup
table.
Confirmation Allows LVS System
of Add/Edit Administrator to confirm
and complete the
add/edit of Lookup
table.
4.7 None System generated None Three Suppliers
LVS Alert perform a
Trigger verification activity
Generates on the same

System Alerts

Receiver’s license
on the same day.
LVS generates
and sends an alert
to the agency
notifying them of
this suspicious
activity.
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