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SA-2011-07, “MULTIPLE VULNERABILITIES DISCOVERED AND EXPLOIT PACKAGES ARE
BEING DEVELOPED FOR INDUSTRIAL CONTROL SYSTEMS”

The Nuclear Regulatory Commission (NRC) issued SA-2011-07 dated July 20, 2011, to
licensees because of recently identified cyber threats and vulnerabilities that could potentially
impact industrial control systems. These cyber threats and vulnerabilities may adversely impact
the integrity, confidentiality, and availability of data and software; deny access to systems,
services, and data; and adversely impact the operation of systems, networks, and equipment
related to safety functions or that are important to safety, security, or emergency preparedness
functions. This includes all offsite communications, support systems, and equipment that, if
compromised, would adversely impact safety, security, or emergency preparedness functions.
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