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Federal Energy Regulatory Commission Washington D.C.

Disclaimer

The views expressed herein are mine, and do
not necessarily reflect the views of the
Commission, individual Commissioners,
Commission staff, or individual Commission
staff members
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Critical Energy Infrastructure
Information Regulations

e Shortly after September 11, 2001, the Commission
took steps to protect information that it considered
Critical Energy Infrastructure Information.

e On February 21, 2003, FERC issued a final rule
amending Its regulations to establish a procedures
for protecting and accessing Critical Energy
Infrastructure Information.
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Definition of Critical Energy
Infrastructure Information

e Critical Energy Infrastructure Information is defined, by Commission
regulation, as specific engineering, vulnerability, or detailed design
information about critical infrastructure that:

(1) Relates details about the production, generation, transportation,
transmission, or distribution of energy;

(i1) Could be useful to a person in planning an attack on critical
infrastructure;

(ii1) Is exempt from mandatory disclosure under the Freedom of
Information Act, 5 U.S.C. 552; and

(iv) Does not simply give the general location of the critical
infrastructure.
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The FAST Act

e On December 4, 2015, the President signed the Fixing America’s Surface
Transportation (FAST) Act into law. The FAST Act added section 215A to the
Federal Power Act (FPA) to improve the security and resilience of energy
infrastructure in the face of emergencies.

e FPA section 215A(d)(2) required the Commission to promulgate such
regulations as necessary to:

— Establish criteria and procedures to designate information as CEl|I;
— Prohibit unauthorized disclosure of CEII;

— Establish sanctions for employees and certain other individuals who
knowingly and willfully make unauthorized disclosures; and

— Facilitate voluntary sharing of CEIl among federal, state, political
subdivision and tribal authorities; the ERO; regional entities; owners,
operators and users of critical electric infrastructure; and other entities
deemed appropriate by the Commission.
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Order No. 833

e On November 17, 2016, FERC issued Order No. 833,
which amends its CEIll Regulations to:

— Implement the provisions of the FAST Act that
pertain to the designation, protection and sharing of

CEIl; and

— Integrate the existing Critical Energy Infrastructure
Information program with the new requirements of

the FAST Act.

e The rule became effective on February 21, 2017.
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Critical Electric Infrastructure
Information

e Section 215A(a)(3) of the FAST Act defines Critical Electric
Infrastructure Information to mean:

[IJnformation related to critical electric infrastructure, or proposed
critical electrical infrastructure, generated by or provided to the
Commission or other Federal agency other than classified national
security information, that is designated as critical electric
infrastructure information by the Commission or the Secretary

of the Department of Energy pursuant to subsection (d). Such term
includes information that qualifies as critical energy infrastructure
information under the Commission’s regulations.

* Pursuant to section 215A(d)(1) of the FPA: Critical Electric
Infrastructure Information is: Exempt from mandatory
disclosure under the Freedom of Information Act, 5 U.S.C. 552
and exempt from State Sunshine Laws.
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Designating CEI|

e FAST Act specifically authorizes FERC and the Department of Energy to
designate information as CEII.

e In Order 833, the Commission recognized that other Federal agencies may
possess infrastructure information. As such, section 388.113(a), states that:

Nothing in this section limits the ability of any
other Federal agency to take all necessary steps

to protect information within its custody or

control that is necessary to ensure the safety

and security of the electric grid. To the extent
necessary, such agency may consult with the CEI|I
Coordinator regarding the treatment or designation
of such information.
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Revised CEIl Regulations:
Designation of CEII

e Among other revisions, the new CEIl regulations
provide:

— Procedures for the public to request CEII treatment of
a submission and for the designation of Commission
generated documents.

— The process for the removal of a CEIl designation
Including the notification requirements for
documents submitted to the Commission.

— The administrative appeals process available to
challenge CEII designations or disclosures.
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Revised CEIl Regulations:
Accessing CEII

e Additionally, FERC’s revised CEII regulations :

— Detall the process for the public to request access to CElI
by submitting a detailed statement of need and executing a
non-disclosure agreement.

— Provide the procedures that implement the FAST Act’s
provision regarding FERC facilitating voluntary sharing of
CEIL.

— Clarified the processes for sharing CEIll with certain
entities such as owner operators of facilities and Federal

Agencies.
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Revised CEIll Regulations: Duty to
Protect CEII

e In addition, the revised CEII regulations
Include:

— A duty to protect CEII, which regard among other
things, minimum requirements for CEIl non-
disclosure agreements.

— Sanctions applicable to officers, employees, or
agents of FERC who knowingly and willfully
disclose CEIl in an unauthorized manner.
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