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VOTING SUMMARY - SECY-08-0196

RECORDED VOTES
APRVD DISAPRVD ABSTAIN PARTICIP COMMENTS DATE
CHRM. KLEIN ' X | X 2/11/09
COMR. JACZKO X X 3/4/09
COMR.LYONS X X 3/5/09
COMR. SVINICKI X X 3/16/09

COMMENT RESOLUTION

In their vote sheets, all Commissioners approved the staff's recommendation and provided
some additional comments. Subsequently, the comments of the Commission were incorporated
into the guidance to staff as reflected in the SRM issued on March 27, 2009.
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NOTATION VOTE

RESPONSE SHEET
TO: Annétte Vietti-Cook, Secretary
FROM:» | CHAIRMAN KLEIN
SUBJECT: SECY-08-0196 — ADVANCE NOTICE OF PROPOSED

RULEMAKING — REQUIREMENTS FOR
FINGERPRINTING FOR CRIMINAL HISTORY RECORD
CHECKS OF INDIVIDUALS GRANTED UNESCORTED
ACCESS TO RESEARCH AND TEST REACTORS
(NRC-2008-0619) (RIN-A125)

Approved _xx Disapproved Abstain
\Not Participating

COMMENTS: Below __ AttachedXX__ None ____
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Chairman Klein's Comments on SECY-08-0196
Advance Notice of Proposed Rulemaking - Requirements for Fingerprinting for Criminal
History Record Checks of individuals Granted Unescorted Access to Research and Test
Reactors

| approve the staff's recommendation to publish the Advance Notice of Proposed
Rulemaking for “Requirements for Fingerprinting for Criminal History Checks of
Individuals Granted Unescorted Access to Research and Test Reactors” and
commencing with normal notice and comment rulemaking upon receipt and
consideration of any public comments on the ANPR. In formulating the rule to exempt
certain individuals from fingerprinting requirements, the staff should strive for a risk-
informed, graded approach that considers, among other things, the type and gravity of
special nuclear material and other sensitive materials, as well as the research and test
reactor’s licensed power level. The staff should also edit page 9 of the Federal Register
Notice as noted in the attached comments.

Gitee

Dale E. Klein 02/ 1409
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designated to detect, assess or respond to such unauthorized use or removal.” In implementing
the requirement of the EPAct on an interim bases, the orders were issued requiring
fingerprinting only for individuals with unescorted access to risk-significant materials (i.e., fuel),

within the research and test reactor facilitiesa\wa' e-th

Notwithstanding the decision to limit the interim order requirements to risk-significant

materials of the licensee’s facility, the Conﬁmfssion now believes that the scope of the
unescorted access‘ﬁngerprinting requirement in the proposed regulations should be broadened
to include'unescorted access to appropriate areas of the facility. This quId ensure that all the -
risk-significant materials and equipment in the facility is protecﬁted, rather than just the special
nuciear material. Uﬁder the existing requirements, Iicenseee muet consider the FBI
fingerprint-based criminal history record for individuals who eould exercise physicél control over
the special nuclear material; existing requirements do not, however, specifically address
qnescbrted access to the physical arees surrounding the special n.uclea‘r material or the reactor

itself.

All RTRs are licensed as utilization facilities as that term is defined by Section 11‘ of the
AEA and 10 CFR 50.j2.r‘Howev.er, because RTRs are all uniquely configured and not
susceptible to a generic ciassification of what portion or portion of a larger facility constitutes the -
part of the “utilizatipn facility” for which unescorted access is an issue, the NRC is seeking
information on whether defining this term too broadly might not achieve the agency's regulatory

objectives nor effectively implement the intent of the EPAct. For example, imposing an FBI
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Commissioner Jaczko’'s Comments on SECY-08-0196
Advanced Notice of Proposed Rulemaking — Requirements for Fingerprinting for Criminal
History Record Checks of Individuals Granted Unescorted Access to
Research and Test Reactors

| approve of the staff's request to proceed with this rulemaking with some modifications. | do not
believe that entering into an Advanced Notice of Proposed Rulemaking (ANPR) is necessary in
this instance. Instead, | support the staff conducting early stakeholder interaction, as discussed
in the paper, and then proceeding to a proposed rule. | believe the staff can gather the same
information and interact with stakeholders in the same fashion as currently planned, but outside
of the limiting confines of the ANPR process.

As part of its stakeholder outreach, | also believe staff should ensure that it actively reaches out
and encourages early participation from a wide variety of interested stakeholders which could be
impacted but might not otherwise be knowledgeable about the anticipated rulemaking effort,
including student government associations and student chapters of professional societies, such
as the American Nuclear Society. Due to the wide-ranging interest and geography of potentially
impacted licensees and stakeholders, the staff should also consider web-streaming the planned
public workshop to provide easier and more diverse access and input into this rulemaking effort.
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RESPONSE SHEET
TO: Annette Vietti-Cook, Secretary
FROM: COMMISSIONER LYONS |
SUBJECT: SECY-08-0196 — ADVANCE NOTICE OF PROPOSED

RULEMAKING - REQUIREMENTS FOR
FINGERPRINTING FOR CRIMINAL HISTORY RECORD
CHECKS OF INDIVIDUALS GRANTED UNESCORTED
ACCESS TO RESEARCH AND TEST REACTORS
(NRC-2008-0619) (RIN-A125) |
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Commissioner Lyons’ Comments on SECY-08-0196
Advance Notice of Proposed
Rulemaking — Requirements for Fingerprinting for Criminal History Record
Checks of Individuals Granted Unescorted Access to Research and Test Reactors
(NRC-2008-0619) (RIN-A125)

| approve the staff's recommendation to publish the Advanced Notice of Proposed Rulemaking
for “Requirements for Fingerprinting for Criminal History Checks of Individuals Granted
Unescorted Access to Research and Test Reactors.” | agree with Chairman Klein that the staff
should “strive for a risk-informed, graded approach that considers, among other things, the type
and gravity of special nuclear material and other sensitive materials, as well as the research and
test reactor’s licensed power level.” Additionally, although the research and test reactor industry
is composed of a diverse group of stakeholders, | believe it is imperative that the staff actively
engage this industry on the issues that evolve through the ANPR, and continue this level of
interaction as the proposed rule is developed.

| am also providing some minor edits on the proposed Federal Register noﬁce_as attached.




unescorted access, including the provisions in Section 652 of the EPAct pertaining to

-fingerprinting.

In January 2007, the NRC staff provided information and recommendations to the
Commission on its EPAct interim implementation plan. In March 2007, the Commission directed
the NRC staff to issue orders to RTRs to require fingerprint-based criminal history record checks
for individuals with unescorted access to these facilities. The orders were to require
fingerprinting only for individuals with unescorted access to rfsk-signiﬁqant areas or materials
‘within the facilities. The Commission also directed the NRC staff to proceed with avrulemaking
to determine if fingerprint-based criminal history record checks should be required for additional

personnel.

On April 30, 2007, the NRC issued NRC Order EA-07-074, “Order Imposing '
Fin.gerprinting and Criminal History Records Check Requirements for Unescorted Access to
Research and Test Reactors,” (ADAMS Accession No. ML070750140) (72 FR 25337; May 4,
2007). On August 1, 2007, the NRC issued Ordef EA-07-098, “Order Imposing Fingerprinting
and Criminal History Records Check Requirements for Unescorted Access to the General
Atomics’ Research and Test Reactor,” (ADAMS Accession No. ML072050494) (72 FR 44590;
August 8, 2007). These orders required RTR licensees to conduct FBI fingerprint-based
criminal history record checks for individuals granted ‘u_nescorted access to special nuclear

materials at their facilities.

The Commission directed the NRC staff to implement the EPAct on an interim basis
- o rule .
through orders while developing requirerments because it was necessary to impiement the ~—

requirements immediately for common defense and security. Unlike the requirements of a rule,
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the orders apply only to the licensees named in the orders and would not apply prospectively tb
applicénts for new licenses. Theréfore, the NRC would have to periodically issue orders as
needed to cover new and amended licenses, and perhaps reissue them periodically to existing
licensees if requirements or administrative practices change. Finally, to improve regulatory“j
efficiency and stability, it is appropriate to.place generally applicable requirements in the

regulations, rather than to rely on orders indefinitely to impose these requirements.

This ANPR is being published to obtain stakeholderlviews on the issues associated with
the proposal to require fingerprint-based criminal record checks for individuals granted
unescbrted access to RTRs. The rulemaking would generically require RTR licensees to
ensure that individuals granted unescorted access to risk significant areas aﬁd risk significant
materials at RTRs are subject to an FBI fingerprint-based criminal history record check or an
acceptable alternative. The rulemaking process', which will include a proposed and final rulé as
-well as this ANPR, ‘will provide RTR licensees and _other mterested stakeholders se\\/j:\a’llp' o\@our i 0 &
— opportunities to comment on the proposed requirements to ensure—thai Gﬁrpubhc health and . U:j,u“"’“‘”“’”“k
7«

safety and the common defense and security,are*adeqnateirp;etee&ed. S P"‘N‘d” gdec},ua}t
R ‘Pm{ﬁlﬁﬁv\ or

Existing Requirements Pertaining to Research and Test Reactors

The»security of RTRs is regulated through réquirements located in Part 73 of the
Commission’s regulations. The specific security measures that are required vary depending on
severa‘l factors, which include the qgantity and type of special nuclear material possessed by
the licensee, as well as the pbwer level at which the licensee is authorized to operate. For
RTRs that possess special nuclear material of moderate or low strategic significan_ée as defined

by 10 CFR 73.2,/10 CFR 73.67(b)(c)(d) and 73.67(f), as applicable, specify the basic fixed site

6



designated to detect, assess or respond to such unauthorized use or removal.” In implementing

the reduirement of the EPAct on an interim bases, the orders were issued requiring
fingerprinting only for individuals with unescorted access to risk-significant materials (i.e., fuel),

within the research and test reactor facilities,whﬂeThE‘ﬁaffpmcéedswiﬂrmiemaking—te

determine-if-additional-personnel-sheuld-be-fingerprinted-to-provide-aceeptable,-additional

—

assurance-that-an'individual-with-unescorted-access-to-a-utilization-faeility-will-not-adversely

impact-the-commbon defénsé and- secuntrorvthe-pubhc-healtwandsafety/; '

/\lH’W”)("’ \Ne,re‘\M‘Rd

Netvwmstan&ng—the-deuaeﬁ—te—lﬂﬂmhe interim order requnrements to risk- sngnlf icant ,
Awered the shudf doproceed wite o NIW‘/@\ o Aetirming
materials of the licensee's facility, the Commlsswn row-beteves-that the cope of the ikt

‘('d \aléa
unescorted access fingerprinting requirement in the preposed-regtiations should be broadened
- to include unescorted access to appropriate areas of the facility. This would ensure that all the
risk-significant materials and equipment in the facility is protected, rather.than just the speéial
nuclear material. Under the existing requirements, licensees must consider the FBI
flngerpnnt based criminal hlstory record for individuals who could exercise physmal control over
the special nuclear material; existing requirements do not, however, specifically address

unescorted access to the physical areas surrounding the special nuclear material or the reactor

itself.

All RTRs are licensed as utilization facilities as that terﬁ is defined by.Section 11 of the
AEA and 10 CFR 50.2. However, because RTRs are all uniquely configured aﬁd not
suscebtible to a generic ciassificatio‘n of what portion or portion of a larger facility constitutes the
part of the “utilization facility” for which unescorted access is an issue, the NRC is seeking
information on whether defining this term too brdédly might hot achieve the agency's regulatory

objectives nor effectively implement the intent of the EPAct. For example, imposing an FBI

9



Others ltems of Interest to the NRC

Because RTRs all have unique site—specific configurations, the NRC is seeking
stakeholder’s views on the most effective way to forrﬁulate regulations that continuing to provide
adequate safety to the bublic without imposing an unnecessary burden on any individual |
licensee. During the development 'and implementation of the orders, the NRC identified several
. issues for which it planned to provide clarification in the rulemaking process. One issue was
obtaining the fingerprints of a person for whom an FBI fingerprint-based crirﬁinal history record
check is unlikely to yield re"liablé results. The FBI criminal history record check does not provide
information on individuals who are undér eighteen years of age, and will only obtain information
on an individual's criminal history recdrd within the United States. Thus, for foreign nationals
who have never lived in tﬁe United States, sfudents who are 18 years old or younger, or even
U.S. citizens who have lived abroad for much or all ofv'their adult lives, tlhe criminal history record
check is unlikely to proyide any useful information regarding a person’s trustworthiness and
reliability. However, as noted earlier, Section 149 of tﬁe AEA requires the obtaining of

fingerprints for all persons granted unescorted access, except if these persons are relieved by

rule.
in light of this, the NRC seeks stakeholders’ views on the following questions:
% &«"’”5
10. Regarding alternatives to fingerprinting foreign nationals and/or minors regarding a /A/J P
. ¥ [
trustworthiness and reliability determination, do these individuals require unescorted access to ¥ Q:I‘ ‘;‘ﬂ'
. Ll
. &l}" 4
“areas of significance™? Are there alternative methods to obtaining information upon which a rij
; V-
licensee could base a trustworthiness and reliability determination for these individuals? Tb}i b{ﬂk”
: , >
)
. 5MJ c/ﬁ B
P ol
oy ?}v '
15 }(j\.}'}u 31"‘*‘ F3 PS )‘;‘C«
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Commissioner Svinicki’s Comments on SECY-08-0196
Advance Notice of Proposed Rulemaking — Requirements for Fingerprinting for
Criminal History Records Checks of Individuals Granted Unescorted Access fo
Research and Test Reactors '

| approve the staff's recommendation to (1) publish the Advance Notice of Proposed
Rulemaking (ANPR) to solicit input on proposed requirements for fingerprint-based criminal
history records checks for individuals granted unescorted access to special nuclear material or
areas of significance at research and test reactors (RTRs), (2) conduct a public workshop with
diverse stakeholders to explain staff's proposals, answer questions, and receive comments, and
(3) proceed with normal notice and comment rulemaking upon receipt and consideration of
public comments on the ANPR.

As noted by the staff, RTR facilities are each uniquely configured and this will make it
challenging to establish generically-applicable requirements. For this reason, | support the
approach of utilizing the ANPR, accompanied by early stakeholder outreach. Finally, | join
Commissioner Lyons in endorsing Chairman Klein's comment that, in formulating this rule, the
staff should strive for a risk-informed, graded approach that considers the type and gravity of
special nuclear material and other sensitive materials, as well as the RTR's licensed power
level.

| also submit the attached edits to the Federal Register notice with my vote.

Kfistine L. Svinicki
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be publicly disclosed. All commenters should ensure that sensitive or Safeguards Information

is not contained in their responses or comments to this ANPR.

Federal e-Rulemaking Portal: Go to http://www.regulations.gov and search for
I

documents filed under Docket ID NRC-2008-0619. Address questions about NRC dockets to

Carol Gallagher 301-492-3668; e-mail Carol.Gallager@nrc.qov.

E-mail comments to: Rulemakinq.Comments@nrc.qov. If you do not receive a reply e/\-
mail confirming that we have received your commenf(s, contact us directly at (301) 41.5/\—1 677.

Mail comments to: Secretary, U.S. Nuclear Regulatory Commission, Was.hington, DC
20555-0001, ATTN: Rulemakings and Adjudications Staff.

Hand deliver comments to: 11555 Rockville Pike, Rockville, Maryland 20852,
between 7:30 am and 4:15 pm during Federal workdays. (Telephone (301) 415—1677).

Fax comments to: Secretary, U.S. Nuclear Regulatory Commission at (301) 415-1 101..

You can access publicly avajlable documents related to this docqment using the
following methods:
, NRC's Public Document Rﬁom (PDR): The public may examine and have copied for a
fee publicly available documents at the NRC’s PDR, Public File Area, Room 0O-1F21, One White
Flint North, .1 1555 Rockyville Pike, Rockville, Maryland. The PDR reproduction Contractor' will
copy documents for a fee. |

NRC’s Agencywide Document Access aﬁd Management System (ADAMS):
Publicly available documents created or received at the NRC are available electronically at the

NRC'’s Electronic Reading Room at http://www.nrc.gov/reading-rm/adams.html. From 'thisv page,

the public can gain entry ihto ADAMS, which provides text and image files of NRC's public

documents. If you do not have access to ADAMS or if there are probiems in accessing the



documents located in ADAMS, contact the NRC's PDR reference staff at 1 800-397-4209, or |

(301) 415-4737, or by e-mail to PDR.Resource@nre.qov.

FOR FURTHER INFORMATION CONTACT: Harry Tovmassian, Office of Nuclear Reactor

Regulation, U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, telephonei301)

415-3092, e-mail harry.tovmassian@nrc.gov; or Linh Tran; Office of Nuclear Reactor

Regulation, U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, telephons(301>

415-4103, e-mail linh.tran@nrc.qov.

SUPPLEMENTARY INFORMATION:

Background

Before the terrofist actions of.September_ 11, 2001, NRC regulations in 10 CFR 73.60
and 10 CFR 73.67 imposed physical protection requirements on RTRs that inciuded measurés
for storing and using special nuclear material in controlled access areas, monitoring the
controlled access areas for unauthorized activities, and ensuring a response to all unauthorized
activities to protect special nucl'ear material f.rom theft or diversion. Additionally, -

10 CFR 73.60(f) implemented the Commission's authority to imposevaltern.ative or additional

security measures for the protection against rédiological sabotage for RTRs licensed to operate

at power levels at or above two. megawatts thermal (MWH1). Under this pro‘vision, several RTRs

have implemented such additional measures. Subsequent to September 11, 2001, the NRC

evaluated the adequacy of security at RTRs and considered whether additional actions should

be taken to help ensure the trustworthiness and reliability of individuals with unescorted access,\jro Rk

RTRs were advised to consider taking immediate additional precautions, including observation



K

of activities within their facility. The NRC evaluated these additional measures at each facility

during the reméinder of 2001.

From 2002 through 2004, RTRs voluntarily implefnented compensatory measure‘s (CM)
that included site-specific background investigations for individuals granted unescorted access.

Depending on local restrictions, such as university rules, some of these background

investigations included provisions for Federal Bureau of Investigation (FBI) fingerprint-based

criminal history record checks, while checks at other RTRs include‘\provisions for local or State
law enforcement fingerprint-based criminal history record checks. Inves'tigatiohs at some RTRs
did not include any fihgerprinting. The NRC has also conducted security assessments at certain

RTRs which helped to identify risk-significant areas and materials.

On August 8, 2005, the President signed the EPAct into law. Among other features,

*Section 652 of the EPAct amended Section 149 of the Atomic Energy Act of 1954 (AEA) and

provided the NRC with additional authority to require fingerprint-based criminal history record
10
checks for unescorted access,\f}ir a broader class of its licensees, including RTRs. Before the

passage of the EPAct, the NRC's authority-was-imited-by-Section-149%0o requiring fingerprinting
CEection 194 Wﬂl;ed_/

- of individuals being considered for unescorted access to nuclear power plants.

In October 2005, the NRC staff informed the Commiséion of the staff's plan for
implementing the NRC'’s responsibilities under the EPAct and requested Commission approval
of the staff's funding recommendation for‘ fiscal year 2006. The Commission approved the
staff's recommendations and directed the staff to recommend appropriate interim regulatory

actions that the NRC should implement while it developed the generic requirements for granting



unescorted access, including the provisions in Se‘ctio‘n 652 of the EPAct pertaining to
fingerprinting.
In January 2007, the NRC staff provided information and reéommendations té the
Commission on its EPAct interim impleméntation plan. In March 2007, the Commission directed
the NRC staff to issue orders to RTRs to require fingerprint-based criminal history record checks
for individﬁal_s with unescorted access to these facilities. The orde_‘rs were to require
fingerprinting only for individuals with unescorted access to risk-significant areas or materials
within the facilities. The‘ Commission also directed the NRC staff to proceed with a rulemaking
to determine if fingerprint-based criminal history record checks should be required for.additionalhm

personnel.

On April 30, 2007, the NRC issued NRC Order EA-07-074, “Order Imposing |
Fingerprinting and Criminal History Records Check Requirements for Unescorted Access to
Research and Test Reactdrs," (ADAMS Accession No. ML070750140) (72 FR 25337};' May 4,
2007). On August 1, 2007, the NRC issued Order EA-07-098, “Order Imposing Fingerprinting
and Criminal History Records Check Requirements for Unescorted Access to the General
Atomicé’ Research and Test Reactor,” (ADAMS Accession No. 'MLO72050494) (72 FR 44590;
August 8, 2007). These orders required RTR licensees to conduct FBI fingerprint-based
criminal history tecord checks for individ'u_als granted unescortéd access to special nuclear

materials at their facilities.

The Commission directed the NRC staff to implement the EPAct on an interim basis
through orders while developing requiréments because it was necessary to implement the

requirements immediately for common defense and security. Unlike the requirements of a rule,

5
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the orders apply only to the licensees named in the orders and would not apply prospectively to
applicants for new licenses. Therefore, the NRC would have to periodicalvly issue ordefs as
needed to cover new and amended licenses, and perhaps reissue them periodically to exisﬁng
licensees if requirements or administrative practices change. Fiﬁally, to improve regulatory
efficiency and stability, it is appropriate to. place generally applicable requirements in the

regulations, rather than to rely on orders indefinitely to impose these requireménts. ‘

This ANPR is being published to obtain stakeholder views on th\e issues associated witﬁ
the proposal to require fingerprint-based criminal record checks for individuals’granted
unescorted access to RTRs. The rulemaking would generically require RTR licensees to
ensure that individuals granted unescorted access to riskA—significant areas and risk;‘significant
materials at RTRs are subject to an FBI fingerprint-based criminal history record check or an
acceptable alternative. The rulemaking process, which will include a proposed and final rulé as
well as tﬁis ANPR, will provide RTR licensees and other interested stakeholders several

opportunities to comment on the proposed requirements to ensuré that the public health and

safety and the common defense and security are adequately protected.

Existing Requirements Pertaining to Research and Test Reactors

The security of RTRs is regulated through requirements located in Part 73 of the
Commission’s regulations. The specific security measures fhat are required vary dépending on
several factors, which include the quantity and tybe of special nuclear material possessed by
the licensee, as well as the power level at which the licensee is authorizedito operate. For
RTRs that possess special nuciear material of moderate or lbw strategic significance a%:éeﬁned

by 10 CFR 73.;), 10 CFR 73.67(b)(c)(d) and 73.67(f), as applicable, specify the basic fixed site
. AN
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physical security requifements (e.g., storage and access controls). ‘Sections 73.60(a) through
(e) specify additional requirements for physical protection at RTRs with a formula quantity of
strategic special nuclear material that is not readily separable from other radioactive material
and that has a total dose rate of less than 100_: rem per hour at 3 feet without shielding. For
_Jhe_sz’gensees subject to. these requirements, the proVisions of §73.60 are intended to be

implemented in addition to the applicable requirements of §73.67.

In addition, §73.60(f) specifies that “...the Commission may require, depending on the
individual facility and site conditions, any 'élternate or additional measures deemed necessary to
protect against radiological sabotage at non-power reactors licensed to operate at or above a ‘
power level of 2 megawatts thermal.” As noted previously, these additional measures have

been imposed on several NRC licensees who are licensed to operate at these levels.

Sections 73.60 and 73.67 require RTRs,.at a minimum, to store and to use special |
nuclear material in controlled access areas, monitor the controlled access areas for
unauthorized activities, and ensdre a response to all unauthorized activities. These regulations
also require that unescorted access to the controlled access areas be limited to authorized
individuals. The RTRs im‘plement these requirements on a site-specific basis through their
security plans and procedures. As previo.usly mentioned, RTRs also implemented site/;spe;iﬁc
background investigations or checks in their voluntarily adopted CMs, and obtained an FB! -
fingerprint-based criminal history record check for individuals granted unescoited access to

special nuclear material under NRC orders.



Ruiemaking Considerations

As a result of the EPAct, the NRC is directed by Sec_tipn 149 of the A»EA to require the
licensee to obtain a fingerrérint—based criminal hi’stpryvr;<.a¢o‘rq‘ghiec':k;fb:r,_ én)‘{_:individual.who/ils
permitted unescorted access to (i) a utilizatioﬁ faéility; or »('iib)rédibéc-tivenvwa'gerial.or other
property.subject to regulation by the Commission that the Commission determines to be of such

“significance to the public health and safety or the common defense and security as to warrant
fingerprinting and background checks. Section 149 requires that the fingerprints that are
collected by licensees be Submittéd to .the FBI through the NRC. The statute is clear that all
persons who are granted unescorted access to these facilities, areas, or materials as
designated by the NRC must be fingerprinted, unless relieved by rule. Section 149 permits the
NRC to relieve certain individuals by rule from the fingerprinting requirement. Currently, the
NRC has not issued a regulation that would relieve any person granted unescorted access to an

RTR from the fingerprinting requirement.

As noted previously, thé NRC issued site-spe‘cific orders to satisfy t_he mandate of the

- EPAct. Each RTR IicenSee was required by those orders to obtain an FBI fingerprint-based

© criminal History rec;ord chéck for individuals beforex  granting unescorted access to special
nuclear materials. Those orders remain in effect. The orders require each licensee to obtain
the fingerprints of each individual who is seeking or permitted'unescorfed access. Specifically,
the orders state that, “an individual Who is granted ‘unescorted access’ could exercise physical
control over the sbecial nuclear material possessed by the licensee, which would be of
significance to the common defense and security or would adversely affect the health and safety
of the‘public, such that the special nuclear material could be used or removed iﬁ an

unauthorized manner without detection, assessment, or response by systems or persons

8



designated to detect, assess or respond to such unauthorized use or removal " In implementing
the requirement of the EPAct on an mtenml%asesﬁge orders were fssued requiring

_ ﬂngerprmtlng only for individuals with unescorted access to risk-significant matenals (i.e., fuel),
w1th|nvthe research and test reactor facilities while the staff proceeds with rulemaking to
détermine if additional per_sonnél should be fingerprinted to provide acceptable, additional
assurance that an individual with unescorted access to a utilization facility will not adversely

impact the common defense and security or the public health and safety.

Notwithstanding the decision to limit the interim order requirements to risk-significant
) SD\ C\'\’S COvM Wl u»»\\,.,\,\p/mr
materials of the licensee’s facility, the Commission new-believeethatthe scope of the
unescorted access fingerprinting requirement in the proposed regulations should be broadened
to include unescorted access to appropnate areas of the facility. This would ensure that all the
are,
risk- S|gn|f|cant materials and equipment in the facnhty«ts’protected rather than just the special
covclugt
nuclear material. Under the existing requirements, licensees must GGH-B'Ide? the FBI
fingerprint-based criminal history record for individuals who could exercise physical control over
the special nuclear material; existing requirements do not, however, specifically address

‘unescorted access to the physical areas surrounding the special nuclear material or the reactor

itself.

All RTRs are licensed as utilization facilities as thét term is defined by Section 11 of the
AEA and 10 CFR 50.2. However, because RTRs are all uniquely configured and not
susceptible to a generic classification of what portion or portioriof a larger facility' constitutef, the
part of the “utilization facility” for which unescorted access is an |ssue the NRC is seeking
Amf ] on whether defining this term too broadly might nct-ach&e.ve the agency’s regulatory

objectivesj/\ne-ﬁ-ef:ﬁesﬁuely implément the intent of the EPAct. For example, imposing an FBI -
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fingerprint-based criminal hisfory record check for all individuals with unescorted access to all
[~ W

X areas of a generically-defiﬁed utilization faCi%mmmﬁw i iaRif evel-of protoctio )

p .afréac/ould potentially hinder research and educa_tidn _activities, create undue administrative
A lerdens, and be a cos_tly; but unnecessary requirement for Iicenseés. It may be better to design
the requirement in such a way that FBI fingérprint-based criminal history record checks at a,\h Tl
facility are limited to individuals with unescorted access to.thé “areas of significanbe" within the
facility. - The “areas of significance” would likely encompass the nuclear reactor as well as fuel
storage areas and the components désigned specifically for reactor safety and protection of the
public health and safety. TQ ensure consistency among the RTRs in implementing .the EPAct,
the NRC is considering defining “areas of significance” as the protective boundary requiring FBI
fingerprint-based criminal record checks 'for granting of unescorted access. Individuals who
have unescorted access to the “areas of significance,” without verification of trustworthiness and
reliability, could directly perform malevolent acts or may facilitate others in commission of these
acts, involving special nuclear material or equipment thaf( would directly or indirectly endanger

the public health and safety by exposure to radiation.

Specific Considerations

The NRC proposes to specify the requirement to have a fingerprint-based criminal
history record check for individuals with unescorted access to RTRs through a revision of
10 CFR 73.60. The NRC proposes o add a new paragraph (g) “Requirements for criminal
history record checks of individuals granted unescorted access,” to the existing regulation at
10 CFR 73.60. The NRC is prdposing to requir'e:that each RTR licensee have: (1) a program
for obtaining fingerprint-based criminal record checks for individuals granted unescorted access

to “areas of significance;” (2) a procedure to assure that certain prohibited information is not
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used as the basis for the denial of unescorted access; (3) specific procedures for the conduct of
fingerprinting; (4) a procedure for correction or completion of criminal record information; (5) a

procedure for protection of information; and (6) a procedure for official review.

Before determining the exact nature of a proposed rule implementing the requirements
of the EPAct, the NRC is seeking comments on this matter from stakeholders. Specific areas’
on which the Commission is requesting comments are discussed in the following sections.
Comments accompanied by supporting rationale are particularly requested on the following

questions or subjects.
Areas 6f Significance

‘ Under the EPAct's mandate to reqUire fingerprinting for unescorted access to utilization
facilities, the NRC is proposing to require fingerprinigfig-based criminal history record checks
only for individuals granted unescorted access to the “areas of significance” within thc—i\facility.
As noted earlier, the unique nature of eaéh RTR makes it difficult to develop a generically-
applicable definition of “utilization facility” that would result in an effective and implementable
regulation. This objective would be better achieved by limiting this requirement to an area within
the RTRs identified as the “area of significance.” Generally speaking, the NRC considers “areas
of significance"_ of a particular RTR as pr;ysically bounded location(s) within the facility where
special nuclear r_naterial and/or equipment are contained, such that access to, or disruption
‘within the area could cause an event endangering the general public heath and safety by
exposure to radiation. In attempting to determine what specific areas of an RTR might

generically constitute “areas of significance,” the NRC identified three potential options:
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(1) cbntrolled access areas (CAAs) as defined in §73.2;- (2) areas of the facility as determined in
each licensee's security assessment; or (3) prescriptive locations, such as the reactor
(régardless of type), spent fuel storage areas, fresh fuel storage areas, fresh fuel processing
a‘reas, control room, areas containing engineered safety feature equipment, if applicable, areas

of containment/confinement, if applicable, and areas containing coolant piping, if applicable.

Regarding option 1, the NRC believes that areas at the facility that are designated as
CAAs are already defined in each licensee’s security plans or security procedures and access
to these CAAs is already being controlled. Regarding Option 2, licensee’s security
assessments could be used to identify “areas of significance” as areas designated to be

protected against malevolent activities such as theft or sabotage.
Areas of Significance Issues

Keeping these options in mind, the NRC is seeking specific comment on the following

qguestions and issues:

1. Which of these definitions of “areas of significance” should be adopted by the NRC? Are
there other preferable ways to define “areas of significance”? If so, what should they be and

and disaduamug&

what are their advantagesﬂ?

2. What would be the approximate number of additional personnel that must be fingerprinted for
unescorted access based on the “areas of significance”l as described in Question 1? Are there
any specific categories of persons whom the NRC should consider exempting from
fingerprinting? |
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3. What is the estimated cost or impact of performing security plan or procedure revisions, and
of providing the necessary administrative controls and training to implement fingerprint
requirements for individuals permitted unescorted access to “areaé-of's’igniﬁcahce" such as

those described in Question 1?
Unescorted Access

The NRC is also considering a definition of unescorted access that would be specific to
the RTR facilities. The current concept of “unescorted access” for power reactors is not reédily
applicable to RTRs because of an RTR's site-specific configuration. For the purpose of the
orders, an individual who is required to be authorized by the licensee for “unescorted access” is
someone who could exercise physical control over the special.nuclear material possessed by
the licensee. These individuals_ include those with the capability and knowledgé to use the
special nuclear material in the utilization facility or to remove the special nuclear material from
the utilization facility without detection, assessment, or response by the physicél protection
system. Because the focus of this rulemaking effort is related to the trustworthiness and
reliability of individuals being granted unescorted access to the facility, and not just access to
the special nuclear material, the NRC plans to define an individual with unescorted access to
the utilization facility as any individual whd has the ability to access licensee-designated “areas
of significance” without continuous direct supervision or monitoring by an authorized individual.
T N Sieks 5 Fekebetd o’ views c.«' Hiy “C‘get\;w’ﬁ 7~0(’§’}‘(},L4£
4. |s the proposed definition of individuafwith unescorted access reasonable and sufficient? If
not, why? For example, should persons granted unescorted access to “areas of significance”

be permitted access to the facility at times when no supervision or oversight is present
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‘Others Items of Interest to the NRC

Because RTRs all have uﬁique‘ éite—specific cpnfigurationé, the NRC is seekiné
stakéﬁo-lde@%iev&s‘on the most éf‘fe%:tive Way to _formUIate ;r-egu'l.ations that céntinu,ilea??o provide
adequaté safety to the ﬁublic without imposing an unnecessary burdeh 6h'ény indi\)idﬁal ’ .
licensee. During the 'deveiopment and implementation of the orders, the NRC identified several
issues for which it planned to provide clariﬁcatioh in the rulemaking process. One issue was -
obtaining the fingerprints of a person for whom an FBI ﬁnger_print-based criminal histbry record .
check is unli‘kely to yield reliable results. The FBI criminal history record check does not provide
information on individuals who are under eighteen years of age, and will only obtain information :

~onan individual's criminal history record within the United S;tates. Thus, for foreign nationals
who have never lived in thé United States, students who are 18 years old or younger, or even
U.S. citizens who have lived abroad for much or all of their adult lives, the criminal history record
check is qnlikely to prov_ilde any useful information regarding a person's trustworthiness and
reliability. However, as noted earlier, Section 149 of the AEA requires the obtaining of
fingerprints for all persons granted unescorted aécess, except if these persons are relieved by

ruie.

In light of this, the NRC seeks stakeholders’ views on the following questions:
10. Regarding alternatives to fingerprinting foreign nationals and/or minors regarding a
trustworthiness and reliability determination, do these individuals require unescorted access to

“areas of significance”? Are there alternative methods to obtaining?i;formation upon which a

licensee could base a trustworthiness and reliability determination for these individuals?
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11. Is there any additional information that the NRC should consider in preparing the proposed

rule?

Proposed rule language was not included in thls ANPR. | Dunng the pubhc comment
penod for thls ANPR the NRC plans to conduct a public workshop to discuss this rulemaklng -
with stakeholders. Thus, RTR licensees and other interested stakeholders will have several
opportunities to provide their comments for the NRC's consideration.

I q .
. Dated at Rockville, Maryland, this day of 2004

For the Nuclear Regulatory Commission.

Annette L. Vietti-Cook,
Secretary of the Commission.

16



