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U11TED STATES C03
NUCLEAR REGULATORY COMMISSION

July 17, 2006

MEMORANDUf

FROM:

SUBJECT:

d TO: Chairman Klein
Commissioner MoGaffigan
Commissioner Merrif ld
Cormrmissio ac
CAmlss, S

uls A. eyes
Executive Dire o for Operations

I Approve Option 3, subject to
the attached edits.

"bale E. klein Date

PROPOSED CHANGES TO THE SECTOR SPECIFIC PLAN OF THE
NATIONAL INFRASTRUCTURE PROTECTION PLAN REGARDING
THREAT ASSESSMENT

The purpose of this memorandum is to solicit Commission direction regarding alternative
language proposed by the industry for insertion Into the Sector Specific Plan (SSP). The
proposed insertion relates to the roles of the U.S. Nuclear Regulatory Commission (NRC),
Department Homeland Security (DHS), and the Industry in assessing the threat environment
and proposing changes to the NRC's design basis threat (DBT). Following the July 12, 2006;
joint Government Coordinating Council - Nuclear Sector Coordinating C6uncil meeting
presentation by Nuclear Energy Institute (NEI), on July 13, 2006, the industry provided two
alternatives (Enclosure 1). After reviewing the industry proposals, the staff was concerned
about the independent DHS actions in Option 1 Alpha and was more aligned with Option 2.
However, the staff developed a third alternative (Enclosure 2) to clarify the purpose of the
.various interactions in the process and to clarify that the ultimate decision on inclusion of

adversary characteristics in the DST rests with the Commission. The staff recommends
Option 3. SSP Section 5, "Develop and Implement Protective Programs,' in which this text
would be inserted, is provided for context (Enclosure 3).

DHS plans to issue the draft SSP for stakeholder comments on Thursday, July 20, 2006. To
provide time for DHS to incorporate the NRC's input, the staff requests Commission direction
by close of business on Tuesday, July 18, 2006, By providing DHS With the Commission's
recommendation in advance of the draft being circulated, stakeholders will be informed
regarding the NRC's recommendation, as they review the draft SSP.

SECY, please track.

Enclosure: As stated (3)

cc: BECY
OGC
OCA
OPA
CFO

CONTACT: John Tomlinson, NSIR/OD
(301).415-0262
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Given that the DBT should continue to be basedlon an assessment of the best available

intelligence Information, the NRC will maintain its collaboration with the Intelligence and law

enforcement communities, Including DHS, regarding Its assessment of the threat environment

as part of the DBT development process. In addition, recognizing that the DBT characteristics

form the 'basis for the design of the protective •trategies for commercial nuclear power plants

and Catagory I fuel cycle facilities, in developing proposed changes to the DBT the NRC-WIlI-= ;e - "

continue to seek the views of the plant owner/operators and Sector Security Partners regarding e 4 ,('f

the impacts of the proposed changes. DHS will review the proposed changes for conslatencyy

with the National Infrastructure Protection Plan approach to risk management and provide

feedback to the NRC. The NRC Cri"" Will consider oi-lthihese4nputs as part of Its

decision-making process.

Enclosure 2
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PROPOSED CHANGES TO THE SECTOR SPECIFIC PLAN OF THE
NATIONAL INFRASTRUCTURE PROTECTION PLAN REGARDING
THREAT ASSESSMENT

The purpose of this memorandum is to solicit Commission direction regarding alternative
language proposed by the industry for insertion into the Sector Specific Plan (SSP). The
proposed insertion relates to the roles of the U.S. Nuclear Regulatory Commission (NRC),
Department Homeland Security (DHS), and the industry in assessing the threat environment
and proposing changes to the NRC's design basis threat (DBT). Following the July 12, 2006,
joint Government Coordinating Council - Nuclear Sector Coordinating Council meeting
presentation by Nuclear Energy Institute (NEI), on July 13, 2006, the industry provided two
alternatives (Enclosure 1). After reviewing the industry proposals, the staff was concerned
about the independent DHS actions in Option 1 Alpha and was more aligned with Option 2.
However, the staff developed a third alternative (Enclosure 2) to clarify the purpose of the
various interactions in the process and to clarify that the ultimate decision on inclusion of
adversary characteristics in the DBT rests with the Commission. The staff recommends
Option 3. SSP Section 5, "Develop and Implement Protective Programs," in which this text
would be inserted, is provided for context (Enclosure 3).

DHS plans to issue the draft SSP for stakeholder comments on Thursday, July 20, 2006. To
provide time for DHS to incorporate the NRC's input, the staff requests Commission direction
by close of business on Tuesday, July 18, 2006. By providing DHS with the Commission's
recommendation in advance of the draft being circulated, stakeholders will be informed
regarding the NRC's recommendation, as they review the draft SSP.

SECY, please track.

Enclosure: As stated (3)

cc: SECY
OGC
OCA
OPA
CFO

CONTACT: John Tomlinson, NSIR/OD
(301) 415-0262
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• G ttheVT hould n an assessment of the best available

intelligence information, the NRC will maintain its collaboration with the Intelligence and law

enforcement communities, including DHS, regarding its assessment of the threat environment

as part of the DBT development process. In addition, recognizing that the DBT characteristics

form the basis for the design of the protective strategies for commercial nuclear power plants

and Category I fuel cycle facilities, in developing proposed changes to tftDBT the NRC will

continue to seek the views of t- plant owner/operators and Sector Security Partners regarding

the impacts of *a proposed changes. DHS will review W proposed changes for consistency

with the National Infrastructure Protection Plan approach to risk management and provide

feedback to the NRC. The NRC Commission will consider all of these inputs as part of its

decision-making process.

Enclosure 2
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PROPOSED CHANGES TO THE SECTOR SCIFIC PLAN OF THE
NATIONAL INFRASTRUCTURE PROTECTION PLAN REGARDING
THREAT ASSESSMENT

The purpose of this memorandum is to solicit Commission direction regarding alternative
language proposed by the industry for insertion into the Sector'Specific Plan (SSP). The
proposed insertion relates to the roles of the U.S. Nuclear Regulatory Commission (NRC),
Department Homeland Security (DHS), and the industry in assessing the threat environment
and proposing changes to the NRC's design basis threat (DBT). Following the July 12, 2006,
joint Government Coordinating Council - Nuclear Sector Coordinating Council meeting
presentation by Nuclear Energy Institute (NEI), on July 13, 2006, the industry provided two
alternatives (Enclosure 1). After reviewing the industry proposals, the staff was concerned
about the independent DHS actions in Option 1 Alpha and was more aligned with Option 2.
However, the staff developed a third alternative (Enclosure 2) to clarify the purpose of the
various interactions in the process and to clarify that the ultimate decision on inclusion of
adversary characteristics in the DBT rests with the Commission. The staff recommends
Option 3. SSP Section 5, "Develop and Implement Protective Programs," in which this text
would be inserted, is provided for context (Enclosure 3).

DHS plans to issue the draft SSP for stakeholder comments on Thursday, July 20, 2006. To
provide time for DHS to incorporate the NRC's input, the staff requests Commission direction
by close of business on Tuesday, July 18, 2006. By providing DHS with the Commission's
recommendation in advance of the draft being circulated, stakeholders will be informed
regarding the NRC's recommendation, as they review the draft SSP.

SECY, please track.

Enclosure: As stated (3)

cc: SECY
OGC
OCA
OPA
CFO

CONTACT: John Tomlinson, NSIR!OD
(301) 415-0262



C) NSSP DBT Language

Option 1 Alpha-
, Given the impact of the DBT elements and characteristics on

the security posture and. protective measures of commercial
nuclear power plants, and recognizing that the DBT represents
characteristics along the spectrum of threats the NRC will
consult with DHS prior to proposing any changes to the DBT.
DHS will independently or jointly with the NRC seek the
views of the plant owner/operators and other Sector Security
Partners regarding the proposed changes including impacts on
their resource requirements. DHS will also review the
proposed changes for consistency with the National
Infrastructure Protection Plan approach to risk management as
assessed in the RAMCAP and CR process and provide
recommendations to the NRC, as the NRC considers
appropriate regulatory action related to any changes to the
DBT.

Enclmiirp. I
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NSSP DBT Language-
Option 2

Given the impact of the DBT elements and characteristics on
the security posture and level of protection of commercial
nuclear power plants, the NRC will consult with DHS, as well
as the Intelligence and law enforcement communities, as part of
its consideration of proposed changes to the DBT. NRC will
also seek the views of the plant owner/operators and Sector
Security Partners regarding the impacts of the proposed
changes. DHS will also review the proposed changes for
consistency with the National Infrastructure Protection Plan
approach to risk management and provide feedback to the
NRC. The NRC Commission will consider all of the above as
part of its decision-making process.
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Given that the DBT should continue to be base{on an assessment of the best available

intelligence information, the NRC will maintain its collaboration with the Intelligence and law

enforcement communities, including DHS, regarding its assessment of the threat environment

as part of the DBT development process. In addition, recognizing that the DBT characteristics

form the basis for the design of the protective strategies for commercial nuclear power plants

and Category I fuel cycle facilities, in developing proposed changes to the DBT the NRC will

continue to seek the views of the plant owner/operators and Sector Security Partners regarding

the impacts of the proposed changes. DHS will review the proposed changes for consistency

with the National Infrastructure Protection Plan approach to risk management and provide

feedback to the NRC. The NRC Commission will consider all of these inputs as part of its

decision-making process.

Enclosure 2



Draft Nuclear Reactors, Materials and Waste Sector Specific Plan
Chapter 5: Develop and Implement Protective Programs

1 5 Develop and Implement Protective Programs

2

Dynamic Threat Environment

ARE -- 5,

Continuous improvement to enarnce protection of CIIKR

3t Naioa Ris PrA rotetiv

4 The minimum required security posture for commerciall ~cla~r power plants and Category I
5 .SNM that is the responsibility of the owner/operator,, i s d rened by NRC regulation, based upon
6 the DBT. The DBT elements and characteristics repe)t the largest spectrum of threats
7 against which private sector facili~i:!0,. •,ust b:•!ab:h •to dejnd.• with high assurance. The DBT
8 elements and characteristics form the ei gn bas fo ijysical security, defensive strategies,
9 and guard force size and capabilities[ ,The NRC rgoriiliy inspects and tests the ability of these

10 facilities to meet the D BT through inspecionforc oni f~ce exercises and other means. T'his
11 nsues hatthee {Ulies re emostrbly preparedkt defend themselves. Any additional

12 protective measut•es~tqodefed agains thets beyond the DBT are the responsibility of the
13 Fderl gve~p-int n cordnaton ith S.tate and local governments, as well as14 owner/operaoi~rs working together in acooperative and collaborative manner.

DH 4eogniProrae

15 The nuclear inustry, th! NRC, and •!i'~cgiethis delineation of private and public
16 rsponibiltyjDHS evj ~llthr-eat{ ncluding those that affect nuclear power plants and is

17 responsiblei r salits.DS•:,..ire.g•pprop"r/ate.responses to those threats. Through the performance

18 f Cs t c~mecilnucilr power plants and ohrC/RDHisidentifying additional

its

19 measures that will enhatnceonhhe protection of Cl/KR against a broad spectrum of threats.

3 meh ,y•ars, NRC regulations have required rigorous security programs at certain
21 nuclear facilim u Lmcensees have implemented these programs such that nuclear facilities are
22 among the b :Th defended and most hardened commercial facilities in the Nation. Following the.

23 attacks on September 11, 2001, NRC required security enhancements. The security
24 enhancements include measures to provide additional protection against vehicle bombs, as well
25 as water and land-based assaults. The NRC also required nuclear facility licensees to assess
26 the potential impact of a terrorist-initiated event on site emergency plans. Additionally, the
27 NRC's emergency preparedness experts routinely observe security exercises to assess and

June 2006 Draft Nuclear SSP
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Draft Nuclear Reactors, Materials and Waste Sector-Specific Plan
Chapter 5: Develop and implement Protective Programs

1 improve the interface between security plans and emergency plans. The NRC has substantially
2 increased coordination with Federal, State, and local agencies.

3 A protective program is a coordinated plan of action to prevent, deter, and mitigate terrorist
4 attacks on critical assets, and to respond to and recover from such acts as quickly and
5 effectively as possible. With cooperation from the public and private sector partners, DHS
6 serves as the national focal point for the development, implementation, and coordination of
7 protective programs, including cyber security efforts, for those assets that are considered critical
8 on the national scale.

9 Nuclear power plants in the United States are owned and operated by.a va niety of entities. For
10 decades, these facilities have been licensed and regulated by the Nl`'C. The NRC has the
11 responsibility for protecting public health and safety, the environrnmnt" an•, the common defense
12 and security from the effects of radiation from commercial nuclea6 reactor,, materials, and.
13 waste facilities. To accomplish this goal, the NRC established a regulatory program containing
14 requirements that must be implemented by licensees at nuclear power plibts to protect the
15 spent fuel and the power plant against radiological sabotage.

16 Commercial nuclear power plants have security measures in.pla6e to def'bd against a broad
17 spectrum of potential terrorist threats, which arldesigne to•'prevent the re'ease of radioactive
18 material into the environment. The many layers: of protection offered byr66ust plant design
19 features, sophisticated surveillance equipment, :phyical security protective' features,
20 professional security forces, and!acces•s!auth6,izat on requirements provide an effective
21 deterrent against potential prob~les re at to'errorist activities that could target equipment
22 vital to nuclear safety. Were a8'i'terrorist ,attack" I 0 cdamio age on a nuclear plant, the
23 redundant design features ard -the high1 evel -of trainigT would likely result in actions taken by
24 the plant staff to pr6et or rnirim~ze the release of radioactive material. The emergency
25 response plans'I1d aso provide for protective actions for the surrounding population were a
26 release to occur.

27 The NRC has a continuing inspection program to review the security program at each nuclear
28 plant to ensure safety, securit, and continued compliance with NRC regulations. The NRC also
29 has a9 regulatory, programconrtaining requirements for the physical protection of licensed
30 materials at fuel, cycle fa8llitiesýand stored spent fuel at ISFSls. Transportation of spent nuclear
31 fuel and other high-activity shipments is protected using a variety of security measures.

32 As part of the nationl•effort to protect CI/KR, DHS/RMD assists State and local authorities, and
33 private indust -A•ge'veloping BZPPs. The purpose of a BZPP, and protective measures
34 planning in ge,-il, is to develop effective preventive measures that make it more difficult for
35 terrorists to coi duct surveillance or launch attacks from the immediate vicinity of CI/KR targets.
36 In the case of a nuclear power plant, the BZPP concept defines a buffer zone outside of the
37. facility's owner-controlled area. DHS contributes to the security measures in this sector through
38 -the application of the BZPP to augment security provided by plant operators. This plan engages
39 local law enforcement agencies (LLEAs) to provide an additional layer of planned protection for
40 facilities in this sector.

41 5.1 Overview of Sector Protective Programs

42 The Nuclear Sector plans to reduce risk by implementing protective programs. All previous risk
43 management steps, including identifying assets, systems, networks, and functions, assessing

June 2006 Draft Nuclear SSP
Page 92
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FROM: uis A. eyes
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SUBJECT: PROPOSED CHANGES TO THE SECTOR SPECIFIC PLAN OF THE
NATIONAL INFRASTRUCTURE PROTECTION PLAN REGARDING
THREAT ASSESSMENT

The purpose of this memorandum is to solicit Commission direction regarding alternative
language proposed by the industry for insertion into the Sector Specific Plan (SSP). The
proposed insertion relates to the roles of the U.S. Nuclear Regulatory Commission (NRC),
Department Homeland Security (DHS), and the industry in assessing the threat environment
and proposing changes to the NRC's design basis threat (DBT). Following the July 12, 2006,
joint Government Coordinating Council - Nuclear Sector Coordinating Council meeting
presentation by Nuclear Energy Institute (NEI), on July 13, 2006, the industry provided two
alternatives (Enclosure 1). After reviewing the industry proposals, the staff was concerned
about the independent DHS actions in Option 1 Alpha and was more aligned with Option 2.
However, th6e staff developed a third alternative (Enclosure 2) to clarify the purpose of the
various interactions in the process and to clarify that the ultimate decision on inclusion of
adversary characteristics in the DBT rests with the Commission. The staff recommends
Option 3. SSP Section 5, "Develop and Implement Protective Programs," in which this text
would be inserted, is provided for context (Enclosure 3).

DHS plans to issue the draft SSP for stakeholder comments on Thursday, July 20, 2006. To
provide time for DHS to incorporate the NRC's input, the staff requests Commission direction
by close of business on Tuesday, July 18, 2006. By providing DHS with the Commission's
recommendation in advance of the draft being circulated, stakeholders will be informed
regarding the NRC's recommendation, as they review the draft SSP.

SECY, please track.

Enclosure: As stated (3)

cc: SECY
OGC
OCA
OPA
CFO

CONTACT: John Tomlinson, NSIR/OD
(301) 415-0262
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Given that the DBT should continue to be basedlon an assessment of the best available

intelligence information, the NRC will maintain its collaboration with the Intelligence and law

enforcement communities, Including DHS, regarding Its assessment Qf the threat environment

as part of the DBT development process. In addition, recognizing that the DBT characteristics

form the -basis for the design of the protective strategies for commercial nuclear power plants

and Category I fuel cycle facilities, in developing proposed changes to the D5T ths NFI0tli-.•- 9t. "

continue to seek the views of the ant ,1 "nroapor and Scot-"rap uRi, ' P'aiinc qgard1rng e-4rr'",w,
qpqmh-c6J4 d~oem d stokhodvfi

the impacts of the proposed changes. DHS will review the proposed changes for consistency

with the National Infrastructure Protection Plan approach to risk management and provide
b•,4"* •o_ •.,,L 107'nz

.feedback to the NRC' #NRC LMMW'4will considerett-945hese(Inputs as parn of Its

decision-making procassl-- 5o Pj1t" .W#) Ct5 on-1 .ffo. "spc4h bl, S&

ao~d ac~td46relt/.

Enclosure 2
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PROPOSED CHANGES TO THE SECTOR SPECIFIC PLAN OF THE
NATIONAL INFRASTRUCTURE PROTECTION PLAN REGARDING
THREAT ASSESSMENT

The purpose of this memorandum is to solicit Commission direction regarding alternative
language proposed by the industry for insertion into the Sector Specific Plan (SSP). The
proposed insertion relates to the roles of the U.S. Nuclear Regulatory Commission (NRC),
Department Homeland Security (DHS), and the industry in assessing the threat environment
and proposing changes to the NRC's design basis threat (DBT). Following the July 12, 2006,
joint Government Coordinating Council - Nuclear Sector Coordinating Council meeting
presentation by Nuclear Energy Institute (NEI), on July 13, 2006, the industry provided two
alternatives (Enclosure 1). After reviewing the industry proposals, the staff was concerned
about the independent DHS actions in Option 1 Alpha and was more aligned with Option 2.
However, the staff developed a third alternative (Enclosure 2) to clarify the purpose of the
various interactions in the process and to clarify that the ultimate decision on inclusion of
adversary characteristics in the DBT rests with the Commission. The staff recommends
Option 3. SSP Section 5, "Develop and Implement Protective Programs," in which this text
would be inserted, is provided for context (Enclosure 3).

DHS plans to issue the draft SSP for stakeholder comments on Thursday, July 20, 2006. To
provide time for DHS to incorporate the NRC's input, the staff requests Commission direction
by close of business on Tuesday, July 18, 2006. By providing DHS with the Commission's
recommendation in advance of the draft being circulated, stakeholders will be informed
regarding the NRC's recommendation, as they review the draft SSP.

SECY, please track.

Enclosure: As stated (3)

cc: SECY
OGC
OCA
OPA
CFO

CONTACT: John Tomlinson, NSIR/OD
(301) 415-0262
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Given that the DBT should continue to be basedp&n an assessment of the best available

intelligence information, the NRC will maintain its collaboration with the Intelligence and law

enforcement communities, including DHS, regarding its assessment of the threat environment

as part of the DBT development process. In addition, recognizing that the DBT characteristics

form the basis for the design of the protective strategies for commercial nuclear power plants

and Category I fuel cycle facilities, in developing proposed changes to the DBT the NRC will

continue to seek the views of the plant owner/operators and Sector Security Partners regarding

the impacts of the proposed changes. DHS will review the proposed changes for consistency

with the National Infrastructure Protection Plan approach to risk management and provide

feedback to the NRC. The NRC Commission will consider all of these inputs as part of its

decision-making process.

Enclosure 2


