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UNI TED STATES OF AMERI CA
NUCLEAR REGULATORY COWM SSI ON
+ + + + +
ADVI SORY COWMM TTEE ON REACTOR SAFEGUARDS ( ACRS)
+ + + + +
PLANT OPERATI ONS SUBCOWMM TTEE MEETI NG
Dl G TAL | NSTRUMENTATI ON AND CONTROL
+ + + + +
FRI DAY,
MARCH 26, 2004
+ + + + +
ROCKVI LLE, MARYLAND
+ + + + +
The subcommittee nmet at the Nuclear
Regul atory Commission, Two \Wite Flint North,
Room T2B3, 11545 Rockville Pi ke, at 8:30 a. m, John D.
Si eber, Chai rman, presiding.
COW TTEE MEMBERS:
JOHN D. SIEBER, Chairman
GEORGE E. APOSTCOLAKI S, Menber
MARI O V. BONACA, Member
F. PETER FORD, Menber
THOVAS S. KRESS, Menber

STEPHEN L. ROSEN, Menber
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ALSO PRESENT:

SERG O B. (UARRQO, Consul t ant

MARVI N D. SYKES, Cognizant Staff Engi neer

JAMES D. WHI TE, Consul t ant

NRC STAFF:
STEVEN ARNDT, RES
M CHELE EVANS, RES
TEKI A GUN, RES
JI AN HONG, NRR EEI B
DEAN OVERLAND, RES
ROVAN SHAFFER, RES
DOUG TI FFT, RES
M KE WATERMAN, NRR
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Staff Plans for Digital Reliability
Model s
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NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701

PAGE

112

(202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

P-ROGEEDI-NGS
(8:30 a.m)

CHAI RVAN SI EBER:  The neeting will now
cone to order. This is a joint neeting of the Pl ant
Operations and Reliability and PRA Subcommittees.

' m Jack Sieber, Chairman of the Pl ant
Operations Subcommittee. And with us also is George
Apost ol akis, who is Chairman of the Reliability and
PRA Subconmi tt ee.

ACRS nenbers in attendance are Mario
Bonaca, Stephen Rosen, TomKress, and Peter Ford. And
we al so have two of our consultants present, Sergio
Guarro and JimWwhite. Marvin Sykes of the ACRS st aff
is the Designated Federal O ficial for this neeting.

The purpose of this neeting is to discuss
di gi tal instrumentation and control research
activities, including the devel opnment of digital
systemreliability nodels. W will hear presentations
from representatives of the Ofice of Nuclear
Regul at ory Research, the University of Virginia, and
the University of Maryl and.

The subcomm ttees wi I | gat her i nformation,
anal yze relevant issues and facts, and fornulate
proposed positions and actions, as appropriate, for

deliberation by the full committee.
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The rules for participation in today's
neeti ng have been announced as part of the notice of
this neeting previously published in the Federal
Regi ster on March 8, 2004.

Atranscript of the neeting is being kept
and will be made available as stated in the Federal
Regi ster notice. Therefore, we request that speakers
identify thensel ves and speak -- nove to a m crophone
and speak directly into the m crophone with sufficient
clarity and vol unme so that they nmay be readily heard.

We have received no witten conments or
requests for tine to nake oral statenents fromnmenbers
of the public regarding today' s neeti ng.

We wi Il now proceed with the neeting, and
| call on Steve Arndt of the Ofice of Nuclear
Regul atory Research to begin. Steve?

MR.  ARNDT: Thank you. I'd like to
i ntroduce ny Division Director. He may have a coupl e
of introductory remarks.

MR. MAYFI ELD: Good norni ng. ["'m M ke
Mayfield, Director of the Division of Engineering
Technol ogy, and this work is sponsored out of ny
di vi si on. W want to thank the conmttee --
subcommittees for the opportunity to come and di scuss

this. W have tried unsuccessfully a couple of tines
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to schedule onto your calendar, and events kept
overtaking us, so we appreciate the opportunity to
cone brief you on this inportant work.

W think we've put together a pretty
conprehensive story to present to you today, and we
| ook forward to feedback and the opportunity to
interact with the comm ttee.

Wth that, Steve?

CHAI RVAN SI EBER  Thank you.

MR. ARNDT: Thank you. We've put together
a pretty aggressive schedule. You have in front of
you -- but | just want to highlight what we're going
to try and acconplish today.

The first presentation, whichl will give,
is an overview of the research program a di scussion
of the state of the art -- actually, the state of the
practice is probably better termnology -- in this
area, and revi ew of several of our research prograns.

Fol l owi ng that, the University of Virginia
and the University of Maryland will highlight two of
our larger progranms specifically. | wll then cone
back to the m crophone to discuss future plans in the
area, and then we'll have the adjournnent.

So the idea basically is to give you a

conpr ehensi ve overview of the program highlighting
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the two particular prograns that the conmttee has
been interested in in recent years.

As | nentioned, the overvieww || give you
a context of where this -- of where the reliability
program fits into the overall |1&C program and al so
di scuss sone of the i ssues we have with the particul ar
state of the art in this area.

As requested by the commttee, we wll
have concl usi ons, reviewof the | & program boundary
conditions and drivers, why are we going down this
particular path at this particular time, review of
digital systemreliability nodeling, current methods,
and then discussion of the research prograns.

Qur research programi s desi gned t o answer
t he questions that we think we're going to get as an
agency in digital system risk assessnent. The
drivers, as | wll discuss later, have to do wth
getting ready for the reviews that the |licensees are
likely to submt.

So as much as we'd li ke to do exotic, fun
research, we al so have to tenper that with, do we have
enough i nformati on of the net hods that are nost |ikely
going to be submtted to be able to nmake reasonabl e
j udgnent s.

Resear ch i ncl udes nodel devel opnent, data
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collection and anal ysis, and gui dance devel opnent.
What we're trying to do i s put together a tool package
for our licensing brethren, so that they can do their
jobs nore efficiently and realistically.

We're working on devel opnent tools not
only to understand t he nmet hodol ogy but al so to assess
t he met hodol ogy as a check tool. And some of those
are in the denonstration phase right now, and we're
trying to work with both our contractors and other
researchers in the area to stay abreast of the state
of the art.

The particul ar i ssues are to devel op the
ki nds of guidance we need. We need to be able to
assess whet her or not there is enough i nformati on and
enough experience in the application of these nethods
in the domain we're interested in to nake sone
j udgnent s.

W currently think that the nodels are
sufficiently mature to do that. Now, are they great?
Maybe not. But the threshold hereis, are they mature
enough t hat we can make j udgnments as to whet her or not
they are sufficient for the application they're going
to be | ooking at?

We have ongoing future work -- we'll talk

about that later in the day -- associated wth
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integration into PRA nodels and audit cal cul ati ons,
and things like that. There are a |lot of different
i ssues that we continue to have and we continue to
work to, especially including the data i ssues and the
coordi nation with our international colleagues. So
that's one of the issues that we continueto striveto
i mprove on.

The next few slides are going to be an
overview of the |1&C research program as a whole to
give you a context of where the reliability program
fits. As you know, the current program plan was
enbodi ed i n SECY- 01- 0155, published in August '01. It
will come to an end -- the planning horizon for that
plan -- at the end of this fiscal year.

So we're in the process right now of
devel oping a new research program plan, which wll
descri be our successes, the things we haven't gotten
to for resource or conmtnent issues, and then talk
about what we're going to do in the future. W'lI
probably have sone interactions with the comrttee
|ate sutmer or early fall on that issue.

The research pl an was devel oped i n answer
to t he Nati onal Acadeny of Sci ences' Nati onal Research
Council study calling for a nore systematic and

integrated research program in this area. It was
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revi ewed and endor sed by the ACRS and t he Commi ssi on.

It has five basic program areas. W'l
get tothoseinamnute. The reliability programis
one of the five program areas within the research
program Qur goal is basically toinprovethe staff's
anal ytic capabilities and their fundanental know edge.

To do any kind of reasonabl e assessnent
you need both a fundanmental know edge of how the
systenms work and how they fail and what probl ens you
can get your sel f i nto, and the analytical
capabilities, the tools, the nodels, the procedures,
to be able to use that know edge in a revi ew process.
And that's our basic goal -- to get those two pieces
and provide themto our regulatory brethren.

MEMBER KRESS: Your 10 minutes are up.

MR ARNDT: Okay.

MEMBER KRESS: Is this research in
cooperation with any of the industry? |Is EPRl or NEI
i nvol ved at all?

MR. ARNDT: We've done some cooperative
work with EPRI. That is always a challenge, to try
and find efforts that nesh well and al so don't have a
conflict of interest in various other areas. As with
all of the other research prograns, we neet with EPRI

on a fairly regular basis, with industry brethren on
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an occasional basis, to talk about what's going on,
what we can do.

We currently are doi ng sone work | believe
in the wireless program collaboratively with the
i ndustry, but none of the reliability prograns are
currently collaborative in a strict sense. We're
using work in the industry.

MEMBER APOSTOLAKI S:  Yes. Can you go back
to 67

MR ARNDT: Yes.

MEMBER APOSTOLAKI S:  On what basis have
you decided that the current analysis nethods are
sufficiently mature?

MR. ARNDT: The basis -- well, we'll talk
about that later in the presentation. But the basis
is that they're being used in other industries for
safety-critical decisionmaking.

There has been -- define "successful" as
you like -- successful applications of these
net hodol ogi es for saf ety deci si onmaki ng i nindustries
that are sufficiently simlar to the Kkinds of
deci si ons and the ki nds of systens that we have to be
practical for -- in inplenmentation.

MEMBER APOSTOLAKI S:  And these i ndustri es

are?

NEAL R. GROSS
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MR. ARNDT: The transportation industry,

for exanple, the rail industry --

MEMBER APCSTOLAKI S:  |s NASA usi ng any of
t hese?

MR. ARNDT: NASA is using many of these
nmet hods. The aerospace industry -- not all of the
industries are using the sane nmethods. Al of them
are as confortable with the nethods as others.

MEMBER KRESS: When you say "net hods, " are
t here nore than one?

MR ARNDT: Yes.

MEMBER KRESS: To say the fault injection
process?

MR.  ARNDT: Well, there's a nunber of
net hods, and you can dice themup any of a nunber of
ways. One would be a fully integrated systemnodeling
t ype net hod versus nodel i ng systens that are not fully
integrated, |ike software separate from hardware --

MEMBER KRESS: Yes.

MR. ARNDT: -- things |like that. You can
di ce and buy t he ki nds of particul ar anal yti cal nethod
to use, petri nets, dynamc fault trees, dynam c fl ow
gr aphs. You can dice them by whether they're
primarily data-driven or systemnodel driven. You can

dice themin a lot of different ways.
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But the point is that some subset of the
nodel s have been successfully used in a regulatory
sense, which is the basic piece of information that
drives the conclusion that it -- we are capabl e of
doing -- witing regul atory gui dance.

Now, whether or not we <can wite
regul atory gui dance that would be effective in this
industry is something that remains to be seen

MEMBER APOSTCOLAKI S: But when we say
"anal ysi s net hods," maybe we can nmake a distinction
bet ween nmet hods t hat search for faults in the software
and met hods that attenpt to quantify the reliability
or probability of failure. And you're referring to
both sets?

MR ARNDT: I'mreferring to both sets.

MEMBER APOSTOLAKI S:  Because a nunber of
years back the staff, when they were witing the
standard reviewplan | think, they told us they tal ked
t o Boei ng, and Boeing told themto forget about all of
t hese markers, and just test the thing. And, in fact,
there is a regulatory guide that --

MR ARNDT: Yes.

MEMBER APOSTOLAKI S:  -- or sonepl ace where
it says the staff, at this tine, does not place any

confidence in --
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MR. ARNDT: Yes, that is --

MEMBER APOSTOLAKIS: -- on that.

MR. ARNDT: That is the current regul atory
posi tion.

MEMBER APOSTOLAKI S:  So si nce t hen things
have changed.

MR. ARNDT: Since then, the progress of
technol ogy, both in the ability to nodel how the
systemfails, and the ability to quantify that, has
progressed.

MEMBER APOSTOLAKI S:  Okay. Ckay. We'll
see |later --

MR ARNDT: Okay.

MEMBER FORD: Steve, |'ve got a general
guesti on.

MR ARNDT: Okay.

MEMBER FORD: Sone tinme ago you nenti oned
to me that you were involved in SCSIM devel opnent .

MR ARNDT: Yes.

MEMBER FORD: Is that with respect to
quality?

MR, ARNDT: No.

MEMBER FORD: Are you using it in this
pr ogr anf

MR. ARNDT: We're not. That happens to be
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just one of ny personal sidelines.

MEMBER FORD: Ch, okay.

MR ARNDT: Exanpl es of neeting those
goals have to do with devel opi ng anal yti cal nodel s,
updati ng gui dance | i ke the reg gui de that you recently
saw from us, and doing technical support of other
regul atory prograns, be it software quality,
i nstrunent work, systens and review work, etcetera.

The four aspects -- the five aspects of
the program-- | will go through quickly the four that
are not reliability prograns, just to give you a
context. One of themis systens aspects of digital
systens, envi ronment al stressors, PM / RFI
environnental qualifications, those kinds of issues,
requi renment specifications, operating systens. These
are things that have generic application to a large
group of systenms or conponent-|evel type issues.

Software quality assurance issues,
requi rement specifications, the issue of how do you
test requirenents, howdo youtest failures |ikethat,
how do you | ook at engi neering -- specific engineering
criteria -- the work at Maryland touches on this
programas well as the reliability program

Emer gi ng t echnol ogi es and their

applications -- this is a proactive part of our
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programwhere we're | ooki ng at specific technol ogi es
t hat either are becom ng or al ready have becone ngj or
i ssues in the balance of plant applications and may
becone safety issues in the future.

So advanced instrumentation, smart
sensors, w reless comunications, |arge prograns for
security, as you mght imagine. And we also have a
program that continuously reviews technology to
determ ne what we should fold into this program
Things |i ke application-specific ICs and things |ike
that will probably get folded i nto the next update of
the plan this year.

Advanced reactor & infrastructure -- as
you have heard from nmany briefings on advanced

reactors, one of the parts is the reapplication

revi ews. The other part is the infrastructure
devel opnent. |&C has a piece of that. W' re | ooking
at various different issues. We have a |essons

| ear ned docunent | ooki ng at what we can | earn fromt he
ot her pl ants.

One of the recommendati ons of the Nati onal
Acadeny's study was to do nore, |earn nore from what
has happened in the industry, other places than the
United States. And | will point out that one part of

t he advanced reactor programis the devel opnent of
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risk assessment for pl ant applications - -
specifically, developing issues to, one, support |&C
inthe risk framework for advanced reactors, as well
as | ook at specific applications to new technol ogy
t hat's going to be devel oped for advanced reactors and
howthat will inpact our other work inthereliability
program

Ri sk assessnent of digital systens -- this
is the programwe're going to tal k about today. There
are four basic areas, and they kind of, over the | ast
four years since we wote the plan, have kind of
diverged a little bit.

But the basic areas are |ooking at data
sets and understandi ng what's avail able, how we can
use it, howwe can bound things, not only for specific
applications of developing failure rates, but also
what does the data tell us? |Is it confirmng our
assunptions? Is it giving sonme information on what's

nore i nportant and what' s | ess i nportant? Those ki nds

of issues.

MEMBER APOSTOLAKI'S:  You'll address this
| ater?

MR ARNDT: Yes. W'IIl talk about this
| ater.

MEMBER APOSTOLAKI S:  Good.
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MR. ARNDT: But one of the big issues is:

will there ever be enough data to really do
reliability predictions? Well, that's a debatable
i ssue, but there will always be sone data. And we can
use that data to do these other things as well.

MEMBER APCSTOLAKIS: These are failure
data from other industries, | suppose.

MR, ARNDT: Well, both -- very limted
fromthe nuclear industry and from other industries.

MEMBER APOSTOLAKI S:  kay.

MR WHITE: Steve, this is Janes Wite.
One of the -- a couple of things that we found in the
Nati onal Acadeny's study was we had a | ot of -- people
seemred to have a lot of difficulty finding this
reliability data, that vendors who had wor ked i n ot her
industries werealittlereluctant to share that data.
|"d be interested in hownuch progress you think we've
made since the National Acadeny's study.

And t he second question, before | forget
it, is that we found that it -- it seened that the
nucl ear industry was talking to itself a lot when it
was westling with the software reliability problem
And 1'd be interested -- and maybe you're going to
cover it in your presentation -- how we are really

putting out work that is: a) published with peer
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review, and b) how we are becomng part of the
community, so that we are not alone in the work.

Thank you.

MR. ARNDT: | will attenpt to answer those
questions as part of ny presentation in the
presentation to the contractors. |If | don't, please
rem nd nme again, because one of the big issues in
this, as you say, is it's a very difficult problem
It's a problem we've been westling with as a
conmunity in the software business and the digita
syst em busi ness for sone tine.

Nuclear is avery small pieceof it. It's
a very specialized small piece of it, in addition to
that. So tying in, both consciously and through our
contractors and through collaborative work, is a
conscious effort we have made to try and i nprove that
over the last four or five years. And we've been
t hi nk reasonably successful in that area. Cbviously,
we can do nore, and we're working to do nore, both in
t he nucl ear area as a whol e and the other industries
and ot her efforts.

The two areas here -- digital failure
assessnent methods and digital reliability assessnent
nmethods -- this really gets to, do we understand the

systens? Do we understand how the systens fail? Do
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we understand the failure nodes? Can we nodel them
properly?

And this basically has to do -- once we
know that, and we take that and put it into a
nmet hodol ogy, that w Il get us actual quantitative
nunbers that we can then use in regulatory space.

And then the last part, of course, is
gui dance, be it reg guides or review guidance or
checklists, or whatever, for assisting NRR staff in
their ability to review this work.

Just to give you a --

MEMBER APOSTOLAKI S: Vell, let nme
understand this a little better. What acti ons,
regul atory actions, do you foresee NRRwill face in
t he next couple of years?

MR. ARNDT: Ckay. We're going to talk
about this a little bit nore. But to give you the
five-second version, alot of the plants are upgradi ng
their systens, both small individual pieces and sone
plants -- | think the nunber now is four that have
already told us they're going to do conpl ete contro
room upgrades. And we suspect that there's going to
be a lot nore than that.

As wel|l as -- that's basically | arge-scale

reviews that are going to hit all of the different
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areas, including software and ot her things, as well as
there are several plants that as part of that review
would like to risk-inform at |east parts of their
application, particularly the defense-in-depth and
di versity requirenents.

So we have both the issue of specific
areas that are going to want to use risk information
t hat we need to find net hods to assess and i nformati on
to validate, as well as the overall process that we
woul d like to inprove, nake nore quantitative, nore
realistic, nore consistent.

MEMBER APOSTOLAKI S: So do you foresee
that we may have a regul atory guide |i ke we have now
for risk-inforned ISl and --

MR. ARNDT: That's under discussion.

MEMBER APOSTOLAKI S:  kay.

VMR, ARNDT: W haven't -- we haven't
di scussed it enough with NRRfor nme to comment on it.

MEMBER APOSTOLAKI S:  That's fi ne.

MR, ARNDT: It's sonething that we're
| ooki ng at.

MEMBER APOSTOLAKI S:  Yes.

MR.  ARNDT: Just to give you a quick
perspective, the budget for the |I&C section, all of

the stuff [I've just talked about, is about
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$3.8 mllion in | SDE. O that, about one FTE and

$1 million is devoted to the reliability program
Thi s gi ves you a qui ck perspective on the
ki nd of resources we're spending on this kind of --
MEMBER APGOSTCLAKI S: So reliability
program neans Virginia and Maryl and?
MR. ARNDT: No. It nmeans everything we're

going to tal k about today -- Virginia, Maryland, the

BNL wor k.
MEMBER APOSTOLAKI S:  Ckay.
MR. ARNDT: Sone of our in-house work.
MEMBER APOSTOLAKI S:  Ckay.
MR. ARNDT: Okay. Programexternal drive
-- we've tal ked about this a little bit. National

Acadeny of Sciences' National Research Council
recommendations -- Jimwas on that conmttee.

One of the many issues that they raised
was this whole issue of software reliability and
digital systens reliability, and we should be nore
proactive in that. W'Il talk about it alittle bit
nor e.

| mentioned the DOE | &C and human nachi ne
i nterface working group recomrendations. This was a
group of people that was convened by DOE a little | ess

than two years ago to specifically | ook at what are
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t he t hi ngs t hat advanced reactors ai mfor? Basically,
t he NERI / NEPO ki nds of issues. What is going to come?
Wiy is it going to be an issue?

They had a subgroup on regul atory i ssues.
The bi ggest recommendation out of that subgroup was
you' ve got to be abletorisk-informthe applications.
Qut si de t he mai nstreamyou can't do that, particularly
since the advanced reactors reviewed are hopefully
going to be nore risk-inforned.

Ther e was a wor kshop i n Hal den i n Decenber
of 2002 that al so | ooked at this froman i nternati onal
standpoi nt. There were reconmendati ons out of that
that basically said we need to do nore than -- there
is not self-consistency within the international
community, and that we need to devel op these issues.

And 1'Il talk to this last one. In
particular, the draft EPRI report on diversity and
defense-in-depth -- that's what | nentioned a few
m nut es ago. The diversity and defense-in-depth
requi rements were written when we rew ot e Chapter 7 of
the standard review plan, because at the tine the
i nformation avail abl e on sof t ware common node fail ure
and those kinds of issues was very sparse. The
requirenment, in the opinion of many in the industry,

i s unnecessarily restrictive.
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EPRI has devel oped a draft topical report
that they tell us they will submit in | think it's
August of this year for review

MEMBER KRESS: |Is that diversity you're
tal ki ng about having a separate anal og systenf?

MR ARNDT: Yes.

MEMBER KRESS: (kay.

MEMBER APOSTOLAKI S:  Can we get a copy of
this EPRI report?

MR. ARNDT: Is it publicly available, do

you know?
MEMBER APOSTOLAKI S: Do you have a copy?
MR. ARNDT: Yes, | have a copy.
MEMBER APCSTOLAKI S:  Then we shoul d have
a copy.

MR,  ARNDT: It was given to us for a
courtesy revi ew.

MEMBER APOSTOLAKI'S:  Yes. Well, not the
public, I don't think. If you have a copy, we should
have a copy. And we will treat it appropriately.

MEMBER ROSEN: A followup to Toms
guestion, you said on this diversity and defense-in-
depth it was -- it neant an anal og system backi ng up
adigital. Is that what | heard you say, or could it

nmean a different digital system backing up?
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MR. ARNDT: It can be a different digital

system

MEMBER ROSEN:  Either one.

MR ARNDT: Yes.

MEMBER ROSEN:  Ckay. Now, while |'ve got
your attention, let nme just ask what your thunbnail
sketch is of what you nean by "risk-informng these
requirenments.” | could guess, but I'd rather hear
what you t hi nk.

MR. ARNDT: The draft that's on the table
basically uses a net hodol ogy that we'll tal k about a
little bit nmore in -- later in the presentation to
come up With a criteria based on .174 risk criteria
t hat basically says, "This is good enough froma ri sk
st andpoi nt . "

The current requirenment asks you to go
through and do a very detailed review of what can
happen if a systemfails due to a cormon node failure
sof t war e. This is an alternate nmethod to do that
anal ysis that basically usesrisk-informedcriteria as
the decision point as opposed to a determnistic
analysis of, if it fails, it's not a problem

MEMBER KRESS: So it takes into account
t he consequences of failure, not just the fact of

failure.
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MR. ARNDT: Yes.

MEMBER KRESS: |s that what you' re sayi ng?

MR ARNDT: Yes.

MEMBER KRESS: It takes into account the
frequency al so.

MR.  ARNDT: It derives a frequency of
failure of the system of the software --

MEMBER ROSEN: And then assesses the
consequences and conmes up with a risk.

MR ARNDT: Right.

MEMBER ROSEN: As opposed to just sayi ng,
"Determnistically, show ne that everything that
failed -- that can fail, wll fail, and what the
effects are.”

MR. ARNDT: Well, it's a sonewhat unusual
t hi ng, because it requires certain specific
assunpti ons on howthe systemfail ed and what you can
credit and what you can't credit. But basically
that's correct. It says, "These are the basic
assunptions you have to make, do a determnistic
anal ysis and cone up with, will it nmeet the threshold
or not?"

MEMBER ROSEN. (kay. Thank you.

MEMBER APOSTOLAKI S:  Was the DCE report

really a driver, though, Steve?
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MR. ARNDT: It wasn't a driver so nuch as
a confirmation that -- the people who design things
and | ook at these kind of things are going the sane
di rection.

MEMBER KRESS: Was the National Acadeny
report useful to you?

MR. ARNDT: It was, nbre so in sone areas
t han others. O course, it's sonewhat dated now, but
it highlighted some --

MEMBER KRESS: It was '93, wasn't it, when
it --

MEMBER APOSTOLAKI S:  No.

MR. ARNDT: No, no, it was --

MEMBER APCSTOLAKIS: ' 99?7 20007?

MR ARNDT: |'ve got it right here.

MEMBER KRESS: Well, '93 is when it
started.

MR. ARNDT: Yes. But it was published in
' 97.

MEMBER KRESS: Ckay.

MR ARNDT: The final recommendati ons were
hashed out relatively late in the process, if |
remenber correctly.

MEMBER KRESS: The reason | ask is, you

know, | soneti nes wonder whet her ACRS r ecomrmendat i ons
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are useful to you. That thing got started as an ACRS
initiative.

MR. ARNDT: Yes, | know. Yes, they are,
particularly since the conmttee has a broader
per spective on these things than sonmetines we do.

MEMBER APOSTOLAKIS:  Are you asking him
whet her the ACRS is useful ?

MEMBER KRESS: Well, | was --

MEMBER APOSTOLAKI S: Di d you expect hi mto

say no?

(Laughter.)

MEMBER KRESS: Actually, no, | didn't.
But actually, | was wondering --

MEMBER APOSTOLAKIS: Steve is an honest
guy, but this is pushing too far.

MEMBER KRESS: | was wondering in that
speci fic case whether it was good advice to them

MR. ARNDT: A quick review of the -- what
the National Acadeny said and what the NRC s PRA
policy says. This was in your package that we sent
you, so | won't go over it in detail. But the basic
thrust was we need to be able to assess software
failures in a reliability sense.

W need to be able to develop failure

probabilities, particularly including COTS software,
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or COTS hardware for that matter. W need to be able
to understand and anal yze t he systens, and we shoul d
be wor ki ng wi t h whoever is appropriate to develop the
capabilities and expertise to be able to do this kind
of thing.

MEMBER KRESS: Well, that sounds |ike an
ACRS letter.

MR ARNDT: Well, you can thank Jim and
his col | eagues for that.

MEMBER APOSTCLAKI S:  And by t he way, that
letter the conmttee wote, whenwas it, 10 years ago?

MEMBER KRESS: ' 91.

MEMBER APOSTOLAKIS:  Yes. It was one of
t he nost obscure letters --

MEMBER KRESS: ' 93.

MEMBER APOSTOLAKI S: -- ever to cone out
of --

MEMBER KRESS: Yes, | knowit was --

MEMBER APOSTOLAKIS: -- this conmittee.

MEMBER KRESS: | know. Sort of wandered
around. That puts it in real concise terns.

MEMBER APOSTOLAKI S:  Yes.

MR. ARNDT: Just a remnminder that the PRA
policy asks the staff to increase the use of PRA. The

operative word here -- to the extent supported by the
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state-of-the-art nethods and dat a.

The real issue is, as we've pointed out,
the last time we | ooked at this in the '97 tinmeframe
when we updated the SRP, we didn't think that it was
appropriate. Now we're looking at it again, and we
think it nmay be appropriate.

MEMBER KRESS: W wer e wonder i ng what your
interpretation is of what's neant by state-of-the-art
nmethods. It can be interpreted several ways.

MR. ARNDT: Yes. M personal opinion is
state of the art was a poor choice of words when we
hel ped -- when we wote that. | actually helped wite
that particular part of the docunment. What it really
should nean is state of the practice.

MEMBER KRESS: That's what we thought.

MR. ARNDT: Can you practically do this
with the domain that you're interested in, with the
kinds of information that is necessary to make a
deci si on?

A quick review of the kinds of things
we're trying to attack -- this is actually from a
paper that Nathan and | wote about a year and a hal f
ago. The kinds of things we need to be able to do
this work is an understanding of the state of the

data, what isit -- what arethelinmtations, what are
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we going to have to work around, understanding -- a

deep fundanental understanding of how the systens

fail, what kinds of effects are inportant, is
conmuni cation issues inportant, is timng issues
i mportant, software inmportant, strengt hs and

[imtations of these npdels, what are they going to
tell you, what are they not going to tell you.

MEMBER APOSTOLAKI'S:  Has this been done?

MR ARNDT: Part of our research in
several of the prograns we're goingto tal k about gets
at this particular issue.

MEMBER APOSTOLAKIS: So there is a review
of the avail able nodels, so there will be a revi ew of
avail abl e --

MR. ARNDT: Actually, alnost all of our
projects have this as part of their program

MEMBER APOSTOLAKI S: So we're going to
hear about it today?

MR. ARNDT: We're goi ng to hear about sone
of it today.

MEMBER APOSTOLAKI S:  kay.

MR. ARNDT: There was a short discussion
of this in the first report that University of
Virginia put out. There's going to be a nmuch nore

ext ensi ve discussioninthe report of BNL. CQur future
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work is also going to reassess these issues.

MEMBER APOSTCOLAKI S: Because t hat has been
a major problemw th the human reliability nodels.

MR. ARNDT: That's correct.

MEMBER APOSTOLAKI S: There was never a
critical reviewof other people' s work, and, you know,
trying to build on the good parts of different nodels.

MR ARNDT: Right.

MEMBER APOSTOLAKI S:  Each guy devel ops hi s
own or her own. Ckay.

MR. ARNDT: The whol e i ssue of how do you
i ncorporate a nodel into the PRAs, not only PRA as a
whol e but the actual PRAs that are being used -- the
practical applications that are being used. And there
are some significant limtations because of the
structure of the current PRAs that are out there.

And then, understanding what your
acceptance criteriais, not only for the actual nunber
and the uncertainty associated with that nunber, but
also, if youwill, PRA quality or the nodel quality.
How good does it have to be? Wat kind of assunptions
are acceptabl e? What are not acceptabl e?

Wat we're trying to acconplish is to
i mprove the review process by providing additional

i nformation, guidance, and tools. To acconplishthis,
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we're going to basically devel op the understandi ng,
i nprove the guidance, and develop tools that can
assess the system informthe reviews and/ or provide
audit calculation type capability.

"1l try and skip through the next three
or four slides pretty quickly. 1It's basically just
t he structure of what we're trying to acconplish and
how we're trying to acconplish it, how the prograns
fit into what | just said.

The ki nds of products we're going to have
-- we'll basically devel op a tool box that can devel op
gui dance as to what is acceptable and what's not by
guantitative measures to better informthe revi ews.
At this point, we do not envision going entirely to a
quantitative review, |ike 2,200 degrees for fuel
nmount .

VWhat we want to do is make the reviews
that are currently very qualitative nore quantitative
toincreasetheir realismandtheir repeatability, and
per haps denonstrate alternative nethods to neet the
safety goals, like third party audits and things |ike
t hat .

These are the research projects that we
have in this program These are diverse integrated

di gi tal systens nodel i ng, whi ch you'll hear nore about
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-- at the University of Maryl and, the software netrics
project, which you'll hear nore about.

And we have the BNL project on digital
systemrisks. This project is basically going at it
fromt he PRA st andpoi nt backwards. These two projects
are basically going fromthe failure kind of nethods
and the -- how you nodel how the system has failed
toward the PRA. So it's a different perspective on
t he same probl em

And we have several other prograns that
"1l go over briefly, basically some additional
dat abase i ssues and sone addi tional efforts, including
the work that Halden is doing in this area.

MEMBER ROSEN: And we're going to hear
about the BNL project, too?

MR. ARNDT: Ri ght now.

DR, GUARRO Excuse ne, Steve. On
Chart 20, you say digital systemfailure nmechani sns.
Can you clarify the scope of that? |In other words,
when you -- the term"failure mechani snf' extends to
what ?

MR. ARNDT: It extends to how the system
fails. Basically, is it failing because of random
failures of the hardware? Is it failing because of

sof tware encountering situations it was not designed
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for? Is it failing because of data communication
issues? Isit failing-- basically, howdoes it fail,
and why does it fail? And what design and
i npl ementation i ssues or contexts --

DR GUARRO. So you include the design
side as well.

MR, ARNDT: Yes.

DR. GUARRO Thank you.

MR. ARNDT: Quickly, the way we're trying

to acconplish what | just talked about in these
particul ar progranms -- the University of Virginiais
integrating -- is looking at integrated digital

systens nodeling projects. They're going to devel op
assessnment met hods that can be used by the staff for
i ndependent assessnent -- $4 billion for that matter
-- to understand the nodels and cone up with other
nunbers on whether or not they function properly.

And they are al so devel opi ng i nformation
on failure nodes in reliability that can be used in
the regulatory guidance to form our guidance
devel opnent .

MEMBER APOSTOLAKI S: So how is this
different than fromwhat BNL i s doing, digital system
risk?

MR. ARNDT: ['Ill tell you in a mnute.
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MEMBER APOSTOLAKI S:  Ckay.

MR. ARNDT: They are basically devel opi ng
nmet hods fromthe -- how does the system --

MEMBER APOSTOLAKI S:  They? They?

MR. ARNDT: Virginia.

MEMBER APOSTOLAKI S:  Yes.

MR. ARNDT: How does the systemfail? How
can we nodel those failures? What are the critical
i ssues associated with it? And developing a
net hodol ogy that we can use to evaluate it.

MEMBER APOSTOLAKI S:  Ckay.

MR.  ARNDT: And they're wusing the
i nformation they gained through that process to form
our reviews.

Maryl and's software netrics project is
devel opi ng net hods to assess -- hel p us i ndependent |y
assess software quality, basically devel opi ng a net hod
using software netrics that is readily available.
Metrics are devel oped as part of the design process
and testing process -- that can hel p us i ndependently
assess the system That will also --

MEMBER APOSTOLAKIS:  WAit a minute now.
So you wll have two nethods for reliability
assessnment -- Maryland and Virginia?

MR. ARNDT: Yes.
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MEMBER APOSTCOLAKI S: Two separ at e et hods.

MR. ARNDT: Two separate mnethods.

MEMBER KRESS: Yes. |'m having trouble
figuring out howthis University of Maryl and work | ed
to reliability. | sort of envisioned you ended up
with a software quality index of sone sort, based on
t he processes it went over.

MR. ARNDT: Well, we'll tal k about thisin
detail this afternoon. But the issue is: you wll
end up with an understanding of how the particul ar
netrics of software quality affect the overall quality
of the system and al so whet her or not those are good
predictors of its reliability.

MEMBER KRESS: But you have to have
another way to neasure the reliability in order to
make that assessnent?

MR ARNDT: Yes.

MEMBER KRESS: Yes.

MR. ARNDT: You have to test the systemto
val i date --

MEMBER KRESS: Ckay.

MR. ARNDT: -- the methodol ogy.

MEMBER KRESS: kay. This --

MR. ARNDT: One of the things we're doing

is testing it by doing that to determ ne whether or
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not it is --

MEMBER KRESS: So this is |ike the six or
seven paraneter input. It ends up with quality and
reliability, and you're going to try to --

MR. ARNDT: You've got to validate it.

MEMBER KRESS: -- get some sort of
correl ati on between the two or --

MR. ARNDT: Well, it's not a correlation.

MEMBER KRESS: Not a correlation, but
some - -

MR. ARNDT: It's a nodel --

MEMBER KRESS: It's a --

MR. ARNDT: -- that basically says this
kind of informationwi |l give you a good prediction of
how well it will behave in the future, because --

MEMBER KRESS: You expect that to be a

qualitative thing rather than quantitative?

VR, ARNDT: It will be a quantitative
system It probably -- we will probably not get to
the point that says, "If it neets this nunber, it's
okay. " It's not going to be that kind of

quantitative, but it will be a nunber that we woul d be
able to use to informthe process.
MEMBER APOSTOLAKIS:  So, and BNL is al so

going to develop a risk nodel ?

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

39
MR. ARNDT: The BNL project is focused

MEMBER APOSTOLAKI S:  Yes.

MR.  ARNDT: -- these kinds of things.
They're looking at helping us wite the regulatory
gui dance. They're doing a detailed review of the
current nmet hods, as you nentioned. They're | ooking at
t he dat abase i ssues, and they' re | ooki ng at how do you
t ake these kinds of nodels -- these two nodels were
assessnents of the systens.

This is specifically |ooking at taking
that and other data and putting them into the PRA
cont ext .

MEMBER ROSEN: Are you going to give us
sone nore detail about that?

MR ARNDT: Yes.

MEMBER ROSEN: So we have sone sort of
flavor of what's being thought about?

MR. ARNDT: Yes, sir.

MEMBER APOSTOLAKI S: el |, it's
interesting that you are developing two reliability
nodel s. \Why?

MR. ARNDT: The bigissueis we don't know
what the licensee is going to submt to us. Thereis

alot of different nmethods out there currently, which
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we' |l talk about in a mnute.

Sone of them are conpletely integrated
systenms. Sone of themare not conpletely integrated
systems. As you know, there's a |arge debate as to
whether or not that is reasonable and how to do
different things like that.

The bottomline is we need to understand
how t hese i ssues affect the system so we can nake an
assessment. Sowe're going at it in several different
ways, SO we can gain enough information to be able to
wite guidance, what is acceptable, what is not
acceptable, what the limtations are of various
net hods, and | ook at i nproving our regul atory process
in various specific ways.

MEMBER APOSTOLAKI S: So the thing that
will ultimately really be the final product is this
di gital system PRA nodel.

MR. ARNDT: There will be several things.
The gui dance will be --

MEMBER APOSTOLAKI S:  Yes. Yes.

MR ARNDT: -- an issue.

MEMBER APCSTOLAKI'S: I n ternms of nunbers.

MR. ARNDT: In ternms of nunbers, we hope
to have, either through this work or other work, a

tool that we can basically run |ike we run Sapphire
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now, to give us a check on whether or not the nunber
that the licensee is giving us nakes sense or not.

MEMBER APOSTOLAKI S:  And wor k at Maryl and
and Vi rgi ni a and possi bl y ot her pl aces provi des i nput ?

MR. ARNDT: That's correct.

MEMBER APOSTOLAKI S: (Okay. That's a very
i nteresting approach.

MEMBER KRESS: Yes. Let nme tell you what
my initial viewof this was, and youtell nme where I'm
wong. The current way we | ook at software quality is
by eval uating the process nostly.

MR ARNDT: Mostly.

MEMBER KRESS: Rat her than the product.

MR, ARNDT: Correct.

MEMBER KRESS: Now, | viewed the
Uni versity of Maryl and work as | ooki ng at t hat process
and trying to maybe rank the parts of it as to their
effect on quality in sone way, but not yet | ooking at
the product. And | viewed the University of Virginia
wor k as focusing on the product and actually tryingto
figure out a way to take the product and get sone
neasure of its reliability. And then you have a way
to maybe connect the two, and is that --

MR ARNDT: Yes.

MEMBER KRESS: -- is that a pretty good
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vi ew of what you're doing?

MR.  ARNDT: It's an appropriate view.
It's not a conprehensive --

MEMBER KRESS: It's not conprehensive.

MR. ARNDT: -- approach, not inaccurate.

The process we're trying to dois to take
vari ous pieces and both inprove the current process,
whi ch i s nostly process and devel opnent based, and to
devel op a newprocess that is primarily product based,
so that we can review the systens nore effectively.

MEMBER APOSTOLAKIS: So there may be a
conbi nati on at the end.

MR. ARNDT: Absol utely.

MEMBER APOSTOLAKI S:  Yes.

MR. ARNDT: And in many cases it will be
driven by what the |icensees give us.

MEMBER ROSEN:. Steve, | think that's ny
cue for junping in here. I'malittle bit surprised
by that attitude -- that it will be controlled by what
the |icensees give us. W don't know what the
applicants are going to send to us to review.

| mean, those ki nds of statenments you nade
are a little bit surprising, because |I think there's
another way to go at this, which would be to define

t hrough thi s research what the | i censees or applicants
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need to give you.

MEMBER KRESS: Well, a lot of that wll
come out of your guidance, | think, yes.

MR. ARNDT: And maybe the tone in which |
said it was not appropriate. But the research has
several slants onit. One, of course, is exactly what
you said. We devel op an understanding of all of the
di fferent comonly used nmet hods, so we can assess what
i s provided.

The other issue is we need to nake a
decision, both in ternms of a nunber if we're going to
use a nunber, and al so on what is acceptable in terns
of nmodeling. If we make a determ nation that certain
nodels are sinply not sufficiently accurate,
sufficiently reliable, whatever, based on our
research, then we draw a threshold there.

So, yes, you're right. A large part of
our research is to define what is acceptabl e, what the
validity of the nodels are, if you wll.

You' Il hear later this afternoon about a
ot of the prograns, particularly in Mryland and
Vi rgini a. It's not just the nodel, but it's also
validating the system W're using actual nuclear
instrunentation and control systens to validate it.

Does it work? |Is it acceptable?
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MEMBER ROSEN: | nmean, to sinplify this

di scussion, it seens to nme that one could say to an
appl i cant, "You can design software any way you | i ke,
and to have it do anything you'd like it to do in the
power pl ant. But you nust anal yze it after you're done

with that and submt that analysis this way," because
that's the way we evaluate the -- what your products
are.

And that would then allow the applicants
and the vendors to say, "Okay. Utimately, we're
going to have to pass this test, so our software may
have to be -- and the way we design it -- may have to
facilitate that."

MEMBER KRESS: Yes. Quite often the reg
gui des serve t hat purpose -- tal ki ng about devel opi ng
reg guides.

MR. ARNDT: The reg guide -- a reg guide
can serve that function, but not as strongly as you
just put it.

MEMBER KRESS: It's one way to --

MR. ARNDT: It highlights an acceptable
nmet hod. In sone cases it becones a de facto
requi rement because of the way we --

VMEMBER ROSEN: Because it's too hard to do

ot herwi se. To support the -- areviewby the staff of
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sone alternate nethod that maybe sonebody thinks is
better, they say -- you canrightfully say, "Wll, you
can do anyt hi ng you want to do not to conply withthis
reg guide, but it will take us longer.” And that's
rational .

So thi s becones, de facto, the way t hey do

business. But as |long as that de facto was i s a good

way that's well supported by research and vyour
know edge, | don't see there's anything really wong
with that. And | would -- | would think that it's a

better posture to be in, saying that's where we're
headed, than saying, "Well, we'll have to deal with
anything they send us."

MR. ARNDT: Well, yes, and that has, in
poi nt of fact, been done in several industries. And
| think Dr. Johnson will nention that in his talk,
because he has done work in --

VEMBER ROSEN: Wll, it's the way the
agency does busi ness now. | nean, you can't just send
us anything. W have, you know, regulatory guides.

MEMBER BONACA: But, yes, in general
however, vendors al so propose ways i n whi ch you shoul d
be testing. | nean --

MR ARNDT: Yes.

MEMBER BONACA: -- they propose -- or they
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wi || propose, you know, concepts that shoul d be used
for testing. And so you are -- you are trying to
under stand acceptability --

MR. ARNDT: We're trying to understand,
based on the things that have been proposed or been
tal ked about -- like the EPRI guidance -- what is
acceptabl e and what is not acceptable. And the
current methods that are being used, both in the
United States and other places in the nuclear
busi ness, are not as sophisticated, shall we say, as
sonme of the research we're doing.

And we also have the issue that the
current structureis basically qualitative. Andif we
want to change that --

MEMBER ROSEN:  And we do.

MR ARNDT: Yes.

MEMBER ROSEN: And we nust, | think.

MR, ARNDT: Vell, we then need to
denonstrate that not doing it the other way is not
sufficient.

VEMBER ROSEN: W need to denpnstrate
t hat ?

MR. ARNDT: Well, we have a backfit rule
that we can't --

MEMBER ROSEN: Oh, well, for existing
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pl ants maybe that's so.

MR ARNDT: Yes.

MEMBER KRESS: Is it premature for you to
-- | guess it is -- to start thinking about what your
acceptance criteria are? | can see we're going to
have -- you know, | ook at specific digital | & systens
rel ated to safety functi ons probably, and you' re goi ng
to | ook at the defense-in-depth aspects of it.

And then you're going to quantify the
reliability and see what its contribution is to the
actual risk of various sequences. | don't know what
the -- you know, | don't know how to say -- when
you' re focusing on sone specific SSC --

MR ARNDT: Yes.

MEMBER KRESS: -- what an acceptance
criteria mght be. | nmean, are you giving sone
t hought to that?

MEMBER APOSTOLAKIS: Wiy couldn't it be
1.1747

MEMBER KRESS: Well, that's for the whole
-- | don't know how you parse .174 into various
sequences and vari ous components.

MR ARNDT: You don't.

MEMBER APOSTOLAKIS:  No. You just --

VEMBER KRESS: | know. But what we're
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doing is you're going to -- you're going to have
before you an | & systemfor the safety function, and
we'll say, "Is it acceptable or not?" And | don't
know how you parse that into 1.174.

MEMBER APOSTOLAKI S:  But we don't parse
anyt hi ng out.

MEMBER KRESS: | know. But that's what
they're going to be faced with -- the decision. |Is
t hat acceptable or not?

MR. ARNDT: Yes. And, really, the nore
difficult issue, although that will be a difficult
issue, isthelicensee may come to us with an anal ysi s
based on what ever met hodol ogy and say, "The answer is
X, and that neets the .174 threshold," or acceptance
criteria.

The real issue we're goingto haveis: is
the analysis quality sufficient?

MEMBER KRESS: What's the uncertainty in
t hat --

MR. ARNDT: What is the uncertainty? What
is the -- do we believe the answer based on the
nmet hodol ogy that they use?

MEMBER ROSEN:  And that's ny exact point.

MR. ARNDT: And that's exactly correct.

That is the --
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MEMBER ROSEN: That's ny exact point. You

shoul dn't get into that box. You should have your own
way of analyzing the software which you inpose.

MR ARNDT: Right.

MEMBER ROSEN:. So you can anal yze it any
way you | i ke for your own purposes. But when you cone
in here for regul atory approval, you nust analyze it
this way. This is the way we understand it. W get
a delta CDF fromthat. W can conpare to 1.174, and
make a judgnent as to whether that's accurate --
acceptable within our --

MR. ARNDT: And one way to wite the reg
guide is --

MEMBER APOSTOLAKI S: Now, you know, Steve,
yest erday we had a neeting on anot her subject, but we
were told that EPRI has started a project on
uncertainties in general with particular focus on
nodel uncertainty. W were also told that the staff
here -- Mary Druin | think is involved in that -- has
a parallel effort, and nowthey will start talking to
each ot her.

| believe you should at | east be aware of
what they are doing and maybe give them sone input,
because in my opinion you will have a serious nodel

uncertainty issue here --
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MR. ARNDT: Yes.

MEMBER APOSTOLAKI S: -- and all these
guestions fromSteve and Tom you wi || have t o address
it --

MR ARNDT: Yes.

VMEMBER APOSTOLAKI S: -- you know, the
i ssue of acceptability. So if the industry is doing
sonething on it, the staff itself is doing sonething
onit, you shoul d be a partici pant and maybe by gi vi ng
t hem some of your problens you will help themas well
to do a better job. But you should al so be aware of
what they are doing.

Ri ght now they are | ooking at the major
nodel uncertainties in Level 1 PRA --

MR ARNDT: Right.

MEMBER APOSTOLAKIS: -- |like the RCB or
seal LOCA.

MR ARNDT: Right.

MEMBER APOSTCLAKI S: And so on, and human
reliability. Yours is closer to human reliability.
| suspect you're going to have nodel uncertainty
that's pretty significant here.

MR. ARNDT: Yes. And --

MEMBER APCSTOLAKI S:  So wer e you awar e of

these efforts?
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MR ARNDT: | amaware of the effort. |

have not been an active participant init.

MEMBER APOSTOLAKIS: Well, take it as a
first piece of advice fromthe subconmttee.

(Laughter.)

You shoul d be awar e of what they' re doi ng.

MR. ARNDT: Ch, absol utely.

MEMBER APOSTOLAKIS: And they should be
awar e of your problens.

MR ARNDT: Absolutely. And one of the
chall enges inthis work i s, of course, we have vari ous
st akehol ders within the agency. W have our PRA
group, we have NRR s PRA group, we have our | &C group,
we have the regul atory PRA group, we have the various
st akehol ders outside the agency, including EPRI and
their --

MEMBER  APOSTOLAKI S: That's nodel
uncertainty right there.

(Laughter.)

MR ARNDT: Okay.

MEMBER APOSTOLAKI S:  Okay, great.

MR. ARNDT: At the risk of trying to --

MEMBER BONACA: | just -- this is for
information for ne. | nean, | amnot an |I&C person,
and | -- before you made a statenment regarding the
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fact that sone of the applications are -- mybe |
m sunderstood, but limted or sinple or -- now --

MR ARNDT: Many of the nodels that are
bei ng used --

MEMBER BONACA: Ckay.

MR. ARNDT: -- particularly inthe nuclear
area --

MEMBER BONACA:  Yes.

MR.  ARNDT: -- where this has gone a
l[ittle bit further down the path like in sone of the
foreign countries, are nore sinplistic than the ones
that we are going to talk about today -- was the
statenent | made.

MEMBER BONACA: What's the limtation? |
nmean, why are they so sinplistic? | nmean, it seens to
me that, you know, we live in a world where there is
so much application of digital systens right noww th
t remendous sophistication. | mean, what is limting?
|"m trying to understand the limtations you are
tal ki ng about, the sinplistic portion.

VR,  ARNDT: The limtations are nostly
driven by conpul sive -- the nodel you want to use, the
data you have available to populate that, either
failure data in a nore generic sense or actual faults

and testing of the faults, and things |like that, the
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anount of information you have about the proprietary
systens, and those kinds of things, because, as Dr.
Johnson will talk about alittle bit -- and we'll talk
about alittle bit el sewhere -- one of the chall enges
inany kind of nodels Iike this is getting sufficient
information to popul ate them appropriately.

You have a | ot of different conmputationa
probl ens associated with it, which we are to a point
now !l think it's not a maj or probl emanynore, because
t here have been sonme new net hods devel oped, but not
everyone has enbraced those, things |ike states-based
proliferation and things like that.

So there's a lot of specific nodeling
chal | enges associated with this, and there are nuch
si npl er kinds of nethodol ogies, |ike software fault
trees and things |ike that, that don't deal with sonme
of these issues.

MEMBER BONACA: Ckay.

MR. ARNDT: And it's a judgnent call. |Is
it sufficient? Is it a sufficiently accurate node
for the application you're trying to do? Can you
decoupl e software failures fromthe hardware cont ext ?

MEMBER ROSEN.  Wel | --

MEMBER BONACA: Ckay.

MEMBER ROSEN:  -- | think the question of
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sufficiency is one of risk. | nean, it depends upon
what the risk introduced is.

MR ARNDT: That's correct. And there
have been sonme proposals that basically say for
certain kinds of systens you need to denonstrate ri sk
toacertainlevel. One way of witing the criteri a,
as has been proposed, is basically to say, for a
certain kind of systemyou have to have a sufficient
denonstration of the risk as |ower than -- choose a
nunber -- 10 failures per demand with a reasonabl e
uncertainty, and develop acriteria based on that kind
of statenent.

That's what was done in part at the size
we' |l be analysis that they did. They basically set
a criteria that they didn't want the systemto have
a --

MEMBER BONACA: Ckay.

MR ARNDT: -- failure on demand worse
than a particular thing --

MEMBER BONACA: So when you use the word

"sinmplistic," really you are tal ki ng about sinplistic
approaches to evaluating the reliability of the
systenms and determning faults. Ckay. Because, |
mean, | was thi nki ng about systens thensel ves and t he

sophi stication that they may have.
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MR. ARNDT: Yes.

MEMBER BONACA: And you focus, of course,
on the -- okay, | understand. Did we get a witten
report from BNL?

MR, ARNDT: No.

MEMBER BONACA:  No.

MR ARNDT: That's still in draft form

MEMBER BONACA: Ckay.

MR. ARNDT: Wen it's available, we wll
forward it to you.

Qui ckly, the other prograns are focused on
providing the traditional information inthese areas.
We'll talk about themvery briefly. W' re running a
l[ittle late on this.

W' ve tal ked about a | ot of this, but |et
me go through this quickly. The nodeling issues that
we're facing -- the state of the practice now-- have
to dowth issues of what kind of failure nodes do you
i ncl ude, how do you know you have all of the failure
nodes, have you done a failure node effects anal ysi s,
and it has what kind of systens, the | evel of detail
of the nodels, both the software and the hardware, is
processor |evel sufficient, do you need to go | ower
t han t hat.

The big issue, of course, is: can you
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treat hardware and software i ndependently or not? To
a certain extent, that's a bit of a red herring,
because you -- you always have to treat software, to
some extent, dependent on hardware because software
doesn't exist in isolation of what the system is
runni ng on. But can you separate it froman anal ysis
st andpoi nt ?

And sof tware diversity i ssues, of course,
isabigissue. Howdiversereally is this software?
How do you ensure diversity and things |i ke that? The
whol e i ssue of the nunber of possi bl e stakes and space
proliferation. Al t hough some  of the nore
sophi sticated stratified testing has dealt with this,
there's not as nuch need to anynore.

The requirenents -- what istheabilityto
predi ct? How do you denonstrate that the analysis is
really predicting the real failure? And what kind of
val idation studies are necessary? And things like
t hat . And is it at |east supportive or at |east
consistent with what data is avail abl e?

MR VWHTE: I'msorry to interrupt you.
But on software diversity, as you will renenber, on
t he National Acadeny panel we spent nonths westling
with that. Where is your program on the issue of

maybe having to wite the requirenents in a different
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way to assure that you get software diversity?

You know, the argunent that Nancy Levenson
was putting forthis, if you and | sit dowm with the
sane requirenents and wite software, we're going to
make the same m stakes regardless if you use one
| anguage and | use another | anguage.

And we just didn't have time to -- to
westle that particular concern to ground. Are you
goi ng to address that today, or could you just give ne
a qui ck summary of where you are?

MR, ARNDT: We're not planning on
addressing that particular issue today. But as you
poi nt out, that is an issue. There has been several
actual studies doneinthelast fewyears specifically
| ooking at that particular issue. Are you going to
use di fferent | anguages and different databases, and
things like that? And the real solution that has been
proposed that | am aware of is basically enforced
di versity basically.

You don't just put two people in a room
and tell themto go use different nethodol ogies. You
force themto use a di fferent nethodol ogy. And that,
| believe, is the state of the practice for that
particul ar issue.

As we've tal ked about, there are vari ous
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net hods avail abl e that have been used -- are being
used. "1l talk a little bit nore about what the
current state of the practice is. But the real issue
is, as we've tal ked about, is setting an acceptance
criteriafor boththe nodeling fidelity and the system
reliability. That's the real chall enge.

MEMBER APOSTCOLAKI S: | guess Dr. Guarrois
t he ori gi nator of the dynam c fl ow graph et hodol ogy,
and | have worked on it, too, so he and I wll say
not hi ng when it cones to this.

(Laughter.)

MEMBER KRESS: That woul d be unusual .

MEMBER APOSTOLAKI S:  Huh?

MEMBER KRESS: That will be unusual.

(Laughter.)

MR, ARNDT: A lot of the nethods,
particularly the dynam c fl ow graph nmet hodol ogy, are
very powerful and effective in doing this kind of
anal ysis. Again, the challenge we have is setting a
threshold. What is acceptable?

The context we have --

MEMBER APOSTOLAKI S:  When you comment on
DFM | have to reply the way the French teamreplied
-- non salons il voltre repons. Nobody seens to know

Fr ench.
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MEMBER KRESS: Ch, yes. | knew what you

neant .

MEMBER ROSEN: | just don't understand it
with a Greek accent.

(Laughter.)

MEMBER APOSTOLAKIS: But that's how the
teamsaid it.

(Laughter.)

MR. ARNDT: The background or context is
what's -- where we currently are. Mst of the trial
net hods that you see in nuclear space are using
net hodol ogi es that nore theoreticians would have
serious problens with. The biggest particul ar issue
is treating software failures, in a nodeling sense,
i ndependent from hardware failures. That is a
significant problem

Sone methods are even not t hat
sophi sti cat ed. They use very sinplistic bounding
anal ysi s. That is to say, denonstrating that the
particular failure node of a particul ar conponent is
no worse than its analog coll eague w thout dealing
wWth issues associated with timng issues and
conmuni cations issues, and common node issues, and
things |ike that.

VWhere we set thethresholdinthis areais
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one of the reasons we're doing -- investigating
various nmethods to understand the advantages and
di sadvant ages.

MEMBER APOSTOLAKIS: But it's not al ways
t he acceptability, though, Steve, isn't it? | nean,
if you first satisfy yourself that maybe by using two
or three nethods you have identified the inportant
failure nodes, wthout any attenpt at quantifying,
that will be a major achievenent.

MR, ARNDT: Yes.

MEMBER APOSTOLAKI'S:  Then you go to the
next | evel, which brings up risk acceptability, and so
on, where things are a little shakier there.

MR ARNDT: Right.

MEMBER APOSTOLAKI S: So nmaybe the
separation shoul d be always i n our mnds that certain
nmet hods doareally job at identifying certainfailure
nodes, but there is another nethod that does a better
job for other failure nodes.

And | think that's where alot of the work
out inthe literature is. And another thing that's
happening in the -- and |I've seen it in other places
-- oh, we have to use a nodel for reliability of
software, and sonebody | know is using this nodel

So, and it was published in the proceeding, so this

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

61

really nmust be good. Let's use it.

And you are actual ly eval uati ng
critically, | hope, the underlying assunptions for
each nodel, not just because sonebody used it.

MR ARNDT: Right.

MEMBER APOSTOLAKI S:  Ckay.

MR. ARNDT: \What are the advantages --
what are the inherent limtations of the nodeling
t echni que?

MEMBER APCSTOLAKI S:  Ri ght.

VR. ARNDT: What are acceptable
assunpti ons? What are unacceptable assunptions?
Those --

MEMBER APOSTOLAKI S:  Yes.

MR. ARNDT: Those kinds of issues. For
exanpl e, as Steve nentioned, we can set a particul ar
nmet hodol ogy, or we can set a set of issues that have
to be addressed in whatever nethodol ogy that's been
put forth. We're currently going down the second
pat h, al though we can certainly |look at the first as
an alternative.

But the particular issue, particularly
when you start dealing with things like -- that are
not state of the practice nodels, is is it at that

threshold where it is dealing with the assunptions
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that it -- that it's making in a way that nmakes sense
and can be useful ?

"1l go back to the first part of your
comment having to do with there are really two i ssues
dealing with failure npdes and understanding them
better and understanding the nore reliability and
failure-type issues as opposed to the PRA issues.
That is specifically what we're trying to -- we're
trying to both go down the path of risk-inform ng, but
also trying to make the current nethodology alittle
nore realistic.

MEMBER APOSTOLAKI S: And | suspect you
will rmake the nethodol ogies nore quantifiable. I
suspect you wll make nuch nore progress on the
failure node anal ysis than the quantification, which
will -- probably will be challenged nore by the
reviewers than by us, of course, but --

DR.  GUARRO Steve, do you have any
activity, either ongoing or planned, to try to
determ ne whether in the context of the nuclear
i ndustry this assunption of separating software from
hardware is a good one or bad? Because -- and |I'm
asking this because sone of the nore spectacul ar
failures that have occurred in the aerospace i ndustry

have occurred because the software was sinply the
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nmessenger of the sign error.

So is that declared out of scope or --

VR, ARNDT: No, it is not. That is a
specific area that we are | ooking at. You'll hear Dr.
Johnson this afternoon -- this norning tal ki ng about
hi s net hodol ogy whi ch, of course, doesn't make that
assunption. It looks at it in an integrated fashion.
But al so in our reviewof the methodology it was done
by BNL, which we're going to talk about in a second,
as well as future work.

W're going to look at that -- those
speci fic kinds of assunptions. Can you nake those
assunptions? If you nmake those assunptions, is there
any way to mtigate those assunptions? How you | ook
at sonething else that will catch some of those
i ssues.

What is the threshold, in essence, for an
acceptable nodel? And this is obviously one of the
bi g i ssues.

DR. GQUARRO. Ckay, thanks.

MEMBER ROSEN. Steve, |'mgettingalittle
troubl ed by one sense |'mgetting, and naybe you can
hel p me understand it better.

MR. ARNDT: Ckay.

VEMBER ROSEN: The sense is that we're
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goi ng to anal yze this very hard probl emand fi gure out
how to deal wth it, and then overlay that
understanding with the ri sk approach. And it seens to
me that the ri sk approach itself has the power to make
your first problemeasier. Let nme explain.

If risk -- if you use the risk approach
integrated with the underlying assunptions, underlying
work you're doing in the static failure nopdes and
effect, you can say the risk approach brings in the
guestion of consequences. And if the consequences of
a failure of a particular set of software is very
l[imted, then you' re alnost done with the problem
bef ore you have to get -- you don't have to solve it
froma first principle aspect.

| f you can say, well, the worst that can
happen, for exanmple, is it will trip main feedwater,
wel |, tripping main feedwat er happens now, andit's --
you know, the plant wll scram and that's a
relatively benign event.

MR ARNDT: Right.

MEMBER ROSEN: | nean, so you can use the
ri sk nodeling --

MR, ARNDT: Yes.

MEMBER ROSEN: -- to make your first

probl em easi er.
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MR ARNDT: You can do it backwards,

basi cal | y.

MEMBER ROSEN:  Yes.

MR.  ARNDT: And that's actually the
fundanmental concept behind npst of the bounding
nmet hods. They look at, if it fails anyway, is it
going to be --

MEMBER ROSEN: What kind of failurecanit

make?

MR ARNDT: \What kind of failure can it
make? And will it be any worse than X?  Anal og
equi val ent or the i ssue associatedwithit -- it won't

drive you to Part 1 under release or whatever

MEMBER APOSTOLAKI S: Wiichis afault tree
type analysis. You start with the consequence, and
you are aski ng yourself, now, how can the system in
conbi nation with the software, can take nme there?

MR ARNDT: Right.

MEMBER APOSTOLAKI S: Right?

MEMBER ROSEN:. Well, I'mnot sure exactly
that's what | nmeant. | was | ooki ng at thinking about
the software' s function, sayingif the worst that this
software can do, regardless if it just |locks up, it
doesn't do anything, or it sends a signal, the worse

it can do -- the only wire it's got is to the main
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feed punp circuit.

MR ARNDT: Right.

MEMBER ROSEN: Then, the worst that can
happen is | can -- ny nmain feed punps can go to full
speed, or they can go to zero speed | guess. There
aren't any other options, are there? And so -- and
both of those are okay, | nean, fromthe standpoi nt of
consequences.

MR VH TE: Wll, it's an interesting
perspective. The problemis that the software that
would, first of all, cause a failure of the main
feedwater punp, or indicate a failure of the main
f eedwat er punp, m ght al so cause a failure in another

pi ece of software where t he consequences woul d be nore

i mportant. That makes it a little nore difficult
to --

MEMBER ROSEN:  Well, | understand that
that nay be the case in sone software. But in -- for

the particular software you're |ooking at has the
feature that it can only affect what the main feed
punps do or don't do. Then you have a nuch sinpler
pr obl em

MR. ARNDT: Yes. And at the risk of being
difficult, that's one of the reasons why we're trying

to eval uate different ki nds of nmet hodol ogi es for their
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acceptability for the particular application. Ifit's
an isolated system it doesn't have any significant
i mpact on ot her systens, if you can nodel the software
in such a way that it doesn't have the kind of issues
that Jim brought up, then you can use a |ess
sophi sti cat ed nodel

MEMBER ROSEN:  That's ny only point.

CHAI RVAN SI EBER: Wl |, but the software
really isn't witten that way.

MR. ARNDT: |n npst cases that's correct.

CHAI RVAN S| EBER: For exanple, you may
have a software nodule that acts like a controller.
Okay? And then sitting sonepl ace el seis the contents
of the scaling manual that says, "Here's proportional

band, here's rate, here's reset," etcetera. And that
sanme nodel is used in 500 di fferent applications, the
sanme piece of software.

So you really can't say that if the -- if
you have a software failure sone device quits doing
its thing. It may be that every device in the plant
quits doing its thing. It would --

MEMBER KRESS: At the sane tine?

CHAI RVMAN SI EBER:  Yes, because it's the

sane nodel .

MEMBER KRESS: Sanme input to each one of
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t hem

CHAI RMAN S| EBER: Yes. And so if you
crash the nodel, or it has sone ki nd of a hang-up | oop
that's not available to do anything else. So to ne |
think the problemis pretty conplex for systens that
are designed that way.

Now, there are other systens that are
i ndependent. And, you know, for the sake of diversity
t hey have separate trains with separate nodel s using
different algorithns, and so forth. And we've seen
some exanples within the | ast two years of -- sone of
us -- of that kind of nethodol ogy. And rmaybe you can
conment on that.

MEMBER KRESS: | don't think | ookingat it
in a backwards way |i ke that hel ps you a | ot, because

you al ready their subsystens, that if they fail you're

in trouble, like the control systens, the scram
syst ens. If things don't work right, you ve got a
probl em

MEMBER ROSEN:  Wel |, you're tal ki ng about
the solid-state protection system for instance, ina
West i nghouse plant. You can't --

MEMBER KRESS: So if there's -- so if
there is a nunber of systens like that that you

al ready know, you're going to need this information.
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MEMBER ROSEN: Sure. |'mnot saying that

you're not going to need this. ' m just saying
there's a class of problenms where it mght get
sinpler, and you shoul d think about those, too.

MR. ARNDT: Yes, absolutely.

The next part of the presentation is on
the BNL research. We're running a little late, so
"1l go through this reasonably quickly. The BNL
research was designed to basically | ook at the i ssues
froma nore PRA standpoint as opposed to a digita
failure standpoint. O course, they dealt with those
i ssues as wel .

And they |ooked at strengths and
weaknesses of current nodels. They | ooked at what was
necessary to develop guidance in this area,
suggestions for inproving the integration methods,
dat abase failure type issues.

The reports that they're going to have
will include basically this information: the review
of the current nodels, |ist of issues associated with
probability failure, and sone of the things we've
t al ked about already. Sone of those were new i ssues.
Sone val i dated what we al ready knew.

The draft interim review guidance that

we're going to use --
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MEMBER APOSTOLAKI S:  So i s BNL goi ng al so

to present, or this is it?

MR ARNDT: This is it.

MEMBER APOSTOLAKI S:  Ckay. Wen will we
get the draft report? You said they are preparing a
draft report.

MR. ARNDT: It should be available fairly
soon.

MEMBER APOSTOLAKI S:  You have to step to
t he m crophone and tell us who you are.

MR.  OVERLAND: Dean Overland, Risk
Assessnent Group in Research. The draft report wll
be available -- | believe it should be available this
nont h, this upcom ng nonth.

MEMBER ROSEN: From t he PRA standpoint,
PRA Committee, that's what we want to see. That's how
we would --

VMEMBER APOSTOLAKI S: Maybe we can have
anot her subcommittee neeting in the future to talk
about the risk aspects.

MR.  ARNDT: Wl |, depending upon how
aggressi ve we are on t he gui dance, we may want to cone
talk to you about that specifically anyway.

MEMBER APOSTOLAKI S:  Well, you said that

this year you will devel op a pl an for the next several
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years.

MR ARNDT: Yes.

MEMBER APOSTOLAKI S: Li ke to have our
i nput .

MR, ARNDT: Yes.

MEMBER APOSTOLAKI S: So | guess in the
next several nonths we will have to wite a letter.

|s that correct?

MR. ARNDT: It probably won't be several
nont hs, but probably late sumer by the tine we
di scuss it and get input fromvarious --

MEMBER APOSTOLAKIS:  So you will cone to
us in the fall sone tinme?

MR. ARNDT: Probably, yes.

MEMBER ROSEN:  Well, George, don't you
think it would be better for -- once they get the
draft report, for themtoreviewit internally rather
than just send it to us at the sane tinme in parallel?
| don't think there's that --

MEMBER APOSTOLAKIS: | don't wunderstand
what - -

MEMBER ROSEN:  Well, | would rather hear
fromthe staff about what they think about the BNL
report rather than being sent the BNL report and --

MEMBER APOSTOLAKIS:  Well, let's get it
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first.

MEMBER ROSEN:  -- alone and --

MEMBER APOSTOLAKI S:  Ch, you ar e proposi ng
anot her subconm ttee neeting?

MEMBER ROSEN: |"m proposing, yes, a
subcommittee nmeeting in which the staff and BNL cone
together and say, "Here's the report we got three,
four nonths ago."

MEMBER APOSTOLAKI S: Because that's the
ultimate problem actually. You're right.

MEMBER ROSEN: Right. And then -- and
here is -- at which point, you know, we get staff's
view as well, and then we wite the letter.

MEMBER APOSTOLAKI S: So when do you t hi nk
t hat can be --

MR. ARNDT: Well, we're m xi ng appl es and
oranges here. There is three i ssues that were tal ked
about. Oneis the BNL report specifically. That wll
be avail abl e next nonth, and then what we're going to
do with it we'll figure out shortly thereafter.

The ot her issue is any gui dance docunent
t hat we may devel op, that will bealittle bit |onger
timeframe. The third thing is the staff plan for the
overall digital 1&C program

MEMBER APOSTOLAKI S:  Right.
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MR. ARNDT: Wiich will be |late sumer.

MEMBER APOSTOLAKI S:  Ri ght.

MR. ARNDT: So we coul d conbi ne these, we
could do themindependently, whatever you guys think
is nost appropriately -- appropriate.

MEMBER APOSTOLAKI S: Well, certainly from
past experience, | assune you would |like to cone and
brief us on what you are doing on the guidance --

MR ARNDT: Yes.

MEMBER APOSTOLAKI S: -- before you finish
t he gui dance.

MR ARNDT: Yes.

MEMBER APOSTOLAKI S:  CGet sone i deas back
and forth, and so on. So that is one of the nost
critical meetings we're supposedto -- we are goingto
have.

MR ARNDT: Right.

MEMBER APOSTOLAKI S: Why don't we | eave it
up to you and our staff to arrange? Because the tinme
is short, actually. W can't have too nany
subcomm ttee neetings. But we will have to judge --

MR. ARNDT: Ckay.

MEMBER APOSTOLAKIS: My inclinationis --
would not be to do all three in one subconmittee

neet i ng.
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MR. ARNDT: Okay. | agree. |It's, one,

too much material, and they are different aspects of

t he issue.

MEMBER APOSTOLAKI S:  Yes.

MR. ARNDT: COkay. One of the areas was
the interim guidance. Basically, it identifies

particul ar needs in the review and nakes i nformati on
-- makes use of some of the information that they
generated when they did an eval uati on of one of the
generic platforms.

As you al | know, or shoul d renmenber, there
are three generically approved digital platforns.
These are nost |ikely going to be the basis for nost
of the safety grade upgrades in the plants in the
future. Brookhaven wused one of +those generic
platforms in its work.

MEMBER APOSTOLAKI S: Now, I'ma little
curious, because | wasn't involved in the approval.
How di d t he NRC approve those platforns? | nmean, was
it -- did they do any of this, the stuff that you
presented to us the last hour and a hal f?

MR. ARNDT: They used the current version
of the standard revi ewpl an, which, as we di scussed - -

MEMBER APOSTOLAKI S:  Ckay.

MR ARNDT: -- is primarily qualitative.
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VMEMBER APOSTOLAKI'S:  Process-oriented.

MR. ARNDT: Process-oriented, yes.

MEMBER APOSTOLAKI S:  Now - -

MR.  ARNDT: Now, they're going to do
anot her pl ant-specific revi ewwhen the plants use the
generic platforns for plant-specific application.

MEMBER APOSTOLAKI S:  Well, that woul d be
nore limted, then, because you have al ready approved
the platform 1It's |ike approvi ng AP1000, the design,
and t hen sonmebody actually builds it. You don't start
fromscratch, right?

MR.  ARNDT: No, you don't start from
scratch, but | would -- | would caution to say
l[imted. It's goingto be afairly extensive review.

MEMBER APOSTOLAKI S:  Ckay.

MR. ARNDT: And we're hoping to have sone
of these tools available to at least inform those
revi ews.

MEMBER APOSTOLAKI S:  Processes.

VR, ARNDT: As part of BNL's work to
devel op the guidance, they did some quantitative
assessnments. They | ooked at anal ysis. They | ooked at
theinitiatingevents, particularly the differencesin
initiating events froma traditional --

MEMBER APOSTOLAKI S: Thi s i s too exciting,
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Steve. You're really giving us stuff that is really
very interesting, but we're not going to talk about
it. So why don't you skip it?

MR ARNDT:  Okay.

MEMBER APOSTCOLAKI S: | mean, you are
t al ki ng about newinitiating events. |'mdyingto see
what they've done. And you say, "No, no, no, you're
not going to see it." So keep going, then

CHAI RVAN SI EBER Wl |, before we go too
far, we would li ke to take a break this norning. Wen
is a good place for you to stop to allow us to take
t hat break?

MR. ARNDT: This is probably as good a

time as any.

CHAl RVAN S| EBER: That's what | was
t hi nki ng.

(Laughter.)

Way don't we take a break until quarter
after 10:00.

(Whereupon, the proceedings in the

foregoing matter went off the record at

9: 55 a.m and went back on the record at

10: 15 a. m)

CHAI RVAN SI EBER: Ckay. Let us returnto
sessi on.
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MR. ARNDT: Thank you, M. Chairman.

Whien we left, | had just started a brief
description of the BNL work. As we're running a
little late, I will try and work through that fairly
qui ckly.

As part of their review, they |ooked at
both state-of-the-art issues and nodeling issues.
Sone of the issues that they l|looked at in the
devel opnent of the guidance we tal ked about. They
al so | ooked at software failure issues, both the whol e
i ssue of whether or not probabilistic nodeling is
appropriate, as we have discussed previously, for
software failures independent of hardware.

The various kinds of nodels were | ooked
at, as well as the comon cause failure issues for
sof t war e. They |ooked at hardware failures,
particularly the issues associated at what |evel of
component failures needs to be nodeled in an
appropriate nodel, as well as the issues associated
with failure data for hardware systens, comopn cause
har dwar e failures, particul arly t hi ngs like
comuni cati on buses and things |i ke that that can have
potential issues, software-hardware interactions,
whi ch are a particul ar i ssue, and then the integration

of the digital systens within existing PRAs.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

78

One of the chal |l enges of this nmethodol ogy
isthereis alot of fairly sophisticated net hodol ogy,
some of which are easy to integrate into static PRAs
and sonme of which are not very easy to integrate into
static PRAs. And --

MEMBER ROSEN: The question here is: if
a plant -- an existing plant with an existing PRA
chooses to nmake a safety-related system i nprovenent
using digital software --

MR ARNDT: Right.

MEMBER ROSEN: -- how does one then
i ncorporate that into the nodel to answer the question
as to what happens to the CDF --

MR ARNDT: Right.

MEMBER ROSEN: -- to the whole plant?
That's the question | have.

MR. ARNDT: That is -- the primary issue
inthe bullet referred to as integration of -- into
t he exi sting nodel s.

MEMBER ROSEN. Okay. So you're going to
-- sonebody is going to answer that question for ne.
|"mnot smart enough to answer it. | just want the
world to answer it.

MR. ARNDT: That is one of the issues, and

there are methods that have been proposed. For
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exanpl e, dynam c fault trees and Markov nodel s can be
integrated into static PRA or the whole PRA can be
turned into a dynamc fault tree and then integrated.

Those are not easy things to do, but they
are theoretically possible. Qoviously, there are
ot her nethodol ogi es that can be devel oped. You can
use themas an input to a particular failure rate that
then goes into this an initiating event, upfront
nodul e, ahead of the initiating event.

MEMBER ROSEN: Right. Events

MR, ARNDT: Events.

MEMBER ROSEN:  Not much one.

MR. ARNDT: Miltiple events. There are
several different nethodol ogies that have been
proposed and have been wor ked on. NASA, for exanple,
has done a lot of work on dynamc fault trees for
t hese kinds of issues. So there is exanples in the
l[iterature on how to do this.

MEMBER ROSEN: Dealing with the issue of
the fault tree is what fails first, and then assess
how the system reacts to it, or the system has an
upset of some kind --

MR ARNDT: Right.

MEMBER ROSEN: -- and the fault failure --

software fails during the upset.
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MR ARNDT: Right.

MEMBER ROSEN: O -- so, | nean, both of
t hose issues.

MR. ARNDT: Right. Both of those issues,
and the issue of, in the particul ar nodel that you're
using, is issues particularly common with failure is
the nodel you're going to use capturing all of the
conmon node failures of a software-driven system

MEMBER ROSEN: The nost chal | engi ng pi ece
of it seems to ne to be that if the software system
fails first, it would initiate the transient, and
you're relying on the sane software systemto mtigate
the occurrence that it just initiated.

MR. ARNDT: That's right. And on top of
t hat, one of ny personal pet peeves is there have been
failures in which not only are you counting on it to
mtigate it, but also the failure prevents you from
doi ng other things that mght mtigate it, like, for
exanple, it |locks out the manual action, things |like
that, whichis bothdifficult to nodel but potentially
very significant froma consequence standpoint.

MEMBER ROSEN: Ckay. | just checked to
make sure the scope of what you're addressing is
sonmet hing | i ke what | hope you' re addressing. | think

| got the answer yes.
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MR.  ARNDT: It |ooked at a variety of

net hodol ogi es -- for exanple, the fault tree anal ysis
for AP6000, the INEL study, the work that Barry is
doing in fault injection methodol ogies that uses
Mar kov nodel s.

They | ooked at sone of the other gui dance
that is out there and that has been proposed. The
Bayesi an bel i ef network, which is a methodol ogy t hat
sone of you are famliar with that is very useful for
combi ni ng qual itative and quantitative datato provide
information to basically make a deci sion.

W're also investigating this on a
separate project, both froma reliability standpoint
but nore inportantly for inprovingthe reviewprocess.
As we get nore quantitative information, how do we
integrate that into our current qualitative prograns?

And as part of their work, they did a
failure nodes and effects analysis for one of the
generical |l y approved pl atforns, to understand howthis
can be done and what t he appropriate | evel of nodeling
shoul d be.

The did the traditional top-down step-by-
step approach, identifiedthe potential dependenci es,
and generated the questions about the particular

design that you would have to answer to do an
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effective anal ysis.

And that's one of the big issues, because
when -- if you're going to do nore detail ed nodel i ng,
you're going to need nore information, or in sone
cases different information than you would ask if
you're going to do a process-based anal ysi s.

Sone of the insights they got when they
did that, in order to capture the information you
basically have to do what you would do in any
probabilistic nodel. You have to have a very detail ed
understanding of how the system fails, which we
di scussed that previously.

And you have to have a generic nethod for
evaluating various kinds of issues, such as
conmuni cati on between redundant channels as an
exanpl e. You have to figure out how you're going to
do that and have an agreed-upon nmethod to do that.

Anot her part of the review -- we asked
them to go and |ook at the databases that are
avail able, both within the nuclear industry and in
ot her industries. One of the things they did was they
| ooked at the LER work. There is a |arge nunber of
failures in the LER database, and nmany of them are
digital systens or software-based systens.

One of the biggest issues wth that
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dat abase, not only for this application but for other
applications, is the anount of information you have.
And that's one of the biggest challenges in the
digital failure databases is frequently, one, the
peopl e who have the failure data may not popul ate it
into the database.

But al so, they nmay not have it, because
the solution was a card failed, we pulled it out, we
put a new card in. And exactly what failed, how it
failed, and what the root cause of that was may not
exi st, or may not be populated in the database. So
that's one of the significant chall enges.

MEMBER ROSEN:  Now, there are plants that
are repairing cards.

MR. ARNDT: That's correct.

MEMBER ROSEN:  And t hose peopl e know what
failed on the cards. And they can then tell you or
gi ve you access to data which would | et you know what
that failure did.

MR. ARNDT: That's correct.

MEMBER ROSEN: If you know that this
el ectrolytic capacitor, for exanple, failed on the
card, because it was replaced and the card worked --

MR ARNDT: Right.

MEMBER ROSEN: -- then you knowa | ot nore

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

84

than -- and so one of the threads you mght try to
pull is, where are places that are repairing digita
cards? Because they will have data that will be
useful to you, and may be willing to share it.

MR.  ARNDT: Yes. And the biggest

challenge in all of this is going out and pulling al
of those threads, or finding other people who have
pul l ed them before and building them on, as George
menti oned, what peopl e have done, what informationis
avai | abl e.

One of the reasons we asked BNL to do this
was to get a better understanding of not only what is
and is not avail abl e but what people are doing with
it. They reviewed the ML handbook data, PRI SMdat a.
They | ooked at other sources that could be pursued,
ot her i ndustries and gover nnment agenci es,
manuf acturers, and remanufacturers in the case of
cards.

MEMBER APOSTOLAKI S:  NUREG 6734 is what ?
Is it the data?

MR ARNDT: Yes.

MEMBER APOSTOLAKI S:  Can we get a copy of
t hat ?

MR, ARNDT: | think so. |'d have to go

and - -
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MEMBER APOSTOLAKI S:  Well --

MEMBER ROSEN:  One minute. | don't think
-- maybe we're not communicating yet.

MR ARNDT:  Okay.

MEMBER ROSEN:  You sai d remanufacturers.
Sure, but | was tal king about utilities, maintenance
staffs, 1&C mai ntenance staffs, that are repairing
their own cards.

MR, ARNDT: Yes.

MEMBER ROSEN: Those people will be a
great source of data.

MR, ARNDT: Yes.

MEMBER ROSEN:. So | just wanted to nmake
sure you understood what | neant.

MR. ARNDT: Okay. Yes, | understood. |
was renenbering different -- yes, sir

DR. GUARRO. Just curious -- what were you
| ooking into in the review of 2177?

MR, ARNDT: I"m going to have to defer
t hat question to one of our contractors who is in the
audi ence.

MR. CHUN. This is Lewi s Chun, Brookhaven
Lab. Mainly we got hold of the 217 and see what
information is there, and see how people use the

nmet hod provided there in their analysis. Basically,
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it's part -- part stress nethod they use, and then the
PRI SM dat abase i s ki nd of a repl acenent dat abase t hat
-- because 217, ny understandi ng, was disconti nued,
and the PRISMis kind of |ike replacenent, which keep
updating the data in the database.

DR. GUARRO Well, yes. The direction of
ny question was two ways. In 217, there is nothing
that is software-specific. | was wondering how t hat
will apply to the --

MR CHUN. Right. It's lunped -- if you
| ook --

DR. GUARRO. Also, yes, it istruethat it
has not been updated since 1991. So it's very old
data, in any case. PRISMis an evolution, but it's
al so nowno | onger a gover nnent - endor sed dat abase. So
it -- the usefulness of it is sonetines questioned.

MR. CHUN: We |look at it as just another
source of data, and it's somewhat |ike a continuation
of 217. But the method there is still simlar to that
of 217, soin terns of software failure |l think it is
enbedded in the failure events that they use in
estimating the failure rates.

DR. GUARRO kay. Thanks.

MR. CHUN: How adequate that i s, you know,

i s questionabl e.
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MEMBER APOSTOLAKI S:  What ki nd of events

are these? I"'m not famliar with 217. Is it
aer ospace, or what?

DR.  GUARRO 217 is an electronic
conponent failure rate database.

MEMBER APOSTOLAKI S:  Who devel oped it?

DR. GUARRO The Departnent of Defense.

MEMBER APOSTOLAKI S:  kay.

MR, ARNDT: It was across --

DR GUARRO It was one of the ML
St andards that was discontinued in the acquisition
reformera in the '90s.

MR. ARNDT: The primary idea is not only
| ooking at what's available, but what are the
underlying assunptions in the databases that are
avai | abl e. So understanding what's in there, both
what you can use and what you can't use.

As Professor Guarro said, that particul ar
one is not particularly useful for the regulations.

We | ooked at both significant major type
i ssues, like the Airbus crash and t he Therac and ot her
| arge issues, but also |ooked at what information
we' ve been able to derive so far in various studies.
There have been sone limted studies over the | ast

five or six years, but look at information from
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avai | abl e sources.

This particul ar anal ysis | ooked at al |l of
the different LERs inthis timeframe and tried to conb
out what failures were digital systemfailures andtry
toattribute sonme | evel of consequence associ ated with
them to give us a perspective in dealing with --

MEMBER APOSTOLAKI S: So these reactor
trips were spurious reactor trips | hope.

MR ARNDT: Yes. So --

CHAI RVAN SIEBER:  Well, | wonder about
that data, since there aren't very many digital
systens i n exi sting powerplants right now That seens
very high.

MR. ARNDT: Well, yes, that -- that is
correct. The issue you have to understand i s, because
of the | evel of detail of the information here, that
particular study was done in such a way to be
i ncl usi ve. So if, for exanple, the LER discussed
potential application or potential root cause, and if
any of the root causes i ncluded a digital system then
it was included as a potential failure.

So how do | put this to give you a
per spective? The idea of this particular study was to
try and scope the issue. Are there cases where we're

getting spurious drips or initiatingevents associ ated
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with digital systens?

So the input filter on this particular
study was not if this systemdidn't fail, would the
event have happened? It was, was there a digita
systeminvolved inthe initiating event? So it was a
br oader --

CHAl RVAN SIEBER:  Whether it failed or
not .

MR. ARNDT: Well, it had to have had an
i mpact on the failure. But it didn't have to be the
singleinitiating event was the failure of the digital
system

CHAI RVAN SIEBER: Let's say a pressure
transducer failed and it failed high, which would
initiate a reactor trip. Wuld you call that a
digital systenf

MR. ARNDT: If it was --

CHAI RVAN SI EBER: | f t he si gnal processing
was digital ?

MR, ARNDT: In this study, yes
Understand, this was a very generalized scopi ng-type
study, but it did -- the biggest issue is that the
LERs contain digital failures, and you can get sone
information out of it, is the point you should take

away fromthis particular exanple.
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There is information -- one of the big
issues is it's difficult at the level of detail of
LERs to nmake that distinction, because that -- the
situation you just descri bed may have been t he event,
but the description in the LER m ght have been the
digital feedwater systemfail ed.

The reason it failed -- it may have been
because t he pressure transducer associ ated fail ed, but
we just didn't have that |evel of information in the
LER.

CHAI RVAN SIEBER Al l right.

MR. WHI TE: | think the Chairman has made
avery interesting point, and maybe you're mningthis
data al ready. But one of the questions that |leaps to
mndis, out of all the LERs you | ooked at how many of
t hose systens -- how many of those plants had digital
systens that could have contributed, so we coul d get
to the -- | think the point the Chairman was making.

Does it look |ike 20 percent of all the
digital systenms that could cause failures have been
causing failures? O 25 percent? O five percent?
And | didn't know if you intended to | ook at that a
little -- have you already | ooked at it? And if not,
are you planning to?

MR ARNDT: One of the studies that we did

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

91

was | ooking at, of these kind of failures, what
systens are failing, both slicing it -- associated
with the kinds of plants, the kinds of systens, and
things like that.

This dataisalittle bit ol d now, because
things are changing nore rapidly now, so the
useful ness of this particular analysis is becom ng
|l ess and less effective, because these are nostly
ol der systens, many of which are starting to be
repl aced now with newer digital systens.

But yes, that particular slicing of what
was failing, why -- what kinds of systens were
failing, were they safety systenms or non-safety
systens, were t hey f eedwat er systens or ot her systens,
was done in this cut.

MEMBER ROSEN:  Coul d you tell nme alittle
bit about Therac-25, 1985 to '87? |Is that what --
what is -- | nean, the first bullet I don't understand
at all.

MR. ARNDT: The Therac systemis a very
wel | -known digital systemfailure. 1It's not a real-
time system It was a therapeutic irradiation system
in Canada. It is very well-known, one, because it
killed people, but, two, because it was a classic

exanpl e of a ot of the problens that hopefully have
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been sol ved by nowin terns of software requirenments
and not under st andi ng sof t war e- hardwar e i nteracti on,
and issues |ike that.

It was basically a software -- a set of
software that ran the therapeutic irradiation
device --

MEMBER ROSEN.  Ckay.

MR ARNDT: -- that irradiated the
patients. And because of the way the software was
witten, and particularly the way the software
revi sions were done, had sone inherent flaws in the
software. And as part of their revisions, they put
nore and nore safety functions into the software and
t ook themout of the hardware interlocks. Andthisis
a cl assic exanple of all of the bad things you can do
in software design, and it killed people. So that's
one of the nore --

MEMBER ROSEN: (kay.

MR. ARNDT: -- significant events.

MEMBER APOSTOLAKI S: Did you discuss the
last bullet while I was out?

MR, ARNDT: Yes.

MEMBER APOSTOLAKI S:  Poor tim ng.

MR. ARNDT: Again, we |ooked at --

VEMBER APOSTOLAKI S: But woul dn't that
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argue against treating the software as a separate
entity withits own failure rate? | mean, you say it
was divided, so --

MR ARNDT: Yes, it would.

MEMBER APOSTOLAKIS: It woul d.

MR. ARNDT: As we nentioned whil e you were
out, the study was |limted, and the amount of
i nformati on you could obtain fromit.

MEMBER APOSTOLAKI S:  kay.

MR, ARNDT: But yes.

CHAI RVAN S| EBER: It's not clear to ne
t hat what you would get out of LERs you could even
tell whether it was hardware-software or human
i nterface.

MR. ARNDT: Again, as we discussed, what
we could tell gave us that -- it was a limted study,
one, because of the timng --

CHAI RVAN SI EBER  Ckay.

MR. ARNDT: -- of the dates we | ooked at,
as well as the amount of information you can get.

CHAI RVAN SI EBER  Ckay.

MR.  ARNDT: This is basically just a
di scussi on, again, of what kind of things we were
| ooking at for the |arger databases. The point in

particular is that these databases nake certain
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assunptions about the data that's in them

And one of the biggest issues with using
t hese data, or other databases, is you really have to
under st and t he assunpti ons associatedwthit, because
they're nmaking estimations and they're making
assunptions based on a particular nodel in mnd in
nost cases, be it a reliability growh nodel or a
strai ght ampunt of failures per tinme in service, or
what ever .

And one of the biggest challenges in
gat hering and conbi ning data i s understandi ng these
i ssues and being able to deal with them

MEMBER APOSTOLAKI S:  How extensive is the
review that something Iike | SO9000 gets? | nean, is
it sonmething that has been really reviewed by
conpetent people so | can -- we should take it
seriously? O is it something that some comittee
sonewher e devel oped?

| mean, certificationto estimte software
nmean-tine to failure -- wow. That assumes that there
is such a thing as a nmean-tine to failure.

MR, ARNDT: Yes.

MEMBER APOSTOLAKI S: There i s such athing
asareliability growh nodel. Has anybody questi oned

t hose things? Have they convinced thensel ves that,
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yes, this is a reasonable thing to do?

MR, ARNDT: The short answer to that
qguestion is yes.

MEMBER APOSTOLAKI S: Wl --

MR, ARNDT: The |onger answer, and
probably nore appropriate answer, is that the people
who are using the particular nodel -- in the case of
t he 1 SO9000 sof t ware nodel or the capability maturity
nodel for -- or whatever nodel they're using, are by
and large people who have a simlar application
background, are doing it for a particular reason. And
t hey have convi nced t hensel ves that for the particul ar
application that they're using it's acceptable.

As you'll recall when we briefed a couple
of nmonths ago about the validation and verification
program thereis alot of different verification and
val i dati on progranms out there. The one that the NRC
endorses for real -time systens i s the | EEE 1012, which
is-- with the various |l evels, which we basically say
for areal-tinme systemhas to be at the hi ghest | evel .

But there's a lot of other people out
there that do this work at different |evels using
di fferent nmethods, and for the particul ar application
that they are working with they are -- they have

convi nced t hensel ves, either by standards comittees
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or by regulationin a particular domain, that they're
confortable with this particul ar nodel.

MEMBER APOSTOLAKI S:  kay.

DR. GUARRO In the review of major
sof tware-induced or rel ated fail ures, have you | ooked
at the ones that have occurred in the space systens?
Recently -- there was a string of recent -- recent
ones, in '98/'99 timefrane.

MR. ARNDT: | don't believe that was part
of our review

MEMBER BONACA: Was it in the United
St ates, Sergi 0?

DR GUARRO Delta -- the Delta 3, first
flight; the Titan 4, 820 flight; and then a coupl e of
spacecraft failures. And they -- sone of those were
-- as was nentioned before, you know, t he software was
t he messenger of a serious design problem A couple
of those were actually errors in entering paraneters.
So thereis quite a bit of interesting material there
to | ook at.

MEMBER KRESS: Are we going to hear a
di scussion on the concept of nean-tinme failure for
software? Because | was under the inpression that
that's predicated on the basis of randomfail ures, and

a question | would have is: how do we attribute
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random failures to software? And --

VR, ARNDT: | wasn't planning on going
into a detail ed discussion of that particul ar issue,
beyond the i ssue that to do that kind of anal ysis you
have to nake the assunption, one, that that nakes
sense, and that you can conme up with a failure rate,
if youwll, for software. And there is argunent in
the field associated with whether or not that makes
any sense.

It basically comes down to the fact: can
you nodel software in that way? From a theoretica
standpoint, it's pretty obvious that software doesn't
have a failure rate. But the real issue is: can you
nodel it that way in a nmeaningful way, and treat it
separately in a fault tree analysis or sonme other
anal ysi s?

MEMBER  APOSTOLAKI S: won' t | at er
presentati ons address this?

MR. ARNDT: It will address it to sone
extent, yes.

MEMBER APOSTCOLAKI S:  Yes. So maybe we can
-- yes.

MR. ARNDT: Again, the assunptions in the
actual data is a particular issue. For example, we

tal ked about earlier fault tol erant systenms, whichis
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an i mportant understanding of howit fails or doesn't
fail or gets -- it is -- you're not going to see that
in nost databases, because it either fails or it
doesn't fail, and that's what in the system

Redundant channels, the sane Kkinds of

i ssues. In a ot of failure databases you cannot
extract that level of information. 1It's one of the
reasons that |ooking at -- sorry.

MEMBER ROSEN: | wanted to -- go ahead,
finish your thought. But | wanted to ask another
qguestion about the prior slide -- 44,

MR. ARNDT: One of the things that we're
trying to evaluate i s whether or not it nmakes sense to
have a real-tinme nuclear-specific database that
addresses the specific i ssues we have -- whet her that
i s ameaningful, cost-effective, rational thingto do.

MEMBER ROSEN:  Thi s first bull et under the
--onthis slide, the failure rates were estimated by
di vi di ng t he nunber of reported failures by the total
operating time, it can give you a |ower bound, but
it's surely not, you know --

MR ARNDT: Right.

MEMBER ROSEN: -- there's lots of other
failures that --

MR. ARNDT: Right.
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MEMBER ROSEN:. -- that happen that are

just sinply not in the database. So if you treat that
as a | ower bound that's okay. But otherw se, you're
maki ng a m st ake.

MR. ARNDT: Yes. And the point here is
you have t o under st and t hese under| yi ng assunptions to
be able to utilize the data.

The tentative findings fromtheir revi ew
basically are things that we've tal ked about before.
Quantitative nethods for assessing softwarefailureis
sonet hi ng that works, that we need to be abl e to deal
with this.

One particular methodology that they

| ooked at was a Markov nodeling at the processor

| evel, and the idea was: is that an acceptable
standard to put -- draw your line at? |Is that good
enough?

Looking at the fact that, of course,
probably that |evel of detailed analysis of failure
nodes to be able to support the analysis froma PRA
standpoint -- it goes back to the concept that just
having a failure rate doesn't necessarily nake the
nodel work. You have to understand -- you have to
have the determnistic analysis of howit fails, and

things like that, to be able to support it.
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And, of course, data is needed to really
understand this, to be able to nodel these kinds of
i ssues.

MEMBER APOSTOLAKI S: So there is a
concl usion, then, that the concept of a failure rate
i s meani ngful here.

MR. ARNDT: It can be neani ngful.

MEMBER APOSTOLAKI S: Well, | guess that's
a major issue. Sonetine we have to discuss this. |
don't know whether it's today or some other day.

MR. ARNDT: |If we have not discussed it
appropriately by the end of today, the we'll revisit
it.

MEMBER KRESS: Is that failurerate driven
by the rate at which the input carries the software
into some error node? And it's really the rate at
whi ch the software -- the input --

MR, ARNDT: It can be l|looked at in a
nunber of ways. That's one way of |ooking at it. The
i kel i hood t hat gi ven the operati onal paraneters that
it's --

MEMBER KRESS: But you will enter into a
conbi nati on of inputs that --

MR ARNDT: Right.

MEMBER KRESS: -- exercises sonme part of
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the software that has an error in it.

MR, ARNDT: Ri ght . And that's why |
nmenti oned earlier software failure probability, inand
of itself, is sonething of a m snoner, as George has
poi nt ed out many ti nes, because software has to run on
sonething. | nean, it can't independently do that.

The issue is: can you --

MEMBER KRESS: It seens like a real
stretch to consider that as a random failure.

MR. ARNDT: Right. And can you nodel it
-- one of the big issues is: can you nodel that
i ndependent |y of its sof t war e - - har dwar e
interactions? It neans you have hardware fail ures,
you have software failures in that -- the operationa
condition on the hardware has exercised a software
failure, and then you have the interactions between
hardware failures and software failures, which
dependi ng upon what nodel you use, can be nodel ed
separately or can't be nodel ed separately.

And one of the things we found,
particularly in Dr. Johnson's work, is that a | ot of
their bad failures are exactly that. It's the
i nteraction between hardware and software fail ures.

Let me quickly go through sone of the

other work we're doing. W have two ot her database
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efforts. One is the international effort to devel op
a software -- develop a database of -- and this is
actually a typo. It should be conputer -- software-
driven conputer system failures. It's not just
software failures. It's all failures in systens
driven by software in the nuclear industry.

And this is what | nentioned a mnute or
two ago. We're currently eval uati ng whether it makes
sense to have a nucl ear domai n specific database with
all of the kinds of information that you need to be
able to make rational judgnents.

MEMBER KRESS: |Is this being done under
the --

MR. ARNDT: This is being done under the
auspi ces of NEA

MEMBER KRESS: NEA. (kay.

MR. ARNDT: It's a CSNI project.

MEMBER KRESS: Yes.

MEMBER APOSTOLAKI S:  So you are a nenber

of that?

MR. ARNDT: | amactually the Chairman of
it.

MEMBER APOSTOLAKI S:  The Chai r man.

MR. ARNDT: And this is actually Conputer
Systens Inportant to Safety. This is the
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abbrevi ati on.

W al so started an in-house effort to do
this. Dependi ng upon where we go in the future -- and
that will be decided this year when we redo our
research plan -- my guess is we're probably going to
fold this either into the Brookhaven effort or the
COWSI S effort. But we have an in-house effort to
| ook specifically at the data.

There are several other efforts going on.
The commttee is very aware of the Hal den research
program That's a collaborative NEA program that
| ooks at a whol e bunch of different issues -- human
reliability, human factors, fuels, materials. They
al so have a piece in digital systemsafety.

And in the last two or three years they
have expanded their digital system safety research
program extensively. One piece of that is a
reliability program andthey are particul arly | ooking
at risk assessnment of COTS systens and how do you deal
with the fact that it's a black box and you can't get
at theinformation, and things |i ke that, what ki nd of
nodel s can be used.

Human systeminterface i ssues dealingw th
software and these things in an integrated fashion --

t hey, of course, have done a lot of work in human
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reliability and human factors. So that's a natural
fit for them

And the last of their major prograns is
t he Bayesi an bel i ef network to hel p i ntegrate systens,
and that's the one we're dealing wth.

MR. WHI TE: Excuse ne, Steve. This is an
exanpl e of one of the concerns we had in the National
Acadeny study, and you may have -- you may have
al l eviated a concern. But the concern that the panel
had is that alot of really interesting work and work
that could be very influential in what you do was not
subj ected to peer review, and it was back to the old
concern of the nuclear industry just tal king anobng
itself.

So have you nmade nuch progress in that
area of getting nore open review of the Hal den work?

MR. ARNDT: That, as you nentioned, has
been an open i ssue t hroughout the work. W are trying
alot -- not only inthis work, but all of the work in
the 1 & area, to do nore of that. And Carol and Barry
will nention that in their presentations, and |'m
trying to get out there nore and our ot her researchers
are.

In the case of the Halden work, in

particular -- this is a challenge because of the
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proprietary nature of their reports. However, they
have made a speci fic consci ous deci sion at the |l ast --
| guess two years ago managenent neeting to do nore
peer reviewed |iterature work.

They' ve made progress. 1Is it as much as
| would Iike? No. But they have made progress in
doi ng that work. They are publishing certainly alot
nore i n peer reviewed proceedi ngs, inthe journals not
as much as | would |i ke, but they are making progress.
At least they're doing much nore in peer reviewed
proceedi ngs to bot h put out the work they're doi ng and
al so get feedback on the work they're doing.

MR SYKES: | have a question.

MR. ARNDT: Yes, sir.

MR. SYKES: Bef ore you showed us that
ei ght percent of LER contained digital 1&C failures,
and ni ne percent of our PS. And that was for a period
of time "94 to '98. Do you have a sense that thereis
a trend of decreasing failures in digital systens?

MR.  ARNDT: In that study, we tried to
| ook at that particular issue. And we actually -- one
of the things we tried to | ook at was how recent was
t he system i npl ement ed.

MR, SYKES:. Kkay.

MR. ARNDT: We didn't get -- we weren't
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abletoget astatisticallysignificant interpretation
one way or the other.

MR SYKES: Ckay.

MR.  ARNDT: The anecdotal data from
readi ng the LERs was that that was the case. Wen a
new systemwas i ntroduced, the failures were high for
a period, and then they started reducing. But we
didn't have a statistically significant anount of
information to nmake that determ nation.

The i ssue, of course, is nore conplicated
than that, of course, because anal og systens tend to
have a nmuch | onger lifetinme in the plant. The systens
that we actually were studyinginthat tine period are
al ready starting to be ripped out and replaced with
newer digital systens.

Soit isconfortingto knowthat as we get
nore experience wth these systens that their failure
appear to be being reduced. The mitigating issue is
that their lifetime in the plant tends to be mnuch
shorter than previ ous systens.

This is just a quick other effort we're
--we' ve been asked to -- the Commttee for Safety of
Nucl ear Installations is beconing nore interested in
this area, and they're tal king about having a new

wor king group in this area or nore i nternational work
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in this area.

The NRC i s al so hol di ng di scussi ons about
starting an international program in this area,
simlar to canp or sonething |ike that. So we're
continuingtowrk both externallyinother industries
but al so internationally wi thin the nuclear industry.

This is just a quick summary of what |
said. It's basically areiteration of the -- what |
hoped woul d be the concl usi ons.

We have various progranms in this area.
We're | ooking at various aspects -- data, guidance,
failure nmethods, and reliability. W're working on
t he devel opnent, and you're going to hear nore about
this fromBarry and Carol.

The U S. industry is noving in this
direction to say ahead of that. This, of course, is
an open debate. W believe that the nethodology is
such that we can nmake assessnents that are
sufficiently mature. Hopefully, by the end of the day
you will have nore information to agree or disagree
with that.

There are significant strengths and
weaknesses of the current nethodol ogy -- what's bei ng
used there, as well as the issues that we're

proposing. Qur future work i s going to be | ooki ng at
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the actual integration type issues, as well as
devel opnent of testing nethodol ogies.

One of the biggest issues, as | think was
di scussed earlier, is because this has not been used
extensively inthe nucl ear domai n, we need to val i date
t he nodel s as we devel op them at l|east as well as we
can based on the avail abl e dat a.

Addi tional data, additional coordination
is sonething that we need to continue to do.

MEMBER ROSEN: Are you thinking about
ultimately having a pilot with somebody to -- who has
an exi sting plant and PRA and mght be willing to at
| east try to put into a research version of the nodel
-- obviously, not the nodel they're using for plant,
but, you know, put a Rev nodel out there for research
and try to do some digital systenms stuff in it?

MR. ARNDT: One of -- you'll hear later
today what we're doing in our validation work is
actually wusing real nuclear applications in our
validations. W did a study on the Calvert Ciffs
feedwater system the actual system that they're
usi ng. W're |looking at sone -- several other
prograns to test the nethods using nuclear-specific
appl i cati ons.

The second hal f of your question is the
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actual application of that to a regul atory structure,
and we're not that far down that path.

MEMBER ROSEN: Wl |, I'mnot thinking so
much about a regulatory structure. | was thinking
about once you get sone ways to integrate digital

system reliability into PRAs that you think are

doabl e --

MR ARNDT: Right, yes.

MEMBER ROSEN:  -- to find sonmeone who is
willing to work with you --

MR ARNDT: Onh, yes.

MEMBER ROSEN. -- inthe existingindustry
to do it.

MR. ARNDT: Absol utely.

MEMBER ROSEN: Try it, to see what it does
to the event trees and the fault trees, to see how
hard it istoincorporateit into nodels in a coherent
way, to see what it does to the CDF, dependi ng upon
what ki nd of input paraneters you use, to see howit
-- it works in ternms of if you need to update -- you
know, all of the operational --

MR ARNDT: Right.

VEMBER ROSEN: -- and inplenmentation
i ssues.

MR ARNDT: Operational issues.
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VEMBER ROSEN: In other words, take --

don't just do the research froman academ c point of
view. Take it out beyond that to an actually -- if we
were to do this, this is the way it would behave in
the field.

MR. ARNDT: Right. And later in the day
when | tal k about future projects, that's one of the
future projects we have specifically is to do sone
pilots with particular nodels in particular PRAs,
ei ther ones that we have for other regul atory reasons
or doing it ourselves with the information that we
currently have, or with --

MEMBER ROSEN: | don't know if the SPAR
nodel s are a good enough platformfor this.

MR. ARNDT: No. We have access to actual
pl ant PRAs --

MEMBER ROSEN. Ri ght.

MR ARNDT: -- in sonme cases. And we
woul d use those.

MEMBER ROSEN: But nmaybe you coul d do it
i n-house or -- but | would never try to use a plant
PRA wi thout talking to the plant's PRA people.

MR, ARNDT: That would not be the
preferable nmethod, no. That --

MEMBER ROSEN. | mean, you can do it.
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MR. ARNDT: Yes, that is one of our --

MEMBER ROSEN:  The part of this that 1I'm
aimng at is not just the doability, but the
confi dence-bui |l di ng nmeasures --

MR. ARNDT: Right, exactly.

MEMBER ROSEN: -- in the practitioner

conmunity, in the nuclear PRA donestic practitioner

comuni ty.

MR. ARNDT: Exactly.

Okay. | thinkthat's all I'mgoing to say
for this particular mnute. I'mgoingtoturnit over
to Barry. What | will -- what 1'd like to -- next up

on our agenda is Professor Barry Johnson from the
University of Virginia. As | discussedearlier, heis
| eading work in digital systens nodeling using the
fault injection nmethod. | will let himprovide some
addi ti onal input on his background and get right into
t he program

MEMBER APOSTOLAKI S: Either you sit down
or we'll have to put a nobile m crophone on you if you
want to stand up. Do you prefer to stand up?

DR JOHNSON: | can do either one. 1'd
like tostand if it's okay, but I -- | don't have to.
"1l sit. That's not a problem

MEMBER APOSTOLAKIS: W're getting you a
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m cr ophone.

DR. JOHNSON: Not a probl em

CHAI RVAN SI EBER: | think it m ght be over
there. You have to turn it on, too. There is a --

DR, JOHNSON: Test, test.

CHAl RVAN SI EBER:  You just swallow the
m crophone, and that will do it.

(Laughter.)

DR. JOHNSON: Is this okay?

CHAl RVAN S| EBER:  Yes.

DR JOHNSON: Ckay. Well, | would liketo
preface ny talk with a couple of things. One is just
to thank you for the opportunity to be here. 1 enjoy
tal king and interacting with groups of this sort. |
find 1 learn nore perhaps fromyou than you |l earn from
me, and | certainly appreciate the opportunity to be
her e.

The second thing is Steve had asked us to
give alittle bit of our background as a way of a very
brief introduction. | started ny career in the
aviation industry. | worked for Harris Corporation
where | designed flight control systens, and, in fact,
did the safety assessnment for several flight control
systens during that part of ny career.

And, in fact, it was the genesis for many

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

113

of the ideas that |'ve been pursuing in the acadenic
environment for the last 20 years. | joined the
University of Virginia in 1984 and have continued
research in this area since then, and have cone up
through the ranks at the university -- 1989, was
pronoted to Associate Professor, andin '94 to a full
Professor. So |'ve been there since that tine.

The third conment that |1'1l make, just as
a way of introduction, is | apologize -- | am
suffering froma fairly severe cold that has worked
its way fromny sinuses through ny chest. |1'mon the
tail end of it, but nmy voice will crack, and so forth,
during the course of the conversations, and
apol ogi ze for that. "Il try to nmake sure that |
speak as cl early as physically possible at this point.

My contact information is on the first
chart. Again, please feel free to contact ne if you
have any questions or comrents as we go forward from
t oday.

Several things we'd like to cover in the
outlinethat | think Steve had i ndi cated you preferred
for these types of presentations. |'Il start wth
sone conclusions. The inportant thing to note about
that is that they really are conclusions for this

talk. This research is ongoing. W find we al nost
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generate nore questions than we do answers soneti nes,
and | think that's a good thing. But, you know, the
conclusions will focus on the talKk.

I"d like to talk a little bit about the
obj ectives of the programthat we have, a little bit
of background, sone of what we see as the chall enges,
our et hodol ogy that we've been working on and that
we' ve appliedin several cases, along with the process
t hat that invol ves. And we have -- we have shown this
in some real applications. I"1l  talk nore
specifically about them

They are predom nantly transportation
applications, but thereisalot of simlarity between
advanced training control systenms and sone of the
reactor control systens that are in place.

We' ve used this in Los Angel es, we' ve used
this in Copenhagen. W're currently using it in New
York. We'rewusing it inlllinois. W'reusingit in
Pittsburgh. W have several projects that have gone
fromcradl e to grave wi th t he met hodol ogy, at | east as
t he methodol ogy existed at the tine that we went
t hr ough that process.

And as aresult of that, we've gotten sone
real hard critical review of it from the safety

assessnment organi zation TU in Germany, as well as
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sone i ndependent consultants that were hired by Los
Angel es for the Metro green line transit system So
there's a ot of good information | think that has
cone out of that, and then we'll summarize and nove
forward

' mone of those people that believes in
| ooki ng at the integrated hardware-software system
I"'ma firm believer in that. | don't think that
precl udes things that you m ght do in software al one,
or things you mght do on the hardware al one.

But as Steve has pointed out several
times, ultimtely the software becones a col | ecti on of
bits that get | oaded i nto nenory and t hey get executed
by hardware. And the interactions between those two
things influence a | ot of what happens, and that's
where | focused nmy work is on those interactions.

So we have been | ooki ng at techni ques t hat
can be applied to integrated hardware-software
systens, real software running in sone cases on rea
hardware, or real software running on a nodel of the
har dwar e. And those are two things that will be
preval ent in the discussions that we'll tal k through.

| mentioned the process has been appli ed.
TUW is one of the organizations that spent an

i ncredi bl e anbunt of tine actually |ooking at this,
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and I'll talk about that inalittle bit nore detail
| ater on. But, you know, we devel oped at UVA the
anal ysis that was done for that Copenhagen system

There was a set of docunents created for
each step of that analysis, and the experts at TUW
reviewed and critiqued each one of those. And, in
fact, they were iteratively devel oped over the course
of a couple of years of that critique.

We' ve tal ked about -- this has conme up a
couple of tinmes so far today about assunptions. In
both the Los Angel es application and the Copenhagen
application, we have an entire docunment devoted to
assunpti ons. And every assunption is docunented,
every assunptionis di scussed, and every assunptionis
eval uated as to the consequences of that assunption
ei ther holding or not holding. It's aninportant part
of the process.

Currently, we're |ooking at new ways of
nodel i ng. For exanple, the issue of COTIS has been
mentioned. One of the things that we are | ooki ng at
and that you'll see alittle bit later onis, how do
| take an application-specificintegratedcircuit that
unbeknownst to nme may have a har dwar e-sof t ware system
inside it that's executing certain inplementation of

t he protocol that that particular ASIC has provided.
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And I may not even know the internals of
that. | only know the interface of that. |Is there
any way that | can nodel at the interface the things
t hat coul d happen if somethi ng goes wong inside the
chip? And that work is actually being funded by
El ectricite de France, which is the electric utility
EDF in France. And so that work is something that's
currently ongoing, as well as additional things that
are involving the new statistical nodels and other
types of things.

And that really covers sonme of the COTS
work, but the point of this bullet really is that
we' ve, over the years, devel oped a |l ot of tools. And
one of the things we | earned very quickly is nobody
really wants to use university tools.

Uni versities don't have very good ways of
supporting those tools. Students cone and they go.
We have a built-in turnover of our workforce every,
you know, two to five years, dependi ng upon whet her
you're dealing with Ph.D. or master's students. So
it'sdifficult toproduce tools that areupto quality
and have t he support necessary to be used i nindustry.

So what we' ve been doing in the last few
years is trying to take the techniques that we' ve

devel oped and integrate them into comercial tool

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

118

sets. Simcs is one that we' ve been using recently.
We' ve used the Mentorgraphics tool set, the Cadence
tool set, a lot of the systemlevel design, and, in
fact, conpl ete design capabilitiesinthosetool sets.
We've tried to integrate our tools into that, and
we' ve had some success in that.

And then, lastly, we have started to | ook
not just a rail applications but at nuclear
applications. Calvert CAiffs is the nost recent, but
we al so have an objective to be able to |l ook at -- in
fact, 1'd love to be able to | ook at one of the three
systens that have been generically approved, and to
get that into the lab and to be able to do sone
nodel ing and sinulation and experiments with that.
But Calvert Ciffs' digital feedwater control system
is the one that we've | ooked at today.

Wat are the objectives? There are
several. And, again, just to focus on a couple of
them we've been | ooking at safety assessnment, and,
again, for digital systems. And to ne -- |['ll show
you what | nean by "digital systent in anmnment. It's
not just hardware and software.

It actually involves -- certainly nost of
the -- well, alot of the elenents are hardware, but

real systens involve nmechani cal conponents and they
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i nvol ve sensors and they i nvol ve ot her things that you
have to worry about as well, even though we focused
nostly on the controller parts, which are, you know,
processors and nenories and ot her types of things with
sof tware runni ng on those.

MEMBER KRESS: Wen you say -- excuse ne.

When you say "safety assessnment,"” what exactly do you
nmean by that?

DR. JOHNSON: Essentially, what we nean by
that is the -- a process by which | can |ook at the
safety of the system -- and it involves both
guantitative and qualitative i ssues. But nobst of our
wor k has been driven by an attenpt to quantify the
safety, to be able to put a probability of occurrence,
you know, on an unsafe event.

MEMBER KRESS: Ckay.

DR. JOHNSON: And t he use of the execution
of this system That's what we focused on. And by a
nmet hodol ogy, it's a -- just a sequence of steps that
we go through to try to get to --

MEMBER KRESS: | understand what you nean
NOw.

DR. JOHNSON: Okay. Mbdeling sinmulation
and experimental techniques -- one of the points |

want to rmake here is that, you know, sometines |'m
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accused of focusing too much on the quantitative side
of things, and | believe you need both. | think there
are process things you need to do. | think there are,
you know, things that you need to have in place that
allow you to -- you know, to have a successful
devel opnent enterpri se.

But | also believe that there are
guantitative things that are inportant. And, infact,
in the systems we've done in the past, |'ve |earned
nore by just the process of trying to get to a nunber
t han perhaps | | earned fromthe nunber itself. So |
do thi nk bot h qualitative and quantitative things have
to be a part of it, and we've tried -- even though a
ot of our work focuses on the quantitative, we've
tried very hard to not | ose sight of that fact.

|'ve mentioned tools. W've created a
bunch of them and I'Il show you sone of those over
t he course of the presentation. But we are trying to
use COTS tools and design systens where possible,
because ultimately -- and you'll see this at the end
of the presentation -- but ultimtely the best way for
a real safety assessnent to be doneis for it to start
t he day you start developing a system and for it to
be an integral part of the design of that systemwth

certain products at various points that can be
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reviewed as evidence of what was done at that
particular state in the evolution -- or step in the
evol ution of the system

So that's i mportant, and t hen
denmonstrating it. And, you know, again, we' ve worked
wi th Boeing quite extensively. W' ve worked with the
rail industry extensively -- NASA, nucl ear obvi ously,
and some others. Medical is another area that we've
been pretty heavily invol ved in.

MR VWH TE: Excuse nme, Barry.

DR JOHNSON:  Yes.

MR.  WH TE: | think this is really
exciting work. One question that | have is: what
size of systemhave you been able to anal yze to date?
In other words, do you think you'll ever get to the
poi nt where you can actually do a conpl ete reactor |&C
systen? O do you think you' re probably going to be
down in the systemlevel or subsystem/|evel ?

DR. JOHNSON: There are -- 1'Ill give you
a coupl e of exanples. The Los Angel es systemthat we
anal yzed was a -- what's called an interl ocking, and
it -- if you ve ever ridden the Washi ngton Metro, we
have a station that you stop at, and you can have
trains on both sides.

Approaching that there are points for
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trains to cross over track. And then when you | eave
t hey can cross over, and that interlocking consisted
of six boxes. Each box had two processors in it.
Each processor was executing approximately 100, 000
i nes of code. The boxes were all interconnected with
a network, and it was -- in that case it was an
optical network, but it was a serial optica
conmuni cati ons pat h.

And then they also interconnected wth
sensors that were placed along the track, and then
t hey had an i nterface wi th anot her conmuni cati ons box
that was a wreless network that allowed you to
communi cate to trains and other points that were
renote fromthat system So that -- that's a rough
illustration of conplexity that was | ooked at.

I n the Copenhagen system it was actually
much nore conplicated than that. The nunber of |ines
of code in that particular systemwas just a little
bit less than a mllion lines of code that were
involved in that. There were on board each of the
cars -- were 20 processors, and you have two main
pi eces of the system

There's what's called an automatic train
operation system that actually controls in a

driverless fashion all of the starting, stopping,
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accel eration, velocity control, opening of the doors,
and so forth.

And t hen you have sonething that's call ed
the automatic train protection system which is
sonewhat anal ogous to the reactor protection system
t hat overlooks all of the system neasures certain
t hi ngs, and nakes deci si ons on whet her sonethi ng has
gone awy, and then shuts the systemdown i f sonet hi ng
has, by usi ng energency breaking if sonethi ng has gone
W ong.

So those are the -- that hopefully gives
you a little bit of feel for the type of conplexity
that we've been |ooking at. Now, | guess the | ast
exanple -- the Calvert Ciffs systemis a comerci al
off-the-shelf digital control system distributed

control system

It's an Intel -- actually an ANMD versi on
of the Intel 486 processor. It's running, you know,
Wndows. 3.1 is one of the -- is the operating system

that's running at | east portions of it. So that's --
and then the application is running on top of that.
CHAI RVAN SI EBER:  And what' s t he scope of
control for that systenf
DR JOHNSON: For Calvert diffs?

CHAI RVAN SI EBER:  Yes.
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DR. JOHNSON: [I'll show you a di agram of

that alittle bit later on. | nmean, it's essentially
controlling the level of water in a tank, and
control ling the val ves.

CHAI RVAN SIEBER: Is this feedwater?

DR, JOHNSON: It is feedwater, yes, sir.

CHAI RVAN SI EBER Ckay.

DR.  JOHNSON: And | -- yes, | have to
state right up front 1'm not an expert on nucl ear
systens in terns of the applications, and so forth.
| ma hardware-software guy. |'man el ectronics guy.

CHAIRVAN SIEBER |'mfamliar with that
system

DR, JOHNSON:. Ckay.

CHAI RVAN SI EBER:  |' m di sappoi nted that
it's using Wndows.

DR, JOHNSON: I[t's Wndows 3.1, which
actually was -- that was one of the difficulties in
doing that. | nmean, finding a copy of Wndows 3.1 or
anything associated with it is a --

MEMBER KRESS: You can have mi ne.

(Laughter.)

MEMBER ROSEN: Wth all of its software
problems. It keeps telling me |I've done an illega

oper at i on.
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CHAI RVAN SI EBER: That's the | east of your

probl ens.

(Laughter.)

DR. JOHNSON: So t hose are t he obj ecti ves.
Just a couple of points that | want to make with this
sl i de. One is that, you know, these systens are
incredi bly conplicated, and that's one of the things
that makes it so difficult. The area that we focus on
at WA is really what's inside the dotted I|ine.

| say that sinply to point out that, you
know, that obviously there are human bei ngs invol ved
in these systens. There are, you know, conplex
nmechani cal and civil infrastructures that areinvol ved
inthese systens. W don't focus on those activities.
What we focus on is really the sensors and actuators
that make up the control system analog hardware
that's interfacing to those, digital hardware that's
i nterfacing.

But predom nantly -- and i nportantly from
our standpoint -- i s the hardware-software systemt hat
is executing the control algorithns and ot her things
that are being used to make the system happen.

MEMBER ROSEN: Now, when you say you focus
on the -- | think you said dotted line, is what that

you said, or --
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DR. JOHNSON: The two dotted |i nes.

MEMBER ROSEN: -- was it dashed |ines?
VWi ch is where --

DR JOHNSON: Yes, the two dotted I|ines.

MEMBER ROSEN:  -- you're focusing?

DR. JOHNSON: | apol ogi ze. W focus on
what's inside the big box.

MEMBER ROSEN.  Ckay.

DR JOHNSON: And now - -

MEMBER ROSEN:. W had an earlier question
-- Jack did -- about the data that Steve was
presenting about digital systemfailures in nuclear
pl ants between t he years 1994 and 1998, and whet her it
was really on the inner box or whether it was within
t he outer box. And I think we -- we concluded that a
| ot of the failures in that database were outside the
i nner box but inside the outer box. In other words,
they were in sensors or things like that.

DR JOHNSON: |'mnot surprised. | didn't
know t hat, actually, but |I'mnot surprised based on
what we've seen in sone of the other -- the other
cases.

MEMBER ROSEN: Those dat abases basically
just say, "Bang. Everything inside those -- that

dashed box, the outer box, isadigital failure.” And
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"' m not sure about what, but nmaybe.

DR, JOHNSON: I nean, the thing that
complicates thisalittle bit even noreis -- | nean,
thisis anoversinplificationof it, because soneti nes
sensor s nowadays have enbedded processors inthem and
alot of things are going onin there froma hardware-
sof tware standpoint. But these are the types of
systens that we focus on.

The ot her point | wanted to nmake with this
is just the -- you know, the concept of interfaces.
And, you know, when | first started my career one of
the things that | did a little bit in was hardware
testing. And one of the things that you commonly
found was that, you know, you could have a piece of
hardware, and it would pass every test you could
expose it to.

But then when you put it in a system and
it had to interface to other things, it started
failing. And it was because of that interface, and
the interaction between t hose conponents, that created
events that you hadn't really antici patedin your test
pr ocess.

And we've actually found that in the
har dwar e-software i nterface as well. The things that

happen in the hardware that exercise features of the
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software -- that maybe you hadn't conpletely tested or
you hadn't envi si oned bei ng exerci sed i nthat way, and
vice versa. And you end up with some interesting
t hi ngs happening there that you mght not have
anti ci pat ed.

So the interfaces are critical, and |
think that's --

MEMBER ROSEN: Right. And | think your
point is it's nore conplicated even than what you're
show ng here.

DR JOHNSON: Absol utely.

MEMBER ROSEN: And one exanple is an
actuator that goes to a new position under control of
the software, sends a signal back to the software,
saying, "l have reached the position you sent ne to."
And now that's -- so you have anot her feedback | oop
inside fromthe actuator circuit back.

DR. JOHNSON: That's exactly right. In
fact, if you look at -- for exanple, one of the
systenms we've |ooked at are the turbine control
system And they actually use what are called, you
know, flux summ ng actuators.

They actually have nmultiple drives going
into them and then they have an electromagnetic

sunmat i on process that occurs there. And then there's
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feedback from the actuator that goes back into the
digital controller, and you conpensate, you know,
based on, you know, where you think you're driving it
versus where it is. And you've got a lot of
interactions that are going on there.

It isincredibly complicated, and | don't
want anybody to -- you know, to m sunderstand our work
in the sense that, you know, we're not claimng to
have solved all the problenms. And, you know, we're
focusing on the things we feel like we can get a
handl e on and that we can nmake contributions to. But
it is aconplicated system Even the sinple systens
are conplicated systens.

MEMBER ROSEN. Wl |, | think the inportant
poi nt here is that you' ve made a contri bution just by
drawing this chart to ne. But | think no one should
go away wth the wunderstanding that that's the
picture. And we do need to have -- when we do the
real stuff, we need to have the whol e picture, not
just a nodel of the whole picture, which is what this
iS.

DR JOHNSON: Yes. | understand.

MEMBER ROSEN:. Because it's as you say,
and as | say, somewhat nore conplicated than this.

And those conplications can affect the outcone.
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DR JOHNSON: Absol utely.

MEMBER ROSEN:  And the risk

DR. JOHNSON: And, again, thisis all in
background. The other thing that's inportant that |
think is sonetines forgotten in some of these systens
is that nost of themare what | would call real-tine
systens, neaning that they have timng requirenents.

And the timng requirenents show up in
several different ways. They show up in some tine
that | must be able to read inputs, cal cul ate out puts,
and deliver them You know, | come froman aviation
background where you're doing this process 180 tines
a second. And if you don't get the right answer in
the right amount of tinme, you mght as well not get
the right answer.

So there are sone stringent timng
requi rements typically. The other place that the
timng comes into effect is when an event occurs --
and, again, we |ook at what happens when a fault or
sone event occurs, and how does your systemrespond to
t hat .

And typi cal | y you have sone requi renent on
how qui ckly you have to be able to respond. You have
to be able to identify the problem renmediate it, or

nmedi ate it sonehow, and reconfigure the system and
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keep it running, or shut it down, or do sonething.

And, for exanple, again, in the aviation
i ndustry, you have about 500 m | liseconds typicallyto
doalot of that. And if you don't, then the dynam cs
of the aircraft are such that you start noticing
probl ens and can get catastrophic results if they're
not taken care of quickly.

So timng is an issue. And, again, this
is another reason that we look at the integrated
har dwar e- sof t war es, because that integrationis -- it
can have a big inpact ontimng, and that's | think an
i mportant issue.

|*ve have students, for exanple, wite
prograns for real-tinme systenms, and then, you know,
after we tal k about themthey go back and wite them
again. And you can -- you can change performnce of
t hose by an order of nmagnitude, just based on how you
do things in witing your software. So it's an
i mportant issue.

Soreal tinme-- conpl ex systens, real -tine
requirenents -- again, this is an oversinplification
of it, but 1've got just a couple of points here |
want to nake with this. And Steve actually has made
several of these.

But the first point -- and this doesn't
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attenpt to show everything that's involved in the

evol ution of a systemor the design and operation of

a system -- but a couple of points that | want to
make. | nmean, there are things that happen in the
oper ati on.

Once the system is out there and it's
runni ng, there are things that happen that are due to,
you know, conponents just failing. | mean, hardware
just dies sonetinmes. Operators nmake m stakes. They
enter paraneters incorrectly or they nake wong
decisions. O external disturbances -- | nean, the
bi ggest probl emyou have in an airplane is |ightning.

You know, if you solve the Iightning
probl em you' ve solved a | ot of your other problens
typically internms of external disturbances. Sothere
are a lot of things that happen.

In the devel opnent there are a |lot of
t hi ngs that happen, and this is just a subset of them
But, you know, you can m sunderstand requirenments or
make m stakes in creating those requirenments or have
i nconpl eteness in those requirenents.

One of ny colleagues likestorefer tothe
conpl eteness problem and that's the way he sums up
t he whol e issue. How do | know that things are

conmplete in ternms of understanding whether |'ve got
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sufficient requirements and sufficient testing and
ot her types of things?

| can make inplenentation m stakes, and
these things can lead to problens in either the
hardware or the software or both. You know, for
exanple, Intel wll acknow edge that there are 79
design defects in the Pentiumprocessor, 39 of which
t hey' ve chosen to fix. You know, sone 40 that they've
chosen to ignore, because they occur so infrequently
that they are normally not an issue, and we use it
successfully every day. But there are design defects
in that process.

So you can have desi gn defects here. You
can have randomdefects, randomy occurring failures
there. You can have design defects here. These can
interact with one another. |"ve actually seen
exanpl es of systens where a bug in the software did
sone things to the hardware, activating things that
shoul d not have been activated simultaneously, and
actual Iy burned out a portion of the system creating,
in effect, a hardware fault due to the occurrence of
a bug that was in the software.

So those things can interact with one
another. You can al so have corruptions in your data

structures that make up your system and these --
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again, you can have all of these things |eading
ultimately towhat | call afailure, which sone peopl e
call a mal function, but it's fundanentally just a --
you know, a non-performance or an incorrect
performance of sonething that the systemis supposed
to do.

MEMBER APOSTOLAKIS: But it seens to ne
t hat you are nmaki ng now a very strong case for | ooki ng

at software as part of the system and not in

i sol ati on.

DR, JOHANSON: | am

MEMBER APOSTOLAKIS:  So - -

DR. JOHANSON: | am | believe that very
strongly. | believe that very strongly.

MEMBER APOSTOLAKI S: No apol ogi es

required. You are doing a great job. But nowl come
back to my earlier question about | SO9000, where t hey
tal k about nean tinme to failure. And I'm wondering
what that means now in this context, especially in
[ight of your last statenent, that the software
triggered sonmething in the hardware, and then cane
back and, you know, there was an interaction there.

DR. JOHNSON: Ri ght.

MEMBER APOSTOLAKI S: So how -- | nean,

what does it nean to talk about nean tinme to failure
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of the software? | can understand maybe t al ki ng about
the mean tinme to failure of the whole thing you have
t here. That mght be a concept that would be
accept abl e.

DR JOHNSON: Right. And that's --

MEMBER APOSTCLAKI S: But you are nmaki ng a
very strong case for, you know, | ooking at the whole
thing as an integrated whole, which this agency has
been doi ng for nucl ear powerplants now for 30 years.

DR JOHNSON: Right.

MEMBER APOSTOLAKI S: Right?

DR JOHNSON: And | do believe that. |
mean, | --

MEMBER APOSTOLAKI S: | ' msure you are not
lying to us, yes.

(Laughter.)

DR JOHNSON: | do indeed believe that.

MEMBER APOSTOLAKI S: | just wanted to
poi nt that out, because this is a question that at
least is in ny mnd.

MEMBER ROSEN. Yes. CGeorge, | see that
exactly as a nean tine to failure for this systemis
when you hit that box on the bottom

MEMBER APOSTOLAKI S:  Yes.

MEMBER ROSEN:  You don't think about what
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happens before that.

MEMBER APOSTOLAKI S:  Yes.

MEMBER ROSEN. But by anal ogy, al so, what
| think of is alatent defect in a plant system For
i nstance, soneone nmakes a mai ntenance error in setting
up a notor-operated valve. And -- or, let's say,
ti ghtens the packing too nuch and he's redoing the
packi ng.

So, actual ly, when the val ve gets a si gnal
to stroke it won't, because it's one bang. That's a
| atent defect. Nowthat is exactly anal ogous, in ny
view, to the things on the |l eft side. Someone had to
put a requirenent -- there's a mnmstake in the
requirenents.

Maybe there's a file structure that
transfers into the processor that the processor wants
to have 100 fields filled up, and the processor has
120 init. So when it tries to transfer the data it
transfers 100, and it can only transfer 100, it | eaves
-- it drops 20 bits, and you don't know what -- which
20 it's going to drop. So it's, you know, that kind
of is a latent defect froma -- comng in fromthe
out si de.

And so | see those latent defects in a

power pl ant, the one | described of the valve with the
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packing, |ike the one | described inthe file. Those
are very anal ogous in nmy view.

MEMBER APOSTOLAKIS: | was intrigued by
what you said about Intel. They decided to |eave
design faul ts because they figured that those woul d be
triggered under very rare circunstances?

DR JOHNSON: Yes. Those are --

MEMBER APOSTOLAKI S: What israreintheir
view? Do you know?

DR. JOHNSON: You know, probably the nost
famous exanpl e of one that was found by the genera
public and created an uproar withinlntel was actually
found by a professor at Lynchburg College who was
doing sonme fairly conplicated nodeling simulation
applications and he started using -- he started
noticing that fromhis two different Intel processors
that were running the sane software he was getting
di fferent results from the fl oating poi nt
cal cul ations, and they were out in very, very, you
know, far out digits, you know, to the right of the
deci mal point.

And he started -- that was inportant to
him and he started asking and inquiring, and it
uncovered a flaw that -- or a design defect that was

in the floating point unit of the Pentium processor.
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VMEMBER APOSTOLAKIS: So Intel didn't know

t hat ?

DR JOHNSON: Intel did not know that.
They had not uncovered it with, you know, all of their
testing and sinulations and all the things that have
been done. And, obviously, they had sold m|lions of
Penti umprocessors that, you know, had that init, but
it was just this particul ar person was doi ng somnet hi ng
that was exercising the hardware in a specific way
that no one else had really done, or either hadn't
noticed. And there are a |ot of exanples of --

CHAI RMAN SI EBER: | n these i nstances, you
know, the regul ar cormerci al user woul d never runinto
it because there is no software that's conmercially
avai |l abl e that uses every feature of a Pentium chip.

DR. GUARRO | can give you an exanpl e of
a software defect that exists nowin Excel. |f you go
into the beta function and you put a very | ow val ue,
t he al pha paraneter you get a 95th percentile higher
than the 99 percentile. And it has been there for a
long tinme, to ny know edge, and | don't think anybody
worries about it.

MEMBER APOSTOLAKI S:  Does M crosoft know
t hi s?

DR GUARRO | don't know.
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CHAI RVAN SI EBER:  The question is: does

M crosoft care?

DR JOHNSON: Right.

(Laughter.)

MR. ARNDT: Well, that really goes back to
the issue we were discussing earlier. In a |lot of
cases these are conscious decisions based on the
applications that you're doing.

DR JOHNSON: That's right.

MR. ARNDT: And in the application that
they're interested init's not an issue for safety or
for performance or whatever.

MEMBER APOSTCLAKI S: Yes. But the problem
that |' mhaving, though, with that is that it's not so
much t hat, you know, sone acaden c sonepl ace was doi ng
work and found a strange thing that's very rare. It
shakes ny confidence in the whole enterprise.

| nmean, if we use this now in safety
critical applications, | don't know -- |'m kind of
scared, because, you know -- you know the fanous
saying there are things that we know we don't know,
and t hi ngs we don't knowthat we don't know. It's the
|atter part that really scares ne.

MR.  ARNDT: Ri ght. It's a know edge

uncertainty issue.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

140
MEMBER APOSTOLAKI'S:  Yes, that's right.

CHAI RVAN SIEBER.  Well, | think that you
woul d have to be carefully considered if you found
failure rates for digital systens that were
significantly different thanthe failure rates you get
out of anal og systens. And then the regulation of it
woul d be easy. You would just wite a rule that says
don't use digital systens.

MEMBER APOSTOLAKI S: But the point is
we're tal king about the rare application that this
prof essor was doi ng. But suppose you are in the
m ddl e of a severe accident. That's arare thing, and
now you are relying on sone software --

CHAI RVAN SI EBER:  Well, | can give you an
exanpl e of a m stake | nmade years ago that took a year
and a half toreflect itself, whichwas a-- basically
aroutine that directed to a series of tables that had
to be solved, and where it went in those tables
depended on paraneters of -- in the powerplant. And
it took a year and a half before it ever got to the
combi nation that took it to a bad table, you know.
Once it got there, it never cane out.

MEMBER ROSEN:  What | ' mconcer ned about in
your story is that Intel doesn't know what people are

going to use the chip for.
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CHAl RVAN SI EBER:  That's right.

MEMBER ROSEN. And that soneday soneone
may use it for something that i nvokes the chip in one
of those areas that they didn't fix.

DR. JOHNSON: | will not nention the nane
of the company, but | have a -- there is -- in fact,
| had reason to review a supplier agreement not too
long ago from a conpany that makes integrated
circuits, and so forth.

And one of the things that | was surprised
tofindinthere was a statenent that the -- you know,
t he cust omer buyi ng that conponent is warranting that
they will not use the integrated circuit in aviation,
nuclear, mlitary, or -- there's a long list of
applications where, again, as part of the supplier
agreenent it was -- you were signing up to not using
it. So you were, you know, limting your field of
use. And, in fact, if you chose to use it in those
arenas, you were acceptingliability for anythingthat
m ght happen there.

MEMBER ROSEN: |Is that common now?

DR. JOHNSON: | don't know how conmon it
is. | -- you know, honestly, |I've only had occasi on
toreviewa small nunber of these supplier agreenents,

so | don't know the answer to that.
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MEMBER  ROSEN: From a regulatory

standpoi nt, | don't knowthat we would be toothrilled
with having -- with licensees that agreed to that sort
of thing.

CHAl RVAN SI EBER:  |' mnot sure you can get
some chip-makers to pay for the cost of a severe
acci dent at a powerpl ant.

DR JOHNSON: Okay. The other thing in
t he way of background that | wanted to just have one
slide on is this concept of coverage, because it's
really at the heart and soul of what | do. Because,
| nean, there -- as you'll see alittle bit later on,
| nmean, there are a coupl e of issues or questions that
you can ask yourself. One is, you know, rate of
occurrence of some of these problens.

| knowwe' ve al ready tal ked mul tipletines
about difficulty of being able to assess what that
rate is for hardware-software systens, and | -- you
know, it is avery, very difficult thing. And that's
not what we focus on in our work. What we focus on
is: what if sonething does happen?

You know, when sonet hi ng occurs, then how
capabl e i s the systemof responding to that somet hi ng?
Whet her it's a hardware-software defect or sone ot her

el enent of the system And we use this coverage
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estimation concept as part of the work that's done
t here.

Coverage can be broken up into severa
pieces. Wenormally lunp it into one -- you know, one
probability, which is a conditional probability.
Gven that a fault has occurred, what's the
probability that your systemis going to correctly
detect, |l ocate, isolate, recover fromthat?

And that's this concept of coverage that
we tal k about, and, in fact, tal k about in all of our
papers is, you know, what -- given that somnething
occurs, am | going to handle it correctly or
incorrectly? And that's really what this concept of
coverage is all about.

MEMBER APOSTOLAKI S: Wl l, let ne -- when
you say "fault occurs” -- let's go to the previous
slide if we can. Now, where in your ovals can that
fault occur?

DR. JOHNSON: It can actual ly occur -- the
fault itself can occur anywhere, actually, in these
oval s. I mean, it -- you can have a design fault
that's in there fromday one as a result of sonething
t hat you' ve done in the devel opnent process. You can
have a random probl em occur.

On the next chart --

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

144
MEMBER APCSTOLAKI S: But these are not

necessarily faults. | nmean, if you-- if the operator
does sonething wong, would you call that fault?

DR. JOHNSON: In the world I cone from
which is the fault tolerance or dependability
community, that would all be considered a fault.
Fault is defined as a physical inperfection or defect
or flawin anything -- hardware, software, whatever it
may be -- and it's a defect.

MEMBER APOSTOLAKI S: But an external
di sturbance m ght be --

DR. JOHNSON: Power |oss. Loss of power
t hrough - -

MEMBER APOSTOLAKI S:  Yes, it doesn't have
to be a fault. | nean, it can be some externa
condition which had not been anticipated by the
desi gner, for exanple. That wouldn't -- woul d t hat be
a fault?

DR. JOHNSON: It would be -- the external
di sturbance woul d be the cause of the fault.

MEMBER APOSTOLAKI S:  So the fault was not
anticipating it.

DR, JOHNSON: Right. The fault -- for
exanple, | have a lightning strike. The |ightning

stri ke induces hundreds of thousands of anps into a
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conductor, and, you know, because | haven't properly
designed for that | get an open or a short or
somet hing that occurs as a result of that.

And now | 've got a hardware fault that's
in the system due to an external disturbance that
occurred. Simlarly, with an operator -- an operator
-- you know, for exanple, the -- one exanple was
mentioned here of the space application, where the
conversion paraneters were entered incorrectly.

And to sone extent that's a data structure
problem Soneone had to enter paraneters that were
used i n that conversion, and they forma dat abase t hat
t he hardware and software use, and that's a | atent,
you know, defect that's in that systemthat when --
when attenpted to use you'll have a consequence
resulting fromthat.

MEMBER APOSTCLAKI S: So fault can be
anywhere, including the hardware.

DR. JOHNSON: Absol utely.

MEMBER APOSTOLAKI S:  Woa. Ckay.

DR. JOHNSON:. Absol utely.

MEMBER  APOSTOLAKI S: It's pretty
anbi tious, though, isn't it?

DR. JOHNSON: We have to focus on what we

can.
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MEMBER APOSTOLAKI S:  Absol utely.

DR.  JOHNSON: You know, again, it's a
conmplicated --

MEMBER APOSTOLAKI S: Now | under st and what
you nean

DR JOHNSON: Now, | even hesitated --

MR WHITE: I'msorry. Can | ask you a
question about the fault coverage?

DR. JOHNSON:. Absol utely.

MR.  WH TE: You know, the other
possibility here is that the fault occurs, the
software -- the system never knows that the fault
occurs, so there is no fault detection. But stil

there are no consequences.

DR, JOHNSON: That's right. And we
actually -- the community calls those no response
faul ts.

MR. WHI TE: Ah, thank you.

MEMBER APOSTOLAKIS: O they are | atent,
right?

MEMBER ROSEN:  No. Latent fault was one
that would -- if you get into the wong circunstance,

liketoclose, it doesn't cl ose because the packingis
too tight.

MEMBER APOSTOLAKI S: Wl l, but these --
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MEMBER ROSEN: But as long as it's open

and not -- the systemruns fine.

MEMBER APOSTOLAKI S: But these kinds of
faults have the sanme property. They will be there.
You don't knowthey're there until sone circunstances
will make the fault -- identify the fault.

DR, JOHNSON: Andit's -- | mean, part of
what's inmportant there is that the way you exercise
t he systeminfluences that. And, in fact, that's one
of the things we found. W' ve actually -- in sone of
the systens we've done, we've found bugs in the
software that were there fromthe beginning of tinein
terms of the system And they were not discovered
until we actually exercised the systemin such a way
t hat they were needed -- you know, that the software

function that they were in was needed.

MEMBER ROSEN: But isn't that the
responsibility of the owner, to give -- it has a
certain system -- to test it in all its operating
nodes so that -- so that even though you only use one

of the nine nodes typically, if you ever switch to one
of the ot her ei ght nodes, you get all kinds of strange
t hi ngs happening that you didn't anticipate. It's
your fault for not having tried that during the setup.

DR. JOHNSON: And the real difficult
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problemthere is sonething I nmentioned a few m nutes
ago -- is there is the conpl eteness problem It is
know ng that you have exercised things in enough of
the ways that they will be encountering in the real
application to be able to state with any confidence
t hat you' ve covered those types of scenari os.

MEMBER BONACA: But then you -- | nmean,
can you be sure that you've covered everything?

MEMBER ROSEN:  You can't.

DR, JOHNSON: That's a big issue with
digital systens.

MEMBER APCSTOLAKI'S: I n other words, the
problemis where it says fault occurs.

DR JOHNSON: That's right.

MEMBER APOSTCLAKI S:  You have to have an
envel ope of faults.

DR. JOHNSON: And, in fact, the way we
approach that is that, you know, because -- 1'I| give
you some exanples. But, you know, the envel ope that
you'rereferringtoiscritical, and there are several
schools of thought there if you |ook around the
conmunity that does this type of work.

One i s that you shoul d do things randomy
here, that you should randomy inject faults into the

system choosing randomtines, |ocations, you know,
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characteristics, and other types of things.

There are others that -- in fact, we
devel oped a techni que that we referred to as mal i ci ous
faults. W actually derived -- in fact, this -- we
have a patent on this, where there's a technique for
taking, at the highest level in the system the
algorithm that is going to be executed by that
har dwar e-software system and then devising or
creating from that what we call malicious faults,
whi ch are things that could go wong i n the execution
of that algorithm

And if they go wong and are not
mtigated, they will cause an unsafe action, and then
we i nject those into the systemand determ ne what t he
system does in response to those.

So there are multiple schools of thought
there, and actually, you know, what we've seen over
the years is that you really -- there's a lot -- you
really have to do both. You have to do sonme of the
mal i ci ous types of things. You have to do random
things. You have to do other things as well.

MEMBER ROSEN. If it matters.

DR JOHNSON: If it matters.

MEMBER ROSEN: | nean, if the coverage --

if a fault is -- if a fault's consequences are
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i mportant --

DR JOHNSON: Right.

MEMBER ROSEN:  -- you have high ri sk.

MEMBER APOSTOLAKI S:  But you don't know
t hat .

DR JOHNSON: You don't know that.

MEMBER APOSTOLAKI' S:  You don't knowt hat .

DR JOHNSON: Sonetinesit isdifficult to
know t hat .

CHAI RVAN S| EBER: But putting random
faults in al nost assures that you aren't

conpr ehensi ve.

DR JOHNSON: Right.

MEMBER BONACA: That what ?

DR JOHNSON: That's right.

MEMBER BONACA: That you're not.

CHAl RVAN SI EBER:  That you're not.

DR. J OHNSON: It gives you some
confidence, but it doesn't give you ultimte -- it
doesn't give you conpl ete assurance.

CHAI RVAN SI EBER. Wl |, it depends on how
long you let it run. And this fault injection --

MEMBER BONACA: Either process is --
wi t hout the process you don't know.

MEMBER KRESS: |'mkind of interested in
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the details here. How do you inject a fault?

DR.  JOHNSON: There are several -- in
fact, 1'll address that actually a little bit later
on. There are several ways that youdoit. Inthe --

we are -- we | ook at both sinul ati on-based appr oaches
and physi cal experi nent-based approaches. And if you
are tal king about a physical experinent, there are,
you know, a couple of ways that you can do it
typically.

You can instrunent your system so that
you can actually get access to points where you can
you know, control corruptions. You can insert them
you can control the tine that they're there, and
things of that sort. You can get access to the
software in the nenory of the processor, and, you
know, cause things to change in terns of the software
structure, and so forth.

In the simulation environment, you
actual ly have al ot nore control over what you can do,
because you have access to things that you don't have
access to in the physical system And, again, you
have sim | ar types of approaches, though, where you
can actually instrunent your sinulation to allow you
to go in and create problens, and then determnm ne how

the systemresponds to those probl ens.
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MEMBER KRESS: Is that |ike inserting a

virus?

DR. JOHNSON: Well, it's -- certainly you
can look at it partly that way, certainly. It's --
but if you |l ook at the techni ques for fault injection,
there are hardware-based techniques, there are
sof t war e- based t echni ques, there are sinul ati on-based
techni ques, and then there are hybrid, which is
conbi nati ons of those three.

MEMBER KRESS: Well, how normally are
these faults detected in the systenf Are there
detections -- are you tal ki ng about a self-correcting
systemt here?

DR. JOHNSON: These are -- the systens
that we deal with are systens that have built-in
mechani sms for, you know, detecting and managi ng
faults that occur. And, you know, they nmy have
reconfiguration capabilities. They may have shut down
capabilities.

They may have -- you may have one system
that's overseeing another system and you are
injecting faults into this system and seeing if the
other system actually detects that. So there are a
nunber of different architectures of systens that

we' ve | ooked at over the years.
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MEMBER KRESS: How do they recognize a

fault? 1'magetting right down to the basics.

DR. JOHNSON: Sure. | mean, you have --
there are lots of different techni ques for doing that.
| nmean, we -- you know, for exanple, sonetines you use
your redundancy as a way of detecting a fault, so you
have voting --

MEMBER KRESS: Ckay. You're getting
voting, and then --

DR. JOHNSON: Loadi ng and conpari son.

MEMBER KRESS: 1'd like to see how that
woul d wor k.

DR. JOHNSON: Li ke, you know, for exanpl e,
in the Boeing 777 aircraft they have a triplicated
architecture. But what they've done is they' ve
actual ly taken, you know, three di fferent versions of
the processor and three different versions of the
software runni ng on each of -- you know, so they had
ni ne different processors.

So that they have all of the versions of
the software running on all of the versions of the
processor, and then they have a voting architecture
that is used to try to detect di sagreenents that show
up between those different processors. So there are

alot of -- alitany of ways that that's done.
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MEMBER KRESS: And | presune there's ways

to locate the fault within --

DR JOHNSON:  Yes.

MEMBER KRESS: -- a software --

DR. JOHNSON: Ways tolocate faults within
syst ens.

MEMBER KRESS: W thin systens.

DR. JOHNSON: A lot of times, you know,
the fault | ocation techni ques don't focus on whet her
it's a hardware problem or a software problem
They're sinply focusing -- in fact, they typically
focus at what we call the information | evel, because
for you to be able to detect things it has to sonehow
corrupt a piece of information in your system

And you have to be able to either detect
t hat because it differs fromwhat was expected or it
differs froma replica of it.

MEMBER APOSTOLAKI S: Now, the word "faul t”
appears -- you know, fault occurs, and then you have
four boxes. Are we tal king about one fault? Because

you told us earlier that "fault occurs" neans sone

environmental condition. It's not necessarily a
fault. | nmean, it's -- somethi ng happened.
DR. JOHNSON: Wwell, it could be --

MEMBER APOSTOLAKI S: And t hen t her e may be
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a fault --

DR JOHNSON: It's not just environnental .

MEMBER APOSTOLAKI S:  There may be a faul t
somewhere inside the system --

DR. JOHNSON:. Absol utely.

MEMBER APOSTOLAKI S: -- whichis uncovered
by that.

DR. JOHNSON:. Absol utely.

MEMBER APOSTOLAKI S: So we are not tal ki ng
about a single fault.

DR. JOHNSON: Not necessarily. 1'l1 show
you anot her diagramthat --

MEMBER ROSEN:  Now, that has -- that fact
has enor nous consequences for PRA nodeling of digital
syst ens.

CHAI RVAN SI EBER:  Yes. But this chart
here is showing a process -- detection, |ocation,
i sol ation, and recovery. And so you're noving to the
right through that process for a single fault. Now
you may have multiple faults. A single fault may
generate other faults.

MEMBER APOSTOLAKI S: O it may not even be
a fault.

CHAI RVAN SI EBER: Wl |, an exanpl e of that
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MEMBER APOSTOLAKI S: The i nput nmay be sone

abnormal condition. That's not a fault.

CHAI RVAN SI EBER:  The tuni ng of a process
| oop where the equations -- the algorithns that you
use don't take into account the harnonics of the
system kay? And so now you' ve got sone valve
that's gone fromfull open to full closed, back and
forth, that's caused basically by the nechanical
features of the sensor and the actuator, and the
computer is just doing what it was told to do. That's
all, however, because it can trip the plant.

MEMBER BONACA: Actually, the -- it was
nmenti oned before on the systemfailures. The Delta 3
failure was of that nature. But essentially a control
system was overreacted, and it ran the actuator too
hard and too long. The actuator |lost the hydraulic
oil, and eventually failed. So it was a very conpl ex
and drawn-out situation. You know, if the flight had
been shorter, it would have not -- you would have
gotten away with it, but so --

CHAI RMAN S| EBER: But the interesting
t hi ng about those kinds of faults is that if you don't
run the physical plant, you can't test for them

MEMBER BONACA: Ri ght.

CHAI RVAN SI EBER:  You know, | think there
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are some -- sone mathematical ways to doit. On the
ot her hand, it's not particularlyreliable because you
don't know the dynamic paranmeters wth enough
certainty to be abl e to nodel everything. But that is
clearly kind of a fault that can occur that can trip
t he plant or cause sone unsafe actuation.

MEMBER KRESS: Thi s di scussion brings to
mnd -- in your fault injection technique, are you
injecting one fault at a time? O can you inject
mul tiple faults when --

DR. JOHNSON: There are two things to keep
inmnd. Wen we do the fault injection experinments,
inthe case of simulation-based experinents, we have,
you know, the real ones and zeroes that correspond to
the software. We're executing that real software. So
if there are any defects or faults in the software,
we' re exercising those faults.

And t hen when we do the injection, we can
actually inject, you know, one or hundreds. | nean,
we can inject as many as we want to inject,
si mul taneously or at different tines, or for different
dur ati ons. So we can enulate permanence and
transi ence and things of that sort.

MEMBER APOSTOLAKI S: First of all, I'm

dying to go Slide 9, because there is a probability --
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(Laughter.)

-- have failure rate. But before | die,
what are the Cs? C,C is the fractions or --

DR, JOHNSON: These are probabilities
of -- for exanple, probability of detection.

MEMBER APOSTCOLAKI S: How do you know t hat ?

DR. JOHNSON: Well, this is what we focus
on estimating.

MEMBER APOSTOLAKI S:  Estimating.

DR JOHNSON: This is what we use the
fault injection techniques to try to estimate.

MEMBER APOSTOLAKI S: Now, in your fault
coverage, as it was di scussed a few m nutes ago, the
real issue -- and you acknowl edge that -- is really
how do you cone with an envel ope of faults so that you
buil d up your confidence that what you are doing is
very meani ngful .

| was wondering -- could one use sone of
the anal ytical tools that, for exanple, are used in
PRAs, |ike fault trees or sone other nethod, to go
back to your previous slide and -- and devel op a nodel
for the hardware-software environnent, and maybe t hat
can help you to be a little smarter when you sel ect
the faults. Has that been tried?

DR. JOHNSON: That's exactly right. In
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fact, we have -- one of our publications -- and, in
fact, the patent that we have i s based on sonet hi ng we
call malicious faultless generation.

Essentially, what we do is we take the
har dwar e- sof t ware execution and we -- we generate
essentially a fault tree, but it's a time varying
fault tree in the sense that at every step of the
execution you have a fault tree of all of the things
that could go wong at that point in the execution
that could lead to an incorrect result from that
execut i on.

And those things -- not only that, but
those things would lead to an unsafe output being
delivered to the system and we call those nmalicious
faults. And we actually, you know, devel oped sone
algorithnms that allow you to do that automatically,
find sone of those, and then you can inject those.

Now, one of the difficulties we have is
t hat since those are not, you know, randoni y-occurri ng
t hi ngs necessarily, whenyou start tryingtointegrate
those into a probabilistic nodel, you have sone t hi ngs
that are truly randomy selected. You have sone
t hings that are not.

And one of the i ssues that we've been, you

know, struggling with quite honestly in |ooking at
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ways to handle is howdo | -- howdo | integrate sone
things that are, you know, non-probabilistic wth
things that are probabilistic and come up with a
probabilistic answer.

MEMBER APOSTOLAKIS: But it seens to ne
that this is a general nethod that can be used in
connection wi th any nmet hod t hat has been devel oped to
identify failure paths.

DR JOHNSON: | think so.

MEMBER APOSTOLAKI'S: Right?

DR. JOHNSON:. My hope would be that it
coul d.

MEMBER APOSTOLAKI S: Yes. Anot her
critical question here is: when you find a fault,
don't you fix it, so that CC, GGC; are not constant.

DR JOHNSON: That's correct.

MEMBER APOSTCLAKIS:  Wich is a cruci al
observati on.

DR. JOHNSON: That's correct. | nean, and
if you think about it from an experinmentation
standpoint, let's say youdo find -- let's say that --
you know, let's say that fault |ocation is done by
software. And let's say that you run this set of
experiments, and you find a bug in your fault | ocation

software. | mean, obviously you're going to fix it.
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MEMBER APOSTOLAKI' S: Unl ess you are I ntel.

(Laughter.)

DR. JOHNSON: But you're going to fix it.
So now the question is, you know -- | nmean, that
obvi ously changes your system and the question is:
now what do you do? And, you know, those are --

MEMBER APOSTOLAKI S: I nmean, any
probabilistic calculation nowis really upinthe air
in nmy mnd.

DR. JOHNSON: Now, what we've done in the
systens that we've done when we've found bugs, you
know, we've fixed them and then we've -- we've, you
know, generated another set of experinents. W' ve
repeat ed the process.

The danger you have there is that that can
be an iteration that can go on forever, and you' ve got
to know when to stop.

CHAI RVAN SI EBER: It sounds like lifetine
enpl oynent .

MR. ARNDT: Well, the saving grace there
is the decision point in nost cases is: is it this
good or better? O doyou fix it? You' re drivingthe
systemto be --

MEMBER APOSTOLAKIS:  Well, but the -- |

mean, |'msure Dr. Johnson will cone to it, but |'ve
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seen ot her nodel s in the past where, for exanpl e, they
say, "Ckay. |It's not as detailed, but nmaybe if you
consi der the fault boxes as one box." And sothereis
a probability P of something going wong.

Then, 1 ran it many tinmes. | find five
errors. | fixthem Wll, Pis not constant anynore.
You can't use the binom al distribution. You can't
use any of that. And yet people go ahead and use it.
And, | nean, | would rather gain confidence by doing
this with a reasonabl e envelope than try to force a
probabilistic nodel that probably doesn't nean much.

But now let's go to Slide 9; there is a
failure rate.

CHAI RVAN S| EBER: No. Let nme take a
little timeout here for a second. You're about a
third of the way t hrough your presentation, if I count
t he slides.

DR. JOHNSON: And |I' mabout three-fourths
of the way through ny tine probably, and halfway
t hrough - -

CHAI RVAN SI EBER:  Your tinme will run out
in 16 mnutes. On the other hand, it seens to ne at
this point when we nove to Slide 9 you're gettinginto
a lot of detail where a break would not be

appropriate. |Is that true?
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DR. JOHNSON: Well, we could certainly --

CHAI RMAN SI EBER:  Thi s woul d be the sl i de
to break for lunch on, would it not? O would it?
DR, JOHNSON: It would certainly be an

appropriate place to break, and George is left

hangi ng.

MEMBER APOSTOLAKI S:  Yes.

CHAI RMAN SIEBER | did that on purpose.

MEMBER APOSTOLAKI S: But let ne raise
anot her thing, though. | nean, we -- obviously, Barry
will need nore than 16 m nutes to cover all of this.

CHAl RVAN S| EBER:  Yes.

MEMBER APOSTCOLAKI S: Then we have a
Maryl and presentation schedul ed for 1:15. Carol, can
you stay later?

M5. SMDTS: Yes, that's fine.

MEMBER APOSTOLAKI S: The menbers wll
stay, too?

MEMBER KRESS: W'l |l al ways stay.

CHAI RVAN SI EBER: They tol d me you want ed
to work overtinme today.

MEMBER APOSTOLAKI'S: |'mgoing to have to
get out by 4:30 or so, 5:00 at the |atest.

CHAI RVAN SIEBER. W wi I | finish by 5:00.

VR.  ARNDT: Yes, | think we're running
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sonething like a half hour |ate now

MEMBER APOSTOLAKIS:  But we're going to
lose Dr. Guarro at 3:30, because it's his birthday
today. And we are so cruel we don't -- can you nove
your birthday?

(Laughter.)

DR GUARRO In 20 years --

(Laughter.)

CHAI RVAN SI EBER:  Yes, Steve.

MR. ARNDT: | think we're runni ng about a
hal f hour |ate, maybe slightly nore.

MEMBER APOSTOLAKI S:  nore.

MR. ARNDT: |If we continue to try not to
get any later, | think we're going to be okay. But --

MEMBER ROSEN. As you can see, there's
sonme interest in the materi al

MR. ARNDT: Yes, absolutely.

MEMBER APOSTOLAKI S: But I would Iike,
t hough -- | nean, | would hate the idea that Sergio
doesn't hear anything from Maryl and. So sonehow - -

CHAI RVAN SIEBER:  Yes, let's shoot for
finishing by 3:30. But | still think nowis a good
time to break for lunch. Forty-five mnutes | think
woul d be sufficient. That will get us started again

at quarter to 1:00.
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(Wnher eupon, at 11: 59 a.m, t he
proceedi ngs in the foregoing matter went
off the record for a lunch break.)

CHAI RVAN S| EBER: Since people have to
travel and so forth, | suggest we conti nue on w t hout
a break until we're done.

MR. BONACA: Do you want to skip nost of
figure nunber 9?

CHAl RMAN SIEBER  Yes, let's nove to 9.

MR JOHNSON: I guess one question to
start here is howmuch time woul d you target for ne to
try to get through the slides? Do you have a stop
poi nt that you want to shoot for?

CHAI RVAN SIEBER: | think that our crowd
is going to dissipate around 3: 30.

MR.  APOSTOLAKI S: W have one nore
presentation.

CHAl RVAN SI EBER:  Yes, we have one nore
presentation. And it is scheduled for --

MR ARNDT: An hour and 15 m nutes.

CHAl RVAN S| EBER:  Yes.

MR. ARNDT: | have a short presentation
after that.

CHAl RVAN S| EBER: VWhich is what, 20

m nut es?
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MR ARNDT: It could be alittle |ess.

CHAI RVAN S| EBER: Ckay. If you could
finish by no later than 2:00.
MR JOHNSON:  1:45.

CHAl RVAN SI EBER:  1:45, that's perfect.

MR. JOHNSON: [I'Il try to nove through as
qui ckly as possible. The point of thisslideis, it's
a very, very sinple nodel. You know, nost of the

nodels that we deal with are considerably nore
conplicated than that, but the point that | wanted to
make with this nodel is that what we | ook at in these
systens is sonething we call safety, and we have a
definition for that that I'lIl show you on the next
slide. But nore specifically, we | ook at sonething
that's known as the steady-state safety.

We knowt hat inthese systens that there's
some rate at which these problens occur. W just
don't know how to estimate that rate, nor do we know
how to partition it necessarily between hardware and
software, so we are looking at systens that are
col l ections of things, and we knowthere's arate. W
don't knowwhat it is. W're assuning that there's a
coverage that's associated with that, based on the
definitions that we've had on the previous chart. And

what we're focusing on is how do we estimte

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

167

probability of being in one of these two states
ei ther the operational state or the failed safe state

Now nore specifically, because we don't
know these rates, and don't know how to estimate
t hose, at least | don't, we are | ooking at sonething
that's known as the steady-state safety. In fact, we
have several papers that |1'd be happy to meke
avai |l abl e to you that show sol uti ons of these various
t ypes of Markov chains for time varying failure rates,
time varying coverage factors and so forth. And one
of the things that's intriguing about themis that if
you | ook at this property steady-state safety, you
know, as you start out, if you assune you start in the
operational state and you transition over tine, the
probability of being in one of those two states
ei ther operational or fail safeis somethingthat wll
decay to a constant value, and a constant value is
what we call the steady-state safety.

And you can show for at least all the
architectures that we've | ooked at to-date, that if
you | ook at that steady-state safety, it'll approach
a val ue that's dependent exclusively on the coverage
and not on the rate of occurrence of these events, but
on your ability to handle them when these events

occur. And so npbst of our work has focused on this
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exam nation of so-called steady-state safety, and
we'll see this showup a little bit |ater on.

MR. APOSTOLAKI S: So that's i ndependent of
LANMDA?

MR JOHNSON: That's i ndependent of LAMDA.

MR. APOSTOLAKI S: But you have assuned
that LAMDA is constant.

MR JOHNSON: W' ve assumed not that it's
constant. Infact, we have i n one of our publications
the time varying failure rate LAMDA, and you do have
to nmake sone assunptions about how it varies wth
time. | mean, you cannot have arbitrary variation
with time, but you can have tinme variation. W've
actual ly | ooked at several fairly well-known failure
rate functions that do have sone tine varying
properties to them and we can still show a boundi ng
box essentially for the steady-state safety where you
can put a bound on it, dependi ng upon exclusively this
coverage factor.

MR. APCSTOLAKIS: And Cis assuned to be
const ant .

MR. JOHNSON: Cinthis caseis assuned to
be constant. W've also |ooked at the tine varying
coverage, and again if you nmake certain assunptions

about coverage as it varies over tine, you can show
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some of the same properties with this bounding. In
fact, 1'd love to have sonme other fol ks | ook at some
of these papers and nake coments on them

So again, steady-state safety is what we
f ocus on, since we've shown for certain architectures,
it depends on coverage. W focus on how we estimate
t hat coverage, and that's really the focus of the
research that we do.

Now the challenge, obviously - we've
al ready tal ked about this a lot, but I did want to
make a couple of comments on this, is that software
and hardware are not independent entities. The
sof tware executes on a hardware platform One of the
interesting things that we found in sone of the
systenms that we've |ooked at is that a lot of your
software oftentines is devel oped to handl e probl ens
that occur in your hardware, your fault detection,
fault managenent.

In fact, we did a survey and | ooked at
both avi ation and railroad. W didn't | ook at nucl ear
inthat case, but we found that in the systens that we
| ooked at, that 80 percent of the software typically
was for fault managenent purposes, or the managenent
of events that would occur inthe life of the system

And one of the interesting things in sone of the
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systens we've done, we've actually found that there
are -—— we' ve actual ly found bugs in software, and the
software reginmes were there for the detection and
managenment of faults that occurred in hardware, but
they were not -- those defects in the software were
not made visible until you actually exercised it in
the way that it was designed to be exercised in the
fields.

So this introduces sone interestingthings
where you coul d have nowa fault in the software that
woul d never be a problemif you didn't get a fault in
t he hardware, or you can have a fault to the hardware
t hat woul dn't be a problemif you didn't have a fault
inthe software. But the existence of both there can
be difficult. So this |ack of i ndependence, again, is
a focal point.

Now a little bit about our nethodol ogy.
There's a fairly conplicated or fairly extensive
docunent that describes all of this, but | guess what
| tried to do is to put some of this into a fairly
straightforward diagram | mean again, the types of
t hi ngs we focus on, steady-state safety is the primary
one that we | ook at. W do anal ytical nobdels. W've
actual ly | ooked at Markov, and Petri Nets, and fault

trees, and dynamc fault trees, and all the ones that
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we've been able to find out there in ternms of
anal ytical nodels. And we've actually done nodels
based on all of them to-date. And from those
anal ytical nodels, again for steady-state safety,
coverage i s the key paraneter. And then the question,
obviously, is how do | estinmate that coverage?

And we've | ooked across a spectrum of
possibilities there focusing -- really nobst of our
wor k focuses on the three blocks to the right here,
where we create physical prototypes, and we do
experimentation on those prototypes. We create
simul ati on nmodels and do experinmentation with the
sinmul ati on nodels. And by experinmentation, | nean
fault injection.

We have statistical nodels that allow us
to look at the data that we derived from these
experinments, and we use that information to estimte
predom nantly this coverage paraneter. That's the
primary paraneter that we're focused on

MR. GUARRO |'mjust wondering, for those
situations that we were discussing or envisioning
before in which essentially you nay have a design
problem in the software, how would the coverage
guesti on be posed, because it seens to nme that if you

have a design issue, you normally would inspect
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coverage wth that. In other words, if you're
encountering a situation that has not been clearly
antici pated, unless you have sonme catch-all type of
provi sions that are devised in a way that -- hopes to
catch unforeseen things. |'mjust curious, is there
somet hi ng that addresses that in your approach?

MR. JOHNSON: Typically, in nost of the
systenms that we | ook at, the way that they attenpt to
address those types of design defects inthe designis
through diversity, so you have a system that is
controlling the turbine, and then you have a system
that's overseeing that control, and they are diverse
systens. And you're attenpting to overcone some of
that. A design flaw that could occur in the system
that's doing the control by a diverse inplenentation
t hat hopefully doesn't have those.

MR. GUARRO Ckay. | understand, but in
terms of your attenpt to estimate the degree of
coverage that you have, how do you address those type
of —— |1 guess you're trying to develop a C condition
or probability of coverage.

MR. JOHNSON: You'retryingto encapsul ate
Wit hin that coverage both the design and t he randonly
occurring faults that can occur. And vyou're

attenpting to do that by really two nmechani sns. One
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is the type - in fact, we talked about it earlier -
the envelope of faults that you inject, you're
attenpting to address certain types of design faults
in that injection process. Nowthe difficulty there
is how do | nodel those, how do | represent those?
And we don't have a solution to that yet, although
it's sonmething we are working on.

The other thing that you' re doi ng t hough
isin this experinentation that you' re doing, you're
exercising the real system so the design faults that
are in the software and the design faults that are in
t he hardware, you're exercising those as part of the
experimentation. And your objective is to try to
uncover sonme of these design faults, and use the
information on the nunber of those that you're
uncovering as a neans of estimating the probability

that there may be design faults remamining in that

system

And i n the systens we' ve addressed so far,
we have, indeed, uncovered design faults by the
experimentation. |1'll showyou sone of those systens

in a nonent.
MR APOSTOLAKI S: But there is a
fundanment al assunption behind it though, that these

faults that remain and the faults that you are
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encountering are exchangeable in sone way, and that
may not be the case. Mybe there is a single design,
there is a designthat affects sonmething under certain
condi ti ons or under different accident conditions you
have sonething else. This is a pretty strong
assunpti on.

MR, JOHNSON: What do you nean by
"exchangeabl e" ?

MR. APOSTOLAKI S:  They come fromthe sane
popul ati on, and that the order of appearance does not
—-—in other words, there are four design faults there.
If | capture two of them then | can say sonething
about the remai ning two because they are essentially
fromthe sane process.

MR JOHNSON:  Yes.

MR. APOCSTOLAKI S: But that may not be the
case.

MR. JOHNSON: That's an excel |l ent point.
That is an assunption that's bei ng nade.

MR, APCSTCLAKI S: A pretty strong
assunpti on.

MR JOHNSON: It is. And it's one we
would like to figure out ways to be able to overcone
t hat .

MR, APCSTOLAKIS: | knowit's an extrenely
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difficult problem And conme to think of it, | nean
even for the hardware, we don't have any acceptable
nodel s for design.

MR, JOHNSON: No. And in fact, if you can
t hi nk about how hardware is designed today, | nean
har dwar e desi gn and sof t war e desi gn have becone al npst
i ndi stingui shabl e, because t he way you desi gn har dwar e
is you wite a software program that describes the
functionalities that you want, and then you use
anot her incredi bly conplicated pi ece of software that
automatically synthesizes an inplenmentation of that
har dwar e. So your hardware and software design
processes have becone al nost indistinguishable, and
t he types of probl ens you create i n software, you have
the potential to alsocreate simlar types of probl ens
i n hardware.

MR APOSTOLAKIS: That's right.

MR, JOHNSON: It's aninteresting paradi gm
that has come about as a result of the way that we
desi gn systens.

MR.  APOCSTOLAKI S: But | think this is
real |y sonet hi ng t hat bot hers ne about - not your work
only, but in general - attenpts to quantify the
probability. This assunption that all the design

faults are exchangeable is an extrenely strong
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assunption, and that inplies the assunption that you
can have a failure rate or a constant probability of
failure, soit's not quite valid. Now what to do, |
don't know. | don't think anybody knows, but we have
to acknow edge that we're making sonme pretty strong
assunpti ons.

MR, JOHNSON: | agree with you, and |
think it is -——1 agree with two things that you said,
two that pop out.

MR APOSTOLAKI S:  Yes.

MR. JOHNSON: One is that it is a strong
assunption, and obvi ously, an assunption that's being
made not only in ny work, but around the world.

MR. APCSTOLAKIS:  No, | know.

MR. JOHNSON: And the second thingis that

it's -—— I'"mnot aware of anybody that has a sol ution
to that.

MR APOSTOLAKIS: | amnot either.

MR, JOHNSON: And, in fact, | think

someone woul d be quite fanpbus once they find such a
solution. It's a hard problem

MR,  APOCSTOLAKI S: It is a very hard
probl em

MR. JOHNSON: A very hard problem

The other point - thisis alittle bit of
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acluttered slide. | apologize for that, but |I guess
the point that | want to nmake with this is a coupl e of
things. One is that systens are made up of |ots of
different things, basiccircuit el enents, basic | ogic.
You know, typically when you | ook at systens, you | ook
at them from an architecture all the way down to
detail circuit level. And there are several things
t hat are i nportant here. | mean, the whol e concept of
defense in depth normally i s that you' re going to put
protection nmechanisns in at different levels of the
system different |ayers of the systemso that if one
t hing mi sses a problem another thing has the ability
to catch that problem And sone of those are not part
of the electronic system They may be nechani cal
t hi ngs that you' ve done, or contai nnment bui | di ngs t hat
you've put in place and other types of things, but
there are layers of protection.

Those | ayers are subject to design faults
because you may have made m stakes in the creation of
t hose protection nechani sns in each of these | ayers,
as well as the function, basic functions. You also
have things that just happen, and the random events
that occur in the failure of hardware and so forth,
and the point of this diagram--1 nean, really when

you' re t al ki ng about desi gni ng systens, your objective
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istoelimnate a problem either a design fault or a
random y occurring fault that can sonehow make it al

t he way t hrough your protection nmechani sns and create
a failure.

The ot her point of this chart is that from
an anal ysi s standpoi nt, those are the ones you'd | ove
to be able to find because again, that would be a
tremendous insight into the system

Now t he ot her poi nt on the right-hand side
of this is that the nodeling that we've done - and
"1l start at the lower levels because this is
i nportant, because when you're |ooking at a |ot of
systens nowadays, Yyou don't have access to this
information. Part of it's because the way we design
har dwar e nowadays, and even software. You know, you
can specify a digital filter in Netlab and synt hesi ze
C codes that will inplenent that, so you may not know
a | ot about sone of these | ower [ evels. So one of the
aspects of our research is that what we're trying to
dois we are trying to | ook at these | ower |l evels, so
hopeful | y people in industry don't have to. So we're
trying to use the results of the analysis that we do
at low levels of hardware and software to try to
characterize the elenments at higher levels of

abstracti on, sothat that characteri zati on can t hen be
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used by peopl e, and not necessarily require themto go
down to these | ower |evels of detail

The way we' ve approached the anal ysi s of
t hese systens is that we've done all of this. W've
done the higher levels, and we've done the | ower
| evel s, and we've used information fromthese | ower
levels - in the hardware world they call this back
annot ation, where youtry to extract information from
t hose | ower | evel s and better characterize your nodel
at the higher levels. And what that's |eading to,
hopefully, in the work that we're doing is a coupl e of
t hi ngs.

Actually, let ne hold that thought for a
second because it's not the next chart. It's the one
after that, that points that out. But first, inthis
—-- particularly these couple of blocks, what we've
done is to devel op nodeling schenes that allow this
i ntegrated nodel. So, for exanple, we | ook not only
at the actual code |l evels of nodeling these systens,
but we | ook at higher levels, as well, so we can
create data flow representations of the algorithns
that you're going to run on your conputer, and have a
way of interfacing that highlevel description of your
system to a high |evel description of a hardware

el enent. So that, for exanple, i magi ne that as you're
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simul ating this, you have a function that needs to use
har dwar e resources in order to execute, and you don't
necessarily knowthe details of the hardware, but you
can characterize potentially the timng and t he ot her
fetch and executive processes that you have to go to
function, so that there are two points with this.

One is that, we do have sone nodel s that
we' ve created that are actual bits representing the
code running on gate | evel nodels of the processors,
but we al so | ook at higher |evels where you have nuch
nore abstract representations of your software and
al gorithms runni ng on much nor e abstract
representations of your hardware. So the concept of
i ntegrated hardware/software nodeling is intended to
span all of those | evels of that diagraml| had on the
previous chart. So that's part of what the integrated
nodeling is all about.

And then the second thing, the point that
| was making earlier is trying to characterize these
t hings. You know, we tal ked about hardware synt hesi s
a second ago. | nean, for exanple, suppose that a
synthesis programcreates an application specific to
integrated circuit, and as part of that application
specific integrated circuit, it synthesized a little

processor and a little nmenory, and put bits or state
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information in that nmenory t hat nowcaused that little
processor to, in effect, be enbedded in that ASCIC.
Now i s that ASCI C now a hardware el ement, or is it now
a hardwar e/ software el enent? And ny argunent that it
effectively has becone a hardware/software el enent
because it has programmabl e features associated with
it, even though it's one-tinme progranmable. The
synt hesi s routines created a programeffectively that
defines the function of that piece of hardware.

So what we're attenpting to do, and agai n
we don't have tinme to go into all of the details, but
the attenpt here is what | call interface nodeling.
The idea is to be able to nodel using state nachi nes,
the interface between this device and the outside
worl d, and be able to characterize the things that
t hat can do at the i nterface when sonet hi ng goes w ong
internally, independent of whether it's hardware only
or whether it's a mxture of hardware and software.

This we can very qui ckly -- several tines
we' ve tal ked about peer review And in ny world, the
key publications that we go to are the |EEE
Transactions on Reliability or the | EEE Transacti ons
in general fromsonmeone in an el ectrical engineering
department, transactions on conputers and transacti ons

on reliability. |"ve listed just sonme of the key

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

182

publications over the |l ast fewyears that | ook at sone
of the nodeling techniques, sone of the paraneter
estimation techni ques, statistical nodel s and ot hers,
sothat's just for reference nore than anything el se.

MR. APCSTOLAKI S:  The "I EEE Transacti ons
on Software Engi neering" --

MR, JOHNSON: "l EEE Transactions on
Sof t war e Engi neering", | personal |l y have not published
there, but that's one of the major publications, as
well. And there are conferences and so forth, as
wel | .

MR. APOSTOLAKI S: Have you ever had a
reviewer say you're wrking with rates that's
unacceptable, reject. Since there is so nuch
controversy out there, do you occasi onal |y get the guy
who just rejects it outright because you dare talk
about the failure rate?

MR, JOHNSON: CQccasionally, you will get
a reviewer that just rejects it outright and doesn't
tell you why, but |I've not had that particular --

MR. ROSEN: It's Tuesday, and | feel |ike
rejecting it.

CHAI RVAN SI EBER  That's the way | woul d
read it.

MR. JOHNSON: Those are just, again, some

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

183

exanpl es of some of the work that we've done. The
other thing - again, Steve had indicated that we
shoul d put i n sone t hi ngs about who' s | ooki ng at this,
and the peer review and other things as nore of the
exanpl es.

As | nmentioned earlier, the theoretica
foundation for the work that we do was really created
when | was at Harris, and | applied the very
prelimnary ideas to a flight control systemthat |
was working on as part of the teamat Harris. Also,
one of the products of our nodeling and our research
i s nodeling and simul ati on tools. ADEPT whi ch stands
for Advanced Desi gn Environment Prototype Tool, was
the first place that we i nplenented these ideas in a
tool set. This was actually funded by NSF and DARPA
and NASA, and so that's -- ADEPT was integrated into
t he metrographics tool set. That was the basis that
we used for the ADEPT tool set.

ROBUST was t he second i n our |ine of tools
that was funded by the U.S. Air Force, and we've been
--again, I'monly tal king about my particul ar piece
of the center today, but nmy work has been funded since
1984 conti nuously by all of the organi zations that are
listed there. And ny students that have cone out, and

t he papers that have been peer reviewed, the patent
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and so forth, and |I've been fortunate enough to be
nanmed an | EEE Fel l ow for the contributions that |'ve
made in this area, so other people have | ooked at it.
And | think that was really the point of this.
Applications - |I've nentioned several of
t hese, but | wanted to give you a few nore specifics.
The Los Angeles Metro Geen Line was a transit
application that we've tal ked about. W devel oped a
nodel that had the actual software, the real ones and
zeros executing on a nodel of the hardware. W created
results for nore than 10 billion experinments, using
sone t echni ques t hat we devel oped for not just running
experiments, but hel pi ng you avoi d runni ng experi nents
t hat were not going to teach you anything. And al so
runni ng experinments that were meaningful, so there
were sonme 10 billion experinents that were created.
We actually wuncovered three software
design faults in the system This was a system this
was a software systemthat had been in the field for
al nrost ten years at 150 different installations, and
it was software t hat was devel oped using all the ri ght
processes, and all the things that were -- and this
was an | SOcertified house and everything el se, and we
found three bugs in that software. And that software

was updated and revised and so forth as a result of
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t hat .

The California Public Utility Comm ssion
hired an outside consulting firmto reviewall of the
docunents that we created as part of the analysis and
to sign-off on those.

Copenhagen was very simlar, a nore
conmplicated system W did both sinmulation nodeling,
as well as physical experinentation, including sone
gate level things of a nodern 32-bit processor. W
actual ly uncovered one software design fault in that
particul ar case, and all of this was actual |y approved
by TUV in Germany.

We're currently doing Calvert diffs, New
York City, CSX, a mag lev systemin Pittsburgh, and
II'linois Departnent of Transportation systemas wel |,
so those are currently ongoing activities.

MR. VWHI TE: Excuse ne, Barry. | woul d
assune that all these systens are very reliable
normal ly, so | think an interesting point to be nmade
here is that you' ve been able to work with systens
where the reliability is already pretty significant,
as we would hope would be the case in a nuclear
si tuati on.

MR, JOHNSON:. Absol utely.

MR VWH TE: But one of the issues is how
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do you do an analysis for a very reliable -— a system
design to be very reliable, and it would seemto ne
that you're on track, but if you had any nunbers for
reliability for any of these systens, it would be
interesting. | don't knowif you' d be able to divul ge
any of that or not.

MR. JOHNSON: These are -- | can't -- the
only thing | can tell you there is that the
requi rements, what they were shooting for is al nost
identical to what the aviation industry and others
have been pronoting over the years; that they're
| ooking at 10 to the mnus - anywhere from10 to the
mnus 7, to 10 to the mnus 9 probability of unsafe
event occurring over a life, over a period of tine.
So those are the types of nunbers that they're
targeting.

| think in all of these cases, again we
produce numnbers, but | think in all of these cases it
really was | ooked upon as the final nunber com ng out
of the anal ysis was not as inportant as the anal ysis
itself, and what was denonstrated or |earned as a
result of doing that analysis.

MR, APOSTOLAKI S: Wi ch i s what peopl e say
about risk assessnent.

MR. ROSEN: That's what he said all al ong.
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MR JOHNSON: Absol utely.

MR. ROSEN. But 10tothe minus 7 or 9 are
so |l owthat one has to wonder what do you thi nk about
uncertainty for that?

MR, JOHNSON: Well, actually, | think
that's a huge i ssue. It's aresearch issue that needs
to addressed, is an uncertainty assessnent - because
you've got uncertainty in the nodels, you' ve got
i naccuracies and uncertainty in the nodels and
paraneters, and the estinmation and so forth.

We've actually done -- sonme of the
statistical nodels are based on sone uncertainty
principles that are used so that you can at | east get
an under st andi ng of how nmuch confi dence you m ght have
in some of the estimates you're getting out of the
nodel .

MR. ROSEN: But if you're saying those
kind of very low nunmbers, you need to be saying
something like we think it's between 10 to the m nus
7 and mnus 9, and probably at |east an order of
magni tude one way or the other, whatever. But you
fixed a nunber in there. The real nunber is probably
wi t hin an order of magnitude either way, but you have
to say sonme -- gi ve sone deci sion maker sone feel for

how sure you are of the result.
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MR. JOHNSON: | mean you really have to

really understand that issue. | nmean, 1've been
amazed at sone results that |'ve seen published where
t he accuracy of the conmputers that they were running
t hese nodel s on wasn't as accurate as the results that
they were presenting. You really have to understand
those issues, and it is an inportant problem

MR. APOSTOLAKI S: Was the process for
devel oping all of these systens controlled, or was it
as controlled as the nuclear?

MR. JOHNSON: Very, very heavily. \Very
heavily controlled. | nean, they have a very, very
rigid process for developing requirenents and
reviewing those requirenents, and devel opi ng
speci fications, and the whole process of -- for both
t he hardware and the software, very rigid.

MR. APOSTOLAKI S: And these systens have
been tested before you did your analysis?

MR JOHNSON:  Yes.

MR. APOSTOLAKIS: And they still haven't
found design faults.

MR, JOHNSON: Yes. And one of the
reasons, and nost of these cases, the design faults
were the scenario that | had illustrated earlier

where it was never a problemuntil you had a fault
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occur somewhere else in the system And the
combi nati on of the two became now visible. And the
reality is that in the field they just had never
encountered those situations, nor did they encounter
themin the testing process.

MR. APOSTOLAKI S: Somewhere else in the
system was har dwar e?

MR. JOHNSON: Yes, in this case it was.
These were —- in fact, in three of the four that |
nmenti oned here, they were bugs in the software that
were only reveal ed when a certain type of fault in the
hardware occurred. Now these software routines were
sof tware routi nes desi gned t o manage t he occurrence of
faults that coul d occur both in hardware and sof t ware.

MR. ROSEN: Doesn't that say that you can
test it until you're blue in the face, but that as the
system ages and the hardware ages and sone of the
stuff begins to -- you begin to see some premature
failures of sonething on the cards, that that failure
of something on the cards then creates a circunstance
in which you'll see a software fault.

MR, JOHNSON: Certainly. This data is
poi nting exactly to that.

MR ROSEN: But that has operation

notifications.
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MR JOHNSON: It does.

MR. ROSEN. One of themis that nmaybe a
strategy to avoid that is to trade-out, as ny
col | eague Dr. Kress says, trade-out cards on a pl anned
cycle as the systemmatures. Nowthat has sone of its
own problens because you can introduce premature
failures in the new cards, but at least you're
renewi ng the systemrather than just letting all the
cards age in tine.

MR, JOHNSON: | think there are sonme - and
| haven't | ooked at it any, but | think there are sone
operational issues that can be addressed per haps nore
effectively as a result of sone of the things we're
| earning fromthe research that's being done. | agree
with that.

What | wanted to do in just a few

remai ning slides is just show you a couple of quick

t hi ngs about the Calvert Ciffs system | won't go
into a lot of detail, but again, since we are
concerned with nuclear applications here, | just

wanted to nake sure that you knew we are in the
process of working on this one. And actually, have
pretty nmuch finished it.

One of the things that we're going to be

preparing as a report for this year is what |I'm
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calling a Lessons Learned Report, where we're goingto
essentially talk about some of the things that we
| earned as a result of applying this to the digital
feed on our control system But this is the system
and again |I'm not an expert on nuclear, but
essentially it's controlling the water | evel and the
flow of water in and out of the tank, steam
generati on

MR. ROSEN: Just for interest, it's called
a steam generator.

MR. JOHNSON: Onh, okay. It's aninportant
part of the process, right?

MR. ROSEN: Oh, yes, it's pretty
i mportant.

MR. APCSTOLAKIS: A minor detail

MR. JOHNSON: Yes. The control systemwas
completely replicated in our lab at UVA, and you'l
see a photograph of this. W have two controllers -
not a very good photo - PID controllers. W have an
experinment control station, which is where we were
essentially sinmulating - | hate to use the word
"simulating” in this case, because you're not really
simulating the plant, but we're enulating it.
Essentially what we were doing is applying fromthis

control station a set of test sequences that were -—-
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there were 23 of them that they used to test the
systemin their owm lab at Baltinore Gas and El ectric
before they would actually put anything into the
field. So it was a sequence of inputs and expected
outputs that were being driven on this system and
t hen our experinmentation - the physical part of the
experinmentation all occurred in this system soit's
a conpletereplicaof what's in the plant, except that
obviously we don't have a power plant. W' re
ermul ating that.

We did develop - this happens to be a
dynam c fault tree. And again, | won't go into the
specifics of it, but this is a dynamc fault tree of
the digital feedwater control system where we
represented several things. The key feature of the
dynamc fault tree is the ability to represent
reconfiguration and coverage-related matters, so we
have -- and this is described in our docunents. 1'd
be happy to nake those docunents available to you

| f youl ook at just the controller portion
of that, there's an equival ent Markov nodel that you
coul d derive. Again, this is docunented as well, but
it's very sinple because you have two units. You can
have both of themworking. You can one working, you

can have a repair occur during that operation period,
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and you can have an unsafe or safe failure of that
system

DR KRESS: Would you call MJ a fraction
of that that went fromtwo to one and made it back
bef ore an unsafe condition --

MR, JOHNSON: It's arepair rate but it's
exactly that concept, where you have both wunits
wor ki ng. One of themfails and shut downs, and sonme
time later you'll have it either automatically or
physically repaired and brought back on-line, so
you're going to have both of them up and running.

DR. KRESS: Before an unsafe condition —-

MR. JOHNSON: Before an unsafe conditions
coul d occur.

MR APOSTOLAKI S: But again, there's an
assunption here --

MR JOHNSON: It's a fraction.

DR KRESS: | think it's a fraction.

MR. APOSTOLAKI S: All these things rest on
t he assunption that they are constant, Cis
constant --

DR KRESS: Yes.

MR.  APOSTOLAKI S: O herw se, a Markov
nodel would be --

MR. JOHNSON: Agai n, you can consi der tine
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variations and so forth, but this particular case
obviously is based on constants.

MR. APOSTOLAKI S: So this is a Markov
nodel for what?

MR. JOHNSON: This is a Markov nodel for
the two controllers, just the master and the backup
controller. 1t's actually a subset of the fault tree
that | showed you earlier

MR APOSTOLAKI S:  Yes.

DR.  KRESS: These are independent
redundant controllers.

MR. JOHNSON: Yes. Nowif you | ook at the
solutions, I'mgoing to show both the MITUF —— |l et ne
make a couple of points about this. You know, we
don't -- again, because of the -- you know, we don't
have a good way of estimating that LAMDA. W don't
focus on this piece of it, and thisisreally ——it's
meantime to first wunsafe failure, so it's the
occurrence of the first unsafe failure.

The st eady-state safety, though, depends
on a couple of the coverage paraneters. One that's
gained by having these two units conpare anongst
t hensel ves, and t he ot her that's gai ned by di agnosti cs
that are running on each of the two units.

MR. APOSTOLAKI S: But there is a reason
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for that, and the reason is that if you go back to
your transition diagram you' re assumng the sane
LAMDA for both controllers, and they're failing
i ndependent|y.

MR JOHNSON:  Yes.

MR. APOSTOLAKIS: There is absolutely no
coupl i ng because you see from --

MR, JOHNSON: They are assuned to be
i ndependent .

MR APOSTOLAKI S:  Yes.

MR JOHNSON: That's exactly right.

MR. APOSTCOLAKI S: That's why LAVDA cancel s
that. Nowis that a reasonable thing to do? | don't
know.

DR. KRESS: O course, you don't have a MJ
in there either, so | presune you're --

MR. JOHNSON: Yes. The nean tinme to the
first unsafe failure --

DR KRESS: The first unsafe -

MR. APOSTCLAKI S: Because MJ takes you
fromone to 200.

MR, JOHNSON: That's right.

DR KRESS: No, no.

MR. JOHNSON: Now we have -- that's one of

the things -- | nmean, the paper that |'ve referenced
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here actual | y | ooks at nore conplicated architectures
and some of the nore conplicated nodels, so there are
—- you do have the ability to | ook at sonme of these
nore conplicated issues, but it's not addressed in
this particul ar nodel.

DR. KRESS: You have to -- to get this
mean tinme you start out with determ ning what the
failure frequency is.

MR JOHNSON: That's right.

DR KRESS: And they've gone over that.

MR. JOHNSON: That's right. And that's
why we don't -- again, | showthis for reference only.
We have not focused on this netric because of the
difficulties with estimating this LAVDA.

DR. KRESS: But you do get the frequency.

MR. JOHNSON: You'd like to have that,
certainly.

DR KRESS: You know, this is equival ent
to the frequency.

MR JOHNSON:  Yes.

MR. APOSTCLAKI S: Now !l don't know, Sergio
and Jim you have seen nore data than | have. 1Is the
assunption that the controllers fail independently a
reasonable one, and that they both have the sane

LAMDA, or could be there sone common cause fail ure?
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MR. WH TE: Well, there certainly coul d be

some conmon cause failure, and ' msure Barry i s aware
of that. And | guess it would be interesting to see,
and maybe you've addressed it in your paper, what
happens i f you assune certai n degrees of dependence.
So how does that affect your results?

MR JOHNSON: W have | ooked at that.

DR. KRESS: You could actually have two
controllers out at different LAVDA

MR JOHNSON: Absol utely.

DR. KRESS: That's a conplicated --

MR, JOHNSON: The results get nore
conpl i cat ed.

MR. APOSTOLAKI S: But then the result
woul d not be independent of LAMDA, which is your
obj ecti ve.

MR.  JOHNSON: This would still be
i ndependent of LANMDA

MR. APCSTOLAKIS: Wuld it be?

MR, JOHNSON:  Yes. Even if the LAMDAs
were different you can -- in fact, we've done a
generi c nodel where you' ve got differing LAVDAsS --

MR. APOSTOLAKIS: So what thisis, thisis
the probability of being in the unsafe state?

MR.  JOHNSON: This is the steady-state
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solution of the safety expression. Safety is the
probability of being in either the operational or the
fail-safe state.

MR, APCSTOLAKIS: So this is safety.

MR. JOHNSON: This is the steady-state
solution to that particular probability. This is —-

MR. APOSTOLAKI S: Either in one, or two,
or what? | nean, if we go to the previous diagram
which state is that?

MR, JOHNSON: It's one or two or the FS

state.

MR APOSTOLAKIS: One of the three.

MR JOHNSON: One of the three. That's
right. And, in fact, if you look -- if you ignore

repair of a system you know, if you | ook as ti me goes
towards infinity, what you're going to find is that
t he probability of being in one of those three states
i s going to approach a constant value. It'll approach
a limt, and that limt is what the steady-state
safety is.

MR. ROSEN: And t hat's dependent nostly on
the coverage. |Is that right?

MR JOHNSON:  Yes.

MR. APCSTOLAKIS: Only on the coverage.

MR. JOHNSON: Only on the coverage.
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MR ROSEN:. Only on the coverage.

MR WHITEE Okay. Now | have to ask a
question | was hoping | wouldn't. The limt as tine
goes toinfinity, that al ways catches ny i nterest, and
that kind of analysis is very useful if you're just
trying to get passed a problem and you can do that
sinplification. | would presune that the tinmes we're
tal ki ng about arereally | ong conpared to ot her things
you're worried about, or not - if they'rereally short
conmpared to -- so ny question is, how limting an
assunption is that if you're trying to estimate a
failure rate of a digital systen®

MR, JOHNSON: Well, if you're | ooking at
the -- again, if you think about the safety expression
that we would find early on, and the safety functi on,
what you can showis that this limt is a worst case.
| mean, it is because your safety function will decay
from —- you know, if you think of safety as the
probability of being either operational or fail-safe,
it wll actually decay fromstarting point of one to
t hi s bound.

MR VWH TE: Okay. | don't want to take up
t he Subcommttee's tine, and |I' msure you' ve t hought
about this, but there are sonme cases where that may

not bethelimting case. Alimting case - and | may
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be wong. It may be that if the systemcontinues to
operate the way you woul d expect it to, that is worse
than if it wereto fail immediately, if it's goingto
fail later on. And | just don't know. It hurts ny
head to think about it, sol didn't knowif you'd gone
t hrough that kind of reasoning in any --

MR, JOHNSON: W have. W' ve thought
about that. W don't have any results to show on
t hat, but we actually have | ooked at that quite a bit.
There are other things that you can do. Wen you do
start to look at sone of the tine variations of the
paraneters and ot her types of things, you can still
find bounds, but they're not -- the bound is not
necessarily identical to the steady-state sol ution.
There are sone things that show up like that,
dependi ng upon repair issues and other types of
things, but you can still find a bound that's
dependent upon the coverage factors.

DR. KRESS: 1Isn't the PRAlikely to use
t he upper expression?

MR JOHNSON: |'msorry?

DR. KRESS: For use in a PRA, wouldn't you
just stick with the upper expression?

MR JOHNSON: | guess ny —-

MR, APOSTOLAKI S: Way isn't onemnus this
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the probability of interest to us?

MR.  ARNDT: That's the nost inportant
par anet er .

MR.  APCSTOLAKI S: But the failure be
i ndependent of the rate of challenges? | have
difficulty understandi ng that.

MR, JOHNSON: Isn't the probability of
failure upon demand? Really, | mean, one mnus this
woul d be the probability failure on demand. But
again, it's abound. It's not the actual probability.

MR. APOSTOLAKI S: But thisis acontinuous
controlling -— we're controlling the feedwater |evel
conti nuously, so | should have a failure rate at any
time, shouldn't 17

MR, JOHNSON:. If it's a digital system
you may not. Well, what's continuous and what's --

MR APOSTOLAKI S: What does it denmand
t hen?

MR. WH TE: In the digital world, that
al so hurts ny head.

MR. APOSTOLAKI S: No, but the nodel itself
has a rate of chal |l enges LAVDA, whi ch t hen di sappears.

MR, JOHNSON: That's right. Right. And
again, it disappears because you' re |ooking at the

probability and its limt. If you look at the
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probabilities at any instant of tine, they depend on
LANDA. But if you look at the limt as time gets
|arge, then it wll decay. And essentially, your
vari abl es that depend upon LAMDA are elimnated from
t he expressi ons, because againit's a bound. | nean,
i f you think -- the sinplest exanple is where you have
-- safety m ght be your coverage plus a termthat is
exponentially dependent upon tinme. And as tinme gets
| arge, the exponential termdi sappears, and that term
goes to zero. And what you're finding in the safety
function is that there are sone terns that di sappear,
and there are some terns that remain

In the architectures we've |ooked at
today, the terns that remain are dependent upon the
coverage and not hi ng el se.

MR. APOSTOLAKI S: Let's go back to 22 for
a second. The rate at which | visit the FUstate from
two or fromone depends on LAVMDA. Right? LAMDA is
t here. The rate at which | go into FU depends on
LAMDA. Then the steady-state probability of being at
FU i s i ndependent of LAMDA. That's interesting. |
guess you have carried out the calculations.

MR. JOHNSON: 1'll be happy to show t hem
to you.

MR APOSTOLAKI S: Yes, I'd like to see

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

203

t hat .

MR. ROSEN:. Rem nd ne agai n, what's cease
of S?

MR. JOHNSON. Cease of S is a coverage
factor but it is specifically the coverage that's
provi ded by di agnostics that are running on a single
processor unit. W use the termSi nplex, so you have
two ways of detecting problens in the system Oneis
you have conpari sons that you're maki ng, and t hen you
have ot hers that are di agnostics that are beingrunin
real time to try to assess the health of the system
That's cease of S.

MR APOSTOLAKI S: There's another --

MR. ROSEN: So if you go to your resulting
S of SS expression, explain to ne what S of SS is
that's equal to coverage.

MR JOHNSON: No. S of SS is the
probability of --

MR. ROSEN. Well, no. Let's go across the
equation. It's equal to the coverage ti mes one m nus
t he Si npl ex.

MR, JOHNSON: Ri ght.

MR. ROSEN: Tines the Sinplex squared.

MR, JOHNSON: What this is really show ng

you is that you have a couple of ways of handling
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probl ens. Okay? |If you detect something by your
compari son nechani sms, and you do not detect it by
your Sinplex or diagnostic mechanisnms, then you'll
still fail in a safe manner.

MR. ROSEN. Ckay. That's the termthat
represents —-

MR, JOHNSON: If you detect it in both
processors using their detection nmechani sns, you'll
also fail inthe safe manner. The case where you wi ||
not fail in the safe manner is where you have a
probl emthat i s undetected by the unit that's bad, and
it's undetected by the conmpari son nechani sns. So what
this is show ng you, and again, it's a sinple case,
but you' ve got two contributors to the probability of
bei ng safe. You detect the problem with your
compari sons, and you don't detect it wth your
di agnostics, or you detect it wth both wunits
detecting it via diagnostics.

MR. ROSEN: In your diagnostics.

MR. JOHNSON: And t hose are the conditions
that lead to a safe failure.

MR ROSEN: |'"'m sure that will be very
hel pful after | think about it.

MR.  APOSTOLAKI S: Let ne give you an

interpretation of this. Let's go back to the di agram
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The diagramis critical here. The states FS and FU

are what are called in Markov analysis absorbing

st at es.

MR. JOHNSON: They are indeed.

MR APOSTOLAKI S: Once you enter, you
cannot get out. If you enter one, you can al ways get

out through -- right?

MR ROSEN. Right.

MR APOCSTOLAKIS: So the probability is
one that if you wait |ong enough, you will end up in
one of the absorbing states. R ght?

MR ROSEN. Right.

MR APOSTOLAKI S: Because you can never
get out. The probability is one. | think what the
expression that Barry showed us is, is it splits the
probability of one between FS and FU, and it says this
fraction of time you will be in FS

MR JOHNSON: That's right.

MR. APOSTOLAKI S:  And then one m nus t hat
is the fraction of time you will be in FU

MR, ROSEN:  Yes.

MR, JOHNSON: That's right.

MR, APOSTCOLAKIS: But it is not what you
call a safe thing. | amsafe as long as | amin one

or two, not in FS. FS is a spurious failure.
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MR. JOHNSON: No, FSis a safe failure in

t he sense that -
MR APGCSTOLAKI S: Yes, it's a safe
failure, but it's a failure.

MR, JOHNSON: For exanple, in the case of

MR. APCSTOLAKIS: What | want is, | want
to be in one and two.

MR, JOHNSON: Oh, absolutely. Absolutely.

MR, APOSTOLAKI S: And t hat probability you
don't have.

MR, JOHNSON:  No.

MR. ROSEN: But that's an operational

Vi ew.
MR. APOSTOLAKI S: But that's what | want.
MR ROSEN: No, no. | think the safety
view is what we —- you could think about it in both
spaces. Think about it in safety space. Al we

really care about is that this thing be safe. Then
you don't care about LAMDA, because you're satisfied
if you're in one, two, or FS. Even if you fail, the
systemis shut down, the main feedwater punps trip, the
reactor goes into shutdown and you're safe.

DR. KRESS:. You can | earn sonet hi ng about

one and two by the frequencies of these failures.
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MR. APOSTOLAKI S: But then | think it's

the fraction of time that of the given failures, you
will be in FS.

MR, JOHNSON. Ch, yes. That's exactly
right.

MR APOSTOLAKIS: So it's a conditional
t hi ng.

MR JOHNSON: It is.

MR APOSTOLAKI S: It's conditional on
know ng LAMDA.

MR. JOHNSON: Coverage by definition is
condi tional .

MR APOSTOLAKIS: Yes, it's conditional.

MR JOHNSON: It is conditional.

MR. APOSTOLAKI S:  So you cannot take this
and put it directly in a PRA becauseit's conditional
on the coverage.

MR. JOHNSON: It is, indeed, conditional.

MR. APOSTOLAKI S: Even the coverage. |
know t hat eventually I will be either in FS or in FU,
and what that is telling us is the fraction of tines
you will be in FSis the expression |'mgiving you.

DR. KRESS: Yes. And then it's going to
go on further --

MR APOCSTOLAKIS: And it makes sense.
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DR KRESS: It's going on further to tell

us how you can use fault injection to get these
cover ages.

MR. ROSEN:. But he hasn't explained yet
how to do it in PRA space.

MR APOSTOLAKI S: Because he's not a PRA

(Si mul t aneous speech.)

CHAI RVAN SI EBER: Wy don't we conti nue
on.

MR. JOHNSON: Ckay. The fault injections
that we've applied to this digital feedwater control
system we've actually done two di fferent approaches.
And I'lIl show you the software-based approach in a
second, a simul ati on-based approach. W' ve done both
software and sinul ation, software being where, you
know, again as the systemis executing we're able to
insert corruptions into the systemin the physical
prototype. Andthen the sinulation-basedis obviously
a sinmulation.

W actually have a schenme that we've
devel oped that uses interruptsinthe operating system
to do this injection during the execution, so you can
think of as the systemis running al ong, you have a

brief interrupt that thenis your saboteur is the term
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that's used in the literature quite often, where you
then can go in and do various types of corruptions
based on the nodels that you've got, and then allow
the systemto continue fromthat point.

DR. KRESS:. Have you got that autonated so
you don't have to sit there and type sonmething in?

MR. JOHNSON: Yes, we do. W have - we
didn't for a long tinme, and so ny automation was
under graduate students that --

(Laughter.)

MR. JOHNSON: We have automated nuch of
that now. And then the sinmulation-based part of it is
we've actually mgrated this into a COTS tool that's
called Simcs to allow us to do sone sinulations.
"1l show you a little bit of that in a nonent. In
fact, this is the Simcs.

The main point that | wanted to showw th
this is that where we tal ked about the entire system
and our goal is to be able to nodel the plant or to
get —— we're not going to nodel the plant, but to get
a nodel of the plant, and have a nodel of the plant
that can be interacting with our nodel of the system
that's controlling the plant. So that, for exanpl e,
what we've done so far is for the CE turbine

controller, we've got a very sinple nodel of the
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plant. W have the -- it happens to be an Intel 386
processor with operating systemand application code
runni ng on that sinmulation nodel with interfaces then
between this part of the sinulation and the digital
feedwat er control systemin the physical prototype.
This is all done in physical hardware and software
inplemented inthe lab. This is done by a very sinple
i nput/out put rel ationship.

Inthe GE gas turbine controller, thisis
a conpl etely sinmul ated hardware/ software sinul ati on,
and then this is a sinulated plant nodel. The
objective is to be able to have these fault injection
experinments done in an environment where you're
actually interacting with a nodel of the plant that
that's goingto beinteractingw thinthe real world.
And again, this franework all ows you to do that, and
actually we've done it. And that's built on a COTS
tool call settings.

Now | guess the last slide, just one
conment. | actually debated on whether to put thisin
here, but | put it in here for the follow ng reason -
because | do think that the ideal place to do alot of
the things that we've done and are doing is in the
design process. | nean, if you go | ook at sone of the

t hings that are done, there are a | ot of people that
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desi gn the systemand then step back and say how do |
make it reliable, or how do | nake it safe. And I
think that's not the right way to doit. | think the
design for safety ought to be an integral part of the
desi gn process, and the assessnments that we do shoul d
really be an integral part of the design process. So
that from the very beginning of the system the
simul ati on environnment, whichis what |'mcallingthe
virtual prototype - actually, this is taken fromthe
program we did with DARVA where sone of these
t echni ques were devel oped. The program is called
Rapid Prototyping of Application-Specific Signal
Processors, but the intent was to have a virtual
prototype that as you go fromstart to finish in the
har dwar e/ sof t war e desi gn process, i ncl udi ng
integrating and testing, that would all be done in a
simul ati on environment prior to building anything.
And al | of the fault simnulations, sinulation-based and
so forth that is done in what we devel oped can be a
part of that process.

The point of this chart is not that we're
there, but the point of the chart is that this is
where we woul d Ii ke to go fromthe standpoint of sone
of the product of the research so that you've got the

ability to integrate sone of these things into the
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desi gn process, and you can evol ve this assessnment as
you' re evol ving the design.

MR. ROSEN: It may interest you to know,
and |I'm sure you do, that this Conmttee and ne
personal |y, are very supportive and i nsistent even on
the use of PRA in the design process.

MR JOHNSON:  Yes.

MR. ROSEN: Not as an afterthought to
eval uate how good did the design conme out, but as a
first principal thing. First you set down the system
definitions and functions, and then you do the PRA
first, the first PRA Then you do a little nore
detail, alittle detail ed desi gn, then you rev up your
PRA until -- and use your PRA to say, you know
instead of having three of those things there, we
really need a nore full tolerant kind of thing. Here
we need a separate system nore diverse, and | can
change these split fractions and get a better answer
here. And basically going out |ike this using your
PRA tools until you get to the final design. What
you' re suggesti ng nowfor the software aspects of this
is exactly the sane thing.

MR, JOHNSON: Exactly.

MR. ROSEN: And | appl aud that.

MR, JOHNSON: Exactly. | believe that
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fromthe bottomof ny heart, that's the right way to
do it.

DR. KRESS: Nowin hisiterative process,
the ideal is to get the risk down to a | evel that you
accept, and not only to get the risk down to sort of
m nimze the uncertainties, and to spread the ri sk out
in design in defense-in-depth over a variety of
t hi ngs.

MR JOHNSON:  Yes.

DR. KRESS: What woul d be your equi val ent
to these objectives for the software and hardware?

MR. JOHNSON:  You know, | think to —-- |
nmean, to sonme extent | think it's very simlar,
because | think there are —-- you know, as you begin to
create a systemfroma functional standpoint, there
are going to be functions even in your software that
are going to be nore critical than others, because
they are going to be -- you know, a good exanpl e of
that is in the case -—— in the GE systemthat we were
wor ki ng on they use a voting technique. So they go
out and they sanple a bunch of inputs, and then they
come together in each of the units, then uses a
sof tware that does a vote across these nmultipleinputs
that they've collected. And if you think about it,

you can envision that that voting process may very
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wel |l be nore critical than sone of the ot her processes
that are out there. And if you coul d understand t hat
fromt he begi nni ng, that m ght det erni ne where you put
that routine in ternms of mapping it to a specific
processor. It mght determine the |evel of scrutiny
that you apply to that routine in terns of the test
and eval uation, and other things that you m ght do.
So | think it's very simlar. It's just at a
different |evel.

DR. KRESS: The objective would be to end
up with the hardware/software, the end that neets the
functional requirements at a high reliability |evel.

MR JOHNSON:  Yes.

DR KRESS: Sonething |ike that.

MR. JOHNSON: | guess | shoul d point out,
this is -—— | nmentioned the DARPA project, which is
wher e sonme of these concepts were initiated, but they
al so were further evolved with a project that | did
with Boeing, so the objective -- Boeing' s objective
was exactly what | was describing in ternms of the
devel opnent of aircraft.

| amfinally at the end. | appreciate
your patience, and | appreciate the dial ogue and t he
interaction. As | expected, | learned alot. | hope

you got some information that will be of val ue to you.
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This repeats what we started with, working on the
safety assessment process, i ntegrated
har dwar e/ software. We've done it nultiple tines, not
trying to inply that it's in any way finalized, but
we' ve at | east had some real experienceswithit. And
we're continuing to work both in terns of the nodels,
as well as the tools that we're evolving. So again,
t hank you. Appreciate your tine.

CHAI RVAN SI EBER:  Thank you. And | guess,
Steve, we're ready now -—-

MR. APOSTOLAKI S:  The chairman i nsists on
no breaks.

CHAl RVAN S| EBER:  Yes.

MR, APOSTCLAKIS: W're doing so well.

CHAI RMAN SI EBER: Pardon?

MR. APCSTOLAKIS: W're doing so well.

CHAI RVAN SIEBER: | think we should not
t ake a Dbreak.

MR, APCSTOLAKI S: Ckay.

CHAI RVAN SI EBER:  Because peopl e have to
|l eave, and | want them to get as much of the
presentations as they can.

DR KRESS: You're the chairman.

CHAI RVAN SI EBER: | f you have an ener gency

arising though you may attend to it.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

216
DR. KRESS: You have to raise your hand.

MR. ROSEN: The criteria will be you
shoul d not nmake medi cal history here.

CHAI RVAN SI EBER:  Or any ki nd of history.

MR. ARNDT: Okay. As | nentionedearlier,
anot her one of our prograns is with the University of
Maryl and. The principal investigator of that project
is Professor Carol Smidts. She'll make sonme self-
i ntroduction, as well.

M5. SMDTS. M naneis Carol Smdts. |'m
an Associ ate Professor at the University of Maryl and
in the Center for Reliability Engineering, the
Department of Mechani cal Engineering. | graduated
from the University of Brussels with a Ph.D. in
Engi neeri ng Physics. My research interests are in
probabal i stic risk assessnent and softwarereliability
nodel i ng.

The work | will present this afternoonis
essential |l y geared towards usi ng sof t ware engi neeri ng
to predict software quality or reliability. So what
my presentation wants to introduce a nethod that we
have devol ved to bring software engi neeri ng measures
to actually estimates of reliability, and we have
piloted this method on smal | applications which we'l|

tal k about in the presentation.
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The results of the nethod at this point
are promsing, and the method itself is in that
paralleling the reviewprocess for software, whichis
t he current process whichis used by the NRCstaff, so
we believe that then it should be straightforward to
i mpl enment .

Wrk is currently ongoing. We're
perform ng work on the actual nuclear application or
we're planning to do that, to actually validate the
method on the larger scale application of high
reliability, and specific to the nuclear field. So
this is to reiterate.

When we started the project, the project
was geared essentially towards revi ew, and hel pi ng t he
review process to provide sonewhat of a systematic
f ramewor k. Basically, the software devel oper who
comes to the NRC staff and is trying to get the
| i cense approved for their systemhas to go through a
process of software devel opnent whichis characterized
in the branch technical position 14, and this is
geared at devel opi ng pl ans, devel opi ng t hi ngs such as
sof t war e mai nt enance pl ans, sone devel opnent pl an, and
al so products, requirenents, design, code, test
results, and things of that nature.

Now t he revi ewer at NRC t hen has to | ook
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at this information, and fromthere i nfer whether or
not the application shoul d be accepted, sothereis no
quantitative neasurenent going on in that process
really. Plus, at this point, the nmeasurements that
the licensee wi shes to provide can do anythi ng, as we
di scussed this norning.

So project history - we actually i nherited
this project from Lawence Livernore Nationa
Laboratory. W started in 1996, and what Law ence
Livernore did is actually identify the first set of
neasures, software engineering neasures that they
believed were relevant to reliability. W then
performed an expert opinion study totry to rank these
nmeasurenents, and we perforned a small scale
validation study in 2001. And we're currently
enlarged in the large scale validation study.

So Steve trapped ne i nto doing this slide,
and I'mstill wondering why | did it. So here what
I"'m showing is what | wunderstand to be the
contributions that we believe we can at this point
assess if we were to use the reliability estimtes
we' re producing. So if you look at this event
sequence di agramrepresentati on, what we'retryingto
show is what we believe are all the contributors of

software, or contributors related to software, so at
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the very top of the diagram what we do have --

MR, APOCSTOLAKI S: You' ve got a pointer
there. Can you use it?

M5. SMDTS: Sure. So what we do have
here i s whet her or not the support platformfunctions
correctly. So this is actually the work that Barry
concentrates on, whichis to | ook at support platform
degr adati on. And this is cases where the support
platformactual ly functions correctly. And then what
we do have is that the software gets inputs from
sensors or humans and things |i ke that, and this i nput
needs to be characterized. W call it operationa
profiles sonetines. It's actually really the
definition of the input. The software executes, and
there's a del ay of execution of the software dependi ng
on the input which we, at this point, do not
characterize. No environnent neasurenents actually
| ook at that.

Then there i s an assessnment whet her or not
t he behavior that is specifiedin the requirenents is
actual ly inplenented, and that is what we're | ooki ng
at - whether the behavior |eads to a safe condition.
And sone of our neasures actually look at that. And
then let's assune that indeed the requirenents are

followed, well, it is also possible that the out put
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still doesn't match what i s the output required by the
next conponent in the process, and we do not
explicitly look at this. So | think this explains a
l[ittle bit the context of what we do.

So here is our work. W | ook at software
engi neering measures, and try to create subsets of
nmeasures which can then berelatedtoreliability. W
may be able to create only one such subset, or we may
be abl e to create several such subsets. |If that's the
case, it will be possible in the future to inmagine
that we could use another uncertainty franmework to
actual ly create better estimates for thereliability,
so for these bl ocks here.

MR. ROSEN: Ceorge, you should bethrilled
at this point.

MR. APOSTOLAKIS: | can't control nyself.

MR. ROSEN: Besides that.

VMR, ARNDT: Well, what's inportant to
recognize isthisis anmethod to help us quantify, to
make the software review process nore quantifiable.
And it also has the opportunity to tell us something
about the reliability.

M5. SMDTS: Ckay. So what is the idea
behind this research? In other words, why would we

want to | ook at sof t ware engi neeri ng neasures, and how
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can we possibly relate themto software reliability?

Well, basically software reliability is
determ ned by the characteristics of the product, so
the software, and the characteristics of the
operational environment which | call the input.

Now the product characteristics are
actual |l y determ ned by characteristics of the project,
such as the type of application, and characteristics
of the devel opnment environnent, such as the skill
| evel of the people involved in the devel opnent, or
such as the schedul e pressures and things |ike that.

Now these characteristics are actually
nmeasur ed by software engi neeri ng neasures whi ch apply
to all of these elements. So in essence, software
engi neeri ng neasures are actual |y determ ni ng sof t ware
reliability.

MR.  APOSTOLAKI S: Wi t . | don't
understand the | ast bullet. Howdoes that followfrom
the —

M5. SM DTS: So what | said is that
basically thereliability of the product is determ ned
by the product itself, how it is, actually the
functions in the product, the logic in the product and
so forth and so on. And it's also deternm ned by the

devel opnent in the operational environment, how that
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product is executed. So the features of the product
are influenced not i mediately but indirectly by the
pr oj ect characteristics and t he devel opnent
characteristics.

MR.  APOSTOLAKI S: Sof t war e engi neeri ng
nmeasures, what are these?

M5. SM DTS: Those can be many types of
t hi ngs, such as, for instance, the |l ogic conpl exity of
a nodul e, the nunber of |ines of code in a nodule. It
could be things |ike the nunber of requirenents. The
fact that requirenents are traceable to the system
t he software requi rements are traceabl e to the system
and so forth and so on, there is a very | arge nunber
of such measures.

MR.  APOSTOLAKI S: But this is an
assunption really. | nean, why i s the nunber of |ines
determ ning the software reliability? It depends on
how you wote it.

MR. ARNDT: Right. There's a whole body
of research associated with what things, how many
errors or how many probl ens you have in software, and
then you conme out with the size of the code, the
conmpl exity of the code, the anmobunt of tinmes you change
the code, all sorts of different kinds of issues.

Many of those are neasured for one reason or anot her.
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We're trying to understand the quality of the code, or
we're trying to inprove the efficiency of the code,
trying to do a quality process in the devel opment of
the software or whatever. There have been neasures
that are used for various reasons.

MR. APOSTOLAKI S: So what doesn't follow
t hough is that they determine the reliability. They
influencethereliability. They areindirect neasures
of the reliability, but they do not determ ne the
reliability.

CHAI RVAN SI EBER:  No, they don't. But you
have to interpret sone of that too. For exanple, it
sort of follows to nme anyway, the nore |ines of code,
t he nore chances for m stakes.

M5. SM DTS: Right.

MR ROSEN:. Well, it's not |inear.

MR. APOCSTOLAKI S: No, because | may have
a mllion reviews.

CHAl RVAN S| EBER:  Yes.

M5. SMDTS: So that's why you woul d want
then to conbine that other measurement, which tells
you how nmany neasurenents, | nmean, how many --

MR. APCSTOLAKI S: What matters is the
whol e process.

M5. SMDTS: Right. So you would want to
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get all these neasurenents together, and toget her t hey
actually should give you a pretty good --

MR. APCSTOLAKI S: That's the whol e point
of controlling the process.

M5. SMDTS: Right. Right.

CHAI RVAN SI EBER:  But if you set out to
mnimze the |l ines of code, you may be sinplifyingthe
al gorithnms to the point where you don't get very good
answers, and so there are a |lot of conflicting kinds
of things here. | think the best thingto dois hire
the smartest person you can to do the progranmm ng.

M5. SMDTS: |If they are too smart, then
the code is really difficult to maintain.

CHAI RVAN SI EBER:  Yes, | know about that.
Smart, not tricky.

M5. SM DTS: So the idea here was to
postul ate the existence of subsets of neasures that
could help us determne reliability. Now since we
don't know what those subsets are, and we don't know
what are the nodels that need the subsets to
reliability, what we wanted to do was to be able to
rank t hese subsets since NRC staff woul d actual |y get
several neasurenents, and they woul d have t o det erm ne
whet her these sets of neasures are actually going to

product good estimates of reliability. Do they help
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us identify what thereliability of the product is, or
is the set of measurenents insufficient?

So basically, we can't rank these sets.
So the idea is that we decided to start by ranking
i ndi vi dual neasures with respect toreliability, and
hopi ng that by obtai ning these ranki ngs, we woul d be
able to actually build sets that would | ead us to top
reliability prediction systens, that's how we call
t hem

Now to rank the neasures, and | should --

MR, GUARRO Carol, I'"'m sorry. You're
sayi ng you set out to rank individual neasures?

M5. SM DTS: Yes.

MR. GUARRC  Ckay. Well, you probably
guess what the next comment is; which is, it seens
t hat t here woul d be very strong conbi natori al effects,
i nthe sense conbi nation actually, not conbinatorial,
conbi nati on effects so that dependi ng on environnent
and situations, therelative ranki ng of measures could
change from one situation to another. Have you
t hought about that?

M5. SMDTS:. Wll, that's what | would
have t hought too, but as you will see, the results of
the experts don't really seemto indicate that. |

nmean, we were trying to take experts which were con ng
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fromvery di verse backgrounds to try to cover the nost
generic of cases. W took people from the
t el ecomuni cations i ndustry, fromfinancial industry,
fromaerospace and nucl ear, and so forth and so on, to
try to cover all the possible aspects.

MR.  GUARRC well, I'll give you an
exanpl e in which you could force the nunber of |ines
of code down to the point where you generate | ogica
errors. And | know of situations in which at |east
you could run into that type of probl emwhen you' re —-
for reasons of efficiency. There's a certain type of
processor that don't accept a lot of lines of code.

M5. SM DTS: Ckay.

MR. GUARRO And again, |' mconditioned by
this bit systemexperience where we still use because
of space qualificationissues. W use processors that
are, in ternms of technology, they' re 25 years ago.

CHAl RVAN S| EBER:  Z- 80s.

MR GUARRO Ri ght. Also, in certain
| anguages are line of code intensive and certain
| anguages are not.

M5. SMDTS: Right. Soif wereto | ook at
the Iines of code that these peopl e created, probably
you woul d see t hat ot her measurenents woul d showt hat,

such as - 1'mthinking about cyclimatic conplexity,
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whi ch showt hat the | ogi c has becone very conpl i cat ed,
so you woul d have --

MR GUARRO Yes, but | nmean that's the
poi nt .

M5. SMDTS: Right.

MR GUARRO You're in an environment
whi ch now, you know, if you're in a free environnent
where the lines of code are just left conpleted
unconstrai ned, well, then probably yes, there youwl|
find that the nore | ines of codes that people want to
right, the nore errors they may produce. But in an
environnent in which the lines of codes are
constrained, nowthat factor, that particular metric
is not free to influence the reliability as it in
others. So sonmething else flips ahead of it. So what
|'"'m  saying, i f you're ranki ng one- by- one
i ndependently, you mght not see these conbined
effects.

M5. SM DTS: You wouldn't. You wouldn't
see the conbi ned effects. Yes, because we are ranking
t hem one- by-one. Right. So another -- well, one of
the things we could do in the future is to try
actually to rank them by several factors, but we
haven't done that.

MR, GUARRC Well, | guess one way of
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saying that is that the issue perhaps |ooked at
different sets of environments in which the
conbi nati ons of factors act in different ways.

M5. SMDTS: Differently, yes.

MR. ARNDT: And one of the reasons we're
trying to do pilot studies in various applications,
particul arly the nucl ear domai n dependent application
for that very reason. W want to be able to valid the
nmet hodol ogy in the kind of environnent that we're
interested in.

M5. SMDTS: GCkay. So this part of the
slide that actually shows the criteria that we
sel ected for the ranking of the neasures, so one of
the criteriais actually the relevancetoreliability
of the nmeasurenent. The other criteriatry to assess
the internal validity of the neasure, so what we have
hereis, for instance, howcostful the measurement is,
what is the benefit of having this neasurenent to the
or gani zati on. Has this neasure been validated
extensively by the scientific community, has there
been much experience, industrial experiencewiththis
nmeasure. Here, what is the level of credibility of
the measure; in other words, does it actually assess
t he goal of the nmeasure, and finally if this neasure

is repeatable or not. In other words, if performed
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repeatedly by different individuals, do we get the
same neasurenent.

MR. APOSTOLAKI S: These overlap a |ot,
don't they? | mean, the degree of credibility depends
on everything el se, and the validation - V depends on
R. The nore people use it, the nore validated it is,
isn"t it?

M5. SM DTS: Right, but this the
validation really by the scientific community. Here
we woul d | ook at the i ndustrial experience, so you may
have a | ot of validation fromus, fromthe scientific
communi ty and nobody is ever using this neasure.

Repeatability actually is really in the
way the measure is being defined. Now we find that
sone neasures like lines of code have a very |ow
degree of repeatability, but they're used throughout
i ndustry largely.

MR. APOSTOLAKI S: Repeatability. Wat is
repeatability agai n?

M5. SM DTS: Repeatability is the fact
that you can nake a neasurenent - if you and | make
t he same neasurenent, do we get the sane result. And
alot of the —-

MR. APOSTOLAKI S: You sai d sonet hi ng about

t he nunber of |ines of code.
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M5. SMDTS: Right.

MR APOSTCLAKI S: What ki nd of nmeasur enent
woul d that be, just the nunber of |ines?
SM DTS: Right.
APCSTOLAKI S: Do you di sagree?

SM DTS: Yes.

2 » 3 O

APCSTCLAKI S: Why woul d we di sagree?

M5. SM DTS: Because there are nultiple
definitions of the line of code to start with, so
actual ly one of the problens that isinthis field, ny
experience with this field now is that nost of the
neasures are very readily defined. Repeatability is
the real problem

So this is the ranking process that we
actually followed. So the first step in our work was
to actually narrow down the set of neasures that
Law ence Livernore had identified to 30 mneasures.
Actually, in the set that Lawence Livernore had
prepared, there were things that actually were not
neasures, but techni ques, things that were nodel s and
not neasures either, so we narrowed that down, and
then restricted to a set of Perti because we were
gearing up for expert opinion elicitation. And we
t hought our experts would not be able to rank nore

than 30 nmeasures. So step two was expert
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identification.

Now why did we performthis? W triedto
ook in the literature to see whether or not there
woul d be sone data that would allow us to rank the
measurenments on our own. And actually, it's very
difficult to find any rel evant data. The data may be
there, but it's usually proprietary and conpani es wi | |
not share it, so the only way we thought we could
actual |y approach this problemis by expert opinion
elicitation.

So we identified a set of 10 experts, and
"1l show you the nane of the experts in the next
sl i de. We defined the criteria specifically, and
identified levels for the criteria. So for instance,
for the experience criteria we had five levels, from
a case where there was absolutely no experience with
t he neasure, to cases where hundreds of conpani es had
used the neasure.

So in the next slide, we also design a
guestionnaire which we sent to the experts. The
experts sent us their ranking back, and then we held
a workshop to actually look at, and the experts
actually explained their ranking. W also had
interviews with the experts after the workshop to

foll owup on sone of their results.
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We had left intentionally a door open in
t he sense that we all owed experts to identify what we
call mssing neasures, so if they believed we had
m ssed sone inportant nmeasurenents, they actually
i ndi cated that.

The next step, we aggregated t he opi ni ons
of those experts wusing utility fields, and this
framework, theutility field framework has a nunber of
paranmeters, such as the wei ghts of each of the ranking
criteria and so forth and so on. W perfornmed a
sensitivity analysis to see whether or not within
bounds t hat we t hought were accept abl e or reasonabl e,
whet her the ranki ngs woul d be actual |y nodi fi ed. Then
we anal yzed the results.

So here are the experts. They were
sel ected out of a set of 30 initial candi dates, and we
see t he backgrounds of those experts. |It's industry,
academ a m x, sone have actual experience both in the
i ndustry and the academi a. And here are the areas in
whi ch they actual ly —- t he donai ns i n whi ch t hey wor k.
Al'l experts have know edge with critical systenms, with
actual |y sof tware reliability, and sof tware
nmeasur enent .

Here is the set of neasures which we

considered initially, and here are the results of the
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ranking. Actually, the experts provided rates for
each of the nmeasures in different phases of the
devel opnent life-cycle. So arate of zero essentially
means that the neasure is worthl ess, and a rate of one
nmeans that the neasure is actually excellent.

As you see in the requirenents phase, we
have very little neasures avail abl e because sone of
t he neasures becone defined only in the | ater phases
of the life-cycle, by testing all the nmeasures
avai | abl e.

MR. APOSTCLAKI S: Are these -- you had
what, 12 experts?

M5. SM DTS: Ten

MR APOCSTOLAKIS: Ten. So if | |ook at
conpl et eness requi renents, you say .41 - don't tell ne
all 10 said .41. So how did you cone up with .41?
What is the dispersion?

M5. SM DTS: The dispersion - do you
remenber, Mng, what is the dispersion, because |
don't remenber. How nmuch di spersion -

MR. APOSTOLAKI S:  You have to cone to the
m crophone if you want to speak, and say who you are.

CHAl RVAN SI EBER:  For the record.

MR LlI: I'mMng Li. 1'mthe post doc

researcher for Dr. Smdts. Andthis research actually
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isny Ph.D. topic. | have been working onit for over
six years. And | found the nunber of repeats of that
measure should be around four to six out of ten
experts.

M5. SM DTS: No, that's not the question.
The question was, was there a | ot of dispersioninthe
rati ng of the experts.

MR LI: On, okay. Fine. Well, since we
ranked using the latter scale, and if converting to
zero to one, | would say 30 percent around. W didn't
cal cul ate that rigorously and have the stati stics, but
| wll say it's around from-- let's say fromletter
Dto letter B, sonmething |ike that.

MR. APOSTOLAKI S: Let nme understand. What
exactly did you ask the expert to give you regarding
conpl et eness?

MR LI: Well, for each neasure - do you
want to continue?

MS. SM DTS: Yes. So for each nmeasure, we
asked themto tell us for each of the ranking criteria

what was the level of that particular ranking

criterion.
MR APOSTOLAKIS: On a scale of what?
M5. SMDTS. So the scales are —- they go
fromletter —— let's say there are five levels, so
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fromletter Ato E

MR. APOSTOLAKI S: And then you converted
it to a nunber.

M5. SMDTS: Right. So what we did is
actual |y, because we weren't sure that the conversion
woul d not change the nunbers which, of course, it
does. It changes the nunber, but we wanted to verify
whet her or not the ratings remai ned correl ated, so we
perforned a sensitivity analysis later on that.

MR. APOCSTOLAKI S: So in terns of the
letters then, for a particul ar one, what did they give
you? Did you have a situation where sonebody gave an
A, sonebody gave an E, another guy gave a C - it was
all over the map?

M5. SMDTS: W had cases like that.

MR. APOSTOLAKI S: So what does that tell
you?

M5. SM DTS: That there was, in that case,
i ndeterm nation between the di fferent cases. But nost
of the cases were not like that.

MR. APCSTOLAKIS: They were |ike what?

M5. SMDTS: One letter grade probably.

MR APOSTOLAKIS: Fromall ten of then?

M5. SMDTS: Fromall ten of them No, |

mean maybe nost of themwere A, and then sone gave B.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

236
So | -—

MR. APCSTOLAKI S: Remar kabl e.

M5. SMDTS: | didn't study the -— 1 don't
have in mnd the actual variations of the experts.
But it wasn't outrageous, |ike you would assune t hat
-— 1 nmean, it wasn't |ike you had a person gave E, and
t hen everybody el se -- and then one gave D, and two
gave C, and then one gave A. It wasn't that bad.

MR. APOSTOLAKI S: And then you converted
the letter scale to a nunerical scal e using what?

M5. SMDTS: W actually did that using
different curves. And what we did is we actually
performed a sensitivity analysis on the different —-
we varied the curves, the transformation

MR.  APCOSTOLAKI S: Now when you use
additive, you really have to make sure that the
neasures are independent. | nean, there is an
i nplication of remarkabl e accuracy when you say . 15.
And it seens to ne that sone sort of statenent of
uncertainty would be required there.

M5. SM DTS: kay.

MR. GUARRO Now when you're saying you
used t hese curves, you adopted actually one curve for
all the neasures, or dependi ng whi ch neasure you were

dealing with, you used a different curve?
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MS. SM DTS: So we used one curve for all
t he measures, and then we | ooked at the rating at that
poi nt . Then we used another curve for all the
neasures, and what we were trying to do is to see
whet her or not the ratings were correlated for these
different curves. And we did that for all these
different curves. And then since we were | ooking at
an aggregation framewor k whi ch was additi ve, so we had
different weights for the different criteria, and we
varied the weights. So these are the sensitivity
anal ysis schenes we |ooked at, those different
wei ght s.

MR. APOSTOLAKI S: So these are weights
t hat you show t here?

M5. SM DTS: Right. Her e.

MR. APOSTOLAKI S: Yes, and these are your
wei ght s.

M5. SMDTS: This is the first -- these
are my wei ghts.

MR. APOSTOLAKI S: These are your wei ghts,
not the experts'.

M5. SM DTS: They're not the experts', no.

MR. APOSTOLAKI S: Wy didn't you ask the
experts to also tell you relative inportance --

M5. SMDTS: | asked themto give ne 30
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nmeasures, and for these 30 neasures, | had how nany
criteria - seven criteria, and | had four phases of
the life-cycle. So | didn't ask them the weight.

MR. APOSTOLAKIS: So what is it that we
learn fromthis, Carol? Can you tell us what the
conclusion fromall this is?

M5. SMDTS: Yes. | mean, ny concl usion
is the actual neasurenents which are inportant are
rel evant, and the others which are not.

MR APOSTOLAKIS: So which are they?

M5. SMDTS: kay. So these are for the

different phases of the life-cycle, the best
indicators of reliability. Now sone of them are
obvi ous, of course, like failure rate. Now here we

have code defect Ansically, which is surprising, but
the experts considered that there is a lot of
experience wth this neasure, and this neasure
actual ly neasures the flaws in the code, the defects,
so it is relevant to reliability.

MR. APOSTOLAKI S: It nmeasures the defects?

M5. SM DTS: Yes.

MR. APOSTOLAKI S: So you know how many
there are?

M5. SM DTS: That's what t he neasure gi ves

you.
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MR. APOCSTCOLAKI S: Then what do you do, you

say --

M5. SMDTS: That's the defects found.

MR. APCSTOLAKIS: Ch, these are defects
found. And why is the —-

M5. SM DTS: Because actually they
normalize it to the lines of code. But the nmeasure
itself, you have to understand, the measure i s not on
t he nunber of defects per |ine of code. It's alsothe
| ocation of the defects found, the nature of the
defect, the type of the defect, so it's all the
information that was relevant to that defect, and
identified in inspection.

MR. APOSTOLAKIS: So again, there is an
inmplication as | was saying earlier to Barry, that
t hese defects that you found are exchangeabl e with t he
ones you have not found. And that's a pretty strong
assunpti on.

M5. SM DTS: Well, found is defect found.
| f you have several inspectors that inspect at the
sanme tinme, you have sonme nodels, and | haven't done
that. | haven't pushed the research to that point
yet, but if you have nultiple inspectors inspecting,
you can actually cal cul ate through sone statistica

nodel s to recapture nodels. You can calculate the
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nunber of defects renaining.

MR. APCSTCOLAKI S: No. That's where |

di sagr ee.

M5. SM DTS: You do di sagr ee.

MR. APOSTOLAKIS: They all assune that
these things -- | suggest we -

M5. SM DTS: Honbgeneous.

MR. APOSTOLAKI S: Yes. Not exchangeabl e.

M5. SM DTS: Honbgeneous, yes, in that
sense.

MR APOSTOLAKI S:  Yes.

M5. SMDTS: Yes. Theonly thingit gives
you then is a first order estimate of what the nunber
of defects remaining may be.

MR. APOCSTOLAKIS: Sure. | nean, if I find
| ots of defects, I forman opinion about the process.

M5. SM DTS: Right.

MR. APOSTOLAKI S: Right. 1 say, you know,
t hese guys really didn't know what they were doing.

M5. SM DTS: Right.

MR.  APOSTOLAKI S: But presumably, you
never do that in a strictly controlled process, |
hope.

M5. SM DTS: Well, that's what vyou

bel i eve.
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MR. APOSTOLAKIS: Yes, well, | can only

bel i eve what | believe.

MR VH TE: Excuse ne, Carol. The
coverage factor rate says third nost inportant inthe
testing phase. |Is that correct?

M5. SMDTS: R ght. In the sense that
t hat nmeasurenment you can get at this point only during
the testing, because what you do is you actually
inject flaws and you nmeasure whether or not it can
recover fromthe flaw. So it beconmes inportant on
event, because it becones avail able on the event.

MR, VWHI TE: Ckay. Wiat is fault nunber
days?

M5. SM DTS: Fault nunber days | think is
actual Iy the nunber of days that the fault remained in
the application. |Is that correct?

MR. WHI TE: But how do you not e t hat under
the requirements? Say under requirements colum, |
see fault nunber days as rank nunber 5.

M5. SM DTS: Right.

MR VWH TE: Whsat does that nean?

M5. SMDTS: So it would be, let's assune
we start the devel opnent process, and then how nuch
time didit take for us to detect the critical fault.

VR, ARNDT: After it was put into the

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

242

process.

MR. WHI TE: Yes. Thank you.

M5. SM DTS: Yes.

MR, GUARRO Can you el aborate on the
definition of the design defect in inplenentation
versus design fault in the design phase?

M5. SM DTS: Yes. So design defect
density is actually in the sane type of code defect
density. It's the same type of neasure. Desi gn
defect density is actually assessed with respect to
t he nunmber of lines of design, so this would be with
respect to - let's assune you have a desi gn docunent,
and you actually neasure the nunber of |ines of
design. And you would actually then calculate --

MR  GUARRO Ckay. But essentially,
defect for you is any variation fromrequirenents?

M5. SMDTS: O it could be problens in
t he requirenents.

MR, GUARRO  Ckay.

M5. SM DTS: I nconsi stent, incorrect,
anbi guous, anyt hi ng.

MR. GUARRO Okay. | understand that. So
now i n the design colum, what is a fault, and howis
it different froma defect?

M5. SM DTS: kay. So a defect, if |
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remenber correctly, is sonmething that you identify by
i nspecti on.

MR. GUARRC | understand the difference
between defect and fault in the execution, so to
speak. Fault is as executed, defect is just there.
It may not be called upon. Am | interpreting it
correct?

M5. SM DTS: Yes.

MR. GUARRO In other words, a defect is
a latent fault, but is not an active fault.

M5. SMDTS: Right.

MR GUARRO So I'mtrying to understand
what fault nmeans in the design colum, because in the
desi gn phase you will not know if something is being
executed or not, so it's really a defect, isn't it?

MS. SMDTS: Yes. However, you may have
let's say a sinulation at the design |evel which would
allowyou to infer that you have actual |l y sone ki nd of
a failure, soif you're --

MR. GUARRO. Yes. But you're not using a
reoperational profile -

M5. SMDTS: No, we're not.

MR. GQUARRO --soit'sreally speculation
whet her that is a defect or a fault. You see what |'m

driving at? | don't --
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M5. SM DTS: However, you have -- | mean,
you're right because you're not in the real
environnent. But in the sense that you know whet her
or not this would create a failure, it is your
assessnment, of course. Yes.

MR  GUARRO Because you're using a
postul ated profile.

M5. SMDTS: Right.

MR. GUARRO And a postul ated code itself,
because you're still in the design.

M5. SMDTS: Right.

MR. GUARRO  kay.

M5. SMDTS: So you have the -- yes.

MR. GUARRO |'mjust tryingto understand
t he definition.

M5. SMDTS: No problem So here are the
m ssing neasures that were identified by the experts.
Actually, the mssing neasures identified were the
first four ones. And actually when we started, we
were not considering OO projects or OO software,
obj ect-oriented software, because at that point there
was littl e experiencew thobject-orientedfor safety-
critical systens, so the experts recommended that we
add a category of measurenents which would capture

object-oriented programming. Sothisis actually what
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we did here, we added those nmeasurenents for that.

The first one that they recommended was
t he coverage -- | mean, one of the first ones was the
coverage factor for fault architectures. Then that of
a full function point for real time systenms. They
bel i eve that full function point was nore rel evant to
real tine systens then function point, which is
anot her measure that we have.

CHAI RVAN S| EBER: VWhi ch  nunber  of
children, fourth fromthe bottonf

M5. SM DTS: The nunber of children |
t hi nk i s when you have a parent class, and the nunber
of derived classes fromthat parent class. Gkay. So
this is the result of our sensitivity analysis, and
what we -- | think we |ooked at 100 and sonet hi ng
sensitivity analysis variations. And of those, you
see that nost of the variations are actually with a
correlation coefficient, which is superior to .9,
which is very encouraging in those results.

kay. So now the hardware we are trying
to actually validate our nethod, so we performed a
validation on small scale studies. So this is the
met hod which we applied. The first part, of course,
is the selection of the application. W took an

application which was a small control system which
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was real time in that sense. It was pertinent to what
the NRC types of applications are.

I n the next step, we were | ooki ng at which
neasures to actually select for the validation. And
we considered a |limted nunber of neasures due to the
smal | scal e of the validation study. W took nmeasures
whi ch were hi ghly ranked nmeasures, which were ranked
medi um and neasures which were ranked |low to see
whether or not we could see actually whether the
predictions were actually follow ng that trend.

MR, ARNDT: This was al so because we
wanted to gain information on whether or not the
| icensee cones inwth a ranking, be it high, nmedium
or | ow, or what anount of credibility they assignedto
t hat .

M5. SMDTS: Right. Sointhethird step,
we perfornmed the reliability assessnent. So what
happens is that we split our research teamin two
conponents. One conponent actually was performng
nmeasur enments, and tryi ng based on those neasurenents
to predict reliability. And another part that the
teamconsi dered to be a teamthat knew what the idea
behavi or shoul d be, so they actual |y had what we cal
the Oracle, the perfect behavior, or assuned perfect

behavi or .
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Nowin the fourth step, what we did is we
actually tried to construct those reliability
prediction systens. In other words, we tried to
bri dge what we knew t he neasures for reliability. In
step five, we perforned neasurenents and anal ysis.
And in step six, our results of peer review

So here are the small scal e systens that
we consi der ed. The first -- so this is personal
access control systemto enter in a building. The
first system was devolved by industry. It was
devol ved foll owi ng the Capability Maturity Model, and
t hat particul ar conpany at the time was rated at | eve
4, and they were asked to performthis devel opnment at
| evel 4. This was actually -- we used the systemin
anot her study that was sponsored by NSA, so the code
was devolved in C++, and the reliability of that
application is .92 per demand, around .92 per denmand.
So it's not a very high reliability system It's a
lownmediumreliability.

DR KRESS: When it was unreliable, refuse
access to sonebody that should have been --

M5. SMDTS: Let in

DR. KRESS: O let sonebody in they
shoul dn't have.

M5. SMDTS: Right. Right. So then since
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we wanted to see whether or not we could use what we
had devolved on a nore reliable application, we
actual ly asked West Virginia University to devel op
anot her version of this same system again in C++.
And here, the reliability is nmuch higher with this
system I[t's .999 per demand. This work was
sponsored by NASA. So t he neasures whi ch we are using
in the validation were these, two high-ranked, two
medi um two | ow.

SPEAKER: Bef ore you |eave the slide,
should I draw any kind of conclusion fromthe fact
t hat you had a CMM 1l evel 4 that was reliability of .92
per demand? And if so, what woul d t hat concl usi on be?

M5. SM DTS: The concl usi on woul d be that
you cannot trust that you cannot trust a CMM | evel to
tell you what is the reliability of the application.
And now if you want to probe further, I can tell you
that this is because there are no real neasurenents
which are required by CM It's a process w thout
actual final neasurenent.

MR, ARNDT: There have been several
studies related to the CMMprocess andits ability to
predict the quality in the software. And there's
been a lot of controversy associated with it,

obviously because it's an inportant i ssue,
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particularly in mlitary software devel opnent. And
many of those studi es have shown vari ous i ssues, inny
opi ni on the nost i nportant of which are for cl asses of
software. You get a good prediction, you narrow it
down to single codes withreliability or the validity
of that becones nore difficult as you m ght think.
Al so, as the code size shrinks, |ike sonmetines in say
the critical real tine systens, the validity of CMMas
a predictor of quality goes --

M5. SM DTS: Yes.

MR. ARNDT: That's one of the nany reasons
t hat SEl, Software Engi neering lnstitution, has | ooked
at i ndi vi dual code, i ndi vi dual measures for
individuals or small teans, as opposed to whole
compani es, which are nore applicableto small er codes.

MR GUARRO Carol, this may be a silly
guestion, but why neantinme to failure was i ncl uded as
something to test? | nmean, it's essentially a
paraneter that defines reliability so, of course, it
will be highly correlated with reliability.

M5. SM DTS: Yes, you're right. So
actually what we did is that in the second study,
PACS-2, we took it off.

MR, GUARRO  Ckay.

MR APCSTOLAKIS: It's not the true nean
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time to failure, is it?

M5. SMDTS: |It's not the true.

MR. APOSTOLAKI S: So sonebody estimates
it, so it makes sense.

MR. GUARRO But it's essentiallytheonly
neasure that you have out of your systemthat tells
you what the reliability may be.

M5. SMDTS: Yes. So |'ve been goi ng back
and forth because, | nmean, for the first study what we
did is that the team that was performng the
measur enent cal culated the neantinme to failure. And
t he teamwhi ch had the Oracle, calculated the failure
rate. Now they're not the same perception of the
system yes.

MR, GUARRO. Yes. (kay.

M5. SM DTS Ckay. So this is the
environnent that we used to performthe reliability
assessment, sousing this Oracle. So what we do is we
start actually fromthe requirenents, and the team
devel ops, analyzes the requirenents and devolves a
finite fake machine that represents the behavi or of
t hat system

Then if you put that in sonme test
generation tool, such as the Test Master Tool, well,

you can automatically generate test cases, and those
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test cases are run automatically by a test execution
tool which is not WNRunner, but WnRunner, so that
allows us to run a very large nunber of tests
automatically actually. And the failure/success is
captured al so automatically.

MR.  APOSTOLAKI S: So this is your
approach, these boxes?

M5. SMDTS: This is -- so what we —- what
| was saying is what we did is we split out teamin
two parts. One part was neasuring and was trying to
assess reliability, and the other part was supposedly
the Oracle. And that team defined this, so this
represents the Oracle and the testing using this
perfect image of what the systemshould be. So then
what we do is we try to conpare the results.

MR,  APOSTOLAKI S: Did you at any tinme
actually | ook at the process that the NRC has bl essed
for the devel opment of software? This is your
approach. R ght?

M5. SM DTS: Right.

MR. APCSTOLAKIS: Did you |look at that?

M5. SMDTS: | |ooked at the process. |
read the docunents which are related to that. No,
thisisjust aprocess to assess what thereliability,

the true supposedly reliability of the applicationis.
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MR. APCSTOLAKI S:  But | thought what you

were trying to do was to ultimately go - maybe | was
wrong - go through the process that the NRC staff has
est abl i shed and say based on whatever | have | earned,
if youreally follow this process you end up with a
reliability of such and such.

M5. SMDTS: Right.

MR. APOSTOLAKIS: Isn't that what you --

MR. ARNDT: Not quite. What the ideais,
isto--the process that the |licensees need to fol |l ow
is laid out. What's laid out is how we're going to
review their process.

MR APOSTOLAKIS: Yes, | agree with you.

MR. ARNDT: \What we're trying to do is
inform our review of their process by adding a
gquantity of measures.

MR,  APOSTOLAKI S: Yes, but they wl]l
follow the process that you have in your SRP.

MR ARNDT: Right.

MR, APOSTOLAKIS: So at sone point you
coul d take these i nsights, apply themto that process.

MR. ARNDT: Right. Wat we're trying to
do i s update the process, our review process so that
we | ook at things that are the nost inportant to final

systemreliability. And this is designed to find out
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if there are nmeasures that are going to help us do
t hat .

MR.  APCSTCOLAKI S: Now are there any
neasures - | nean, from Professor Johnson's
presentation, we learned that in some of the errors
that he caught, there were hardware/software
interactions. Are any of the 30 neasures addressing
t hat ?

M5. SM DTS: That was t he coverage factor,
actually. So that one actually --

MR. APOSTOLAKI S: The coverage factor is
the same as his coverage factor, and that's the only
one.

M5. SM DTS: There are others ——let's say
there are others that probably look at it indirectly,
such as, if you |l ook at requirenent traceability, what
requirenments traceability does is | ook at whet her the
software requirenents are traceable throughout the
devel opnent of software. But also, if the software
requirements are traceable upstreamto the system

MR. APOSTOLAKI S:  Yes. | have a coupl e of
exanmples in ny mnd of actual failures, and I'm
wondering how this approach relates to that. There
was a case that | read sone tine ago where the pil ot

inafighter pl ane commanded t he software to rai se the
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| andi ng gear whil e the pl ane was on the ground, and it
went down. And then, of course, they realized that
the software should have an interlock of sonme sort
that said if you're on the ground, don't do that.

CHAI RVAN SI EBER:  Or get a new pi |l ot woul d
be good t oo.

MR. APOSTOLAKI S: Now t hat is a
requi rements problem is it not?

M5. SM DTS: Yes.

MR, APOSTOLAKI S: Wbul d your approach fi nd
anything like that?

M5. SM DTS: Vell, normally in the
requi renments they shoul d actual |y define what are the
range of correct inputs in different situations.

MR. APOSTOLAKI S: Right. But inthis case
there was an incorrect situation, | guess.

M5. SMDTS: Right. So all --

MR. APOSTOLAKI S: So woul d you find that?

M5. SMDTS: Well, in the case you' re not
in the range of correct input, you should have
speci fi ed behavi or for i nputs that are not within that
range. If such are not defined, thereis a problemin
t he requirenents.

MR. APOCSTOLAKIS: And | know there is a

probl em
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M5. SM DTS: Ckay.

MR. APOSTOLAKI S:  The question i s whet her
your method would find that problem

M5. SM DTS: Ri ght, because you woul d have

MR APOSTOLAKIS:  How would you find it?

M5. SM DTS: You would have normally a
nmeasur enent that would tell you that the requirenments
are inconplete, because that range of paraneters
outsi de the correct range i s not considered.

MR APOSTOLAKI S:  Which measure of the
t herapy woul d do that?

IVS. SM DTS: Vel |, requirenments
conmpl et eness, for instance.

VR. APOSTOLAKI S: Requi renent s
conpl et eness. Yes, it's easy to talk about
requi renents conpl et eness but sonebody has to actual |y
evaluate it.

M5. SM DTS: Right.

DR. KRESS: You have to have a conplete
set of requirenents.

MR APOSTOLAKI S: Ri ght. And | think
that's what part of the problemis, isn't it? That
you need somebody with an inmagination, in this case

maybe it doesn't take much i magination but it does,
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t hat woul d say you need this. So | don't know whet her
any formal nmethods, or any of this, or even what Barry
is doing, whether it would find sonething. | don't
know.

M5. SMDTS: So actually, to go back to
one of the first slides | have is that actually you
have to create those i nput condi ti ons dependi ng on t he
sequence in which you are, you need to assess what is
the set of input conditions that that software is
goi ng to seek.

MR. APOSTOLAKIS: And | agree with you.
And it seens tone thisis thereal issue we're facing
inthe nuclear industry. Right? The software nmay get
some i nputs that command you to do sonething that is
i nappropriate for that particul ar context. And that,
it seens to ne, is nore a matter of technical
know edge on the part of the designer than anything
el se.

MR. ROSEN.  You got hold of a very good
point | think, GCeorge. Let's take sone real
operational circunstances, for exanple. Let's take a
case, a plant | know where three trains of central
cooling water should never all be out of service at
once.

MR APOSTOLAKI S: Exactly.
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MR. ROSEN: And let's say this plant was

digitally controlled, and one could give a conmand to
the software to take out a train of central cooling
water. And then one could go to the next train, to B
Train. Let's say you did it to A and then go to B
and do the sane, and they would accept the second
conmand too. But when you went to the third train —-

MR. APOSTOLAKI S:  Shoul d refuse.

MR. ROSEN: --it would refuse to take out
the train, so that's the third train, because the
other two are out. You have to put one back before
you can this one out. Now that should be a
requi rement in the requirenent software.

MR.  APOSTCOLAKI S: And ny question is
whet her the methods we've been di scussing here from
Virginia and Maryland, if the designer had nmade the
m st ake and all owed all three to be out, woul d any of
these match this? Again, thisis not —- don't take ne
wong. |I'm not actually criticizing you. [''m
addressing what | think is the real issue in nuclear
safety.

MR ROSEN: | understand, but | don't
think you can ascribe that to the software. | think
the software —-

MR,  APOSTOLAKI S: It's a design, the
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desi gn of the software.

MR. ROSEN: The desi gner of the plant has
to work with the designer of the software to say
anongst all the thousands of other things he wants t he
software to do —-

MR. APCSTOLAKIS: | want you to do that
one.

MR. ROSEN: -— | want for the central
cooling water never to be take out three trains at
once.

MR APOSTOLAKIS: That's right.

MR. ROSEN: And this will not allow an
operator to do one, two, three, or the software to
make a fault in which it automatically takes out al
three. If it tries to do that, or even succeeds to do
that, there's afault error nmessage. There's an error
nmessage pops up i medi ately, and the software takes
anot her al gorithmand puts one of the trains back in
service, or sonething like that.

M5. SMDTS: So that actually should be
specified in the systemrequirenents.

MR. APOSTOLAKIS: | agree. \Wat shoul d
have been done is clear. Wether you catch it is the
i sSsue.

DR.  KRESS: It's just |ike the PRA
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conpl et eness i ssue.

M5. SMDTS: Right.

DR. KRESS: If you're inconplete, you're
not ever goingto findit until sonething happens and
you say oh, | should have had that in my PRA too.

M5. SMDTS: Right.

DR. KRESS: This is the same way. You
will never findit with any of these nmessages, and you
can't hope to.

CHAI RVAN S| EBER: No, you can't ask
software to —-

DR KRESS: You can't ask it to do that.

MR GUARRO That is true, but the
guestion is, for exanple, if there are ways of
analyzing the interactions between hardware and
software that hel pidentifying situationsinwhichkey
requi rements have not been identified.

M5. SM DTS: And the answer is that in any
reliability assessment we do, be it based on neasures
or anything, one of the primary issue is to
characterize the input space, because once you
characterize the input space, you will be able to
trigger conditions that may not be represented i n your
sof t war e nodel .

MR. GUARRO Exactly. | think that's the
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key poi nt, whether there are ways to generate t he sets
of input conditions in a way that essentially probes
the design of the integrated system It's the same
type of story of the exanple we were discussing
before, the one that I'm famliar with because it
cones fromthis basis and environnent. That was not
a software problem specifically, because if you
hotwired their own paraneter value into an anal og
controller, it would have caused exactly the sane
failure.

MR ROSEN: Damage the valve are you
t al ki ng about ?

MR. GUARROC Well, the overreactive | aunch
vehicle control system that ran the system out of
hydraulic fluid. And that's a particularly tricky
one, but there are things of that nature that if you
have sone orderly way of verifying the requirenents
and | ooking at the spatial requirenments, | think it
can help you think in the right direction. | don't
think that there is any particular silver bullet that
automatically says okay, here are your m ssing key
requi renents. Unless you | ook at the hardware and
sof tware together, you' re not even triggered to think
in that direction, so | think that's the key thing

t 0o.
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DR KRESS: I was wondering if the

Uni versity of Virginia processed noving fromthe | eft
totheright, iterating with a sinul ated systemwoul d
uncover sonething like that. You would ask -- at
every point along the Iine you woul d ask your system
if the plant has sonme sort of unacceptable failure,
what conditions would nake it lead to that. That
m ght be one of the things you have to pick up.

MR, APOSTOLAKI S: Still though, if you
went there with a mndset that when | command it to
rai se the landing gear it has to do it, w thout ever
thinking that if I"mon the ground I shouldn't allow
it, then you probably convince yourself, even wth
this approach that it's okay.

DR, KRESS: | think you --

MR APOSTOLAKIS: It cones down to
techni cal --

MR. ARNDT: The basi s you're goi ng to have
to have, as we discussed earlier in the day, a
detail ed understanding of what you're trying to
acconmplish in the system

MR. ROSEN: And know edge of the system
itself, whether it's an airplane that wants to crash
itself on the ground, or a Delta rocket with a

hydraulic control system or in a central cooling
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wat er systemthat can't have all three systens out at
once. And nucl ear, aerospace and ai rpl ane requi res an
initial definition of the systemrequirenents by the
engi neer, not of the software but of the engineer of
t he system

MR APCSTOLAKI S:  Exactly.

MR.  ROSEN: And then once those
requi renents are set down, then it becones the job of
t he software engi neers to accurately translate them
But absent having the system requirenments fromthe
engi neers of the system the software process is
doonmed to start wth.

MR. APOSTOLAKIS: I'dliketo come back to
t he various neasures that you have evaluated. If we
all agree that this is really a mgjor, if not the
maj or probl emw t h sof t war e requi renent specification,
are we creating a fal se sense of security by | ooking
at things like nunber of lines, density of faults.
That's where the action is. Shouldn't we be focusing
on this issue? Like, for exanple, | don't think you
have a project on formal nethods.

MR. ARNDT: W have a small project that's
part of the —-

MR, APOSTOLAKI S: Now t hese guys claim

t hat they check for internal consistency. Now again,
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if internal consistency neans | want to raise the
| anding gear and | always do it, then that doesn't
hel p.

M5. SMDTS: No, it doesn't.

MR.  APOSTCOLAKI S: It doesn't help ne
ei t her.

M5. SM DTS: No.

MR. APOSTOLAKI S: Wiy shoul d | care about
what you do, Carol?

M5. SMDTS: Well, you should because |
| ook at the combination of the input conditions. |
force you to actually | ook at the input conditions,
because you cannot create a reliability estimate if
you don't define the input conditions.

MR. APCSTOLAKI S: Absolutely agree with
t hat .

M5. SMDTS: | cannot --

MR APOSTOLAKI S: But which of vyour
nmeasures deals with that?

MS. SM DTS: The neasures t hensel ves, the
30 that are there don't.

MR APOSTOLAKI S: Are dooned.

M5. SMDTS: So | have to add neasures to
my set to actually get that.

MR APOSTCLAKI S: Well, now you're
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talking. | would really love to see those neasures.

MR. WHI TE: But what about your neasure of
revi ew i nspections and wal k-t hroughs? So ny questi on
is, and I think what we found on the panel was, if
t hese revi ews i nspections and wal k-t hroughs are done
by the equival ent of plant engineers, that's good.

M5. SM DTS: Yes.

MR VWHI TE: But if it's done by a bunch of
sof tware engi neers, then you' re going to get into the
same probl embecause you' re going to m ss these ot her
-—— so which of these did you nean in reviews
i nspections and wal k-t hroughs?

M5. SM DTS: Is that the one in the
requi renments phase?

MR. WHI TE: That's one of the pre-sel ected
30 neasures.

M5. SM DTS: Ckay. Those are done at
different phases of the life-cycle, typically by
di fferent groups of individuals. So if you're early
inthe Iife-cycle requirenents phase, you will have
pl ant engineers in that group. You w Il have user
representatives in that group.

MR. ROSEN: That's the key, that the user
representatives get on board |I think the day the

contract is signed for the newsystem The very first
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person after the project manager who i s assi gned, the
proj ect manager picks up the phone and calls the
equi val ent of a plant engi neer and says put yourself
on an airplane and be here at 8:00 Monday norning.
W're starting the design of the new whatever.
Ai rpl ane, space system- becauseit's hisinput that's
cruci al for al nost everything you do fromthat point
on.

MR. APOSTOLAKI S: | woul d suggest -- maybe
you' re al ready t hi nki ng about it, Steve, that you have
sonmebody, a group or whatever, think about this issue
of requirenents. Wat is it that we can learn from
the existing literature on faults that have been
found, and what can be done about it? | agree with
Sergi o and Tom that it's an i ssue of conpl et eness and
our brains cannot handl e issue of conpleteness in a
sense that we can prove that sonething is conplete.
But as Sergio says, there might be ways that can
gui de, that would enhance the probability that you
will identify sonething in the process. It seens to
me that's soinportant that it certain -- that doesn't
mean you can do this at the expense of this or
sonething el se, but it's such an inportant thing that
it seens to ne by itself should be a task.

|'ve | ooked at a nunber of these things,
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and it's not really the fault of the software, it's
t he system The guy who desi gned t he whol e t hi ng t hat
either didn't foresee sonething, or didn't know
enough, or what ever.

MR. ROSEN: Had never flown an airpl ane
like that or sonmething like that.

MR APOSTOLAKI S:  Yes.

MR. ROSEN: But the m nute you put sonmeone
on the team who has flown an airplane |ike that and
his |life depended on it, he will tell you his life's
anecdotes in very brief tine, and you'll nake sure you
don't meke those m stakes at | east again.

CHAI RMAN S| EBER: I don't want to
interrupt but there are 13 slides in 10 m nutes.

MR. APOSTOLAKI S: Ten m nutes, 35 m nutes.

M5. SM DTS: Ckay.

CHAI RVAN SI EBER:  No, we're going to |et
Steve al so talKk.

MR, APOSTOLAKI S: Steve can talk after
3:30. I'mhere.

CHAI RVAN SIEBER: | will encourage -- you
may even want to pick out the best of your slides —-

MR APOSTOLAKIS: The best of the best.

M5. SM DTS: Ckay. So --

MR, APOCSTCOLAKIS: And the nost | egible.
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M5. SM DTS: GCkay. So one of the things

| wanted to say though is that I knowyou insist alot
on requirenments, but do not forget that there are a
ot of inplementation errors also. So this is —- |
have 10 m nutes? Ckay.

CHAI RVAN S| EBER: You' re skipping the
interesting part.

M5. SM DTS: Ckay.

MR. APCSTCOLAKI S: When chal | enged, she
responds.

MS5. SMDTS: So here are the results —- so
these are -- so what | skipped is actually the
bui l ding of the prediction systemfromthe different
nmeasures. So what you can see is actually for PACS-1
on the left-hand side, you have the val ues which are
obt ai ned for the different neasurenents, sothisis by
t he nmeasurenent team And here you have t he predicted
probability of success by each of those neasurenents.

We're using inthis box here - what you do
have is the actual correct evaluated probability of
success of the system So here is just the relative
error for the different predictions.

MR ARNDT: Predicted relative error.

M5. SM DTS: Ri ght. Predict relative

error? No, the actual relative error for each of
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t hese. So here is the original rankings of the
experts, and here is actually the rankings that we
obt ai ned based on validation. So sone of the results
we get is that as you see the high-ranked neasures
produce the best estimates, nediumranked neasures
product not as good estimate. And, of course, |ow
ranked measures produce actually relatively bad
esti mat es.

So the sane thing -- so this is another
thing | wanted to showyou, is that the nethod that we
use for validation is actually reviewed by these four
experts. These people were pretty famliar with our
research earlier because they had participated inthe
expert opinion elicitation. They didn't flag any
maj or significant problens with the --

MR, APOSTOLAKIS: Where is Mchael Lyu
now?

M5. SM DTS: He's in Hong Kong, University
of Hong Kong. Okay. So here the study carried out
for the second application, sohereisthereliability
estimation, and here again is the rankings obtained
based on expert opinion. And here again, the rankings
based on the validation. Here the predictions from
the different measures, | meanreliability prediction

sets.
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MR APOSTOLAKIS: What i s nunber one?

M5. SMDTS: W took it out. W took the
mean tinme to failure out fromthis study.

DR. KRESS: Now if you had, | say | ooked
at the di spersion of the predictions, would that have
changed your opinion?

M5. SMDTS: Fromthe experts you nean.

DR. KRESS: Yes. You might have had a
bi gger di spersion for sone of these than others, and
it mght change your opinion of which ones --

M5. SMDTS: Are actually --

DR KRESS: Right.

M5. SMDTS: Yes, that's a possibility.
"1l consider that definitely. Okay. So here are
some of the publications that relate directly tothis
wor k. The expert opi ni on study was actual |y publ i shed
in Transactions and Sof t ware Engi neering, and hereis
some other publication. \What we use actually, the
predictions to reduce the amount of testing. Thisis
some other things that can be used for it, that can
serve as sone prior estimtes. And we can reduce the
amount of tests that needs to be performed on an
appl i cati on.

So our current research is to | ook at an

actual system for the nuclear industry, and we have
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pi cked the STAR system which is used at Cconee. And

this is the Safety STAR System reactor protection
system

W' ve also extended the nunber of
nmeasurenments we're going to ook at so this is now a
total of 12 out of the 30 neasures. And we're going
to consider the different phases of the life-cycle
requi renents design coding and testing, and see what
t hose di fferent phases tell us about thereliability,
and what we can extract fromthat.

MR. ROSEN: What did you say, it was done
at Cconee?

M5. SM DTS: The STAR system It's a
di gital systemused for the reactor protecti on system

MR.  ROSEN: kay. It's a new digital
system for QOconee.

M5. SM DTS: Right. So we'll continue
working on the inprovenments for those reliability
prediction systens. And one, of course, of the major
problems is getting defects, and what to do about
t hem

So as a summary, the summary just repeats
in the sane way that Barry had, we have the sumary
slide repeat the conclusion slide that was the second

slide of our presentation. So we worked on a net hod
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to use software engineering neasures for predicting
reliability. The results of the nmethod so far as
prom si ng.

We think the method can be used in the
current review nmethod, and the work is going on on a
nucl ear application, |arge OCS.

CHAI RVAN SI EBER:  Are there any questions
t hat anybody woul d have?

MR VH TE: That haven't been asked
al r eady.

CHAl RMAN SI EBER  Ri ght.

MR GUARRO \What is the tinme frame for
carrying out your next validation?

M5. SM DTS: | think that we have two
years. Is that correct? Yes. We started in
Decenber, so we just started actually.

CHAl RMVAN S| EBER: Well, thank vyou,
Prof essor Smidts.

M5. SM DTS: Thank you.

CHAIl RMVAN SI EBER.  That was a very good
presentation, and we appreciate your com ng here.

M5. SM DTS: Thank you.

CHAI RVAN SI EBER: St eve, | think you have
——in fact, you finished early by two m nutes.

MR. APOSTOLAKI S: Steve, you are repeating
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yoursel f here. You're describing ongoing problens.
W' ve done that.

MR. ARNDT: Then I'll work throughit very
qui ckly.

MR. APOSTOLAKI S: Why don't you go t hr ough
the slides that you IiKke.

MR. ARNDT: | will go through the slides
| like.

MR OVERLAND: |'ve been in and out
random y, and every tine | come in you're giving him
a hard tine.

CHAI RVAN SI EBER:  You shoul d have been
here the whole tine. Let's let him make his
presentation here.

MR. ARNDT: Ckay. Wiat | want to do is
talk a little bit about future things, particularly
things | haven't tal ked about before. Sonme of these
t hi ngs we have tal ked about before, and I'|| just give
t hem 20 seconds of tine. |'d also like to tal k about
sone t hi ngs that we' re pl anni ng on doi ng, and based on
our input fromthis and other inputs we may revise
t hat .

Conti nui ng new research is planned, with
basically trying to investigate different aspects of

the assessnent process. If you recall from ny
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i ntroductory comments, we're trying to do severa
things. We're trying to inprove the current process,
we're trying to make it nore qualitative - 1'msorry,
nore quantitative. I'Il get it. And we're trying to
work toward the ability to do real risk assessnent of
this area.

W' retryingto provide tools and gui dance
to NRR so they can do better assessments. And we're
trying to coordinate this both internally, both
bet ween t he PRA groups and | & groups, as well as in
various international and national groups in the
nucl ear area.

As Barry nentioned, this newwork i s goi ng
to be on one of the three generically approved
platforns that actually work on COIS software, and
continue to develop this as a potential independent
assessnment met hodol ogy.

As Carol nmentioned, she's startingto work
on a large-scale application, full life-cycle so we
can actually I ook at all thelife-cycle areas, bothto
assess what's nost inportant in the review, and al so
to give us sone nore quantitative measures.

DR KRESS: You' ve done this one tine
expert opinion ranking.

MR. ARNDT: That's correct.
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DR. KRESS: So we've got that.

MR ARNDT: Yes.

DR KRESS: And one thing you m ght want
to think about is the di spersion, but do you pl an sone
sort of wupdate as you accumulate data as you go
t hr ough these things?

MR. ARNDT: Part of the process of all
this is research program planning both for what
prograns are we going to do, what we're going to try
to acconplish in those prograns and things |ike that.
And that's part of the research planning you'll hear
about in a couple of nonths. But also, it's
conti nual Iy reassessi ng bot h t he net hodol ogi es and new
net hodol ogi es as they becone avail abl e.

One of the biggest challengesinthis area
is not only is the technology changing, but the
ability to assess things is changing. So you'll
notice that in the BNL work, in Barry's work, he did
an assessnent, in BNL's work - they did an assessnent.
And tal k about sone of the future work, we're also
going to probably do an assessnent. The idea is to
updat e that issue.

In the case of Carol's ranking, you'l
notice that the file cases basically validated the

experts' opinions sol don't think that's necessary to
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t he point, but thelarger-scal e study denonstrates the
t hi ngs that give us better predictions of reliability
i n nucl ear-specific applications not working out the
same way, then we'll probably do an update.

DR. KRESS. Yes. Well, it's quite a bit
nore lines of code. You m ght expect sone --

MR.  ARNDT: Ri ght . It's a different
domai n, althoughthere aresimlarities. | nmean, it's
areal time system it's a no-go kind of system and
ki nd of things, but it's different and we woul d expect
sone differences.

MR. APOSTOLAKI S: | thought this norning
you told us that BNL will think about nethods for
i ncluding software in the PRA

MR ARNDT: Yes.

MR. APOSTOLAKIS: The first bullet here
seens to say that they have already decided to use a
Mar kov nodel ?

MR, ARNDT: It says one of the things
they' re | ooki ng at, devel opment of a process, Mrkov
nodel, one of the three platforns to identify the
splitting analysis need to support individua
features. What we're tal ki ng about doing is having
them do that analysis at that |evel

MR. APOCSTOLAKIS: | nust say I'malittle
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cool to the whole idea. WMarkov nodel neans you have
transition rates, and to get anything useful out of
it, you have to assume they are constant, and that
justifies that. So | woul d expect themto start with
t hat and think about whether it's appropriate to use
a Markov nodel or sonething el se.

MR ARNDT: Ckay. That's why we're
di scussing future plans with you. That's the whole
poi nt .

MR. APOSTOLAKI S: No, |I'mnot questioning
this, but I'm a little surprised because the
inmpression | got in the norning was that they would
essentially have free-hand to | ook at what' s avail abl e
and try to put things together. And nowthis says oh,
no, no, no, they have already decided to use a Markov
nodel .

MR, ARNDT: Continue review of the
dat abase, particularly in conjunction wth other
dat abase work, and | ook at sone of the quantitative
nmet hods for assessing software reliability in
conjunction with the other software.

This work | want to hi ghlight, even t hough
| know the Committee is not overly thrilled wth
Hal den's work in the past, one of the areas that they

specialize in is the Baysesian Belief Network in
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conbining qualitative and quantitative data, where
t hey' ve al so done extensive work in formal methods.
That's one of the areas that they are probably going
to present in the My neeting which | wll be
attending, and we wi |l assess whether or not we want
to include that in this continuing work with them
They're one of the |leaders in the European nucl ear
community for formal methods.

MR. GUARRO Steve, with respect to the
dat abase review, | woul d just suggest that the horizon
is kept wide so that you look at some of these
egregi ous type of exanples of failures that have been
pretty catastrophic, and those are not very many. And
you | ook at themfromthe point of view of kind of a
case study to see what needs to be | earned fromthem
It's not a matter of how many happened and how nany
trials.

MR ARNDT: Right.

MR GUARRO It's just a matter of what
real |y happened.

MR. ARNDT: Right. And | didn't nmention
it when | was tal king about, but that's one of the
speci fic goals of the international nucl ear database,
is not so much to come up with reliability data, but

it's to understand what the failures are telling us,
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both froma specific individual failure analysis, and
a trending kind of st at enment the COWPSI S
| nt ernati onal Database Programis | ooking at that for
smal | er events where we actual | y had nucl ear-specific
dat a.

MR. ROSEN. What | woul d have w shed you
had said in response to Sergio's conment was that you
woul d |1 ook at the known failures, the nost egregious
exanpl es.

MR, ARNDT: Yes.

MR. ROSEN: And t hat you woul d derive from
themthe generic inplications to the nucl ear program
fromthat.

MR. ARNDT: Yes. Absolutely. And that's
one of the things that you' Il see in the BNL report.
But we need to do that nore.

We plan on having a new project that's
going to |l ook at specifically | ooking at what ki nd of
nodel s work best in current generation PRAs. The
project is specificallylookingat theriskinportance
i ssues, what is nobst inportant in putting a system
into a nodel, and what are the practicality issues
associated with trying to put a Markov nodel, a
dynamic fault treaty, or the various issues. Thi s

project is specifically designed for that anal ysis.
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MR. APOSTOLAKIS: Now we just said a few

m nut es ago that the conpl et eness of the requirenents
isextrenely inmportant, soit seenms to ne it should be
-- the next you talk to us, | woul d suggest that there
is a separate bullet for that.

MR ARNDT:  Okay.

VR. APOSTOLAKI S: It's really so
important. And if you | ook at all these events that
have occurred, you will see that there was a problem
with the requirenents.

MR. ROSEN: And | think ultimtely you go
towhat are the regul atory requi renents for devel opi ng
digital software. And sonme place in those regul atory
requirements there should be an enbodi nent of the
principle that the user is enbedded in the process
froma very early point and continues throughout.

MR ARNDT: There is a specific
requi rement, specific regulatory review gui dance on
requi rements. | just don't renenber the exact
phraseol ogy and | evel of detail.

MR ROSEN: For that specific requirenent,
for the user input fromvery early-on and conti nui ng
t hroughout the life-cycle of the devel opnent?

MR, ARNDT: The requirenents, and who

needs to specify them and how they need to be
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followed and things like that. | don't renenber the
| evel of detail.

MR. ROSEN:. Well, | think | just told you
what | would want to see. It's the result of
listening to this discussion, but also a career, a
lifetime indoing, not software but doi ng desi gn work,
knowi ng how systens work, and knowi ng howto get to a
good answer.

MR. ARNDT: Another effort that's goingto
be ongoing is the review of the draft EPRI report,
which proposes a risk-informed approach to a
particul ar software issue; that is the defense-in-
dept h requirenent, diversity requirenents. Sothat is
going to be one of our efforts in the near future.

And as | nmentioned, we don't knowthis to
be the case, but it could be the first step in the
i ndustry's push to use risk-infornmed ideas in digital
system subm ttals.

Thereisalittle bit of work that's going
to be ongoing in the reactor program particularly
trying to develop information to support the risk-
i nformed regul atory approaches that Mary is working
on, and also to try and understand better the ki nds of
issues in software that can have potential issues in

pre-application and application. Sone of these you
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rai sed when you | ooked at the ACR-700 software.

You asked Carol when her next program
shoul d be conplete. That's going to be in early FY06
for some of the work that we tal ked about, that's been
publ i shed al ready. W' re going to have an additi onal
report on the small-scale validation. It's going to
be published this year so that that work could be
folded into any regulatory guidance docunment we
devel op.

As | mentioned, Barry's new programwhich
hopefully will be one of the generic platforms should
be conpleted in late "05. The first products of the
new research program should be ready in "05. The
dat abase work is ongoing, and the guidance review
dependi ng upon what response we get fromindustry and
various other things should be completed in "05.

MR, APOCSTOLAKIS: Well, you said you are
devel oping a plan, a research plan.

MR.  ARNDT: Yes. W' re updating our
research plan basically.

MR. APOCSTOLAKIS: So that plan will have
new tasks or projects and so on, because from what
you're presenting, you're pretty busy already well
into 2006.

MR. ARNDT: In this area, yes. It wll
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not just be this program but it will be all the rest
of the | & prograns, the energi ng technol ogy and ot her
prograns, as well.

CHAl RVAN S| EBER: There's sone pretty
basic stuff still in the basic program

MR. ARNDT: Yes. And one of the areas is
systens aspects, things |ike operating systenms and
design reviews and things like that, which we've
touched on as it affects these kinds of things from
this presentation.

MR. APOSTOLAKI S: We heard years ago when
we were revi ewi ng the SRP t hat t he Canadi ans when t hey
Iicensed - which one was it, Pickering? No, another
one. Dar | i ngt on. They used a mxture of formal
net hods and testing, and all that stuff. Are you
famliar with all that?

MR. ARNDT: Yes. We've |l ooked at that, as
wel | as several other countries' reviews, |ike the
review that was done for Sizewell, and for Choose-
B, and sonme of the ABAR work and things Iike that. And
that's actually part of a product that's going to be
published here in a nonth or two on Lessons Learned
fromevol utionary reactors.

MR. APOSTOLAKIS: One interesting thing

that is related to what we were saying earlier from
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t he Canadi ans, is that they didn't really use fornmnal
nmet hods, but they borrowed what they thought was
appropriate. And one of the things they borrowed was
sone tabl es where the requirenents are specifiedina
formal | anguage, and maybe that hel ps. Wat Sergio
said earlier, you know, it enhances their ability to
catch problens with the requirenents if you do that.
Because, as you know, if you use a formal |anguage,
then there is no two ways about it. | mean, either
you're precise or you're not.

MR. ARNDT: It helps, like alot of other
t hi ngs.

MR APOSTOLAKI S:  Yes.

MR. ARNDT: And |east once you' ve done
your system work, you're software requirenents are
very tight. W still don't have as nmuch of the system
i ssues sol ved, but it doesn't certainly nore formalize
t he software requirenents.

CHAI RMAN SI EBER Ckay.

MR. ARNDT: And this is just a quick sone
of the things we're doing to keep up with current
work. We've tal ked about this, a nmajor neeting this
year - thisis the joint I A, EA NEA Maryl and proj ect
tol ook at validation and verification. There's going

to be a nmeeting in Instanbul. COWPSI S where work
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t hrough our contractors to stay in touch with other
industries and things Ilike that, and of course
standard professional things that we try and do.

CHAl RVAN SI EBER:  Very good.

MR ARNDT: And again, we're continuing
our work. We're continuing future work to | ook at
di fferent aspects. The goal is always to provide
tools and guidance to NRR Ckay. M. Chairman.

CHAl RVAN S| EBER:  Yes.

MR. APOSTOLAKI S:  You stood up and we're
fini shed.

CHAI RVAN Sl EBER: W have one of our
guests that has to | eave. | thought it would be nice
to say goodbye.

MR, APOSTOLAKI S: | was wondering where
there was a correl ation.

CHAI RVAN S| EBER: And our Designated

Federal O ficial stood uptoo. |'mnot sure what that
nmeans.
MR SYKES: You're still in control.
CHAl RVAN S| EBER: Well, | think that's
what | want to do. VWat we will do with the

i nformation that we recei ved today, whichis very good
presentations all down the line is, | wll make a

report to the Full Conmittee in April. And what |
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would like to do now is just go around the room and
take a little bit of tinme for you to give ne your
opi ni on of what you' ve heard t oday, and suggesti ons as
to what should be in my April report. And, George,
why don't you start.

MR. APCSTOLAKIS: Well, I'mstill not sure
that we're addressing the real issues that are
i nportant to us, granulating nucl ear power. Perhaps
if we had seen sone actual failures that involved
software and then seen sonme nethods, how these
nmet hods, for exanple, that were presented were
consistent or would have found these things in
advance, | would feel nuch better

CHAl RVAN S| EBER:  Yes.

MR. APOSTOLAKIS: At thistinme, I"'mstill
not sure we're on the right path, sol amwlling to
be convinced, but |I'm not sure that we're really
focusing on what's really inportant to this agency.

CHAl RVAN SI EBER Ckay.

MR, APCSTOLAKI S: Ckay.

CHAl RVAN S| EBER: Just as a comment to
that, |1've asked these same questions on other
occasions, and there is no audit data in the U S
Nucl ear Industry on digital |I&C because there aren't

very many systenms. The systens that are there are
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really sub-systens, and relatively rudinmentary
systens. There is sone European data, but the nmjor
datareally comes fromot her i ndustries. For exanple,
the steel m |l accident where they dunped a | adl e of
steel inthe mddle of the floor. That was a digital
| &C problem as | understand it, and that information
wasn't presented. It is available, but right now
ot her t han aer ospace and commerci al avi ati on, and sone
process industries, l|ike chem cals and petrol eum
there isn't a lot of data out there.

| " mnot sure where you go t hough when you
assess what it is this agency should do to assure the
integrity of the software systens, |acking that kind
of data. And you may want to speak to that.

MR.  ARNDT: Wll, there are severa
i ssues, and nost of them were brought up during the
course of the neeting. One is that that whol e issue
is what do we need to do to assess the safety and to
ensure the safety of the digital systenms as they're
i mpl enented. One thing that we coul d do, as Dr. Rosen
mentioned, is to set a particular high threshold
requirenment that if you're goingtodoit, youneedto
do it this way.

CHAI RVAN SI EBER:  Yes, | sort of agree

with that.
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VMR ARNDT: And that's fine. Anot her

thing we can do is to update our review nmethods and
technol ogy to try and better handl e, so when presented
wi th anal ysis we can make a nore i nformed deci sion as
to whet her or not it's acceptabl e or not, going at the
sane issue froma slightly different perspective.

Intryingto devel op tool s and net hods for
our col | eagues at NRRto do their current assessnents,
that's what we're currently trying to do. The issue
| think that Professor Apostolakis is getting tois,
are the things that we are doing either inthe reviews
that NRR is doing, or the research that we are doing
really attacking issues that are going to make a
significant differenceinthelikelihood of aproblem
And that's a tough thing to get at.

CHAI RVAN S| EBER:  Yes.

MR. ARNDT: And I think we are doi ng t hat.
W may not have articulated it as well as we woul d
like. There are certainly things that we can do nore
in that area.

MR. APOSTOLAKI S: (Goi ng back to the i ssue

of data - you know, there have been sone really
spectacul ar failures, like the Ariane failure and so
on. And there are some mnor, |ike the one |
mentioned with the fighter plane and so on. It would
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be very enlightening, | think, to | ook at those and
maybe cat egori ze t hemin sonme way, maybe say that this
thing will never happen in a nuclear plant, but this
ot her thing mght. And then get a basis fromwhich we
wi Il start focusing on what's inportant, a conbi nation
of the failure experience and theory. W seemto be
junmping into things like, you know, the density of
faults. | mean, why is that inportant? On what basis
is that inmportant, because sonebody used it?

This is where | get lost. Wiy are we
doi ng certain things, and what's the basis for those,
and how relevant are they to nuclear reactor
regul ati on?

MR. ARNDT: | think it's inportant that
you bring that up because it provi des us a background
on future interactions.

MR. APCSTOLAKI S:  Absol utely.

MR. ARNDT: Things that we need to try and
do to informthe commttee better.

MR. APOSTOLAKIS: | want you to succeed,
Steve. | really want you to succeed. Don't think I
-- but | have to give you ny honest opinion now.

MR. ARNDT: That's why we're here.

MR, APOSTOLAKI S: "'m not sure we're

fitting the right places.
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MR. ARNDT: That's why we're here.

CHAI RMAN SIEBER  Jim

MR. VWH TE: Thank you. "1l be brief.
St eve, you opened the neeting saying you' d like to be
prepared t o answer t he questions that you expect to be
asked about howNRCw Il do risk assessnent. |t would
help me if you could give us alittle scorecard, what
are the questions you expect to be addressed, and t hen
| ay out your progranms to show how you are, and the
progress you woul d expect. Just kind of put it all
into context for us.

One thing that we | earned on t he Nati onal
Acadeny Study is we've got a lot to learn fromthe
sof tware engi neering practitioner community, and |'m
glad to see that you are really trying to get engaged
with those folKks.

The other thing that we - and that's a
really big positive. The other thing we did |earn,
however, and | know this is controversial, but it's
the design of safety assessnent rigor in those
i ndustries seened to pale in conparisonto what we're
expected to do in the nuclear industry. And it seens
to nme that you' re going to have to forge new -- you're
going to have to blaze new territory to meke that

happen, and so good luck on all that.

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 (202) 234-4433




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

290

There is the issue of data, and it | ooks
like you're trying to go out and get the data. And
that's going to be a continuing chall enge.

Wth respect to the software conmunity, |
t hi nk you saw today how hard it is for some of us to
understand what they're trying to tell us. W know
that they'retryingtotell us sonmethingthat's really
important, and we're trying to grasp what it is. And
it's not always so obvious to us.

| see that you're beginning to, and naybe
you al ways have, pay attention to | EC standards, which
is one thing that we'd recomended. And |'m just
about done.

| think it's really excellent that Barry
Johnson wi th your funding is | ooking at | arge systens
with very high reliability, because trying to assess
the probability of failure of a very highreliability
systemis difficult, as you know better than | do, so
|"mglad that you' re doing that. And it seens to ne
that one of the big questions is going to be
uncertainty, and how do we handl e uncertainty. And |
t hi nk we have sone nodel s fromour PRA on the thernal
hydraul i c-type acci dents, howwe m ght do that. That
concl udes my comrents. Thank you.

CHAI RMAN SI EBER.  Thank you. | presune
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you' |l provide us with sonething in witing?

MR VWH TE: Yes.

CHAI RVAN SI EBER  Thank you.

MR VWH TE: Wen do you need that?

CHAI RVAN SI EBER:  Actual ly, it woul d have
been handy yesterday. Tom

DR KRESS: | was glad to hear Jimnention

t he word uncertai nty, because as everybody knows, it's
ny hobbyhorse, so | want to agree with that conment.
| also want to say, | thought today's presentations
were superb. It was nmuch better —- a | ot better than
we're used to, and wanting to thank the speakers and
ever ybody.

| think this research has sone very bold
proactive elenents that are badly needed, and |I'm
really glad to see something like this being done.
And | applaud the effort. It |ooks Iike the program
is well-conceived, and the various parts of it

actually fit together nicely or conplinentary, and

each one of them appear to ne to be needed for this.

That said, | have followi ng other
t hought s. Li ke George, | think nore is needed to
justify the use of the Markov nodel. Now I'mnot as

skeptical that it can't be used, as George appears to

be, but | think —-— | haven't seen the real
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justification for it yet. It wasn't presented to us
t oday, and | think sonmething needs -- you're going to
get asked this question over and over, and | think
somet hi ng needs to be done about that.

| think you need sone early thinking on
what your acceptance criteria are goingto be for when
you actual |y get ready to stick a PRA nodel of digital
systenms in. Wien is it good enough, and what are the
acceptance criteria? And these need to be ready to
t hink about the wuncertainty and the reliability
nunbers you get, and t he def ense-i n-depth i ssues. And
0174 may have some in there, but |'mnot sure.

|"'mglad to hear that the fault injection
method can wuse injection of nmultiple faults
simul taneously. | hope to see nore of that, because
| think that m ght be inportant.

| was also very glad to hear you are
seeki ng sone i nternational prograns in this area, and
| really urge you to continue that. And you m ght
even work on trying to get the industry involved,
t hrough EPRI or NEI

| share Ceorge's thought that we n ght
want to think about how to approach the business of
the initial requirements. On the PRA conpl eteness

i ssue, you just have to think about it, and think
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about it, and get enough people, experts tolook at it
and see if you' ve covered everything. And maybe you
haven't, and naybe you have, and you' re never going to
know until sonething happens that you didn't think
about. But perhaps if we give it some nore thought,
it mght be hel pful.

In the University of Maryland expert
opinions, | still think you need to |ook at the
di spersion and factor that i nto your ranking sone way.
And | think you need to think about howto update the
ranki ngs as you go al ong, as you get new i nformati on.
So that's all | have.

CHAI RMAN SI EBER  Ckay. Thanks. Steve.

MR. ROSEN. Well, | learned a | ot today,
and | thought the presentations were very good. O
course, it was easy for nme to learn a | ot because
didn't know very nuch to start, but | thought the
presentations were very interesting, very useful.

Wth regard to the University of
Virginia's prograns, the one on developing an
integrated digital systemassessnent nmethod that the
staff can use is, think crucial, along the |lines of
your comrent, Steve, that if you're going to do it,
you need to do it this way. It's a very valuable

thing for the industry to have the staff's idea in
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front of them howthis process should be done. They
may do it anot her way, but they'll certainly check the
way they do it against your nethods, because they
don't want to be surprised when they cone in here.
Wth regard to the nodeling, risk
nodeling, | think it's very, very good idea to push
the research to figure out what the nost effective
method is for including digital system nodeling in
PRAs. It's always been a worry of mine, but I didn't
really face it directly in ny career because there
wasn't that nmuch digital stuff in the plant. W just
assuned the failure of the reactor protection system
as an initiating event. |Its frequency was tiny, but
it was there, and then we tried to figure out what the
nost effective nethod is. The consequences are very

| arge, the frequency was tiny, but it wasn't very

instructive to do that. W need sonething rmuch
better. I'mglad to see that you' re focusing on that.
We'll be very interested in the results of how one
does t hat.

|"malso glad to see that at Maryl and,
guess it is - maybe no, I'mnot sure - maybe you can
help me with this, but that the first products of the
new research will be pilot nodels integrated into

current plant PRAs. |Is that Maryland or Virginia?
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MR. ARNDT: That's going to be the new

project we're starting this year.

MR. ROSEN: That's the new project. At
Maryl and or at Virginia? Don't know yet.

MR. ARNDT: We haven't decided yet.

MR ROSEN: Ckay. That's why it's so
uncl ear. But whoever does it, howone does it will be
of great interest to me, and I'll be thinking about
it, having been a practitioner or rmanager of
practitioners at one point in ny career. Could we
really do it, could we back-fit it to an existing
pl ant? These plants now, the ones I'mfamliar with
are 20 years old, let's say, sure to be relicensed,
sure to have digital systens incorporated in before
the end of their operating terns. And so the people
who | know wll be faced with the problem of
integrating intothe PRA nbdel, these newsystens, and
doing it in away that preserves the integrity of the
exi sting nodel and results. And so I'll be very
interested in how that's done.

So those are ny comments. | thought, as
| said, | learned a lot and |I'm hopeful for the
future.

CHAI RMAN S| EBER: Ckay. Thank you. I

agree that the presentations today were excel |l ent, and
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| thank the speakers for com ng in and nmaking those
presentations, and informng us as to what they're
doi ng.

|'d sort of like to step back just for a
second and | ook at the overall schene of what it is
we're trying to do. Really what you're preparing to
do is to wite SERs that will approve the use of
digital 1&C systens in nucl ear power plants. And if
you're going to do that on arisk-basis, which 1 think
istheway todoit, then you have to deci de what your
goal , your safety goal is, and what met hods either the
staff will use, or the applicant will use in order to
establ i sh whether or not they neet that goal. And I
think that that has to be pretty prescriptive in order
to do that, and | woul d see that as part of regul atory
gui dance of one sort or another. And that's a project
t hat you ought to be actively engaged in findingthat.

Now what ki nd of systens are proposed is
irrelevant, except tothe extent that different system
architectures have an influence on how risky the
systemreally is. And so you won't be dictating to
vendors what the systemfunctional requirenents wll
be, or what is architecture, either software or
har dwar e desi gn shoul d be. On the other hand, you're

setting up a performance standard that they ought to
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nmeet. And if you do it in a consistent way, | think
it's fair across the board, and there is a real basis
then to wite an SER that says basically there's no
substantial risk to the public when these systens are
enpl oyed.

| think that | woul d put sone additi onal
direction into devel oping that framework. Howis it
that we're going to approve the systens? And you've
already done it with three systens, and |'m not
exactly sure how you do that.

DR KRESS: Engineering judgnent.

CHAl RMVAN SIEBER.  Well, it goes beyond
t hat . You know, | bought a conputer -- | buy a
comput er about every 18 nonths for sone reason or
ot her, because they turn obsolete Iike you woul dn't
believe. They're either too small or what have you,
and so |l et's say conbusti on engi neering cones out with
a digital 1&C system That becomes obsol ete pretty
fast. And if you're still using 8086s and 486s, and
Wndows 3.1, | think there's a problemthere.

You know, it's like your thernal
hydraulics prograns, they're rel egated to operate on
sone ancient main frane that it beconmes difficult to
continue to operate sone of these design and

anal yti cal codes because you' ve got to nmaintain sone
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ol d, decrepit, antique of a machine for which it was
approved. And so there has to be away to be flexible
enough to al l owthe manufacturers to be abl e to change
processors and sonme of the architecture inside the
nmachi ne. Every tinme you change processors, you're
changing the instruction set, because there is an
instruction set that goes with a Pentium IV or what
have you. And it nmakes a difference as to what chip
you have as to how the operating systemperfornms, so
it seems to me that there's an area that needs sone
attention too. Howdo you acconmopdat e peopl e's desire
to upgrade systens and still establish the fact that
t hat SER applies, or do you have to start fromscratch
every time sonebody wants to change a chip.

DR KRESS: 5059.

CHAIl RMAN SIEBER  Right. 1.174.

MR. ROSEN: Vel |, that's an
extraordinarily good point. W've got two factors
operating, and they're going in opposite directions.
The life-cycle of conputers is going down, and the
life-cycle of plants is going up.

MR, APOSTCLAKI S: Sonewhere they neet.

MR ROSEN: In third space maybe.

CHAI RVAN SI EBER:  When they' re going | i ke

this | don't think they neet. That's one of the
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problenms. But in any event, those are sone of the
t houghts that I had when | was preparing for this, and
hopi ng woul d be answered. And I'm still hoping.
Okay. But | think that that's -——if | were doing it,
that's where | would put alittle nore enphasis, isto
figure out what 1'mgoing to do with the applications
when they cone in.

And so with that, anybody el se have any
conmments or any comments from our guests? Well if
not, then | would take this time to adjourn the
nmeeting. Thank you all very nuch.

(Wher eupon, the proceedings inthe above-

entitled matter went off the record at 3:52 p.m)
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