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SUBJECT: Regu1atory Guide 5.52, Revision 2, "Standard Format and Content
of a Licensee Physical Protection Plan for Strategic Special
Nuclear Material at Fixed Sites (Other than Nuclear Power Plants)"

Regulatory Guide 5.52, Revision 2, was distributed for comment to all affected
licensees and to other interested parties who attended the NRC Upgrade Rule
Guidance Seminar held on March 27-28, 1979, in Richmond, Virginia. No comments
were received as a result of this distribution, and Revision 2 of the guide is
now being issued as an active guide so that affected licensees may use it for
preparation of their physical protection plans in response to the new require-
ments of 10 CFR Part 73 published in the Federal Register on November 28, 1979
(44 FR 68184).

Among other changes, the transportation material has been removed from
Revision 2 of Regulatory Guide 5.52 and is now found in Regulatory Guide 5.60,
"Standard Format and Content of a Licensee Physical Protection Plan for
Strategic Nuclear Material in Transit."

Because Regulatory Guide 5.52, Revision 2, was not issued as a proposed revision
for comment, it is being provided as an active guide to all addressees on the
Division 6 distribution list. Although comments are always encouraged on all
regulatory guides, comments on this guide are particularly encouraged at this
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INTRODUCTION

The Atomic Energy Act of 1954, as amended, directed the Atomic Energy Commis-
sion (AEC) to regulate the receipt, manufacture, production, transfer, possession,
use, import, and export of special nuclear material (SNM) in order to protect
the public health and safety and to provide for the common defense and security.
The Energy Reorganization Act of 1974 transferred all the licensing and related
regulatory functions of the AEC to the Nuclear Regulatory Commission (NRC).

The principal requirements for physical protection of licensed activities
against theft and radiological sabotage of strategic special nuclear material
(SSNM) at fixed sites are found in 10 CFR Part 50, "Domestic Licensing of Pro-
duction and Utilization Facilities," Part 70, "Domestic Licensing of Special
Nuclear Material," and Part 73, "Physical Protection of Plants and Materials."

Paragraph 50.34(c) of 10 CFR Part 50 and paragraphs 70.22(g) and 70.22(h)
of 10 CFR Part 70 identify the physical protection information that must be
provided in a Physical Protection Plan as part of a license application in order
for the applicant to demonstrate compliance with the specific physical protec-
tion requirements of 10 CFR Part 73. A Physical Protection Plan must be sub-
mitted with each application for a license to possess SSNM.

On August 23, 1978, the NRC published Appendix B, "General Criteria for
Security Personnel," to 10 CFR Part 73, which became effective on October 23,
1978. These criteria prescribe upgraded qualifications and training require-
ments for security personnel, including upgraded equipment requirements for
armed personnel responding to threats at certain fixed site nuclear facilities.

On November 28, 1879, the NRC published amendments (known as the Physical
Protection Upgrade Rule) to 10 CFR Part 73. These amendments prescribed general
performance objective requirements as well as performance capabilities necessary
to protect against prescribed adversaries. The general performance requirements
are the same for both fixed sites and for transportation activities. The perform-
ance capabilities describe the functions to be performed by a licensee's physical
protection program. Performance capabilities differ for fixed sites and for trans-
portation, reflecting the basic differences inherent in fixed site protection
as opposed to the protection of moving vehicles and transfer point installa-
tions.

Although primarily designed to prevent theft, the new physical protection
requirements also provide increased protection against sabotage.

A1l the fixed site physical protection requirements contained in the current
regulation (§§ 73.1, 73.20, 73.45, and 73.46) are addressed herein.

Purpose and Applicability !

This regulatory guide describes the standard format and content suggested
by the NRC for use in preparing fixed site Physical Protection Plans in response
to the Physical Protection Upgrade Rule (portions of 10 CFR Part 73). By using
this Standard Format for preparing a Physical Protection Plan, the license appli-
cant will minimize administrative problems associated with the submittal, review,
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and approval of the plan. Preparation of a Physical Protection Plan in
accordance with this Standard Format will assist the NRC in evaluating the plan
and in standardizing the licensing and review process. Conformance with this
guide is not required by the NRC. An applicant who uses a format that will
provide an equal level of completeness and detail may use his own format. The
Standard Format does, however, represent a format acceptable to the NRC staff.

Any license application that is required by paragraph 70.21(f) to be filed
at least 9 months before construction begins should include the information
requested in Chapters 1 through 8 and 13 through 17 of this Standard Format.
That information should be designated as the design objective Physical Protec-
tion Plan. This design information is needed early in the licensing process
to ensure that plant features needed to meet materials and plant protection
requirements are included in the facility design.

This Standard Format is applicable to fuel reprocessing plants, fuel
manufacturing plants, and other fixed site special nuclear material operations
involving the possession or use of uranium-235 (contained in uranium enriched
to 20 percent or more in the U-235 isotope), uranium-233, or plutonium alone
or in any combination in a quantity of 5000 grams or more computed by the
formula: grams = (grams contained U-235) + 2.5 (grams U-233 + grams plutonium).
This document is not intended to be used for nuclear power plant licensees or
Category II/III licensees.

The major regulatory sections addressed by Physical Protection P]ans'
written in accordance with this guide are §§ 73.1, 73.20, 73.45, and 73.46.
References are made herein to other regulatory sections as appropriate.

The information requested in this Standard Format is typical of that needed
for a license application. Additional information may be required for comple-
tion of the staff review of a particular application. The applicant should
include additional information as appropriate. It is also the applicant's
responsibility to be aware of new and revised NRC regulations. The information
provided should be up to date with respect to the state of technology for the
physical protection techniques and systems that the applicant proposes to use.

Information and procedures delineated in regulatory guides in Division 5,
"Materials and Plant Protection," and appropriate to certain sections of the
Physical Protection Plan may be incorporated by reference.

The applicant should discuss his plans and programs with the NRC staff
before preparing his application. This discussion should give particular
emphasis to the depth of information required for the plan.

Organization and Use of This Document - ‘

3
This guide is divided into three major parts, as the licensee Physical
Protection Plan should be. In addition, this guide includes a sample portion
of a hypothetical protection plan. Each of the three portions and the sample

protection plan are discussed below.
Part I of the Standard Format is divided into 17 chapters that will provide

the NRC with an overview of the subject facility and its proposed physical prote
tion program. Certain major aspects of the security system jtself such as the
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Central Alarm Station (CAS) and the Secondary Alarm Station (SAS) are also
addressed in Part I. ‘ -

Part II of this guide is divided into six chapters that parallel the Perform-
ance Capability of the Upgrade Rule (§ 73.45). Each chapter of Part II is broken
into sections that address functions required to accomplish each Performance
Capability. The applicant is asked to jdentify each component or measure to
be used to accomplish the various parts of each capability and to describe how
those components fit into an overall physical protection system. For guidance
on potential ways to meet the Performance Capabilities, a "reference system"

(§ 73.46) is provided. A chart relating the Performance Capabilities to the
reference system is contained in Regulatory Guide 5.61, "Intent and Scope of
the Physical Protection Upgrade Rule Reguirements for Fixed Sites."

The third major part of this guide (Appendix 1) is composed of a Physical
Protection Components and Measures List and a set of Physical Protection Com-
ponents and Measures Information Request Sheets. The Components and Measures
List enumerates typical physical protection measures that could be used in a
complete protection system. For each component or measure on the 1ist, a unique
Information Request Sheet is provided that outlines the data that the applicant
should provide in Appendix 1 to his plan if he has elected to use that particular
component.

A diagrammatic representation of how the protection plan should be organized
is given in Figure 1.

Sample Portion of Protection Plan

As an aid in the preparation of Part II of the Physical Protection Plan
and of responses to the Information Request Sheets of Appendix 1, a sample
portion of a protection plan for a hypothetical facility is provided as Attach-
ment A. This sample will help in understanding the level of detail needed by
the NRC in the licensing and inspection processes and the ways in which to format
the information.

Protection Plan Format

The applicant should follow the numbering system of this Standard Format.
Under some circumstances, certain subsections may not be applicable to a specific
application. If so, this should be clearly stated and sufficient information
should be provided to support that conclusion.

The applicant may wish to submit information in support of his application
that is not required by regulations and is not essential to the description of
the applicant's physical protection program. Such information could include,
for example, historical data submitted in demonstration of cefrtain criteria,
discussion of alternatives considered by the applicant, or supplementary data
regarding assumed models, data, or calculations. This information should be
provided as Appendix 2 to the application.

Upon completion of the application, the applicant should use the table of

contents of the Standard Format as a checklist to ensure that each subject has
been addressed.
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ORGANIZATION OF THE PHYSICAL PROTECTION PLAN

PART 1

General Issues
(Chapters 1 through 17)

PART I1

Specific System Performance
(Chapters 18 through 23)

Provides an overview of
physical protection program.

Addresses topics relevant to
the physical protection system
as a whole.

Deals with particular part of
the physical protection system.

2N

(See Ref. 1) Identifies components and
measures used.
o Provides responses to specific
regulatory provisions. ‘
(See Ref. 2) o Refers to more detailed
discussion of components and
measures contained in Appendix 1.
etc.
APPENDIX 1
Technical Information on o Provides detailed technical

Particular Components and
Measures (Responses to

information on components and
measures, keyed to references in

Information Request Sheets) Part II.
Ref. 1
Ref. 2
etc.
APPENDIX 2 ’
Calculations, Analyses, Data o Backup information to support

design decisions, when necessary.

FIGURE 1



Style and Composition

A table of contents should be included in each submittal.

The applicant should strive for clear, concise presentation of informa-
tion. Confusing or ambiguous statements and general statements of intent should
be avoided. Definitions and abbreviations should be consistent throughout the
submittal and consistent with generally accepted usage.

Wherever possible, duplication of information should be avoided. Thus,
information already included in other sections of the application may be
covered by specific reference to those sections.

where numerical values are stated, the number of significant figures should
reflect the accuracy or precision to which the number is known. The use of
relative values should be clearly indicated. Drawings, diagrams, and tables
should be used when information may be presented more adequately or conveniently
by such means. These illustrations. should be located in the section where they
are first referenced. Care should be taken to ensure that all information
presented in drawings is legible, that symbols are defined, and that drawings
are not reduced to the extent that they cannot be read by unaided normal eyes.

Physical Specifications of Submittals

A1l material submitted in an application should conform to the following
physical dimensions of page size, quality of paper and inks, numbering of pages,
etc.:

1. Paper Size
Text pages: 8-1/2 x 11 inches.
Drawings and graphics: 8-1/2 x 11 inches preferred; however, a larger
size is acceptable provided the finished copy when folded does not exceed
8-1/2 x 11 inches.

2. Paper Stock and Ink

Suitable quality in substance, paper color, and ink density for handling
and for reproduction by microfiiming.

3. Page Margins

A margin of no less than 1 inch is to be maintained on the top, bottom,
and binding side of all pages submitted.

2

4. Printing
Composition: text pages should be single spaced.
Type face and style: must be suitable for microfiliming.
Reproduction: may be mechanically or photographically reproduced. A1l
pages of the text may be printed on both sides, and images should be
printed head to head.
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5. Binding

Pages should be punched for looseleaf ring binding.

6. Page Numbering

Pages should be numbered by section and sequentially within the section.

Do not number the entire report sequentially. (This entire Standard Format
has been numbered sequentially because the individual chapters were too
short for sequential numbering within each section to be meaningful.)

Procedures for Updating or Revising Pages

The updating or revising of data and text should be on a replacement-page
basis.

The changed or revised portion of each page should be highlighted by a
vertical line. The line should be on the margin opposite the binding margin
for each line changed or added. All pages submitted to update, revise, or add
pages to the report are to show the date of the change. The transmittal letter
should include an index page listing the pages to be inserted and the pages to
be removed. When major changes or additions are made, pages for a revised table
of contents should be provided.

Number of Copies

The applicant should submit the appropriate number of copies of each
required submittal in accordance with paragraph 50.30(c) of 10 CFR Part 50 and
§ 70.21 of 10 CFR Part 70.

Public Disclosure

The NRC has determined that public disclosure of the details of physical
protection programs is not in the public interest, and such details are withheld
in accordance with paragraph 2.790(d) of 10 CFR Part 2. Thus, the physical
protection section of each application should be submitted as a separate enclo-
sure. Other proprietary and classified information should be clearly identified
and submitted in separate enclosures. Each such submittal of proprietary informa-
tion should request exemption from public disclosure, as required in paragraph
2.790(b) of 10 CFR Part 2.

Compatibility

The applicant should ensure that the Physical Protection Plan is compatible
with the other sections of his application. )

Schedule for Submittal

The applicant should submit his plan in accordance with the schedule pro-
vided in paragraph 73.20(c).
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PART I

GENERAL ISSUES




In Part I of the Physical Protection Plan, the applicant should provi@e
general discussions on the topics of Chapters 1 through 17. Before preparing
Part I, the applicant should thoroughly review the entire Standard Fgrmat,
including Part II and Appendix 1. This review will aid in establishing an
appropriate level of detail to be included in each part of the plan. As
previously indicated, the discussions in Part I should provide necessary Over=
view information. Increasingly detailed discussions of system specifics and
component and measure specifications should be addressed in Part II and Appen-
dix 1, respectively.

1. OVERVIEW OF SITE AND FACILITY

Describe the general layout of the facility and the surrounding site.
Include a map of the entire facility and other maps and j1lustrations as appro-
priate. Indicate on these maps the locations of physical protection systems,
subsystems, and major components; also indicate the location of all material
access areas, vital areas, vaults, entry/exit control points, and alarm stations.
Describe the relationship between physical protection and other activities at
the facility.

2. THREATS

Affirm the intent to prevent, with high assurance, the theft of special
nuclear material (SNM) and to protect against radiological sabotage by the
threat defined in § 73.1. For each of the design basis threats specified in
§ 73.1, describe and evaluate the relationship of the design basis threat to
the facility and its operations.

3. LOCAL LAW ENFORCEMENT AGENCY COMMITMENTS

Describe the agreements between local law enforcement agencies (LLEAs)
and the facility security management regarding response and support during
contingency events; also describe the liaisons established between the facility
security management and the LLEAs, specifying the officials who perform this
function, the frequency of communication, and the nature of these communications.
This chapter should include a map showing the location of LLEA facilities 1in
relationship to the licensee's facility and the routes that LLEA personnel might
use in responding to an alarm.

3.1 Size of Force

Discuss the number and composition of law enforcement personnel available
for assistance and the estimated response time for such personnel to reach the
facility. Include in the discussion the number of armed jndividuals in each
complement and the time required for each complement to arrive if the complements
are to arrive at intervals. :

3.2 Kind of Assistance

Identify the type or kind of assistance such as police power, iqvestigatiye
work, ¢rowd control, or bomb searches that can be provided and the kind of equip~
ment available.

5.52-3



4. CONTINGENCY PLAN

Briefly describe the facility Contingency Plan prepared in accordance with
Appendix C, "Licensee Safeguards Contingency Plans," to 10 CFR Part 73. Relate
the Contingency Plan to this Physical Protection Plan.

5. GUARD FORCE QUALIFICATION AND TRAINING

Affirm that an approved Guard Force Training Plan in accordance with Appen-
dix B, "General Criteria for Security Personnel," to Part 73 is in effect.
Briefly relate the Guard Force Training Plan to this Physical Protection Plan.

6. SECURITY MANAGEMENT

Describe the structure and management of the security organization, including
both uniformed security personnel and other persons responsibie for security-related
functions. This discussion should include a description of each supervisory
and managerial position, including the responsibilities and how lines of authority
extend up to facility and corporate management.

7. QUALITY ASSURANCE PROGRAMS

To provide assurance that the design and procurement of the physical protec-
tion system components for a plant are in conformance with applicablie regulatory
requirements and with the design bases and criteria specified in the license
applications, an applicant should establish a Quality Assurance (QA) Program.
Describe the QA Program to be established and executed for the physical protec-
tion system during the procurement, design, and construction stages. _

If a portion of the QA Program to be implemented will conform to a particular
quality assurance standard such as one adopted by the American National Standards
Institute, the description may consist of a statement that the particular standard
will be followed. Where regulatory guides have been issued on acceptable methods
of implementing portions of the QA Program, the description should specifically
indicate whether the regulatory positions of the regulatory guides will be
followed.

8. TESTING AND INSPECTION
Describe the programs to be implemented to regularly and periodically test
and inspect all physical protection system components (equipment and design
features) and procedures. Include a discussion of the management of these
programs.

8.1 Tests and Inspections During Installation

Describe the general procedures for conducting tests and inspections during
installation and construction of physical-protection-related subsystems and
components to ensure that they comply with their respective design criteria
and performance specifications.
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8.2 Preoperational Tests and Inspections

Describe the general procedures for conducting preoperational tests and
inspections of physica]—protection-re]ated subsystems and components to demon-
strate their effectiveness and availability with regard to their respective
design criteria and performance specifications.

8.3 Operational Tests and Inspections

Identify the types of subsystems, number of zones, number of components,
number of items tested each time, and the frequency and test procedure used to
determine that physical-protection-related subsystems and components are in an
operable and effective condition. Also indicate the functions performed in
security force drills and the freguency and attendance of such drills. Informa-
tion for this section may be displayed in tabular form.

9. MAINTENANCE PROGRAMS

Describe the programs to provide routine maintenance for all security-
related equipment and design features and to provide emergency repair capabil-
jties for both equipment and design features. Discuss the personnel who will
perform these functions, including their training and qualifications, whether
they are employees of the facility or contract personnel, and the lines of
authority from facility management through security management to ensure con-
tinued effectiveness of these programs.

10. SECURITY AUDITS
Describe the programs to review periodically the applicability and adequacy
of the existing Physical Protection Plan and to assess the compliance of the
current performance with existing security requirements.

10.1 Program Audits

Describe the scope, extent, and frequency of planned periodic management
audits to review the physical protection program of the facility for continued
adequacy and effectiveness. Identify by organizational title the persons
assigned responsibility for conducting the audits. Affirm that written audit
reports will be prepared and submitted to facility management.

10.2 Compliance Audits

Describe the monitoring program established to ensure compliance with
existing regulations. Identify by organizational title the persons assigned
responsibility for conducting the audits. Affirm that written audit reports
will be prepared and submitted to facility management. !

11. SECURITY RECORDS

Describe the recordkeeping programs to provide compliance with the reqguire-
ments of § 73.70.
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11.1 Security Tours, Inspections, and Tests _

Describe the system for documenting the results of all routine security
tours and inspections and of all tests and inspections performed on physical
barriers, intrusion alarms, communications equipment, and other security-related
equipment.

11.2 Maintenance
Identify and characterize the records that are kept of all maintenance
performed on physical barriers, intrusion alarms, communications equipment,
and other security-related equipment.

11.3 Alarm Annunciations

Describe the records system for documenting all alarm annunciations,
including false alarms. Also describe the system for jdentifying the type of
alarm, location, date, and time of each occurrence.

11.4 Security Response

Indicate the records that are kept of response by facility guards and watch-
men to each alarm (including false alarms), intrusion, or other security incidents.

11.5 Authorized Individuals

Describe the system for maintaining a record of each individual who is
designated as an authorized individual. Indicate whether the record will include
the name and badge number of each person so designated, the person's address,
the date of the authorization, its expiration date, the name of the approval
authority, and the areas to which access is authorized.

11.6 Nonemployee Access

Describe the system for maintaining a record (register) of each visitor,
vendor, or other individual who is not an employee of the applicant, with the
record showing the person's name; the date, time, and purpose of the visit;
the person's employment affiliation and citizenship; the name and badge number
of the escort; the name of the person to be visited; and the name of the person
who authorized or approved the visit. Describe the system for maintaining a
1ist of designated escorts.

12. REPORTS TO NRC
12.1 Incidents g
Describe the procedures for reporting to NRC any incident in which an
attempt has been made, or is believed to have been made, to commit a theft or

unlawful diversion of SNM or to commit an act of radiological sabotage.

12.2 Unusual Occurrences

Describe procedures, if different from those of Section 12.1, for reporting L
the NRC any unusual occurrences (such as civil disturbances, bomb threats, signifi
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vandalism, and demonstrations or strikes) that may or could have an effect on
plant security.

12.3 Protection Plan Changes

Describe procedures for furnishing to the NRC reports of changes made in
the Physical Protection Plan. '

13. SCHEDULE FOR IMPLEMENTATION

Describe the schedule for implementing the Physical Protection Plan, with
special attention to those portions involving new construction, significant
physical modification of existing structures, or major equipment installation
that will require extensions of time.

14. REDUNDANCY AND DIVERSITY

Identify the portions of the facility physical protection system for which
redundant and diverse components are necessary in order to ensure adequate
performance as provided for in paragraph 73.20(b)(2). In general terms, describe
the subsystems and components to be used to provide this redundancy and diversity
and the ways in which these subsystems and components are redundant and diverse.

15. PHYSICAL PROTECTION SYSTEM INTEGRITY

Describe how the physical protection system will be designed to ensure
that the integrity of the system is maintained at all times and how the system
will exhibit continued resistance to vulnerabilities. This is to be a generic
discussion of the problem and of the techniques adopted to address it, with
only a general description of the measures to be used, not a description of
the specific components involved (such as the specific line supervisory or
tamper-indicating circuitry that will be installed).

16. PHYSICAL PROTECTION SYSTEM POWER SOURCES

Describe the power sources to be used for all physical-protection-related
systems and equipment, including an evaluation of the reliability and vulnerabil-
ity of each power source. Describe the different emergency power systems
(uninterruptible power or other backup power sources) to be provided to ensure
that a power failure will not significantly degrade the physical protection
system capabilities. This discussion should focus on the power sources as
complete systems rather than viewing them from the perspective of the individual
types of equipment to be powered (which will be addressed in Part II of the
Protection Plan).

-
E

17. ALARM STATIONS

Describe the Central Alarm Station (CAS) and the Secondary Alarm Station
(SAS) to be installed at the facility. Include their locations on the facility
map. Provide a generic discussion of the CAS and the SAS that includes all
those topics mentioned in the following paragraph. It will not be necessary
to discuss individual components in detail since this information will be pro-
vided by the responses to the Components and Measures Information Request Sheets
for the CAS and the SAS found in Appendix 1.
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Describe the type of physical barriers and protective features to be used
in the construction of the CAS and the SAS. Identify the equipment and proce-
dures to be used at the CAS and the SAS for receiving, assessing, and recording
alarm information. Describe the components to be used for communication with
security force personnel, onsite response personnel, and other facility personnel
and offices. Describe the components to be used for communication with offsite
response personnel. Identify the power sources and security programs to be
used to ensure the continuing operation of the equipment in the CAS and the
SAS (refer to Chapters 15 and 16 as appropriate). Describe the procedures for
granting access to the CAS and the SAS.. Describe the command and control
personnel and all other personnel who will staff the CAS and the SAS. Describe
all activities to take place in the CAS and the SAS under Sections 17.1 and 17.2,

respectively.

17.1 Central Alarm Station

17.2 Secondary Alarm Station
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PART il

SPECIFIC SYSTEM PERFORMANCE




part II consists of six chapters, Chapters 18 through 23, which parallel
the structure of the performance capabilities in § 73.45 of the Physical Protec-
tion Upgrade Rule. The information to be provided in this section of the facil-
ity Physical Protection Plan should describe how the facility physical protec-
tion system provides the performance capabilities required in § 73.45. These
descriptions should be of two lypes: (1) a general description of how the given
capability is to be achieved and (2) an identification of the specific physical
protection components and measures used to implement such a system. For each
component and measure jdentified, the information specified on the Information
Request Sheets of Appendix 1 should be provided.

Equipment descriptions should include manufacturer and model, when appro-
priate. In the case of design features such as walls and entry control portals,
a basic physical description of the construction or structure should be provided.
For procedures, a basic description of the security force actions that constitute
the particular procedure should be provided. When a component or configuration
of components is used more than once for the same physical protection purpose
(for instance, at -more than one portal), it is only necessary to provide the
appropriate information once (and compiete only one Information Request Sheet).
The information can then be referenced. In the case of those components for
which an Information Request Sheet is not provided, a description of the compo-
nent at a level of detail comparable to that of the Components and Measures
Information Request Sheets should be given.

Information necessary for the NRC to perform collusion analysis of protec-
tion plans is identified by asterisks in the Information Request Sheets. The
following definitions pertain to those information requests:

Personnel '"categories": These categories are groupings of facility
personnel such that all members of one group have the same "access" or
teontrol” privileges. Examples: plant management, security guards,
visitors, safeguards maintenance personnel, process workers.

"Access" privilege: An "access" privilege gives personnel the capability
to pass a given safeguard without being subject to the normal response
afforded by that safeguard. Examples: the capability of a security

guard to pass through a weapons detector while wearing a weapon and the
subsequent detector alarm being ignored; the capability of certain personne]
with NRC or DOE material access authorization to exit a material access
area without being searched.

“Control" privilege: A "control" privilege gives personnel control or
Tnfluence over a given safeguard, thereby producing the capability to
neutralize that safeguard. Examples: the capability to physically turn
off a safeguard; the capability to neutralize an alarm by ignoring it or
authorizing others to ignore it; the capability to neutralize a safeguard
through tampering with the component, power supply, or dpther support
systems. :

A1l redundant and diverse subsystems or components should be identified
as such when they are described, with a statement of how these subsystems or
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components provide redundancy and diversity. The criterion for determining N
the need for redundancy and diversity is: whenever a single adversary action

could otherwise so degrade the subsystem or system as to disrupt the reguired

performance capability. Several types of subsystems and systems should possess
redundancy and diversity. These, include most alarm and detection systems,

certain communications 1inks without which effective notification and response
communications would not be possible, and alarm stations (a Central Alarm Stat1on

[CAS] and a Secondary Alarm Station [SAS]).

Certain portions of Chapters 20 and 21 of Part II contain areas of .
mutual concern to both material control and physical protection. Updated
physical protection requirements in these areas will impact a licensee's
Fundamental Nuclear Material Control (FNMC) Plan. In conjunction with the
development of the Physical Protection Plan in response to the Upgrade Rule,
the licensee should review his FNMC plan for consistency in these areas and
submit to the NRC, concurrent with the protection plan submittal, any necessary
revisions to the FNMC. FNMC areas probably requiring updating include organiza-
tional responsibilities, material accounting records and reports, storage and
internal contro