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On September 16, 1999, unescorted access was granted to an individual based upon information provided under a temporary 
background check. On November 18, 1999, fingerprint information was received which led the licensee to the conclusion that 
the individual would not have been granted unescorted access, due to the falsification of information. This was determined to 
be reportable as an actual entry of an unauthorized person into a protected area. An Emergency Notification System (ENS) 
one-hour report under 10CFR73.71 was made at 1222 hours EDT on November 18, 1999.  

The cause of this event was personnel error for failing to recognize the disparity between social security numbers (SSN) upon 
receipt of the individual's credit history check results. The individual's badge was placed on hold upon receipt of the criminal 
history check and unescorted access was denied on November 18, 1999. Changes were implemented to insure that the 
Integrated Nuclear Security System (INSS) and PADS are checked for both the claimed SSN and the person's name. SSNs 
will be verified throughout the background report as well as on the credit report.  

The individual had been authorized Protected Area only unescorted access. A review of work showed that badged co-workers 
and the supervisor monitored the individual's duties, which were non-technical in nature. A report from the security computer 
system identified the individual accessed the Protected Area on five separated occasions from September 17, 1999 to 
November 11, 1999. Since the individual did not have access to vital areas, there were minimal implications to the health and 
safety of the public as a result of this event.
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Conditions Prior To Event 
Unit 1 was Defueled 
Unit 2 was Defueled 

Description Of The Event 
On January 20, 1999, using social security number (SSN) # 1, an individual was denied unescorted access at D. C. Cook 
(CNP) to work for a CNP contractor. A review of the individual's unescorted access record in the Personnel Access 
Database System (PADS) revealed the individual had previously been denied unescorted access at another nuclear power 
plant due to intentional falsification of information.  

On September 2, 1999, a different contractor submitted a request to process the same individual for unescorted access to 
the CNP, providing a different social security number (SSN # 2) for the individual. On September 8, 1999, the individual 
reported to the site for processing and provided yet another social security number (SSN # 3) and a passport as proof of 
identification. Access Control personnel noted the difference in SSNs provided by the contractor and the individual and 
deferred to the number provided by the individual at the time of inprocessing. Access Control reviewed the PADS and 
noted no record existed for the individual using that SSN. Upon completion of required activities, which included a credit 
history check, the individual was granted Protected Area only unescorted access to the plant on September 16, 1999. This 
temporary unescorted access was granted pending completion of a full background investigation, including a criminal 
history check.  

On November 18, 1999, Access Control personnel received the individual's criminal history check, processed using social 
security number # 3, and discovered the report listed criminal history information not previously disclosed on September 8, 
1999. Upon discovering this anomaly, Access Control personnel placed the individual's security badge on administrative 
hold pending further review.  

Further investigation by Access Control personnel determined this was the same individual previously denied unescorted 
access to CNP on January 20, 1999. The individual had apparently provided different SSNs to Access Authorization 
personnel in an effort to obtain unescorted access on September 16, 1999. In addition to not disclosing any criminal history 
information, the individual also failed to disclose prior unescorted access denials of November 4, 1998 at another nuclear 
facility and January 20, 1999 at CNP.  

Cause Of The Event 
The cause of this event was personnel error. Access Control personnel did not recognize the disparity between social 
security numbers upon receipt of the individual's credit history check results. The credit report stated that the individual's 
name and SSN did not match. Had this disparity been recognized, the individual would not have been granted unescorted 
access on September 16, 1999.  

Analysis Of The Event 
On November 18, 1999, fingerprint information was received which led to the conclusion that the individual would not have 
been granted unescorted access, due to the falsification of information. This was determined to be reportable as an actual 
entry of an unauthorized person into a protected area in accordance with Generic Letter 91-03. An ENS one-hour report 
under 10CFR73.71was made to NRC at 1222 hours EDT on the same day.  

A check of the claimed SSN and person's name in the Integrated Nuclear Security System (INSS) and PADS for all badged 
individuals at CNP determined that the extent of condition was isolated to the individual identified in this event.  

The individual had been authorized Protected Area only unescorted access. A review of work showed that badged co
workers and the supervisor monitored the individual's duties, which were non-technical in nature. A report from the security 
computer system identified the individual accessed the Protected Area on five separated occasions from September 17, 
1999 to November 11, 1999. Since the individual did not have access to vital areas, there were minimal implications to the 
health and safety of the public as a result of this event.
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Corrective Actions 
The individual's badge was placed on hold upon receipt of the criminal history check on November 18, 1999. At the 
conclusion of further review by Access Control, the individual's unescorted access was denied on November 18, 1999. An "additional information" entry dated November 18, 1999 for the individual was made in PADS by Access Control personnel 
to indicate an unfavorable access denial. The individual was terminated by the CNP contractor.  

The involved individuals were counseled in accordance with company policies and procedures. Expectations relative to 
inprocessing attention to detail were immediately reinforced by the responsible supervisor. This was followed by a formal 
memo outlining those expectations to all inprocessing personnel who perform these types of reviews. Changes were 
implemented to ensure that the Integrated Nuclear Security System (INSS) and PADS are checked for both the claimed 
SSN and the person's name. Changes were also implemented to ensure that during review of the background report, the 
SSNs are verified throughout the report as well as on the credit report.  

Similar Events 
315/94-SO01-00
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