January 5, 1996 SECY- 96- 009

T

OR: The Conmi ssi oners

T

James M Taylor [/s/
Executive Director for Qperations

SUBJECT: NRC GENERI C LETTER TI TLED " RECONSI DERATI ON OF NUCLEAR
PONER PLANT SECURI TY REQUI REMENTS ASSCOCI ATED W TH AN
| NTERNAL THREAT"

PURPOSE:

To informthe Conmi ssion that the staff intends to issue a
generic letter as proposed in SECY-93-326, "Reconsideration of
Nucl ear Power Plant Security Requirenents Associated with an
Internal Threat" and approved in a staff requirenents nmenorandum
(SRM of February 18, 1994. A copy of the generic letter is
attached.

DI SCUSSI ON:

As indicated in SECY-93-326, the generic letter will provide an
approach that will allow sone of the changes recomended by the
staff and requested by Nuclear Energy Institute (NEI) to be

i mpl emented wi thout waiting for conpletion of the nore | engthy
process of rul emaking. The changes all owed by the generic letter
are not prohibited by the rules, however, they are not explicitly
provi ded for or are decreases pernmtted by providing offsetting
conditions which result in an equivalent |evel of overal
protection. The staff is also proceeding with rulemaking to

I mpl ement sone of these changes explicitly in NRC regul ations.

| npl erent ati on of the generic letter is voluntary and no response
Is requested. The subject generic letter permts sone

i ncremental decrease in effectiveness of security contro
measures, but the staff considers this decrease to be acceptably
small. The security control nmeasures that are
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allowed to be decreased by the generic letter were determned to
be only marginally effective in protecting against the threat of
an insider. For exanple, extending the tine for inplenenting
conpensatory neasures for either a vital area |ock or alarm
failure, but not both, is a decrease of current requirenents, but
the staff considers that random patrol s provi de adequate contro
for a period of tinme due to the random nature of failures and the
difficulty an insider would have in attenpting to exploit them

A notice of opportunity for public comrent on a proposed generic
| etter was published in the Federal Register on Novenber 2, 1994,
at 59 FR 54923. Comments were received fromNEl, 19 licensees, 2
private citizens, 3 NRC regional staff, and the Comrittee to
Bridge the Gap. Copies of these comments are available in the
NRC Public Docunment Room (PDR). A copy of the staff’s eval uation
of these comrents is available in the NRC Central Files and wil|
be placed in the PDR after issuance of the generic letter. Al

| i censees agreed with the intent of the generic letter and with
its issuance although several coments and suggestions were made.
Private citizens and the Commttee to Bridge the Gap generally

di sagreed with all aspects of the generic letter on the basis
that any decrease in security control measures was inappropriate
at this time and was unacceptable. Regional staff comrents were
resol ved at a neeting in Headquarters at which all regions were

r epr esent ed.

One recommendati on contained in SECY-93-326 was nodified based
upon public comrents. The change invol ved nodi fying the

requi rements for response to vital area door alarns to intrusion
or tanper alarnms only, as opposed to the several conditions
proposed in the paper. In addition, the change directed by the
Commi ssion in the SRM of February 18, 1994, that all vital area
doors could remain unlocked if certain conditions were nmet has
been i ncor por at ed.

The proposed generic letter was endorsed by the Commttee to
Revi ew Generic Requirenents (CRGR) without formal review

The O fice of the General Counsel reviewed the generic letter and
has no | egal objections.

The staff intends to issue this generic letter approximately ten
wor ki ng days after the date of this infornmation paper.

James M Tayl or
Executive Director
for Operations
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Attachnent: Generic Letter Titled "Reconsideration of Nucl ear
Power Plant Security Requirenents Associ ated
with an Internal Threat™



ATTACHMENT 1
UNI TED STATES
NUCLEAR REGULATCORY COWM SSI ON
OFFI CE OF NUCLEAR REACTOR REGULATI ON
WASHI NGTON, D. C. 20555-0001

January XX, 1996
NRC CGENERI C LETTER XXXX: RECONSI DERATI ON OF NUCLEAR POWER PLANT
SECURI TY REQUI REMENTS ASSOCI ATED
W TH AN | NTERNAL THREAT

Addr essees

Al'l hol ders of operating |icenses or construction permts for
nucl ear power reactors.

Pur pose

The U.S. Nucl ear Regulatory Conm ssion (NRC) is issuing this
generic letter to notify you that the NRC has reconsidered its
positions on certain security measures associated with protecting
nucl ear power plants against an internal threat. It is expected
that recipients will review the information for applicability to
their facilities and consider actions, as appropriate. However,
suggestions contained in this generic letter are not NRC

requi rements; therefore, no specific action or witten response
IS required.

Backgr ound

The fitness-for-duty (FFD) rule (10 CFR Part 26) published on
June 7, 1989, required power reactor |icensees to inplenment FFD
prograns. The access authorization rule (10 CFR 73.56) published
on April 25, 1991, required power reactor |icensees to inplenent
access authorization prograns. One objective of these

regul ations was to ensure the reliability and trustworthi ness of
persons granted unescorted access to protected areas at nucl ear
power facilities. In light of these regulations, the NRC
Initiated an eval uation of security requirenments associated wth
protection against the insider threat at nucl ear power plants.
One purpose of the evaluation was to determine if other security
requi rements pertaining to protection agai nst an insider renain
appropriate. The staff reported the results of its initial
review i n SECY-92-272, "Re-Exam nation of Nuclear Power Pl ant
Security Requirenents Associated Wth the Internal Threat," dated
August 4, 1992. After performing this initial review, the staff
recommended a reduction or elimnation of certain security

requi rements that gave only marginal protection against the

I nsider threat.
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After review ng SECY 92-272, the Conm ssion asked the staff to
reexam ne the subject and explore alternatives for allow ng
reductions in unnecessary or marginally effective security
nmeasures. The results of this reevaluation are reported in SECY
93- 326, "Reconsi deration of Nuclear Power Plant Security

Requi rements Associated Wth an Internal Threat," dated Decenber
2, 1993.

Description of Circunstances

In a staff requi renents nmenorandum dat ed February 18, 1994, which
is available in the NRC public docunment room the Commi ssion
endorsed staff reconmmendations to (1) issue generic
correspondence informng |licensees of the opportunity to revise
certain commtnents in their security plan and (2) proceed with
rul emaki ng regardi ng specific changes to reduce or elimnate
certain security requirenents. This generic letter identifies
those areas in which licensees may choose to revise their plans
W t hout having to wait for the issuance of the rul e changes that
are in progress. 10 CFR 73.55(a) specifies that the Comm ssion
may authorize a |licensee to provide neasures for protection

agai nst radi ol ogi cal sabotage other than those required by 10 CFR
73. 55 paragraphs (b) through (h) if the |licensee denonstrates
that the neasures have the sane hi gh assurance objectives as
specified in 10 CFR 73.55(a) and that the overall |evel of system
performance provi des protection agai nst radiol ogi cal sabotage
equi valent to that which would be provided by paragraphs (b)

t hrough (h) and neets the general performance requirenents of 10
CFR 73.55(a). The Conmm ssion has determ ned that although the

al ternate neasures addressed herein could result in a smal
decrease in a licensee’s neasures to protect against an interna

threat, the additional |icensee commtmnents described reflect
appropriately the same hi gh assurance objectives as specified in
73.55(a), and if properly inplenmented, the overall |evel of
system performance wl| provide protection equivalent to that

provi ded by paragraphs (b) through (h) and neet the general
performance requirements of 10 CFR 73.55(a).

This generic letter was originally published in the Federal
Regi ster (Novenmber 2, 1994) for public comment and has been
nodi fi ed on the basis of those comments.

Di scussi on

Sone of the changes identified will require |icensees to submt
security plan changes in accordance with the provisions of 10 CFR
50. 90, while other changes may be processed in accordance with
the provisions of 10 CFR 50.54(p) and can be inpl emented wi t hout
NRC approval. Staff positions reflected in A and D do not apply
to structures which are required to be bullet-resisting because

| eavi ng these doors unl ocked or failing to conpensate for |ock
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failures would offset the bullet-resisting protection features.

As di scussed below, licensee security plans nmay be revised in the
foll owi ng four areas:

(1)

Vital Area Access Control Measures

Changes to vital area (VA) access control neasures
identified below are subject to confirmation that (1)
certain other site-specific neasures are in place or will be
i npl enented to denonstrate (e.g., through contingency
drills) that a capability, including a protective strategy,
exists to protect against an external adversary after making
any of the changes and (2) neasures are in place to exam ne
hand-carri ed packages for explosives (at the protected area
barrier) using equi prent specifically designed for that

pur pose.

Pl an changes requesting any of the follow ng VA neasures
must contain commtments to hold contingency drills at a
frequency sufficient to maintain response capability for
response personnel. The use of "organic"-type X-ray

equi prrent woul d satisfy the criteria for inspecting hand-
carried packages for explosives. Oher acceptable nethods
woul d include portable "sniffers” and visual inspection.

Subj ect to confirmation of these neasures, the follow ng

changes to a security plan may be acceptabl e:

A Conpensatory Measures - No conpensatory neasures need
be taken for either a lock or VA alarmfailure for up
to 72 hours after the failure is discovered. After 72
hours, the equi pnent nust either be operable or
conpensatory actions taken by posting a guard or
wat chman. During the first 72 hours of a |lock or alarm
failure, that portal will be added to the existing
patrol schedule to periodically confirmfunctioning of
t he operable feature (lock or alarm. |If both |ock and
alarmfail at a portal, that portal nust be posted
i medi ately (within the tine specified in the current
pl an) .

B. Mai nt enance of Discrete Vital Area Access Lists -
Separ at e access authorization lists for each vital area
of the facility may be elimnated. As an alternative
to those separate lists, it would be acceptable to
maintain a single listing of persons who have access to
any vital area. To maintain its accuracy, this listing
woul d have to be revised as the access status of a
person changes, especially as the status relates to
renoval or loss of vital area access authorization, but
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a 31 day validation of the list is not required.

C. Al arm Response - Modification to the response to vital
area access control alarns (doors) may be acceptabl e.
Response is only needed to a VA door intrusion or
tanmper alarmbut not to other alarnms. All other alarns
are to be resol ved by existing procedures (e.g., assess
cause and fix problen).

D. Locked Condition of Door - Although | ocking nechani sns
and access control systens, including door alarns,
woul d be retained, doors to vital areas could be |eft
unl ocked. Licensees choosing this option would be
expected to have the capability to renotely |ock the
door(s) fromboth the central and secondary al arm
stations, as necessary, in response to an external
threat. Licensees choosing this option would be
expected to denonstrate their ability to renotely |ock
doors in time to delay an adversary where del ay was
essential in the protective strategy. Contingency
drills should test the use of the system | ocking
function. The contingency plan and procedures may have
to be nodified to indicate the i medi ate "I ocking"” of
all VA doors during a safeguards energency. Access
control systens woul d be retained on VA doors and woul d
be expected to continue to maintain a record of
per sonnel access and generate alarns if the door were
opened by someone w thout a proper access. Existing
plan commtnents for conpensatory neasures for failed
door al arns and access hardware nmust remain in effect,
unl ess changes are approved by the NRC. If the system
function to lock the doors has failed (unable to
control locks fromalarmstations), the VA doors wll
have to be returned to a | ocked st at us.

The process for licensees to revise their security plans to
i npl enent the changes to security neasures in vital areas
wi Il depend on what is presently contained in their security
pl ans. Since acceptance of these changes is conditional on
confirmation of two offsetting conditions, nost changes
woul d need to be processed in accordance with the provisions
of 10 CFR 50.90. Changes in security plans should include
commtnments to the two neasures described in the first

par agraph of Section | above.

Access Search of On-Duty Arned Security QGuards

Changes that would allow armed security officers who (1) are
on duty and carry a weapon in accordance wth assigned
duties, (2) have already been searched during their current
shift, and (3) have left the protected area on offici al
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busi ness, to reenter the protected area w thout being
subjected to the netal detector searches (but still be

subj ected to expl osive searches) would be acceptable. |If
search equi pment is a single unit containing both netal -
detection and expl osi ve-detection equi pnent, alarnms fromthe
nmetal detector may be disregarded. The staff considers that
this change could be made to security plans in accordance
with the provisions of 10 CFR 50. 54(p).

(ren) Cont ai nment Access Control Measures

Changes were proposed, when this generic letter was
publ i shed for public comment, that would all ow persons ot her
than security personnel, provided they are appropriately
trained with respect to access control procedures in
accordance with the security plan, to performthe access
control function for personnel and materials entry into the
contai nnent at any tinme frequent access is permtted to the
contai nnent. However, this position is now unnecessary
because the NRC anmended its regulations to elimnate 10 CFR
73.55(d) (8) effective Cctober 10, 1995. Special access
controls for entry into the contai nment during periods of
frequent access are no |onger required.

VI) Alternative Measures for Control of Security Badges

Changes that would allow for alternative approaches for
accountability of picture badges used for unescorted access
so that certain types of badges nmay be taken outside the
protected area. Alternative approaches need to include the
ability to ensure positive identification of individuals
upon entry to the protected area. For enployees, such
changes can be made under 50.54(p). The staff considers

t hat changes to security plans to allow contractors to take
security picture badges off site would first require a
request for exenption fromthe provisions of 10 CFR
73.55(d)(5). An exenption is not required for |icensee
enpl oyees because the regulations currently allow |icensee
enpl oyees to take badges off site. Upon approval of the
exenption request for contractor personnel, |icensees would
be all owed to i nplenent the change in accordance with the
provi sions of 10 CFR 50.54(p).

For assurance of unrestricted emergency access, the NRC staff
notes the advantages of (1) having the ability to renotely unl ock
doors to vital areas fromeach alarm station, (2) ensuring that
mal functions result in doors failing unlocked rather than | ocked,
and (3) allowing all operators and auxiliary operators to carry
nmet al keys that can override keycard-operated | ock mechani sns.
However, these conditions are not required for |icensees to

i npl ement any of the positions presented in this generic letter.
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This generic letter requires no specific action or witten
response. |f you have any questions about this matter, please
contact one of the technical contacts |isted bel ow.

Dennis M Crutchfield,

Di rector
Di vi si on of Reactor Program

Managenent
O fice of Nucl ear Reactor

Regul ati on

Techni cal contacts: Loren L. Bush, NRR
(301) 415-2944

Robert F. Skelton, NRR
(301) 415-3208

Attachment: List of Recently Issued NRC Generic Letters



