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ABSTRACT

The implementation of advanced digital instrumentation and control (DI&C) systems in U.S.
nuclear power plants (NPPs) can bring significant advancements in reliability, monitoring,
and control capabilities. However, these systems also introduce new challenges, particularly
in assessing risks such as common-cause failures (CCFs) and establishing robust reliability
estimates for DI&C components. Addressing these challenges is critical for ensuring the
safe and efficient operation of NPPs. Recently, Idaho National Laboratory was tasked by the
U.S. Nuclear Regulatory Commission (NRC) to conduct a DI&C reliability study using
operating experience data from the nuclear industry. The two operating experience data
sources for the study are the Institute of Nuclear Power Operations’ Industry Reporting and
Information System (IRIS) and the NRC’s Licensee Event Report database which is hosted
at Idaho National Laboratory at https://lersearch.inl.gov/LERSearchCriteria.aspx.

This report provides a comprehensive examination of DI&C systems, including their
architecture, operational advantages, and associated challenges. It reviews existing industry
DI&C studies and failure mode taxonomies, along with reliability data from various
industries. Through a detailed analysis of these databases, the study provides insights into
DI&C system performance. Considerations should be given to incorporate DI&C failure data
into the NRC's Integrated Data Collection and Coding System and updating the Reliability
and Availability Data System to support ongoing DI&C reliability studies. Recommendations
are also provided for modeling DI&C reliability and CCF in probabilistic risk assessment,
thereby supporting risk-informed decision-making and enhancing the reliability and safety of
NPPs.


https://lersearch.inl.gov/LERSearchCriteria.aspx
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1 INTRODUCTION

1.1 Background

Digital instrumentation and control (DI&C) systems are central to the safe and efficient operation
of modern nuclear power plants (NPPs). Unlike analog systems, which rely on mechanical and
electrical components for signal transmission and processing, DI&C systems leverage
advanced digital technologies, including microprocessors, programmable logic controllers
(PLCs), and software algorithms. These technologies have enabled greater precision, flexibility,
and operational monitoring in nuclear facilities.

However, adopting DI&C systems also introduces new challenges. Unlike their analog
counterparts, digital systems are characterized by unique failure modes, software reliability
issues, hardware-software interdependence, and common-cause failures (CCFs). These
challenges are particularly significant in assessing risks such as CCFs and establishing robust
reliability estimates for DI&C components. Addressing these challenges is critical to ensuring
the safe and reliable operation of NPPs in an increasingly digital landscape.

To address these challenges, regulatory bodies and industry organizations have prioritized the
study of DI&C failures. The U.S. Nuclear Regulatory Commission (NRC) including its
contractors Oak Ridge National Laboratory (ORNL), Brookhaven National Laboratory (BNL),
and Idaho National Laboratory (INL); the Electric Power Research Institute (EPRI); and other
organizations have conducted extensive research and reviews of DI&C operating experiences,
identifying patterns of failure and proposing mitigation strategies. These efforts have been
instrumental in advancing the understanding of DI&C reliability, yet the rapid pace of
technological innovation necessitates continual evaluation and adaptation of safety practices.

In fiscal year 2024, INL was tasked by the NRC to estimate DI&C component and system
reliability and CCF parameters by reviewing relevant nuclear industry operating experience
data. Using real-world event data from the Institute of Nuclear Power Operations’ (INPO)
Industry Reporting and Information System (IRIS) and the NRC’s Licensee Event Report (LER)
database which is hosted at INL at https://lersearch.inl.gov/LERSearchCriteria.aspx, this study
investigates DI&C system-related failure events, failure modes, and failure causes; evaluates
the feasibility to integrate DI&C failures into the existing NRC hardware failure database and
quantify DI&C component and system reliability and CCF parameters; and proposes appropriate
approaches to evaluate the risk impact of DI&C in NPP probabilistic risk assessment (PRA)
models. This report presents the 2024 study results, which includes a comprehensive analysis
of LERs and IRIS databases for DI&C failure events. The findings from the operating experience
data analysis are then used to inform and explore the process and approaches for DI&C
reliability and CCF evaluation and risk assessment to enable risk-informed decision-making for
the design, implementation, maintenance, and risk mitigation of DI&C systems.
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1.2

Objective

The objective of this DI&C study is to evaluate the feasibility of estimating DI&C component and
system reliability parameters—including CCF parameters—using existing operating experience
data from the INPO IRIS database and LERs. This study aims to enhance the understanding of
DI&C systems in NPPs by addressing their unique challenges and leveraging operational

experience to conduct DI&C reliability and risk assessment. To achieve this, the report focuses

on:

Analyzing Operating Experience Data: Leveraging data from LERs and IRIS databases to
uncover trends, failure modes, common causes, and risk impacts of DI&C failures.

Categorizing Failure Modes: Reviewing and synthesizing existing taxonomies of DI&C
failures, including hardware, software, and CCFs, and providing recommendations for
standardized classifications.

Understanding Failure Modes: Identifying and analyzing the failure modes unique to DI&C
systems, including both hardware- and software-related issues, and evaluating their
implications for plant safety and reliability.

DI&C Event Coding and Integration into the Existing NRC Failure Database: Proposing a
structured approach for documenting DI&C-related events and leveraging operational
experience data to estimate DI&C system reliability.

DI&C Reliability, CCF, and Risk Assessment: Exploring and proposing methodologies for
incorporating DI&C reliability into PRA models and providing risk insights to decision-makers
for DI&C design, implementation, and operation.

1.3 Limitations

While this report offers a detailed exploration of DI&C systems and their reliability, it is essential
to acknowledge its limitations:

Data Limitations: The analysis relies heavily on the LER and IRIS databases. While these
reports provide valuable insights, they are not exhaustive. Some events may go unreported,
and the level of detail provided may vary significantly across reports.

Regional Focus: The study focuses exclusively on U.S. NPPs. While this provides a clear
scope, it limits the applicability of findings to other regulatory environments and operational
practices.

Technological Scope: The report emphasizes hardware- and software-related failures but
does not comprehensively address other aspects of DI&C systems, such as cybersecurity,
which warrants dedicated study.

Dynamic Nature of DI&C Systems: The rapid pace of technological advancement means
that the findings of this report may become outdated as new technologies and
methodologies emerge.

Despite these limitations, the report aims to contribute to a foundational understanding of DI&C
systems, supporting the ongoing efforts to enable the reliability and risk assessment of DI&C
toward its successful implementation in NPPs.
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1.4 Structure
This report contains the following sections:

e Section 2 provides an overview of DI&C systems, discussing their architecture, operational
principles, and advantages over analog controls. It sets the stage by highlighting the
benefits and challenges associated with digital technologies in NPPs.

e Section 3 examines industry practices to understand lessons learned from operational
experiences and the state-of-the-art DI&C reliability research.

e Section 4 focuses on failure mode taxonomies for DI&C systems. It establishes structured
classifications for hardware and software failures, incorporating industry standards such as
Nuclear Energy Agency (NEA) and ORNL frameworks.

e Section 5 presents the findings from the INL operating experience study, which includes
analyses of the LER and IRIS databases. The analysis identifies failure trends,
characterizes failure modes and causes, assesses the operational and safety impacts of
DI&C failures, and discusses their implications for PRA models.

e Section 6 reviews existing DI&C reliability data from various industries and proposes a
structured plan for integrating DI&C failure events into existing databases and estimating
DI&C reliability. It includes the development of a standardized DI&C failure database and
methodologies for modeling DI&C-related risks, such as internal and external CCFs, in PRA.

e Section 7 concludes the report by summarizing the key findings.
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2 DIGITAL INSTRUMENTATION AND CONTROL OVERVIEW

Instrumentation and control (I&C) systems are essential for the safe, reliable, and efficient
operation of NPPs. Over the years, these systems have evolved from analog-based
architectures to digital solutions, bringing enhanced functionality, precision, and adaptability.
This section provides an overview of the primary functions of I&C systems, their architecture,
and the transition from analog to digital technologies.

2.1 Functions of Instrumentation and Control Systems

I&C systems act as the central nervous system of an NPP, coordinating multiple functions to
ensure safety and efficiency. These systems comprise sensors, signal processors, actuators,
and human-system interfaces that work together to monitor and regulate critical plant
parameters, including temperature, pressure, and flow rates.

As shown in Figure 2-1, the operational flow of I&C functions begins with sensors measuring
process parameters. The raw signals from sensors, which vary in format and scale, undergo
signal conditioning and data acquisition to standardize and normalize the data. This processing
ensures consistency, enabling the signals to be compared against predefined setpoints or
operational thresholds. The next step, signal processing, involves calculating deviations from
desired values and generating corrective commands. Finally, these commands drive the
actuators, such as valves or motors, to implement necessary adjustments. The overall objective
is to maintain plant conditions within the design limits, minimizing deviations and ensuring
operational stability [1].

Human System Interface

Signal
Sensor conditioning
Data acquisition

Signal Component

. — Actuator
processing control

Figure 2-1 Typical I&C Functions

The modular nature of I&C systems allows them to fill various functional roles:

e Data acquisition: Gathering measurements and signals from sensors.
e Control and limitation: Maintaining process parameters within acceptable ranges.
e Fault Detection and Alarm Management: Identifying anomalies and alerting operators.

e Human-System Interface: Providing critical plant information and enabling manual
interventions.
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By integrating these functions, I&C systems enable automated responses to off-normal events
while also supporting operators in decision-making. This balance between automation and
human oversight is particularly important in the high-stakes environment of NPPs.

2.2 Functional Subdivision of Instrumentation and Control Systems

I1&C systems monitor and control hundreds or thousands of plant parameters and can be
functionally subdivided into several groups, each designed to address specific aspects of plant
monitoring, control, and response. According to the International Atomic Energy Agency (IAEA)
report [1], these functional groups include sensors, operational systems, safety systems,
communication systems, human-system interfaces, and actuators. Table 2-1 provides an
overview of these groups.

Table 2-1 Functional Subdivision of I&C Systems

Functional Group Description

Sensors Measure critical parameters, such as temperature,
pressure, flow rates, and neutron flux, to provide real-
time plant data.

Operational Control, Regulation, Maintain stable operating conditions by managing

and Monitoring Systems parameters within setpoints and initiating corrective
actions when needed.

Safety Systems Prevent and mitigate abnormal conditions or accidents
through mechanisms like reactor trips and emergency
shutdowns.

Communication Systems Facilitate a seamless data exchange between sensors,

controllers, actuators, and human-system interfaces.

Human-System Interfaces Provide operators with accessible displays and controls
for real-time monitoring and decision-making.

Actuators Execute control commands by physically adjusting plant
systems, such as valves, pumps, or control rods.

2.3 Analog Versus Digital Instrumentation and Control

I&C systems have transitioned from analog to digital architecture driven by advancements in
electronics, computing, and communication technologies. While both analog and digital systems
share the same fundamental operational principles, their physical implementations and
technological capabilities differ significantly.

According to the Nuclear Energy Institute [2], “A digital asset may be identified as a
programmable device (e.g., Erasable Programmable Read Only Memory and microprocessor)
that uses any combination of hardware, firmware, and/or software to execute internally stored
programs and algorithms, including numerous arithmetic or logic operations, without operator
action.”
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As depicted in Figure 2-2, the primary distinction lies in the method of signal processing. Analog
systems use continuous voltages or currents to represent measured parameters. These signals
are processed using analog electronics, such as amplifiers and filters, and directly control
actuators. In contrast, digital systems convert analog signals into binary representations using
analog-to-digital converters (A/D). The digital data is then processed by computer processors,
which execute control algorithms to determine the appropriate outputs. The processed digital
signals are converted back to analog form via digital-to-analog converters (D/A) to drive
actuators.
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Figure 2-2 Analog Versus DI&C Systems
Source: Adapted from [1].

Enclosure 2 of SECY-91-292 [3] discusses the differences between analog and digital I&C
systems. Analog I&C systems typically use direct, hardwired connections between components
configured for single parameters, with common elements often limited to cable routing fixtures
and power supplies. Control algorithms in analog systems are traditionally implemented using
dedicated analog circuitry, with each circuit designed to perform a specific mathematical or logic
function.

2-3



In contrast, DI&C systems generally consist of distributed input/output circuit boards interfacing
with plant sensors and actuators. These boards are connected through multiplexed data links or
data highways to a set of equipment with shared computer platforms performing numerical and
logical computations for multiple control functions. As a result, significant interdependencies can
arise within the shared processing environment, particularly when common software modules
are used across different functions. It is this functional and architectural sharing that raises key
concerns regarding reliability and the potential for CCF in DI&C systems.

2.4 Components of Digital Instrumentation and Control Systems

DI&C systems have become integral to the safe and efficient operation of modern NPPs. These
systems leverage advanced architectures that integrate sensors, data processors,
communication links, logic units, and actuators.

As illustrated in Figure 2-3, DI&C systems consist of modular components that work in
sequence to ensure effective monitoring, processing, and control [4].

Electronics Logi .
ogic Units
r— Data acquisition Input/Output In%: Tudin Actuator/End
and signal Processors . g Deites
conditioning priority modules

Figure 2-3 Components of DI&C Systems

The components of DI&C systems typically include:

e Sensors: Devices that capture real-time physical parameters, such as temperature,
pressure, flow rates, and neutron flux. These sensors serve as the primary input sources for
I&C systems, providing data critical to plant safety and efficiency.

¢ Data Acquisition and Signal Processing Units: These electronics process raw sensor data,
applying error-checking algorithms and converting signals into formats suitable for
computational analysis.

e Input/Output (I/O) Processors: These modules act as intermediaries between data
acquisition units and computational logic, ensuring efficient communication and error-free
data transmission.

e Logic Units: These units execute programmed algorithms to evaluate input parameters
against predefined criteria, determining whether control actions are required. Logic units
often incorporate advanced computational methods, such as neural networks and fuzzy
logic, to optimize decision-making.

e Actuators: Final control elements, such as valves or motors, that implement the system’s
decisions by adjusting physical processes.

In such systems, signals from sensors are processed through data acquisition and error-
checking units before being communicated to logic units for decision-making. These logic units
execute internal software that compares processed parameters against predefined criteria,
triggering actuation as needed. Communication buses link all subsystems, ensuring information
flow to actuators and control room displays [4].
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3 EXISTING DIGITAL INSTRUMENTATION AND CONTROL
STUDIES REVIEW

This section presents a review of several key studies conducted by leading organizations, such
as the U.S. NRC, national labs, EPRI, and European entities, focusing on their contributions to
advancing reliability, safety, and risk assessment methodologies for DI&C systems. The section
synthesizes insights into CCFs, lifecycle vulnerabilities, and lessons learned from operating
experience, while also identifying gaps in existing research and opportunities for future
development. By highlighting these studies, the aim is to provide a comprehensive
understanding of the state-of-the-art DI&C reliability research and to inform strategies for
improving digital system performance in NPPs.

3.1 Nuclear Requlatory Commission and National Lab Studies on Digital
Instrumentation and Control Reliability

The U.S. NRC has conducted extensive research to address the challenges of modeling DI&C
systems in PRA for NPPs. The transition from analog to digital systems in NPPs has brought
numerous advantages, including improved precision, automation, and flexibility. However, it has
also introduced significant challenges, particularly in understanding and modeling the unique
failure modes and interactions inherent to digital systems. These challenges have necessitated
significant research efforts, as traditional PRA methods were not originally designed to address
the complexities of software failures, interdependencies, and time-dependent behaviors found in
digital systems. This section outlines key NRC studies and their contributions to advancing the
field.

3.1.1 Evaluation of Traditional Probabilistic Risk Assessment Methods (NUREG/CR-6962)

Traditional PRA methods, while foundational for analog systems, exhibit significant limitations
when applied to DI&C systems, as highlighted in NUREG/CR-6962 [5]. The study identified
three primary challenges: modeling software reliability; addressing CCFs; and accounting for
interdependencies within digital components. Traditional methods, such as fault tree analysis,
are hardware-centric and rely on failure rate data that is not applicable to software. Similarly,
CCF modeling in traditional PRA does not account for the shared software or configuration
errors that can propagate across digital systems.

The report called for enhancements to traditional PRA methodologies, such as integrating
software reliability models and expert elicitation techniques. While these recommendations
provide a pathway for improving PRAs, the study acknowledged that the scarcity of data on
digital system failures remains a critical barrier to implementation.

3.1.2 Digital Feedwater Control Systems Case Study (NUREG/CR-6997)

NUREG/CR-6997 [6] applied traditional PRA methods to a digital feedwater control system,
providing insights into their practical application. The analysis employed Markov models, failure
modes, and effects analysis to evaluate hardware and software reliability. The study found that
traditional methods adequately modeled hardware failures but were insufficient for addressing
software timing errors and intercomponent interactions. Markov models, which incorporate state
transitions and probabilistic dependencies, proved more effective in capturing these
complexities.

3-1



However, the study identified limitations in scaling Markov models to larger systems due to their
computational intensity and the challenges of defining state transition probabilities. Furthermore,
the lack of empirical data on software failures constrained the accuracy of the reliability
estimates.

3.1.3 Dynamic Reliability Modeling (NUREG/CR-6942)

Dynamic reliability modeling was introduced by the NRC as an enhancement to traditional static
PRA methods. NUREG/CR-6942 [7] explored the use of dynamic models to account for the
sequential, time-dependent behaviors of digital systems. The report emphasized that digital
systems often exhibit operational complexities that static methods, such as fault tree and event
tree analyses, fail to capture. For instance, software faults and timing anomalies are highly
dependent on the operational sequence of events. Dynamic reliability modeling integrates the
temporal aspect, providing a more realistic representation of how failures propagate and interact
within digital systems.

The report illustrated the effectiveness of dynamic modeling in addressing failure scenarios
unique to digital systems, such as software timing mismatches and cascading component
failures. By simulating operational scenarios, dynamic models identified vulnerabilities that could
lead to the loss of safety-critical functions. However, these models also introduced challenges,
including increased computational demands and the complexity of defining accurate failure
parameters. The report emphasized the need for empirical data to support dynamic modeling,
particularly for software-related faults.

3.1.4 Brookhaven National Laboratory Study on Common-Cause Failures

A BNL study analyzed DI&C system failure events reported in U.S. NPPs between 2005 and
2015 [8]. The primary purpose of the study was to identify trends in digital system vulnerabilities,
particularly focusing on potential CCFs. By examining LERs, the study aimed to better
understand the risks associated with DI&C systems and their implications for safety and
reliability in NPPs.

3.1.4.1 Objectives and Scope

The study pursued two main objectives. The first was to identify and categorize DI&C-related
failure events documented in the LER database maintained by the NRC. The second objective
was to evaluate these events to determine whether they involved potential or confirmed CCFs,
which could simultaneously affect multiple components or systems. The scope included both
safety-related and non-safety-related systems, encompassing control systems, instrumentation,
and monitoring systems. A particular focus was placed on digital failures in safety systems due
to their potential impact on plant operations and safety margins.

3.1.4.2 Data Source and Time Period

The analysis was based on a search of the NRC’s LER database conducted on May 5, 2016, for
the period between January 1, 2005, and May 4, 2016. The search employed a series of
keywords such as “digital,” “software,” “processor,” and “PLC.” A total of 618 potentially relevant
LERSs were identified during the initial search. These reports were further reviewed, and 97
events were confirmed as involving DI&C systems. Detailed reviews of these events included
categorization based on their characteristics, functional impacts, and safety significance.
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3.1.4.3 Key Findings and Results

The analysis reviewed 618 LERs and identified 97 events that were related to DI&C failures.
These events were categorized based on their characteristics, whether they involved safety-
related systems, and whether they were potential CCFs. Of these, 18 events were identified as
potential or confirmed CCFs. The study further analyzed the failure events, considering their
implications for plant operations and safety.

Failures in non-safety-related systems, such as control systems, were of less immediate
concern. These systems often lack redundancy, which could allow faults to propagate and
potentially result in plant-level impacts.

In safety-related systems, several failures were identified as having the potential to lead to
CCFs. At Oconee 2 in 2011, an incorrect torque value caused containment isolation valves to
fail to close, representing a critical failure in maintaining containment integrity. Similarly, in 2005,
the Core Protection Calculator system at Palo Verde 2 experienced a hardware failure that
could have affected multiple redundant channels, raising concerns about common-cause
vulnerabilities in safety-critical systems.

3.1.5 Analysis and Evaluation of Operational Data Report on Digital System Failures

The Analysis and Evaluation of Operational Data report [9] provides an analysis of digital
system failures documented in U.S. NPPs between 1990 and 1993. The study focuses on
understanding the vulnerabilities of DI&C systems, which were increasingly replacing analog
systems due to obsolescence. By reviewing LERs and safety evaluation reports, the study
aimed to identify common failure modes, assess their underlying causes, and evaluate how the
NRC approaches the review of digital system upgrades. This effort provided a foundation for
improving the reliability and safety of digital systems in NPPs.

3.1.5.1 Objectives and Scope

The primary objectives of the study were to identify and categorize the types of digital system
failures and to assess the NRC’s approach to reviewing digital system upgrades for
electromagnetic compatibility, software reliability, and human-machine interface (HMI) design.
The scope of the analysis encompassed both operational failures reported in LERs and specific
safety evaluations of analog-to-digital upgrades.

3.1.5.2 Data Source and Time Period

The analysis was based on the LERs submitted to the NRC between 1990 and 1993. The LERs
were retrieved using a structured data search method. The Nuclear Documents System was
used to identify applicable events involving digital equipment failures. A combination of subject-
and Boolean-based search terms, including “microprocessor,” “data communication,” “data
processing,” “memory,” “software,” and “CPU,” was applied. The search yielded more than 200
LERs, from which 79 relevant cases were selected for detailed analysis. In addition, the study
reviewed two safety evaluation reports for analog-to-digital system upgrades, one for a General
Electric plant and another for a Westinghouse plant.
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3.1.5.3 Key Findings and Results

These failures were categorized into four main types: software errors, HMI errors,
electromagnetic interference (EMI), and random component failures.

Software errors were the most frequent, accounting for 30 events. Most software errors were
related to shortcomings in V&V processes, where software did not meet functional,
performance, or interface requirements. Configuration control failures, involving the inadequate
management of software changes, were another significant contributor to this category.

HMI errors, reported in 25 events, stemmed from insufficient operator training, poorly designed
interfaces, unauthorized data entries, and deviations from established procedures. These errors
highlighted the critical role of ergonomics and operator proficiency in the reliable operation of
digital systems.

EMI was responsible for 15 events and was attributed to insufficient shielding, poor grounding,
and noise in the operational environment. Digital systems, operating at higher speeds and lower
voltages than analog systems, were found to be especially susceptible to EMI-induced failures.

Random component failures, the least frequent category with nine reported events, included
issues such as aging or defective hardware components. While less common, these failures
underscored the importance of robust component design and preventive maintenance.

The distribution of these failure types is summarized in Table 3-1, which illustrates the
prevalence of each failure type. The table highlights the dominance of software errors and HMI
issues, which together account for 70% of all reported events.

Table 3-1 Digital System Failure Events Reported in LERs (1990-1993)

Failure Type Number of Events Percentage of Total Events
Software Errors 30 38%
HMI Errors 25 32%
EMI 15 19%
Random Component Failures 9 11%
Total 79 100%

Source: Data compiled from [9].

NUREG/CR-6579 [10] report extends the analysis of DI&C system failures documented in U.S.
NPPs between 1990 and 1993. This analysis builds on earlier work by categorizing failure
events based on system functions and identifying the causes of failures in greater detail. The
categorization considers system descriptions and the operational context of each event.

The analysis categorizes failures into four functional groups: spurious trips and system
actuations; loss of monitoring or control; incorrect or incomplete parameter evaluation; and
others. These categories, while somewhat arbitrary, are based on descriptions of the events in
the LERs. Each event is further classified by its failure cause, including hardware, software,
human interactions, and EMI.
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Table 3-2 summarizes these categorizations, with the first column listing failure causes as
identified in the reference. The subsequent columns display the number of events for each
failure type.

Table 3-1 DI&C System Failure Events in U.S. NPPs (1990-1993)

Spurious Incorrect or
Trips and Loss of Incomplete
System Monitoring or Parameter
Failure Cause Actuations Control Evaluation Others Total
Hardware 5 0 0 4 9
Software 7 5 15 0 27
Human 8 2 10 1 21
Interactions
EMI 4 0 1 0 5
Total 24 7 26 5 62

Source: Data compiled from [10].

3.2 Electric Power Research Institute Study on Common-Cause Failures

EPRI has conducted several key studies that provide valuable insights into the behavior and
management of DI&C systems in NPPs. One study titled “Operating Experience Insights on
Common-Cause Failures in Digital Instrumentation and Control Systems [11],” was published in
2008. This work evaluated the operational history of U.S. NPPs over two decades to assess
trends, insights, and lessons learned from CCFs in digital systems. Additionally, the 2014 follow-
up study, “Digital Common-Cause Failure Susceptibility: 2014 Project Status [12]”, provided
updated insights on evolving challenges and strategies for mitigating vulnerabilities. This section
primarily focuses on the 2008 report, which offers an in-depth analysis of operating experiences
with digital I&C systems in NPPs.

3.2.1 Objectives and Scope

The primary aim of the study was to leverage operational experience data to enhance diversity
and defense-in-depth evaluations, focusing on mitigating risks associated with CCFs.
Secondary goals included compiling failure statistics to inform reliability models and PRAs for
digital systems. The study examined both safety related (1E) and non-safety related (non-1E)
system events, with a strong focus on digital CCFs that could potentially degrade or disable
critical safety functions.
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3.2.2 Data Source and Time Period

The research utilized event reports from the INPO and NRC public Agencywide Documents
Access and Management System database. Data covered a 20-year span, from 1987 to 2006,
encompassing events reported in LERs, event notifications, and other industry reports. Of 504
identified events, 322 were fully evaluated using detailed source documents and were
categorized as:

o 49 Safety Related (1E) Events: These involved 1E systems such as reactor protection,
engineered safety features actuation, diesel load sequencer, post-accident monitoring.

e 273 Non-Safety Related (non-1E) Events: These pertained to systems like turbine
electrohydraulic control and feedwater controls.

Events were further analyzed to identify the presence of single defects (localized to one
division) or common defects (spanning redundant systems).

3.2.3 Key Findings and Results

The analysis revealed critical insights into the causes and dynamics of failures in digital
systems. Among the 49 safety-related events, 27 were identified as involving common defects—
vulnerabilities that existed across redundant channels. Importantly, no system-level actual CCFs
were observed in safety-related systems, underscoring their inherent resilience due to design
simplicity and regulatory requirements for redundancy and independence. The only potential
system-level CCF linked to software was attributed to a design flaw in an automated self-testing
feature, which could have prevented safety injection signals under specific conditions. However,
manual intervention by operators would have mitigated this issue.

In contrast, the 273 non-safety-related events revealed greater vulnerability to CCFs, with 77
cases involving common defects. Non-safety systems often lacked the stringent independence
required for safety-related systems, making them more susceptible to failures stemming from
shared resources such as power supplies and communication links. The study highlighted
specific cases where hardware failures or inadequate system designs led to significant
operational challenges, including unplanned power transients.

The causes of these events varied between the two system categories. For safety-related
systems, hardware failures, human errors, and procedural inadequacies were more prevalent,
while software design issues were a minor contributor. For non-safety-related systems,
inadequate hardware and software designs featured prominently, reflecting differences in the
rigor of quality assurance processes.

Corrective actions were diverse and tailored to the specific causes of the events. In safety-
related systems, the most common actions included hardware replacements and software
updates to enhance monitoring and alarm capabilities. In non-safety systems, software changes
were frequently implemented to address vulnerabilities, even when software was not the
primary cause of the event. This trend reflected an adaptive use of software to mitigate risks
associated with hardware and process deficiencies.
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3.2.4 Limitations and Perspectives

The study acknowledged several limitations and important perspectives on the data and
findings. One key limitation is the inherent bias in the data, which primarily focuses on failures
and misbehaviors rather than successes. This imbalance can lead to a skewed perception of
the reliability of digital systems. For example, while anecdotal evidence suggests that digital
feedwater control upgrades have greatly enhanced plant reliability and safety, such successes
are rarely documented in the datasets used for this study. Instead, the dataset includes several
examples of CCFs in digital feedwater control systems, potentially offering a misleading view of
their overall impact.

Another limitation is the shortage of statistically significant data on safety system demands and
failures-to-actuate-on-demand, as safety systems are intentionally designed to be simple,
rigorously tested, and rarely called upon to perform their safety functions. The lack of extensive
safety system failure data might also reflect the effectiveness of current design and
development practices. The study highlights that focusing solely on failures could obscure the
broader benefits of DI&C systems.

Despite these limitations, the report provides valuable insights into the types of problems
experienced in digital systems and how to mitigate CCFs. It also emphasizes the need to
examine aspects of digital system implementation and management that have proven more
problematic than software, such as hardware and process-related issues. These observations
underline the importance of balanced data collection and analysis to better understand the full
impact of DI&C systems in safety-critical applications.

3.3 European Clearinghouse Study on Digital Instrumentation and Control
Systems

Another significant study in the area of DI&C systems is the “Operating Experience with Digital
I&C Systems at Nuclear Power Plants [13],” published by the European Clearinghouse on
Operating Experience Feedback in 2019. This study provides a detailed analysis of international
operating experience, focusing on DI&C systems across NPPs and identifying key challenges
and lessons learned.

3.3.1 Objectives and Scope

The study aimed to analyze operating experience to identify challenges and lessons learned in
the implementation of DI&C systems in NPPs. Its primary focus was on deriving insights to
improve the design, implementation, and operational practices for these systems. The study
aimed to review recent operating experience to highlight challenges encountered in the
implementation of DI&C systems and to derive lessons learned for improving design and
operational practices. A total of 82 events were identified initially, with 25 selected for detailed
analysis after a rigorous screening process.

The research focused on systems classified as digital based on their use of computer-based or
hardware-programmed components, emphasizing events where software played a significant
role. The selected events were analyzed across the lifecycle of DI&C systems, including design,
verification and validation (V&V), operation, maintenance, and modifications.
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3.3.2 Data Source and Time Period

The study reviewed event reports from two primary databases: the International Reporting
System for Operating Experience (IRS), operated by the IAEA and the NEA of the Organization
for Economic Co-operation and Development (OECD), and the U.S. NRC LERs. These
databases were selected for their comprehensive coverage of operational events in NPPs. The
IAEA/OECD IRS database provides worldwide coverage of events of interest to the international
nuclear community, while the U.S. NRC LERs database offers a consistent and detailed
account of events in U.S. nuclear facilities.

The review covered events reported between 2013 and 2018. The search was conducted in
September 2018, ensuring the inclusion of most events within this period. However, events from
late 2017 and 2018 may not have been fully captured in the IAEA/OECD IRS database due to
reporting delays.

3.3.3 Key Findings and Results

The study identified and analyzed 25 significant events from a pool of 82 reports sourced from
international databases, focusing on DI&C systems in NPPs. These events were categorized
based on the affected DI&C systems and their respective lifecycle phases to extract detailed
insights.

The events were distributed across various DI&C systems, prominently featuring turbine
generator instrumentation and control systems. Specifically, eight events were related to the
digital electrohydraulic control systems of turbine generators. Although these systems are non-
safety-related, their proper functioning is essential for plant availability and operation. Five
events involved plant process computers, with three cases affecting the entire plant digital
control system in highly digitized environments, while two were related to auxiliary systems.
Feedwater control systems were implicated in five events, often leading to reactor trips due to
software-related issues affecting water level control. Other events involved leak monitoring and
engineered safety features actuation systems.

The lifecycle phase analysis revealed that the design phase accounted for the largest proportion
of incidents, comprising approximately 35% of the events. The operational and maintenance
phase contributed to 23% of the events, reflecting challenges in managing and maintaining
digital systems. Requirement specification issues were identified in 16% of the cases,
highlighting the importance of accurate initial system requirements to prevent downstream
failures. V&V issues accounted for 13% of events, particularly due to limitations in identifying
and addressing latent software defects. Finally, the modification phase represented another
13%, with poor documentation and testing during system upgrades contributing to operational
issues.

These findings demonstrate that failures were not confined to safety-critical systems but
extended to balance-of-plant and auxiliary systems, indirectly impacting plant operation and
safety. The events also underscored the importance of robust design, rigorous validation, and
effective maintenance practices across all lifecycle phases of DI&C systems to ensure their
reliability and performance.
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3.3.4 Insights from Event Analyses

The study highlighted several recurring themes and technical challenges associated with the
reported events involving DI&C systems. These insights provide a deeper understanding of the
vulnerabilities in system design, configuration, and operation. Three main areas emerged as
significant contributors to the events reviewed: the use of smart devices, configuration
management, and digital communications.

3.3.4.1 Use of Smart Devices

Smart devices, which refer to sensors and actuators containing computer-based technology
such as microprocessors with firmware or embedded software, have become increasingly
prevalent in NPPs. While they offer enhanced functionalities compared to traditional analog
devices, their integration presents notable challenges. One significant issue is the qualification
of smart devices for nuclear applications. Independent access to proprietary software, such as
source code, is often restricted, making it difficult for licensees to perform adequate V&V. This
lack of transparency can lead to unanticipated failure modes.

The study detailed an event where the presence of embedded software in relays used for
emergency diesel generator control was discovered years after installation, revealing a potential
CCF mode. Other examples included:

e A generator trip due to inadequate validation of a smart device’s automatic voltage
regulator.

e Reactor trips caused by errors in embedded software for feedwater control, which contained
unverified parameters and contributed to fluctuating reactor water levels.

o Operator errors due to poor ergonomic design in digital controls, such as inadvertent
activation of a compressor control display.

These cases underscore the importance of comprehensive verification processes for smart
devices, including evaluating their embedded software and ensuring compatibility with plant-
specific requirements.

3.3.4.2 Configuration Management

Weaknesses in configuration management emerged as a common cause of several events.
DI&C systems are inherently complex, with extensive documentation and frequent software
updates required. Poorly managed modifications and insufficient documentation often result in
operational failures.

For example, modifications in turbine control systems and feedwater systems were cited as
failure causes of several reactor trips. These failures often occurred because the impact of
changes on plant behavior was not fully understood or documented, highlighting the need for
rigorous quality assurance processes during software upgrades and system modifications.
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3.3.4.3 Digital Communications

The integration of digital communication networks introduces new failure modes that do not
present in analog systems. Unlike point-to-point connections, digital systems often share data
across networks, creating the potential for fault propagation. Maintaining independence between
redundant safety systems and between safety and non-safety systems is critical to prevent
cascading failures.

Two similar events involving reactors with digital platforms demonstrated how excessive central
processing unit (CPU) loads caused operator station screens to go blank, requiring manual
control transfer. Another event detailed a communication hub failure that rendered a redundant
CPU unable to take over, leading to a turbine trip. These incidents highlight the importance of
designing communication networks with robust fault isolation capabilities to prevent single-point
failures from affecting multiple systems.

3.4 Light Water Reactor Sustainability Program Study

The Light Water Reactor Sustainability (LWRS) Program, funded by the U.S. Department of
Energy, has developed methodologies for modeling DI&C systems in PRA. One development is
an integrated risk assessment process that combines qualitative hazard identification and
quantitative reliability assessments. This approach considers challenges posed by DI&C
systems, particularly software CCFs, which traditional PRA methods often fail to adequately
model. This section reviews two studies that contribute to methodologies for modeling DI&C
systems in PRA:

3.4.1 Integrated Risk Assessment for Digital Upgrades

Bao et al. [14] propose an integrated risk assessment process tailored to evaluate DI&C system
upgrades in NPPs. Their methodology combines both qualitative and quantitative approaches to
assess the reliability and safety implications of transitioning from analog to digital systems. This
work focuses on systematically identifying and modeling critical failure modes specific to digital
systems, including software and hardware interactions, data communication failures, and HMI
challenges.

This approach employs fault tree analysis alongside dynamic event tree modeling to capture
static and time-dependent failure mechanisms. By incorporating diverse failure scenarios, the
methodology highlights vulnerabilities that could propagate through interconnected digital
systems. Despite its strengths, the process relies heavily on expert judgment to estimate
software failure probabilities, which introduces subjectivity into the analysis. Moreover, the
scarcity of empirical data on digital system failures limits the robustness of quantitative
assessments. The scalability of the proposed framework to more complex systems or larger
digital architecture also remains a challenge.

3.4.2 Quantitative Risk Analysis

Another LWRS DI&C report is titled “Quantitative Risk Analysis of High Safety-Significant
Safety-Related Digital Instrumentation and Control Systems in Nuclear Power Plants Using
IRADIC Technology” [15]. This report focuses on developing risk-informed methodologies to
evaluate safety margins for high-safety-significant safety-related DI&C systems, particularly in
contexts with limited operational data.
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The study introduces approaches, such as the Bayesian and HRA-Aided Method for the
Reliability Analysis of Software methodology, to estimate software and hardware failure
probabilities. A key focus is the modeling of CCFs, which are crucial for understanding the
reliability of interconnected digital systems. By incorporating probabilistic techniques, the
methodology provides insights into safety margins and system vulnerabilities under different
operational scenarios.

While the report offers methodological advancements, its reliance on assumed data, such as, a
hypothetical beta factor range, limits its applicability for NRC licensing actions, where empirical
data is essential. The use of hypothetical values undermines the reliability of its outcomes in
regulatory contexts. Nevertheless, the structured analysis of CCF methodologies and the
innovative treatment of software reliability modeling provide a foundation for bridging the gap
between academic research and regulatory standards.

In general, both studies highlight several overarching challenges in modeling DI&C systems for
PRA. A primary issue is the lack of comprehensive failure data specific to digital technologies,
which constrains the ability to develop accurate and validated reliability models. Additionally, the
non-physical nature of software failures poses significant difficulties for traditional PRA
frameworks, necessitating innovative modeling techniques. Digital systems also introduce
complex interdependencies between hardware, software, and communication networks, making
it challenging to capture cascading failures accurately. Finally, ensuring the validity of digital risk
models is impeded by the limited operational experience with these systems and the novelty of
their integration into NPPs.
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4 DIGITAL INSTRUMENTATION AND CONTROL FAILURE
MODE REVIEW

DI&C systems, unlike their analog counterparts, introduce complex failure modes stemming
from software, hardware, and human interactions. These failure modes require updated and
structured taxonomies for effective risk management and system improvement. Currently, there
is no international consensus on a standardized taxonomy for DI&C failure modes, posing
challenges for PRA methodologies. Existing PRA models often employ varied approaches—
ranging from simple functional analyses to detailed component-based models. To ensure
transparent and sound modeling of DI&C failures, PRA techniques need to evolve to account for
these unique characteristics effectively.

This section provides a comprehensive overview of different failure modes in DI&C systems
proposed by various researchers and organizations. These taxonomies are critical for
understanding, categorizing, and addressing the unique failure modes in DI&C systems. The
goal is to synthesize existing taxonomies and insights, presenting a unified understanding of
failure modes specific to DI&C systems in NPPs.

4.1 Nuclear Regulatory Commission Studies on Digital Instrumentation and
Control Failure Modes

This section reviews maijor studies conducted or supported by the U.S. NRC to characterize and
address failure modes in DI&C systems.

4.1.1 Interim Staff Guidance on Failure Mode Taxonomy

The Interim Staff Guidance (ISG) taxonomy [16], developed under the NRC’s broader
framework, provides a structured framework for categorizing processor-level failure modes in
DI&C systems. While the draft ISG does not aim to develop a comprehensive methodology for
failure mode identification, it highlights the importance of standardizing failure mode
classifications to support consistent reviews and analyses.

The taxonomy serves as a starting point for a broader understanding of DI&C vulnerabilities,
categorizing failures that can occur at the task and processor/system levels [16]:

e Task-Level Failures

e Task Crash: The control software task exits unexpectedly.
e Task Hang: The process goes into an infinite loop.
e Task Late Response: The output of the task exceeds the specified response time.
e Task Early Response: The output of the task is too early.
e Task Incorrect Response: The output of the task is timely but violates specifications.
e Task No Response: There is no output from the task (but the task is not hung).
e Processor/System-Level Failures
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o Processor Crash: The processor software kernel (or operating system) crashes, bringing
down all tasks running on the operating system.

o Corrupted Input: The input signal from the plant sensors receives corrupted data due to
either an analog electrical problem, an analog-to-digital conversion problem, or noise in
a digital network.

e Corrupted Output: The output signal to plant actuators is corrupted due to an analog
electrical problem, a digital-to-analog conversion problem, or noise in a digital network.

¢ Out-of-Sequence Data: Data packets arrive at the destination in a different sequence
than expected (applicable to digital networks using Transmission Control
Protocol/Internet Protocol and other protocols collectively referred to as “field buses” or
“data highways”).
The effects of these failure modes can propagate across three levels: (1) at the processor
boundary, failures are confined to the processor, potentially affecting task execution and data
integrity; (2) at the control or safety system level, failures can disrupt the functionality of broader
systems, such as reactor protection or emergency cooling; and (3) at the plant level, failures
may escalate to impact overall plant operations, potentially compromising safety or causing
systemwide disruptions. These classifications are particularly useful for evaluating CCFs, where
shared vulnerabilities, such as algorithmic flaws in application software, can lead to
simultaneous failures across systems. However, timing-related failures like task crashes or
hangs may not propagate uniformly [16].

The ISG taxonomy’s categorization provides a robust foundation for analyzing DI&C PRAs. By
focusing on failure mode identification and the cascading effects of these failures, this taxonomy
enhances the understanding of risks, surpassing the traditional focus on sensitivity analyses
and probabilities. Its integration into PRA methodologies can significantly improve the accuracy
and reliability of risk assessments for DI&C systems.

4.1.2 NUREG/CR-6579

NUREG/CR-6579 [10] provides a comprehensive discussion of the failure modes in DI&C
systems, emphasizing their differences from analog systems and the unique challenges posed
by digital technology. These failure modes are categorized into two main types: those that
prevent the 1&C system from performing its safety functions on demand and those that result in
spurious system actuations. Both types are critical to plant operations, with the former posing
direct safety risks and the latter often causing unnecessary shutdowns or operational
disruptions.

The report identifies several key failure modes in programmable electronic systems (PESs),
including input and output devices, as shown in Table 4-1, which was reproduced from
Reference [17]. In this context, a PES refers to logic performed by programmable or
configurable devices such as PLCs and Single Loop Digital Controllers and does not include
field devices. A PES can comprise a programmable controller, a distributed control system
controller, or an application-specific standalone microcomputer. An input module in a PES or
subsystem acts as an interface to external devices, converting input signals into signals that the
PES can utilize, while an output module acts as an interface to external devices, converting
output signals into signals that can actuate external devices [10].
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Table 4-1 Typical PES and Input/Output Module Failure Modes

System/Module Failure Mode
PES Stuck bit/multiple bits

Dynamic faults/x-talk

Instruction time/wait states/stall

puCode/macro code

Arithmetic logic unit faults

Access time wait state logic

Stuck interrupt request

Stuck/loss of timing

Device specific (custom IC)

Stuck /0 it
x-talk on 1/0O lines
Wrong I/0 line

Data direction fault (/O Port)

Signal too fast/slow (I/O Port)

Lost bit/byte/message (comm)

Wrong sender/receiver/message

Timeout/multidrop conflict

Deadlock (comm)

Parity generator fault

Frame fault/buffer overrun

Stuck direct memory access (DMA)

x-talk (DMA)

Loss of I/O communication

Bus request stuck (DMA)

Transfer time incorrect (DMA)

Wrong sample time

Timer register fault

Wrong timer

Timeout/overrun

Timebase fault

Set/reset fault

Interrupt request / poll fault (timer)

Trigger pattern

Trigger too early/late
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System/Module Failure Mode ‘
Input Module Stuck on/off
Upscale/downscale/conversion fault
Drift/calibration
Unstable Input

Isolation Fault

Linearization/compensation

Output Module Stuck on/off/conversion fault

Upscale/downscale
Drift/calibration

Unstable output

Isolation fault

Linearization/compensation

In addition to the component-level failures, the report also presents system-level failure modes
derived from operational experience in NPPs and related industries. These failures are
categorized into spurious operations and system malfunctions. These categories include
spurious system actuations, loss of monitoring or control functions, incorrect or incomplete
parameter evaluation, and others. Each category reflects distinct challenges and vulnerabilities
in DI&C systems.

4.1.2.1 Spurious Trips and System Actuations

This category includes events where protection or safety systems actuate without actual need.
These spurious trips were predominantly caused by EMI, which introduced false signals or
caused key components, such as microprocessors, to malfunction. Human interaction errors,
such as operational missteps, were also a significant contributor. Additionally, the lack of
adequate hardware redundancy in some systems led to single points of failure, increasing the
likelihood of spurious system responses.

4.1.2.2 Loss of Monitoring or Control Function

Failures in this category were often due to the unavailability of critical components like
microprocessors or computers. Such losses can pose significant safety risks, particularly under
abnormal or accident conditions. A common cause of these failures was incorrect software
entries by operators, compounded by software configuration and verification errors. The inability
to monitor or control critical parameters can remain unannounced, further exacerbating the risk
during crucial operational scenarios.

4.1.2.3 Parameter Evaluation Errors

The incorrect or incomplete evaluation of system parameters was identified as another
significant failure mode. These errors were caused by software issues, such as incompatibility
or corrupted data, and by human errors, including inadequate procedures or misoperations.
Such failures can result in critical system responses being missed, such as failing to provide a
trip signal when necessary to ensure plant safety.
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4.1.2.4 Other Failures

Miscellaneous failures included violations of technical specification requirements and
nonconservative setpoint settings. In several instances, human errors were directly responsible
for these events. For example, inappropriate setpoint configurations led to three specific system
failures, illustrating the importance of accurate configuration and strict adherence to operational
protocols.

4.2 QOak Ridge National Laboratory Studies on Digital Instrumentation and
Control Failure Modes

The ORNL study, “An Investigation of Digital Instrumentation and Control System Failure
Modes,” [18] provides detailed exploration of failure modes in DI&C systems. Drawing from the
Equipment Performance and Information Exchange database and supplementary literature, the
study identified critical failure modes across hardware and software components. These findings
highlight vulnerabilities inherent in digital systems, offering valuable insights for improving
system reliability and safety in NPPs.

The study categorized failure modes into hardware and software domains, reflecting the unique
challenges of digital systems. Hardware failures were identified across several components,
including PLCs, field programmable gate arrays (FPGAs), application-specific integrated circuits
(ASICs), and power supplies.

The study [18] identified hardware-related failure modes across several components, with
details summarized in Table 4-2.

Table 4-2 Failure Modes of Cards/Modules

Module/Component Failure Modes

Loss of communication

Processor lockup

Communication timeout

Loss of power

Incorrect firmware coding

Open fuse

Unable to reset

False output

Communication dropout

Incorrect functioning of CPU clock
Loss of dc power

Failed output (HI or LO)
Damaged component

Failed to reboot

Failed to establish communication
Programming error/latent fault in PLC logic

PLC
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Module/Component Failure Modes

Shorted capacitor on card

Failed output (LO or HI)

Degraded pulse-to-analog converter signal
Shorted operational amplifier

Intermittent loss of power

Drift high

Drift low

Erratic output

FPLA Loss of programmed logic
Programmable Logic Device (PLD) Incompatibility with clock speed

ASIC Card/ASIC-Based Module

Open fuse

Loss of DC power

Power Supply, UPS, Battery Damaged capacitors/components
Shorted capacitor

Erratic output

Time base fault

Degradation of UPS battery

Failure of subcomponent on controller logic circuit
card.

Unresponsive (lock up of) programmable peripheral
interface

Output out of tolerance (drifting) due to unstable
clock

Degraded output (due to static buildup)

Failed output of address decoder chip

Failure to communicate data to remote computer
Short circuit

Erratic/fluctuating output

Network switch disconnected

Instrument air pressure drop

Loss of communication

Damaged capacitors/components

Open circuit/loss of continuity

Communication interruption (lasted 36 seconds)
Communication lockout due to accumulation of
timeout errors

Spurious performance (isolator card)

Erratic output

Loss of memory

Output card failed high

Spurious performance (CPU board)
Unresponsive to input command

NAND gate output failed in a quasi-trip state (would
not provide true “HI”)

Intermittent loss of power

Failed output (HI or LO)

Loss of communication

Other Hardware
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The study [18] also identified generic software failure modes, which were documented using a
combination of database analysis and literature review. These failure modes include timing,
logic, and data handling issues, as summarized in Table 4-3.

Table 4-3 Software System Failure Modes and Software Element Failure Modes

Software System Failure Modes Generic Software Element Failure Modes

Halt/abnormal Termination with a Clear Timing/Order Failure

Message

Halt/Abnormal Termination without a Clear Interrupt-Induced Failure

Message

Runs with Evidently Wrong Results Omission of a Required Function or Attribute

Runs with Wrong Results that are not Evident | Unintended Function or Attribute in Addition
to Intended Ones

Incomplete or Incorrect Display of Information | Incorrect Implementation of a Function or

Requiring Operator Action Attribute
Misleading Command to the User Data error that software logic cannot identify
and reject

In general, the ORNL study provides a comprehensive taxonomy of failure modes in DI&C
systems, spanning both hardware and software components. Hardware failures highlighted the
impact of aging components and communication vulnerabilities, particularly in PLCs and
FPGAs. Software failures revealed challenges such as timing and order errors and latent flaws
that were often underreported or misdiagnosed.

The ORNL study provides a robust framework for understanding DI&C failure modes and their
implications for system reliability. By integrating these insights into PRAs, operators can develop
more comprehensive risk models, improve failure detection mechanisms, and implement
effective mitigation strategies. The findings underscore the importance of addressing aging
components, improving software diagnostics, and designing resilient systems to ensure the
safety and operational efficiency of NPPs.

4.3 Nuclear Energy Agency Failure Mode Taxonomy

The NEA Failure Mode Taxonomy [19] provides a hierarchical framework for classifying and
analyzing failure modes in DI&C systems. Conducted under the Committee on the Safety of
Nuclear Installations, this study aims to improve reliability assessments in PRAs for NPPs. It
highlights hardware and software vulnerabilities at various abstraction levels, providing a
detailed understanding of their origins, interactions, and impacts on system performance.

The taxonomy employs a hierarchical structure with five abstraction levels, capturing failures
from systemwide impacts to basic component behaviors:

o System Level: Examines overarching system failures, such as reactor protection system
faults.

o Division Level: Considers the physical separation of DI&C systems.
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o |&C Unit Level: Focuses on elements performing specific functional roles, such as data
processing and communication.

¢ Module Level: Addresses detailed failures in hardware/software modules, like CPUs or I/O

cards.

o Basic Component Level: Investigates failures at the most granular level, such as sensors or
microprocessors.

According to the NEA taxonomy [19], Table 4-4 summarizes hardware failure modes at the
module and component levels. while Table 4-5 presents the failure modes of basic hardware

components.

Table 4-4 Summary of Hardware Failure Modes by Abstraction Level

Level
Module

Modules/Components ‘

Remote Multiplexing
unit

I/O Devices

Digital I/0 Module
Digital I1/0 Channel
Analog I/O Module
Analog 1/0O Channel
Load Driver

Optical Cable

PLC Module
Communication Card
Termination Module
Dc Power Supply
Power Battery

Ac Power Supply
Subrack

Failure Modes/Effect/Causes
Undetected Failures
Loss of Function
Spurious Function
Malfunction
Detected Failures
Loss of Function
Malfunction

CCF
Unavailable Due to Corrective Maintenance

Structural Failure Modes:

Loss of one sensor input

Intermittent sensor signal failure

Loss of an output

Loss of internal power supply

Internal power overshoot
Round-off/truncation/sampling rate errors
Unable to meet response requirements

Skipping software functions due to
hardware/software faults or too fast triggered
watch dog timer (WDT)

WDT fails to activate

WDT activates when computer has not failed
Arbitrary value output

Setpoint corrupted

Malfunction alarm of the PLC module of station
blackout diesel generator system

Termination module D/I fails to close/open when
energized/de-energized
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Level Modules/Components ‘ Failure Modes/Effect/Causes
Card failure detected/undetected by software
Card failure detected on panel check

Component Current Loop Structural failure modes:
A/D and D/A Converter | Network interface Card fails to establish
Multiplexer communication
Demultiplexer Transmitter fails/drifts high/low
Software Amplifier output fails low
Sensors Amplifier output fails low due to CCF
Signal Amplifier Amplifier adjustment too low
Transmitter Power supply output fails low

Sensor signal fails low
Transducer spuriously fails high
Termination module A/l fails/drifts high/low

Table 4-5 Failure Modes of Basic Hardware Components

Component Failure Mode

Microprocessors Sends erroneous output
Stops updating output
Associated Components of a Loss of function
Microprocessor (the Internal Bus,
RAM, ROM, BIOS, and Buffer)
RAM Loss of RAM
False Memory Content
Current I/O Loop Fail (Drift) High or Fail (drift) Low of Current Loop Device
Voltage Regulator Fail (Drift) High or Fail (drift) Low of Voltage Signal
Multiplexer Loss of all Signals
Loss of one Signal
Demultiplexer Loss of all Signals
Loss of one Signal
A/D Converter Output Stuck at Zeros or Ones
Random Bit Failure
D/A Converter Output Signals Fail (Drift) High
Output Signals Fail (Drift) Low
Address Logic Loss of Address Logic
Solid-State Switch Failure to Operate
Spurious Operation
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The NEA taxonomy [19] also outlines key software failure modes, emphasizing their interaction
with hardware and the propagation of faults across system layers. These are summarized in
Table 4-6.

Table 4-6 Summary of Software Failure Modes by Bbstraction Level

Level Failure Modes

System Level/ For reactor trip:
Division Level Failure to actuate (including failure to hold)

Spurious failure

Adverse effects on other functions (systems, operators, and others,
dependent upon additional functions judged to be safety related)

For diesel generator load sequencing:
Failure to actuate in time

For engineered safety features actuation:
Failure of trip signals such as a high reactor pressure level

The above failure modes can also be subdivided into the location where
they occur:

Function failures, attribute failures, function set failures, 1/0O failure
modes, multiple interaction failure modes, support failure modes

For systems with multiple functions there are also a few additional failure
modes:

Single function failure, correlated multiple function failures,
complex multiple function failures

Microprocessor Erroneous operation for data acquisition:
level / Module level Incorrect value

Incorrect validity

Incorrect value and incorrect validity

No value

No validity

Above failure modes may be subdivided (e.g., incorrect high or low)

Erroneous operation for logic processing:
Failure to actuate (including failure to hold)

Spurious failure

Erroneous operation for voting logic:
Incorrect voting

No vote

Above failure modes can lead to a failure to actuate (including a
failure to hold) or to a spurious failure
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Level Failure Modes

Erroneous operation for priority actuation logic:
Incorrect priority

No priority

Above failure modes can lead to a failure to actuate (including a
failure to hold) or to a spurious failure

Other:
Software runs with misleading commands to the user, incomplete or
incorrect display of information

Software stalls
Missing operation
Extra operation

Software aborts

Sub-Level Failure modes are defined for software functional modules related to
individual signals to hardware components such as pumps and valves:
Timing/order failure

Interrupt-induced failure

Omission of a function or an attribute

Unintended function or attribute

Incorrect implementation of a function or an attribute

Data error

The NEA Failure Mode Taxonomy represents an important step toward standardizing failure
mode classifications for DI&C systems. However, several observations highlight the variability
and challenges in developing a universally applicable taxonomy. Input from participants
revealed inconsistencies in the level of detail and focus. While some participants included failure
effects as part of their failure modes and effects analysis, others did not, reflecting differences in
how failure effects are influenced by system design and vendor-specific fault tolerance features.
These discrepancies emphasize the need for system-specific adaptations of the taxonomy,
particularly as failure modes for protection systems are generally simpler compared to the more
complex functionality and feedback-dependent nature of control systems.

Hardware failure modes received more attention than software failure modes in participant
input, leading to a preliminary software failure mode taxonomy developed during a workshop.
Additionally, CCFs—a critical aspect of DI&C reliability—were inconsistently addressed, with
some organizations treating CCFs as a combination of failure modes rather than a distinct
category. This variability underscores the lack of consensus on how to model CCFs effectively.
Despite these challenges, this taxonomy serves as a valuable framework, though its application
to complex systems such as control systems remains limited by its current scope.
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The study also raises important questions about the completeness and clarity of the taxonomy.
For instance, the lack of an intermediate level between the division and module levels in the
software taxonomy suggests a need to introduce an I&C unit level for software failure modes,
similar to hardware. Additional concerns include whether failure modes are defined
hierarchically, exhaustively, and analogously across different components, and whether
categories like “malfunction” or “corrective maintenance” should be explicitly defined as failure
modes. Finally, the availability of reliable data to support the taxonomy is a significant limitation,
impacting on its ability to provide exhaustive and unambiguous classifications. These
observations highlight the need for further refinement and development to ensure the
taxonomy’s applicability across diverse DI&C systems in NPPs.
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5 IDAHO NATIONAL LABORATORY DIGITAL INSTRUMENTATION
AND CONTROL OPERATING EXPERIENCE STUDY

The operational performance and reliability of DI&C systems in NPPs are critical to ensuring
safety and efficiency. To provide DI&C component and system reliability and CCF parameter
estimates for PRA, this section serves as the first step by evaluating the availability and
adequacy of operating experience data necessary for developing reliable estimates. Two
primary data sources are reviewed: LERs and INPO IRIS. The combined analysis of these data
sources provides updated insights into DI&C-related failure events, trends, operational
implications, key vulnerable systems, components, failure characteristics, and failure causes in
NPPs.

Section 3 provided an extensive review of existing studies and industry insights, highlighting the
gaps in empirical data and the need for advanced methodologies to model and mitigate risks.
Section 4 subsequently conducted a comprehensive review of taxonomy of DI&C failure modes,
setting the foundation for categorizing and analyzing real-world operational data. This section
advances those discussions through two targeted studies conducted at INL: the analysis of the
LER and IRIS databases.

The LER and IRIS studies offer complementary perspectives on DI&C reliability. LERs, as
regulatory-driven reports, focus on safety-critical events, providing valuable insights into high-
impact failures and their operational consequences. The IRIS database, on the other hand,
captures routine operational challenges, offering a broader view of system performance under
normal conditions. Together, these datasets enable a holistic analysis of DI&C system reliability,
bridging the gap between theoretical taxonomy and real-world data. By characterizing failure
modes, failure causes, and operational impacts, the LER and IRIS analysis lays the groundwork
for integrating empirical failure data into PRA models, enabling more accurate risk predictions
and supporting risk-informed decision-making.

The objectives of this section are as follows:
¢ Identify and Analyze Failure Trends: Examine LERs and IRIS data to uncover trends in

hardware and software-related failures across DI&C systems.

e Characterize Failure Modes and Failure Causes: Extend and validate the taxonomies of
failure modes discussed in Section 4 with empirical data from operational events.

o Evaluate Operational and Safety Impacts: Assess the implications of DI&C failures on plant
safety and operations, including reactor trips and system performance disruptions.

o Enhance PRA Methodologies: Provide data-driven insights that improve the accuracy and
applicability of PRA models.
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5.1 Analysis of the Licensee Event Report Database

5.1.1 Introduction

The NRC’s LER database (https://lersearch.inl.gov/LERSearchCriteria.aspx) serves as a
comprehensive repository of operating experience data from NPPs. These reports document
events and conditions that deviate from normal operations, including equipment failures, safety
system malfunctions, and human errors, as required by the NRC Regulations in Title 10 of the
Code of Federal Regulations Section 50.73, “Licensee event report system” [20]. As such, the
LER database is a critical resource for understanding failure modes, identifying failure causes,
and improving risk modeling and system design in the nuclear industry.

DI&C systems, as integral components of modern NPPs, are increasingly featured in LERs due
to their widespread adoption and unique failure characteristics. Unlike traditional analog
systems, DI&C systems exhibit new and complex failures, such as software bugs, configuration
errors, and interactions with cybersecurity measures. These failures not only challenge system
reliability but also impact plant safety and operational efficiency, making their analysis a priority
for industry stakeholders.

The analysis of LER data in this study builds on prior efforts by organizations such as EPRI [11]
and BNL [8], which examined DI&C-related failure events from 2005 to 2016. By focusing on the
period from 2016 (the conclusion of the BNL study) to 2023, this study provides an updated
perspective on DI&C system performance in real-world conditions, reflecting advances in
technology and evolving operational challenges. Preliminary results of this LER analysis were
presented in [21].

5.1.2 Methodology

The analysis of the LER database was conducted in a systematic manner to identify and
characterize failure events related to DI&C systems in NPPs. This study focused on events
reported to the U.S. NRC between 2016 and 2023, leveraging a combination of keyword-based
searches, detailed screening, and structured categorization to ensure the inclusion of relevant
data.

The first step in the methodology involved data collection from the NRC’s publicly accessible
LER Search Tool. Specific keywords, including “digital,” “software,” “computer,”
“microprocessor,” “CPU,” “memory,” “PLC,” “FPGA,” “program,” and “digital feedwater control,”
were used to capture a broad spectrum of reports potentially related to DI&C failures. This
keyword-based search yielded an initial set of 206 LERs.

To refine the dataset, a rigorous screening process was applied. Each LER identified in the
initial search was manually reviewed to confirm its relevance to DI&C systems. Reports that did
not pertain to DI&C systems, such as those focused solely on mechanical or analog
components, were excluded. Ultimately, 43 LERs were verified as DI&C-related and included in
the analysis. A list of these LERS, including the plant name, LER number, and event date, is
provided in Appendix A.
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The verified LERs were analyzed to classify failure events and extract meaningful insights. Each
failure was categorized as either hardware- or software-related based on the nature of the
system or component that failed. Hardware-related failures included component defects, aging,
and environmental factors, while software-related failures encompassed design and logic errors,
configuration issues, and procedural deficiencies. For each failure event, specific DI&C systems
or components involved—such as the digital electrohydraulic control system, feedwater control
system, or core monitoring system—were identified and documented.

The broader implications of the failures were also assessed. This included an evaluation of the
operational impact, such as reactor trips or other significant disruptions to plant operations. The
failure causes were systematically identified and grouped into categories, including design
errors, human factors, and environmental factors.

To provide additional context, operational data were analyzed to determine the plant’s mode at
the time of the failure (e.g., power operation, cold shutdown) and the method by which the
failure was detected (e.g., during normal operation, testing, or calibration activities). These
factors were examined to understand the circumstances under which DI&C failures most
commonly occur and how they are identified.

Both quantitative and qualitative analytical methods were employed. Statistical trends were
analyzed to assess the frequency of hardware versus software failures, track changes in failure
rates over time, and identify recurring failure causes. Qualitative analyses were conducted to
interpret patterns in failure modes and their operational impacts, providing insights into systemic
vulnerabilities and areas for improvement.

While the methodology was designed to be comprehensive, certain limitations were noted. The
reliance on keyword-based searches may have excluded relevant reports that did not explicitly
include the selected terms. Additionally, variability in the completeness and detail of LER
documentation posed challenges for consistent data extraction. Despite these limitations, the
methodology provides a robust framework for examining DI&C-related failures and offers critical
insights to improve the reliability and safety of these systems in NPPs.

5.1.3 Current Results

The review of the LERs from 2016 to 2023 identified failure characteristics and operational
impacts of DI&C systems in U.S. NPPs. A total of 1,580 LERs were reported during this period,
of which 206 were initially screened as potentially related to DI&C failures through keyword-
based search. After manual verification, 43 events were confirmed as DI&C-related. While the
current report does not perform a statistical analysis to determine the significance of trends in
the number and percentage of digital I&C LERs each year, this could be considered for future
studies.

Figure 5-1 shows the total number of LERs (with light blue bars) and the number of DI&C-
related LERs (orange bars). The figure also shows the percentage of DI&C-related LERs
relative to the total LERs over the last several years (in red line). The total number of LERs
generally decreased from 364 in 2016 to 124 in 2022, followed by a slight increase to 144 in
2023. In contrast, DI&C-related LERs fluctuated, peaking at eight events in both 2018 and 2023.
Notably, the percentage of DI&C-related LERSs rose from 1.37% in 2016 to 5.56% in 2023,
indicating a growing proportion despite the overall decline in total LERs.
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Figure 5-1 Comparison of Total LERs and DI&C-Related LERs From 2016 to 2023

5.1.3.1 Failure Classification

The 43 DI&C-related LERs were divided into hardware- and software-related failures,
representing 23 events (53%) and 20 events (47%), respectively. The analysis of these trends
provides insights into the evolving reliability of DI&C systems in NPPs.

Hardware-related failures (Figure 5-2, orange) exhibited periodic fluctuations across the review
period without a consistent directional pattern. Advancements in the design, manufacturing, and
maintenance of hardware systems, such as memory modules, processors, and sensor
technologies, would likely improve reliability. However, occasional spikes in hardware-related
failures, such as those seen in 2018, highlight ongoing challenges related to aging infrastructure
and component-specific vulnerabilities in legacy systems.

In contrast, software-related failures (Figure 5-2, green) displayed significant variability (more so
than hardware failures), with notable spikes observed in 2018, 2021, and 2023. While the
average number of failures for both hardware and software components is nearly the same,
there is greater variability in the number of software failures. Although a statistical test of
variances could be used to formally assess this difference, such analysis is beyond the scope of
this report. These fluctuations suggest persistent challenges in software design, configuration
management, and integration practices. Although the overall trend is not consistently upward or
downward, these fluctuations suggest areas for further investigation, particularly the increasing
prominence of software-related issues in certain years. This highlights the ongoing need for
enhanced software reliability in DI&C systems within NPPs.
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Figure 5-2 Breakdown of Hardware- and Software-Related DI&C LERs

5.1.3.2 Digital Instrumentation and Control Failure System

The analysis of the confirmed DI&C-related LERs identified several key systems that were
affected by failure events. Figure 5-3 illustrates the distribution of systems involved in DI&C
failure events.

The digital electrohydraulic system experienced the highest proportion of failures,
accounting for 21.4% of the total events. These failures often disrupted turbine control
operations, underscoring the operational importance of this system in maintaining plant
performance and stability.

The digital feedwater control system represented 19% of the failures. This system plays a
critical role in maintaining reactor water levels and ensuring reactor stability. Failures in this
system had significant safety implications, as they could lead to reactor trips or other
operational disturbances.

The core monitoring system accounted for 9.5% of the failures. Issues in this system
primarily affected the accuracy of critical safety parameters, such as neutron flux and core
temperature, which are essential for monitoring reactor conditions.

Other systems impacted by DI&C failures included the radiation monitoring system (7.1%),
which experienced occasional failures that could delay or affect the accuracy of radiation
measurements, the reactor protection system (7.1%), safety features actuation (4.8%),
control building chilled water system (4.8%), control rod drive system (4.8%), and main
generator (4.8%). These instances illustrate the diverse range of plant systems that can be
influenced by DI&C-related issues.
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The remaining 16.7% of the failures were distributed across other systems, which included
the reactor coolant leakage detection instrumentation system and the main ac power
system. These events, while less frequent, highlight the diverse nature of DI&C failures and
their potential to impact various plant systems.

Reactor Protection Radiation Monitor

Safety Features Actuation
Others

Control Building Chilled Water
16.7%

A Main Generator

19.0%

Control Rod Drive

Core Monitoring

Digital Feedwater Control

Digital Electro-Hydraulic

Figure 5-3 Distribution of Systems in DI&C Failure Events

5.1.3.3 Digital Instrumentation and Control Failure Mode and Cause

The analysis of the confirmed DI&C-related LERs identified distinct failure modes and causes
for hardware- and software-related failures, reflecting the complexity and uniqueness of DI&C
systems compared to traditional analog systems.

The failure modes observed in DI&C systems predominantly included “fail to operate” or “loss of
function” and “output errors.”

Fail to Operate/Loss of Function: This mode represented cases where components, such as
processors, memory modules, or sensors, ceased functioning entirely. These failures
resulted in a complete loss of system capability and often had immediate and significant
impacts on plant operations.

Output Errors: In this mode, components or software generated incorrect or unstable
signals, disrupting downstream systems and processes. Such failures were particularly
challenging as they introduced erroneous data into control systems, potentially leading to
misdiagnosis or delayed corrective actions.
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The causes of hardware-related failures were categorized into five primary groups: component,
design, environment, human, and other (refer to INL/RPT-23-72728 [22] and NUREG/CR-6268
[23] for component failure cause grouping criteria used in existing NRC’s operating experience
data analysis program). As illustrated in Figure 5-4, the design failure cause group accounted
for the largest share, contributing to 34.8% of hardware-related failures. These included design
flaws, manufacturing defects, and installation errors. Examples included inadequate system
configurations during installation, which led to signal disruption or total loss of functionality. The
human failure cause group represented 30.4% of hardware-related failures, often stemming
from insufficient maintenance practices, unclear operational procedures, or human errors during
calibration and setup, frequently due to incorrect or inadequate procedural guidance. The
component failure cause group, including failures due to aging, wear, or other component
internal issues, contributed to 21.7% of failures, reflecting the challenges of maintaining legacy
systems. Environmental factors, such as electrical noise and temperature fluctuations,
accounted for 4.3% of hardware-related failures, while the remaining 8.7% were classified as
“other,” encompassing unique or infrequent failure scenarios.

Other

8.7%

Component 21.7%

Environment

Design

Figure 5-4 Distribution of Failure Causes in Hardware-Related DI&C LERs

In contrast to hardware failure causes, software failure causes require a distinct approach.
Based on a review of LERs, they were temporarily categorized into specific groups, as shown in
Figure 5-5. The majority of failures were due to design and modeling errors, which accounted
for 45.0% of the total failures. Incorrect logic settings and configuration/setpoint errors each
contributed 25.0%, highlighting significant areas where system configurations and operational
settings could be improved. Human error due to inadequate procedure, although less frequent,
accounted for 5% of the total, indicating that while less common, human errors still play a role in
software-related failures. This distribution underscores the need for rigorous design and
modeling practices, as well as stringent configuration management and operator training, to
mitigate software-related failures in DI&C systems.
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Figure 5-5 Distribution of Failure Causes of Coftware-Related DI&C LERs

5.1.3.4 Impact Assessment

The analysis of LERs from 2016 to 2023 highlights the contribution of DI&C-related failures to
unexpected reactor trips. As shown in Figure 5-6, during this period, approximately 340
unexpected reactor trips were reported across U.S. NPPs [24], with 19 trips (5.6%) directly
attributed to DI&C system failures. The proportion of reactor trips caused by DI&C issues varied
annually, ranging from 2% to 11%, with a peak of 11.1% in 2018. This variability reflects the
evolving role of DI&C systems in plant operations and their increasing prevalence as critical
systems replace older analog technologies. While the total number of reactor trips declined over
time, DI&C-related trips fluctuated, emphasizing the need for continuous improvements in digital
system reliability and fault tolerance.
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Figure 5-6 Total Reactor Trips vs. DI&C-Caused Trips

DI&C-related reactor trips were typically associated with failures in systems, such as digital
feedwater control and reactor protection, where malfunctions directly impacted core safety and
operational stability. These events underscore the significant operational consequences of DI&C
failures, particularly in systems that lack robust fault detection and mitigation mechanisms. The
relatively small but consistent contribution of DI&C failures to overall reactor trips highlights the
importance of addressing both hardware and software vulnerabilities through proactive
maintenance, enhanced design practices, and rigorous testing protocols. These measures are
essential to mitigate the impact of DI&C system failures and ensure the safe and efficient
operation of NPPs.

5.1.3.5 Operational Mode and Detection Method

The analysis of DI&C-related LERs from 2016 to 2023 highlights the operational context in
which failures occurred. As shown in Figure 5-7, the majority of DI&C-related failures (92.9%)
took place during power operation, reflecting the heavy demand and stress on systems during
power operations, while a smaller proportion of failures occurred during shutdown operations,
such as hot standby, cold shutdown, and refueling. This is consistent with the average plant
capacity factor of 0.9 across the industry. Note that while the occurrence rate of DI&C failures
may be similar between power operations and shutdown operations, the extended duration of
power operations means that it naturally becomes the primary context for these failures. This
underscores the need for enhanced monitoring and fault-tolerant design of DI&C systems during
power operations.
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Figure 5-7 Distribution of Unit Operation Modes in DI&C-Related Failure Events

Figure 5-8 illustrates the distribution of failure detection methods in DI&C events. Note that the
failure detection methods used here have been adjusted from the current operating experience
database to better fit the specific context of this analysis. The majority of failures were detected
during system normal operation, accounting for 65.9% of the events. Testing activities were the
second most common, with 24.4% of the failures identified during these procedures. Calibration
and troubleshooting activities each accounted for a smaller portion, 5.1% and 2.6%,
respectively, and maintenance activities made up the least detected failures. This distribution
highlights the importance of robust operational monitoring and comprehensive testing
procedures in identifying DI&C failures, while also emphasizing the need for attention to
calibration and troubleshooting practices to ensure system reliability.
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Figure 5-8 Distribution of Failure Detection Methods in DI&C-related Failure Events

5.1.4 Conclusion

The analysis of the LER database provides critical insights into the reliability and operational
performance of DI&C systems in U.S. NPPs. Over the study period from 2016 to 2023, 43
DI&C-related failure events were identified, representing an increasing proportion of total LERs
despite an overall decline in reported events. This trend underscores the growing prevalence
and significance of DI&C systems in NPP operations.

Key findings reveal that both hardware-related and software-related failures exhibit fluctuations
over the review period. While we initially hypothesized that hardware-related failures might have
decreased due to improvements in component reliability, the data shows periodic fluctuations
without a consistent directional pattern. Similarly, software-related failures also exhibit
fluctuations, highlighting persistent challenges in software design, testing, and configuration.
Failure cause analysis identified design issues, human factors, and procedural deficiencies as
the primary contributors to both hardware and software failures. Additionally, specific systems,
such as digital feedwater control and electrohydraulic systems, experienced the highest
proportion of failures, likely due to their status as primary digital systems installed or early
adopted. This suggests that targeted design and maintenance improvements could yield
significant reliability gains.

Operationally, most failures occurred during power operation and were detected through normal
monitoring activities. This emphasizes the importance of robust operational diagnostics and
comprehensive testing procedures to identify and address failures proactively. Furthermore, the
role of DI&C failures in contributing to reactor trips, while relatively minor, highlights their critical
impact on overall plant safety and reliability.
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These findings have significant implications for improving DI&C systems. By addressing the
failure causes through enhanced designs, rigorous testing, improved procedures and
strengthened operator training, the nuclear industry can mitigate risks and enhance the
robustness of these systems. Additionally, the empirical data derived from this analysis provides
valuable input for refining PRA models, supporting more accurate risk predictions and informed
decision-making.

The LER study underscores the need for continuous monitoring and iterative improvements to
DI&C systems as they become increasingly integral to NPP operations. These insights lay a
foundation for the subsequent analysis of component-level reliability using the IRIS database,
which will complement the findings presented in this section and contribute to a holistic
understanding of DI&C performance.

5.2 Analysis of the Industry Reporting and Information System Database

5.2.1 Introduction

The INPO IRIS database provides a comprehensive repository of operational data from NPPs.
Unlike the LER database, which focuses on regulatory-driven safety events, IRIS captures a
broader spectrum of operational challenges. This broader scope makes IRIS a valuable
resource for understanding the detailed reliability and performance of DI&C systems.

This study analyzed 2,104 INPO-reported events from 1997, the beginning of the IRIS
predecessor reporting, until 2023 that have the value of “Digital/Cyber/Instrumentation
Condition” for the cause category filed, of which 636 events were identified as potentially DI&C-
related. This focused analysis complements the findings from the LER study by exploring
operational challenges that may not escalate to regulatory significance but are nonetheless
critical for plant reliability. By identifying recurring failure modes, failure causes, and affected
systems, the IRIS study provides actionable insights into the design, monitoring, and
maintenance of DI&C systems.

The IRIS data also highlights the broader operational context in which DI&C failures occur,
providing a contrast to the LER dataset. Together, the findings from IRIS and LER offer a
comprehensive understanding of DI&C system performance, addressing both high-impact
safety events and routine operational vulnerabilities. This integrated perspective is essential for
advancing risk-informed decision-making, improving PRA methodologies?, and supporting the
modernization of DI&C systems in NPPs.

5.2.2 Methodology

The methodology for analyzing the IRIS database was designed to ensure consistency with the
approach used in the LER analysis, as described in Section 5.1.2. Data collection involved the
systematic identification of DI&C-related events from the IRIS database, leveraging
classification codes and keyword-based searches to filter relevant reports. The screening
process was applied to exclude non-DI&C-related events, such as those involving purely
mechanical failures or unrelated instrumentation issues.

a Although many of the 636 potential DI&C-related events are related to non-PRA systems (such as plant
process computer system and radiation monitoring system) and could be excluded from the future DI&C
risk assessment, they are kept in this section’s general analysis to provide a more complete picture.
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The preliminarily review identified 636 potential DI&C-related events which were subjected to
structured categorization, grouping failures by system, component, failure mode, and failure
cause. The same framework employed in the LER study was applied to analyze these events,
ensuring methodological alignment across both datasets. Both quantitative and qualitative
methods were used to extract insights into trends, recurring failure patterns, and systemic
vulnerabilities. While the LER analysis focused on regulatory-significant events, the IRIS
analysis provides a broader operational context, offering insights into routine challenges and
potential precursors to major failures.

5.2.3 Current Results

The analysis of the preliminarily identified 636 potential DI&C-related failure events recorded in
the IRIS database from 1997 to 2023 provides insight into the distribution of hardware and
software failures over time. This section provides a detailed examination of the total failures
over time and further analyzes the contributions of hardware and software components.

The total number of DI&C-related failures fluctuated significantly over the 26-year study period

(Figure 5-9). A notable increase occurred between 1997 and 2001, culminating in a peak of 57

failures in 2001. This increase potentially coincides with the broader adoption of digital systems
in NPPs, where integration challenges and initial reliability issues were common.

Following this peak, the total number of failures gradually stabilized between 2004 and 2018,
with annual counts ranging between 19 and 37 failures. Notable spikes occurred in 2010 (37
failures) and 2018 (30 failures), which may reflect specific operational challenges or emerging
issues related to component aging, increased system complexity, or software updates. It is also
possible that some failures coincided with additional plants installing digital systems during this
period, making it challenging to extract meaningful insights without considering the larger
context of the number of digital systems installed in plants. Following 2018, failure counts
appeared to decline, reaching a record low of two events in 2023. This decline may be
influenced by advancements in DI&C system design, improved maintenance practices, and
enhanced fault diagnostics, reflecting increased maturity and stability of digital technologies
within NPPs.
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Figure 5-9 DI&C-Related Failures From 1997 to 2023

5.2.3.1 Failure Classification

When broken down by failure type, hardware-related failures consistently dominated the
dataset, accounting for 76.9% (489 events), while software failures represented 28.0%

(178 events). It is important to note that 31 of these events are related to both hardware and
software and are therefore included in both the hardware and software counts. The trends for
hardware and software failures over time are shown in Figure 5-10.

Hardware failures consistently outnumber software failures over the entire study period.
Significant peaks in hardware-related failures occurred in 2001, 2010, and 2018. These peaks
suggest challenges related to component aging, environmental stress, and integration issues,
particularly in systems heavily reliant on legacy infrastructure.

Software-related failures, while fewer, exhibited variability over time. Software failures peaked in
2001 and 1999, reflecting initial difficulties in software implementation and validation during
early adoption periods. Notably, software failure counts remained relatively low in subsequent
years, indicating improvements in software design, testing, and quality assurance practices.

Combined hardware and software failures, although less frequent, occurred sporadically
throughout the dataset, with notable counts in 2004 and 2010. These events highlight the
interdependencies between hardware and software in modern DI&C systems, where failures in
one domain can exacerbate issues in the other. The presence of combined failures underscores
the need for integrated maintenance and diagnostic strategies to address cross-domain
vulnerabilities.
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Figure 5-10 Breakdown of Hardware- and Software-Related DI&C Failures

5.2.3.2 Digital Instrumentation and Control Failure System

As shown in Figure 5-11, the radiation monitoring system emerged as the most frequently
affected system, accounting for 171 events (26.9%). This system’s criticality in monitoring plant
safety parameters, coupled with its exposure to environmental factors and high operational
demands, makes it a focal point for reliability improvements. Similarly, the plant process
computer system, which recorded 167 events (26.3%), was identified as a major source of
failures. This system’s central role in real-time data processing and control underscores the
challenges of maintaining its operational reliability under continuous demand.

Other notable systems included the core monitoring system, with 31 events (4.87%), and the
safety parameter display system, with 21 events (3.3%). Failures in these systems primarily
impacted plant safety monitoring and decision-making, underscoring their importance in
maintaining operational stability. Additional systems, such as the emergency response system
and the operator aid computer system, also demonstrated recurring issues, further emphasizing
the need for system-specific interventions. The remaining events were distributed across
various other systems, each with fewer than 5 events, and are included in the 'Others' category.
This category also includes systems that were not clearly identified or described in the event
reports.
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Figure 5-11 Distribution of Systems in DI&C Failure Events

The distribution of failures across these systems highlights the varied operational and design
challenges inherent to DI&C systems. High-demand systems like the plant process computer
and radiation monitoring systems exhibit greater vulnerability due to their complex architecture
and critical roles in plant safety and efficiency even though they are generally not modeled in
PRA. This underscores the need for targeted design improvements, robust maintenance
strategies, and enhanced fault tolerance to address recurring issues in these systems.

5.2.3.3 Digital Instrumentation and Control Failure Component

The analysis of the preliminarily identified 636 potential DI&C-related events from the IRIS
database identified several critical components as major contributors to system failures. These
findings provide valuable insights into the vulnerabilities of both hardware and software
elements within DI&C systems.

Figure 5-12 summarizes the failure data for the most frequently failed components. The CPU
was the most frequently affected component, with 127 failures (20.0%). As the CPU is
responsible for executing control and computational tasks, its failure often resulted in significant
operational disruptions, such as system lockups, loss of communication, or complete system
shutdowns. The high frequency of CPU failures highlights the importance of robust design and
maintenance practices to mitigate risks associated with this critical component.

The second most affected component was general-purpose computers, which accounted for 69
failures (10.8%). These failures often impacted data processing and control functions,
particularly in systems requiring real-time operational accuracy. Software followed closely with
54 failures (8.5%), reflecting recurring issues such as programming errors, logic execution
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faults, and misconfigurations. Software-related failures not only disrupted individual systems but
also posed cascading risks across interconnected components.

Other significant contributors included servers (27 failures, 4.2%), computational modules (24
failures, 3.8%), and PLCs (22 failures, 3.5%). These components play vital roles in data
management, real-time processing, and system control, making their reliability critical to plant
operations. Failures in disk storage devices were reported in 20 events (3.1%), primarily
affecting data integrity and retrieval processes. The remaining failures were distributed across
various other components and are included in the 'Others' category. This category also
encompasses components that were not clearly identified or described in the event reports.

Others
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CPU

Computational Module

Server

General-purpose Computer Software

Figure 5-12 Distribution of Failed Components in DI&C Failure Events

5.2.34 Failure Modes Across Key Components

The analysis of the preliminarily identified 636 potential DI&C-related events in the IRIS
database revealed recurring failure modes across critical components of DI&C systems. These
failure modes provide insights into the underlying challenges in maintaining reliable operation
and highlight areas for targeted interventions.

Among the most frequently reported failure modes, fail to operate was dominant across nearly
all components, reflecting a complete loss of functionality that often led to significant operational
disruptions. For instance, failures in CPUs—the most frequently implicated component—were
associated with fail-to-operate events that rendered key systems inoperative. Additionally,
lockup failures in CPUs, computers, and PLCs often resulted in temporary halts in system
functionality, requiring manual intervention to restore operations.
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Another common failure mode was loss of communication, which occurred across multiple
components, including CPUs, computational modules, and communication modules. This mode
disrupted the flow of critical data between interconnected systems, often leading to cascading
effects throughout the plant’s operational framework. Incorrect output, though less frequent,

introduced erroneous signals or data into the system, complicating diagnostics and potentially
leading to unsafe conditions. Similarly, spurious operation, observed in components such as

servers and CPUs, caused unpredictable system behavior, further highlighting the complexity of

DI&C failures.

Table 5-1 summarizes the top failure modes for key DI&C components, providing a clearer
understanding of how these issues are distributed across system architecture.

Table 5-1 Key DI&C Component Failure Mode

Component ‘ Failure Modes Description

CPU Fail to operate, CPU failures caused complete shutdowns (fail to
lockup, loss of operate), temporary freezes (lockup), and disrupted
communication, | data flow (loss of communication). Output errors and
loss of signal, spurious operations introduced instability and unsafe
output failure, conditions.
spurious
operation

Computer Fail to operate, Failures in general-purpose computers impacted real-
loss of time processing, leading to unavailability (fail to
communication, | operate), freezes (lockup), and data inaccuracies
lockup, incorrect | (incorrect output).
output

Software Fail to operate, Software-related failures disrupted system logic, with
loss of fail to operate affecting critical operations. Incorrect
communication, | output and loss of communication often propagated
incorrect output, | errors across subsystems.
lockup

Server Fail to operate, Server failures impaired centralized data processing
loss of and communication, with fail to operate and loss of
communication, | communication causing significant operational
spurious disruptions. Spurious operation introduced
operation unpredictable behavior.

Computational Fail to operate, Failures in computational modules, which handle

Module loss of specialized tasks, were primarily related to complete
communication loss of functionality or communication breakdowns.

PLC Fail to operate, PLC failures disrupted real-time control processes,
output failure, with fail to operate and loss of communication being
loss of the most frequent. Output failures and lockups
communication, | introduced delays and control instability.
lockup

Disk Storage Fail to operate Disk storage failures often resulted in data retrieval

issues, affecting logging, archival, and operational
analytics.
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Table 5-1 Key DI&C Component Failure Mode (Continued)

Component ‘ Failure Modes Description
Communication | Fail to operate, Failures in communication modules primarily affected
Module no failure, loss of | network reliability, with loss of communication
communication interrupting data flow between subsystems.
Multiplexer Loss of Network | Multiplexer failures led to network interruptions,
affecting data routing and system connectivity.

The analysis revealed several systemic vulnerabilities across both hardware and software
components. Fail to operate emerged as the most critical failure mode, with cascading effects
that could compromise multiple systems simultaneously. Similarly, loss of communication
underscored the reliance on seamless data transmission within DI&C systems, where even
minor disruptions could have significant operational consequences. Lockup failures reflected
challenges in managing computational loads, particularly in real-time environments where
delays or freezes could disrupt critical processes. Although less frequent, incorrect output and
spurious operation posed significant risks by introducing erroneous or unpredictable behavior
into otherwise stable systems. These findings are generally consistent with those observed in
the LER analysis, where fail to operate/loss of function and output errors were also the most
prominent failure modes. In both datasets, these modes underscore the criticality of ensuring
reliable execution and accurate outputs in DI&C systems, especially given their potential to
affect plant operations and safety.

5.2.3.5 Failure Cause Analysis

The failure analysis of the preliminarily identified 636 potential DI&C-related events from the
IRIS database highlighted significant challenges in diagnosing and documenting failures
compared to the more detailed data available in the LER database. While the LER dataset
provides regulatory-driven insights with comprehensive failure descriptions, the IRIS database
primarily focuses on operational data, which often lacks the granularity required to identify
precise failure causes. This limitation is reflected in the high proportion of failures categorized
under unknown causes for both hardware and software components.

5.2.3.5.1 Hardware-Related Failures

Among the 489 hardware-related events, the most prevalent failure cause was classified as
unknown causes, accounting for 433 events (88.5%). This significant proportion indicates a
critical gap in diagnostic capabilities, where failures were not definitively traced to specific
issues. The prevalence of unknown causes suggests the need for improved failure
documentation, real-time diagnostic tools, and post-event investigations to better identify and
address failure causes.

The second most common failure cause for hardware failures was aging, contributing to 33
events (6.7%). This reflects the challenges associated with aging infrastructure in NPPs, where
components such as CPUs, disk storage devices, and sensors degrade over time, leading to
increased failure susceptibility. Other identified causes included design deficiencies, internal
failures, environmental factors, and installation errors, each of which underscores specific
vulnerabilities in hardware design, operation, and maintenance.
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5.2.3.5.2

Software-Related Failures

For the 178 software-related events, unknown causes were again the most significant,
contributing to 109 events (61.2%). This aligns with the challenges observed in hardware-
related failures, reflecting the inherent complexity of diagnosing software failures and the
absence of detailed documentation in the IRIS dataset. Such gaps hinder the ability to
implement targeted corrective actions and emphasize the need for comprehensive failure

reporting and analysis.

Other notable causes of software failures included programming errors (9.0%) and software
issues (not clearly defined) (11.2%). These categories reflect flaws introduced during software
development or updates, as well as ambiguities in how software-related issues are reported and
categorized. Configuration/setpoint errors were responsible for 12 events (6.7%), highlighting
the importance of proper parameter settings and configuration management. Additional causes
included design deficiencies (nine events) and human errors (two events), which typically
stemmed from operator actions or missteps during software updates.

Table 5-2 summarizes the failure causes of hardware and software failures, along with their
respective frequencies and proportions.

Table 5-2 Key DI&C component failure causes

Failure Cause

Hardware
Failures

Percentage

Software
Failures

Percentage

Unknown causes 433 88.50% 109 61.20%
Aging 33 6.70% — —
Programming errors — — 16 9.00%
Software issues (not clearly — — 20 11.20%
defined)

Configuration/setpoint errors — — 12 6.70%
Design deficiencies 6 1.20% 9 5.10%
Internal failures 5 1.00% — —
Environmental factors 5 1.00% — —
Installation errors 3 0.60% — —
Human errors — — 2 1.10%
Other Causes 4 0.8% 10 5.6%

The dominance of unknown causes in the IRIS data reflects a significant diagnostic gap,
particularly for complex and interdependent DI&C systems. This limitation underscores the need
for enhanced failure reporting practices, more detailed event documentation, and improved
diagnostic tools to enable more precise failure cause identification. In contrast to LERs, which
often provide comprehensive information about failure mechanisms and their regulatory
implications, the IRIS dataset focuses on broader operational data. This limitation makes it
challenging to trace failures to specific causes, particularly for complex systems where
interdependencies between components and processes obscure failure cause identification.
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while less detailed than those from LERS, still point to critical areas for improvement in system
design, maintenance, and documentation practices. Enhanced failure reporting in databases is
essential for achieving a more comprehensive understanding of DI&C system vulnerabilities.

5.3 Implications for Risk Assessment and Probabilistic Risk Assessment
Models

5.3.1 Introduction

The findings from the LER and IRIS analyses can be used to inform PRA methodologies and
advance the reliability of DI&C systems in NPPs. The preliminarily identified 636 potential DI&C-
related events were subjected to structured categorization, grouping failures by system,
component, failure mode, and failure cause. The same analytical framework employed in the
LER study was applied to analyze these events, enabling direct comparability between the two
datasets. Both quantitative and qualitative methods were used to extract insights into trends,
recurring failure patterns, and systemic vulnerabilities. While the LER analysis focused on
regulatory-significant events, the IRIS analysis provides a broader operational context, offering
insights into routine challenges and potential precursors to major failures.

5.3.2 Empirical Trends and Implications for Probabilistic Risk Assessment Models

The analysis of both datasets revealed distinct trends in hardware and software failures over
time. Hardware failures consistently outhumbered software failures, with dominant failure modes
including fail to operate, loss of communication, and lockup. Software failures, though fewer,
often introduce complexities due to configuration errors and programming faults.

For PRA models, these empirical trends provide updated failure probabilities for both hardware
and software components. Specifically:

o Time-Dependent Reliability: The observed hardware trends, particularly aging-related
failures, emphasize the need for time-dependent models that account for degradation over
the operational lifecycle of DI&C systems. Dynamic reliability models can incorporate the
observed aging failure rates to better predict future vulnerabilities.

o Failure Probabilities for Software: While software failures lack clear aging mechanisms, the
variability and recurring issues (e.g., configuration errors) indicate the importance of
considering HMIs and software testing coverage in PRA scenarios.

By using this empirical data, PRA models can more accurately reflect real-world reliability
challenges, enabling plant operators to prioritize components with the highest failure risks.

5.3.3 Modeling Interdependencies Between Hardware and Software

The presence of combined hardware-software failures, although less frequent, highlights the
interdependence inherent in modern DI&C systems. Events where hardware failures triggered
software disruptions (and vice versa) demonstrate the need to model system-level
interdependencies in PRA methodologies. Traditional PRA approaches, which often treat
hardware and software failures independently, may underestimate the risk of cascading failures.
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To address this, the following improvements can be incorporated:

e Coupled Failure Models: Develop coupled failure modes for critical systems where hardware
degradation or faults may propagate to software logic and lead to system-level disruptions.

e Cascading Effects: Integrate models that assess how single-point failures, such as CPU
lockup or communication module faults, can trigger downstream failures in interconnected
subsystems.

These refinements help ensure that PRA models capture the complexities of digital systems and
their reliance on integrated hardware and software components. Alternate approaches could
also be considered, such as using surrogate events to bound the impact of individual or
common-cause failures of DI&C systems, whether hardware or software, on plant equipment,
functions, and operator actions modeled in the PRA.

5.3.4 Enhancing Probabilistic Risk Assessment for System-Specific Risk Scenarios

The system-level analysis in both LER and IRIS studies identified key systems frequently
affected by DI&C failures, such as the radiation monitoring system, digital turbine control
system, and core monitoring system. Although most of those systems are associated with non-
PRA systems and could be excluded from future DI&C risk, they are retained in this section’s
general analysis to provide a more complete understanding of the broader risk landscape.
Furthermore, they play critical roles in plant safety and operational stability. Their vulnerability to
failures necessitates system-specific PRA enhancements that:

e Prioritize high-risk systems where failures can lead to reactor trips or safety parameter
degradation.

e Develop system-specific fault trees and reliability models that reflect dominant failure modes
observed in empirical data (e.g., fail to operate, loss of communication).

e Incorporate operational mode dependencies: While failures were predominantly observed
during power operation, likely due to the high capacity factors, it is important not to neglect
the possibility of failures occurring during other plant operating modes (e.g., startup,
shutdown).

This system-specific approach ensures PRA models can identify and mitigate the most
significant risks, improving plant safety margins.

5.3.5 Addressing Data Gaps for Probabilistic Risk Assessment Integration

A critical limitation observed in the IRIS analysis was the large proportion of failures classified
as unknown causes (88.5% for hardware and 61.2% for software). While the LER database
provides more detailed failure cause information, the absence of precise diagnostic data in IRIS
limits the ability to fully quantify failure mechanisms in PRA models. To address these data

gaps:

e Improved failure documentation and reporting practices must be encouraged to reduce
“unknown causes” and enhance the granularity of failure data.

¢ Integrate advanced diagnostics and condition monitoring systems to identify failure causes
of hardware and software failures more effectively.
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Consider adopting advanced techniques, including an integrated DI&C data lake and
validated digital twin capabilities, to aggregate and harmonize fragmented operating
experience data, enable model calibration, and generate synthetic failure scenarios that
strengthen reliability and risk modeling.

Leverage machine learning and artificial intelligence-based analytics to extract meaningful
patterns from incomplete or ambiguous data, supporting more accurate failure modeling.

Closing these gaps will improve the robustness and applicability of PRA models, ensuring that
risk assessments are grounded in comprehensive and reliable operational experience.

5.3.6 Considerations for an Integrated DI&C Probabilistic Risk Assessment

Although the objective of this study is to evaluate the feasibility of estimating DI&C component
reliability parameters—including CCF parameters—using existing operating experience data,
rather than to develop a new methodology or framework for an integrated DI&C PRA, several
valuable insights were provided by the technical reviewers of this report. These considerations
are captured below to inform future studies on integrated DI&C PRA development.

(1) Graded Modeling Approach

To manage the size and complexity of a PRA that incorporates DI&C systems, a graded
approach could be adopted such that the level of modeling detail is commensurate with the
scope and importance of the application or function being assessed. For example, when
evaluating the impact of the Reactor Protection System (RPS) on a specific accident
sequence or overall plant risk, the RPS model would need to be more detailed than other
less risk-significant systems.

(2) Explicit Modeling Elements in DI&C PRA

A DI&C PRA model should explicitly address the following:

a. DI&C CCFs — NRC guidance on defense-in-depth and diversity requirements
provides key protection against CCF in DI&C systems. The impact of compliance
with these requirements on DI&C CCF modeling should be evaluated. For example,
can the design attributes (e.g., diversity) justify screening out specific CCF scenarios
from further consideration?

b. DI&C Equipment Unavailability — The unavailability of DI&C system equipment
should be explicitly modeled, as it may significantly contribute to overall system
failure probabilities.

c. Human Actions — DI&C related human actions, particularly those that are safety- or
risk-significant, should be incorporated into DI&C PRAs.

(3) Modeling of Fault Tolerance Features

DI&C systems often incorporate self-monitoring algorithms and fault-tolerant features that
detect and recover from certain faults before they lead to system failure. Consideration
should be given to explicitly modeling these features in DI&C PRA. Faults may need to be
categorized as recoverable or non-recoverable to appropriately reflect system behavior.
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(4) Function integration

Software and hardware provide the capability to integrate several different functions within a
DI&C system (e.g., integration of control and actuation functions of different DI&C systems),
each with a specific impact on plant risk. Therefore, PRA models of integrated DI&C
systems should be decomposed to each function with the associated impact on accident
sequences and plant risk.

(5) Uncertainty Characterization

Sources of uncertainty specific to DI&C systems should be identified and quantified for
incorporation into DI&C PRA models. The uncertainty distributions of the plant risk resulting
from PRAs with and without DI&C systems should be determined. Application-specific
sensitivity analyses should also be performed.

(6) Development of DI&C PRA Guidance
Enhanced guidance for DI&C PRA should be developed to address the challenges such as

those described above. This effort may benefit from pilot applications to demonstrate
practical modeling approaches and identify best practices.
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6 DIGITAL INSTRUMENTATION AND CONTROL RELIABILITY AND
RISK ASSESSMENT

This section provides a plan for the next steps for DI&C reliability and risk assessment. It begins
with a review of key studies related to DI&C reliability data. This review draws on sources from
various industries and international standards to inform the development of a more robust
foundation for DI&C reliability analysis. Following the review, the section outlines a plan that
includes:

(1) Assessing the Integration of the DI&C Study into IDCCS
Evaluate whether the DI&C study should be incorporated into the NRC’s Integrated Data
Collection and Coding System (IDCCS), maintained by INL. If the decision is affirmative,
proceed with updating IDCCS to include the identified DI&C failure events.

(2) Updating RADS for DI&C Reliability Estimation
Enhance the NRC’s web-based Reliability and Availability Data System (RADS), which
supports PRA data calculations, to enable estimation of DI&C component reliability.

(3) Continuing Long-Term DI&C Event Collection
If the DI&C study is integrated into IDCCS, continue the systematic collection and
characterization of DI&C-related events within IDCCS to support long-term reliability
analysis of digital components.

6.1 Literature Review of Reliability Data for DI&Cs

This subsection provides a review of key studies related to the reliability data of DI&C systems.
It focuses on the challenges in estimating failure probabilities, particularly concerning hardware
and software CCF failures, within the context of complex DI&C systems. The section analyzes
reports from various industries, including nuclear, aerospace, oil and gas, chemical, and other
relevant sectors, as well as international standards and research organization studies. It also
delves into existing data on failure probabilities and CCF values for DI&C systems, drawing on a
set of reports and other relevant sources. The review also discusses the importance of
operational experience data and risk assessment models in setting realistic reliability goals. It
emphasizes the need for more refined data collection and modeling practices to enhance the
safety assessment of DI&C systems, ultimately contributing to improved reliability and safety in
NPPs.

6.1.1 DI&C Reliability Data in the Nuclear Industry

The reliability of I&C systems, particularly RPS, is critical for ensuring the safe operation of
NPPs. Industry-average reliability data for RPS has been estimated through analysis of
operating experiences, as reported in NUREG/CR-6928 [25]. Specifically, data for components
such as bistables, process logic components, sensor/transmitter components, reactor trip
breakers, manual switches, and relays were derived from the earlier RPS system studies (e.g.,
NUREG/CR-5500, Volumes 2, 3 [26], [27]), which analyzed industry operating data from
commercial NPPs between 1984 and 1995.

It should be noted that the RPS systems evaluated in these studies were predominantly analog
rather than fully digital. Nonetheless, these data provide an important reference point for
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assessing the reliability of modern DI&C safety systems. Table 6-1 summarizes the key
reliability parameters for major RPS components, including the number of failures observed, the
demands or operational hours, and the estimated mean failure probabilities or rates from [25].

Table 6-1 Summary of industry-average reliability data for RPS components

Component ‘ Description Failures Denl_}zrl::ilss or Mean
Bistable Bistable Fail to Operate 55.0 102,094 5.44E-4
Process Logic (Level) Fail to )
Operate 3.3 6,075 6.25E-4
Process Logic (Flow) Fail to B B 6.25E-4
Process Logic Operate '
Components Process Logic (Pressure) Fail to 5.6 38.115 1.60E-4
Operate ) ’ )
Process Logic (Delta
Temperature) Fail to Operate 24.3 4,887 5.07E-3
Sensor/Transmitter (Level) Fail 50 6.750 8.15E-4
to Operate on Demand ’ ’ ’
Sensor/Transmitter (Flow) Fail to B B 8 15E-4
Operate on Demand ’
Sensor/Transmitter (Level) Fail 05 9831 968 1.02E-7/h
to Operate per Hour ) T )
Sensor/Transmitter (Flow) Fail to B B 1.02E-7/h
Operate per Hour |
Sensor/Transmitter Sensor/Transmitter (Pressure) 23 23.960 1 17E-4

Fail to Operate on Demand

Sensor/Transmitter (Pressure)

Fail to Operate per Hour 35.2 43,430,451 8.22E-7/h

Sensor/Transmitter

(Temperature) Fail to Operate 17.1 40,759 4.32E-4
on Demand

Sensor/Transmitter

(Temperature) Fail to Operate 29.0 35,107,399 8.40E-7/h
per Hour

RPS Breaker (Mechanical) Fail

1.0 97,359 1.54E-5
to Open or Close
RPS Breaker (Shunt Trip) Fail to 14.0 44,104 3.99E-4
Reactor Trip Breaker Operate
RPS Breaker (Undervoltage
: ) 23.1 57,199 413E-4
Trip) Fail to Operate
RPS Breaker (Combined) Fail to _ _ 1 55E-5
Open or Close
Manual Switch BEEISE AN Cf el 2 19,789 1.26E-4
Close
Relay Relay Fail to Operate 23.7 974,417 2.48E-5

Note: Data compiled from [25]. Some component failure modes lack failure and demand/hour data, so their reliability
is estimated based on other component reliability.
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The INPO IRIS database provides a comprehensive repository of operational data from NPPs.
Unlike the LER database, which focuses on regulatory-driven safety events, IRIS captures a
broader spectrum of operational challenges. This broader scope makes IRIS a valuable
resource for understanding the detailed reliability and performance of DI&C systems.

In NUREG/CR-6579 [10], a comprehensive screening study was conducted to identify
environmental stressors that could be potentially risk-significant for DI&C systems in NPPs. The
evaluated stressors included temperature, humidity, vibration, radiation, EMI, and smoke. The
study aimed to compare the hardware unavailability of DI&C systems with that of their existing
analog counterparts. The risk effects of these stressors were quantified based on assumptions,
including a failure probability of 1.0 for DI&C equipment during potential common-cause events
such as lightning-induced EMI and smoke. This assumption was made to bound the risk effects
of these stressors due to the unavailability of specific failure data, and it highlights the need to
resolve the relationship between the occurrence of these stressors and the corresponding
probability of equipment failures.

Recognizing the limited operational experience with advanced DI&C systems in NPP
environments, NUREG/CR-6579 [10] draws upon failure data from diverse sources, including
Combustion Engineering operating experiences in pressurized water reactors, offshore platform
applications, and theoretical estimates derived from military handbooks. Table 6-2 presents a
compilation of estimated failure probabilities for key digital components such as processors,
memory and input/output modules for the Safety Injection Actuation System (SIAS), highlighting
the variability across these different data sources and assumed failure detection intervals. The
analysis acknowledges that the inherent differences in hardware quality, operating environment,
duty cycling, and device complexity across these applications contribute to the observed range
in failure probabilities. Table 6-2 includes failure data for digital SIAS components for two
different failure detection intervals, 12 hours (shift check) and 31 days (surveillance test
interval).

Table 6-2 Failure Data for Digital SIAS Components

Failure Probability

Offshore
NPP I1&C Platform Industrial
Application Application Application Military Data

T=31 | T=12 T=31 T=12 | T=31 T=12 T=31 | T=12
Device/Module DEVE Hours DEVE Hours DEVE Hours DEVE Hours
Processor 86E-4 | 14E-5 | 1.9E-2 | 3.1E-4 | 1.4E-2 | 2.3E-4 - -
Memory 86E-4 | 14E-5 | 1982 | 31E4 | 1.4E-2 | 2.3E-4 - -
Input 2.2E-3 | 3.6E-5 | 4.7E-5 | 7.5E-7 | 3.7E-3 | 9.9E-5 - -
Output 2.2E-3 | 3.6E-5 | 46E-4 | 7.4E-6 | 1.7E-3 | 2.7E-5 - -
89“"“ -eed - - - - - - 16E-4 | 2.5E-6

river

Source: Data compiled from [10].

To evaluate the impact of dependent failures, a sensitivity analysis of CCF on the digital SIAS
unavailability was performed using the beta factor model, which assumes that (1) a constant
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fraction (B) of the component failure probability can be associated with common cause events
shared by other components in that group; and (2) whenever a common cause event occurs, all
components within the common cause component group fail. As detailed in Table 6-3, the study
assessed the sensitivity of system unavailability to variations in the beta factor (0.01, 0.1 and
0.2), revealing a direct correlation between CCF and the system unavailability. It is important to
note that readily available CCF data specific to DI&C systems in NPPs are lacking,
necessitating the use of assumed beta factor values for this sensitivity analysis. This finding
underscores the critical need for the nuclear power industry to prioritize the collection and
analysis of operational data to develop robust reliability and CCF estimates for advanced DI&C
systems, thereby enhancing the accuracy of risk and reliability assessment for these
increasingly prevalent technologies.

Table 6-3 Sensitivity of Digital SIAS Unavailability to CCF Beta Factors

Beta Factor System Unavailability

0.1 1.9E-5
0.2 4.2E-5
0.01 1.7E-6

Source: Data compiled from [10].

The ORNL report Industry Survey of Digital 1&C Failures [28] by ORNL briefly reviews failure
data used in PRAs for Generation Ill (Gen lll) plants. These plants were chosen for this review
due to the expectation that their PRAs would incorporate the latest and most accurate failure
data. For the Lungmen Units 1 and 2, which are General Electric (GE) Advanced Boiling-Water
Reactors located in Taiwan, the failure data for solid-state components are detailed in the
Lungmen PRA. The primary data sources include the General Electric Failure Rate Data
Manual, and other related studies as outlined in the Preliminary Safety Analysis Report for
Lungmen Units 1 and 2. The failure modes and probabilities for some DI&C components are
summarized in Table 6-4, as referenced in the ORNL report [28].

Table 6-4 Example Failure Probabilities for DI&C Components in the Lungmen PRA

Component Failure Mode Failure Probability

Digital trip Module Fails to trip 1.20E-4
Digital trip Multiplexer Fails to trip 1.66E-3
Remote Multiplexing Unit Fails to operate 2.40E-4
System Logic Units Fails to function 1.20E-5

Source: Data compiled from [28].

Similarly, for the GE Economic Simplified Boiling Water Reactor (ESBWR), the failure data for
certain DI&C components, including failure modes, failure rates, and probabilities, is
documented in the GE ESBWR PRA as cited in the ORNL report [28], and summarized in
Table 6-5.
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Table 6-5 Example Failure Probabilities or Failure rates for DI&C Components in the GE
ESBWR PRA

Failure Probability or

Component Failure Mode Failure Rate
Trip Logic Unit (TLU) Fails to Trip 9.0E-4
TLU Bypass Logic Card Fails to Transfer 9.0E-4
Digital Trip Module (DTM) (Safety System) Fails to Trip 6.0E-4
[S);'fl\élglél;s?gi)l\/lultiplexer Interface Unit (non- Fails to Trip 9 OE-4
Remote Multiplexing Unit Fails to Operate 5.0E-6/h
Essential Multiplexing System Fails to Function 1.0E-5/h
Voting Logic Card Fails 2.8E-5
1/N Logic Card Fails 3.0E-4
Electromechanical Relay Fails to Operate 1.0E-4

Source: Data compiled from [28].

For the AP600 and AP1000, which are Westinghouse-designed pressurized water reactors, the
failure data for the AP600 PRA and the AP1000 PRA are primarily derived from the Advanced
Light Water Reactor Utility Requirements Document. When failure data from this document was
unavailable or not applicable, supplementary sources were used. These additional sources
include vendor data, plant-specific experience, and industry databases. The failure modes,
failure rates, and probabilities for some DI&C components in the PRAs for the AP600 and
AP1000 are presented in Table 6-6, as documented in the ORNL report [28].

Table 6-6 Example Failure Probabilities or Failure Rates for DI&C Components in the
AP600 and AP1000 PRAs

Failure Probability or

Component Failure Mode Failure Rate
Solid-State Relay Fails to Operate 1.0E-7
Solid-State Relay Spurious Operation 2.0E-7
Solid-State time Delay Relay Fails to Operate 1.0E-6
Solid-State time Delay Relay Premature Operation 5.0E-7
Single Logic Card All Mode Failures 5.0E-6/h
Logic Group Processing Failure Upon Demand 1.16E-3
Logic Group Processing Spurious Failure 8.01E-6
Logic Group I/O Failure of Output 2.09E-3
Output logic Group /O Spurious Failure 8.40E-6
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Failure Probability or

Component Failure Mode Failure Rate
Modulating Logic Group or I/O Group Failure 8.74E-4
Input Group Failure 5.02E-3
Input Group Spurious failure 2.74E-5
Multiplexer Logic Group Failure 6.35E-4
Multiplexer Transmitter to Group Failure 8.00E-5
Signal Selector Logic Group Failure 3.46E-3
Actuation Logic Group Failure 4.07E-3
Actuation Logic Group Spurious failure 2.04E-5
Output Logic Group Selector Failure 8.00E-5
Output Logic Group Selector Spurious failure 1.00E-10
S-Signal Sensor Failure 1.00E-6

Source: Data compiled from [28].

It is important to note that hardware random failure rates can be statistically estimated, as
demonstrated above, whereas software does not fail from wear-out and thus cannot be
assigned a meaningful failure rate in the same way. Software reliability issues stem from design
defects (e.g., bugs) that remain latent until triggered. Therefore, while hardware might have a
mean time between failures, software reliability is typically addressed through rigorous
validation rather than a numeric failure rate [29].

In analog systems, CCFs were often attributed to physical phenomena like corrosion or aging
affecting multiple parts simultaneously. Other reasons included environmental factors, design
flaws, manufacturing defects, and improper maintenance practices. In digital systems, the
predominant CCF concern is systematic faults, especially software bugs or logic design errors
that exist in all redundant channels and can be triggered under certain conditions [29]. In other
words, if two safety processors are running the same flawed code, a single triggering event
could make both fail in the same way at the same time, defeating redundancy. CCFs are
significant for software-based systems because any design fault is common to all copies of the
software. If the same software runs on redundant controllers, a single bug could simultaneously
crash both. The IAEA notes that identical software in redundant trains will produce identical
failures when a latent bug is triggered [29]. Therefore, nuclear safety guidelines often require
either diverse software implementations or extensive analysis to ensure a postulated software
bug cannot disable all redundant safety channels.

The EPRI white paper [30] delves into the complexities of failure in DI&C systems, making a
critical distinction between random failures and systematic failures. Random failures occur at
unpredictable times and can be statistically assessed, while systematic failures stem from
underlying deterministic errors and have a failure probability of 1.0 if the triggering cause
occurs. The engineering community generally agrees that the probability of systematic errors
cannot be quantified, and applying generic data in these cases is inappropriate, as such errors
are design-specific. In contrast, the PRA community categorizes failures by their effects on
model logic, and the likelihood of failure can be estimated through data, models, expert
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judgment, or uncertainty treatments, without making as sharp a distinction between random and
systematic failures. The paper underscores that both types of failures can result in multiple
component failures.

The concept of CCFs and dependencies could be a source of misunderstanding between
engineering and risk communities. Broadly, CCFs refer to failures of multiple items of equipment
caused by a shared, common cause. However, in PRA community, CCFs are more specifically
defined as failures of two or more components occurring within a short period due to a single
common cause. These underlying causes are often not explicitly modeled and are treated
parametrically, typically involving failures of identical components under similar operating
conditions. While digital systems may increase the potential for dependencies, the fundamental
types of dependencies and their modeling in PRA remain similar to those for analog systems,
with dependencies often modeled explicitly in PRA.

To tackle the challenges of modeling failures in digital systems, particularly CCFs, the white
paper introduces a new approach based on the EPRI Digital Systems Engineering Framework.
This approach begins by confirming the Control Effectiveness Profile, which provides plant-
specific justification that systematic errors have been properly addressed. Once this is
established, identified dependencies are explicitly modeled in the PRA, while remaining CCFs
are modeled using a data-driven best-estimate CCF factor. In the near term, assuming the EPRI
framework is applied, a global CCF factor of 0.05 is proposed, based on pooled data from
multiple sources, to represent the fraction of digital component failures that could lead to CCFs.
This method aims to offer a more realistic representation of digital systems in PRA and enhance
risk-informed decision-making. EPRI is also working on the expansion of this white paper to
include additional methodologies and case studies to further validate and refine the proposed
approach.

As discussed in Section 3.4.2, the LWRS DI&C report titled “Quantitative Risk Analysis of High
Safety-Significant Safety-Related Digital Instrumentation and Control Systems in Nuclear Power
Plants Using IRADIC Technology” [15] introduces approaches, such as the Bayesian and HRA-
Aided Method for the Reliability Analysis of Software (BAHAMAS) methodology, to estimate
failure probabilities and CCF parameters for DI&C components. For quantification of CCF, the
modified beta factor model was used, which accounts for multiple common-cause component
groups (CCCGs) and employs Partial Beta Factor method [31] to define beta factors for each
CCCG. In the case study for the research, Table 6 of [14] presents the DI&C hardware failure
probabilities based on [32], while the total software failure probability was quantified using the
BAHAMAS methodology with a value of 1.87E-4. The hardware and software beta factors for
components of reactor trip systems, including bistable processors (BPs), logic processors
(LPs), digital output modules, selective processors, undervoltage trip devices, shunt trip
devices, and reactor trip breakers, are provided in Tables 11 and 12 of [15]. Specifically, the
beta factors for BPs and LPs (hardware and software) are 0.1694 and 0.2132, respectively.
More detailed data and results of the case study can be found in the referenced report.

6.1.2 DI&C Reliability Data in the Aerospace Industry

According to the report titled Assessment of Technical Feasibility of Risk-Informed Approaches
and Gaps Associated with Further Integrating Risk Insights into Regulatory Reviews for DI&C
Systems and Components [33], the National Aeronautics and Space Administration (NASA)
employs both industry generic data and NASA-specific data for risk assessment and reliability
evaluation. NASA's data collection systems encompass a wide array of sources to capture and
report incidents, anomalies, and system failures.
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These systems include the NASA Incident Reporting System, which incorporates the Problem
Reporting and Corrective Action system, and various center-specific problem reporting systems
designed to record both pre-operational and operational anomalies. Additionally, the Spacecraft
On-Orbit Anomaly Reporting System, the Problem Report/Problem Failure Report system, and
incident, surprise, and anomaly reports contribute to NASA's extensive data collection
framework. Further, PRA and reliability analysis archives, such as those from the Shuttle and
International Space Station missions, Apollo Mission Reports, the Mars Exploration Rover
Problem Tracking Database, and results from NASA expert elicitation, provide a comprehensive
repository of reliability data [33].

In addressing human error probabilities associated with DI&C systems, NASA utilizes a variety
of Human Reliability Analysis (HRA) models and quantification techniques, including the
Technique for Human Error Rate Prediction. These models are critical for evaluating human
interactions with DI&C systems, especially during manual actuation of diverse systems [34].

Regarding CCFs in DI&C systems, NASA's methodology aligns closely with approaches utilized
by the U.S. NRC. Although specific databases for CCF contributions in DI&C systems were not
identified, NASA acknowledges the predominance of design and specification errors in software
failures, indicating a high dependency of these failures. To mitigate risks associated with
software CCFs, NASA relies on diverse manual actions and, when feasible, abort systems to
enhance overall system reliability and safety [33].

Similarly, the aviation industry also prioritizes the collection and analysis of failure data to
ensure the reliability and safety of its DI&C systems. As reported in a study conducted by ORNL
[28], the Aviation Safety Information Analysis and Sharing (ASIAS) System integrates, analyzes,
and shares aviation safety data. ASIAS enables users to perform integrated queries across
multiple databases, search for an extensive warehouse of safety data, and display pertinent
elements in various useful formats. The Accident/Incident Data System (AIDS) database, part of
ASIAS, contains records for general aviation and commercial air carrier incidents since 1978,
using the National Transportation Safety Board accident database as the primary source for
accident information.

The ORNL study conducted a search of the AIDS database for digital-instrumentation-related
incidents, identifying 67 computer-related incidents out of a total of 86,682 reports. Based on
these 67 failures and the aggregated time in service (~3.36 x 108 hours) from 1980 to 2004, the
study estimated the computer failure rate for the commercial aviation industry to be
approximately 2.00 x 107 per hour. Given that the reporting system is voluntary, the actual
number of incidents is likely higher, making this failure rate a lower bound estimate [28].

6.1.3 DI&C Reliability Data in the Oil and Gas Industry

The PDS Data Handbook [35] (“PDS” is a Norwegian acronym for reliability and availability of
computer-based safety systems) offers a comprehensive collection of reliability data for
components used in control and safety systems in the offshore oil and gas industry, including
those incorporating digital logic. The handbook categorizes control logic units into three main
groups: standard industrial PLCs, programmable safety systems, and hardwired safety systems.
The failure rates for these components are classified into spurious trip failures, dangerous
failures, and critical failures, where the critical failure rate is the sum of both dangerous and
spurious failure rates. Table 6-7 summarizes the failure rates for these components, expressed
in failures per 10° hours.
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Table 6-7 Failure Rates for Control Logic Units

Standard Industrial PLC

Component Sp;npus JUE Dangerous Failures Critical Failures
ailures

Analog Input 1.8 1.8 3.6

CPU 8.8 8.8 17.6

Digital Output 1.8 1.8 3.6

Programmable Safety System

Component Spurious trip Failures | Dangerous Failures Critical Failures
Analog Input 1.6 1.6 3.2

CPU 4.8 4.8 9.6
Digital Output 1.6 1.6 3.2

Hardwired Safety System
Component Spun_ous JLE Dangerous Failures Critical Failures
Failures

Trip Amplifier / 0.4 0.04 0.44
Analog input

Logic 0.3 0.03 0.33
Digital Output 0.3 0.03 0.33

Source: Data compiled from [35].

The failure rates presented here are updated values from the 2010 edition of the PDS Data
Handbook.? While the data for control logic components are largely based on manufacturer
estimates and expert judgment, the reliability estimates have been refined using additional
sources. However, it is important to note that the handbook acknowledges the limitations of
relying on manufacturer data, particularly the exclusion of systematic failures that could arise
from installation, operational conditions, or design flaws.

The PDS method extends the traditional beta factor model to account for CCFs in redundant
configurations. A beta factor represents the fraction of the dangerous failure rate attributed to
common causes that affect all redundant channels in a system. The values presented in the
handbook are based on updated estimates and expert judgments. Table 6-8 provides a beta
factor of 0.07 for standard industrial PLCs and 0.05 for programmable safety systems, based on
updated estimates and additional judgments. For hardwired safety systems, a beta factor of
0.03 is suggested.

Table 6-8 CCF Beta Factors for Various Components

Component Group Component Beta Factor
Control Logic Units Standard Industrial PLC 0.07
Programmable Safety System 0.05
Hardwired Safety System 0.03

b The PDS Data Handbook is periodically updated, and newer editions are available for purchase to ensure access
to the most current information.
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Source: Data compiled from [35].

In addition to the beta factor, the handbook provides the Cwuoon factor, which is used to account
for CCFs in M-out-of-N voting configurations (where M < N). These configurations are essential
in redundant systems, where the potential for CCFs increases as the number of redundant
channels grows. The Cwoon factor, provided in Table 6-9, is a modification factor that adjusts the
reliability calculations based on the voting logic used.

Table 6-9 Numerical Values for Configuration Cumo.on Factors

M=1 Cio02=1.0 C1o03=0.5 C1004=0.3 Cio05= 0.21 Cioo6=0.17
M=2 C2003=2.0 C2004=1.1 Ca005=0.7 Ca006= 0.4
M=3 C3004=2.9 C3005=1.8 Cso06= 1.1
M=4 Cao05= 3.7 Cao06=2.4
M=5 Cso06= 4.3

Source: Data compiled from [35].

The reliability data presented in the PDS Data Handbook are primarily based on operational
experience, including data from the Offshore Reliability Data database and the Risk Level in
Norwegian Petroleum Production project. However, for control logic units, the data heavily rely
on manufacturer estimates and expert judgments due to limited recent field data. This highlights
a potential limitation on the empirical basis for the failure rates of DI&C within these systems.

Furthermore, the handbook explicitly acknowledges that manufacturer-provided failure rates
often exclude systematic failures arising from installation, operation, or design flaws. The
handbook also underscores the inherent uncertainties in reliability data arising from data
collection methodologies, variations in operating conditions and equipment across installations,
the definition of equipment boundaries, the assumed statistical models, and the aggregated
operational experience. In line with International Electrotechnical Commission (IEC) standards
[36], the handbook recommends using the upper 70% confidence values for failure rates in
reliability analyses to account for these uncertainties.

6.1.4 DI&C Reliability Data in the Chemical Industry

The chemical industry, both in the United States and internationally, widely employs DI&C
systems for various applications. These facilities often utilize similar components and systems,
such as evaporators, chemical reactors, and heat exchangers, which are governed by DI&C
systems. Failure data and rate estimates are typically made at the system or function level,
allowing for simpler risk models. Many chemical facilities adhere to IEC 61508 standards [36] for
DI&C systems, utilizing the reliability data provided by these standards [33].

The chemical industry benefits from extensive service data on hardware failures, maintenance

errors, and pilot errors, supported by detailed accident databases such as those maintained by
the Chemical Safety Board and the industry-specific databases like the Process Equipment
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Reliability Database. This wealth of data includes industry-wide generic reliability and CCF data
for Safety Integrity Level (SIL) certified hardware and software [33].

To address CCFs, methods like Layers of Protection Analysis and other qualitative techniques
are employed, considering Independent Protection Layers. Programmable controllers are
particularly vulnerable to CCFs due to their multiple control tasks residing in the same
equipment. To mitigate these risks, diverse software, hardware, and interfaces are used,
ensuring functional separation to prevent process control failures from affecting safety functions.
Additionally, fault-tolerant architectures and diagnostics that switch operations to backup
equipment are employed to enhance system reliability. For estimating and evaluating CCFs, the
chemical sector applies methods described in Annex D of IEC 61508-6 [36] to estimate the beta
factor. Case-specific CCF probabilities are estimated using risk reduction factors (RRFs). IEC
61511-1 [37] includes evaluation of common causes for Safety Critical Automation and
Instrumentation layers, requiring quantitative estimation of systematic contributions to CCFs
when RRF requirements exceed 10,000 [33].

6.1.5 DI&C Reliability Data in other Industry

The FARADIP (Failure Rate Data in Perspective) database is a comprehensive and widely
utilized resources in the field of reliability and risk assessment. This extensive database
consolidates failure rate and failure mode data from over 50 published sources, encompassing
a diverse range of industries including military, telecommunications, offshore operations,
process industries, and aerospace [38]. An industry survey conducted by ORNL highlights the
applicability of the FARADIP database in evaluating the reliability of computers and data
processing devices. Table 6-10 presents a subset of failure data from the FARADIP database,
specifically focusing on these digital components [39].

Table 6-10 Failure rates for data processing devices and computers

Component Failure Rate (Per Million Hours)

Low Common High
PLC System 3.0 5.0 25
PLC 1/0O Module 0.05 0.70 2.50
PLC CPU Module 0.60 1.50 2.50
Mainframe Computer 150 - 4000
Mini Computer 30 - 100
Micro Computer 30 - 100
Portable Computer 20 - 90

Source: Data compiled from [39].
The failure rates are categorized into three distinct ranges: low, common, and high, measured

per million hours of operation. The table illustrates that specialized industrial controllers, such as
PLCs used in manufacturing or power plants, have very high hardware reliability, typically on the
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order of 1E-6 failures per hour or better. In contrast, general-purpose computing hardware tends
to have higher failure rates. For example, a typical PLC CPU module might have approximately
1.5 failures per million hours, whereas a computer could be one or two orders of magnitude less
reliable, with failure rates ranging from 30 to 100 failures per million hours. This data
underscores the variability in reliability across different types of digital components, emphasizing
the importance of selecting appropriate systems based on their failure rate profiles to ensure
optimal performance and risk management in critical applications.

6.1.6 IEC 61508

IEC 61508 [36], published by the IEC, is an international standard for the functional safety of
electrical, electronic, and programmable electronic (E/E/PE) safety-related systems. It provides
a framework for ensuring that these systems achieve the necessary levels of safety integrity.
SIL is used in the standard as a measurement of safety system performance in terms of
probability of failure on demand. Four safety integrity levels are defined: SIL 1 represents the
lowest level of safety integrity, characterized by a lower degree of risk reduction and a higher
probability of failure on demand. In contrast, SIL 4 represents the highest level of safety
integrity, characterized by the highest degree of risk reduction and the lowest probability of
failure on demand. According to the IEC 61508 standard, once the safety function allocation
process has sufficiently progressed, the safety integrity requirements for each safety function
assigned to the E/E/PE safety-related systems should be defined. These requirements should
be defined in terms of safety integrity levels according to Table 6-11 or Table 6-12 and need to
include the target failure measure, which could be:

e The average probability of a dangerous failure on demand of the safety function for low
demand mode of operation, as outlined in Table 6-11.

o The average frequency of a dangerous failure of the safety function per hour (h-1) for high
demand mode of operation, as outlined in Table 6-12.

o The average frequency of a dangerous failure of the safety function per hour (h-1) for
continuous mode of operation, also outlined in Table 6-12.

Table 6-11 SiLs and Target Failure Measures for a Safety Function Operating in Low
Demand Mode of Operation

Average Probability of a Dangerous Failure on

Demand of the Safety Function
> 1.0E-5 to < 1.0E-4

4
3 2 1.0E-4 to < 1.0E-3
2 2 1.0E-3 to < 1.0E-2
1 2 1.0E-2 to < 1.0E-1

Source: Data compiled from [32].
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Table 6-12 SILs and Target Failure Measures for a Safety Function Operating in High
Demand Mode of Operation or Continuous Mode of Operation

Average Frequency of a Dangerous Failure

of the Safety Function (h)
= 1.0E-9 to < 1.0E-8

= 1.0E-8 to < 1.0E-7

Nl W

2 1.0E-7 to < 1.0E-6
1 2 1.0E-6 to < 1.0E-5

Source: Data compiled from [32].

IEC 61508 Part 6 Annex D provides a structured methodology for quantifying the impact of
hardware-related CCFs in E/E/PE systems, particularly in those employing redundancy for
safety. The methodology is critical in ensuring the safety integrity of such systems by identifying
and estimating the effects of failures that could cause simultaneous malfunctions across
redundant elements.

The primary tool introduced in IEC 61508 Part 6 Annex D is the beta factor methodology, which
estimates the proportion of random hardware failures in one channel that could result in the
simultaneous failure of all redundant channels. Two distinct types of beta factors are described:

1. B: Represents the fraction of undetected dangerous failures attributable to common causes
that affect all redundant channels simultaneously.

2. PBo: Refers to the equivalent fraction for detectable dangerous failures. It is typically lower
than B due to diagnostic measures that may reveal non-simultaneous CCFs before they
impact all safety functions.

IEC 61508 Part 6 Annex D emphasizes the importance of design measures and operational
strategies to mitigate CCFs. Key recommendations include:

¢ Physical separation: Keeping redundant components physically separated to reduce the
likelihood of simultaneous failures.

o Design diversity: Incorporating diverse designs for redundant systems to ensure that a
single common cause is less likely to impact all components.

The methodology also proposes a scoring system to assess the effectiveness of measures that
reduce CCFs, which considers factors such as logic subsystems and final elements. This
scoring, combined with diagnostic test intervals and coverage, helps to calculate intermediate
failure factors, such as Bint and Boint. The methodology offers multiplication factors to adjust Bint
and Boint based on the system’s redundancy level. This allows practitioners to estimate the final
beta factor for use in reliability analyses, which is crucial for meeting functional safety
requirements.

While IEC 61508 Part 6 provides a valuable framework for addressing hardware-related CCFs,
it relies on engineering judgment due to the limited availability of field data. Additionally, it does
not explicitly cover software-related CCFs. Nonetheless, it remains an essential tool for
practitioners aiming to account for the impact of hardware-related CCFs in their functional safety
assessments under the IEC standard.
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6.1.7 Nordic Studies

Estimating failure probabilities for DI&C systems, particularly software, presents significant
challenges due to the lack of sufficient relevant failure data. This data scarcity often leads to
reliance on expert judgment and operational experience, which are used to derive probability
estimates for PRA. In the absence of specific data, conservative generic values—such as 1E-4
per demand—are sometimes employed as screening criteria or as lower bounds for reliability
claims, especially in the context of software-related CCFs [40].

The report titled Modelling of Digital 1&C - Interim report 2015 [41] outlines the Nordic approach
to software reliability analysis, which aims to go beyond generic values. This approach involves
dividing application software into modules and considering different failure modes: fatal and
non-fatal failures. Non-fatal failure probability is quantified using a Bayesian Belief Network
(BBN) approach, which considers factors such as software complexity and the level of
verification and validation (V&V). For fatal failures, operational experience is used to derive
probability estimates. For hardware failure probabilities, while established reliability analysis
principles are applicable, the lack of specific failure data for DI&C components often leads to the
use of generic parameters or expert judgment, potentially resulting in conservative estimates.

Regarding CCFs, which are a crucial aspect of DI&C reliability analysis, there is a general
understanding that CCFs between identical redundant software modules are often modeled
assuming complete dependence, represented by a beta factor of 1.0 [40]. However, when
diversity is introduced, such as through non-identical software or deployment across different
systems, modeling CCFs becomes more complex. While a beta factor of 1.0 may be overly
conservative in these cases, estimating appropriate lower values remains challenging due to the
data limitations. A simple beta factor method was proposed to account for CCF between
application software modules, based on the similarity of inputs and functions [41]. This method
suggests that if the inputs and functions of application software modules are identical, the beta
factor should be assumed to be 1.0. If the modules are similar but not identical (based on
reasonably similar logic), a rough estimate of the beta factor can be derived, with the
assumption that a reduced beta factor should be applied if functions or inputs are not identical.

For hardware CCFs in DI&C, standard CCF analysis principles and models can be applied.
However, the lack of specific operating data often necessitates the use of generic parameters or
engineering judgment-based methods, such as those in IEC 61508 [36], which can lead to
conservative outcomes. The modeling of large and asymmetric CCF groups in DI&C hardware
remains a particularly challenging area.

While structured approaches like the Nordic method provide improvements in software reliability
analysis, and the beta factor model is commonly used for CCFs, continued data collection,
international collaboration, and the development of more refined modeling methodologies are
necessary to enhance the accuracy and realism of PRA for NPPs employing digital systems.

In conclusion, this section highlights the complexities and challenges in assessing the reliability
and safety of DI&C systems, particularly regarding estimating failure probabilities and CCFs. It
is evident that while there are established approaches to quantifying these failures, the lack of
sufficient relevant data continues to be a significant barrier. The section also emphasizes the
importance of operational experience data and realistic risk assessment models to establish
achievable reliability goals, acknowledging the need for continued development in data
collection, international collaboration, and refined modeling practices to enhance the safety and
dependability of DI&C systems in critical applications.
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6.2 Incorporation of Digital Instrumentation and Control Failures into IDCCS

The expected development of a DI&C failure database will necessitate a revision of the existing
IDCCS system. The revision would include adding a DI&C study that is similar to, but distinct
from, the current failure study and CCF study. A standardized approach to coding DI&C events
is essential for establishing a reliable and comprehensive database. Such a framework would
enable systematic event documentation and facilitate data-driven analyses. The following are
preliminary considerations on the coding structure:

o Event Identification and Categorization

Each DI&C event must be assigned a unique identifier for traceability, including the
following primary attributes:

o Event Date: Timestamp for the occurrence.

e Plant Identifier: A code representing the NPP where the event occurred.

e System/Component: The specific DI&C system and component involved.

¢ Impacted System/Component: The system and component that are impacted by the
DI&C failure. These are usually key components such as valves and pumps that are
modeled in PRA.

e Failure Mode Classification

e Failure Mode for DI&C Component: The DI&C failure mode taxonomies described in
Section 4 should be considered along with the INL study in Section 5 and the general
practice in PRA to provide reasonable failure mode values proper for DI&C.

e Failure Mode for Impacted Component: This would be similar to existing hardware failure
modes, such as valves failing to open/close or opening/closing spuriously.
e Failure Cause Classification

Existing failure cause categories (i.e., component related, design related, environment
related, human related, and others/unknown) for hardware should be considered along
with the DI&C specific failure causes, for example,

e Hardware Related: Aging, design deficiencies, installation errors.

e Software Related: Configuration/setpoint errors, programming flaws, logic errors.

e Human Related: Procedural mistakes, insufficient training.

e Environmental: EMI interference, temperature extremes.

e Data Entry Protocols

e Standardize data entry fields for consistent documentation, including free-text
descriptions for context and predefined drop-down options for key attributes.

¢ Ensure compatibility with existing databases (e.g., IDCCS) to enable data integration
and analysis.

e Implement periodic audits to verify the quality and integrity of the database.

6.3 Estimating Digital Instrumentation and Control Reliability Using Operating
Experience

As part of the enhancements in the area of DI&C, the NRC web-based application for PRA
calculations, RADS, would be revised to estimate DI&C component reliability using the
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operating experience data in IDCCS and IRIS. Specifically, RADS needs to identify the device
identifications for the components within the DI&C systems and collect the operating experience
data of these DI&C components, including operating times, demands, and failures. If such data
are available in IDCCS or IRIS and can be characterized with the coding considerations in
Section 6.1, we will be able to estimate the DI&C reliability similarly to how we estimate the
reliability of hardware such as valves, pumps, and diesel generators. However, the current IRIS
database architecture is primarily designed for hardware components such as pumps, valves,
and generators, providing demand and run-hour data for these key elements. Although IRIS
incorporates digital failure causes within its Cause Groups—facilitating searches for digital-
related failures—it does not explicitly associate device identifiers with software, nor does it
capture demand or run-hour data for software components. A more robust approach would
involve enhancing IRIS to include device identification for DI&C components and enabling
plants to report corresponding demand and run-hour data. Without such enhancements,
analyses would rely on the demand and run-hour data of hardware components linked to DI&C
and software failures. This workaround, however, would yield an incomplete representation of
DI&C and software reliability, as components without recorded failures would remain
unaccounted for.

For DI&C CCF, we should first distinguish between the two different types of CCF:

¢ DI&C Internal CCF: CCFs occurred in redundant trains of a DI&C system, e.g., redundant
software that fulfills the same function.

o DI&C External CCF: CCFs caused by the DI&C failure that impacts multiple components,
potentially across multiple systems, for the same or different functions.

Note that the DI&C external CCF defined above does not correspond to the traditional definition
of CCF (i.e., the simultaneous failure of redundant components due to a shared cause). Rather,
it refers to intrinsic dependencies that are typically modeled explicitly within the system logic
model. However, this type of dependency is sometimes perceived as the CCF of concern when
applying DI&C technology. To distinguish it from DI&C internal CCF—where redundant DI&C
trains or components fail simultaneously due to the same cause—we used the term “DI&C
external CCF.”

The regulatory requirements for redundant and diverse DI&C system design and
implementation are primarily aimed at mitigating the potential risks of multiple component or
function failures due to a single DI&C failure, or the DI&C external CCF risk. The treatment of
this kind of CCFs would differ from the classical CCF parametric modeling approach for
hardware. The functional dependencies among a DI&C system and its impacting systems
should be explicitly modeled in PRA for DI&C risk assessment.

6.4 Plan for Digital Instrumentation and Control Reliability Estimations

A comprehensive “full scope” DI&C reliability study includes the following elements, which INL

believes will provide an effective and efficient pathway leading to a thorough understanding of

DI&C reliability in the context of nuclear plant safety and operability, for both current light water
reactors and future advanced generation nuclear plants.

o DI&C Failure Database Development and Maintenance
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e Create a comprehensive DI&C failure database coding guideline based on the proposed
coding framework.

o Populate the database with historical data from LER and IRIS studies as a pilot initiative.

¢ Incorporate the DI&C operating experience data collection process into the current
IDCCS data review/collection process.

Analytical Framework

e Revise the RADS application to incorporate DI&C reliability calculations alongside
current hardware reliability calculations.

Collaboration

e Partner with industry stakeholders to refine the framework and ensure alignment with
operational needs.

e Collaborate with INPO and other industry stakeholders to incorporate DI&C and software
into IRIS, including associated device identification and demand/run-hour data.

Continuous Improvement

e Periodically update the coding framework and reliability models to reflect emerging
technologies and operational insights.

e Incorporate feedback from database users and industry experts to improve usability and
accuracy.

6-17






7 SUMMARY AND CONCLUSIONS

This report evaluates the feasibility of estimating DI&C component and system reliability
parameters—including CCF parameters—using existing operating experience data from the
INPO IRIS database and LERs. It also analyzes DI&C system performance in NPPs, focusing
on unique failure modes, CCFs, and their implications for plant safety and reliability. Initially, the
report provides an overview of the evolution from analog to digital I&C systems, highlighting the
primary functions and architecture of these systems. It emphasizes the enhanced functionality,
precision, and adaptability of DI&C systems, and discusses their components and operational
principles.

Following this, the report reviews key studies conducted by leading organizations such as the
NRC, national laboratories, EPRI, and European entities. These studies contribute to
understanding DI&C reliability, safety, and risk assessment methodologies by identifying gaps in
research and opportunities for future development. The report then examines the complex
failure modes introduced by DI&C systems, including hardware, software, and human
interactions. It reviews various taxonomies proposed by researchers and organizations,
emphasizing the need for a standardized approach to effectively manage and model these
failures in PRA methodologies.

The analysis of operating experience data from LER and INPO IRIS databases provides
insights into DI&C failures, characterizes failure modes, and assesses operational and safety
impacts. This analysis lays the groundwork for enhancing PRA methodologies. In addition to the
data analysis, this study also provides a review of key studies related to the reliability data of
DI&C systems. Finally, the report outlines a plan for incorporating DI&C failure data into the
existing NRC IDCCS and updating the NRC RADS web-based application. It provides
recommendations on how to model DI&C reliability and CCF in PRA for risk assessment.

The findings from this report underscore the significance of understanding and addressing the
unique challenges posed by DI&C systems in NPPs. The transition from analog to digital
controls introduces complexity and unique failure modes that necessitate tailored reliability and
risk assessment methodologies. While DI&C systems offer enhanced precision and operational
monitoring, they are also susceptible to software reliability issues, hardware-software
interdependence, and CCFs.

Real-world event data from LERs and IRIS databases provide valuable insights into DI&C
system failures, identifying trends, failure modes, and CCFs that inform risk mitigation
strategies. Establishing standardized taxonomies and classifications for DI&C failures is crucial
for consistent documentation and analysis. Standardization facilitates better integration of DI&C
failure data into existing NRC databases and improves the accuracy of reliability estimates.

Given the rapid pace of technological innovation, continuous evaluation and adaptation of
reliability and risk assessment methodologies are vital. Ongoing research and collaboration
among regulatory bodies, industry organizations, and research institutions are key to advancing
DI&C system reliability. Incorporating DI&C reliability into PRA models and developing
structured plans for documenting DI&C-related events are essential for risk-informed decision-
making. These efforts support the design, implementation, maintenance, and risk mitigation of
DI&C systems in NPPs.
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APPENDIX A DI&C RELATED LERS (2016-2023)

This appendix presents the 43 licensee event reports (LERs) from 2016 to 2023 identified in this
study as relevant to DI&C systems following the screening process. Each entry includes the
plant name, LER number, and the date of the event. These events form the basis of the analysis
discussed in Section 5 of the report.

Table A-1 DI&C Related LERs (2016-2023)

LER Number Plant Name ‘ Event Date
3272016006 Sequoyah 1 2016-06-25
3462016008 Davis-Besse 2016-06-30
3822016001 Waterford 3 2016-07-03
4002016004 Harris 2016-10-08
2692016003 Oconee 1 2016-11-25
2202017003 Nine Mile Point 1 2017-09-06
3892017004 St. Lucie 2 2017-10-26
3952017005 Summer 1 2017-11-07
4582018007 River Bend 2018-02-01
5282018001 Palo Verde 1 2018-02-15
2592018002 Browns Ferry 1 2018-03-18
4562018006 Braidwood 1 2018-06-04
4002018003 Harris 2018-07-03
4582018008 River Bend 2018-09-25
4582018010 River Bend 2018-11-10
3462018001 Davis-Besse 2018-12-16
4162019001 Grand Gulf 1 2019-02-23
4002019001 Harris 2019-04-17
4562019001 Braidwood 1 2019-09-23
4582020001 River Bend 2020-01-09
4832020002 Callaway 2020-04-04
2502020001 Turkey Point 3 2020-05-07
3692020001 McGuire 1, McGuire 2 2020-06-29
4122021001 Beaver Valley 2 2021-01-04
3482021001 Farley 1 2021-04-22
4822021003 Wolf Creek 2021-05-12
4162021002 Grand Gulf 1 2021-06-17
4402021002 Perry 2021-06-17
4582021004 River Bend 2021-06-17
4612021001 Clinton 1 2021-07-20
3702022001 McGuire 2 2022-02-18




LER Number Plant Name ‘ Event Date
3822022003 Waterford 3 2022-04-13
3382022001 North Anna 1 2022-04-14
3822022004 Waterford 3 2022-04-24
3162022001 Cook 2 2022-11-10
4402023001 Perry 2023-01-05
4582023002 River Bend 2023-02-12
3822023001 Waterford 3 2023-03-02
0252023003 Vogtle 3 2023-04-10
0252023005 Vogtle 3 2023-07-09
4582023003 River Bend 2023-07-17
0252023006 Vogtle 3 2023-07-21
3642024001 Farley 2 2023-11-14




NRC FORM 335 U.S. NUCLEAR REGULATORY COMMISSION | 1. REPORT NUMBER
(12-2010) (Assigned by NRC, Add Vol., Supp., Rev.,
NRCMD 3.7 and Addendum Numbers, if any.)
BIBLIOGRAPHIC DATA SHEET
{See instructions on the reverse)
NUREG/CR-7313
2. TITLE AND SUBTITLE 3. DATE REPORT PUBLISHED
Operating Experience Data Analysis for Digital Instrumentation and MONTH YEAR
Control System Reliability and Risk Assessment June 2026
4. FIN OR GRANT NUMBER
5. AUTHOR(S) 6. TYPE OF REPORT
Tao Liu and Zhegang Ma Technical
7. PERIOD COVERED (Inclusive Dates)

8. PERFORMING ORGANIZATION - NAME AND ADDRESS (If NRC, provide Division, Office or Region, U. 5. Nuclear Regulatory Commission, and mailing address; if
contractor, provide name and mailing address.)

Idaho National Laboratory
Idaho Falls, ID 83415

9. SPONSORING ORGANIZATION - NAME AND ADDRESS (IfNRC, type "Same as above", if contractor, provide NRC Division, Office or Region, U. 5. Nuclear Regulatory
Commission, and mailing address.)

Division of Risk Analysis

Office of Nuclear Regulatory Research
U.S. Nuclear Regulatory Commission
Washington, D.C. 20555-0001

10. SUPPLEMENTARY NOTES
John Lane, NRC Contracting Officer's Representative

11. ABSTRACT (200 words or less)

The implementation of advanced digital instrumentation and control (DI&C) systems in U.S. nuclear power plants
(NPPs) can bring significant advancements in reliability, monitoring, and control capabilities. However, these systems
also introduce new challenges, particularly in assessing risks such as common-cause failures (CCFs) and
establishing robust reliability estimates for DI&C components. Addressing these challenges is critical for ensuring the
safe and efficient operation of NPPs. Recently, Idaho National Laboratory was tasked by the U.S. Nuclear Regulatory
Commission (NRC) to conduct a DI&C reliability study using operating experience data from the nuclear industry.
The two operating experience data sources for the study are the Institute of Nuclear Power Operations’ Industry
Reporting and Information System and the NRC’s Licensee Event Report database.

This report provides a comprehensive examination of DI&C systems, including their architecture operational
advantages and associated challenges. It reviews existing industry DI&C studies and failure mode taxonomies, along
with reliability data from various industries. Through a detailed analysis of these databases, the study revealed critical
insights into DI&C system performance. The findings provide a foundation for incorporating DI&C failure data into the
NRC'’s Integrated Data Collection and Coding System and updating the Reliability and Availability Data System.
Recommendations for modeling DI&C reliability and CCF in Probabilistic Risk Assessment are proposed, supporting
risk-informed decision-making and enhancing the reliability and safety of NPPs.
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