UNITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

April 27, 2026

Richard Mogavero

Director, Security and Incident Preparedness
Nuclear Energy Institute

1201 F Street NW, Suite 1100

Washington, D.C. 20004

SUBJECT: NUCLEAR ENERGY INSTITUTE — USE OF ENCRYPTION SOFTWARE FOR
ELECTRONIC TRANSMISSION OF SAFEGUARDS INFORMATION

Dear Richard Mogavero:

By letter dated April 1, 2026 (Agencywide Documents Access and Management System
(ADAMS) Accession No. ML26091A354), the Nuclear Energy Institute (NEI) requested U.S.
Nuclear Regulatory Commission (NRC) approval to use Microsoft Teams, configured to operate
with cryptographic modules validated under Federal Information Processing Standard (FIPS)
140-2, “Security Requirements for Cryptographic Modules,” for the electronic transmission of
safeguards information (SGI) via voice communication only. Your request was submitted in
accordance with NRC Regulatory Issue Summary 2002-15, Revision 1, “NRC Approval of
Commercial Data Encryption Systems for the Electronic Transmission of Safeguards
Information,” dated January 26, 2006.

Your submittal included documentation identifying the applicable Microsoft cryptographic
modules validated under the National Institute of Standards and Technology (NIST)
Cryptographic Module Validation Program (CMVP), including Consolidated Certificate Nos.
4546, 4545, 4766, 4825, and 4511, as referenced in Enclosures 1-4 of your letter.

Title 10 of the Code of Federal Regulations (10 CFR) 73.22(f)(3), “External transmission of
documents and material,” permits the transmission of SGI outside an authorized place of use or
storage only by NRC-approved secure electronic devices, provided that transmitters and
receivers implement processes that provide high assurance that SGl is protected before and
after transmission. The regulation further allows email or other electronic methods provided the
information is encrypted using a method meeting FIPS 140-2 or later and approved by the NRC.

The NRC staff reviewed NEI's request and supporting information and evaluated the proposed
use of Microsoft Teams against the regulatory requirements of 10 CFR 73.22(f)(3). Based on
this review, the NRC finds the use of Microsoft Teams for voice-only SGI transmission
acceptable, provided the following conditions are met:

1. FIPS-Validated Cryptographic Modules
The workstation operating system and Microsoft Teams must be operated in FIPS mode.
Only NIST-approved cryptographic algorithms may be used for SGI transmission.
If NIST withdraws approval of any cryptographic algorithms listed in the associated
certificates, NRC approval for those algorithms is likewise withdrawn.
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2. Scope Limited to Voice Transmission
This approval applies only to the electronic transmission of SGI via voice communication
using Microsoft Teams. This approval does not authorize transmission or storage of SGI
through chat, screen sharing, file transfer, meeting notes, transcription, or any other
content-bearing or recording features available within Microsoft Teams. These features must
remain disabled or administratively restricted for SGI sessions.

3. Information-Handling Processes
Transmitters and receivers must implement information-handling processes that ensure SGI
is protected before and after transmission, consistent with 10 CFR 73.22(f)(3).
Licensees must ensure that only individuals with approved SGI access and an established
need-to-know participate in SGI voice sessions, and must verify identities and authorization
prior to discussion. Additional guidance on appropriate actions to take to ensure SGI
discussions are isolated from those without a need to know are available in Regulatory
Guide 5.79, “Protection of Safeguards Information.”

4. Use of Updated Product Versions
Licensees may employ newer versions of Microsoft Teams or its associated cryptographic
components without prior NRC approval, provided that the software continues to use
FIPS-validated cryptographic modules.

This approval does not alter, supersede, or relieve any other requirements of 10 CFR 73.22. Al
other provisions of the regulation remain fully applicable.

If you have any questions concerning this approval, please contact me.

Sincerely,

#.L > Sianed by MacDonald, Mark

on 04/27/26

Mark P. MacDonald, Chief
Information Security Branch
Division of Security Operations
Office of Nuclear Security

and Incident Response
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