UNITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

September 25, 2024

Walter L. Kirchner, Chairman

Advisory Committee on Reactor Safeguards
U.S. Nuclear Regulatory Commission
Washington, DC 20555-0001

SUBJECT: RESPONSE TO THE ADVISORY COMMITTEE ON REACTOR SAFEGUARDS
LETTER, “FINAL DRAFT REVISION 9 OF STANDARD REVIEW PLAN BRANCH
TECHNICAL POSITION 7-19, ‘GUIDANCE FOR EVALUATION OF DEFENSE IN
DEPTH AND DIVERSITY TO ADDRESS COMMON-CAUSE FAILURE DUE TO
LATENT DEFECTS IN DIGITAL SAFETY SYSTEMS™

Dear Chairman Kirchner:

On behalf of the U.S. Nuclear Regulatory Commission (NRC) staff, | would like to thank you for
the letter from the Advisory Committee on Reactor Safeguards (ACRS or the Committee) dated
March 22, 2024 (Agencywide Documents Access and Management System Accession

No. ML24075A286). This letter addressed the NRC staff’s effort to revise Branch Technical
Position (BTP) 7-19, “Guidance for Evaluation of Defense in Depth and Diversity to Address
Common-Cause Failure Due to Latent Defects in Digital Instrumentation and Control Systems,”
of NUREG-0800, “Standard Review Plan for the Review of Safety Analysis Reports for Nuclear
Power Plants: LWR Edition,” (ML24005A077) to include risk-informed options for addressing
common-cause failure (CCF) in digital safety systems. | appreciate the substantial time and
effort that the ACRS devoted to this subject during the ACRS Full Committee meeting held
March 6-7, 2024, and the prior ACRS Digital Instrumentation and Controls (DI&C)
Subcommittee meetings.

In its letter dated March 22, 2024, the ACRS recommended issuance of Revision 9 to BTP 7-19
subject to incorporation of a clarification. In addition, the Committee recommended two longer
term actions for the NRC staff’'s consideration.

Conclusions and Recommendations

The NRC staff responds to the conclusions and recommendations in the ACRS letter as given
below.

1. After incorporation of one clarification to Section B.3.4.4 as discussed below, the
draft revision to BTP 7-19 will more completely reflect Commission Policy as
promulgated in SRM-SECY-22-0076, and it can be issued.
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Staff Response: Before issuance, the staff revised BTP 7-19 as recommended by the
Committee to more completely reflect the Commission policy stated in SRM-SECY-22-0076,
“Staff Requirements-SECY-22-0076 - Expansion of Current Policy on Potential Common-Cause
Failures in Digital Instrumentation and Control Systems,” dated May 25, 2023 (ML23145A176).

2. The staff should develop a plan to complete an integrated staff guidance document
for DI&C defense-in-depth and diversity assessments to maintain consistency across
all reactor types.

Staff Response: The staff’s goal is to maintain consistency in the evaluation of DI&C systems
across all reactor types, whenever possible. In developing Revision 9 of BTP 7-19, the staff
considered the organization of the existing staff guidance for defense in depth and diversity for
light-water reactors (LWRs) and non-LWRs. However, at this moment, several considerations
make developing an integrated staff guidance document for DI&C defense-in-depth and
diversity assessments challenging. These include the following:

. The safety and risk significance of instrumentation and control (I&C) systems can be
very different for different reactor types.

° The detailed designs of the proposed DI&C systems are very different, and the staff
anticipates this tendency to continue.

. Different risk metrics are applicable to different reactor type categories.

. The staff and external stakeholders need experience in applying the guidance in
BTP 7-19, Revision 9, for LWRs and the Design Review Guide (DRG), “Instrumentation
and Controls for Non-Light-Water Reactor (Non-LWR) Reviews,” dated
February 26, 2021 (ML21011A140), for non-LWRs.

) External stakeholders have not expressed a need for integrated staff guidance in the
near future.

For these reasons, the NRC staff believes the current approach should be continued and sees
little benefit in documenting a plan to develop integrated staff guidance in the near term. At a
minimum, the staff would need experience with the current guidance before the staff would
make changes or additions. As the staff gain experience from applying the revised BTP and the
DRG, the NRC staff will consider whether there is a need for any type of harmonization or
unification, which can be performed by utilizing the staff’s routine processes.

3. Longer term suggestions to improve assessments of defense in depth and diversity
are discussed below. ... Use of DI&C echelons (derived from the applicable
design--specific plant-capability defense-in-depth model) would help confirm the
adequacy of DI&C system defense in depth when assessing vulnerability to CCFs. We
recommend the staff ensure use of a logical echelon-type framework to address
defense in depth in future DI&C applications.

Staff Response: In the initial licensing of nuclear power plants, most protective functions were
implemented on individual analog instrument loops and associated circuit cards. In these
designs, since the functions were inherently separated, functional diversity was primarily
credited to address CCF. Subsequently, applicants, licensees, and vendors proposed to
combine functions by implementing them on digital hardware. In response, the NRC established
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a defense-in-depth and diversity position for I&C and initially documented that position in
NUREG-0493, “A Defense-in-Depth and Diversity Assessment of the RESAR-414 Integrated
Protection System,” issued March 1979 (ML16340A069), which was then expanded upon in
NUREG/CR-6303, “Method for Performing Diversity and Defense-in--Depth Analyses of Reactor
Protection Systems,” issued December 1994 (ML071790509). Subsequently, some designs
were approved in which the reactor protection system (RPS) and engineered safety features
and auxiliary systems (ESFAS) were not separate echelons (e.g., Oconee Nuclear Station RPS
and engineered safeguards protective system digital upgrade), and some advance reactor
applications do not credit RPS or ESFAS. In addition, the I&C echelons differ from the facility
echelons, and the most recent revision (Revision 3) of Regulatory Guide (RG) 1.174, “An
Approach for Using Probabilistic Risk Assessment in Risk-Informed Decisions on
Plant-Specific- Changes to the Licensing Basis,” issued January 2018 (ML17317A256),
emphasizes that facility echelons should be independent (e.g., containment accident pressure
should not be credited for achieving net positive suction head for containment sump
recirculation). While the echelon concept may still be useful in the context of a particular design,
in view of the above, the 1&C echelons, as stipulated in NUREG/CR--6303, may not be optimal
for ensuring independence of the facility echelons of defense. Each applicant is required to
demonstrate adequacy of its defense in depth and diversity posture.

For non-LWRs, the risk-informed and performance-based methodology in RG 1.233, “Guidance
for a Technology-inclusive, Risk-informed, and Performance-Based Methodology to Inform the
Licensing Basis and Content of Applications for Licenses, Certifications, and Approvals for
Non-Light-Water Reactors,” issued June 2020 (ML20091L698), includes a comprehensive
evaluation of the plant structures, systems, and components against potential internal and
external hazards that is informed by a probabilistic risk assessment and its risk insights. The
DI&C equipment, if used, is included in such an evaluation and assessed against potential
failure modes or hazards, including CCFs. Under the methodology in RG 1.233, plant capability
defense in depth is systematically addressed using a layers-of-defense concept as part of the
overall risk-informed and performance-based defense-in-depth evaluation as discussed in
section 5 of Nuclear Energy Institute (NEI) 18-04, Revision 1, “Risk-Informed
Performance-Based Technology Inclusive Guidance for Non-Light Water Reactor Licensing
Basis Development,” issued August 2019 (ML19241A472). Some designers or prospective
applicants are actively implementing the methodology in RG 1.233. As discussed in
SECY-23-0092, “Annual Update on Activities to Modernize the U.S. Nuclear Regulatory
Commission’s Digital Instrumentation and Controls Regulatory Infrastructure and License
Amendment Requests,” dated November 1, 2023 (ML23228A226), the NRC staff plans to revise
the relevant regulatory guidance, such as the DRG and possibly RG 1.233, based on lessons
learned by the NRC staff and prospective applicants, input received from stakeholders during
the ongoing advanced reactor 1&C public workshops, and other interactions. This path forward
should further enhance the RG 1.233 methodology for assessing the adequacy of defense in
depth in a logical, risk-informed, and performance-based manner.
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The NRC staff appreciates the ACRS’s timely and thorough review of BTP 7-19, Revision 9, and
the Committee’s continued engagement and advice on DI&C regulatory activities.

Sincerely,
Digitally signed by
AN D R EA ANDREA KOCK
Date: 2024.09.25
KOC K 13:19:31 -04'00'

Andrea L. Kock, Deputy Director
Office of Nuclear Reactor Regulation

cc: Chair Hanson
Commissioner Wright
Commissioner Caputo
Commissioner Crowell
SECY
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