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A.INTRODUCTION

Purpose

This regulatory guide (RG) describes an approach that is acceptable to the staff of the
U.S. Nuclear Regulatory Commission (NRC) to meet regulatory requirements in Title 10 of the Code of
Federal Regulations (10 CFR) 73.54, “Protection of digital computer and communication systems and
networks” (Ref. 1).

This revision of RG 5.71 updates the guidance to incorporate lessons learned and add guidance on
new technologies and techniques related to cybersecurity.

Applicability

This RG applies to operating power reactors licensed in accordance with 10 CFR Part 50,
“Domestic Licensing of Production and Utilization Facilities” (Ref. 2), 10 CFR Part 52, “Licenses,
Certifications, and Approvals for Nuclear Power Plants” (Ref. 3), and 10 CFR Part 53, “Risk-Informed,
Technology-Inclusive Regulatory Framework for Commercial Nuclear Plants” (Ref. 4). This RG may
also be used as a resource by power reactor applicants and licensees during design development of digital
safety systems.

Applicable Orders and Regulations

e 10 CFR Part 50, “Domestic Licensing of Production and Utilization Facilities,” provides
regulations for licensing production and utilization facilities.

o 10 CFR 50.72, “Immediate notification requirements for operating nuclear power plants,”
describes the process for notifying the regulator when a safety or security issue takes
place at a nuclear power plant.

e 10 CFR Part 53, “Risk-Informed, Technology-Inclusive Regulatory Framework for Commercial
Nuclear Plants” provides an alternative risk-informed and technology-inclusive regulatory
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framework for the licensing, construction, operation, and decommissioning of commercial
nuclear plants.

o 10 CFR 53.860(d), “Cybersecurity,” requires licensees to have a cybersecurity program
under 10 CFR 73.110 or 10 CFR 73.54.

o 10 CFR 53.1630, “Immediate notification requirements for operating commercial nuclear
plants,” describes the process for notifying the regulator if a safety or security issue takes
place at a nuclear power plant.

10 CFR Part 73, “Physical Protection of Plants and Materials,” prescribes requirements for the
establishment and maintenance of a physical protection system that will be capable of protecting
special nuclear material at fixed sites and in transit as well as at plants that use special nuclear
material.

o 10 CFR 73.1, “Purpose and scope,” describes the design-basis threats (DBTs) that shall be
used to design safeguards systems to protect against acts of radiological sabotage and to
prevent the theft of radiological material.

o 10 CFR 73.54, “Protection of digital computer and communication systems and networks,”
contains the requirements for a cybersecurity program for nuclear power plant (NPP)
licensees that provides reasonable assurance that digital computers and communication
systems and networks are adequately protected against cyberattacks.

o 10 CFR 73.55, “Requirements for physical protection of licensed activities in nuclear Power
Reactors against Radiological Sabotage,” contains the requirements for establishing and
maintaining a physical protection program that provides reasonable assurance that activities
involving special nuclear material are not inimical to the common defense and security and
do not constitute an unreasonable risk to public health and safety.

o 10 CFR 73.77, “Cyber security event notifications,” stipulates the types of cyberattacks that
require notification to the NRC, the timeliness for conducting the notifications, how licensees
should conduct the notifications, and how to submit follow-up written reports to the NRC.

o 10 CFR 73.100, “Technology inclusive requirements for physical protection of licensed
activities at commercial nuclear plants against radiological sabotage,” establishes physical
security requirements for commercial nuclear plants licensed under 10 CFR Part 53.

o 10 CFR 73.110, “Technology inclusive requirements for protection of digital computer and
communication systems and networks,” contains the requirements for a cybersecurity
program for commercial nuclear plants licensed under 10 CFR Part 50, 10 CFR Part 52, or
10 CFR Part 53 that provides reasonable assurance that digital computers and communication
systems and networks are adequately protected against cyberattacks. Compliance with this
regulation is the focus of this RG.

o 10 CFR 73.1200, “Notification of security events,” requires licensees to notify the NRC

Headquarters Operations Center of involving imminent or actual hostile actions, significant
security events, security challenges, and security program failures.

DG-5085, Proposed Rev 2 to RG 5.71, Page 2



e NRC Order EA-02-026, “Interim Safeguards and Security Compensatory Measures for Nuclear
Power Plants,” dated February 25, 2002 (Ref. 5), identifies the perceived threat environment that
arises from computer and communication networks for safety and security vulnerabilities,
including modem access vulnerabilities, as of the order’s issue date.

e NRC Order EA-03-086, “Design Basis Threat for Radiological Sabotage,” issued April 29, 2003
(Ref. 6), supplements the DBT for NPPs as specified in 10 CFR 73.1 and, in part, requires
licensees to address additional cyberattack characteristics.

Related Guidance

e RG 5.96, “Establishing Risk-Informed and Technology-Inclusive Cybersecurity Programs for
Commercial Nuclear Plants” (Ref. 7), provides an alternate method for establishing,
implementing, and maintaining a cybersecurity program for commercial nuclear plants that would
be licensed under 10 CFR 73.110, “Technology inclusive requirements for protection of digital
computer and communication systems and networks”.

e RG 5.69, “Guidance for the Application of Radiological Sabotage Design-Basis Threat in the
Design, Development and Implementation of a Physical Security Program that Meets 10 CFR
73.55 Requirements (SGI)” (Ref. 8), provides a method that the NRC staff finds acceptable for an
applicant or licensee to use in applying the DBTs in the development of a physical security
program that meets the requirements of NRC regulations.

e RG 5.62, “Security Event Notifications, Reports, and Records” (Ref. 9), describes approaches
and methodologies that the NRC staff considers acceptable for use by nuclear power reactor
licensees when categorizing certain cybersecurity events and the process for notifying the NRC
and submitting written security follow-up reports for cybersecurity events.

e RG 1.152, “Criteria for Use of Computers in Safety Systems of Nuclear Power Plants” (Ref. 10),
provides specific guidance to NPP licensees for use in the design, development, and
implementation of protection measures for digital instrumentation and controls used in
safety -related applications.

Purpose of Regulatory Guides

The NRC issues RGs to describe methods that are acceptable to the staff for implementing
specific parts of the agency’s regulations, to explain techniques that the staff uses in evaluating specific
issues or postulated events, and to describe information that the staff needs in its review of applications
for permits and licenses. Regulatory guides are not NRC regulations and compliance with them is not
required. Methods and solutions that differ from those set forth in RGs are acceptable if supported by a
basis for the issuance or continuance of a permit or license by the Commission.

Paperwork Reduction Act

This RG provides voluntary guidance for implementing the mandatory information collections in
10 CFR Parts 50, 52, 53, and 73 that are subject to the Paperwork Reduction Act of 1995 (44 U.S.C. 3501
et. seq.). These information collections were approved by the Office of Management and Budget (OMB),
under control number 3150-0011, 3150-0151, 3150-0274, and 3150-0002, respectively. Send comments
regarding this information collection to Infocollects.Resource@nrc.gov, and to the OMB reviewer at:
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OMB Office of Information and Regulatory Affairs (3150-0011, 3150-0151, 3150-0274, and 3150-0002),
Attn: Desk Officer for the Nuclear Regulatory Commission, 725 17th Street, NW, Washington, DC,
20503.

Public Protection Notification
The NRC may not conduct or sponsor, and a person is not required to respond to a collection of

information unless the document requesting or requiring the collection displays a currently valid OMB
control number.
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B. DISCUSSION
Reason for Revision

RG 5.71, Revision 2, incorporates lessons learned from operating experience since original
publication of the guide. Specifically, this revision clarifies issues identified from cybersecurity milestone
inspections, additional insights gained through the Security Frequently Asked Questions process,
documented cybersecurity attacks, new technologies, and new regulations. Also, this revision considers
the changes in the most recent revision to National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-53, “Security and Privacy Controls for Information Systems and Organizations,”
Revision 5, issued September 2020 (Ref. 11), as RG 5.71, Revision 0 (Ref. 12), was based on an early
revision of SP 800-53.

On October 21, 2010, the Commission issued Staff Requirements Memorandum
(SRM)-COMWCO-10-0001, “Regulation of Cyber Security at Nuclear Power Plants” (Ref. 13), in which
the Commission determined, as a matter of policy, that the NRC’s cybersecurity regulation
(10 CFR 73.54) should be interpreted to include structures, systems, and components (SSCs) in the
balance of plant (BOP) that have a nexus to radiological health and safety at NRC-licensed NPPs. This
decision determined that digital assets previously covered by cybersecurity regulations of the Federal
Energy Regulatory Commission would now be covered by the NRC’s cybersecurity regulations in
10 CFR 73.54. As a result of this policy determination by the Commission, the licensees updated their
cybersecurity plans (CSPs) to incorporate BOP systems. This revision to RG 5.71 provides guidance for
addressing SSCs associated with digital assets in the BOP falling within the scope of the NRC’s
cybersecurity regulations.

In 2015, the NRC published 10 CFR 73.77 and its associated guidance. This rule established
requirements clarifying the types of cyberattacks that require notification to the NRC, the timeliness for
making the notifications, how licensees are to make notifications, and how they are to submit follow-up
written reports to the NRC. In 2025, 10 CFR 73.77 was updated to direct licensees to 10 CFR 50.72 and
73.1200 for safety and security notifications, respectively, and to retire RG 5.83 and instead use RG 5.62
for security event notifications. This revision to RG 5.71 includes references to the NRC’s revised
guidance for security event notifications.

The NRC has updated this RG to provide more guidance on risk-informed security approaches for
CSP implementation.

Background

An NPP licensee’s physical protection programs must comply with the performance objectives
and requirements outlined in 10 CFR 73.55. The rule in 10 CFR 73.55(b)(7) requires these licensees to
establish, maintain, and implement cybersecurity programs in accordance with 10 CFR 73.54. A
licensee’s cybersecurity program must provide reasonable assurance that digital computer and
communication systems and networks identified in 10 CFR 73.54(a)(1) are adequately protected against
cyberattacks. The cybersecurity program is part of the licensee’s site physical protection program.
Specifically, licensees are required to protect the systems identified in 10 CFR 73.54(a)(1) through the
establishment and maintenance of an onsite physical protection program and security organization whose
objective is to provide reasonable assurance that activities involving special nuclear material are not
inimical to the common defense and security and do not constitute an unreasonable risk to public health
and safety.
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In response to the terrorist attacks of September 11, 2001, and subsequent information provided
by intelligence and law enforcement agencies, the NRC issued Order EA-02-026 in February 2002 to
address the threat environment at the time. This order includes a specific requirement directing NPP
licensees to address certain cybersecurity vulnerabilities.

The NRC issued Order EA-03-086 in April 2003. This order supplemented the DBT for NPPs as
specified in 10 CFR 73.1 and, in part, required licensees to address additional cyberattack characteristics.
The substantive requirements of NRC Orders EA-02-026 and EA-03-086 contain safeguards information
as defined in 10 CFR 73.21, “Protection of Safeguards Information: Performance Requirements,” and
10 CFR 73.22, “Protection of Safeguards Information: Specific Requirements,” and are, therefore,
withheld from public disclosure.

In addition, in recognition of the potential cybersecurity-related issues resulting from the
increased use of digital technology at NPPs, the NRC published NUREG/CR-6847, “Cyber Security
Self-Assessment Method for U.S. Nuclear Power Plants,” in October 2004 (Ref. 14). Using
NUREG/CR-6847 and insights gained during its development, the Nuclear Energy Institute (NEI)
developed NEI 04-04, “Cyber Security Program for Power Reactors,” Revision 1, dated
November 18, 2005 (Ref. 15), to provide nuclear power reactor licensees with a means for developing
and maintaining a cybersecurity program at their sites. The NRC staff evaluated the NEI submittal and by
letter dated December 23, 2005 (Ref. 16) informed NEI that NEI 04-04, Revision 1, provided an
acceptable approach to formulating an interim cybersecurity program. At the time of its evaluation of
NEI 04-04, the NRC had not yet proposed comprehensive cybersecurity regulations. RG 5.71, Revision 0,
issued in 2009, provided a comprehensive approach to complying with 10 CFR 73.54 for cybersecurity by
using strategies in the then current version of NIST SP 800-53. NUREG/CR-7141, “The U.S. Nuclear
Regulatory Commission’s Cyber Security Regulatory Framework for Nuclear Power Reactors,” issued
November 2014 (Ref. 17), provides an overview and historical perspective of the development of
RG 5.71.

In July 2011, the NRC published Revision 3 of RG 1.152 to provide specific guidance to NPP
licensees for use in the design, development, and implementation of protection measures for digital
instrumentation and controls in safety-related applications. Specifically, the guidance addressed those
aspects of the implementation of measures within safety systems that were not adequately covered in
Institute of Electrical and Electronics Engineers (IEEE) Standard 7-4.3.2-2003, “Standard Criteria for
Digital Computers in Safety Systems of Nuclear Power Generating Stations,” dated September 11, 2003
(Ref. 18). Revision 3 of RG 1.152 contains regulatory criteria for the evaluation of safety systems to
ensure that identified security features are appropriately incorporated into systems and that the
development environment is protected against the introduction of undocumented, unwanted code and any
other coding that could adversely impact the operation of the safety systems. Any acquisition or
modification of digital safety systems or any licensing of new reactor safety systems (one subset of the
critical digital assets (CDAs) covered by RG 5.71) are reviewed through review licensing actions (such as
a license amendment request, operating license application, design certification application or combined
license (COL) application as described in 10 CFR Part 50 and 10 CFR Part 52). In Revision 3 of
RG 1.152, regulatory positions C.2.1 through C.2.5 are used as the basis for the license amendment or
design certification or COL review of digital safety systems. If a licensee or applicant chooses to address
10 CFR 73.54 through the use of design features, it then submits the details of any design features of the
safety system, intended to meet a cybersecurity provision of 10 CFR 73.54, as part of the license
amendment request or design certification application or COL application for review and approval. In
such cases, the NRC will review those features only in conjunction with the system’s safety functions to
ensure that the reliability of the safety system is not adversely impacted by the inclusion of these security
features.
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The Commission establishes requirements for the physical protection program of a nuclear power
reactor facility in 10 CFR 73.55(b). These include performance criteria for detecting, assessing,
interdicting, and neutralizing threats up to and including the DBT of radiological sabotage. As specified
in 10 CFR 73.1(a)(1)(v), a cyberattack is a component of the DBT against which a licensee’s physical
protection program must be able to defend with reasonable assurance.

Since the publication of Revision 0 of RG 5.71, the NEI has published guidance to assist
licensees in implementing cybersecurity programs at NPPs. In February 2024, NEI developed NEI 08-09,
“Cyber Security Plan for Nuclear Power Reactors,” Revision 7 (Ref. 19), to assist licensees in
constructing and implementing their CSP license submittals required by 10 CFR 73.54. In October 2021,
the NEI published NEI 10-04, “Identifying Systems and Assets Subject to the Cyber Security Rule,”
Revision 3 (Ref. 20). The NRC has found these documents acceptable for use.

In October 2021, the NEI published NEI 13-10, “Cyber Security Control Assessment,”
Revision 7 (Ref. 21), to streamline the process for addressing the application of cybersecurity controls to
the large number of CDAs identified by licensees when conducting the analysis required by
10 CFR 73.54(b). The NRC has found this document acceptable for use.

In 2026, the NRC published 10 CFR 73.110 and its associated guidance. This rule established an
alternate methodology for establishing, implementing, and maintaining a cybersecurity program. This rule
was created to support 10 CFR Part 53, “Risk informed, Technology-Inclusive Regulatory Framework for
Advanced Reactors”, but was finalized with the intention that new applicants could choose to use either
10 CFR 73.54 or 10 CFR 73.110 for their design efforts.

RG 5.71 provides guidance to applicants and licensees on acceptable methods for satisfying the
requirements of 10 CFR 73.54. The information contained within this RG represents the results of
research conducted by the NRC concerning cybersecurity program development and the collective body
of knowledge and experience that has been developed through all of the actions identified above. In
addition, this RG takes into account the findings by consensus standards organizations and agencies, such
as the International Society of Automation, IEEE, and NIST, as well as guidance from the
U.S. Department of Homeland Security (DHS).

RG 5.71 contains regulatory positions that promote a defensive strategy consisting of a defensive
architecture and a set of tailored security controls based on standards provided in the then current versions
of NIST SP 800-53 and NIST SP 800-82, “Guide to Industrial Control Systems Security” (Ref. 22). NIST
SP 800-53 and SP 800-82 are based on well-understood cyber threats, risks, and vulnerabilities, coupled
with equally well-understood countermeasures and protective techniques. Furthermore, NIST developed
SP 800-82 for use within industrial control system (ICS) environments, including common ICS
environments in which the information technology (IT)/ICS convergence has created the need to consider
application of these security controls. RG 5.71 divides the above-noted security controls into three broad
categories: technical, operational, and management.

If a cyberattack was to result in the loss or degradation of safety-related, important-to-safety,
security, and emergency preparedness (SSEP) functions, public health and safety might be at risk.
Consequently, the NRC developed this RG by tailoring the “high impact” baseline security controls
described in NIST SP 800-53 and NIST SP 800-82 to provide an acceptable method to comply with
10 CFR 73.54. Where applicable, the NRC staff tailored the controls in NIST SP 800-53 and SP 800-82
to the unique environments of nuclear facility licensees and provided these more specific controls in
Appendices A, B, and C to this document. The NRC’s efforts to tailor the NIST baseline security controls
are consistent with the recommendations in Appendix I to NIST SP 800-53 and in NIST SP 800-82. The
process NIST used to develop these security controls was both peer reviewed and open to industry
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comment and thus provides a well-established standard for cybersecurity that licensees should adopt to
satisfy the regulatory requirement to defend digital assets from cyberattack up to and including the DBT,
as defined in 10 CFR 73.1.

This RG provides a framework to aid in the identification of those digital assets that must be
protected from cyberattacks. These identified digital assets are referred to as CDAs. Licensees should
address the potential cybersecurity risks of CDAs by applying the defensive architecture and the
collection of security controls identified in this RG.

The RG 5.71 framework offers licensees and applicants the ability to address the specific needs of
an existing or new system. The goal of this RG is to tailor the well-known and well-understood set of
security controls (based on NIST cybersecurity standards) that address potential cyber risks to CDAs to
provide a flexible programmatic approach in which the licensee or applicant can establish, maintain, and
successfully integrate these security controls into a site-specific cybersecurity program.

Applicants should consider this guidance when preparing a CSP consistent with the requirements
in 10 CFR Part 50 and 10 CFR Part 52. Licensees and applicants bear the sole responsibility for assessing
and managing the potential for adverse effects from a cyberattack on CDAs associated with SSEP
functions. Licensees and applicants should direct their questions on regulatory requirements for the
protection of digital computer and communication systems and networks to the appropriate NRC
Headquarters or regional office staff.

The organization of RG 5.71 reflects the steps necessary to meet the requirements of
10 CFR 73.54 using the template for a generic security plan provided in Appendix A. Specifically, Staff
Regulatory Guidance, Section C.1 is an overview of the regulatory requirements relevant to cybersecurity.
Staff Regulatory Guidance, Section C.2 introduces the elements of a security plan and provides an
acceptable method for the development of a CSP that will comply with the provisions of 10 CFR 73.54.

Staff Regulatory Guidance, Section C.3 describes guidance associated with policies and
procedures needed to address regulatory requirements relating to the implementation of the cybersecurity
program. Policies and procedures are essential parts of security controls, and successful security
management planning relies on the existence of properly developed policies and procedures.

Staff Regulatory Guidance, Section C.3 details an acceptable method for identifying digital assets
as CDAs, addressing potential cybersecurity risks to CDAs, and implementing defensive strategies to
protect SSEP functions. The compartmentalization and protection of CDAs are key elements in
defense-in-depth protective strategies. As previously discussed, RG 5.71 follows the recommendations of
NIST SP 800-53 and SP 800-82 by listing security controls to address the potential cyber risks to a CDA.
These controls are consistent with the well-established and standardized method of performing a risk
assessment to select the set of baseline security controls based on system categorization, as outlined in
NIST SP 800-30 “Risk Management Guide for Information Technology Systems, issued July 2002”

(Ref. 23), and NIST SP 800-37, “Guide to Certification and Accreditation of Federal Information
Systems,” issued May 2004 (Ref. 24). Staff Regulatory Guidance, Section C.3 also describes an
acceptable method for implementing the security controls, as detailed in Appendices B and C to this RG.

Staff Regulatory Guidance, Section C.4 discusses the need to maintain the cybersecurity program
based on the guidance in Staff Regulatory Guidance, Section C.3. CDAs require comprehensive
monitoring of the effectiveness of their security protection measures. A cybersecurity program must also
ensure that changes to the CDAs or the environment are controlled, coordinated, and periodically
reviewed for continued protection from cyberattacks. Staff Regulatory Guidance, Section C.4 also
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addresses periodic program review requirements. Lastly, Staff Regulatory Guidance, Section C.5 provides
licensees and applicants with guidance for retaining records associated with their cybersecurity programs.

Appendix A is a template for a generic CSP that licensees and applicants may use to comply with
the licensing requirements of 10 CFR 73.54. Appendices B and C provide an acceptable set of security
controls, developed from NIST cybersecurity standards and security controls, which are based on well-
understood threats, vulnerabilities, and attacks, coupled with equally well-understood and vetted
countermeasures and protective techniques.

Implementation of a cybersecurity plan protects CDAs that perform SSEP functions at an NPP.
Assessments of identified CDAs - including attack surface, attack pathway, vulnerability, and threat
information - provide the basis for selection of security controls applied to the CDAs or to the
environment in which the CDAs operate. Once applied, the security controls should be continuously
monitored for effectiveness. Implementation of continuous monitoring is an element of a CSP that
supports timely detection of a cyberattack as required by 10 CFR 73.54 (e)(2)(i). An overview of a CSP
implementation process is illustrated in Figure 1.

/ Cybersecurity Plan \
Perform Applied To

Security

Controls

Knowledge of
Attack Surfaces
and Pathways

Continuously
Monitored for
Effectiveness

. v

Figure 1 — Mapping CSP effectiveness to SSEP function protection

Consideration of International Standards

The International Atomic Energy Agency (IAEA) works with member states and other partners to
promote the safe, secure, and peaceful use of nuclear technologies. The IAEA has established a series of
security guides to address nuclear security issues relating to the prevention and detection of, and response
to, theft, sabotage, unauthorized access and illegal transfer or other malicious acts involving nuclear
material and other radioactive substances and their associated facilities. ITAEA security guides present
international good practices and increasingly reflect best practices to help users striving to achieve high
levels of security. To inform its development of this RG, the NRC considered IAEA requirements and
guides pursuant to the Commission’s International Policy Statement (Ref. 25) and Management Directive
and Handbook 6.6, “Regulatory Guides” (Ref. 26).
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The following IAEA requirements and guides were considered in the update of RG 5.71:

e [AEA Nuclear Security Series No. 17-T (Rev. 1), “Computer Security Techniques for
Nuclear Facilities,” issued September 2021 (Ref. 27), contains guidance for incorporating
computer security as a fundamental part of the overall security plan for nuclear facilities.

o [AEA Nuclear Energy Series NR-T-3.30, “Computer Security Aspects of Design for
Instrumentation and Control Systems at Nuclear Power Plants,” issued December 2020
(Ref. 28), defines the key concepts for computer security for instrumentation and control
systems at nuclear facilities, explains the risk-informed approach to computer security, and
describes how computer security measures are applied throughout the instrumentation and
control system life cycle.

Documents Discussed in Staff Regulatory Guidance

This NRC staff endorses NEI 08-09, Revision 7 for use. These codes, standards and third party
guidance documents may contain references to other codes, standards or third party guidance documents
(“secondary references”). If a secondary reference has itself been incorporated by reference into NRC
regulations as a requirement, then licensees and applicants must comply with that standard as set forth in
the regulation. If the secondary reference has been endorsed in a RG as an acceptable approach for
meeting an NRC requirement, then the standard constitutes a method acceptable to the NRC staff for
meeting that regulatory requirement as described in the specific RG. If the secondary reference has
neither been incorporated by reference into NRC regulations nor endorsed in a RG, then the secondary
reference is neither a legally-binding requirement nor a “generic” NRC approved acceptable approach for
meeting an NRC requirement. However, licensees and applicants may consider and use the information in
the secondary reference, if appropriately justified, consistent with current regulatory practice, and
consistent with applicable NRC requirements.
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C. STAFF REGULATORY GUIDANCE

This RG describes methods acceptable to the NRC staff for establishing a cybersecurity program
at a commercial NPP to comply with the Commission’s regulations for adequately protecting digital
computer and communication systems and networks against cyberattacks, up to and including the DBT as
described in 10 CFR 73.1. This RG also provides guidance on the development of a CSP and examples of
its security controls. A second method found acceptable for use is NEI 08-09, Revision 7. The staff
approved Revision 7 of NEI 08-09 for use in a letter dated September 30, 2025 (Ref. 29).

1. General Requirements

Consistent with 10 CFR 73.54(a), a licensee must provide reasonable assurance that digital
computer and communication systems and networks are adequately protected against cyberattacks, up to
and including the DBT, as described in 10 CFR 73.1. Consistent with 10 CFR 73.54(a)(1), licensees must
protect from cyberattacks digital computer and communication systems and certain support systems and
equipment, which, if compromised, would adversely impact the SSEP functions of a nuclear facility. This
includes safety-related and important-to-safety functions, security functions, and emergency preparedness
functions (including offsite communications). The rule specifies that digital computer and communication
systems and networks associated with these functions must be protected from cyberattacks that would
adversely impact the integrity or confidentiality of data and software; deny access to systems, services, or
data; or adversely impact the operations of systems, networks, and associated equipment.

2. Elements of a Cybersecurity Plan

As stated in 10 CFR 73.54(e), the licensee must establish, implement, and maintain a CSP that
satisfies the cybersecurity program requirements of this regulation. Additionally, the CSP must describe
how the licensee will implement the requirements of the regulation, taking into account site-specific
conditions that affect implementation, to provide reasonable assurance that the plan protects all SSEP
functions from cyberattacks. This section lists the necessary elements of a CSP, as required by the rule.

In accordance with 10 CFR 73.54(e)(1), the CSP describes how the licensee will implement the
requirements of 10 CFR 73.54 at a nuclear facility. To further guide licensees, Appendix A to this RG
includes a generic template that can be used to develop a CSP and to establish and maintain a program
that will comply with this regulation.

The CSP should describe the measures and governing procedures that ensure the plan, associated
records, and implementing policies and procedures meet the NRC’s requirement for protection of
safeguards information, as stated in 10 CFR 73.21 and 10 CFR 73.22. Revisions to the CSP are processed
in accordance with 10 CFR 50.54(p).

The CSP describes how the licensee has achieved reasonable assurance that digital systems
associated with SSEP functions, including support systems and equipment, are protected from
cyberattacks. The CSP describes the following elements:

e How the licensee provides reasonable assurance that its digital computer and communication
systems and networks associated with the following are adequately protected against
cyberattacks, up to and including the DBT, as described in 10 CFR 73.1 (10 CFR 73.54(a)(1)):

o Safety-related and important-to-safety functions

o Security functions
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o Emergency preparedness functions, including offsite communications

o Support systems and equipment, which, if compromised, would adversely impact SSEP
functions

How the licensee protects these systems and networks from cyberattacks that would have the
following effects (10 CFR 73.54(a)(2)):

o Adversely impact the integrity or confidentiality of data or software
o Deny access to or adversely impact the availability of systems, services, or data

o Adversely impact the operation of systems, networks, and associated equipment
The approach to identify CDAs that are within the scope of the rule (10 CFR 73.54(b)(1))

How the licensee establishes, implements, and maintains its cybersecurity program
(10 CFR 73.54(b)(2))

How the licensee has incorporated the cybersecurity program into the physical security program
(10 CFR 73.54(b)(3))

The security controls used and how they protect the assets identified in 10 CFR 73.54(b)(1)
(10 CFR 73.54(c)(1))

Defense-in-depth protective strategies and how they are used to protect, detect, respond to, and
recover from cyberattacks (10 CFR 73.54(c)(2))

The elements of the cybersecurity program that are designed to mitigate the adverse effects of
cyberattacks (10 CFR 73.54(c)(3))

How the cybersecurity program is designed to ensure that the functions of protected assets
identified by 10 CFR 73.54(b)(1) are not adversely impacted by cyberattacks
(10 CFR 73.54(c)(4))

How the cybersecurity awareness and training programs (10 CFR 73.54(d)(1)) provide the
training necessary to perform assigned duties and responsibilities

The process used by the licensee to evaluate and manage cybersecurity risks (10 CFR 73.54(d)(2))

The process for evaluating modifications to assets using the site configuration management and
design control processes to ensure the following (10 CFR 73.54(d)(3)):

o Modifications to plant assets and the addition of new equipment do not adversely impact
cybersecurity

o Cybersecurity issues are addressed throughout the system design life cycle (RG 1.152
provides additional guidance for the design and development process of safety systems)
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How to make a cybersecurity event notification in accordance with the provisions of 10 CFR 73.77
(10 CFR 73.54(d)(4))

How the site-specific conditions affect cybersecurity program implementation
(10 CFR 73.54(e)(1))

The measures for incident response and recovery from cyberattacks, including a description of
how the licensee will achieve the following (10 CFR 73.54(e)(2)):

o Maintain the capability for timely detection and response to cyberattacks

o Mitigate the consequences of cyberattacks

o Correct exploited vulnerabilities

o Restore affected systems, networks, and equipment affected by cyberattacks

The specific cybersecurity policies and procedures that implement the CSP, which must be
maintained at the site, and that are subject to periodic NRC inspection (10 CFR 73.54(f))

How the cybersecurity program is reviewed as a component of the physical security program, in

accordance with the requirements of 10 CFR 73.55(m), including the periodicity requirements
(10 CFR 73.54(g))

How the licensee manages all records and supporting technical documentation that satisfy the
requirements of 10 CFR 73.54(h)

Establishing and Implementing a Cybersecurity Program

The regulations set forth in 10 CFR 73.54 establish an overall performance-based requirement to

ensure that SSEP functions of digital computer and communication systems and networks are protected

from cyberattack. One method of complying with these regulations is to implement and maintain a

cybersecurity program that consists of the defensive architecture described in Staff Regulatory Guidance,

Section C.3.2.1 and the security controls in Staff Regulatory Guidance, Section C.3.3.

As required by 10 CFR 73.54(b)(2) and 10 CFR 73.55(b)(7), an NPP licensee must establish,

implement, and maintain a cybersecurity program that protects any digital system, network, or

communication system, as delineated by 10 CFR 73.54(a)(1)(i—iv), associated with the SSEP functions of

a nuclear facility or which supports such a system. Staff Regulatory Guidance, Sections C.3 and C.4

describe an acceptable method for establishing, implementing, and maintaining a cybersecurity program

to comply with the regulations. Figure 2 illustrates the process of establishing, implementing, and
maintaining the cybersecurity program.
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Figure 2 — Security life cycle process

An acceptable method to establish a cybersecurity program at a facility is by performing the
following:

e Analyze the digital computer and communication systems and networks;
o Review the CDAs, as described in Section Staff Regulatory Guidance, Section C.3.1.4;

e Deploy defensive architecture, as described in Staff Regulatory Guidance, Section C.3.2.1;

e Address potential cyber risks to CDAs, as described in Staff Regulatory Guidance, Section C.3.3;

and

e Implement the security life cycle activities in Staff Regulatory Guidance, Section C.4 to maintain

the cybersecurity program.

Such a cybersecurity program can be characterized as risk-informed security in that the

development and maintenance of the program makes use of risk insights—including threat information,

the likelihood of adversary success, and the resulting level of consequences of the threats—up to and

including the DBT described in 10 CFR 73.1. Establishment of a cybersecurity program could include the

following:
e Characterization of facility functions, including the identification of SSEP functions
e Characterization of threats to the facility, as specified in NRC RG 5.69

e Specification of requirements (including the CSP, the defensive architecture, and defense-in-
depth methodology)

¢ Implementation of the requirements based on consequence analyses

e Validation and verification of the implementation of the cybersecurity program
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3.1. Analyzing Digital Computer Systems and Networks

Consistent with the requirements of 10 CFR 73.54(b)(1), a licensee must conduct a site-specific
analysis of digital computer and communication systems and networks to identify CDAs. CDAs are those
assets that, if compromised, could adversely impact the SSEP functions of nuclear facilities. An
acceptable method for identifying and documenting CDAs is as follows:

1. Obtain authorization for security assessment;

e Define roles and responsibilities of cybersecurity personnel and form the cybersecurity
team (CST) (analogous to the Cybersecurity Assessment Team);

2. Identify and document CDAs at the facility; and
3. Review and validate configurations of CDAs.

Appendix A.3.1 to this document includes a template that licensees may follow to describe how
they analyzed digital computer systems and networks to identify CDAs.

3.1.1 Security Assessment and Authorization

One acceptable method to conduct a process by which an organization allocates people and
resources to organize and establish authority and gain commitment to perform a cybersecurity assessment
as the first step in the implementation of the cybersecurity program is to develop, disseminate, and
periodically review and update the following:

e A formal, documented security assessment and authorization policy that defines and delineates
the purpose, scope, roles, responsibilities, management commitments, coordination among
licensee departments, and implementation of the security controls described in Appendices B
and C to this RG; and

o A formal, documented procedure to facilitate the implementation of the security assessment.

Appendix A.3.1.1 to this document contains a template for licensees to use in preparing the aspect
of their CSP that discusses the security assessment and authorization of the program.

3.1.2 Define Roles and Responsibilities and Form the Cybersecurity Team

A licensee can form a CST by defining and documenting roles, responsibilities, authorities, and
functional relationships and ensuring that they are understood by site organizations and individuals
(including employees, subcontractors, temporary employees, visiting researchers, and vendor
representatives) at every level in the organization. An acceptable method for defining the division of
responsibility for personnel administering the cyber security program includes the following five
categories of individuals:

e A cybersecurity program sponsor who is a member of senior site management (executive or
officer level), has overall responsibility and accountability for the cybersecurity program, and

provides the necessary resources for its development, implementation, and maintenance

e A cybersecurity program manager who is responsible for the following:
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(0]

Overseeing cybersecurity operations
Functioning as the single point of contact for all issues related to cybersecurity
Providing oversight and direction on issues on cybersecurity

Initiating and coordinating cybersecurity incident response team (CSIRT) functions, as
required

Coordinating with the NRC, DHS, U.S. Department of Energy, and the Federal Bureau of
Investigation, as required, during and after cybersecurity incidents and events

Overseeing and approving the development and implementation of a CSP, policies, and
procedures

Ensuring and approving cybersecurity education, awareness, and training activities

Cybersecurity specialists who are responsible for the following:

(@)

o

(0]

Protecting CDAs from cyber threats

Configuring, operating, and maintaining cybersecurity equipment

Understanding the cybersecurity aspects of the overall architecture of plant networks,
operating systems, hardware platforms, software platforms, operating systems, and
applications, as well as plant-specific applications and the services and protocols upon which
those applications rely

Performing cybersecurity evaluations of digital systems

Conducting security audits, vulnerability assessments, network scans, and penetration tests
against CDAs

Conducting cybersecurity investigations following the compromise of CDAs

Preserving forensic evidence collected during cybersecurity investigations to prevent loss of
evidentiary value

Maintaining expert skill and knowledge in the area of cybersecurity

Acting as the primary director or leader of a CSIRT

A CSIRT should be composed of individuals from organizations, including security, operations,
engineering, emergency preparedness, and other support organizations, as required, responsible
for the following:

o

Initiating appropriate response and actions to protect CDAs from compromise during a
known or suspected security incident and assisting with recovery of compromised systems,

Containing and mitigating security incidents involving CDAs and ensuring that compromised
systems are properly restored following an incident
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e Auxiliary staff, including operations personnel, engineers, technicians, users, contractors, and
vendor representatives, who operate, maintain, or design digital systems.

The CST collectively will need to have knowledge of digital plant systems, nuclear power operations,
and engineering; nuclear safety experience; and technical expertise. The personnel selected for this team
may require additional training in these areas to help to ensure adequate capabilities to perform cyber
security assessments as well as other duties. An acceptable method for forming the CST is to include,
assemble, or designate individuals who have expertise and experience in the following areas:

¢ Information and digital system technology—This includes cybersecurity, software development,
offsite communications, computer system administration, computer engineering, and computer
networking. It includes knowledge of the digital systems involved in plant operations, including
digital instrumentation and control systems, and those involved in plant information systems.
Plant operational systems include programmable logic controllers, control systems, and
distributed control systems. Information systems include computer systems and databases
containing information used to design, operate, and maintain CDAs. The networking arena
includes knowledge of both plantwide and corporatewide networks.

o Nuclear facility operations, engineering, and safety—This includes overall facility operations and
plant technical specifications. The staff representing this technical area must be able to trace the
impact of a vulnerability or series of vulnerabilities in a CDA outward through plant systems and
subsystems so that the overall impact on the SSEP functions of the plant can be evaluated.

e Physical security and emergency preparedness—This includes the site’s physical security and
emergency preparedness systems and programs.

Roles and responsibilities of the CST should include the following:
e Performing or overseeing each stage of the cybersecurity and management process;

e Documenting all key observations, analyses, and findings during the assessment process so that
this information can be used as a basis for applying security controls;

e Evaluating or reevaluating assumptions and conclusions about current cybersecurity threats,
potential vulnerabilities to, and consequences from an attack; the effectiveness of existing
cybersecurity controls, defensive strategies, and attack mitigation methods; cybersecurity
awareness and training of those working with or responsible for CDAs and cybersecurity controls
throughout their system life cycles; and managing cybersecurity;

e Reviewing and evaluating implementation of procurement procedures in accordance with the
system and service acquisitions (Staff Regulatory Guidance, Section C.3.3.3.1);

e Confirming information acquired during reviews by conducting comprehensive walkdowns of
CDAs and connected digital assets, as well as associated cybersecurity controls, including

walkdown inspections with physical and electronic validation activities;

e Identifying and implementing potential new cybersecurity controls;
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e Preparing documentation and overseeing implementation of the cybersecurity controls provided
in Appendices B and C, documenting the basis for not implementing certain cybersecurity
controls provided in Appendix B, or documenting the basis for the implementation of alternate or
compensating measures in lieu of any cybersecurity controls provided in Appendix B; and

e Ensuring the retention of all assessment documentation, including notes and supporting
information, in accordance with 10 CFR 73.54(h) and the record retention and handling
requirements specified in Staff Regulatory Guidance, Section C.5.

The licensee’s CST should have the authority to conduct an objective assessment, make determinations
that are not constrained by operational goals (e.g., cost), implement the defense-in-depth protective
strategies discussed in Staff Regulatory Guidance, Section C.3.2, and ensure the implementation of the
security controls using the process described in Staff Regulatory Guidance, Section C.3.3.

Appendix A.3.1.2 provides a template that a licensee may use in describing the formation of its CST, and
Appendix C.10.10 outlines the roles and responsibilities that define the division of responsibilities for
personnel administering the cybersecurity program.

3.1.3 Identification of Critical Digital Assets

As noted earlier, this document refers to licensee assets that are protected from cyberattack under
10 CFR 73.54 as CDAs. However, it may be difficult for a licensee to identify CDAs without first
conducting a wider assessment of all the systems within the facility. A typical NPP contains hundreds of
individual systems that contribute to the overall operation, safety, and security of the facility. Figure 3
illustrates one generic categorization of plant systems as they are associated with the SSEP functions in a
typical nuclear facility. To the extent that these systems are associated with SSEP functions, a
compromise of these plant systems could result in radiological sabotage (i.e., significant core damage)
and, therefore, has the potential to adversely impact public health and safety. Although all of these
systems may not ultimately be within the scope of the licensee’s cybersecurity program, the accurate
identification of these plant systems associated with an SSEP function is essential to the development of
an effective cybersecurity program that meets the requirements of 10 CFR 73.54. Once the licensee
identifies these systems, it can then use that information to establish the set of equipment that will be
protected under its cybersecurity program. The following section describes one acceptable method to
conduct this analysis.
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Figure 3 — Categorization of plant systems

To identify CDAs, a licensee should first identify the overall allocation and organization of plant
systems, equipment, communication systems, and networks, including support systems, that are
associated with the SSEP functions. These systems, hereafter broadly referred to as “critical systems”
(CSs), may or may not be digitally controlled and, therefore, may or may not be within the scope of the
licensee’s cybersecurity program. The licensee should conduct an initial consequence analysis of plant
systems, equipment, communication systems, and networks to determine those that, if compromised,
exploited, or failed, could impact the SSEP functions of the nuclear facility. This analysis should be
conducted without accounting for existing mitigating measures to determine the “worst case” impact if
the CDA were to be compromised.

For those support systems or equipment not directly associated with SSEP functions, the licensee
should perform a dependency analysis to determine whether cyber compromise of those systems or
equipment could adversely impact SSEP functions. If the analysis shows that such compromise,
exploitation, or failure could adversely impact SSEP functions, then such systems are considered CSs.

In SRM-CMWCO-10-0001, the Commission determined as a matter of policy that the NRC
cybersecurity rule (10 CFR 73.54) should be interpreted to include SSCs in the BOP that have a nexus to
radiological health and safety at NRC-licensed NPPs. The staff determined that such SSCs are those that
could directly or indirectly affect the reactivity of an NPP. Therefore, they are within the scope of
important-to-safety functions described in 10 CFR 73.54(a)(1) and are included in Figure 3.

BOP systems that are subject to 10 CFR 73.54 are identified in a North American Electric
Reliability Corporation survey known as the Bright-Line Survey (Ref. 30). All NPPs were required to
complete this survey by June 24, 2010, and maintain it as a matter of record. This document should be
reviewed to assist in identifying the physical and logical boundary for BOP SSCs (Ref. 31). The BOP
SSCs that are beyond the first inter-tie with offsite power distribution systems are not considered to be
within the scope of 10 CFR 73.54. All BOP SSCs within this inter-tie that meet the definition of a digital
device should be assessed to determine whether they are a CDA that:
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(1) Could directly or indirectly affect reactivity at an NPP and

(2) Could result in an unplanned reactor shutdown or transient and are therefore within the scope
of the NRC’s cybersecurity regulation.

An “unplanned reactor shutdown or transient” consistent with the definitions in NERC’s CIP Reliability
Standards (Ref. 32), is defined as an event that results in the generated megawatts being reduced to zero
within 15 minutes. Section C.3.3 contains regulatory guidance regarding the implementation of security

controls for BOP CDAs. The NRC has found NEI 10-04 acceptable for identifying CDAs in BOP
systems.

The identification of CSs should include those systems, equipment, and devices that:
(1) Perform or are relied upon for SSEP functions,
(2) Affect SSEP functions or affect CSs or CDAs that perform SSEP functions,

(3) Provide a pathway to a CS or CDA that could be used to compromise, attack, or degrade an
SSEP function,

(4) Support a CS or CDA,
(5) Protect any of the above from cyberattack up to and including the DBT, or

(6) Are BOP systems, equipment, and devices that could result in an unplanned reactor shutdown
and transient. Figure 4 illustrates this evaluation process.
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Plant Trip
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relied on, for
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YES

ml System
(et )

Non Critical Systems

Figure 4 — Evaluation process for determining critical systems

Following identification of CSs, the licensee should analyze and identify which specific assets are
actually CDAs and thus within the scope of 10 CFR 73.54. A CDA may be a component of a CS, may
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protect a CS from cyberattack, or may be directly or indirectly connected to a CS. The direct connections
may include a wired or wireless pathway (involving a chain of connections). The indirect connections
may include “air-gapped” systems, CDAs behind a one-way security boundary device, or “sneaker nets”
by which data or software is manually carried from one digital device to another and transferred using
physically transportable storage media, such as floppy disks, thumb drives, portable hard disks, or other
modes of data transfer. Some helpful information sources for identifying CSs and CDAs include, but are
not limited to, the final safety analysis report, the site-specific probabilistic risk assessment, technical
specifications, and documents associated with the Maintenance Rule program developed under

10 CFR 50.65, “Requirements for monitoring the effectiveness of maintenance at nuclear power plants.”

CDAs include those digital assets that meet one or more of the following criteria:
(1) Perform or are relied upon for SSEP functions,
(2) Could adversely affect SSEP functions or CSs or CDAs that perform SSEP functions,

(3) Provide a pathway to a CS or CDA that could be used to compromise, attack, or degrade an
SSEP function,

(4) Support a CS or CDA,
(5) Protect any of the above from a cyberattack, up to and including the DBT, or

(6) Is BOP equipment that affects reactivity and could result in an unplanned reactor shutdown or
transient.

Figure 5 illustrates the process of identifying CDAs. The NRC has found NEI 10-04 acceptable
for use for identifying CDAs associated with SSEP functions.
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Figure 5 — Evaluation process for identifying CDAs

Digital computers, equipment, devices, communication systems, and networks that provide a
pathway to CSs or CDAs that are associated with SSEP functions, are within the scope of the
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10 CFR 73.54. This includes any support systems that are either directly or indirectly connected to
systems that perform SSEP functions. For example, support systems and equipment may include, but are
not limited to, digital maintenance and test equipment for CSs or CDAs that may not be permanently
connected, but a cybersecurity compromise of the support system and equipment could lead to an adverse
impact on SSEP functions (e.g., maintenance laptop used to maintain, program, or diagnose a
programmable logic controller). The licensee has the option of categorizing maintenance and test
equipment as CDAs or as portable media and mobile devices (PMMD) (see Appendix B.1.19).

A digital device that communicates to CSs and or CDAs need not be classified as a CDA simply
because of the pathway, but these devices should be protected. A pathway, regardless of its underlying
physical nature and basis, is also in scope for cybersecurity protection under the requirements in
10 CFR 73.54(a)(1) if the pathway within the protected digital computer and communication systems and
an adversary can use networks to initiate a cyberattack on a CS or CDA. The pathway could exist
between higher and lower security levels; between systems, devices, and CDAs on the same security
level; or within a device (switches, multiplexers). The pathway can involve intervening systems,
processes, and devices that aid in creating or maintaining the pathway. For a pathway to be excluded from
the scope of inspection under 10 CFR 73.54, licensees must demonstrate that the associated attack vectors
(delivery mechanism and vulnerability/exploit) do not exist by performing and documenting a
comprehensive analysis of the pathway as specified in 10 CFR 73.54(b)(1).

Some CDAs and systems within a nuclear plant may be air-gapped (i.e., they have no data
connections to any other system). The lack of connectivity to other plant systems greatly enhances the
cybersecurity posture for isolated CDAs and systems or networks. This lack of connectivity reduces the
possibility of compromise from cyber threats originating from sources external to the plant. However,
such systems are still vulnerable to cyberattacks originating from internal sources, such as inserting media
into a system that has malicious code on it, supply chain, diagnostic systems, and other offline
connections and access. In addition, because of the abundance of off-the-shelf devices and peripherals
that support communications technology, the architecture of an isolated system is altered when such
communication devices are intentionally or inadvertently introduced into the system. The regulations in
10 CFR 73.54 do not distinguish between isolated and interconnected systems. Therefore, licensees
should protect the security posture of an isolated system with the same diligence they apply to
interconnected systems.

To document the outcome of the identification process for a CDA or CS security assessment, the
licensee should collect the following information:

e A general description of each system, asset, or network identified as a CS and CDA
e A brief description of the overall function provided by each CS and CDA

e An analysis that describes the potential consequence to both the CS and the SSEP functions if a
compromise of the CDA or CS were to occur

e The function of the CDA (e.g., protection, control, monitoring, reporting, or communications)
e The identification of CDAs within each CS
e A description of potential attack surfaces and attack pathways for each CDA

e A description of the following security functional requirements and specifications:
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o Developmental and evaluation-related assurance requirements to be used by licensees for
verifying the design, implementation, and testing of security functionality in products
received in acquired devices.

o Information security requirements necessary for vendors or developers to maintain the
integrity of acquired systems.

Appendix A.3.1.3 provides a template for licensees to use in preparing that section of the CSP
that discusses the identification of CDAs.

3.1.4 Review and Validation
The objectives of the CDA assessment review are to evaluate and confirm the direct and indirect
connectivity of each CDA and identify pathways to CDAs. The licensee can then use this information in

the next phases of its review to ensure that:

(1) CDAs are deployed in the correct layer of the security architecture described in Staff Regulatory
Guidance, Section C.3.2.1,

(2) Potential cybersecurity risks to CDA are addressed effectively as described in Staff Regulatory
Guidance, Section C.3.3, and

(3) The baseline configuration of each CDA is established for the licensee’s change control program.
One acceptable method of conducting a review and validation includes the following activities:

e Identify and document the physical and logical location of each CDA,

e Identify and document direct and indirect connectivity pathways to and from the CDA,

o Identify and document infrastructure interdependencies of the CDA, and

e Identify and evaluate the effectiveness of any existing security controls (for existing plants) and
the location of the CDA in the defensive architecture

The licensee can validate this information through a physical and electronic inspection of the
system. The validation process should include the following activities:

e Perform a physical inspection of the configuration of each CDA, including tracing all
communication connections into and out of the CDA to each termination point along all
communication pathways;

e Examine the physical security established to protect each CDA and its communication pathways;

o Examine and assess the configuration and effectiveness of security controls (e.g., firewalls,
intrusion detection systems (IDSs), data diodes) along the communication pathways;

e Examine interdependencies with other CSs and CDAs and trust relationships between the CSs
and CDAs;
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e Examine interdependencies with infrastructure support systems, emphasizing potential
compromises of electrical power, environmental controls, and fire suppression equipment; and

e Resolve information or configuration discrepancies identified during the reviews, including the
presence of undocumented or missing connections, and other cybersecurity-related irregularities
associated with the CSs and CDAs.

An electronic validation or scan is an acceptable way for licensees to validate the CDA
assessment review if it is impractical to trace a communication pathway fully to its conclusion by means
of a physical walkdown inspection. Electronic validation methods that provide equivalent to or better than
connection validation compared to physical walkdowns are acceptable (e.g., a digital voltmeter, physical
continuity validation). The walkdown should start with the CDA and work its way outward, inspecting
connected hardware and interdependencies with critical support infrastructure (e.g., power; heating,
ventilation, and air conditioning; fire suppression).

Appendix A.3.1.4 to this document provides a template for licensees to use in preparing the
section of the CSP that addresses implementing the review and validation process.

3.2.  Defense-in-Depth Protective Strategies

As stated in 10 CFR 73.54(c)(2), the licensee must design its cybersecurity program to apply and
maintain integrated defense-in-depth protective strategies to ensure the capability to detect, respond to,
and recover from cyberattacks. An acceptable defense-in-depth protective strategy comprises the
following elements:

e A defensive architecture that describes a physical and logical network design that implements
successive security levels separated by boundary control devices with segmentation within each
security level, and

e A defensive strategy that employs multiple, diverse, and mutually supporting tools, technologies,
and processes to effectively perform timely detection of, protection against, and response to a
cyberattack.

To comply with this requirement, licensees should implement an overall site defensive strategy
consistent with the architecture described in Staff Regulatory Guidance, Section C.3.2.1, as well as the
security controls identified in Staff Regulatory Guidance, Section C.3.3.

From a defensive architecture perspective, defense-in-depth involves setting up multiple security
boundaries to protect CDAs and networks from a cyberattack. In this way, multiple protection levels of
mechanisms must fail for a cyberattack to progress and impact a CS or network. Defense-in-depth
defensive strategies are represented by documented collections of complementary and redundant security
controls that establish multiple layers of protection to safeguard CDAs. Under a defense-in-depth
protective strategy, the failure of a single protective strategy or security control should not result in the
compromise of a safety-related, important-to-safety, security, or emergency preparedness function.

For example, while a data diode can be an important element of an acceptable defensive
architecture, use of a data diode alone does not provide adequate protection to comply with the defense-
in-depth protective strategies required by 10 CFR 73.54(c)(1). Exploits of vulnerabilities associated with
supply chain, PMMD, wireless, and physical presence pathways can allow an attacker to circumvent the
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protection provided by the data diode implementation. Additionally, if a violation of policy or if
protection mechanisms were bypassed (e.g., by a new virus that is not yet identified as a cyberattack), the
use of a data diode would not provide protection. However, implementing defense-in-depth protective
strategies (use of a data diode with the application of the security controls in Appendices B and C in
accordance with Staff Regulatory Guidance, Section C.3.3) would mean that mechanisms would still be
in place to detect and respond to an unauthorized alteration in an impacted CDA, mitigate the impacts of
this alteration, and recover normal operations of the impacted CDA before receiving an adverse impact.
This is an example of an adequate implementation of protection that complies with the defense-in-depth
protective strategies.

Therefore, defense-in-depth is achieved not only by implementing multiple security boundaries
but also by instituting and maintaining a robust program of security controls that assess, protect, respond
to, prevent, detect, mitigate an attack on a CDA, and assist with recovery.

3.2.1 Defensive Architecture

An overall cybersecurity defensive strategy for a site must employ defense-in-depth protective
strategies to protect CDAs from cyberattacks up to and including the DBT. One acceptable method for
achieving this goal is to incorporate a defensive architecture that establishes formal communication
boundaries (or security levels) in which defensive measures are deployed to detect, respond to, and
recover from cyberattacks. An example of such a defensive architecture is one that includes a series of
concentric defensive levels of increasing security that conceptually correspond to existing physical
security areas at a facility (e.g., vital area, protected area, owner-controlled area, corporate accessible
area, public area).

Figure 6 shows an example of an acceptable cybersecurity defensive architecture. This defensive
architecture includes five concentric cybersecurity defensive levels separated by security boundaries, such
as firewalls and diodes, at which digital communications are monitored and restricted. Systems requiring
the greatest degree of security are located within the most secure level of the defensive architecture.
When one-way communication is required in the defensive architecture, hardware characteristics that
enforce unidirectional communication feature(s) (e.g., the use of a unidirectional/nonsoftware-based link
that is connected to a transmitter in the higher security level and a receiver in the lower security level) are
the preferred means of implementation. The logical model shown below does not always correspond
directly with the physical locations such as the vital, protected, or owner-controlled areas. The following
concepts apply to systems associated with SSEP functions:

o Functions are protected commensurate with their safety and security significance through the
determination and use of appropriate security levels. The security level defines the degree of
security needed to protect the function, based on the consequences to plant safety and security
from loss or impairment of the function due to cyberattacks. This is an example of a
consequence-based, graded approach for risk-informed security.

e Each function is implemented by one or more critical systems. A system’s allocation to a security
level is determined by its associated function with the highest safety or security significance.

e Protection of the function depends on the proper implementation of technical and nontechnical
cybersecurity requirements for the security level. Proper implementation of these requirements is
dependent upon understanding the attack surfaces and environments associated with the
technologies used within a CS or CDA.
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Figure 6 — Simplified cybersecurity defensive architecture

An acceptable defensive architecture is one that includes the following characteristics:

CDAs associated with safety-related, important-to-safety, and security functions, as well as
support systems and equipment that, if compromised, would adversely impact safety-related,
important-to-safety, and security functions, are allocated to Level 4 and are protected from all
lower levels.

Only one-way data flow is allowed from Level 4 to Level 3 and from Level 3 to Level 2.

It ensures that data flow from one level to other levels occurs through a device that enforces the
security policy between levels and can detect, respond to, and recover from a cyberattack coming
from the lower security level.

Initiation of communications from digital assets at lower security levels to CDAs at higher
security levels should be implemented on a “deny-all, permit-by-exception” basis, and the

exceptions should be supported by a complete justification and security risk analysis.

Data only flows from one level to other levels through a device or devices that enforce security
policy between each level.

It maintains the capability to detect, respond to, and recover from cyberattacks.
CDAs are configured as described in Staff Regulatory Guidance, Section C.3.3.

Applications, services, and protocols not necessary to support the design-basis function of the
contained CDAs are eliminated.

Implementation of the multiple, diverse technologies used within the plants addresses the attack
surfaces and environments associated with the technologies so that the protections of the

defensive architecture are not bypassed or circumvented.

For necessary and required firmware, software, and/or data update of a digital asset protected
behind a data diode, an acceptable way to implement the update that does not circumvent the data
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diode protection of wired connections in the defensive architecture is by implementing the
multiple and diverse security measures that ensure:

o The update does not contain known malware and

o The integrity of the update is maintained during transport.

e CDAs and boundary protection systems are configured as described in Appendix B.5 and
Appendix C.7

For this defensive architecture to be effective in protecting CDAs from cyberattacks, the licensee
should consistently apply the above characteristics, along with the technical security controls discussed in
Appendix B and the management and operational security controls discussed in Appendix C, and it
should adopt the security controls identified in Staff Regulatory Guidance, Section C.3.3. All CDAs
should be protected commensurate with their security and safety significance. As discussed in Staff
Regulatory Guidance, Section C.3.3, the licensee may implement a graded approach built on a
consequence-based analysis that aims at defending the plant safety against cyber threats.

While the defense architecture may allow communications between systems within the same level
(e.g., Level 4 or Level 3), the digital isolation of CDAs (i.e., no digital communication pathways between
a CDA and any other digital asset) is a mechanism to meet many of the requirements specified in 10 CFR
73.54. Incorporating analog communication at strategic points within the defensive architecture is one
example of digital isolation implementation. Data communication between systems within the same
security levels should be protected commensurate with the security and safety significance of the
communicating CSs or CDAs.

Appendix A.3.1.5 includes a template for licensees to use in preparing the section of the CSP on
using defense-in-depth protective strategies.

3.3. Security Controls

As stated in 10 CFR 73.54(c)(1), the licensee must design its cybersecurity program to implement
security controls to protect the CDAs from cyberattacks up to and including the DBT. A cyber
compromise of CDAs would adversely impact nuclear power reactors’ SSEP functions and cause high
negative impact to public health and safety. Thus, to provide reasonable assurance that CDAs are
protected from cyberattacks, known potential cyber risks to these CDAs must be addressed. One way to
do this is by tailoring the high impact baseline security controls in NIST SP 800-53 and NIST SP 800-82
to the unique environments of a nuclear power reactor.

The purpose of any given security control is to achieve one or more of the following objectives:
e Mitigating vulnerabilities (e.g., patching software or training personnel on social engineering)

e Mitigating the consequences of an attack (e.g., encrypting sensitive information or using diverse
backup systems)

e Defending or blocking an attack vector (e.g., installing a firewall between local area network
segments or having user accounts with passwords)
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e Detecting an attack (e.g., installing an IDS on a network or installing antivirus scanning on a
personal computer)

e Recovering from an attack (e.g., having backup and restoration files for CDAs or incident
response training and exercises)

e Assessing the security posture of a device (e.g., performing a vulnerability scan on a CDA)

e Protecting the confidentiality, integrity, and availability of information (e.g., encrypting message
traffic or generating backups)

e Evaluating the effectiveness of the overall cybersecurity program and the controls implemented in
the context of the current threat environment (e.g., review patch releases or threat notifications)

e Ensuring that the plant CDAs have adequate overall cybersecurity and that the required defense-
in-depth is established and maintained (e.g., through specialized cybersecurity training or
formation of the CST).

The concept of a defense-in-depth protective strategy is that multiple layers of defensive security
controls are placed throughout the system with the intent of providing overlapping defenses in the event
that a control fails, or a vulnerability is exploited. Therefore, each implemented security control can serve
an additional purpose of contributing another defensive control to the defense-in-depth security
architecture.

Staff Regulatory Guidance, Sections C.3.3.1 (technical controls), C.3.3.2 (operational controls),
and C.3.3.3 (management controls) provide an acceptable list of security controls to address potential
cybersecurity risks.

An acceptable method for applying security controls to the CDAs identified in Staff Regulatory
Guidance, Section C.3.1.3 to address potential cyber risks is to implement all of the security controls
described in Appendix C and, for each of the security controls identified in Appendix B, perform one or
more of the following activities:

e Implement each of the security controls in Appendix B of this document.

e [fa security control cannot be implemented, use alternate controls or countermeasures that
provide at least an equivalent level of protection against the threat or attack vectors and
vulnerabilities or weaknesses associated with one or more of the security controls enumerated in
Appendix B by accomplishing the following:

o Documenting the basis for employing alternate countermeasures
o Performing and documenting the attack vector and analyses of the CDA and alternate
countermeasures to confirm that the countermeasures provide the same or greater protection

as the corresponding security control, and

o Implementing alternate countermeasures, at an appropriate periodicity, to provide at least the
same degree of protection as the corresponding security control in Appendix B.
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e Conduct an attack vector and analyses of one or more specific security controls for a CDA to
provide documented justification demonstrating that an attack vector does not exist (i.e., is not
applicable), obviating the need for a specific security control.

Apply the security controls described in Appendices B and C, based on the maximum consequences of a
successful cyberattack on the CDAs in terms of plant safety and security.

The analysis done in support of this consequence-based, graded approach should be rigorous and
repeatable by ensuring reproducibility and consistency of the applied security posture. NEI 13-10
documents an acceptable approach for applying security controls using a consequence-based, graded
approach.

A review by a licensee of all cybersecurity controls in determining each control’s applicability for
mitigating cyber risks for a CDA, a group of CDAs, or a CS can be described as a top-down approach.
Using this approach, a licensee would provide documented justification demonstrating why a given
cybersecurity control(s) was not implemented. Licensee analysis and assessments that provide
documented justification demonstrating why a set of security controls is applied to a CDA, a group of
CDA:s, or a CS to mitigate cyber risks can be described as a bottom-up approach. Both risk-informed
approaches are technically acceptable and rely on comprehensive assessments of the attack surface and
consequence analyses to support claims of adequate protection of a CDA, a group of CDAs, or a CS.

Common controls and inherited controls are both potentially acceptable as alternate
countermeasures as long as it can be documented and demonstrated that they mitigate the threat vector the
control is intended to protect against and would not decrease the effectiveness of the original security
control.

If multiple CDAs share the same features, options, or functions regardless of their specific
process applications, it may be acceptable for the licensee to perform a single comprehensive analysis on
a selected sample device or CDA and apply that analysis to every other instance of the same device
throughout the plant. This analysis includes determining which security controls will be applied,
considering common, inherited, or alternate controls for every instance of that particular CDA or device.
The following CDA characteristics are among those that should be considered when grouping CDAs:

Configuration baseline (CDAs configured using the same approved baseline configuration)
Operation (CDAs operated in the same manner)

Function (CDAs performing the same functions)

Operating environment (CDAs operated in the same manner, in the same environment)
Location (owner-controlled area, protected area, vital area)

Maintenance (CDAs maintained in the same manner).

NEI 13-10 guidance for protecting CDAs for safety-related, important-to-safety, BOP, and
emergency preparedness provide examples of grouping CDAs by functions. For Indirect BOP CDAs, NEI
13-10 states that licensees may comply with the requirements of Section 3.1.6 of their CSPs by
documenting that the CDA meets the criteria described in NEI 13-10 and implement the baseline controls
described in Section 5. The baseline controls provide reasonable assurance that the CDAs are adequately
protected against cyberattacks up to and including the design basis threat as described in 10 CFR 73.1.
Using a risk-informed approach, for indirect BOP CDAs, implementation of the baseline controls
described in Section 5 of NEI 13-10 is optional but recommended for enhancing the defense-in-depth
posture of the defensive architecture.
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A security control should not be applied if the control adversely impacts SSEP functions or
performance (e.g., unacceptable change in system response time, undesirable increase in system
complexity). When a security control is determined to have an adverse effect, the licensee should use
alternate controls to protect the CDA from a cyberattack up to and including the DBT, consistent with the
process for selecting alternate controls as described above. Any residual vulnerability in a CDA should be
mitigated or, if possible, eliminated by alternate controls if a security control is not used because of
concern over its impact on the CDA’s function.

Once the security controls have been implemented, the CST would conduct both an effectiveness
analysis, as described in Staff Regulatory Guidance, Section C.4.1.2, and vulnerability assessments or
scans of the CDAs, as described in Staff Regulatory Guidance, Section C.4.1.3, to verify that there is
reasonable assurance that CDAs are adequately protected from cyberattack, up to and including the DBT.
If these effectiveness or vulnerability analyses identify a gap in the cybersecurity program, the licensee
may need to implement additional security measures and controls not provided in Appendices B and C.

Appendix A.3.1.6 contains a template for licensees to use in preparing the section of the CSP that
describes the implementation of security controls.

3.3.1 Technical Security Controls

Technical security controls are safeguards or protective measures that are executed through
automated mechanisms contained within the hardware, firmware, operating systems, or application
software. The attributes within this class include access controls, audit and accountability, system and
communications protection, and identification and authentication. With technical security controls,
actions are preplanned or preprogrammed and automatically executed in response to a triggering event or
are configured to provide electronic enforcement of policy. These actions generally do not require human
intervention. Applicants for design certification may incorporate technical security controls as part of the
nuclear power reactor design. Staff Regulatory Guidance, Sections C.3.3.1.1 through C.3.3.1.5 describe
acceptable methods to implement technical security controls.

3.3.1.1 Access Control

Access control ensures that only authorized personnel are granted physical or logical access to
CSs, networks, and CDAs.

Access control includes the following elements:

e a written policy that defines the purpose, scope, roles, responsibilities, and management
commitments to provide reasonable assurance that only authorized individuals, or processes
acting on their behalf, access CDAs and perform authorized activities

e documented procedures to facilitate and maintain access control policy, which describe the
following:

o Access control rights (i.e., which individuals and processes can access what resources) and
access control privileges (i.e., what these individuals and processes can do with the resources

accessed)

o System hardening (i.e., the identification and removal of unnecessary system services,
communication pathways, data storage capabilities, and insecure communication protocols)
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o Management of CDAs (i.e., establishing, activating, modifying, reviewing, disabling, and
removing accounts)

o Auditing of CDAs (i.e., at least annually or immediately upon changes in personnel
responsibilities or major changes in system configurations or functionality)

o Separation of duties (i.e., through assigned access authorizations)

e Implementation of the security controls described in Appendix B.1
3.3.1.2  Audit and Accountability
Audit and accountability ensure that sufficient controls are in place to provide auditable evidence
to account for, respond to, and minimize the impact of incidents that can affect CDAs. They help
accomplish several security-related objectives, including but not limited to, individual accountability,
reconstruction of events (actions affecting a CDA), incident detection, and problem analysis.
Audit and accountability include the following elements:
e A written policy that defines the purpose, scope, roles, responsibilities, requirements, and
management commitments to audit elements of a nuclear facility’s cybersecurity program for

effectiveness and to correct any finding to ensure that the cybersecurity program is effective in
protecting SSEP functions

e Documented procedures to facilitate and maintain audit and accountability policy

e Implementation of the security controls described in Appendix B.2
3.3.1.3 System and Communications Protection
System and communications protection ensures that communication flows within and among
CDAs, CSs, and networks are properly configured; secure from unauthorized modification or
eavesdropping; and properly partitioned and segregated, and that the systems, networks, and information

flows are free from outside or unauthorized influence.

System and communications protection includes the following elements:

e A written policy that defines the purpose, scope, roles, and responsibilities necessary to mitigate
the risk of unauthorized system or communications access that could result in a cyberattack that
adversely impacts the SSEP functions of a nuclear facility

e Documented procedures to facilitate and maintain system and communications protection policy
and associated system and communications protection controls

e Implementation of the security controls described in Appendix B.3
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3.1.4.4 Identification and Authentication

Identification and authentication mechanisms give a digital device or system a means of

determining and verifying the identity of a user or a process accessing a CDA. By using these
mechanisms, the user or process can be associated with applicable system permissions and constraints
(i.e., access control).

3.3.1.5

Identification and authentication protection includes the following elements:
Management of user identifiers by the following methods:

Uniquely identifying each user or application acting as a user

Verifying the identity of each user or application acting as a user

Receiving authorization to issue a user identifier from an appropriate organization official
Ensuring that the user identifier is issued to the intended party

Disabling the user identifier after a predetermined defined time period of inactivity
Archiving user identifiers

0O O OO O0O0o

Management of CDA authenticators by the following methods:
o Defining initial authenticator content

o Establishing administrative documented procedures for initial authenticator distribution for
lost, compromised, or damaged authenticators and for revoking authenticators

o Changing default authenticators upon control system installation
o Changing and refreshing authenticators periodically
Implementation of the security controls described in Appendix B.4
System Hardening

System hardening involves configuring a CDA to provide only essential functions. The

determination of the essential functions should take place during the CDA security assessment, and the
documented CDA security assessments should reflect the system hardening measures. Benefits provided
by system hardening include, but are not limited to, the following:

A smaller attack surface, which can reduce the number of security controls needed to eliminate
vulnerabilities

A reduction in the amount of data to be monitored and analyzed by the licensee to determine the
security posture of the protected asset or system

System hardening for CDAs includes the following elements:

A policy that defines the purpose, scope, roles, responsibilities, and management commitments to
provide reasonable assurance that all existing CDAs are securely configured to prevent
unauthorized access and use
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e Documented procedures to facilitate and maintain system hardening policy

e Implementation of the security controls described in Appendix B.5

3.3.2 Operational Security Controls
Operational security controls are protective measures typically performed by humans rather than

by automated means. The attributes within this class include activities involving media protection,
physical and environmental protection, personnel security, system and information integrity, contingency
planning, incident response, maintenance, attack mitigation, continuity of functions, awareness and
training, and configuration management. Operational security controls are documented in procedures to
ensure accountability of actions by plant personnel and contractors. Staff Regulatory Guidance, Sections
C.3.3.2.1 through C.3.3.2.9 describe acceptable operational security controls.
3.3.2.1 Media Protection

Media protection includes the following elements:

e A written policy that defines the purpose, scope, roles, responsibilities, and management
commitments in the areas of media receipt, storage, handling, sanitization, removal, reuse, and
disposal necessary to provide reasonable assurance that the risk of unauthorized disclosure of
information that could be used in a cyberattack to adversely impact the SSEP functions of the
nuclear facility is prevented

e Documented procedures to facilitate and maintain the media protection policy

e Implementation of the security controls described in Appendix C.1

3.3.2.2 Personnel Security

Personnel security includes the following elements:

e A written policy that defines the scope of individuals covered and the roles, responsibilities, and
accountability structure of the security program to provide reasonable assurance that individuals
who have unescorted access (electronic or physical) to CDAs are trustworthy and reliable

e Documented procedures to facilitate the implementation of the personnel security policy

e Implementation of the security controls described in Appendix C.2
3.3.2.3 System and Information Integrity

System and information integrity include the following elements:

e A written policy that defines the purpose, scope, roles, and responsibilities to provide reasonable
assurance that information stored in CDAs is protected

e Documented procedures to facilitate and maintain the system and information integrity policy
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3.3.24

3.3.2.5

3.3.2.6

Implementation of the security controls described in Appendix C.3
Maintenance

Maintenance includes the following elements:

A written policy that defines the purpose, scope, roles, responsibilities, and management
commitments associated with performing routine and preventive maintenance on CDAs and
security boundary devices necessary to provide reasonable assurance that the SSEP functions of
the nuclear facility are protected from cyberattacks

Documented procedures to facilitate and maintain the maintenance policy
Implementation of the security controls described in Appendix C.4

Physical Protection

Physical protection includes the following elements:

A written policy that defines the purpose, scope, roles, responsibilities, and management
commitments to provide a degree of reasonable assurance of mitigation of the risk of
unauthorized physical access to CDAs and associated communication pathways
Documented procedures to facilitate and maintain physical protection policy

Implementation of the security controls described in Appendix C.5

Incident Response

Consistent with the requirements stated in 10 CFR 73.54(c)(3) and 10 CFR 73.54(c)(4), licensees
must design their cybersecurity programs to mitigate the adverse effects of cyberattacks and ensure that
the functions of protected assets identified in 10 CFR 73.54(a)(1) are maintained. Furthermore, consistent
with requirements stated in 10 CFR 73.54(d)(4), the licensee must make cybersecurity event notifications
in accordance with the provisions of 10 CFR 73.77. A cybersecurity event must be reported within the
timeframe specified in 10 CFR 73.77(a). In addition, consistent with the requirements stated in
10 CFR 73.54(e)(2), the CSP (and therefore the cybersecurity program) must include incident response
and recovery measures by describing how to accomplish the following:

Maintain the capability for prompt detection and response to cyberattacks;
Mitigate the consequences of cyberattacks;
Correct exploited vulnerabilities; and

Restore affected systems, networks, and equipment affected by cyberattacks.

An acceptable method for licensees to comply with these response and recovery requirements

during and after a cyberattack is to address the following elements:

Develop an incident response policy that defines the purpose, scope, roles, responsibilities, and
management commitments to plan and respond to a cybersecurity incident in a manner that
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provides reasonable assurance that the consequences of a cyberattack can be mitigated to an
acceptable level;

e Develop documented procedures to facilitate the implementation of incident response policy and
associated incident response measures;

e Develop documented procedures to facilitate the implementation of the incident response
investigations, based on the guidance found in the following:

o NIST SP 800-61, “Computer Security Incident Handling Guide,” Revision 2, issued
August 2012 (Ref. 33)

o NIST SP 800-86, “Guide to Integrating Forensic Techniques into Incident Response,”
issued August 2006 (Ref. 34)

o DHS Cybersecurity and Infrastructure Security Agency, “Cyber Resiliency Review
Implementation Guide, Volume 5: Incident Management,” issued 2016 (Ref. 35) and

e Implement the security controls described in Appendix C.8.

The licensee should integrate incident response and recovery measures into the cybersecurity
program and the emergency preparedness plan.

3.3.2.7  Contingency Planning/Continuity of SSEP Functions

As required by 10 CFR 73.54(c)(4), the licensee designs its cybersecurity program to ensure that
cyberattacks do not adversely affect the functions of protected assets identified in 10 CFR 73.54(a)(1). An
acceptable method for licensees to comply with the contingency planning requirements is to address the
following elements:

e Develop and implement a continuity-of-operation policy that defines the purpose, scope, roles,
responsibilities, and management commitments to properly plan and initiate a cyber security
incident recovery plan to provide reasonable assurance that continuity of operations of the SSEP
functions is maintained following a cyberattack

e Develop and implement procedures to facilitate and maintain the continuity of operations policy
e Implement the security controls described in Appendix C.9
3.3.2.8  Awareness and Training
As required by 10 CFR 73.54(d)(1), the licensee must ensure, as part of its cybersecurity
program, that appropriate facility personnel, including contractors, are aware of cybersecurity
requirements and receive the training necessary to perform their assigned duties and responsibilities

effectively. An acceptable method for licensees to comply with the awareness and training requirements
is to address the following elements:

e Develop, disseminate, and periodically review and update a cybersecurity training and awareness
plan that defines the purpose, scope, roles, responsibilities, and management commitment to
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3.3.2.9

provide reasonable assurance that individuals have received training to properly perform their job
functions

Perform a gap analysis in areas where additional training is needed

Establish measures to determine whether policies and procedures are being followed, and if not,
whether a training or awareness issue is the cause and to take measures to correct the deficiency

Develop, disseminate, and periodically review and update procedures to facilitate and maintain
the security training and awareness program

Implement the security controls, as described in Appendix C.10
Configuration Management

As stated in 10 CFR 73.54(d)(3), the licensee, as part of its cybersecurity program, evaluates

modifications to assets identified by 10 CFR 73.54(a)(1) before their implementation to ensure that the
cybersecurity performance objectives identified in 10 CFR 73.54(a)(1) are maintained. An acceptable
method for licensees to comply with the configuration management requirements is to address the
following elements:

3.3.3

Develop, disseminate, and annually review and update the configuration management policy and
program that define the purpose of the nuclear facility’s configuration management policy, scope,
roles, requirements, responsibilities, and management commitments necessary to determine with
reasonable assurance that a modification to a CDA does not reduce the existing security and that
any unauthorized or inadvertent modification of a CDA is prevented. The configuration
management policy and program must apply to both licensee and vendor personnel.

Develop documented procedures to facilitate and maintain the configuration management policy
and program and associated configuration management controls and measures.

Implement the security controls described in Appendix C.11.
Management Security Controls

Management security controls are those controls that concentrate on the management of risk and

the security policy environment. The attributes within this class cover activities involving system or
service acquisitions, security assessments and risk management, and the addition and modification of
digital assets. Staff Regulatory Guidance, Sections C.3.3.3.1 and C.3.3.3.2 describe acceptable
management security controls.

3.3.3.1

System and Service Acquisition
An acceptable approach to system and service acquisition should include all of the following:
Establishment of a cybersecurity supply chain risk management program based on the guidance

found in NIST SP 800-161, “Supply Chain Risk Management Practices for Federal Information
Systems and. Organizations” (Ref. 36)
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e Development of a procurement policy that defines the purpose, scope, roles, responsibilities, and
management commitments to provide reasonable assurance that the integrity of systems and
services is maintained during the procurement process

e Development of documented procedures to facilitate and maintain the implementation of
procurement policies associated with vendor security and development life cycles

e Implementation of the security controls described in Appendix C.12

For safety systems, this section provides additional guidance when applying regulatory positions
Section 2.1 through Section 2.5 of RG 1.152, Rev. 3.

3.3.3.2 Security Assessment and Risk Management

Consistent with the requirements of 10 CFR 73.54(d)(2), a licensee’s cybersecurity program
ensures that cybersecurity risks are appropriately evaluated and managed. An acceptable method to
comply with this regulation is to establish a risk management and evaluation program that performs the
steps specified in Staff Regulatory Guidance, Section C.3.2, Appendix A.4, and Appendix C.13 achieve a
high degree of assurance that installed CDAs are protected against cyberattacks.

34 Incorporating the Cybersecurity Program into the Physical Protection Program

Consistent with the requirements of 10 CFR 73.54(b)(3), a licensee incorporates the cybersecurity
program into its physical protection program. The physical protection program, as required by
10 CFR 73.55, provides organizational objectives and requirements that describe the protection measures
necessary for a comprehensive approach to a licensee’s overall security posture. While the methods and
tools employed in the conduct of a cybersecurity attack may differ from that of a physical attack, the
resulting effects can be similar. Furthermore, a cyberattack may be coordinated with a physical attack or
may be used to assist a physical attack. As such, a licensee’s physical protection program must be
designed to protect the facility from physical, cyber, and combined attacks up to and including the DBT.

An acceptable method for complying with this requirement is to consider cyberattacks during the
development and identification of target sets required by the physical security program and
10 CFR 73.55(f)(2) and to integrate the management of physical security and cybersecurity. An effective
integration process should consider, but is not limited to, the following elements:

e Forming a unified security organization, which incorporates both cybersecurity and physical
security, that is independent from operations;

e Analyzing, identifying, and documenting physical security and cybersecurity interdependencies;

e Developing policies and procedures to integrate and unify management of these
interdependencies;

e Incorporating and unifying policies and procedures to follow consistent approaches to securing
the plant from attacks up to and including the DBT;

e Coordinating the acquisition of physical security or cybersecurity devices and equipment;
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e Coordinating interdependent physical security and cybersecurity activities and training with
physical security and cybersecurity personnel;

e Integrating and coordinating incident response capabilities with physical and cyber incident
response personnel; and

e Training senior management on the needs of both disciplines.

Appendix A.3.2 contains a template for the licensee to use in preparing the section of the CSP
that describes the process for integrating the cybersecurity program into the physical security program.

35 Policies and Implementing Procedures

As required by 10 CFR 73.54(f), the licensee must develop and maintain site-specific written
policies and procedures to implement the cybersecurity program. The licensee does not need to submit
these policies, implementing procedures, site-specific analyses, or other supporting technical information
of the CSP to the NRC for prior review and approval. However, such information must be available for
inspection by the NRC staff. The cybersecurity program should include documented policies and
procedures that describe the overall security goals, objectives, practices, and roles and responsibilities
within the licensee’s organization and, with reasonable assurance, confirm that the cybersecurity program
at a nuclear facility is properly established and maintained so as to protect the SSEP functions from
cyberattacks. Staff Regulatory Guidance, Section C.3.1.2 describes a method that licensees can use to
develop roles and responsibilities.

An acceptable method for licensees to comply with the policies and implementing procedure
requirements is to perform the following:

e Routinely review site policies and procedures to provide reasonable assurance that they continue
to adequately address the risks to the CDAs that they are intended to protect

o [Evaluate issues related to technology evolution
e  Address risks associated with employee positions

e Implement the policies and procedures described in the security controls in Appendices B and C
of this guide.

4. Maintaining the Cybersecurity Program

Once the cybersecurity program is in place, 10 CFR 73.54(d)(2) requires licensees to “evaluate
and manage cyber risk.” One acceptable method for evaluating and managing cyber risk is to establish a
security life cycle for CDAs that includes the following elements:

e Continuous monitoring and assessment;
e Configuration management;
e Change management;

e Security impact analysis of changes and environment;
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e Effectiveness analysis;

e Ongoing assessment of security controls and program effectiveness;
e Vulnerability scans and assessments;

e (Change control; and

e Security program review.
Staff Regulatory Guidance, Sections C.4.1 through C.4.3 describe these elements.
4.1 Continuous Monitoring and Assessment

Continuous monitoring and assessment ensure that periodic review and testing of security
controls, processes, and procedures are conducted to confirm that the established security controls remain
in place and that change in the system, network, environment, or emerging threats does not diminish the
effectiveness of these controls, processes, or procedures.

Continuous monitoring includes the following:

e Ongoing assessments to verify that the security controls implemented for each CDA remain in
place throughout the life cycle;

e Ongoing verification that rogue assets are not connected to the infrastructure;
¢ Continuous monitoring of inbound and outbound network traffic and analysis of event logs;

e Ongoing assessments of the need for and effectiveness of the security controls identified in
Appendices B and C ;

e Periodic vulnerability scans and assessments;

e Automated collection and analysis of network traffic, CDA events and logs to provide
notification to licensee in real time of security events and provide for incident response and
forensic analysis;

e Ongoing verification using established baseline configurations that CDAs are being protected
commensurate with their safety and security significance; and

e Periodic cybersecurity program reviews to evaluate and improve the effectiveness of the security
program.

It is important for licensees to understand normal and expected behavior of digital assets in order
to monitor for and detect abnormal behavior. System manufacturers and suppliers may be the best sources
for this information and this information should be captured in the Licensee’s security assessment for
each device. Firewalls can be configured to deny all communication except for finely tuned expected
behavior and use of communication protocols. The licensee should understand the minimum functionality
needed on a device to execute the required functions at the plant. This knowledge will facilitate
minimizing the attack surface through implementation of least functionality and system hardening
security controls on the devices. These actions will support anomaly detection by a host-based intrusion
detection system (HIDS), network intrusion detection system (NIDS), or SIEM.
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Continuous monitoring may require updates to the CSP to reflect changes necessary to maintain
reasonable assurance that CDAs are adequately protected from cyberattacks. Appendix A.4.1 provides a
template for licensees to use when preparing the CSP to ensure the effective implementation of the
continuous monitoring process for security controls.

4.1.1 Ongoing Assessments of Security Controls

Ongoing assessments of security controls ensure that such controls remain in place and function
correctly. Licensees should verify the status of these security controls on an annual basis at a minimum or
more frequently, depending on the specific requirements for each security control, as described in
Appendices B and C. Appendix A.4.1.1 contains a template for licensees to use in describing the ongoing
assessment process for security controls in the CSP.

4.1.2 Effectiveness Analysis of Security Controls

Experience has shown that adversaries continually gain additional capabilities, while new
vulnerabilities and flaws are discovered. An effectiveness analysis evaluates the continuing adequacy of
established security controls in an environment of ever-changing cybersecurity threats and vulnerabilities.
Fully understanding the pathways (i.e., direct, and indirect connections) among digital assets—including
interconnections through security devices (e.g., data diode, firewalls)—will facilitate the licensee’s
evaluation of the security controls’ effectiveness. The licensee should verify the effectiveness of security
controls when they are initially applied to a CDA to establish a baseline and subsequently verify them
periodically, depending on the specific requirements for each security control, as described in
Appendices B and C.

Reviews of the security program and controls should include, but not be limited to, periodic
audits of the physical security program, security plans, security controls, implementing procedures, and
cybersecurity programs; safety/security interface activities; reevaluation of assumptions and conclusions
about current cybersecurity threats; the testing, maintenance, and calibration program; and feedback from
external entities. These reviews should encompass components that undergo scheduled maintenance and
include information on the efficiency of the periodic maintenance and life cycle support activities.

Effectiveness and efficiency are measures of two aspects of security control implementation:
e The robustness of the security control, referred to as effectiveness; and
e The timeliness of the result that the control is designed to produce, referred to as efficiency.
Based on this information, the licensee should conduct an effectiveness analysis to identify areas
of improvement in the cybersecurity program. This effectiveness analysis should provide key information
about the results of previous policy and acquisition decisions: specifically corrective actions implemented
pertaining to the cybersecurity program and the enrollment of newly installed plant equipment in the
cybersecurity program. Key information in these areas should support the ongoing analysis regarding the

effectiveness of the implemented program. The effectiveness analysis should also do the following:

e Provide insight for improving performance of the cybersecurity program;
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e Assist in ascertaining whether specific security controls are functioning properly and facilitate
corrective action prioritization; and

e Require fusing the cyber security program activities data with the data obtained from automated
monitoring and evaluation tools in a manner that can be directly tied to security control
implementation.

Appendix A.4.1.2 includes a template for the licensee to use in preparing the CSP on
implementation of the effectiveness analysis of security controls.

Various security controls in Appendices B and C identify the use of reviews, assessments, and
audits. The data collected from these processes are useful as metrics in the analysis of security controls by
accomplishing the following:

e Helping determine the effectiveness of implemented security processes, procedures, and controls;

e Aiding in identifying specific security controls that are implemented incorrectly, not
implemented, or ineffective;

e Serving as an important part of the detection and program improvement process; and

e Providing a quantifiable “scoring system,” which can be useful in advancing the security goals
and objectives and implementing the CSP.

These metrics, along with the analysis of security controls, can also be used to support the
following security program activities in 10 CFR 73.55:

e Security program reviews, and

e Maintenance, testing, and calibration.

Regulations under 10 CFR 73.55(m) require security program reviews for each element of the
physical protection program. Maintenance, testing, and calibration ensure that systems and equipment are
tested for operability and are capable of performing their intended functions in accordance with
10 CFR 73.55(n).

It is possible for licensees to provide evidence of the effectiveness of their cybersecurity program
without implementing cybersecurity metrics, and therefore, this guidance is presented as an option.
However, establishing a metrics program has the advantage of being less intrusive to a system than
penetration or vulnerability testing, can require fewer resources than some manual assessments, and
builds on many activities required by most CSPs. Additionally, establishing and maintaining metrics will
provide a mechanism to tie the data obtained from cybersecurity program activities to cybersecurity
control implementation. The selection of metrics for analysis is an iterative process, which includes
reviewing and assessing the outcomes of prior analyses and refining the metrics used for future analyses.
As a licensee’s cybersecurity program matures, the quantity and quality of data that can be used for
effectiveness analysis will likely become increasingly refined and mature.

The following is one acceptable method for selecting and maintaining cybersecurity metrics:

(Step 1) Define measurement goals and objectives as related to the security goals of 10 CFR 73.54.
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A licensee’s CSP typically includes assessments, reviews, and audits. Performing this step will
facilitate a mechanism for the licensee to link the implementation of these metric generating activities to
security objectives. Here is an example of a security goal and several security objectives:

e Goal—Establish effective analyses of metrics that allow for the continuous improvement of the
cybersecurity program.

e Objective 1—Generate metrics that demonstrate, within the scope of the cybersecurity program,
that the CSP implementation protects plant computers and digital equipment from malware.

e Objective 2—Generate metrics that demonstrate the CSP implementation protects the availability
and integrity of data and software on plant computers and digital equipment.

e Objective 3—Generate metrics that demonstrate the CSP implementation establishes and
maintains effective cybersecurity training for facility personnel.

e Objective 4—Generate metrics that demonstrate the CSP implementation establishes and
maintains an effective incident response and recovery plan for cyberattacks.

e Objective 5—Generate metrics that demonstrate the licensee continuously evaluates and manages
cyber risks.

e Objective 6—Generate metrics that demonstrate modification to an asset does not adversely
affect the system.

This methodology also supports the definition of lower level objectives that link to the higher
level objectives. As an example, lower level objectives for objective 1 (malware protection) could be
defined based on the SSEP functions protected from malware. As security controls are applied to digital
assets and critical systems, the protections afforded by the controls will protect the SSEP functions.
Generated metrics should provide evidence of the malware protection for SSEP functions.

(Step 2) Define what metrics to capture and track to best measure the effectiveness of the CSP (reevaluate
and, if necessary, change over time as program matures).

The generation of metrics is not an end in itself. Rather, metrics should be selected and tailored
according to the objectives of the analysis. The metrics should support one or more of the objectives listed
in step (1). Actions in this step should define what should be measured to provide a useful metric. The
metrics produced in this step should be a list of auditable events (see Appendix B.2.2). This step of a
cybersecurity metric program can support defense-in-depth protective strategies by linking metrics from
multiple overlapping and complementary security controls to measure the effectiveness of a single
security objective. Examples of metrics to support objective 1 (protecting CDAs from malware) are listed
here. Note that a single metric can support multiple security objectives.

e Administrative
o Number of training or procedure deficiencies related to the cybersecurity program

e Access control (CDA/CS)
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o Number of violations of PMMD
o Flaw remediation,

— Mean time to patch
— Number of failures or issues post-patching
— Number not patched

Malicious code identification

o Number of incidents identified at the appropriate point of detection
o Number of incidents not identified at the appropriate point of detection

Security functionality

o Number of failures or degradations of security functionality

O Mean time to respond

o Mean time to repair/replace or take compensatory measures
Security alerts and advisories

O Average time to evaluate

o Average time to respond (implementation of protective measure)
o Number of critical vulnerabilities for each CDA or CS

Software and information integrity

o Number of unauthorized changes or attempted changes
o Number of software integrity verification failures

o Number of violations of whitelisted services or processes executed, or execution attempted

Miscellaneous
o False positives (e.g., HIDS, NIDS, antivirus)

o Repeat items or findings from vulnerability scans

(Step 3) Develop strategies for generating and capturing metrics (e.g., log files, audit records).

Actions in this step should define ~ow to capture the data to provide a useful metric that was

identified in step (2). The data generated and captured in this step can be based on implementation of
technical security controls in Appendix B.2.3 (content of audit records) and Appendix B.2.12 (audit
generation). Data in this step may also rely on configuration management data (i.e., operation and
maintenance security control Appendix C.11.9 (component inventory) of this guide) and any security
controls involving event monitoring or reporting. Examples of strategies for generating and capturing

metrics include the following:

Develop documented policy and procedures for reporting and tracking cybersecurity incidents

(e.g., training and procedure deficiencies, infractions)

Generate and audit logs using HIDS or other technologies on CDAs
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e Extract CDA log information and work records for patch updates on CDAs

e [Extract and audit log information from firewalls, gateways, PMMD kiosks, antivirus software
applications, and log files on signature updates

e Log instances of security functionality verification failures on CDAs and extract logs for analysis
e Review the following:

o0 Industrial Control Systems Cyber Emergency Response Team and other credible sources for
vulnerability updates

o Hardware and software vendors for critical vulnerabilities identified and patches and updates
available

o Extracted log files for software integrity failures (e.g., checksum failures, digital signature
verification failures) from PMMD and kiosks, software integrity verification software on
CDAs, and CDA hardware tamper reports

It is critical for the licensee to make some determination about the scope of coverage for the
implemented metrics. If metrics are generated for only a percentage of devices, this information must be
considered when analyzing and reporting the resulting data.

(Step 4) Establish benchmarks and targets for metrics captured and tracked.

The licensee should set performance targets that are consistent with the goals and objectives listed
in step (1) that the licensee wants to achieve. These targets should be specific, measurable, achievable,
realistic, and time-targeted (SMART). Performance targets, based on metrics defined in step (3), should
be justifiable and quantitative with measurable outcomes. Some examples of performance targets are as

follows:

e The number of personnel that received cybersecurity awareness training versus the total number
of employees

o Performance goal: documentation that all the employees received qualified cybersecurity
training

o0 Actual metric: number of employees who passed a qualified cybersecurity training course
versus total employees

e The number of incidents not identified at the appropriate point of detection

o Performance goal: zero incidents of unauthorized communication between CDAs on
Level 3 or 4

0 Actual metric: the number of unauthorized communication attempts logged by a HIDS on
Level 3 or 4

o Performance goal: zero incidents of malware detection on Level 3 or 4 CDAs
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o Actual metric: the number of incidents of malware detection on Level 3 or 4 CDAs
(Step 5) Establish a formal reporting/review/refinement cycle.

A metrics reporting process is needed to describe how the data will be collected and formatted for
analysis and presentation, when and how often the data will be collected (event driven, periodic), and who
will collect the data (people, autonomous tools). This step should also result in continual improvement of
the cybersecurity metrics. Continual improvement activities can include, but are not limited to, the
following:

e Soliciting feedback from key stakeholders;
e Revising collection and analysis techniques, based on lessons learned and other feedback;
e Revising implementation procedures; and

e Refining cybersecurity benchmarking data.

Technical security control in Appendix B.2.6 (audit review, analysis, and reporting) should be
implemented during this step. Based on the analysis of the metrics, decisions to revisit earlier steps of this
process may occur.

4.1.3 Vulnerability Scans and Assessments

Vulnerability assessments and scans can reveal security vulnerabilities in a plant’s digital
infrastructure. These vulnerabilities within a plant’s digital infrastructure design or implementation have
the potential to degrade the plant’s safety or security posture if the vulnerabilities are not properly
mitigated. Without the use of vulnerability assessments and scans of digital assets, licensees cannot
effectively understand the possible impact of a cybersecurity incident. Vulnerability scans and
assessments identify security deficiencies in CDAs. Licensees should conduct periodic vulnerability
assessments or scanning of all CDAs, when specified by the security controls described in Appendices B
and C, and when new vulnerabilities that could affect the security posture of CDAs are identified. Often
overlooked devices such as scanners, copiers, and printers that are connected to CDAs or operate on the
same network as the CDAs should also be scanned for vulnerable versions of software, improper
configuration, and unnecessary or nonsecure functions, ports, protocols, and services. These overlooked
devices often have functions, ports, protocols, and services that are not needed or contain firmware that is
not kept up to date, and thus they are vulnerable to compromise. Once compromised, the attackers can use
these devices as staging points for collecting sensitive information, to set up a persistent presence for later
attacks against other CDAs, or to penetrate deeper into the defensive architecture.

Licensees should employ vulnerability scanning tools and techniques that promote
interoperability among tools and automate parts of the vulnerability management process. Licensees
should analyze vulnerability scan reports and address those vulnerabilities that pose a risk to CDAs and
SSEP functions at the site. In addition, licensees should ensure that similar vulnerabilities, which may
impact interconnected or other CDAs, are understood, evaluated, and mitigated.

Licensees should ensure that the scanning process does not adversely impact SSEP functions. If
this could occur, licensees should remove CDAs from service (or replicate or virtualize) before scanning.
Appendix A.4.1.3 includes a template for licensees to use in preparing the CSP for implementation of the
vulnerability scans and assessments of security controls.
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4.2 Change Control

Change control ensures that additions to or modifications of CDAs (or changes to their
environment) are introduced in a controlled and coordinated manner. To prepare a change control
program, licensees should (1) implement Appendix A.4.2 and the security controls in Appendix C.11, and
then (2) establish, maintain, and document a baseline configuration of the CDAs. This baseline should
include, at a minimum, a current list of all components (e.g., hardware, software), configuration of
peripherals and software, version releases of current software, and switch settings of machine or hardware
components.

The documentation necessary for effective change management includes, but is not limited to, a
log of configuration changes that identifies the personnel who authorized and implemented the changes,
the date and time of the changes, the purpose of the change, validation of the effectiveness of the security
controls, and any observations made during the course of the change. Appendices A and C provide
additional recommendations on change control.

4.2.1 Configuration Management

Configuration management ensures that the site’s cybersecurity program objectives remain
satisfied by controlling the addition of new CDAs and the changes made to CDAs throughout their life
cycles. During the operation and maintenance phases of the CDA life cycle, effective configuration
management ensures that the addition of new CDAs or changes made to CDAs are conducted using
processes and procedures that will not introduce additional security risks into the system. Configuration
management also ensures that licensees promptly and effectively implement each of the controls specified
in Appendices B and C. The reimplementation of controls and any configuration changes can change the
security assessment of a CDA. The licensee should ensure that it documents any modification to the CDA
in its assessment. This will ensure that security controls are still properly addressed after a configuration
management change and that the security assessment reflects an accurate, current view of the CDA’s
security posture. Change control is an essential element of managing cybersecurity by minimizing the
possibility that unanalyzed components will be introduced within the CDAs or facility.

Licensees should evaluate the addition of CDAs or modifications to CDAs before their
implementation to ensure that the cybersecurity performance objectives of 10 CFR 73.54(a)(1) are
maintained. Appendix A.4.2.1 includes a template that licensees may use to implement configuration
management by (1) following the process described in Appendix A.4.2.1 and (2) creating CDA security
and configuration management documentation for all CDAs when such documentation is either
unavailable or nonexistent (e.g., because of the age of the digital asset, lack of support from the vendor or
contractor). This formal documentation should include the basis for not implementing one or more of the
technical security controls specified in Appendix B.

4.2.2 Security Impact Analysis of Changes and Environment

The security impact analysis assists in managing potential vulnerabilities, weaknesses, and risks
introduced by changes in the system, network, environment, or emerging threats. Staff Regulatory
Guidance, Section C.3.5, C.10.9, and Appendix C.12.4 describes mechanisms to monitor emerging
threats. Appendix A.4.2.2 includes a template that licensees may use to conduct a security impact analysis
before making a design or configuration change to a CDA or when changes to the environment occur.

Licensees should evaluate, document, and incorporate into the security impact analysis the safety
and security interdependencies of other CDAs or systems, as well as the following:
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e Updates to the location of the CDA and connected assets;
e Updates to connectivity pathways (direct and indirect);
e Updates to infrastructure interdependencies;

e Updates to the application of defensive strategies, including defensive architectures, security
controls, and other defensive strategy measures;

e Updates to the documentation of plantwide physical and cybersecurity policies and procedures,
including attack mitigation and incident response and recovery; and

e Updates to procedures for screening, evaluating, mitigating, and dispositioning threat and
vulnerability notifications received from credible sources.

Licensees should conduct these impact analyses as part of the configuration management process to
assess the impacts of the changes on the security posture of CDAs that can affect site SSEP functions. At
the completion of the analysis, the licensees should implement the new security controls, as described in
Appendix A.4.2.2, to mitigate any gaps identified in the analysis. After the evaluation and implementation
of controls, the licensee should ensure that it documents any changes impacting a CDA in or associated
with the CDA’s security assessment.

Appendix A.4.2.2 includes a template for licensees to use in preparing the CSP for a security
impact analysis.

4.3 Cybersecurity Program Review

In accordance with 10 CFR 73.54(g), the licensee reviews the cybersecurity program as a
component of the physical security program, consistent with the requirements of 10 CFR 73.55(m),
including the periodicity requirements. The final major element of maintaining an effective cybersecurity
program is to conduct periodic security program reviews. The cybersecurity program establishes the
necessary measures and governing procedures to implement reviews of applicable program elements, in
accordance with the requirements of 10 CFR 73.55(m). The periodic security program review serves to
evaluate the overall effectiveness of the cybersecurity program. An acceptable approach to a
cybersecurity program review includes the following:

e Develop and implement a review program that addresses the purpose, scope, roles,
responsibilities, requirements, and management commitments associated with reviewing the
elements of the security program for effectiveness; and

e Develop and implement documented procedures to facilitate and maintain the review program.

Licensees should complete a program review at a frequency commensurate with the importance
or significance to safety of plant operations. In addition, licensees should conduct the following reviews:

o The licensee should consider reviewing each element of the program at least every 24 months;

e Whenever a change is made to the operating environment that could have an adverse impact on
security; and
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e Asnecessary, based upon site-specific analyses, assessments, or other performance indicators
using individuals independent of those personnel responsible for program management or
implementation.

To meet the requirements of 10 CFR 73.55(m)(1), the licensee must document the results and
recommendations of the program reviews, management’s findings on program effectiveness, and any
actions taken as a result of recommendations from prior program reviews in a report, which should be
reviewed by an individual at least one level higher than those having responsibility for day-to-day plant
operation. Licensees must maintain these reports in an auditable form and make them available to
inspectors upon request.

Appendix A.4.3 includes a template that licensees may use in documenting this process in a CSP.
5. Records Retention and Handling

In accordance with 10 CFR 73.54(h), the licensee shall retain all records and supporting technical
documentation to satisfy the requirements of this regulation until the Commission terminates the license
for which the records were developed. Furthermore, the licensee must maintain superseded portions of
these records for at least 3 years after the record is superseded, unless otherwise specified by the
Commission.

An acceptable method for complying with this requirement is for the licensee to maintain records
or supporting technical documentation so that inspectors, auditors, or assessors can evaluate incidents,
events, and other activities that are related to any of the cybersecurity elements described, referenced, and
contained within the licensee’s NRC-approved CSP. Records required for retention include, but are not
limited to, digital records, log files, audit files, and nondigital records that capture, record, and analyze
network and CDA events. Licensees should retain these records to document access history and discover
the source of cyberattacks or other security-related incidents affecting CDAs or SSEP functions.
Appendix A.5 includes a template for the licensee to use in preparing the CSP for records retention and
handling of security controls.
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D. IMPLEMENTATION

Licensees generally are not required to comply with the guidance in this regulatory guide. If the
NRC proposes to use this regulatory guide in an action that would constitute backfitting, as that term is
defined in 10 CFR 50.109, “Backfitting, or 10 CFR 53.1590, “Backfitting,” as applicable, and as
described in NRC Management Directive 8.4, “Management of Backfitting, Forward Fitting, Issue
Finality, and Information Requests” (Ref. 37); affect the issue finality of an approval issued under 10
CFR Part 52, “Licenses, Certifications, and Approvals for Nuclear Power Plants”; or 10 CFR Part 53,
Subpart H, “Licenses, Certifications, and Approvals,”. The staff also does not intend to use the guidance
to support NRC staff actions in a manner that constitute forward fitting, as that term is defined in
Management Directive 8.4, then the NRC staff will apply the applicable policy in Management Directive
8.4 to justify the action. If a licensee believes that the NRC is using this regulatory guide in a manner
inconsistent with the discussion in this Implementation section, then the licensee may inform the NRC
staff in accordance with Management Directive 8.4.
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access control

adversary

adverse impact

air gap

assessment

attack pathway

attack surface

attack vector

GLOSSARY

The control of entry or use, to all or part, of any physical, functional, or
logical component of a critical digital asset (CDA).

Individual, group, or organization that conducts or has the intent to conduct
detrimental activities.

A direct deleterious effect on safety-related, important-to-safety, security,
or emergency preparedness functions; or the operation of systems,
networks, and associated equipment; or the integrity and confidentiality of
data and software. Examples include loss or impairment of function;
reduction in reliability; reduction in ability to detect, delay, assess or
respond to malevolent activities; reduction of ability to call for or
communicate with offsite assistance; or the reduction in emergency
response ability to implement appropriate protective measures in the event
of a radiological emergency. If the direct or indirect compromise of a
support system causes a safety-related, important-to-safety, security, or
emergency preparedness system or support system to actuate or “fail safe”
and not result in radiological sabotage (i.e., causes the system to actuate
properly in response to established parameters and thresholds), this is not
considered to be an adverse impact, as defined by 10 CFR 73.54(a)(2).

An interface between two systems at which (1) they are not connected
physically and (2) any logical connection is not automated—any data are
transferred through the interface only manually, under human control
(e.g., computers containing safeguards information where all digital assets
are part of the same network and there is no communication outside the
network).

The testing or evaluation of policies, procedures, or controls to determine
the extent to which the policies, procedures, or controls are implemented
correctly, operating as intended, and producing the desired outcome with
respect to meeting the cybersecurity requirements.

Pathway (including physical access, wired connectivity or
communications, wireless connectivity or communications, supply chain,
or portable media and mobile devices) used or that may be used to gain
access to a digital asset.

The set of points on the boundary of a system, a system element, or an
environment where an attacker can try to enter, cause an effect on, or
extract data from, that system, system element, or environment.

Means, method, mechanism, or technique (or combination thereof) used or
might be used by an adversary to gain unauthorized access to, exploit a
vulnerability in, produce a malicious outcome on, or otherwise cause
adverse impact to a digital asset, network, or system.
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authentication

automated

automated system

autonomous system

balance of plant
(BOP)

bidirectional
communications

boundary

boundary interface

bright line

cloud computing

Verifying the identity of a user, process, device, or application acting as a
user or verifying the origin of data, messages, or commands.
Authentication depends on four classes of data, generally summarized as
“what you know,” “what you have,” “what you are,” and “what you do.”
An assembly of computer hardware, software, and firmware that is
configured to collect, create, communicate, compute, disseminate, process,
store, or control data, information, hardware, or plant equipment.

A technology that is capable of responding to changes in monitored

conditions according to an algorithm with the following properties:

e Itis predefined.

e It exhibits deterministic behavior.

e It is functionally testable.

e It does not require human intervention to function but does require
humans to establish the parameters.

A technology that is capable of responding to changes in monitored

conditions according to an algorithm with the following properties:

e [t behaves and learns based on data.

e It may respond beyond what was anticipated in the design of the
system.

e It does not require human intervention to function safely, even under
adverse or unforeseen conditions.

The remaining systems, components, and structures that comprise a
complete nuclear power plant and are not included in the nuclear steam
supply system.

Transmission and receipt of data or signals between devices occurring in
either direction along a communications medium. Transmission Control
Protocol is an example of bidirectional communications protocol.

A point of demarcation that physically and logically separates defensive
levels having different security requirements.

A boundary across which communication occurs between CDAs, systems,
or networks contained within adjacent defensive levels.

The jurisdictional delineation of nuclear power plant systems, structures,
and components between NRC regulatory oversight and that of the Federal
Energy Regulatory Commission.

On-demand delivery of computing resources—ranging from applications to
entire data centers—over a network, utilizing shared computing resources
rather than infrastructure that is locally owned and maintained. These
resources are accessed and managed through defined communication
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commercial off-the-
shelf

compromise

contingency plan

countermeasure

credible

critical digital asset
(CDhA)

critical system

services or pathways, which may include the public internet, dedicated
private networks, or a combination thereof.

Software or hardware products that are ready made and available for sale
to the general public.

A change to the state of a hardware, software, or firmware asset such that it
performs outside of the intended functionality due to a loss of
confidentiality, integrity, or availability of data, configuration, settings or
system function; alteration of existing functionality; or introduction of new
functionality.

Management policy and procedures designed to maintain or restore
business operations, including computer operations, possibly at an
alternate location, in the event of emergencies, system failures, or disaster.
(Source: NIST SP 800-34))

Actions, devices, procedures, techniques, or other measures that reduce the
vulnerability of an information or automation system. Actions, devices,
procedures, or techniques that meet or oppose a threat, a vulnerability, or
an attack by eliminating or preventing it, by minimizing the harm it can
cause, or by discovering and reporting it so that corrective action can be
taken. Synonymous with security controls and safeguards.

Describes information received from a source that has been determined to
be reliable (e.g., law enforcement, government agency, United States
Computer Emergency Readiness Team (US CERT)) or that has been
verified to be true. A threat or vulnerability can be verified to be true or
considered credible when (1) evidence supporting the threat or
vulnerability exists, (2) information independent from the actual threat
message or vulnerability exists that supports the threat or vulnerability, or
(3) a specific known group or organization claims responsibility for the
threat or vulnerability.

A digital computer, communication system, or network that is:

e A component of a critical system (this includes assets that perform
SSEP functions; provide support to, protect, or provide a pathway to
Critical Systems); or

e A support system asset whose failure or compromise as the result of a
cyberattack would result in an adverse impact to a SSEP Function.

An analog or digital technology-based system in or outside of the plant that
performs or is associated with a safety-related, important-to-safety,
security, or emergency preparedness function. These critical systems
include, but are not limited to, plant systems, equipment, communication
systems, networks, offsite communications, or support systems or
equipment that perform or are associated with a safety-related,
important-to-safety, security, or emergency preparedness function.
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custodian

cyberattack

cyber defense system

data diode

defense-in-depth

deep learning

digital device

direct-impact critical
digital assets

external systems

host-based intrusion
detection system
(HIDS)

incident

indicators of potential
attacks

An individual who guards and protects or maintains, especially one
entrusted with guarding and maintaining property or records.

Any event in which there is reason to believe that an adversary has
committed or caused, or has attempted to commit or cause, an adverse
impact on a safety-related, important-to-safety, security, or emergency
preparedness function.

A cyber defense system is a dedicated cybersecurity system that protects
safety and security functions.

A hardware device that permits data to flow from one network to another,
but is physically unable to send any information at all back into the source
network.

An approach to security in which multiple levels of security and methods
are deployed to guard against failure of one component, function, or level.

Deep Learning is an approach to create rich hierarchical representations
through the training of neural networks with many hidden layers.

A device that stores, processes, or transmits data in a digital (as opposed to
an analog) form.

CDAs whose compromise, without immediate, effective, and independent
compensating action, would directly lead to a radiological release or
exceed a safety limit, or directly compromise the ability to detect, respond
to, or recover from a security event affecting physical protection.

Systems that are outside the control of a licensee or applicant such that the
licensee or applicant has no direct supervision or authority over the
application of security controls or the assessment of the security controls.
External systems include, but are not limited to (1) personally owned
information systems or devices (e.g., notebook computers, smart phones,
tablets, personal digital assistants), (2) privately owned computing and
communications devices resident in commercial or public facilities,

(3) systems owned or controlled by other organizations, (4) systems that
are not owned by, operated by, or under the direct supervision and
authority of the licensee or applicant, and (5) cloud service providers
(e.g., infrastructure as a service, platform as a service, or software as a
service).

An application that detects possible malicious activity on a host from
characteristics such as change of files (file system integrity checker) or
operating system call profiles.

An occurrence, caused by either human action or natural phenomena, that
may cause harm and that may require action.

Early warnings revealing suspicious and anomalous events or behaviors.

These include, but are not limited to, unusual account behaviors, atypical
network patterns, login irregularities and failures, spikes in database read
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information at rest

integrity

intrusion detection
system

intrusion prevention
system

machine learning

malware

mobile code

mobile device

network

volumes, unexplained configuration changes, and anomalous files on
CDAs. By identifying these indicators of potential attacks early, a licensee
can potentially interrupt or prevent a compromise instead of responding to
one.

The state of information when it is located on storage devices as specific
components of, or associated with, critical systems or CDAs, or both.

Quality of a system reflecting the logical correctness and reliability of the
operation of the system, the logical completeness of the hardware and
software implementing the protection mechanisms, and the consistency of
the data structures and occurrence of the stored data. Additionally, integrity
includes protection against unauthorized modification or destruction of
information.

A system that gathers and analyzes information from various areas within a
computer or a network to identify possible security breaches, which
include intrusions, misuse, unauthorized access, or malicious or abnormal
operation. These systems may be network or host based. Intrusion
detection functions include monitoring and analyzing both user and system
activities, analyzing system configurations and vulnerabilities, assessing
system and file integrity, recognizing patterns typical of attacks, analyzing
abnormal activity patterns, and tracking user policy violations.

An intrusion detection system that has the ability to take actions to preempt
or stop activities identified as malicious.

Machine learning means an application of Al that is characterized by
providing systems with the ability to automatically learn and improve on
the basis of data or experience, without being explicitly programmed.

Malicious software designed for infiltrating or damaging a digital device,
without the licensee’s or applicant’s consent; software or firmware
intended to perform an unauthorized process that will have adverse impact
on the confidentiality, integrity, or availability of a system or function; or a
virus, worm, Trojan horse, or other code-based entity that infects a host.
Spyware and some forms of adware are also examples of malicious code.

Programs or parts of programs obtained from remote control systems,
transmitted across a network, and executed on a local system without
explicit installation or execution by the recipient.

Any nonstationary electronic apparatus with singular or multiple
capabilities of recording, storing, processing, or transmitting data, video or
photo images, or voice emanations. This definition generally includes, but
is not limited to, laptops, personal digital assistants, pocket personal
computers, palmtops, media players (MP3s), memory sticks (thumb
drives), cellular telephones, personal electronic devices with cellular phone
capability, and pagers.

Group of components that share information or interact with each other to
perform a function.
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one-way deterministic
data device

online monitoring

patch

pathway

portable media

recovery

remote access

remote monitoring

remote operations

sanitization

A hardware-based device containing a mechanism that protects network
integrity by enforcing one-way information flows. This definition
generally includes, but is not limited to, data diodes.

Online monitoring means data monitoring performed continuously by a
computer, which might make recommendations using either autonomous
or automated logic.

A fix for a CDA or software program where the actual binary executable
and related files are modified.

The route or channel that can be used to achieve a result, including access
to an asset, network, or system. A pathway can involve intervening
systems and processes, as well as devices that aid in creating or
maintaining the pathway. Pathways include, but are not limited to, wired
(local area or wide area network) connectivity, wireless connectivity, serial
(wired or wireless) communications, physical access, supply chain, and
portable media and devices.

A readily transportable single-purpose item that is exclusively designed for
the digital storage of data and has the capability of transferring data from
one information system to another. Examples include floppy disks,
CD/DVDs, flash memory cards, and the data container portion of thumb
drives and external hard drives.

Notes: At a minimum, all Appendix C.1, media protection controls, apply
to portable media. Many devices have storage capability but include
electronics and have extended functionalities beyond the storage of data.
These devices are more appropriately defined as mobile devices

(e.g., memory sticks, portable media players, cell phones, laptops, tablets,
digital cameras, external hard drives, media servers). Mobile devices must
be analyzed to determine the appropriate controls (e.g., Appendix B.1.1.9).

Steps taken to restore a system, function, or device to its original state of
operation following a catastrophic or partial loss of functionality or when
an original state of operation is challenged by either an event (such as a
cyberattack) or an anomaly (behavior not expected from normal operation).

The ability to access a critical digital asset, computer, node, or network
resource located within an identified defensive level from a CDA,
computer, or node that is physically located in a less secure defensive
level.

Remote monitoring is receiving plant information at a location outside the
nuclear reactor site boundary.

Remote operations is command and control of the plant from a location
outside the nuclear reactor site boundary.

A process to remove information from media such that information

recovery is not possible. It includes removing all labels, markings, and
activity logs.

DG-5085, Proposed Rev 2 to RG 5.71, Page 56



security control

security monitoring
network

support equipment

support system

threat

vulnerability

A safeguard or countermeasure prescribed for a device, system, or
organization designed to protect the confidentiality, integrity, and
availability of its information and function and to meet a set of defined
security requirements.

A physically separate network that is provided to support the cybersecurity
infrastructure with an equal or greater security level than the security levels
it is supporting.

Equipment that directly or indirectly supports the operation or functionality
of systems associated with safety-related, important-to-safety, security, or
emergency preparedness functions that, if compromised, could adversely
impact safety-related, important-to-safety, security, or emergency
preparedness functions. Examples of support equipment include, but are
not limited to, handling, testing, and maintenance equipment and parts that
if compromised could have an adverse impact on the safety-related,
important-to-safety, security, or emergency preparedness functions.

A system that directly or indirectly supports the operation or functionality
of systems associated with safety-related, important-to-safety, security, or
emergency preparedness functions that, if compromised, could adversely
impact safety-related, important-to-safety, security, or emergency
preparedness functions. Examples of support systems include, but are not
limited to, electrical power; heating, ventilation, and air conditioning;
communications; fire suppression; or any system that, if compromised,
could have an adverse impact on the safety-related, important-to-safety,
security, or emergency preparedness functions.

Natural or human-made occurrences, individuals, entities, or actions that
have or indicate the potential to harm life, information, operations, the
environment, or property.

Feature, attribute, or weakness in a system’s design, implementation, or
operation and management that could render a CDA open to exploitation
or a safety-related, important-to-safety, security, or emergency
preparedness function susceptible to adverse impact.
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ACRONYMS AND ABBREVIATIONS

ADAMS Agencywide Documents Access and Management System
API application programming interface

BOP balance of plant

CDA critical digital asset

CFR Code of Federal Regulations

COL combined license

CS critical system

CSIRT cybersecurity incident response team

CSP cybersecurity plan

CST cybersecurity team

CVSS Common Vulnerability Scoring System

DBT design-basis threat

DG draft regulatory guide

DHS U.S. Department of Homeland Security

HIDS host-based intrusion detection system

IAEA International Atomic Energy Agency

ICS industrial control system

IDS intrusion detection system

IEEE Institute of Electrical and Electronics Engineers
MITM man-in-the-middle

NIDS network intrusion detection system

NEI Nuclear Energy Institute

NIST National Institute of Standards and Technology
NIST SP National Institute of Standards and Technology Special Publication
NPP nuclear power plant

NRC U.S. Nuclear Regulatory Commission

OMB Office of Management and Budget

PMMD portable media and mobile devices

RG regulatory guide

SIEM security incident and event management

SLA service level agreement

SSEP safety, security, and emergency preparedness
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SRM staff requirements memorandum

SSC structure, system, or component
VM vulnerability management
WIDS Wireless intrusion detection system
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APPENDIX A

GENERIC CYBERSECURITY PLAN TEMPLATE

Note: In this appendix, any text shown in brackets is generic example text. The licensee or applicant
should replace the example text with appropriate and applicable site-specific text. This cybersecurity plan
(CSP) template uses Regulatory Guide (RG) 5.71 to show one acceptable means of meeting regulatory
requirements. If the licensee selects other guidance for the basis of its CSP, it should modify references to
RG 5.71 in Appendices A, B, and C to refer to the licensee-selected guidance.

[SITE]| CYBERSECURITY PLAN

A.l INTRODUCTION

The purpose of this [Licensee/Applicant] Cybersecurity Plan (CSP, the plan) is to describe how the
requirements of Title 10 of the Code of Federal Regulations (10 CFR) 73.54, “Protection of Digital
Computer and Communication Systems and Networks” (the Rule), are implemented to protect digital
computer and communications systems and networks associated with the following functions from those
cyberattacks, up to and including the design-basis threat (DBT) described in 10 CFR 73.1, “Purpose and
Scope™:

e Safety-related and important-to-safety functions;
e Security functions;
e Emergency preparedness functions, including offsite communications; and

e Support systems and equipment that, if compromised, would adversely impact safety-related,
important-to-safety, security, or emergency preparedness (SSEP) functions.

As required by 10 CFR 73.54(e) and 10 CFR 73.55(b)71), licensees and applicants must establish,
implement, and maintain a CSP. This plan establishes the licensing basis for the [Licensee/Applicant]
Cybersecurity Program (the program) for [Site(s)]. Elements of the program described in this plan are
applicable to all sites unless otherwise stated. The [Licensee/Applicant] acknowledges that the
implementation of this plan does not alleviate [Licensee/Applicant]’s responsibility to comply with other
regulations of the U.S. Nuclear Regulatory Commission (NRC).

The [Licensee/Applicant] complies with the requirements of 10 CFR 73.54 by implementing Regulatory
Guide (RG) 5.71, “Cybersecurity Programs for Nuclear Power Reactors.” RG 5.71 provides a method that
the NRC staff considers acceptable for complying with the regulatory requirements in 10 CFR 73.54.

RG 5.71 includes a glossary of terms that are used within this plan.

A2 CYBERSECURITY PLAN

A.2.1 Scope and Purpose

This plan describes how the [Licensee/Applicant] establishes/established a cybersecurity program to
achieve reasonable assurance that site digital assets or computer and communication systems and

networks associated with SSEP functions, hereafter defined as critical digital assets (CDAs), are
adequately protected against cyberattacks up to and including the DBT. The following actions provide
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reasonable assurance of adequate protection from cyberattacks of systems associated with the above
functions:

e Implementing and documenting the baseline security controls described in Staff Regulatory
Guidance, Section C.3.3; and

e Implementing and documenting a cybersecurity program to maintain the established
cybersecurity controls through a comprehensive life cycle approach, as described in Appendix
A4

A.2.2 Performance-Based Requirements

As required by 10 CFR 73.55(a)(1), a licensee must implement the requirements of this section through
its Commission-approved physical security plan, training and qualification plan, safeguards contingency
plan, and CSP, referred to collectively as “security plans.” As defined in 10 CFR 73.54(b)(3),
cybersecurity is a component of the physical protection program. As such, this plan establishes how [Site]
digital computer and communication systems and networks within the scope of 10 CFR 73.54 will be
adequately protected from cyberattacks, up to and including the DBT.

A3 CYBERSECURITY PROGRAM IMPLEMENTATION

The [Licensee/Applicant] established and maintains a cybersecurity program that complies with the
requirements of 10 CFR 73.54(b)(2) and 10 CFR 73.55(b)(7) to protect those systems within the scope of
10 CFR 73.54(a)(1)(i—iv) that can, if compromised, directly or indirectly have an adverse impact on the
SSEP functions of a nuclear facility. This cybersecurity program complies with 10 CFR 73.54 by

(1) establishing and implementing defense-in-depth defensive strategies described in Appendix A.3.1.5 of
this plan, including the security controls described in Staff Regulatory Guidance, Section C.3.3, and

(2) maintaining the program, as described in Staff Regulatory Guidance, Section C.4.

Documentation of the security controls in place for each CDA is available for inspection. Modifications to
the CSP are conducted in accordance with 10 CFR 50.54(p). To comply with 10 CFR 50.90, “Application
for Amendment of License, Construction Permit, or Early Site Permit,” the [Licensee/Applicant] will
submit changes that are determined to decrease the effectiveness of this plan or for any other reason to the
NRC for approval. [Licensee/Applicant] will also report any cyberattacks or incidents at [Site] to the
NRC, as required by 10 CFR 73.77, “Cybersecurity Event Notifications.”

A.3.1 Analyzing Digital Computer Systems
A.3.1.1 Security Assessment and Authorization

[Licensee/Applicant] developed and [annually] reviews and updates the following:

e A formal, documented security planning assessment and authorization policy that describes the
purpose, scope, roles, responsibilities, management commitments, and coordination among
[Licensee/Applicant] [departments] and the implementation of this cybersecurity program and the
controls in Appendices B and C; and

e A formal, documented procedure to facilitate the implementation of the cybersecurity program
and the security assessment.
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A.3.1.2 Cybersecurity Team

[Licensee/Applicant] established and maintains a cybersecurity team (CST) consisting of individuals with
broad knowledge in the following areas:

¢ Information and digital system technology—This includes cybersecurity, software development,
offsite communications, computer system administration, computer engineering, and computer
networking. Individuals with knowledge of the digital systems involved in plant operations,
including digital instrumentation and control systems, and those involved in plant information
systems, are included. Plant operational systems include programmable logic controllers, control
systems, and distributed control systems. Information systems include computer systems and
databases containing information used in the design, operation, and maintenance of CDAs. The
networking arena includes knowledge of both sitewide and corporatewide networks.

o Nuclear facility operations, engineering, and safety—This includes overall facility operations and
plant technical specification compliance. [Licensee/Applicant] staff representing this technical
area trace the impact of a potential vulnerability or series of vulnerabilities in a CDA (or
connected digital asset) outward through plant systems and subsystems to ensure that the overall
impact on the SSEP functions of the plant is evaluated.

e Physical security and emergency preparedness—This includes the site’s physical security and
emergency preparedness systems and programs.

The roles and responsibilities of the CST include:
e Performing or overseeing each stage of the cybersecurity management processes;

e Documenting all key observations, analyses, and findings during the assessment process so that
this information can be used in the application of security controls;

e Evaluating or reevaluating assumptions and conclusions about current cybersecurity threats;
potential vulnerabilities to, and consequences from, an attack; the effectiveness of existing
cybersecurity controls, defensive strategies, attack mitigation methods; and cybersecurity
awareness and training of those working with, or responsible for, CDAs and cybersecurity
controls throughout their system life cycles;

e Confirming information acquired during reviews by conducting comprehensive walkdowns of
CDAs and connected digital assets and associated cybersecurity controls, including walkdown
inspections with physical and electronic validation activities;

e Identifying and implementing potential new cybersecurity controls, as needed;

e Preparing documentation and overseeing implementation of the cybersecurity controls provided
in Appendices B and C, documenting the basis for not implementing certain cybersecurity
controls provided in Appendix B, or documenting the basis for the implementation of alternate or
compensating measures in lieu of any cybersecurity controls provided in Appendix B; and

e Assuring the retention of all assessment documentation, including notes and supporting
information, in accordance with 10 CFR 73.55(q) and the record retention requirements specified
in Appendix A.5 of this plan.
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The CST conducts objective security assessments, makes [determinations] that are not constrained by
operational goals, and resolves these issues using the process described in Appendix A.3.1.6 of this plan.

A.3.1.3 Identification of CDAs

To identify the CDAs at [Site]—

[Licensee/Applicant]’s CST identified and documented plant systems, equipment, communication
systems, and networks that are associated with the SSEP functions described in

10 CFR 73.54(a)(1), as well as the support systems associated with these SSEP functions. These
systems are hereafter referred to as critical systems (CSs). The CST identified CSs by conducting
an initial consequence analysis of [Site] plant systems, equipment, communication systems, and
networks to determine those that, if compromised, exploited, or failed, could impact the SSEP
functions of the nuclear facility, without taking into account existing mitigating measures. For
those support systems or equipment that are associated with SSEP functions,
[Licensee/Applicant] conducted a dependency and pathway analysis to determine whether those
systems or equipment are CSs; and

[Licensee/Applicant]’s CST identified and documented CDAs that have a direct, supporting, or
indirect role in the proper functioning of a CSs SSEP function.

For each CS examined, the [Licensee/Applicant] documented the following in a CS or CDA security
assessment:

A general description of each system, asset, or network identified as a CDA
The identification of CDAs within each CS
A brief description of the function provided by each CDA

An analysis that identifies the potential consequence to both the CS and the SSEP functions if a
compromise of the CDA were to occur

The identification of the digital devices that have direct or indirect roles in the function of the
CDA (e.g., protection, control, monitoring, reporting, or communications)

Security functional requirements or specifications that include the following:

o Information security requirements necessary for vendors and developers to maintain the
integrity of acquired systems

o Secure configuration, installation, and operation of the CDA
o Effective use and maintenance of security features and functions

o Known vulnerabilities about configuration and use of administrative (i.e., privileged)
functions
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o User-accessible security features or functions and how to effectively use those security
features and functions

o Methods for user interaction with CDAs, which enables individuals to use the system in a
more secure manner

o User responsibilities in maintaining the security of the CDA

A.3.1.4 Reviews and Validation Testing

[Licensee/Applicant]’s CST conducted a review and performed validation activities and, for each CDA,
reviewed the following:

Direct and indirect connectivity pathways;
Infrastructure interdependencies; and

The application of defense-in-depth defensive strategies, including security controls and other
defensive measures;

The CST validated the above activities through comprehensive walkdowns that included the following:

Performance of a physical inspection of the connections and configuration of each CDA,
including tracing all communication connections into and out of the CDA to each termination
point along all communication pathways;

Examination of the physical security established to protect each CDA and its communication
pathways;

Examination of the configuration and assessment of the effectiveness of existing security controls
(e.g., firewalls, IDS, diodes) along the communication pathways;

Examination of the interdependencies of each CS and CDA with other CSs and CDAs and trust
relationships between the CSs and CDAs;

Examination of the interdependencies with infrastructure support systems, emphasizing potential
compromises of electrical power, environmental controls, and fire suppression equipment;

Examination of systems, networks, and communication systems and networks that are present
within the plant and could be potential pathways for attacks; and

Resolution of CS and CDA information and configuration discrepancies identified during the
reviews, including the presence of undocumented or missing connections, and other
cybersecurity-related irregularities associated with the CDA.

The CST performed an electronic validation when physical walkdown inspections were impractical to
trace a communication pathway fully to its conclusion. The team used only electronic validation methods
that provide connection validation equivalent to, or better than, physical walkdowns (e.g., use of a digital
voltage meter, physical continuity validation). The validation activities should be linked to or documented
in CS or CDA security assessments.
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A.3.1.5 Defense-in-Depth Protective Strategies
[Licensee/Applicant] implemented, documented, and maintains a defense-in-depth protective strategy to

ensure the capability to detect, respond to, and recover from cyberattacks on CDAs. The defense-in-depth
protective strategy consists of implementing the following:

e The defensive strategy described in Appendix C.6;
e The defensive architecture described in Appendix C.7; and

e The security controls implemented in accordance with Appendix A.3.1.6 of this plan.
A.3.1.6 Application of Security Controls

[Licensee/Applicant] established defense-in-depth protective strategies by implementing and
documenting the following:

o The defense-in-depth protective strategy described in Staff Regulatory Guidance, Section C.3.2;
The physical and administrative security controls established by the [Site] physical security
program. Physical barriers, such as locked doors, locked cabinets, and locating CDAs in the [Site]

protected area or vital area;

o The operational and management controls described in Appendix C and verification of their
effectiveness for each CDA; and

o The technical controls described in Appendix B, consistent with the process described below

With respect to technical security controls, [Licensee/Applicant] used the information collected in
Appendix A.3.1.4 of this plan to accomplish one or more of the following for each CDA:

e Implementing all of the security controls specified in Appendix B
o For a security control that could not be applied, implementing alternate controls that mitigate the
consequences associated with the threat or attack vectors associated with one or more of the
security controls enumerated in Appendix B by accomplishing the following:
o Documenting the basis for employing alternate countermeasures
o Conducting and documenting an attack vector and analysis of the CDA and alternate controls
to confirm that the countermeasures mitigate the same threat or attack vector as the

corresponding security control identified in Appendix B

o Ensuring that the alternate controls (including the periodicity) provide at least the same
degree of protection as the corresponding security control identified in Appendix B

e Not implementing one or more of the security controls enumerated in Appendix B by
accomplishing the following:
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o Conducting attack vector and analysis of the specific security controls for the CDA that will
not be implemented and

o Documenting that the attack vector does not exist (i.e., is not applicable to the CDA), thereby
demonstrating that implementing a specific security control(s) is/are not necessary.

e Apply the security controls described in Appendices B and C, based on the maximum
consequences of a successful cyberattack on the CDAs in terms of plant safety and security.

[Licensee/Applicant] did not apply a security control when it was determined that the control would
adversely impact SSEP functions. When a security control was determined to have an adverse effect, then
alternate controls were used to mitigate the attack vector to the CDA in accordance with the process
described above.

[Licensee/Applicant] conducted an effectiveness analysis, as described in Appendix A.4.1.2 of this plan,
and vulnerability assessments or scans, as described in Appendix A.4.1.3 of this plan, of the CDAs to
verify that the security program provides reasonable assurance that CDAs are adequately protected from
cyberattack, up to and including the DBT, and has closed any identified gaps. The outcomes of
effectiveness analysis and vulnerability assessments or scans for a CDA should be associated with the
documented CDA security assessment to provide an up-to-date view of the security posture of a CDA.

A.3.2 Incorporating the Cybersecurity Program into the Physical Security Program

Chapter 23 of the physical security plan references the [Site] Cybersecurity Program, in accordance with
10 CFR 73.54(b)(3), 10 CFR 73.55(a)(1), and 10 CFR 73.55(c)(6). [Licensee/Applicant] also considered
cyberattacks during the development and identification of target sets, as required by the physical security

program and 10 CFR 73.55(f)(2).

[Licensee/Applicant] integrated the management of physical security and cybersecurity as follows:

e Established a unified security organization that incorporates both cybersecurity and physical
security and is independent from operations;

e Documented physical security and cybersecurity interdependencies;

e Developed policies and procedures to integrate and unify management and physical and
cybersecurity controls;

e Incorporated unified policies and procedures to secure CDAs from attacks, up to and including
the DBT;

e Coordinated acquisition of physical security and cybersecurity services, training, devices, and
equipment;

e (Coordinated interdependent physical security and cybersecurity activities and training with
physical security and cybersecurity personnel;

e integrated and coordinated incident response capabilities with physical and cyber incident
response personnel; and
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e Trained senior management on the needs of both disciplines

The cybersecurity program is reviewed as a component of the physical security program, as required by
10 CFR 73.55(m).

A.3.3 Policies and Implementing Procedures

[Licensee/Applicant] developed documented policies and implementing procedures to meet the security
control objectives in Appendices B and C. [Licensee/Applicant] documented, reviewed, approved, issued,
used, and revised these policies and implementing procedures as described in Appendix A.4 of this plan.
In addition, personnel responsible for the implementation and oversight of the program report to [Chief
Nuclear Officer, Chief Nuclear Operations Officer, Vice President of Nuclear Operations,
Vice-President], who is accountable for the operation of one or more nuclear plants.

[Licensee/Applicant]’s procedures establish the specific responsibilities of the positions described in
Appendix C.10.10.

A4 MAINTAINING THE CYBERSECURITY PROGRAM

This section establishes the programmatic elements necessary to maintain security throughout the life
cycle of CDAs. [Licensee/Applicant] implemented the elements of this section to maintain reasonable
assurance that CDAs associated with the SSEP functions of [Site] are adequately protected from
cyberattacks.

[Licensee/Applicant] employs a life cycle approach consistent with the controls described in Appendix C.
This approach ensures that the security controls established and implemented for CDAs are adequately
maintained to achieve the site’s overall cybersecurity program objectives. For proposed new digital
assets, or existing digital assets that are undergoing modification, [Licensee/Applicant] implements the
process described in Appendix A.4.2 of this plan.

[Licensee/Applicant] maintains records in accordance with Appendix A.5 of this plan.

A.4.1 Continuous Monitoring and Assessment

[Licensee/Applicant] continuously monitors security controls consistent with Appendix C. Automated

support tools are also used, as appropriate, to accomplish near real-time cybersecurity management for
CDAs. The continuous monitoring program includes the following:

e Ongoing assessments to verify that the security controls implemented for each CDA remain in
place throughout the life cycle;

e Ongoing verification using established baseline configurations that CDAs are being protected
commensurate with their safety and security significance;

e Verification that rogue assets have not been connected to the infrastructure;

e Periodic assessments of the need for and effectiveness of the security controls identified in
Appendices B and C; and

e Periodic security program review to evaluate and improve the effectiveness of the program.
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This element of the program is mutually supportive of the activities conducted to manage configuration
changes of CDAs. Continuous monitoring may require periodic updates to the CSP.

A.4.1.1 Periodic Assessment of Security Controls

[Licensee/Applicant] performs periodic assessments to verify that the security controls implemented for
each CDA remain robust, resilient, and effective throughout the life cycle. The CST verifies the status of
these security controls [on at least an annual basis] or in accordance with the specific requirements for
each security control, as described in Appendices B and C, whichever is more frequent. An example of an
acceptable alternate for verification of a security control at a specific periodicity would be whitelisting
applications on a CDA that would notify a SIEM when a change is made on the CDA. Another example
of an acceptable alternate is verifying the configuration of a CDA in a vital area whenever the CDA is
accessed by maintenance staff.

A.4.1.2 Effectiveness Analysis
The CST monitors and measures the effectiveness and efficiency of the cybersecurity program and the
security controls to ensure that both are implemented correctly, operating as intended, and continuing to
provide reasonable assurance that CDAs are protected against cyberattacks, up to and including the DBT.
Reviews of the security program and controls include, but are not limited to, periodic testing of the
security controls; reevaluation of the capabilities of the adversaries consistent with the DBT; audits of the
physical security and cybersecurity programs and implementing procedures; safety and security interface
activities; the testing, maintenance, and calibration program; operating experience; and feedback from the
NRC and local, State, and Federal law enforcement authorities.
The insights gained from these analyses are used to do the following:

e Improve performance and effectiveness of the cybersecurity program;

e Manage and evaluate risk;

e Improve the effectiveness of implemented security controls described in Appendices B and C;

e Ascertain whether new security controls are required to protect CDAs from cyberattack;

e Verify that existing security controls are functioning properly and are effective at protecting
CDAs from cyberattack; and

e Facilitate corrective action of any gaps discovered in the security program.
The CST verifies the effectiveness of security controls [on at least an annual basis] or in accordance with
the specific requirements for each security control, as described in Appendices B and C, whichever is
more frequent. The CST reviews records of maintenance and repairs on CDA components to ensure that
CDAs that perform security functions are maintained according to the manufacturer’s recommendations.
A.4.1.3 Vulnerability Assessments and Scans
[Licensee/Applicant]’s CST conducts periodic vulnerability scanning and assessments of the security

controls, defensive architecture, and all CDAs to identify security deficiencies. The CST conducts
assessments of security controls or scans for vulnerabilities in CDAs and the environment [no less
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frequently than once a quarter], or as specified in the security controls in Appendices B and C, whichever
is more frequent, and when new vulnerabilities are identified that could potentially affect the
effectiveness of the security program and security of the CDAs. In addition, the CST employs up-to-date
vulnerability scanning tools and techniques that promote interoperability among tools and automate parts
of the vulnerability management process.

[Licensee/Applicant]’s CST analyzes vulnerability assessment and scan reports and addresses the
vulnerabilities that could be exploited to compromise CDAs and adversely impact SSEP functions. The
CST shares information obtained from the vulnerability assessment and scanning process with appropriate
personnel to ensure that similar vulnerabilities that may adversely impact the effectiveness of the security
of interconnected or similar CDAs or may adversely impact SSEP functions are understood, evaluated,
and mitigated.

[Licensee/Applicant] ensures that the assessment and scanning process does not adversely impact SSEP
functions. If this should occur, CDAs will be removed from service or replicated (to the extent feasible)
before assessment and scanning is conducted. If [Licensee/Applicant] cannot conduct vulnerability
assessments or scanning on a production CDA because of the potential for an adverse impact on SSEP
functions, alternate controls (e.g., providing a replicated system or CDA to conduct scanning) will be
employed.

[Licensee/Applicant] ensures that vulnerability assessments and scan reports and resulting mitigation
actions are documented in or associated with the CDA’s security assessment.

A.4.2 Change Control

[Licensee/Applicant] systematically plans, approves, tests, and documents changes to the environment of
the CDAs, the addition of CDAs to the environment, and changes to existing CDAs in a manner that
provides a high level of assurance that the SSEP functions are protected from cyberattacks. During the
operation and maintenance life cycle phases, the program establishes that changes made to CDAs use the
[design control and configuration management procedures or other procedural processes that incorporate
cybersecurity requirements] to ensure that the existing security controls are effective and that any
pathway that can be exploited to compromise a CDA is protected from cyberattacks.

During the retirement phase while fuel is onsite, the [design control and configuration management
procedures, or other procedural processes] continue to apply to remaining CDAs that affect safety-related
and important-to-safety, security, or emergency preparedness functions.

A.4.2.1 Configuration Management

[Licensee/Applicant] has implemented and documented the configuration management controls described
in Appendix C.11. [Licensee/Applicant] implements a configuration and change management process, as
described in Appendix A.4.2 of this plan and Appendix C.11, to ensure that the site’s cybersecurity
program objectives remain satisfied. [ Licensee/Applicant] ensures that modifications to CDAs are
evaluated in accordance with Appendix A.4.2 of this plan before any modification is implemented to
maintain the cybersecurity performance objectives articulated in 10 CFR 73.54(a)(1).

During the operation and maintenance phases of a CDA life cycle, the [Licensee/Applicant] ensures that
in making changes, it used these configuration management procedures to avoid the introduction of
additional vulnerabilities, weaknesses, or risks into the system. This process also ensures prompt and
effective implementation of each security control specified in Appendices B and C.
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A.4.2.2 Security Impact Analysis of Changes and Environment

[Licensee/Applicant]’s CST conducts a security impact analysis in accordance with Appendix A.4.1.2 of
this plan before implementing a design or configuration change to a CDA or when changes to the
environment occur, so as to manage potential risks introduced by the changes.

[Licensee/Applicant]’s CST evaluates, documents, and incorporates into the security impact analysis
safety and security interdependencies of other CDAs or systems, as well as updates, and documents the
following.

e The location of the CDA and connected assets;
e Connectivity pathways (direct and indirect);
e Infrastructure interdependencies;

e Application of defense-in-depth protective strategies, including security controls and other
defensive strategy measures; and

e Plantwide physical security and cybersecurity policies and procedures that secure CDAs from a
cyberattack, including attack mitigation and incident response and recovery.

[Licensee/Applicant] conducts these impact analyses as part of the change approval process to assess the
impacts of the changes on the security posture of CDAs and security controls, as described in Appendix
A.4.1.2 of this plan, and to address any identified gaps to protect CDAs from cyberattack, up to and
including the DBT, as described in Appendix A.4.2.6 of this plan.

[Licensee/Applicant] manages CDAs for the cybersecurity of SSEP functions through an ongoing
evaluation of threats and vulnerabilities and implementation of each of the security controls provided in
Appendices B and C during all phases of the life cycle. Additionally, [Licensee/Applicant] has established
and documented procedures for screening, evaluating, mitigating, and dispositioning threat and
vulnerability notifications received from credible sources. Dispositioning includes implementation of
security controls to mitigate newly reported or discovered threats and vulnerabilities.

A.4.2.3 Security Reassessment and Authorization

[Licensee/Applicant] has established, implemented, documented, and maintains a process that ensures
that modifications to CDAs are evaluated before implementation so that security controls remain effective
and that any pathway that can be exploited to compromise the modified CDA is addressed to protect
CDAs and SSEP functions from cyberattacks. The program establishes that additions and modifications
are evaluated before implementation, using a proven and accepted method, to provide reasonable
assurance of adequate protection against cyberattacks, up to and including the DBT, using the process
discussed in Appendix A.4.1.2 of this plan.

[Licensee/Applicant] disseminates, reviews, and updates the following when a CDA modification is
conducted:

e A formal, documented security assessment and authorization policy that addresses the purpose,

scope, roles, responsibilities, management commitment, coordination among
[Licensee/Applicant] entities, and compliance to reflect all modifications or additions; and
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e A formal, documented procedure to facilitate the implementation of the security reassessment and
authorization policy and associated controls

A.4.2.4 Updating Cybersecurity Practices

The [Licensee/Applicant]’s CST reviews, updates, and modifies [Site] cybersecurity policies, procedures,
practices, existing cybersecurity controls, detailed descriptions of network architecture (including logical
and physical diagrams), information on security devices, and any other information associated with the
state of the security program or security controls provided in Appendices B and C when changes occur to

CDAs or the environment. This information includes the following:

e Plantwide and corporatewide information on the policies, procedures, and current practices
related to cybersecurity;

e Detailed network architectures and diagrams;
e Configuration information on security devices or CDAs;

e New plantwide or corporatewide cybersecurity defensive strategies or security controls being
developed and policies, procedures, practices, and technologies related to their deployment;

e The site’s physical and operational security program;

e (Cybersecurity requirements for vendors and contractors;

e Identified potential pathways for attacks;

e Recent cybersecurity studies or audits (to gain insight into areas of potential vulnerabilities); and

e Identified infrastructure support (e.g., electrical power; heating, ventilation and air conditioning;
communications; fire suppression) whose failure or manipulation could impact the proper
functioning of CSs.

A.4.2.5 Review and Validation Testing of a Modification or Addition of a Critical Digital Asset

The [Licensee/Applicant]’s CST conducts and documents the results of reviews and validation tests of
each CDA modification and addition using the process described in Appendix A.3.1.4 of this plan.

A.4.2.6 Application of Security Controls Associated with a Modification or Addition

When new CDAs are introduced into the environment, the [Licensee/Applicant] accomplishes the
following:

e Deploys the CDA into the appropriate level of the defense-in-depth protective strategy described
in Appendix A.3.1.5 of this plan;

e Applies the technical controls identified in Appendix B in a manner consistent with the process
described in Staff Regulatory Guidance, Section C.3.2; and
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e Confirms that the operational and management controls described in Appendix C are applied and
effective for the CDA.

When CDAs are modified, the [Licensee/Applicant] accomplishes the following:

e Verifies that the CDA is deployed into the proper level of the defense-In-depth defensive
architecture described in Staff Regulatory Guidance, Section C.3.2.1;

e (Conducts a security impact analysis, as described in Appendix A.4.2.2 of this plan;

e Verifies that the technical controls identified in Appendix B are implemented in a manner
consistent with the process described in Appendix A.3.1.6 of this plan;

e Verifies that the security controls discussed above are implemented effectively, consistent with
the process described in Appendix A.4.1.2 of this plan; and

e Confirms that the operational and management controls discussed in Appendix C are applied and
effective for the CDA.

A.4.3 Cybersecurity Program Review

The [Licensee/Applicant]’s cybersecurity program establishes the necessary measures and governing
procedures to implement periodic reviews of applicable program elements in accordance with the
requirements of 10 CFR 73.55(m).

[Licensee/Applicant] reviews the program’s effectiveness [at least every 24 months]. In addition, reviews
are conducted as follows:

e At a frequency commensurate with the importance or significance to safety of plant operations;

e  When a change is made to personnel, procedures, equipment, or facilities that potentially could
adversely affect safety or security;

e Asnecessary, based upon site-specific analyses, assessments, or other performance indicators;
and

e By individuals independent of those personnel responsible for program implementation and
management.

[Licensee/Applicant] documents the results and recommendations of program reviews, management’s
findings on program effectiveness, and any actions taken as a result of recommendations from prior
program reviews in a report to the [Site’s] [plant manager and to licensee corporate management] at least
one level higher than the individual having responsibility for day-to-day plant operations.
[Licensee/Applicant] maintains these reports in an auditable form, available for inspection, and enters
findings from program reviews into the site’s corrective action program.

A5 DOCUMENT CONTROL AND RECORDS RETENTION AND HANDLING

[Licensee/Applicant] has established the necessary measures and governing procedures to ensure that
sufficient records of items and activities affecting cybersecurity are developed, reviewed, approved,
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issued, used, and revised to reflect completed work. [Licensee/Applicant] will retain records and
supporting technical documentation required to satisfy the regulations in 10 CFR 73.54 and

10 CFR 73.55, “Requirements for Physical Protection of Licensed Activities in Nuclear Power Reactors
against Radiological Sabotage,” until the NRC terminates the facility operating license. Records required
for retention include, but are not limited to, all digital records, log files, audit files, and nondigital records
that capture, record, and analyze network and CDA events. These records are retained to document access
history and discover the source of cyberattacks or other security-related incidents affecting CDAs or
SSEP functions or both. [Licensee/Applicant] will retain superseded portions of these records for at least
3 years after the record is superseded, unless otherwise specified by the NRC.
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APPENDIX B

TECHNICAL SECURITY CONTROLS

Note: In this appendix, any text shown in brackets is generic example text. The licensee or applicant
should replace the example text with appropriate and applicable site-specific text. Also, to maintain
stability in security plans and automated tools supporting the implementation of Regulatory Guide
(RG) 5.71, “Cybersecurity Programs for Nuclear Power Reactors,” security controls will not be
renumbered if a control is deleted. Rather, notations of security controls that have been deleted are
maintained in the RG for historical purposes.

B.1 Access Controls
B.1.1 Access Control Policy and Procedures
Control Intent

The intent of this control is to ensure the development, documentation, and deployment of policies and
implementing procedures offering administration, oversight, and management of the processes used for
determining which entities require access rights to critical digital assets (CDAs).

Licensee/Applicant Activities

[Licensee/Applicant] develops, disseminates, and [annually] reviews and updates a formal, documented,
CDA access control policy that addresses the purpose, scope, roles, responsibilities, management
commitments, and internal coordination of such policy. [Licensee/Applicant] has also developed formal,
documented procedures to facilitate the implementation of the access control policy and associated
security controls.

The objective of the access control policy is to provide reasonable assurance that only authorized
individuals, or processes acting on their behalf, can access CDAs and perform authorized activities. The
access control policy addresses the following system specific requirements: account management, access
enforcement, information flow enforcement, separation of functions, least privilege, unsuccessful login
attempts, system use notification, session lock, supervision and review/access control, permitted actions
without identification or authentication, automated marking, automated labeling, network access control,
open/insecure protocol restrictions, wireless access restrictions, insecure and rogue connections and
access control for portable media and mobile devices (PMMD), and use of external CDAs proprietary
protocol visibility, third-party products and controls, and external systems.

The access control policy addresses the following:

e Access control rights (i.e., which individuals and processes can access what resources) and access
control privileges (i.e., what these individuals and processes can do with the resources accessed);

e Management of CDAs (i.e., establishing, activating, modifying, reviewing, disabling, and
removing accounts);

e Protection of passwords and key databases to prevent unauthorized access to master user and
password lists;
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e Auditing of CDAs [annually] or immediately upon changes in personnel responsibilities or major
changes in system configurations or functionality; and

e Separation of duties (i.e., through assigned access authorizations).
Related Controls: B.3.5,B.4.1,B.4.2,C.5.1,C.54,C.5.5,C.11.6,C.11.8

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud novel technologies.

B.1.2 Account Management
Control Intent

The intent of this control is to ensure the management and documentation of CDA accounts, including
authorization, establishment, activation, modification, review, disablement, and removal of accounts.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e Managing and documenting CDA accounts, including authorizing, establishing, activating,
modifying, reviewing, disabling, and removing accounts;

e Reviewing CDA accounts in a manner consistent with the access control list provided in the
[design control package, access control program, cybersecurity procedures] and initiating
required actions on CDA accounts [no less frequently than once every 30 days];

e Requiring access rights to be job function based;

e Conducting reviews when an individual’s job function changes to ensure that rights remain
limited to the individual’s job function;

e Monitoring CDA accounts for atypical usage and reporting of such usage to designated
[Licensee/Applicant] personnel;

e Reviewing and documenting CDA accounts at a maximum interval consistent with the most
recent version of Nuclear Energy Institute 03-12, “Security Plan, Training and Qualification Plan,
and Safeguards Contingency Plan,” endorsed by the U.S. Nuclear Regulatory Commission
(NRO);

e Establishing processes for reissuing shared or group account credentials (if deployed) when
individuals are removed from the group; and

e Employing automated mechanisms that support CDA account management functions and enable
CDA to automatically accomplish the following:

o  Terminate temporary, guest, and emergency accounts [no less frequently than once every
30 days];
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o Disable inactive accounts [no less frequently than once every 30 days];

o  Create and protect audit records for account creation, deletion, and modification; and

o Document and notify system administrators of all account creation, deletion, and
modification activities so that system administrators are aware of any account modifications
and can promptly investigate potential cyberattacks.

Related Controls: B.1.3,B.2.2,B.3.5,B.4.1,B.4.2,C.11.6,C.11.8

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

B.1.3 Access Enforcement

Control Intent

The intent of this control is to ensure enforcement of approved authorizations for logical and physical
access to critical system (CS) and CDA resources in accordance with applicable access control policies.
Approved authorizations will include access by direct or indirect means, regardless of physical proximity.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e Enforcing assigned authorizations for controlling access to CDAs in accordance with established
policies and procedures;

e Assigning all user rights and privileges for the CDA consistent with the user authorizations;
e Defining and documenting privileged functions and security-relevant information for the CDAs;

e Authorizing personnel access to privileged functions and security-relevant information consistent
with established policies and procedures;

e Restricting access to privileged functions (deployed in hardware, software, and firmware) and
security-relevant information to authorized personnel (e.g., security administrators);

e Defining and documenting privileged functions for CDAs;

e Requiring dual authorization for critical privileged functions and the creation of any privileged
access for users; and

e Ensuring and documenting that access enforcement mechanisms do not adversely impact the
operational performance of CDAs and employing alternate security controls when access

enforcement cannot be used.

Related Controls: B.1.2,B.1.4,B.1.6,B.2.2, B.3.5,B.4.1,B4.2,B.423,C52,C.5.5
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Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

B.1.4 Information Flow Enforcement
Control Intent

The intent of this control is to ensure enforcement of approved authorizations for controlling the flow of
information within CSs, within CDAs, and between interconnected CSs and CDAs.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e Enforcing and documenting assigned authorizations for controlling the flow of information, in
near-real time, within CDAs and between interconnected systems, in accordance with the
established defensive strategy;

e Maintaining documentation that demonstrates that [Licensee/Applicant] has analyzed and
addressed the types of permissible and impermissible flow of information between CDAs,
security boundary devices, and boundaries and the required level of authorization to allow

information flow as defined in the defensive strategy;

e Implementing and documenting information flow control enforcement using the protected
processing level (e.g., domain type-enforcement) as a basis for flow control decisions;

o Implementing near-real-time capabilities to detect, respond to, and recover from illegal or
unauthorized information flows;

e Preventing encrypted data from bypassing content-checking mechanisms;
e Implementing one-way data flows using hardware mechanisms;

e Implementing dynamic information flow control based on a policy that allows or disallows
information flows because of changing conditions or operational considerations;

e Implementing mechanisms to prevent unauthorized data exfiltration; and

e Configuring CDAs such that user credentials are not transmitted in clear text and documenting
this requirement in the access control policy.

Related Controls: B.1.3, B.1.15,B.1.17,B.1.19,B.1.22,B.2.2, B.3.2, B.3.3, B.3.6, B.3.10, C.3.4, C.5.1,
C.6,C.7

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

RG 5.71, Revision 2, Appendix, B, Page B-4



B.1.5 [DELETED]
B.1.6 Least Privilege
Control Intent

The intent of this control is to ensure access rights are limited to the minimal functions required to
perform the authorized activity.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e Assigning the most restrictive set of rights and privileges or access needed by users, services, or
automated processes for the performance of specified tasks;

e Configuring CDAs to enforce the most restrictive set of rights and privileges or access needed by
users, services, or automated processes; and

e Implementing alternate controls and documenting the justification for alternate controls and
countermeasures for increased auditing when a CDA cannot support the differentiation of
privileges within the CDA, and an individual must perform all roles within the CDA.

Related Controls: B.5.3, C.11.7

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

B.1.7 Unsuccessful Login Attempts
Control Intent

The intent of this control is to ensure implementation of measures to detect and respond to invalid user
access attempts.

Licensee/Applicant Activities
[Licensee/Applicant] ensures the following:

e Security controls are implemented to limit the number of invalid access attempts by a user. The
access control policy documents this requirement. The number of failed login attempts in a
specified time period may vary by CDA. For example, more than three invalid attempts within a
1-hour time period will automatically lock out the account. The [Licensee/Applicant] system
enforces the lockout mode automatically;

e The access control policy includes a requirement that only authorized individuals, who are not the
user, can unlock accounts once the maximum number of unsuccessful login attempts has been
exceeded. Alternately, other verification techniques or mechanisms that incorporate identity
challenges are used; and
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e The access control policy documents the justification and details for alternate controls or
countermeasures for those instances in which a CDA cannot support account or node locking or
delayed login attempts. If a CDA cannot perform account or node locking or delayed logins
because of significant adverse impact on performance, safety, or reliability, the
[Licensee/Applicant] employs alternate controls or countermeasures that include the following:
o Real-time logging and recording of unsuccessful login attempts and

o Real-time alerting of designated personnel with the security expertise for the CDA through
alarms when the number of defined consecutive invalid access attempts is exceeded.

Related Controls: B.2.2
B.1.8 [DELETED]
B.1.9 [DELETED]
B.1.10 Session Lock
Control Intent

The intent of this control is to ensure enabling session lock functionality on a CDA or alternate measures
that provide equivalent cybersecurity.

Licensee/Applicant Activities
[Licensee/Applicant] configures CDAs to do the following:
o Initiate a session lock after [within 30 minutes of inactivity];
o Provide the capability for users to directly initiate session lock mechanisms; and

o Maintain the session lock on a CDA until the user reestablishes access using identification and
authentication procedures; or

e Implement alternate controls and document the justification for alternate controls or
countermeasures for those instances in which a CDA cannot support session locks or the
following:

e Physically restrict access to the CDA

e Promptly monitor and record physical access to the CDA to detect and respond to intrusions,

e Use auditing or validation measures (e.g., security guard rounds, periodic monitoring of
tamper seals) to detect unauthorized access and modifications to the CDAs

e Ensure that individuals who have access to the CDA are qualified
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e Ensure that those individuals are trustworthy and reliable, in accordance with Title 10 of the
Code of Federal Regulations (10 CFR) 73.56, “Personnel Access Authorization
Requirements for Nuclear Power Plants.”
Related Controls: N/A

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

B.1.11 [DELETED]

B.1.12 [DELETED)]

B.1.13 [DELETED]

B.1.14 [DELETED]

B.1.15 Network Access Control
Control Intent

The intent of this control is to ensure network communication access and message traffic are approved
and authorized or otherwise restricted.

Licensee/Applicant Activities

[Licensee/Applicant] employs and documents mitigation techniques to secure CDAs through [media
access control, address locking, physical or electrical isolation, static tables, encryption, device
identification and authentication, or monitoring].

Related Controls: B.1.4, B.2.2

B.1.16 Open or Insecure Protocol Restrictions

Control Intent

The intent of this control is to ensure the elimination of vulnerabilities or mitigation of threat vectors
associated with open or insecure protocols that can be exploited during a cyberattack.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e Documenting and implementing additional precautions to protect networks and bus
communications from unauthorized access when protocols lack security controls;

e Prohibiting the protocols from initiating commands except within the same boundary; and

e Prohibiting these protocols from initiating commands that could change the state of the CDA
from a more secured to a less secured posture.
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Related Controls: B.1.17, B.5.1, C.3.5,C.11.8, C.12.5
B.1.17 Wireless Access Restrictions
Control Intent

The intent of this control is to ensure the implementation of adequate protections and procedures to
minimize the cyber risk associated with the use of wireless technologies.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e Only allowing wireless access through a boundary security control device and treating wireless
connections as outside of the security boundary;

e Prohibiting the use of wireless technologies for CDAs associated with safety-related and
important-to-safety functions;

e Disabling wireless capabilities when not used;

o [Establishing usage restrictions, configuration and connection requirements, and implementation
guidance for wireless technologies;

e Documenting, justifying, authorizing, monitoring, and controlling wireless access to CDAs and
ensuring that the wireless access restrictions are consistent with defense-in-depth protective
strategies, as articulated in Staff Regulatory Guidance, Section C.3.2;

e Conducting scans [no less frequently than once every week] or employing a wireless intrusion
detection system for unauthorized wireless access points, in accordance with this document, and
disabling access points if unauthorized access points are discovered.

Related Controls: B.1.4,B.2.2, B.3.24,B.54,C.3.4,C.7,C.11.5

Novel Technology: Substitute the alternate version of this control from Appendix D if you intend to use
the wireless novel technology.

B.1.18 Insecure and Rogue Connections
Control Intent

This control is intended to ensure that procedures are in place to promptly identify and remove or disable
any unauthorized physical connections or interfaces.

Licensee/Applicant Activities
[Licensee/Applicant] verifies that, during deployment of CDAs, when changes or modifications have
been made to CDAs, and [no less frequently than once every month], CDAs are free of insecure and

rogue connections such as vendor connections and modems.

Related Controls: B.1.4,B.2.2,C4.2,C.5.5
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B.1.19 Access Control for Portable Media and Mobile Devices

Control Intent

The intent of this control is to ensure the establishment of usage restrictions, configuration requirements,
connection requirements, and implementation procedures for PMMD. This control is also intended to
ensure restricted usage of PMMD that could invalidate protections afforded by a security defensive
architecture.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e Establishing and documenting usage restrictions and implementation guidance for controlled
PMMD;

e Authorizing, monitoring, and controlling PMMD access to CDAs;

e Enforcing and documenting the requirement that PMMD security and integrity are maintained at
a level consistent with the CDA they support; and

e Enforcing and documenting the requirement that PMMD are only used in one security level and
that portable media and mobile devices are not moved between security levels.

Related Controls: B.1.4,B.2.2,C4.2,C.5.5
B.1.20 [DELETED]

B.1.21 [DELETED]

B.1.22 Use of External Systems

Control Intent

The intent of this control is to ensure CDAs are prohibited from access by, or communication with,
external systems that are not within the same security level.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

¢ Ensuring that external systems cannot be accessed from safety-related, security, and important-to-
safety CDAs or CSs;

e Prohibiting external systems from accessing safety-related, security, and important-to-safety
CDAs or CSs;

e Ensuring that external systems cannot be accessed from CDAs located behind a one-way
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deterministic device in a manner that would result in a bypass that enables communications from
lower levels to higher levels;

e Prohibiting external systems from accessing CDAs located behind a one-way deterministic
device; and

e Prohibiting the use of an external system to access CDAs or to process, store, or transmit
organization-controlled information except when [Licensee/Applicant] verifies the
implementation of equivalent security measures on the external system.

Related Controls: B.1.4, C.6, C.7

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

B.1.23 [DELETED]

B.2 Audit and Accountability

B.2.1 Audit and Accountability Policy and Procedures
Control Intent

The intent of this control is to ensure the development, documentation, and deployment of policies and
associated implementation procedures addressing requirements of cybersecurity auditing controls.

Licensee/Applicant Activities

[Licensee/Applicant] developed, disseminated, and [annually] reviews and updates the following while
using an independent party for the audit reviews:

e aformal, documented audit and accountability policy that addresses the purpose, scope, roles,
responsibilities, management commitments, and internal coordination of the policy; and

e formal, documented procedures that facilitate the implementation of the audit and accountability
policy and associated audit and accountability security controls.

Related Controls: C.3.4, C.13.2
B.2.2 Auditable Events
Control Intent

The intent of this control is to ensure the identification and enablement of appropriate auditing levels to
support security incident and event analysis.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e determining and documenting the SSEP functions associated with a CDA, as described in Staff
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Regulatory Guidance, Section C.3.1.3, that require auditing;

e defining the list of auditable events and frequency of auditing for each identified SSEP function,
at a minimum auditing all CDA connections, user login/logouts, configuration/software/firmware
changes, audit-setting changes, privileged access, privileged commands, and any modifications of
the security functions of CDAs;

e implementing alternate controls and documenting the justification for alternate controls and
countermeasures when a CDA cannot support the use of automated mechanisms to generate audit

records and employs nonautomated mechanisms and procedures;

e reviewing and updating the list of defined auditable events [no less frequently than once a year],
including execution of privileged functions in the list of events to be audited by the CDAs;

e preventing CDAs from purging audit event records on restart;

e coordinating security audit functions within the facility to enhance mutual support and to help
guide the selection of auditable events;

e configuring all CDAs so that auditable events are adequate to support after-the-fact investigations
of security incidents; and

o adjusting the events to be audited within the CDAs based on current threat information and
effectiveness analysis described in Appendix A.4.1.2 of [this Plan].

Related Controls: B.1.2, B.1.3,B.1.4,B.1.7, B.1.15, B.1.17,B.1.18, B.1.19, B.2.2, C.3.4
B.2.3 Content of Audit Records
Control Intent
The intent of this control is to ensure that CDA event and activity logging is performed in a manner that
provides the level of information necessary to support an after-the-fact cybersecurity analysis of events
and that the associated information is secured from tampering or destruction.
Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:
e ensuring that CDAs produce audit records that contain sufficient information to establish what
events occurred, when the events occurred, where the events occurred, the sources of the events,

the outcomes of the events, and the identity of any individuals or subjects associated with events;

e ensuring that CDAs provide the capability to include additional, more detailed information in the
audit records for audit events identified by type, location, or subject; and

e implementing architecture that provides the capability to centrally manage the content of audit

records generated by individual components throughout CDAs and to prevent CDAs from
altering or destroying audit records.
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B.2.4 Audit Storage Capacity
Control Intent

The intent of this control is to ensure collected and recorded CDA event and activity information is not
lost because of insufficient storage capacity.

Licensee/Applicant Activities

[Licensee/Applicant] allocates audit record storage capacity, meets NRC record retention requirements,
and configures auditing to reduce the likelihood of such capacity being exceeded.

Related Controls: B.2.11
B.2.5 Response to Audit Processing Failures
Control Intent

The intent of this control is to ensure event and activity log information is not lost or altered because of a
full or partial loss of logging capabilities.

Licensee/Applicant Activities
[Licensee/Applicant] ensures the following:
e CDAs provide a warning when allocated audit record storage volume reaches a defined
percentage of maximum audit record storage capacity, which is based on [the function of how
quickly storage capacity is consumed and what the organization’s resources and response times

are] and is documented;

e justification and details for alternate security controls are documented when a CDA cannot
respond to audit processing failures;

e responses to audit failures by the [Licensee/Applicant] include the use of an external system to
provide these capabilities;

o [Licensee/Applicant] takes actions to preserve the audit logs for record retention requirements
and after-the-fact investigations; and

o if audit processing capabilities fail for a CDA or security boundary device, the following occurs:

o alerts are sent to designated [Licensee/Applicant] officials in the event of an audit processing
failure and

o auditing failures are treated as a failure of the CDA or security boundary device, and
[Licensee/Applicant] will take action in accordance with the site procedures.

Related Controls: B.2.5, B.2.11, C.9.1
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B.2.6 Audit Review, Analysis, and Reporting

Control Intent

The intent of this control is to ensure detection of suspicious, unauthorized, or malicious activity and
alerting of personnel so that appropriate action may be taken to end the activity and mitigate or recover
from any effects.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e reviewing and analyzing the CDA audit records [no less frequently than once every 30 days] for
indications of inappropriate or unusual activity and reporting findings to a designated
[Licensee/Applicant] official;

e adjusting the level of audit review, analysis, and reporting within the CDAs when there is a
change in threat or risk to [Licensee/Applicant] SSEP functions based on credible sources of

information as designated by [Licensee/Applicant] or the NRC; and

e cmploying automated mechanisms on CDAs to integrate audit review, analysis, and reporting into
[Licensee/Applicant] processes for investigation of, and response to, suspicious activities

Related Controls: C.3.4
B.2.7 [DELETED]
B.2.8 Time Stamps
Control Intent

The intent of the control is to ensure log and event data collected by the various CDAs, systems, and
devices can be correlated accurately to show the actual time sequence of associated events.

Licensee/Applicant Activities

[Licensee/Applicant] CDAs use a time source protected at an equal or greater level than the CDAs or
internal system clocks to generate time stamps for audit records, and [Licensee/Applicant] synchronizes
the time on all CDAs.

[Licensee/Applicant] synchronizes the time of all CDAs from a dedicated source protected at an equal or
greater level than the CDA existing on the security network, attached directly to the CDA or through a
trusted key management process.

[Licensee/Applicant] implements only methods of time synchronization that do not introduce a
vulnerability to cyberattack or common-mode failure and implements alternate controls to manage

potential cybersecurity risks when time synchronization cannot be used for a CDA.

Related Controls: B.2.12, C.3.1
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B.2.9 Protection of Audit Information
Control Intent

The intent of this control is to ensure that activity and event log records are accurate, available, and
protected from unauthorized access.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

o protecting audit information and audit tools from unauthorized access, modification, and deletion
in a manner consistent with the CDA sources; and

o ensuring that all audit information is protected at the same level as the device sources.
Related Controls: C.3.1
B.2.10 [DELETED]
B.2.11 Audit Record Retention
Control Intent

The intent of this control is to ensure activity and event log information is retained for a timeframe
sufficient to ensure that it meets both regulatory and cybersecurity requirements.

Licensee/Applicant Activities

[Licensee/Applicant] retains audit records consistent with the recordkeeping requirements for the access
authorization program to provide support for after-the-fact investigations of security incidents and to meet
regulatory and [Licensee/Applicant] record retention requirements.

Related Controls: C.8.4

B.2.12 Audit Generation

Control Intent

The intent of this control is to ensure implementation of the capability to generate time correlated and
consolidated CDA activity and event logs.

Licensee/Applicant Activities
[Licensee/Applicant] security architecture provides the following:
e audit record generation capability for the auditable events on CDAs;

e audit record generation capability and the capability for authorized users to select which auditable
events are to be audited by specific components of CDAs;
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e audit records for the selected list of auditable events on CDAs; and
e the capability to compile audit records from multiple components within CDAs into a sitewide
(logical or physical) audit trail that is time correlated to within the [Licensee/Applicant]-defined
level of tolerance for the relationship between time stamps of individual records in the audit trail.
Related Controls: B.2.2, B.2.3, B.2.6, B.2.8
B.3 Critical Digital Asset and Communications Protection
B.3.1 Ciritical Digital Asset and Communications Protection Policy and Procedures
Control Intent
The intent of this control is to ensure the development, documentation, and deployment of policies and
associated implementing procedures to address requirements of CDAs and communication protection
controls.

Licensee/Applicant Activities

[Licensee/Applicant] developed, disseminated, and [annually] reviews and updates the following:

e aformal, documented CDA system and communications protection policy that addresses the
purpose, scope, roles, responsibilities, management commitments, and internal coordination of
the system; and

e formal, documented procedures that facilitate the implementation of the CDA system and
communications protection policy and associated CDA system and communications protection
security controls.

Related Controls: C.3.1, C.6, C.7
B.3.2 Application Partitioning and Security Function Isolation

Control Intent

The intent of this control is to ensure isolation of CDA application and security functions to prevent the
compromise of the security functions.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e configuring CDAs to separate applications into user functionality (including user interface
services) and CDA management functionality;

e configuring CDAs to prevent the presentation of management-related functionality at an interface
for nonprivileged users;
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configuring CDAs to isolate security functions from non-security functions, which is
accomplished through [partitions, domains, etc.], including control of access to and integrity of
the hardware, software, and firmware that perform these security functions;

configuring CDAs to employ underlying hardware separation mechanisms to facilitate security
function isolation,

configuring CDAs to isolate critical security functions (i.e., functions enforcing access and
information flow control) from both non-security functions and other security functions;

configuring CDAs to minimize the number of non-security functions included within the isolation
boundary containing security functions;

configuring CDA security functions as independent modules that avoid unnecessary interactions
between modules;

configuring CDA security functions as a layered structure minimizing interactions between levels
of the design and avoiding any dependence by lower levels on the functionality or correctness of
higher levels; and

implementing alternate controls and documenting the justification for alternate controls or
countermeasures when a CDA cannot support security function isolation and taking all of the
following actions:

physically restrict access to the CDA,

o

o promptly monitor and record physical access to the CDA to detect and respond to intrusions,

o use auditing and validation measures (e.g., security guard rounds, periodic monitoring of
tamper seals) to detect unauthorized access and modifications to the CDAs,

o ensure that individuals who have authorized access to the CDAs are qualified, and

o ensure that those individuals are trustworthy and reliable in accordance with 10 CFR 73.56.

Related Controls: B.1.4,B.5.4, C.11.2

B.3.3 Shared Resources

Control Intent

The intent of this control is to ensure prevention of unauthorized and unintended information transfer by
using shared system resources through the creation and maintenance of logical separation of Levels 3
and 4 from all other levels, as shown in RG 5.71 Figure 6.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:
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e configuring CDAs to prevent unauthorized and unintended information transfer by using shared
system resources; and

e using physically separate network devices to create and maintain logical separation of Levels 3
and 4 from each other and from all other levels as shown in RG 5.71 Figure 6.

Related Controls: B.1.4
B.3.4 Denial of Service Protection
Control Intent

The intent of this control is to ensure prevention, limitation, or mitigation of the effects of
denial-of-service attacks.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:
e configuring CDAs to protect against or limit the effects of denial-of-service attacks;

e configuring CDAs to restrict the ability of users to launch denial-of-service attacks against other
CDASs or networks;

e configuring CDAs to manage excess capacity, bandwidth, or other redundancies to limit the
effects of information-flooding and saturation types of denial-of-service attack; and

e employing monitoring tools to detect indicators of denial-of-service attacks against CDAs and
monitor resources to determine whether sufficient resources exist to prevent effective
denial-of-service attacks.

Related Controls: B.3.4, C.11.2

B.3.5 Resource Priority

Control Intent

The intent of this control is to enable the capability to configure resource availability prioritization.

Licensee/Applicant Activities

[Licensee/Applicant] configures CDAs to limit the use of resources by priority by preventing lower
priority processes from delaying or interfering with the servicing of any higher priority process.

Related Controls: C.11.2

RG 5.71, Revision 2, Appendix, B, Page B-17



B.3.6 Transmission Integrity
Control Intent

The intent of this control is to ensure that the integrity of data is maintained as the data are passed to or
from CDAs.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for doing the following:
e configure CDAs to protect the integrity of transmitted information;

e employ cryptographic mechanisms to recognize changes to information during transmission and
upon receipt, unless otherwise protected by alternate physical measures;

e implement mechanisms to prevent man-in-the-middle (MITM) attacks using the following
methods:

0 Media Access Control Address Locking—([Licensee/Applicant] locks devices and ports using
address locking to prevent MITM attacks and rogue devices from being added to the network,

o Network Access Control—[Licensee/Applicant] implements network access control to
prevent MITM attacks and rogue devices from being added to the network;

e implement monitoring to detect MITM and address resolution protocol poisoning; and

e implement alternate controls and document the justification for alternate controls and periodicity,
if applicable, or countermeasures when a CDA cannot support transmission integrity and
implement all of the following:
o physically restrict access to the CDA,

o monitor and record physical access to the CDA to promptly detect and respond to intrusions,

o use auditing and validation measures (e.g., security guard rounds, periodic monitoring of
tamper seals) to detect unauthorized access and modifications to the CDAs,

o ensure that individuals who have authorized access to the CDA are qualified, and
o ensures that those individuals are trustworthy and reliable, in accordance with 10 CFR 73.56.
Related Controls: B.3.10

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

B.3.7 [DELETED]

B.3.8 [DELETED]
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B.3.9 Cryptographic Key Establishment and Management

Control Intent

The intent of this control is to ensure cryptographic measures are employed to protect the confidentiality
and integrity of data stored, transmitted, or received by CSs and CDAs and that the keys employed are
effectively protected from discovery, decryption, or compromise.

Licensee/Applicant Activities

[Licensee/Applicant] manages cryptographic keys using automated mechanisms with supporting
procedures or manual procedures when cryptography is required and employed within the CDAs in
accordance with [Federal Information Processing Standards (FIPS)140-3, “Security Requirements for
Cryptographic Modules” (Ref. 38)].

Related Controls: B.3.10

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

B.3.10 Use of Cryptography

Control Intent

The intent of this control is to ensure implementation of cryptographic measures that are robust, resilient,
and highly resistant to cryptanalysis to protect the confidentiality and integrity of data stored, transmitted,
or received by CSs and CDAs.

Licensee/Applicant Activities

[Licensee/Applicant] configures CDAs to implement cryptographic mechanisms that comply with [FIPS
140-3].

Related Controls: B.3.9

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

B.3.11 [DELETED]
B.3.12 [DELETED]
B.3.13 [DELETED]
B.3.14 [DELETED]
B.3.15 [DELETED]

B.3.16 [DELETED]
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B.3.17 [DELETED]

B.3.18 [DELETED]

B.3.19 [DELETED]

B.3.20 [DELETED]

B.3.21 Heterogeneity/Diversity
Control Intent

The intent of this control is to ensure avoidance of common exploitable vulnerabilities and flaws by
introducing diversity in manufacturers and models.

Licensee/Applicant Activities

[Licensee/Applicant] employs diverse technologies in the implementation of CDAs.

Related Controls: N/A

B.3.22 Fail in Known State

Control Intent

The intent of this control is to ensure the CDA will fail in a known state to protect the SSEP function.
Licensee/Applicant Activities

[Licensee/Applicant] is responsible for accomplishing the following:

o ensure that CDAs fail in a known state to prevent the CDA’s failure from adversely impacting
SSEP functions; and

e prevent a loss of confidentiality, integrity, or availability in the event of a failure of the CDA or a
component of the CDA.

Related Controls: C.9.1
B.3.23 Wireless Link Protection

Novel Technology: Substitute this control from Appendix D if the licensee/applicant intends to use
wireless technologies.

B.3.24 Model Security

Novel Technology: Substitute this control from Appendix D if the licensee/applicant intends to use
artificial intelligence technologies.
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B.4 Identification and Authentication
B.4.1 Identification and Authentication Policies and Procedures
Control Intent

The intent of this control is to ensure the development and dissemination of a formal, complete, coherent,
and comprehensive identification and authentication policy with associated implementing procedures.

Licensee/Applicant Activities
[Licensee/Applicant] developed, disseminated, and [annually] reviews and updates the following:
o a formal, documented identification and authentication policy that addresses purpose, scope,
roles, responsibilities, management commitments, and internal coordination to positively identify
potential network users, hosts, applications, services, and resources using a combination of

identification factors or credentials; and

e formal, documented procedures that facilitate the implementation of the identification and
authentication policy and associated identification and authentication controls.

The identification and authentication policy and procedures provide guidance on managing both user
identifiers and CDA authenticators. These items include the following:

e uniquely identifying each user and process acting on behalf of a user;

e verifying the identity of each user and process acting on behalf of a user;

e receiving authorization to issue a user identifier from an appropriate authorized representative;
e ensuring that the user identifier is issued to the intended party;

e disabling the user identifier after a maximum of [30 days] of inactivity;

e disabling the user identifier immediately upon termination of users need for access;

e archiving user identifiers;

e defining initial authenticator content;

e cstablishing administrative procedures for initial authenticator distribution; lost, compromised, or
damaged authenticators; and revoking authenticators;

e changing default authenticators upon control system installation; and

e changing or refreshing authenticators [annually].

Related Controls: B.1.1
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B.4.2 User Identification and Authentication
Control Intent
The intent of this control is to ensure the establishment of strong authentication mechanisms and
procedures to prevent unauthorized CDA access and usage. This control is also intended to ensure only
legitimate, authorized personnel are allowed to gain user access to CDAs and only such access as their job
functions require.
Licensee/Applicant Activities
[Licensee/Applicant] is responsible for doing the following:
e implement identification and authentication technology to uniquely identify and authenticate
individuals and processes acting on behalf of users interacting with CDAs and ensuring that
CDA:s, security boundary devices, physical controls of the operating environment, and individuals
interacting with CDAs are uniquely identified and authenticated and that all processes acting on

behalf of users are equally authenticated and identified;

e ensure that the authentication technology employs strong multifactor authentication using
protected processing levels;

e implement alternate controls and document the justification for alternate controls or
countermeasures when a CDA cannot support user identification and authentication and
implement all of the following:

o physically restrict access to the CDA;

o monitor and record physical access to the CDA to promptly detect and respond to intrusions;

o use auditing and validation measures (e.g., security guard rounds, periodic monitoring of
tamper seals) to detect unauthorized access and modifications to the CDAs;

o ensure that individuals who have access to the CDA are qualified;

o ensure that those individuals are trustworthy and reliable in accordance with 10 CFR 73.56.
e implement secure domain-based authentication, as well as the following:

o0 maintaining domain controllers within the given security level they are meant to service;

o physically and logically securing domain controllers to prevent unauthorized access and
manipulation;

o prohibiting domain trust relationships between domains that exist at different security levels;
o prohibiting domain authentication protocols from being passed between boundaries; and

o implementing role-based access control where possible to restrict user privileges to only
those required to perform the task.
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e where domain-based authentication is not used, [Licensee/Applicant] is responsible for the
following:

o documenting and justifying the reason for not implementing secure domain-based
authentication;

o implementing localized authentication when feasible;

o implementing the strongest possible challenge-response authentication mechanism within a
scenario, as supported by the application; and

o implementing role-based access control where possible to restrict user privileges to only
those required to perform the task.

Related Controls: B.1.1, B.3.10

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

B.4.3 Password Requirements
Control Intent

The intent of this control is to ensure password requirements provide protection against unauthorized
access.

Licensee/Applicant Activities
[Licensee/Applicant] ensures that, where used, passwords meet the following requirements:

o the length, strength, and complexity of passwords balance security and operational ease of access
within the capabilities of the CDA;

e passwords have length and complexity commensurate with the required security;

e passwords are changed every [describe the periods for each class of system; for example, 30 days
for workstations, 3 months for CDAs in the vital area];

e passwords cannot be found in a dictionary and do not contain predictable sequences of numbers
or letters;

e copies of master passwords are stored in a secure location with limited access; and
e authority to change master passwords is limited to authorized personnel.

Related Controls: B.1.1

B.4.4 Non-authenticated Human-Machine Interaction Security

Control Intent
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The intent of this control is to ensure implementation of physical security measures to ensure that access
to, and the use of, CSs and CDAs is limited to authorized personnel and that actions performed on the CS
and CDA can be tracked and attributed to the specific individuals.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e ensuring that, when a human-machine interaction (HMI) for a CDA cannot support authentication
because of operational requirements, adequate physical security controls exist that require that
operators be both authorized and properly identified and be monitored so that operator actions are
audited and recorded;

e controlling access to non-authenticated human-machine interactions (NHMIs) to avoid hampering
HMIs while maintaining security of the NHMI and ensuring that access to the NHMI is limited to

only authorized personnel;

o verifying that authentication, session lock, or session termination controls do not adversely affect
SSEP functions; and

e implementing auditing capability on NHMIs to ensure that all operator activity is recorded and
monitored by authorized and qualified personnel and maintaining historical records to meet
auditing requirements.

Related Controls: None

B.4.5 [DELETED]

B.4.6 Identifier Management

Control Intent

The intent of this control is to ensure secure management of unique identifiers.
Licensee/Applicant Activities

[Licensee/Applicant] manages and documents user identifiers by performing all of the following:
uniquely identifying each user;

verifying the identity of each user;

receiving authorization to issue a user identifier from an organization official;
issuing the user identifier to the intended party;

disabling the user identifier after a maximum of [30 days] of inactivity; and
archiving user identifiers consistent with records retention for the access authorization program.

Related Controls: B.4.2

B.4.7 [DELETED]
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B.4.8 [DELETED]

B.4.9 [DELETED]

B.5 System Hardening

B.5.1 Removal of Unnecessary Services and Programs

Control Intent

The intent of this control is to ensure the CDA is hardened and reduces the available attack surface
through the elimination of potentially vulnerable and exploitable software, hardware, and network
elements.

Licensee/Applicant Activities

[Licensee/Applicant] documents all required applications, utilities, system services, scripts, configuration
files, databases, and other software and the appropriate configurations, including revisions or patch levels,
for each of the computer systems associated with the CDAs. The documentation can be used as the
baseline configuration of the CDA in accordance with the baseline configuration security control in
Appendix C.11.3 and should be reflected in the CDA security assessment.

[Licensee/Applicant] maintains a list of services required for CDAs. The listing includes all necessary
ports and services required for normal and emergency operations. The listing also includes an explanation
or cross reference to justify why each service is necessary for operation. Only those services and

programs that are necessary for operation are allowed.

[Licensee/Applicant] verifies and documents that all CDAs are patched or mitigated in accordance with
the flaw remediation security controls in Appendix C.3.2.

[Licensee/Applicant] documents the remediation period appropriate for software and service updates or
workarounds to mitigate all vulnerabilities associated with the product and to maintain the established

level of security.

[Licensee/Applicant] documents the operating system and software patches as CDAs evolve to allow
traceability and verifies that no extra services are reinstalled or reactivated.

[Licensee/Applicant] removes or disables software components that are not required for the operation and
maintenance of the CDA before incorporating the CDA into the production environment.

[Licensee/Applicant] documents components that were removed or disabled. The software removed or
disabled includes, but is not limited to, the following:

e device drivers for network devices not delivered;
e device drivers for unused peripherals;
e messaging services (e.g., MSN);

e servers or clients for unused services;
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e software compilers in all user workstations and servers except for development workstations and
servers;

e software compilers for languages that are not used in the control system;
e unused networking and communications protocols;

e unused administrative utilities, diagnostics, network management, and system management
functions;

e Dbackups of files, databases, and programs used only during system development;
e all unused data and configuration files;
e sample programs and scripts;

e unused document processing utilities (e.g., Microsoft Word, Excel, Power Point, Adobe Acrobat,
OpenOffice);

e unused removable media support; and

e games.
Related Controls: C.3.2,C.6,C.11.3,C.11.8
B.5.2 Host Intrusion Detection System
Control Intent
The intent of this control is to ensure automated mechanisms are provided to detect the unauthorized
modification of a system’s software, data, or configuration settings and unauthorized or abnormal
activities.
Licensee/Applicant Activities
[Licensee/Applicant] establishes, implements, and documents the following requirements:
e configure the host-based intrusion detection system (HIDS) to include attributes, such as static
file names, dynamic file name patterns, system and user accounts, execution of unauthorized
code, host usage, and process permissions, to enable the system to detect cyberattacks up to and

including the DBT;

o configure the HIDS to log system and user account connections in such a way that the user or
security personnel are alerted if an abnormal situation occurs;

e configure the HIDS in a manner that does not adversely impact CDA safety-related, important-to-
safety, security, and emergency preparedness functions;
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e configure security logging storage devices as “append only” to prevent alteration of records on
those storage devices; and

e perform rules updates and patches to the HIDS as security issues are identified to maintain the
established level of system security.

[Licensee/Applicant] secures HIDS configuration documents to ensure that only authorized personnel
may access them.

Related Controls: B.2.2, B.2.9, C.3.3,C.3.4,C.3.6

B.5.3 Changes to File System and Operating System Permissions

Control Intent

The intent of this control is to ensure maintenance of a CDA’s file system and executable processes at the
lowest level for the CDA to perform its intended function and to protect against unauthorized
modification.

Licensee/Applicant Activities

[Licensee/Applicant] establishes, implements, and documents the following requirements:

e configure CDAs with the lowest privilege, data, commands, file, and account access;

e configure the system services to execute at the lowest privilege level possible for that service and
document the configuration;

e document the changing or disabling of access to files and functions; and

o validate that baseline permission and security settings are not altered after modifications or
upgrades.

Related Controls: B.2.2, C.11.7, C.11.8
B.5.4 Hardware Configuration
Control Intent

The intent of this control is to ensure the elimination or reduction of available vulnerabilities and
communication attack vectors that an attacker could exploit through a CDA’s hardware component.

Licensee/Applicant Activities
[Licensee/Applicant] establishes, implements, and documents the following requirements:
o disable, through software or physical disconnection, unneeded networks, wireless and

communication ports, and removable media drives or provide engineered barriers. If both
methods physically and through software are available to disable unneeded capabilities, then
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physically disabling the capability should be the preferred method unless it would cause improper
operation of the CDA; and

e password protect the basic input-output system from unauthorized changes;

e document mitigation measures when password protection of the basic input-output system is not
technically feasible;

e document the hardware configuration (e.g., switch settings, bus cards, software and firmware
versions; remove or disable unneeded hardware and input/output ports);

e use network devices to limit access to and from specific locations, where appropriate;

o allow system administrators the ability to reenable devices if the devices are disabled by software
and document the configuration; and

o verify that replacement devices are configured in a manner that is equal to or better than the
original.

Related Controls: B.3.2, C.11.3, C.11.7
B.5.5 Installing Operating Systems, Applications, and Third-Party Software Updates
Control Intent

The intent of this control is to ensure the application of security-related patches and software updates to
CDAs to eliminate or mitigate identified security vulnerabilities.

Licensee/Applicant Activities
[Licensee/Applicant] establishes, implements, and documents the following:
e the patch management program, update process, and individuals responsible for installation;

e notification of vulnerabilities affecting CDAs to be conducted [within 4 hours of receipt of the
vulnerability information];

e notification to authorized personnel of patches affecting cybersecurity;

e authorization of updates or workarounds to the baseline before implementation;

e the patch management process for the CDA after installation, including policies, procedures, and
programs relating to mitigation strategies when the vendor of the CDA informs
[Licensee/Applicant] not to apply released patches; and

o the level of support for testing patch releases.

[Licensee/Applicant] establishes, implements, and tests the following:
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e received cybersecurity updates on a nonproduction system or device for testing and validation
before installing on production systems; and

e all updates for security impact.

[Licensee/Applicant] ensures that the nonproduction system or device accurately replicates the production
CDA.

Related Controls: C.3.2,C.11.3, C.13.1
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APPENDIX C

OPERATIONAL AND MANAGEMENT SECURITY CONTROLS

Note: In this appendix, any text shown in brackets is generic example text. The licensee or
applicant should replace the example text with appropriate, applicable, site-specific text. Also, to
maintain stability in security plans and automated tools supporting the implementation of
Regulatory Guide (RG) 5.71, “Cybersecurity Programs for Nuclear Power Reactors,” security
controls will not be renumbered if a control is deleted. Rather, notations of security controls that
have been deleted are maintained in the RG for historical purposes.

OPERATIONAL CONTROLS

C.1 Media Protection

C.1.1 Media Protection Policy and Procedures
Control Intent

The intent of this control is to ensure the development, documentation, and deployment of
policies and associated procedures to address requirements of media protection controls.

Licensee/Applicant Activities
[Licensee/Applicant] developed, disseminated, and [annually] reviews and updates the following:

e aformal, documented media protection policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among [Licensee/Applicant]
entities, and compliance for each information category, as defined by the site policies,
and ensures that any media that can provide information to assist an adversary is marked
at a minimum to identify the sensitive nature of the media; and

e aformal, documented procedure to facilitate the implementation of the media protection
policy and all associated media protection controls, including the methodology that
defines the purpose, scope, roles, responsibilities, and management commitments in the
areas of media receipt, storage, handling, sanitization, removal, reuse, and disposal
necessary to provide reasonable assurance that the risk of unauthorized disclosure of
information that could be used in a cyberattack to adversely impact the safety-related,
important-to-safety, security, and emergency preparedness (SSEP) functions of the
nuclear facility is prevented

Related Controls: B.3.1
C.1.2 Media Access

Control Intent
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The intent of this control is to ensure access to portable media and mobile devices containing
sensitive critical digital asset (CDA) data or security information is controlled, monitored, and
audited.

Licensee/Applicant Activities

[Licensee/Applicant] documents and restricts access to CDA media to authorized individuals
only. CDA media include both digital media (e.g., diskettes, magnetic tapes, external or
removable hard drives, flash or thumb drives, compact disks, and digital video disks) and
nondigital media (e.g., paper, microfilm).

[Licensee/Applicant] restricts access to any security information on mobile computing and
communications devices with information storage capability (e.g., notebook computers, personal
digital assistants, cellular telephones) to authorized individuals only.

[Licensee/Applicant] employs automated mechanisms to restrict access to media storage areas
and audits access attempts and accesses granted.

Related Controls: B.3.1

C.1.3 Media Labeling and Marking

Control Intent

The intent of this control is to ensure the establishment of mechanisms and procedures to enable
personnel to determine the sensitivity and classification of information on removable media and
in CDA output.

Licensee/Applicant Activities

[Licensee/Applicant] marks removable CDA media and CDA output according to information
categories indicating the distribution limitations and handling caveats. Output on external media,
including video display devices, is marked in accordance with the identified set of special
dissemination, handling, or distribution instructions that apply to system output using
human-readable, standard naming conventions for media labels.

Related Controls: None

C.1.4 Media Storage

Control Intent

The intent of this control is to ensure media containing sensitive information are physically
protected and stored in accordance with their sensitivity levels and that access to such media is
restricted to authorized parties.

Licensee/Applicant Activities

[Licensee/Applicant] physically protects and securely stores CDA media to a level commensurate
with the sensitivity of the data.
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Related Controls: C.9.5, C.9.6
C.1.5 Media Transport
Control Intent

The intent of this control is to ensure that data related to critical systems (CSs) or CDAs are
adequately protected when in transport.

Licensee/Applicant Activities

[Licensee/Applicant] physically protects and stores CDA media in transport in a manner
commensurate with the sensitivity of the data.

[Licensee/Applicant] protects and controls CDA media during transport outside of controlled
areas and restricts the activities associated with transport of such media to authorized individuals
only.

[Licensee/Applicant] protects digital and nondigital media during transport outside of controlled
areas using [Licensee/Applicant]-defined security measures (e.g., locked containers, transport by
security officer, cryptography).

[Licensee/Applicant] documents activities associated with the transport of CDA media using the
[Licensee/Applicant]-defined system of records.

[Licensee/Applicant] uses an identified custodian at all times during transport of CDA media.
Related Controls: B.1.4

C.1.6 Media Sanitization and Disposal

Control Intent

The intent of this control is to ensure the appropriate destruction or disposal of media and verify
media sanitization.

Licensee/Applicant Activities

[Licensee/Applicant] sanitizes CDA media, both digital and nondigital, before disposal or release
for reuse. [Licensee/Applicant] [follows the guidance in National Institute of Standards and
Technology (NIST) SP 800-88 (Ref. 39)] to sanitize CDA media. The information is destroyed
by a method that precludes reconstruction by means available to the design-basis threat (DBT)
adversaries.

[Licensee/Applicant] identifies CDA media requiring sanitization and the appropriate techniques
and procedures to be used in the process; sanitizes identified CDA media, both paper and digital,
before disposal or release for reuse; and implements this control so that media sanitization is
consistent. [Licensee/Applicant] tracks, documents, and verifies media sanitization and disposal
actions and performs [quarterly] tests on sanitized data to ensure that equipment and procedures
are functioning properly.
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Related Controls: None

C.2 Personnel Security

C.2.1 Personnel Security Policy and Procedures

Control Intent

The intent of this control is to ensure the development, documentation, and deployment of
policies and implementation of associated procedures to address requirements of personnel
security.

Licensee/Applicant Activities

[Licensee/Applicant]’s reviewing official grants unescorted access authorization to those
individuals who have access to, extensive knowledge of, or administrative control of CDAs or
communication systems that can adversely impact CDAs or SSEP functions before they gain
access to those systems, in accordance with Title 10 of the Code of Federal Regulations

(10 CFR) 73.56, “Personnel access authorization requirements for nuclear power plants.”
Related Controls: B.1.1, B.1.3

C.2.2 Personnel Termination or Transfer

Control Intent

The intent of this control is to ensure the implementation of procedures providing prompt
retrieval of credentials and authenticators and termination of all accounts and access rights when
personnel are terminated or transferred.

Licensee/Applicant Activities

[Licensee/Applicant], upon termination or transfer of an individual’s employment, follows the
access authorization program established under 10 CFR 73.56 and promptly performs the

following actions:

e disables all CDA and system access and terminates or revokes any authenticators or
credentials associated with the individual;

e conducts exit interviews;
e informs appropriate personnel of status change or termination;
e retrieves all security-related organizational property; and

e retains access to organizational information and CDAs formerly controlled by the
terminated individual.

Related Controls: B.1.1, B.1.3
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C3 System and Information Integrity

C.3.1 System and Information Integrity Policy and Procedures

Control Intent

The intent of this control is to ensure the development, documentation, and deployment of

policies and associated implementing procedures to address requirements of system and

information integrity controls.

Licensee/Applicant Activities

[Licensee/Applicant] develops, disseminates, and [annually] reviews and updates the following:
e aformal, documented system and information integrity policy that addresses purpose,

scope, roles, responsibilities, management commitment, coordination among
[Licensee/Applicant] entities, and compliance; and

e formal, documented procedures to facilitate the implementation of CDAs and an
information integrity policy and associated system and information integrity controls.

[Licensee/Applicant]’s system and information integrity procedures accomplish the following:

e detect malicious or suspicious access control or networking anomalies occurring at
established defensive level boundaries and within security levels;

e alert appropriate staff to the detected malicious or suspicious activity using a secure
communications mechanism that is protected from the network being monitored;

e isolate and contain malicious activity;

e neutralize malicious activity;

e centralize logging of cybersecurity events to support correlations;

e provide secure monitoring and management of security mechanisms;

e provide time synchronization for all security-related devices; and

e provide reasonable assurance that the physical and logical security of the monitoring

network (or systems and CDAs) matches or exceeds, and differs from, the systems and
CDAs or networks being monitored.

Related Controls: B.2.3, B.2.§8, B.3.1
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C.3.2 Flaw Remediation

Control Intent

The intent of this control is to ensure the development, documentation, and deployment of
procedures for monitoring security alerts and implementing security updates in a manner that
guarantees both effective remediation and proper SSEP functionality.

Licensee/Applicant Activities

[Licensee/Applicant] establishes, implements, and documents procedures for the following
purposes:

o identifying the security alerts and vulnerability assessment process;

e communicating vulnerability information;

e correcting the flaw expeditiously using the configuration management process;
e correcting security flaws in CDAs; and

o performing vulnerability scans and assessments of the CDA to verify that the flaw has
been eliminated before the CDA is implemented.

Before implementing corrections, [Licensee/Applicant] documents and tests software and
firmware updates related to flaw remediation to determine the effectiveness and potential side
effects on CDAs. [Licensee/Applicant] captures flaw remediation information in its corrective
action program.

Related Controls: B.5.1, B.5.5,C.3.6,C.11.2, C.13.1

C.3.3 Malicious Code Protection

Control Intent

The intent of this control is to ensure prevention, detection, and elimination of malware infection
of security boundary devices, CSs and CDAs, workstations, servers, and portable media and
mobile devices (PMMD), including along the attack pathways(s).

Licensee/Applicant Activities

[Licensee/Applicant] establishes, deploys, and documents real-time malicious code protection
mechanisms at security boundary device entry and exit points (e.g., firewalls, digital media zones,
data diodes, malware scanning stations, data transfer guards), CDAs (if applicable), workstations,
servers, and mobile computing devices (e.g., calibrators and maintenance and test equipment

laptops) on the network to detect and eradicate malicious code resulting from the following:

e data communication between systems, CDAs, removable media, portable storage devices,
or other common means; and
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e cxploitation of CDA vulnerabilities.

[Licensee/Applicant] documents and updates malicious code protection mechanisms (including
signature definitions) whenever new releases are available, in accordance with the
[Licensee/Applicant]’s configuration management policy and procedures.

[Licensee/Applicant] documents and configures malicious code protection mechanisms to ensure
the following:

e scans are performed of security boundary devices, CDAs (if applicable), workstations,
servers, and mobile computing devices weekly;

e real-time scans of files from external sources are performed and whitelisting is employed
as the files are downloaded, opened, or executed; and

e infected files are disinfected and quarantined.

[Licensee/Applicant] documents and employs malicious code protection software products from
multiple vendors as part of a defense-in-depth strategy and addresses the receipt of false positives
during malicious code detection and eradication and the resulting potential impact on the
availability of the CDA.

[Licensee/Applicant] centrally manages malicious code protection mechanisms to achieve the
following:

o CDAs prevent users from circumventing malicious code protection capabilities; and

¢ CDAs update malicious code protection mechanisms only when directed by a privileged
user.

[Licensee/Applicant] does not allow users to introduce unauthorized removable media into the
CDA:s.

[Licensee/Applicant] disables all media interfaces (e.g., USB ports) that are not required to
operate the CDA.

[Licensee/Applicant] documents and implements malicious code protection mechanisms to
identify data containing malicious code and responds accordingly when CDAs encounter data not
explicitly allowed by the security policy.

Related Controls: B.3.6, B.5.1,B.5.2,B.54,C.4.2,C.7,C.11.1,C.11.9, C.13.1

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.
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C.3.4 Monitoring Tools and Techniques
Control Intent

The intent of this control is to ensure establishment and maintenance of an adequate plantwide
cyber surveillance capability on networks, systems, and devices affecting CSs and CDAs.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for accomplishing the following:
e monitoring events on the CDAs;

e detecting cyberattacks and indicators of potential cyberattacks on CDAs and along the
attack pathways;

e detecting and blocking unauthorized local, network, and remote connections;
e retaining event logs in accordance with information retention requirements;
e identifying unauthorized use of the CDAs;

e monitoring devices that are deployed to provide visibility across CDAs for the following
capabilities:

o collecting information to detect attacks, unauthorized behavior and access, and
authorized access;

o tracking specific types of transactions of interest to [Licensee/Applicant]; and

e adjusting monitoring tools and techniques as threat agents constantly change and adapt
their tactics to circumvent defenses and countermeasures.

[Licensee/Applicant] heightens the level of monitoring activity whenever [Licensee/Applicant] or
the U.S. Nuclear Regulatory Commission (NRC) determines that there is an indication of
increased risk to the safety-related, important-to-safety, security, or emergency operations of the
site.

[Licensee/Applicant] documents, interconnects, and configures individual intrusion detection
tools into a plantwide IDS.

[Licensee/Applicant] will perform operational and functional tests on cybersecurity intrusion
detection and prevention systems, consistent with the timeframe defined in Nuclear Energy
Institute (NEI) 03-12, “Security Plan, Training and Qualification Plan, and Safeguards
Contingency Plan,” Section 20.1, for IDSs, and before being placed back in service after each
repair or inoperative state.

[Licensee/Applicant] documents and employs automated tools to support near-real-time analysis
of events.
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[Licensee/Applicant] documents and employs automated tools to integrate intrusion detection
tools into access control and flow control mechanisms for rapid response to attacks by enabling
reconfiguration of these mechanisms in support of attack isolation and elimination.

[Licensee/Applicant] monitors, logs, and documents inbound and outbound communications for
unusual or unauthorized activities or conditions. Monitoring capabilities provide real-time alerts
when indications of compromise or potential compromise occur.

[Licensee/Applicant] prevents users from circumventing intrusion detection and prevention
capabilities.

[Licensee/Applicant] notifies and documents incident response personnel of suspicious events
and takes the least disruptive actions to SSEP functions to investigate and terminate suspicious
events.

[Licensee/Applicant] documents and protects information obtained from intrusion monitoring
tools from unauthorized access, modification, and deletion.

[Licensee/Applicant] uses competent cybersecurity personnel to randomly perform functional and
operational tests and document intrusion monitoring tools.

[Licensee/Applicant] documents and makes provisions to ensure that encrypted traffic is visible
to monitoring tools.

[Licensee/Applicant] analyzes and documents outbound communications traffic at the external
boundary of CDAs (i.e., system perimeter) and at selected interior points within the CDAs’
infrastructure to discover anomalies.

[Licensee/Applicant] analyzes and documents outbound communications traffic at the external
boundary of CDAs (i.e., system perimeter) and at selected interior points within the CSs’
infrastructure to detect covert exfiltration of information.

[Licensee/Applicant] ensures and documents that the use of monitoring tools and techniques does
not adversely impact the functional performance of CDAs and that, where monitoring tools and
techniques cannot be used, adequate alternate controls are in place to compensate.

Related Controls: B.2.3,B.5.2,C.3.3,C4.3,C.6,C.7,C.8.1,C.8.4,C.8.8, C.10.10

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use wireless technologies.

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

C.3.5 Security Alerts and Advisories
Control Intent
The intent of this control is to ensure the use of credible information sources to receive prompt

information about security threats and vulnerabilities and the use of that information to take
prompt and appropriate action to mitigate any potential security effects to CDAs.
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Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e receives prompt security alerts, bulletins, advisories, and directives from credible external
organizations as designated by the NRC and the [Licensee/Applicant] on an ongoing
basis, such as third-party security alert notification services and vendor security alert lists,
and maintains a copy of these documents;

¢ independently evaluates and determines the need, severity, methods, and timeframes for
implementing security directives consistent with the security controls for the CDA

(Appendix A.3.1 of [this Plan (Appendix A)]); and

e within established timeframes set by the licensee or as directed by the NRC,
accomplishes the following:

o generates and documents internal security alerts, advisories, and directives as
necessary;

o disseminates and documents security alerts, advisories, and directives to designated
personnel for action and tracks their status and completion;

o implements and documents security directives in accordance with established
timeframes or implements an alternate security measure;

o 1implements and documents any required mitigation measures in accordance with the
[configuration management process]; and

o employs automated or other mechanisms (e.g., email lists) to make security alert and
advisory information available to [Site], as needed.

Related Controls: C.13.1
C.3.6 Security Functionality Verification
Control Intent

The intent of this control is to ensure CDAs’ security functions are in place; are working as
intended; and have not been modified, degraded, corrupted, or subverted.

Licensee/Applicant Activities
[Licensee/Applicant] verifies and documents the correct operation of security functions of CDAs.
This occurs, where possible, upon startup and restart, upon command by a user with appropriate

privilege, [weekly], and when anomalies are discovered.

When technically feasible, CDAs provide notification of failed security tests and
[Licensee/Applicant] documents these cases.

If technically feasible, CDAs provide automated support for the management of distributed
security testing, and [Licensee/Applicant] documents the results of this testing.
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[Licensee/Applicant] documents the justification for employing alternate controls when a CDA
cannot support the use of automated mechanisms for the management of distributed security
testing. Nonautomated mechanisms and procedures to test security functions include the use of
the following:

qualified individuals;

individuals determined to be trustworthy and reliable in accordance with 10 CFR 73.56;
test procedures and results;

physically restricted access to the CDA;

monitored and recorded physical access to the CDA (for prompt detection and response
to intrusions); and

auditing and validation measures (e.g., security officer rounds and periodic monitoring of
tamper seals).

Related Controls: B.5.2, C.3.5

C.3.7 Software, Firmware, and Information Integrity

Control Intent

The intent of this control is to ensure CDA software, firmware, and data are protected from
unauthorized changes.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

detecting and documenting unauthorized changes to software, firmware, and information;

employing hardware access controls (e.g., hardwired switches), where technically
feasible, to prevent unauthorized software and firmware changes;

reassessing and documenting the integrity, operation, and functions of software,
firmware, and information by performing regular integrity, operational, and functional
scans consistent with manufacturer or vendor recommendations, [quarterly] or as defined

in NEI 03-12 or as required by NRC regulation, whichever is more frequent;

employing and documenting automated tools, where technically feasible, that notify
designated individuals upon discovering discrepancies during integrity verification;

employing and documenting centrally managed integrity verification tools;

requiring the use of physical tamper-evident packaging or seals for system components;
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e implementing cryptographic mechanisms (e.g., hash algorithm, digital signatures, or
other equivalent methods) to detect unauthorized changes to software, firmware, and
information;

e requiring, when tamper-evident packaging is used, that seals be inspected on a regular
basis; and

e ensuring and documenting that the use of integrity verification applications does not
adversely impact the operational performance of the CDA and applying alternate controls
when integrity verification applications cannot be used.

Related Controls: B.3.6, B.3.9, B.3.10,B.5.4, C.11.7, C.12.2
C.3.8 [DELETED]

C.3.9 [DELETED]

C.3.10 [DELETED]

C.3.11 [DELETED]

C4 Maintenance

C.4.1 System Maintenance Policy and Procedures

Control Intent

The intent of this control is to ensure the development, documentation, and deployment of
policies and associated procedures to address the requirements of system maintenance.

Licensee/Applicant Activities
[Licensee/Applicant] developed, disseminated, and [annually] reviews and updates the following:
e aformal, documented CDA maintenance policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among [Licensee/Applicant]

entities, associated CDA maintenance controls, and compliance;

e formal, documented procedures to facilitate the implementation of the CDA maintenance
policy and associated maintenance controls; and

o the system maintenance policy and procedures that cover assets located in all security
boundaries, including the following:

o owner-controlled area: the outermost protected area boundary for a plant that is
outside the plant’s security area;

o protected area: an area within the boundaries of a nuclear facility that is encompassed

by physical barriers and to which access is controlled (see 10 CFR 73.2,
“Definitions”);
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o vital areas: areas containing any equipment, system, device, or material, the failure,
destruction, or release of which could directly or indirectly endanger public health
and safety by exposure to radiation (vital areas may also contain equipment or
systems that would be required to function to protect public health and safety
following such failure, destruction, or release) (see 10 CFR 73.2, “Definitions™); and

o public access area: locations outside the physical control of the plant.

Related Controls: C.7

C.4.2 Maintenance Tools

Control Intent

The intent of this control is to ensure that microprocessor-based tools, devices, and equipment or
computer-readable media used for CDA maintenance and support activities are not maliciously or
unintentionally used to transport malware or to launch a cyberattack.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e approving, monitoring, and documenting the use of CDA maintenance tools;

e inspecting and documenting maintenance tools (e.g., diagnostic and test equipment and
mobile devices, such as laptops) carried into a facility by maintenance personnel for
obvious improper modifications;

o checking and documenting all media and mobile devices, such as laptops, containing

diagnostic, CDA, and system and test programs or software for malicious code before the
media or mobile device is used in or on a CDA;

e controlling, preventing, and documenting the unauthorized removal of maintenance
equipment by one of the following:

o verifying that there is no [Licensee/Applicant] information contained on the
equipment and validating the integrity of the device before reintroduction into the
facility,

0 sanitizing or destroying the equipment,

o retaining the equipment within the facility, and

0 obtaining approval from an authority explicitly authorizing removal of the equipment
from the facility; and

e employing [automated or manual] mechanisms to restrict the use of maintenance tools to

authorized personnel only and employing manual mechanisms only when CDAs or
support equipment (e.g., laptops) cannot support automated mechanisms.

RG 5.71, Revision 2, Appendix C, Page C-13



Related Controls: C.3.3, C.7

C.4.3 Personnel Performing Maintenance and Testing Activities

Control Intent

The intent of this control is to ensure the documentation and monitoring of personnel given
authorization to perform CDA maintenance activities, as well as the documentation and
monitoring of escorted maintenance and service personnel activities to ensure that they take no
inappropriate or malicious actions.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e maintaining and documenting a current list of authorized maintenance personnel
consistent with its access authorization program and insider mitigation program; and

e implementing and documenting [an automated mechanism or a nonautomated
mechanism] to detect unauthorized use or execution of commands by an escorted
individual, or designating and documenting [Licensee/Applicant] personnel with required
access authorization and knowledge necessary to supervise escorted personnel interacting
with CDAs

Related Controls: B.1.1, C.3.4

CS5 Physical Protection

C.5.1 Physical Protection Policies and Procedures

Control Intent

The intent of this control is to ensure the development, documentation, and deployment of
policies and implementing procedures to address the physical protection of CDAs outside of the
protected area.

Licensee/Applicant Activities

For those CDAs located outside of the [Site]-protected area, [Licensee/Applicant] develops,
implements, and [annually] reviews and updates the following:

e a formal, documented physical protection policy that addresses the following:
o the purpose of the physical security program as it relates to protecting the CDAs;

o the scope of the physical security program as it applies to the organization’s staff and
third-party contractors; and
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o the roles, responsibilities, and management accountability structure of the physical
security program to ensure compliance with the [Licensee/Applicant] security policy
and other regulatory commitments.

e formal, documented procedures to facilitate the implementation of the physical protection
policy and associated physical protection security controls.
C.5.2 Third-Party/Escorted Access

Control Intent

The intent of this control is to ensure the strict monitoring, control, and restriction of CDA
physical access to authorized third-party personnel who have been deemed trustworthy.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e screening, enforcing, and documenting security controls for third-party personnel
(including service contractors and other organizations providing control system operation
and maintenance, development, information technology services, outsourced
applications, and network and security management) and monitoring service provider

behavior and compliance; and

e explicitly including personnel security controls in acquisition-related contract and
agreement documents.

Related Controls: B.1.3,C.4.3,C.5.9
C.5.3 Physical Protection
Control Intent

The intent of this control is to ensure implemented CS and CDA protection strategies address
physical threats to CDAs.

Licensee/Applicant Activities

[Licensee/Applicant] secures and documents physical access to CDAs. Physical security controls
(e.g., physical, locked, drivers) are employed to limit access to CDAs.

Related Controls: B.1.1, B.1.3

C.5.4 Physical Access Authorizations

Control Intent

The intent of this control is to ensure maintenance of an access authorization program.

Licensee/Applicant Activities
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[Licensee/Applicant] is responsible for the following:
e developing and maintaining access lists and issuing authorization credentials
(e.g., badges, identification cards, smart cards) to personnel with authorized access to
facilities containing CDAs and security boundary systems and removing individuals from
the access lists when access is no longer required; and
e designating officials within the organization to review and approve the above access lists
and authorization credentials, consistent with the access authorization program in
accordance with 10 CFR 73.56.
Related Controls: B.1.1, B.1.3
C.5.5 Physical Access Control

Control Intent

The intent of this control is to ensure an adversary is prevented from gaining unauthorized
physical and logical access to CDAs.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:
e controlling all physical access points (including designated entry and exit points) to
locations where CDAs reside and verifying individual access authorization before

granting access to these areas

e approving individual access privileges and enforcing physical and logical access
restrictions associated with changes to CDAs

e controlling logical access through the use of electronic devices and software
e generating, retaining, and reviewing records pertaining to access restrictions;
e cnsuring that only qualified and authorized individuals obtain access to CDAs; and

e controlling physical access to the CDAs independent of the physical access controls for
the facility.

Related Controls: B.1.1, B.1.3, B.2.1
C.5.6 Access Control for Transmission Medium
Control Intent

The intent of this control is to ensure the protection of physical access to communication
infrastructure.
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Licensee/Applicant Activities

[Licensee/Applicant] controls and documents physical access to CDA communication paths.

Related Controls: B.1.1, B.1.3
C.5.7 Access Control for Display Medium
Control Intent

The intent of this control is to ensure the prevention of the unintended and unauthorized
disclosure of sensitive information through its visual presentation on a CDA-driven display.

Licensee/Applicant Activities

[Licensee/Applicant] controls and documents physical access to CDAs that display information
that may assist an adversary and prevents unauthorized individuals from observing the display
output.

Related Controls: B.1.1, B.1.3, B.4.4

C.5.8 Monitoring Physical Access

Control Intent

The intent of this control is to ensure detection of and response to all physical access to CDAs
and security boundaries.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e monitoring and documenting physical access to CDAs and security boundaries to detect
and respond to physical security incidents;

e reviewing physical access logs;

e coordinating results of reviews and investigations with [Licensee/Applicant]’s incident
response personnel;

e monitoring real-time physical intrusion alarms and surveillance equipment;

e employing automated mechanisms to assess and recognize potential intrusions and
initiate appropriate response actions; and

e providing adequate lighting for access monitoring devices (e.g., cameras).
Related Controls: C.7, C.8.1

C.5.9 Visitor Control Access Records
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Control Intent

The intent of this control is to ensure identification, authorization, and monitoring of visitors.
Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e controlling and documenting visitor physical access to CDAs by verifying the identity
and confirming access authorization of these individuals before entry; and

e escorting visitors and monitoring visitor activity to prevent adverse impacts to SSEP
functions.

Related Controls: B.1.1, B.1.3, C.5.2
C.6 Defense-in-Depth Protective Strategy
Control Intent

The intent of this control is to ensure that the basis for the entire cybersecurity program is
adequately met by the elements of a defense-in-depth protective strategy.

Licensee/Applicant Activities

[Licensee/Applicant] employs and documents its [Site] defensive security strategy, which
includes the following elements:

e implement management, operational, and technical security controls in Appendices B
and C to detect, respond to, and recover from a cyberattack;

e implement defense-in-depth security architecture as described in Staff Regulatory
Guidance, Section C.3.2.1; and

e use multiple layers of defensive security controls placed throughout the protected
network and systems with the intent of providing overlapping defenses if a control fails
or a vulnerability is exploited. Therefore, each implemented security control can serve an
additional purpose of contributing another defensive control to the defense-in-depth
security architecture.

Related Controls: C.7
C.7  Defense-In-Depth Defensive Security Architecture
Control Intent

The intent of this control is to ensure the implementation of a defense-in-depth protective strategy
that includes defensive security architecture, establishing the core of the cybersecurity program.

Licensee/Applicant Activities
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[Licensee/Applicant] implements and documents a defensive architecture that includes the
following elements:

e identify the logical boundaries for data transfer and associated communication protocols.
The architecture defines the level of connectivity permitted between levels and individual
CDAs;

o allocate the highest degree of cybersecurity protection to CDAs that carry out safety and
security functions and protect those CDAs from attacks emanating from lower defensive
levels using a consequence-based graded approach;

o allocate CDAs that provide data acquisition functions to at least the second highest
security level of protection;

e allow only one-way data flow from the highest security level to the next lower security
level,

o identify the protective controls associated within each security level; this includes the
secure management (confidentiality, integrity, and availability) of data within a security
level,

e afford any nonsafety system that has bidirectional communication with a safety-related or
important-to-safety system with the same level of protection as the safety-related or
important-to-safety system;

e prevent remote access to CDAs located at the highest security level;
e prevent spoofing of addresses from one security level to another;

e initiate communications from digital assets at lower security levels to CDAs at higher
security levels on a “deny-all, permit-by-exception” basis, with the exceptions supported
by a complete justification and security risk analysis;

e move data, software, firmware, and devices from lower levels of security to higher levels
of security using a documented validation process or procedure that is trustworthy at or
above the trust level of the device on which the data, code, information, or device will be
installed or connected with, to ensure that the data, software, firmware, or devices are
free from known malicious code, Trojan viruses, worms, and other passive attacks; and

[Licensee/Applicant] implements and documents security boundary control devices between
higher security levels and lower security levels that include the following elements:

e physically and logically secure and harden devices to prevent unauthorized access or
manipulation;

e ensure that access to such devices is controlled and monitored in accordance with
[Licensee/Applicant] policies and procedures;
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configure devices to provide only essential capabilities necessary to perform their
functions and specifically prohibit or restrict the use of any other available functions or
features, including ports, protocols, and services;

employ secure management communications and encryption in accordance with
Appendix B;

provide logging and alert capabilities;
monitor boundary control devices for anomalous activity and inappropriate use;

ensure that personnel responsible for managing these devices subscribe to security
advisories and other relevant sources that provide up-to-date information about boundary
control device vulnerabilities, so relevant patches, updates, and protective actions can be
taken;

take measures to ensure that operational failures of boundary protection mechanisms
would not compromise the [Licensee/Applicant] defensive strategy. These measures
include, but are not limited to, implementing redundancy and failover strategies, or
backing up configuration settings for devices;

review device configurations [quarterly];

provide intrusion detection and prevention capabilities;

detect and prevent malware from moving between boundaries;

possess the ability to perform more than stateful inspection with respect to the protocols
used in communication across the boundary, such as through a bastion host or application

proxy; and

any boundary device except for data diodes contain a rule set that, at a minimum,
accomplishes the following:

o is configured to deny traffic, except that which is explicitly authorized;
o provides protocol, source, and destination filtering such as internet protocol (IP)
addresses, MAC addresses, transmission control protocol (TCP) ports, and user

datagram protocol ports (UDP);

o bases blocking on source and destination address pairs, services, and ports where the
protocol supports this;

o does not permit either incoming or outgoing traffic by default;
o is managed either through a direct connection to the firewall from a management

device, such as a laptop, or through a dedicated interface connected to a site-centric
security network;
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does not permit direct communication to the firewall from any of the managed
interfaces;

records information relative to accepted and rejected connections, traffic monitoring,
analysis, and intrusion detection;

forwards logs to a centralized logging server;

enforces destination authorization and restricts users by allowing them to reach only
the CDAs necessary for their function;

records information flow for traffic monitoring, analysis, and intrusion detection;

is deployed and maintained by authorized personnel adequately trained in the
technologies used;

documents and designs with minimal connections that permit acquisition and control
networks to be severed from corporate networks, should that decision be made, in
times of serious cybersecurity incidents or when directed by authorized personnel
who are designated to do so;

is evaluated, analyzed, and tested before deployment and routinely upon modification
of the rule set and updates to the operational software and firmware required to
operate the firewall;

ensures that changes to configuration parameters, enabled services, and rule set are in
accordance with the section for the configuration change control in this cybersecurity
plan;

receives time synchronization from a trusted and dedicated source existing on the
security network, attached directly to the CDA or through a Simple Network Time
Protocol and a trusted key management process;

synchronizes time with CDAs to provide for event correlation;

is capable of forwarding logging information in a standard format to a secure logging
server or uses an external device to provide this logging (as in the case of a data

diode);

routinely reviews logs by personnel who are appropriately trained in such analysis to
detect malicious and anomalous activity;

is tuned to detect anomalous activity and communication;
is updated [quarterly];

uses only physically and logically secured and hardened computing devices and flow
control to prevent unauthorized access or manipulation of data streams;

allows no information of any kind, including handshaking protocols, to be transferred
directly from networks, systems, or CDAs existing at a lower security level to
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networks, systems, or CDAs existing at higher security levels protected by a one-way
deterministic device; and

o employs measures to prevent viruses or other malicious or unwanted programs from
propagating information between security levels.

Related Controls: C.6

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use wireless technologies.

C.8 Incident Response
Control Intent

The intent of this control family is to ensure it enables the detection, deterrence, response to, and
recovery from a cyberattack.

Licensee/Applicant Activities

[Licensee/Applicant] establishes, implements, and documents to ensure that measures necessary
to deny, deter, and detect cyberattacks are implemented by [system, CDA, network protective
devices] and align with the [Licensee/Applicant] defensive strategy.

[Licensee/Applicant] establishes, implements, and documents security controls to deny, deter, and
detect adverse threats and conditions to CDAs that may be susceptible to cyberattacks. Security
controls counteract postulated threats. [Licensee/Applicant] establishes, implements, and
documents the methods used to respond to incidents and to escalate cybersecurity events to the
[Site/Licensee]’s incident response personnel, appropriate law enforcement authorities, or the
NRC.

The licensee’s/applicant’s corrective action program evaluates, tracks, manages, provides
corrective action to, and documents cyberattacks.

[Licensee/Applicant] procedures that govern response to cybersecurity events direct prompt
identification, detection, and response to cyberattacks. When there is a reasonable suspicion of a
cyberattack, response instructions direct notification to the [shift superintendent operations, site
security superintendent, manager of nuclear information technology, cybersecurity incident
response team] and other emergency response actions.

[Licensee/Applicant] procedures direct containment activities. These measures include, but are
not limited to, activities necessary for the following:

e assist operations in conducting an operability determination;
e isolate the affected CDA with approval by [shift superintendent operations], if possible;

e verify that surrounding or interconnected CDAs, networks, and support systems are not
contaminated, degraded, or compromised; and
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Eradication activities identify the attack and the compromised pathway. [Licensee/Applicant]
patches, cleans, reimages, or replaces the CDA using disaster recovery procedures.

Containment and eradication efforts to the extent practicable preserve attack forensic evidence,
including but not limited to: data in memory, changes to software and firmware and storage
media, and preserved network information to analyze the attack.

[Licensee/Applicant] governing procedures direct measures necessary to mitigate the
consequences of cyberattacks.

Recovery activities include, but are not limited to, functional recovery tests, security function and
requirements tests, restoration to an operational state, verification of operability, and return to
active service. Systems, networks, or equipment affected by cyberattacks are restored and
returned to operation as directed by [Licensee/Applicant] procedures. [Licensee/Applicant]
conducts post-incident analysis in accordance with its corrective action program.
[Licensee/Applicant] reports cyberattacks to the NRC as directed by [Licensee/Applicant]
procedures, in accordance with the requirements of 10 CFR 73.77, “Cyber security event
notifications” and 10 CFR 73.1200, “Notification of physical security events,” and as informed
by the guidance in RG 5.62, “Security Event Notifications, Reports, and Records.”

Related Controls: C.8.1,C.8.2,C.8.3,C.8.4,C.8.5,C.8.6,C.8.7,C.8.8

C.8.1 Incident Response Policy and Procedures

Control Intent

The intent of this control is to ensure the development, documentation, and deployment of
policies and associated implementing procedures to address requirements of incident response.

Licensee/Applicant Activities
[Licensee/Applicant] developed, disseminated, and [annually] reviews and updates the following:
o aformal, documented incident response policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among [Licensee/Applicant]

entities, and compliance;

e formal, documented procedures to facilitate the implementation of the incident response
policy and associated controls that establish procedures for the following:

o notifying staff and operators;

o determining whether unexpected indications or fault conditions could be the result of
a cyberattack in progress;

o ifthe cyberattack was the result of previous activities that have lain dormant within a

CDA, using the corrective action program to perform an analysis to identify entry
mechanisms and take steps to close down the vulnerability; and
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o establishing a disaster recovery plan that specifically permits rapid recovery from a
cyberattack, including system backups that allow rapid reconstruction of the CDA;
and

e recovery plans that are exercised to ensure that they are effective and that personnel are
sufficiently familiar with how to employ them in accordance with [disaster recovery
plans, business continuity or emergency plans] and that changes are based on lessons
learned from exercises and drills and actual incidents and events;

[Licensee/Applicant] includes stakeholders in the development of incident response policies,
procedures, and plans, including the following groups:

physical security
cybersecurity team (CST)
operations

engineering

information technology
human resources

system support vendors
management

legal

Related Controls: C.3.5,C.8, C.13.3
C.8.2 Incident Response Training
Control Intent

The intent of this control is to ensure effective training for personnel who must respond to
cybersecurity incidents.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e training personnel in their incident response roles and responsibilities with respect to the
CDAs and providing refresher training [at least annually];

e incorporating simulated events into incident response training to facilitate effective
response by personnel in crisis situations; and

¢ documenting incident response training exercises and acknowledgments that personnel
are qualified and trained.

Related Controls: C.8
C.8.3 Incident Response Testing and Drills

Control Intent
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The intent of this control is to ensure verification of the effectiveness of the incident response
capability through testing and drills.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e testing and conducting drills of the incident response capability for CDAs [at least
annually];

e using [Licensee/Applicant]-defined tests or drills or both to update the incident response
capability to maintain its effectiveness;

e documenting the results of testing and drills;
e providing incident response testing and drill procedures;

e employing automated mechanisms to thoroughly and effectively test or drill the incident
response capability; and

e performing and documenting one announced and one unannounced test and drill.
Related Controls: C.8, C.10.7
C.8.4 Incident Handling
Control Intent

The intent of this control is to ensure [Licensee/Applicant] establishes a cybersecurity incident
response team (CSIRT) that is capable of addressing cybersecurity incidents effectively.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e implementing and documenting an ongoing incident handling capability for security
incidents that includes preparation, detection and analysis, containment, eradication, and
recovery [rolled into the existing incident handling program];

e incorporating lessons learned from ongoing incident handling activities into incident
response procedures, contingency planning, training, and testing or exercises, and
implementing the resulting changes accordingly;

e forming an integrated CSIRT;

e providing the team with the technical skills and authority to effectively respond to a
potential cybersecurity event;
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e developing and documenting processes, procedures, and controls that the team will
employ upon the discovery or identification of a potential or actual cybersecurity attack;
and

e documenting and defining responses to the following:
o identification of what constitutes a cybersecurity incident;
o 1identification of threat level classification for incidents;

o description of actions to be taken for each component of the incident response and
recovery process;

o description of individual postulated classes or categories of incidents or attacks, as
analyzed during attack vector analysis, and indicators and potential or planned
methods of mitigation;

o description of defensive strategies that would assist in identifying and containing a
cyberattack;

o description of the CSIRT incident notification process;
o description of incident documentation requirements;

o establishment of coordinated and secure communication methods to be used between
local and remote CSIRT members and outside agencies; and

o description of response escalation requirements.

The [Licensee/Applicant] CSIRT consists of individuals with knowledge and experience in the
following areas:

¢ information and digital system technology—This covers the areas of cybersecurity,
software development and application, computer system administration, and computer
networking. In particular, knowledge is required of the digital systems involved in plant
operations, including digital instrumentation and control systems, and those involved in
plant business systems. In the plant operations area, this includes programmable logic
controllers, control systems, and distributed control systems. In the business area, this
includes computer systems and databases containing information used to design, operate,
and maintain CDAs. In the networking arena, knowledge is required of both plantwide
and corporatewide networks.

e nuclear facility operations, engineering, and safety—This includes knowledge of overall
facility operations and plant technical specifications. The staff representing this technical
area must be able to trace the impact of a vulnerability or series of vulnerabilities in a
CDA (or connected digital asset) outward through plant subsystems and systems so that
the overall impact on plant SSEP can be evaluated.

e physical and operational security—This includes in-depth knowledge of the plant’s

physical and operational security program. In addition to the above requirements,
specialized in-depth cybersecurity skills are required to perform the electronic validation
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testing and optional scanning activities.

e cybersecurity forensics and evidence retention—This includes knowledge of computer
forensic and evidence gathering and retention, and requirements for handling and
transmission of evidence.

e [Licensee/Applicant] may not have onsite personnel trained and experienced in all areas.
If this expertise is not available on site, corporate-level cybersecurity personnel, an
independent cybersecurity organization, or other sources of the necessary validation
expertise are considered.

In addition, individuals with the following roles join the CSIRT on an as needed basis (depending
on the incident):

site security (physical)
senior plant management
corporate public relations
corporate legal

Incident data collected include the following:

incident title

date of incident

reliability of report

type of incident (e.g., accident, virus)
entry point (e.g., Internet, wireless, modem)
perpetrator

type of system

hardware and software affected

brief description of incident

impact on organization

measures to prevent recurrence
references

Related Controls: B.2.3, B.2.11, C.8

C.8.5 Incident Monitoring

Control Intent

The intent of this control is to ensure security incidents are documented and analyzed.
Licensee/Applicant Activities

[Licensee/Applicant] tracks and documents security incidents on an ongoing basis using
automated mechanisms to assist in tracking security incidents and in collecting and analyzing

incident information.

Related Controls: C.8
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C.8.6 Incident Reporting
Control Intent

The intent of this control is to ensure cybersecurity events are reported in accordance with
regulations.

Licensee/Applicant Activities

[Licensee/Applicant] is required to comply with requirements of 10 CFR 73.77. RG 5.83, “Cyber
Security Event Notifications,” provides guidance on acceptable approaches and methodologies
for categorizing certain cybersecurity events, as well as the process for conducting notifications
and submitting written security follow-up reports to the NRC for cybersecurity event
notifications.

Related Controls: C.8

C.8.7 Incident Response Assistance

Control Intent

The intent of this control is to ensure resources for a 24/7 incident response capability are
available.

Licensee/Applicant Activities

[Licensee/Applicant] provides competent and trained incident response support personnel who
are able to respond, if not already on site, within 120 minutes. These personnel offer advice and
assistance to users of CDAs in response to the reporting of cybersecurity incidents. The support

resource is an integral part of [Licensee/Applicant]’s incident response capability.

[Licensee/Applicant] employs mechanisms to increase the availability of incident
response-related information and support.

Related Controls: C.8
C.8.8 Cybersecurity Incident Response Plan
Control Intent

The intent of this control is to ensure management support for and adequate resources to
implement an effective incident response capability.

Licensee/Applicant Activities

[Licensee/Applicant] developed, implemented and reviews [annually] an incident response plan
that accomplishes the following:

e describes the structure and organization of the cybersecurity incident response capability;

RG 5.71, Revision 2, Appendix C, Page C-28



e provides a high level approach for how the cybersecurity incident response capability fits
into the overall organization;

e defines reportable cybersecurity incidents consistent with Appendix C.8.6;

e provides metrics for measuring the cybersecurity incident response capability within the
organization;

e defines the resources and management support needed to effectively maintain and mature
an incident response capability; and

e isreviewed and approved by the cybersecurity program sponsor.
[Licensee/Applicant] distributes copies of the incident response plan to plant personnel, including
incident response personnel; reviews the incident response plan [annually]; revises the incident
response plan to address changes or problems encountered during plan implementation,
execution, or testing; communicates incident response plan changes to plant personnel, including
incident response personnel; and protects the incident response plan from unauthorized disclosure
and modification.
Related Controls: C.8
C.8.9 Cybersecurity Incident Response Drills
Novel Technology: Substitute the control from Appendix F if the licensee/applicant intends to
take credit for a cybersecurity incident response drill as an alternate to part of the triennial

baseline inspections.

C.9 Contingency Planning/Continuity of Safety, Security, and Emergency Preparedness
Functions

C.9.1 Contingency Planning Policy and Procedures
Control Intent

The intent of this control is to ensure development, documentation, and deployment of policies
and associated implementing procedures to address requirements of contingency planning.

Licensee/Applicant Activities
[Licensee/Applicant] developed, disseminated, and [annually] reviews and updates the following:
e aformal, documented contingency planning policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among [Licensee/Applicant]

entities, and compliance; and

e formal, documented procedures to facilitate the implementation of the contingency
planning policy and associated contingency planning controls.
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[Licensee/Applicant] updates contingency planning policy and procedures and, where necessary,
related policies and procedures for other programs when [Licensee/Applicant] review indicates
updates are required.

[Licensee/Applicant]’s contingency plan includes the following:

e required response to events or conditions of varying duration and severity that would
activate the recovery plan;

e procedures for operating the CDAs in manual mode with external electronic connections
severed until secure conditions can be restored;

e roles and responsibilities of responders;

e processes and procedures for the backup and secure storage of information;
e complete and up-to-date logical diagrams depicting network connectivity;
e current configuration information for components;

e personnel list (according to title or function or both) for authorized physical and
cybersecurity access to the CDA;

e communication procedure and list of personnel (according to title or function or both) to
contact in the case of an emergency; and

e documented requirements for the replacement of components.
Related Controls: B.1.3,B.2.5,B.3.22,B54
C.9.2 Contingency Plan
Control Intent

The intent of this control is to ensure contingency planning supports the capability for responding
to a contingency event and to maintain SSEP functions.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e implementing a cybersecurity contingency plan to maintain the SSEP functions by
developing and disseminating roles, responsibilities, assigned individuals with contact
information, and activities associated with determining a compromise, disruption, or
failure effects a CDAs and restoring those CDAs to normal operation;

e coordinating contingency plan development with [Licensee/Applicant] organizations

responsible for related plans (e.g., emergency plan, physical security plan) and
requirements (e.g., technical specifications);
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maintaining the necessary resources and capacity to ensure that needed information
processing, telecommunications, and environmental support exist during crisis situations;

documenting the resources needed to ensure that the capacity necessary for information
processing, telecommunications, and environmental support exists during crisis
situations; and

deploying CDAs so that, in the event of a loss of processing within a CDA or a loss of
communication with operational facilities, CDAs will execute predetermined actions
(e.g., fail safe).

Related Controls: None

C.9.3 Contingency Plan Testing

Control Intent

The intent of this control is to ensure implementation testing and drills to verify the effectiveness
of the contingency plan.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for taking the following actions:

test, exercise, and document the contingency plan [at least annually] to verify its
effectiveness and the organization’s readiness to execute this plan;

review the contingency plan test and exercise results and initiate appropriate corrective
actions;

coordinate contingency plan testing and exercises with [Licensee/Applicant] elements
responsible for related plans;

test, exercise, and document the contingency plan at emergency and backup sites to
familiarize contingency personnel with these facilities and their available resources and
to evaluate the [Site’s] capabilities to support contingency operations;

employ automated mechanisms such as modeling and simulations to thoroughly and
effectively test and exercise the contingency plan by providing a more complete coverage
of contingency issues and selecting more realistic test and exercise scenarios and
environments;

include recovery and reconstitution of CDAs as part of contingency plan testing;
establish and document alternate controls when the contingency plan cannot be tested or

exercised on production CDAs because of the potential for a significant adverse impact
on safety, security, performance, or reliability of the site or CDA; and
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e use scheduled and unscheduled system maintenance activities, including responses to
CDA component and system failures, as an opportunity to test or exercise the
contingency plan.

Related Controls: C.9.2
C.9.4 Contingency Plan Training

Control Intent

The intent of this control is to ensure implementation of an effective training plan for all
personnel with roles in the contingency plan.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e training personnel in their contingency roles and responsibilities with respect to the
CDAs and providing refresher training [at least annually] or consistent with the
[Licensee/Applicant]’s overall contingency program, whichever period is shorter;

e maintaining training procedures and documenting training records of individuals;

e including training drills to familiarize contingency personnel with the facility, CDAs, and
available resources and evaluating the site’s capabilities to support contingency
operations;

e employing automated mechanisms such as modeling and simulations to thoroughly and
effectively test and drill the contingency plan by providing more complete coverage of

contingency issues; and

e selecting realistic test and drill scenarios and environments, effectively stressing the
CDA:s.

Related Controls: C.9.2, C.10.1
C.9.5 Alternate Storage Site and Location for Backups
Control Intent

The intent of this control is to establish a secure alternate storage site and maintain the capability
for CDA restoration.

Licensee/Applicant Activities
[Licensee/Applicant] identifies and documents alternate storage locations and initiates necessary
agreements to permit the storage of CDA backup information. The frequency of CDA backups

and the transfer rate of backup information to the alternate storage locations are consistent with
[Licensee/Applicant]’s recovery time objectives and recovery plan objectives.
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[Licensee/Applicant] is responsible for taking the following actions:

identify an alternate storage location that is geographically separated from the primary
storage location so as not to be susceptible to a common hazard;

configure the alternate storage location to facilitate recovery of operation; and

identify and document potential accessibility problems to the alternate storage location in
the event of a wide area disruption or disaster and implement explicit mitigation actions.

Related Controls: C.9.2, C.9.6,C.11.1

C.9.6 CDA Backups

Control Intent

The intent of this control is to ensure procedures are established to verify the availability of all
CDA backups.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

conducting backups of user-level and system-level information;
backing up CDAs at an interval identified for the CDA or based on trigger events;
protecting backup information at the storage location;

testing and documenting backup information [on a scheduled basis] to verify media
reliability and information integrity;

using backup information in the restoration of CDA functions as part of contingency plan
testing;

protecting system backup information from unauthorized modification;
storing backup copies of the operating system and other critical CDA software in a
separate facility or in a fire-rated container that is not collocated with the operational

software; and

establishing and documenting the timeframe in which data or the CDA must be restored
and the frequency at which critical data and configurations are changing.

Related Controls: C.5.1, C.6, C.9.2

C.9.7 Recovery and Reconstitution

Control Intent
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The intent of this control is to ensure that the capability to recover and restore CDAs to a known
secure state is established.

Licensee/Applicant Activities

[Licensee/Applicant] employs mechanisms with supporting procedures that allow CDAs to be
recovered and reconstituted to a known secure state following a disruption or failure and only
when initiated by authorized personnel. [Licensee/Applicant] performs regression testing before
returning to normal operations to ensure that CDAs are performing correctly.

Related Controls: C.9.2

C.10 Awareness and Training

C.10.1 Cybersecurity Awareness and Training

Control Intent

The intent of this control is to ensure the development, documentation, and deployment of
policies and associated implementing procedures to address the requirements of a cybersecurity
training program.

Licensee/Applicant Activities

[Licensee/Applicant] establishes, implements, and documents the training requirements necessary
for [Licensee/Applicant] personnel and contractors to perform their assigned duties and
responsibilities in implementing the requirements of the program.

[Licensee/Applicant] individuals are trained to a level of cybersecurity knowledge appropriate to
their assigned responsibilities to provide reasonable assurance that these individuals are able to
perform their job functions properly.

Related Controls: C.10.2, C.10.3, C.10.4

C.10.2 Awareness Training

Control Intent

The intent of this control is to ensure appropriate cybersecurity awareness training for all
applicable personnel is defined, developed, provided, and maintained.

Licensee/Applicant Activities

[Licensee/Applicant]’s cybersecurity awareness training is designed to increase an individual’s
sensitivity to cyber threats and vulnerabilities and his or her recognition of the need to protect
data and information. Policy-level awareness training provides employees and contractors with
the ability to understand security policies so that the program is effectively implemented.
Individual users must understand their responsibility for adherence to applicable policies and
standards.

[Licensee/Applicant] establishes, implements, and documents requirements for the following:
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Training programs provide basic cybersecurity awareness training for facility personnel.
Refresher or continuous training provides updates on new threats and technology.

Cybersecurity awareness is provided by displaying posters, offering security-messaged
items, generating email advisories and notices, and displaying log-on screen messages

Training includes practical exercises to simulate actual cybersecurity incidents, recovery
plans, response plans, and adversary attacks.

[Licensee/Applicant] develops and documents the content of cybersecurity training based on the

following:
e assigned roles and responsibilities;
e specific requirements identified by the defensive strategy;
e insider threat; and
e CDAs to which personnel have authorized access

[Licensee/Applicant] establishes, implements, and documents requirements for cybersecurity
awareness training for [Licensee/Applicant] employees and contractors that addresses the
following:

the site-specific objectives, management expectations, programmatic authority, roles and
responsibilities, policies, procedures, and consequences for noncompliance with the
cybersecurity program;

general attack methodologies, including social engineering techniques and appropriate
and inappropriate cybersecurity practices;

attack indicators, such as the following:

unusually heavy network traffic

out of disk space or significantly reduced free disk space
unusually high central processing unit usage

creation of new user accounts

attempted or actual use of administrator-level accounts
locked-out accounts

account in use when the user is not at work

cleared log files

full log files with unusually large number of events
antivirus or IDS alerts

disabled antivirus software and other security controls
unexpected patch changes

machines connecting to outside IP addresses

requests for information about the system (social engineering attempts)
unexpected changes in configuration settings
unexpected system shutdown

unusual activity from control devices

loss of signal from control devices

unusual equipment in secure areas

O OO O0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0O0
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e organizational contacts that should receive reports of suspicious activity, incidents, and
violations of cybersecurity policies, procedures, or practices;

e an explanation as to why access and control methods are required;

e measures users can employ to reduce risks; and

e the impact on the organization if the control methods are not incorporated
Related Controls: C.10.3, C.10.4
C.10.3 Technical Training
Control Intent

The intent of this control is to ensure technical and cybersecurity training supports the roles and
responsibilities of all applicable personnel.

Licensee/Applicant Activities

[Licensee/Applicant] establishes, implements, and documents training programs for personnel
performing, verifying, or managing activities within the scope of the program to ensure that
suitable proficiency is achieved and maintained. [Licensee/Applicant] individuals who have
cybersecurity responsibilities related to programs, processes, and procedures, or individuals who
are involved in the design, modification, and maintenance of CDAs, will receive technical
training.

[Licensee/Applicant] establishes, implements, and documents requirements to do the following:
e provide cybersecurity-related technical training to individuals:
o before authorizing access to CDAs or performing assigned duties;
o when required by policy or procedure changes and plant modifications; and

o annually or at an interval as defined by the [Licensee/Applicant], whichever is
shorter, to mitigate risk and to ensure personnel maintain competency.

e provide cybersecurity-related technical training on applicable cybersecurity concepts and
practices to those individuals whose roles and responsibilities involve designing,
installing, operating, maintaining, or administering (e.g., serving as a system
administrator) CDAs or associated networks that addresses the following:

o knowledge of specific cybersecurity and engineering procedures, practices, and

technologies, including implementation methods and design requirements, that apply
to the assets they may encounter as part of their job; and

o general information on cyber vulnerabilities, potential consequences to CDAs and
networks of successful cyberattacks, and cybersecurity risk-reduction methods.
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[Licensee/Applicant] provides system managers, cybersecurity specialists, system owners,
network administrators, and other personnel having access to system-level software with
security-related technical training to perform their assigned duties.

Related Controls: C.10.4
C.10.4 Specialized Cybersecurity Training
Control Intent

The intent of this control is to ensure specialized cybersecurity training supports the roles and
responsibilities of personnel involved in the implementation of the cybersecurity program.

Licensee/Applicant Activities

[Licensee/Applicant] individuals who have programmatic and procedural cybersecurity authority
and require the necessary skills and knowledge to execute capabilities expected of a cybersecurity
specialist receive specialized cybersecurity training to design, execute, and manage the
cybersecurity defensive strategy effectively.

[Licensee/Applicant] establishes, implements, and documents requirements for advanced training
for individuals who are designated security experts or specialists, including the cybersecurity
specialists with roles and responsibilities for cybersecurity, incident response, and the execution

and management of defense-in-depth protective strategies. Advanced training addresses the
following:

e achievement and maintenance of the necessary up-to-date skills and knowledge in core
competencies of data security, operation system security, application security, network
security, security controls, intrusion analysis, incident management and response, digital
forensics, penetration testing, and plant system functionality and operations;

e competency in the use of tools and techniques to physically and logically harden CDAs
and networks to reduce vulnerabilities to cyberattack;

e the provision of cybersecurity guidance, assistance, and training for other staff members;
e the review of programmatic and system specific CSPs and practices;
e assessment of CDAs, networks, and assets for compliance with cybersecurity policies;

e design, acquisition, installation, operation, maintenance, or administration of security
controls.

Related Controls: C.10.3

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use artificial intelligence novel technology.
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C.10.5 Cross-Functional Cybersecurity Team
Control Intent

The intent of this control is to ensure a cross-functional CST is established to monitor, address,
and manage cybersecurity issues.

Licensee/Applicant Activities
[Licensee/Applicant] develops, implements, and documents a cross-functional CST.

[Licensee/Applicant] develops, implements, and documents a program to share expertise and
varied domain knowledge among members of the CST.

[Licensee/Applicant]’s CST includes, at a minimum, a member of the organization’s information
technology staff, an instrumentation and control system engineer, a control system operator, a

subject matter expert in cybersecurity, and a member of the management staff.

[Licensee/Applicant]’s cybersecurity subject matter experts’ skills include network architecture
and design, security processes and practices, and secure infrastructure design and operation.

[Licensee/Applicant]’s CST also includes the control system vendor or system integrator, as
needed.

[Licensee/Applicant]’s CST reports [directly to organizational structure, how and who].
Related Controls: None

C.10.6 Situation Awareness

Control Intent

The intent of this control is to ensure appropriate personnel understand plant physical processes
and how any CDA’s compromise may affect those processes.

Licensee/Applicant Activities

[Licensee/Applicant] security training describes the physical processes being controlled, as well
as the associated CDAs and security controls.

Related Controls: C.10.2, C.10.3
C.10.7 Feedback
Control Intent

The intent of this control is to ensure implementation of a feedback program to refine the
cybersecurity program and identify training gaps.

Licensee/Applicant Activities
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[Licensee/Applicant] establishes, implements, and documents a feedback process for personnel
and contractors to refine the cybersecurity program and address identified training gaps.

Related Controls: C.8.3
C.10.8 Security Training Records
Control Intent

The intent of this control is to ensure individual cybersecurity training is documented and
monitored.

Licensee/Applicant Activities

[Licensee/Applicant] documents and monitors individual cybersecurity training.
Related Controls: C.10.2, C.10.3, C.10.4

C.10.9 Contacts with Security Groups and Associations

Control Intent

The intent of this control is to ensure personnel receive and maintain the necessary technical
skills to perform their assigned roles within the licensee’s cybersecurity program.

Licensee/Applicant Activities

[Licensee/Applicant] maintains contact with selected security groups to remain informed of
newly recommended security practices, techniques, and technologies and to share current
security-related information, including threats, vulnerabilities, and incidents.

Related Controls: C.3.5, C.13.1

C.10.10 Roles and Responsibilities

Control Intent

The intent of this control is to ensure establishment of a security organization possessing the
authority, technical and operational expertise, and formal responsibility for implementing,
maintaining, and managing the licensee’s cybersecurity program.

Licensee/Applicant Activities

[Licensee/Applicant] creates, documents, and staffs the following positions (roles) with
appropriately qualified personnel:

Role: Cybersecurity Sponsor

Requirements: member of senior site management
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Responsibilities:
e has overall responsibility and accountability for the cybersecurity program; and

e provides resources required for the development, implementation, and sustenance of the
cybersecurity program.

Role: Cybersecurity Program Manager

Responsibilities:
e provides oversight of the plant cybersecurity operations;
o functions as a single point of contact for issues related to site cybersecurity
e provides oversight and direction on issues about nuclear plant cybersecurity;
e initiates and coordinates CSIRT functions as required;
e coordinates with the NRC as required during cybersecurity events;
e oversees and approves the development and implementation of a CSP;

e ensures and approves the development and operation of the cybersecurity education,
awareness, and training program; and

e oversees and approves the development and implementation of cybersecurity policies and
procedures.

Role: Cybersecurity Specialist
Responsibilities:

e protects CDAs from cyber threat;

e understands the cybersecurity implications surrounding the overall architecture of plant
networks, control systems, safety-related and important-to-safety systems, operating
systems, hardware platforms, plant-specific applications, and the services and protocols
upon which those applications rely;

e performs cybersecurity evaluations of digital plant systems;

e conducts security audits, network scans, and penetration tests against CDAs as necessary;

e conducts cybersecurity investigations involving compromise of CDAs;

e gathers, handles, and preserves evidence collected during cybersecurity investigations to
prevent loss of evidentiary value; and

e maintains expert skill and knowledge in the area of cybersecurity.
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Role: Cybersecurity Incident Response Team
Team Member Requirements:

e have knowledge of cyber forensics; and
e functions in accordance with the incident response plan.

Responsibilities:

e initiates emergency action when required to safeguard CDAs from compromise and to
assist with the eventual recovery of compromised systems;

e contains and mitigates incidents involving critical and other support systems; and
e restores compromised CDAs.

Related Controls: C.8, C.13.2

C.11  Configuration Management

C.11.1 Configuration Management

Control Intent

The intent of this control is to ensure all required configuration management security controls are
established, implemented, and documented.

Licensee/Applicant Activities

[Licensee/Applicant] establishes, implements, and documents configuration management security
controls for CDAs consistent with the process described in Appendix A.4.2.1 of [this Plan
(Appendix A)].

Related Controls: C.3.3,C.9.5,C.11.2,C.11.3,C.11.4,C.11.5,C.11.6,C.11.7,C.11.8, C.11.9
C.11.2 Configuration Management Policy and Procedures

Control Intent

The intent of this control is to ensure development, documentation, and deployment of policies
and associated implementing procedures to address the requirements of configuration
management.

Licensee/Applicant Activities

[Licensee/Applicant] develops, disseminates, and [annually] reviews and updates a formal,
documented configuration management policy and implementing procedures that address the

purpose, scope, roles, responsibilities, management commitment, [coordination among
[Licensee/Applicant] entities], associated configuration management controls, and compliance.
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[Licensee/Applicant] documents its configuration management policy as a part of the [Site]
configuration management plan and includes hardware configurations, software configurations,
and access permissions. [Licensee/Applicant] documents and assesses changes to hardware,
software, and configuration settings in accordance with these policies and implementing
procedures.

The structured configuration management process evaluates and controls changes to CDAs to
ensure that they remain secure. Before any change is implemented, [Licensee/Applicant]
confirms that new vulnerabilities are not introduced to the CDA or to CDAs that connect to, or
communicate with, the modified CDA. Approved CDA configuration changes should be
associated with the documented CDA security assessment.

[Licensee/Applicant] applies security protections throughout a CDA’s life cycle—procurement
and identification, initial assessment, deployment and operation, maintenance, and
decommissioning.

Related Controls: B.3.2, B.3.4,B.3.5, C.3.2
C.11.3 Baseline Configuration
Control Intent

The intent of this control is to ensure implementation of processes and procedures to verify,
maintain, and restore the approved configuration of all CDAs, mobile devices, and boundary
control devices.

Licensee/Applicant Activities

[Licensee/Applicant] develops, documents, and maintains a current baseline configuration of
CDAs, mobile devices, and boundary devices and their connections, including the interface
characteristics, security requirements, and the nature of the information communicated. As a part
of the configuration management process, [Licensee/Applicant] employs [manual/automated]
mechanisms to maintain an up-to-date, complete, accurate, and readily available baseline
configuration of each CDA.

[Licensee/Applicant] documents the up-to-date baseline configurations and audits them
[quarterly]. Baseline configurations include, but are not limited to, a current list of all components
(e.g., hardware, software), configuration of peripherals, version releases of current software, and
switch settings of machine components. For each CDA, mobile device, and boundary device,
[Licensee/Applicant] maintains a log of configuration changes made, the name of the person who
implemented the change, the date of the change, the purpose of the change, and any observations
made during the course of the change following the [Licensee/Applicant] change control process.

[Licensee/Applicant] documents and maintains baseline configurations for development and test
environments that are managed separately from the operational or production baseline
configuration.

[Licensee/Applicant] employs a “deny-all, permit-by-exception” authorization policy to identify
and authorize software permitted on [Licensee/Applicant] CDAs, mobile devices, and boundary
control devices (i.e., whitelists of authorized software). After authorized changes are

implemented, [Licensee/Applicant] verifies that security features still function properly and that
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adequate cybersecurity levels are maintained.
Individuals authorized to modify CDA, mobile device, and boundary control device
configurations are properly trained and qualified to perform the modifications.
[Licensee/Applicant] defines the minimum physical and logical access for the modifications.
Additionally, [Licensee/Applicant] employs electronic means to monitor CDA access to ensure
that only authorized systems and services are used. Furthermore, [Licensee/Applicant] documents
the justification for the use of alternate controls for instances in which monitoring cannot be done
electronically, including the following:

e physically restricting access;

e monitoring and recording physical access to enable prompt detection and response to
intrusions;

e cmploying auditing and validation measures (e.g., security officer rounds, periodic
monitoring of tamper seals);

e ensuring authorized individuals are trustworthy and reliable, in accordance with
10 CFR 73.56;

e ensuring that authorized individuals are operating under established work management
controls; and

e conducting post maintenance testing to validate that changes are implemented correctly.

[Licensee/Applicant] reviews log records [no less frequently than once a quarter| in compliance
with the physical security plan.

Related Controls: B.5.1, B.5.4, B.5.5, C.5.1, C.11.7
C.11.4 Configuration Change Control
Control Intent
The intent of this control is to ensure all changes to CDAs are documented and authorized.
Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:
e authorizing and documenting configuration change decisions associated with CDAs
e retaining and reviewing records of CDA configuration changes and audit activities
associated with CDA configuration changes and employing [manual/automated]
mechanisms to accomplish the following:

o document changes to CDAs;

o notify designated approval authorities; and
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o prohibit implementation of changes until designated approvals are received and
documented.

Related Controls: C.11.3
C.11.5 Security Impact Analysis of Changes and Environment
Control Intent

The intent of this control is to ensure an impact analysis is conducted, before making any
changes, to identify potential impairments to the security of the CDA.

Licensee/Applicant Activities

The [Licensee/Applicant]’s CST performs a security impact assessment before making changes to
CDAs consistent with Appendix A.4.2.2 of [this Plan (Appendix A)] to manage the cyber risk
resulting from the changes. The CST evaluates, documents, and incorporates into the security
impact analysis any identified safety and security interdependencies.

The [Licensee/Applicant] performs and documents the security impact assessment that is
commensurate with the complexity of the change as part of the change approval process.

Related Controls: C.11.1,C.11.4

C.11.6 Access Restrictions for Change

Control Intent

The intent of this control is to ensure physical and logical access to implement changes to CDAs
is restricted to authorized personnel only. This control also intends to ensure all changes for
auditing are recorded and tested and that change records are periodically reviewed to detect
unauthorized modifications.

Licensee/Applicant Activities

[Licensee/Applicant] defines, documents, approves, and enforces physical and logical access
restrictions associated with changes to CDAs.

[Licensee/Applicant] generates, retains, and audits the record of these changes [quarterly] as well
as when there are indications that unauthorized changes may have occurred.

[Licensee/Applicant] implements its configuration management program to address discovered
deviations.

[Licensee/Applicant] employs automated mechanisms to detect unauthorized changes, to enforce
access restrictions, and to support subsequent audits of enforcement actions.

[Licensee/Applicant] documents the justification and details for alternate security controls when a

CDA cannot support the use of automated mechanisms to enforce access restrictions and to
support subsequent audits of enforcement actions, including all of the following:
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e physically restricting access;

e monitoring and recording physical access to enable prompt detection and response to
intrusions;

e employing auditing and validation measures (e.g., security officer rounds, periodic
monitoring of tamper seals);

e cnsuring authorized individuals are trustworthy and reliable in accordance with
10 CFR 73.56;

e ensuring that authorized individuals are operating under established work management
controls; and

e conducting post maintenance testing to validate that changes are implemented correctly.
Related Controls: B.2.1, C.11.1,C.11.4
C.11.7 Configuration Settings
Control Intent
The intent of this control is to ensure the establishment and documentation of configuration
settings for a CDA with the most restrictive mode necessary to perform its functions, based on the
CDA’s operating requirements.
Licensee/Applicant Activities
[Licensee/Applicant] applies configuration settings for CDAs by (1) documenting the most
restrictive mode, (2) evaluating operational requirements, and (3) enforcing and documenting the

most restrictive operational configuration settings based upon explicit operational requirements.
This is achieved by the following:

e establishing and documenting configuration settings for CDAs that reflect the most
restrictive mode (e.g., disable unused ports and wireless communications, software
controlled operational modes, basic input-output system settings);

e documenting hardware configuration settings pertaining to operational functionality
(e.g., switches, jumpers, shunts);

e documenting and approving any deviations from the most restrictive mode configuration
settings for individual components within CDAs based upon explicit operational
requirements;

e enforcing the configuration settings in CDAs and monitoring and controlling changes to

the configuration settings in accordance with [Licensee/Applicant] policies and
procedures;
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e documenting and employing automated mechanisms to [centrally] manage, apply, and
verify configuration settings;

e documenting and employing [automated/manual mechanisms] to respond to unauthorized
changes to [Licensee/Applicant]-defined configuration settings; and

e documenting the justification for alternate security controls when a CDA cannot support
the use of automated mechanisms to [centrally] manage, apply, and verify configuration
settings, including all of the following:

o physically restricting access;

o monitoring and recording physical access to enable prompt detection and response to
intrusions;

o employing auditing and validation measures (e.g., security officer rounds, periodic
monitoring of tamper seals);

o ensuring authorized individuals are trustworthy and reliable in accordance with
10 CFR 73.56;

o ensuring that authorized individuals are operating under established work
management controls; and

o conducting post maintenance testing to validate that changes are implemented
correctly.

Related Controls: B.2.1, C.11.3,C.11.4

C.11.8 Least Functionality

Control Intent

The intent of this control is to ensure CDAs have no unnecessary applications, functions, utilities,
services, communication capabilities, interfaces, or peripherals beyond those needed for SSEP
functions.

Licensee/Applicant Activities

[Licensee/Applicant] configures and documents CDA configuration settings to provide only
essential capabilities and specifically prohibits, protects, and restricts the use of insecure
functions, ports, protocols, and services. [Licensee/Applicant] reviews CDAs [monthly] to
identify and disable unnecessary or nonsecure functions, ports, protocols, and services.
[Licensee/Applicant] documents and employs automated mechanisms to prevent unauthorized

program execution. [Licensee/Applicant] uses [whitelists, blacklists, graylists] application control
technologies.
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C.11.9 Component Inventory
Control Intent

The intent of this control is to ensure that an up-to-date inventory for CDAs and their constituent
parts is developed, documented, and maintained.

Licensee/Applicant Activities

[Licensee/Applicant] develops, documents, and maintains an inventory of the components of
CDAs that has the following attributes:

e accurately reflects the current system configuration;

o ensures that the location (logical and physical) of each component is consistent with the
authorized boundary of the CDA;

e provides the proper level of granularity deemed necessary for tracking and reporting and
for effective property accountability;

e updates the inventory of system components as an integral part of component
installations and system updates;

e employs automated mechanisms to maintain an up-to-date, complete, accurate, and
readily available inventory of system components;

e employs automated mechanisms to detect the presence or addition of unauthorized
hardware, software, and firmware components or devices and disables access by such
components or devices (i.e., disables network access, isolates the component) or notifies
designated [Licensee/Applicant] officials; and

e documents the [names or roles] of the individuals responsible for administering those
components.

Related Controls: B.5.4, C.11.3

MANAGEMENT CONTROLS

C.12 System and Service Acquisition

C.12.1 System and Services Acquisition Policy and Procedures

Control Intent

The intent of this control is to ensure the development, documentation, and deployment of formal
policies and procedures to address requirements for the acquisition of systems, devices, and

services. Licensees develop and implement formal procedures to facilitate the implementation of
policies associated with system and service acquisition.
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Licensee/Applicant Activities

[Licensee/Applicant] develops, disseminates, and [annually] reviews and updates a formal,
documented system and services acquisition policy that addresses purpose, scope, roles,
responsibilities, management commitment, [coordination among [Licensee/Applicant] entities],
associated system and service acquisition controls, and compliance.

[Licensee/Applicant] develops, disseminates, and [annually] reviews and updates formal,
documented procedures to facilitate the implementation of the system and services acquisition
policy and associated system and services acquisition controls.

Related Controls: B.3.24

C.12.2 Supply Chain Protection

Control Intent

The intent of this control is to ensure that items and services obtained from the supply chain are
procured from trusted sources and have traceability through use of a trusted distribution path.

Licensee/Applicant Activities

[Licensee/Applicant] protects against supply chain threats and vulnerability by employing the
following measures to maintain the integrity of existing and future CDAs:

e cstablishing trusted distribution paths;
e validating vendors;

e requiring tamper-proof products, tamper-evident seals, or integrity checking mechanisms
on acquired products;

o verifying and documenting controls placed on CDAs/CSs and future CDA/CSs by the
vendor, in compliance with C.12.5 and C.12.6, to ensure controls are in place and
effective before the CDA/CS is placed into production; and

e testing and documenting custom software to ensure it is free of malicious, hidden, and/or
unauthorized code before being placed into production.

[Licensee/Applicant] conducts an analysis for each product acquisition to determine that the
product provides the security requirements necessary to address the security controls in
Appendices B and C.

[Licensee/Applicant] uses heterogeneity to mitigate vulnerabilities associated with the use of a
single vendor’s product.

Related Controls: B.3.24, C.12.3, C.12.5, C.12.6

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.
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C.12.3 Trustworthiness

Control Intent

The intent of this control is to ensure that commercial off-the-shelf or custom software is free
from known cybersecurity vulnerabilities, as well as unauthorized and undocumented
functionality and features.

Licensee/Applicant Activities

[Licensee/Applicant] requires that software developers employ software quality and validation
methods to minimize flawed or malformed software.

[Licensee/Applicant] establishes, implements, and documents requirements that all tools used to
perform cybersecurity tasks or SSEP functions undergo a commercial qualification process
similar to that for software engineering tools that are used to develop digital instrumentation and
control systems.

Related Controls: C.12.2, C.12.5

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

C.12.4 Integration of Security Capabilities

Control Intent

The intent of this control is to ensure that guidelines for the integration of security capabilities
into organizational acquisitions are established and maintained throughout the life cycle of the
CDA/CS, commercial off-the-shelf, or custom software.

Licensee/Applicant Activities

[Licensee/Applicant] documents and implements a program to ensure that new acquisitions
contain security design information, capabilities, or both to implement security controls in
Appendix B. Such security capabilities include the following:

e being cognizant of evolving cybersecurity threats and vulnerabilities;

e being cognizant of advancements in cybersecurity protective strategies and security
controls;

e promptly conducting analyses by identifying, evaluating, and documenting the effects
that each advancement could have on the security, safety-related , important-to-safety,
and operation of critical assets, systems, existing and future CDAs, and networks
implementing these advancements; and

e replacing legacy systems as they reach the end of life with systems that incorporate
security capabilities.
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[Licensee/Applicant] establishes timeframes to minimize the time it takes to deploy new and
more effective protective strategies and security controls.

Related Controls: C.12.2, C.12.5

C.12.5 Developer Security Testing and Evaluation

Control Intent

The intent of this control is to ensure that licensees establish procurement language that requires
system developers and integrators of software-based CDAs (either already acquired, or to be
acquired in the future) to have an effective and properly managed software assurance program.
Licensee/Applicant Activities

[Licensee/Applicant] documents and requires that system developers and integrators of acquired

future CDAs and CDAs create, implement, and document a security assessment plan to ensure
that the acquired products meet all specified security requirements including the following:

e the products are free from known, testable vulnerabilities and malicious code, and

e the developers’ cybersecurity program maintains the integrity of the acquired system
until the product is delivered to the [Licensee/Applicant] by implementing equivalent
security controls as described in RG 5.71 to prevent tampering and to provide reasonable
assurance that the integrity of the developed CDA or future CDA is maintained until
delivered to the licensee.

[Licensee/Applicant] requires the developer to ensure and document that security requirements
are verified and validated and that security controls implemented in the product and used to meet
the requirements of this plan are tested to demonstrate that they are effective, in accordance with
Appendix A.4.1.2 of [this Plan (Appendix A)].

[Licensee/Applicant] requires the developer to perform and document attack surface reviews to
analyze the design and implementation changes to systems and mitigate attack vectors generated
as a result of those changes.

Related Controls: C.12.2, C.12.3

C.12.6 Licensee/Applicant Testing

Control Intent

The intent of this control is to ensure that CDAs and future CDAs are tested for vulnerabilities
and effective security controls before introduction into a production environment or network, and
throughout the CDAs’ life cycle.

Licensee/Applicant Activities

[Licensee/Applicant] verifies and validates that the results of the developer’s security testing and
evaluation are conducted in accordance with C.12.5 above.
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[Licensee/Applicant] is responsible for the following:

e testing CDA (e.g., offline on a comparable CDA) security devices, security controls, and
software to ensure that they do not compromise the CDA or the operation of an
interconnected CDA operation before installation;

e deploying security controls and flaw remediation measures based on reliable and credible
sources of risk information;

e testing to ensure that CDAs and future CDAs do not provide a pathway to compromise
the CDA or other CDAs;

e implementing the security controls in Appendices B and C in accordance with the process
described in Appendix A.3.1.6 of [this Plan (Appendix A)];

e testing the security controls for effectiveness, as described in Appendix A.4.1.2 of [this
Plan (Appendix A)]; performing vulnerability scans, in accordance with
Appendix A.4.1.3 of [this Plan (Appendix A)] and C.13.1 of this plan, against the CDA
or future CDA in its integrated state; and providing for the correction, elimination, or
discussion of discovered vulnerabilities;

o installing and testing the CDA or future CDA in the target environment;

e conducting attack surface reviews to analyze the design and implementation changes to
systems and mitigate attack vectors generated as a result of those changes; and

e conducting an acceptance review and test of the CDA or future CDA security features.
[Licensee/Applicant] documents the following:
e Security controls are implemented in accordance with Appendix B.

o The effectiveness of the security controls implemented in accordance with Appendix C is
verified.

e Security design features are developed to address the identified security requirements for
CDAs or future CDAs (if any), in addition to the security controls implemented in
accordance with Appendix B to RG 5.7.1. For each security feature or configuration to be
implemented, the documentation describes the feature, its method of implementation, and
any configurable options associated with the feature. Each security feature designed into
the system is traceable to its corresponding security requirement.

e Attack surface reviews and mitigations to address attack vectors generated as a result of
design and implementation changes are documented.

The security reviews of the implemented design by the cybersecurity organization responsible for
the protection of the critical assets/systems/networks are documented. The review ensures that the
security design configuration item transformations from the requirements implemented are
correct, accurate, and complete.
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[Licensee/Applicant] requires [annual] audits of CDAs and future CDAs to verify the following:

e Security controls present during testing remain in place and are functioning correctly in
the production system.

e CDAs and future CDAs are free from known vulnerabilities and security compromises
and continue to provide information on the nature and extent of compromises, should
they occur.

e The change management [process/program] is functioning effectively and is recording
configuration changes appropriately.

Related Controls: C.12.2, C.12.3
C.12.7 Onsite Tamper Resistance and Detection Program
Control Intent

The intent of this control is to ensure that the secure chain of custody and control of CDAs or
future CDAs acquired by the licensee is maintained throughout the system development life
cycle.

Licensee/Applicant Activities

[Licensee/Applicant] may use vendor-testing programs to meet the malware detection
requirements of RG 5.71, Appendix C, Section 12.3. However, the licensee must demonstrate that
it has maintained custody and control of the devices and software from the time at which they
were taken from the vendor through the time at which they were installed in the plant.

[Licensee/Applicant] receipt processes ensure that devices or software were procured, expected to
arrive, and received with normal vendor shipping packaging, such as shrink-wrap, serialized
tamper seals, or other recognizable packaging and markings, in place.

[Licensee/Applicant] maintains control of the CDA/CS or software package and places it into a
segregated area with access controls in place. If this area is located outside of the PA, then at a
minimum it meets the requirements of RG 5.71, Appendix C Section 5.5, “Physical Access
Control.” This process ensures that only authorized individuals have physical access to the
materials while they are stored before installation. Software integrity should be verified before
use in accordance with C.3.7 (e.g., using checksum, digital signatures, and/or software integrity
checking software).

Related Controls C.12.2, C.12.3, C.12.5
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C.13  Security Assessment and Risk Management

C.13.1 Threat and Vulnerability Management

Control Intent

The intent of this control is to ensure the technical and operational elements of the licensee’s
defensive strategy are sufficiently protected against known threats, vulnerabilities, and attack
methods.

Licensee/Applicant Activities

[Licensee/Applicant] does the following:

e perform assessments and scans for vulnerabilities in CDAs [no less frequently than once
a quarter] and at random intervals in accordance with Appendix A.4.1.3 of [this Plan
(Appendix A)] and when new potential CDA vulnerabilities are reported or identified;

e cmploy vulnerability scanning tools and techniques that promote interoperability among
tools and automating parts of the vulnerability management process by accomplishing the
following:

o enumerating platforms, software flaws, and improper configurations
o formatting and making transparent checklists and test procedures
o measuring vulnerability impacts

e analyze vulnerability scan reports and remediate vulnerabilities within a time period that
will provide reasonable assurance that CDAs are protected from cyberattacks up to and
including the DBT;

e climinate similar vulnerabilities in other CDAs;

e employ vulnerability scanning mechanisms that include the capability to update the list of
known vulnerabilities;

e update the list of vulnerabilities associated with the CDA scanned [monthly] and when
new vulnerabilities are identified and reported;

e employ vulnerability scanning procedures that maximize the breadth and depth of
coverage (i.e., CDA components scanned, and vulnerabilities checked);

e discern and document what information associated with the CDA is discoverable by
adversaries;

e perform security testing to determine the level of difficulty in circumventing the security
controls of the CDA, using methods such as [penetration testing, malicious user testing,

and independent verification and validation];

¢ include privileged access authorization to CDAs for selected vulnerability scanning
activities to facilitate more thorough scanning;
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e cemploy automated mechanisms to compare the results of vulnerability scans over time to
determine trends in CDA vulnerabilities and mitigation/flaw remediation activities;

e employ automated mechanisms to detect and notify authorized personnel of the presence
of unauthorized software on CDAs;

e cnsure that SSEP functions are not adversely impacted by the scanning process. Where
this may occur, CDAs are removed from service or replicated (to the extent feasible)
before scanning is conducted, or scanning is scheduled to occur during planned CDA
outages whenever possible. Where [Licensee/Applicant] cannot conduct vulnerability
scanning on a production CDA because of the potential for an adverse impact on SSEP
functions, alternate controls (e.g., providing a replicated system or CDA to conduct
scanning) are employed.

The [Licensee/Applicant] reviews historic audit logs to determine whether a vulnerability
identified in the CDA has been previously exploited.

Related Controls: C.3.2, C.8, C.9.3,C.13.2

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.

C.13.2 Risk Mitigation
Control Intent

The intent of this control is to ensure a CSP has been implemented and its protective measures are
in place, operating as intended, and producing desired outcomes.

Licensee/Applicant Activities
Protection and mitigation of risk are achieved by implementing

(1) the defense-in-depth protective strategies discussed in Staff Regulatory Guidance,
Section C.3.2,

(2) the security controls described in Appendices B and C,

(3) digital equipment and software cyberattack detection, prevention, and recovery techniques
and tools for the systems, structures, and components within the scope of the rule, and

(4) Appendix A.4 of [this Plan (Appendix A)]. [Licensee/Applicant] has the detailed information
on how these requirements are implemented to achieve the reasonable assurance objectives of
security controls specified in this plan. The detailed information is available for NRC inspections
and audits.

Related Controls: C.3.2, C.7, C.13.1

Novel Technology: Substitute the alternate version of this control from Appendix D if the
licensee/applicant intends to use cloud technologies.
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C.13.3 Corrective Action Program

Control Intent

The intent of this control is to ensure cybersecurity issues and deficiencies, particularly those
identified as the result of a cybersecurity inspection or incident, are documented, addressed,
managed, and promptly and appropriately corrected.

Licensee/Applicant Activities

[Licensee/Applicant] established, implemented, and documented the criteria consistent with

RG 5.71 for adverse conditions and the requirements for corrective action. The adverse impact
resulting from a cybersecurity incident is evaluated, tracked, and adjusted in accordance with the

[Licensee/Applicant] corrective action program and in a manner consistent with RG 5.71.

Related Controls: C.3.2, C.8.C.9.3,C.13.1,C.13.2
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APPENDIX D

EMERGENT AND NOVEL USES OF TECHNOLOGIES

This regulatory guide (RG) describes novel technologies and operating models that are currently
under discussion for use in operating reactors and anticipated for use in small modular reactors
(SMRs), advanced reactors, and microreactors. This appendix provides additional context and
considerations relevant to the cybersecurity programs for these emerging technologies and
models.

D.1 WIRELESS
D.1.1 Historical Context

Cybersecurity plans (CSPs) approved by the U.S. Nuclear Regulatory Commission (NRC) in
2010 explicitly prohibited the use of wireless technologies for critical digital assets (CDAs)
associated with safety-related (SR) and important-to-safety (ITS) functions. The objective of this
restriction was in part to ensure that this technology was not used for command and control of
these CDAs by eliminating attack vectors using a wireless pathway. The approval of periodic
scans for wireless described in Appendix B.1.17 was intended, in part, to verify that there was no
wireless communication with SR and ITS CDAs (i.e., that the prohibition was still in place). The
CSPs approved in 2010 did not specifically prohibit the use of wireless technology for other
classes of CDA (emergency preparedness, security and balance of plant), but the licensee was
required to ensure that all CDAs and network infrastructure were adequately protected from cyber
threats, including the new cyber threats introduced by the use of wireless technologies.

With the rapid development of technology, the nuclear industry has begun adapting wireless
technologies to increase the efficiency and effectiveness of plant operations. For example, the
industry is currently using devices that use wireless technologies to monitor the parameters and
performance of equipment that perform non-safety-related (NSR) functions. Allowing wireless
monitoring for SR and ITS CDAs could add a new pathway for attack and would require
licensees to mitigate the risk associated with the new attack vectors introduced. Specifically, the
use of wireless technology for CDAs associated with SR and ITS functions could make it
possible to bypass data diodes from external networks (such as business networks) or other digital
devices. This could invalidate the fundamental principle behind the structure of the
NRC-approved CSPs and guidance documents. To ensure there is no bypass, continuous
monitoring of all wireless communication with SR and ITS CDAs should be implemented,
similar to the monitoring protections required for wired communication.

Licensees may use the new wireless capability solely for monitoring purposes. However, an
analysis of the impact of using wireless technologies for monitoring SR and ITS should be
performed. The prohibition on using wireless technologies for command and control of CDAs
that perform SR and ITS functions remains in place. An attacker’s motivation will be different
from those of licensees, and an attacker could use the new attack vectors created by wireless
monitoring to distort communications, deny visibility, disclose communication data, or deceive
personnel reviewing communications. Attackers frequently exploit the misuse of a process,
procedure, or protocol to carry out attacks. It is essential that the misuse of wireless online
monitoring technologies not allow attackers to manage or influence operator actions associated
with SR or ITS systems. Licensees will need to mitigate all risks related to attack vectors that did
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not exist when wireless pathways were prohibited.

Just as earlier versions of RG 5.71 contained specific controls and sections of controls for
mitigating attack vectors for physical access, portable media and mobile devices (PMMD), wired
communication, and supply chain, existing controls will be updated and new controls will be
added for expanded use of wireless technologies to SR and ITS CDAs for online monitoring in
this revision of RG 5.71. The updated/new security controls are to mitigate the new threats by
expanding use of wireless at the NPP and to maintain the current level of security of the CSP
implementations.

D.1.2 Summary of Changes

To facilitate the secure use of wireless technology for online monitoring, the following changes
have been introduced. Appendices B and C contain the actual text of the controls.

D.1.3 Definitions

The existing definitions are sufficient; no new terminology on wireless technology is needed.
D.1.4 Analysis

Applicants and licensees can leverage wireless spectrum and safety analyses when selecting
security controls to achieve reasonable assurance of adequate security protection for wireless
monitoring. The NRC published the Technical Letter Report (TLR)-RES-DE-2024-005 (Ref. 40)
(Ref. 57), “Analyzing the Impact of Using Wireless Technologies for Monitoring Safety-Related
Critical Digital Assets” which details potential vulnerabilities and risks that should be addressed
when introducing wireless technologies for the monitoring of SR or ITS systems.

D.1.5 Controls

D.1.5.1 Wireless Access Restrictions (B.1.17)

Reason for Change

This change is being made to support wireless monitoring of data from CDAs associated with SR
and ITS functions, to clarify the evidence supporting adequate monitoring (in terms of both
periodicity and coverage) of wireless technologies, and to prevent SR and ITS CDAs from using
wireless technologies to communicate or for command and control.

Control Intent

The intent of this control is to ensure the implementation of adequate protections and procedures
to minimize the cyber risk associated with the use of wireless technologies.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e only allowing wireless access through a boundary security control device and treating
wireless connections as being outside of the security boundary;
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e prohibiting the use of wireless operation of CDAs associated with SR and ITS functions.
Wireless monitoring of CDAs associated with SR & ITS functions may be permitted with
the following mitigations -

o continuous monitoring for unauthorized connections to an access point;

o segregate the wireless SR and ITS monitoring system from other wireless
communication data flow (e.g., business or EP system) in the facility (e.g., this
information may be pushed via wired connection to a SIEM on a lower security

level);

o enforcement and verification that only authorized personnel can make authorized
online monitoring changes; and

o utilize tools (e.g, heat maps) for documenting monitored wireless access for CDAs to
verify the periodicity and coverage of the monitored CDAs’ wireless communication
pathways.

e disabling wireless capabilities when not used;

e establishing usage restrictions, configuration and connection requirements, and
implementation guidance for wireless technologies;

e documenting, justifying, authorizing, monitoring, and controlling wireless access to
CDAs and ensuring that the wireless access restrictions are consistent with
defense-in-depth protective strategies, as articulated in Section C.3.2; and

e conducting scans (no less frequently than once every week) or employing a wireless
intrusion detection system (WIDS) for unauthorized wireless access points and disabling
access points if unauthorized access points are discovered.

Related Controls:, C.3.4, C.7, C.11.5
D.1.5.2 Monitoring Tools and Techniques (C.3.4)

Reason for Change

This change is being made to align the guidance with changes addressing the expanded use of
wireless technology; see Appendix B.1.17.

Control Intent

The intent of this control is to ensure the establishment and maintenance of an adequate plantwide
cyber surveillance capability on networks, systems, and devices affecting critical systems (CSs)
and CDAs.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for accomplishing the following:
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monitor events on the CDAs;

detect cyberattacks and indicators of potential cyberattacks on CDAs and along the attack
pathways(s);

detect and block unauthorized local, network, and remote connections;
retain event logs in accordance with information retention requirements;
identify unauthorized use of the CDAs;

monitor devices that are deployed to provide visibility across CDAs for the following
capabilities:

o collect information to detect attacks, unauthorized behavior and access, and
authorized access.

o track specific types of transactions of interest to [Licensee/Applicant].

adjust monitoring tools and techniques as threat agents constantly change and adapt their
tactics to circumvent defenses and countermeasures

employ a WIDS to identify wireless link parameter attacks and rogue wireless devices,
and to detect potential compromises or breaches to the system

employ an IDS to monitor wireless communications traffic as the traffic passes from
wireless to wireline networks

[Licensee/Applicant] heightens the level of monitoring activity whenever [Licensee/Applicant] or
the NRC determines that there is an indication of increased risk to the SR, ITS, security, or
emergency preparedness functions of the site.

[Licensee/Applicant] employs a WIDS to identify wireless link parameter attacks and rogue
wireless devices, and to detect potential compromises or breaches to the system

[Licensee/Applicant] employs an IDS to monitor wireless communications traffic as the traffic
passes from wireless to wireline networks

[Licensee/Applicant] documents, interconnects, and configures individual intrusion detection
tools into a plantwide IDS.

[Licensee/Applicant] will perform operational and functional tests of cybersecurity intrusion
detection and prevention systems, consistent with the timeframe defined in Nuclear Energy
Institute (NEI) 03-12, “Security Plan, Training and Qualification Plan, and Safeguards
Contingency Plan,” Section 20.1, for IDSs and before being placed back in service after each
repair or inoperative state.

[Licensee/Applicant] documents and employs automated tools to support near-real-time analysis
of events.
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[Licensee/Applicant] documents and employs automated tools to integrate intrusion detection
tools into access control and flow control mechanisms for rapid response to attacks by enabling
reconfiguration of these mechanisms in support of attack isolation and elimination.

[Licensee/Applicant] monitors, logs, and documents inbound and outbound communications for
unusual or unauthorized activities or conditions. Monitoring capabilities provide real-time alerts

when indications of compromise or potential compromise occur.

[Licensee/Applicant] prevents users from circumventing intrusion detection and prevention
capabilities.

[Licensee/Applicant] notifies and documents incident response personnel of suspicious events
and takes the least disruptive actions to SSEP functions to investigate and terminate suspicious

events.

[Licensee/Applicant] documents and protects information obtained from intrusion monitoring
tools from unauthorized access, modification, and deletion.

[Licensee/Applicant] uses competent cybersecurity personnel to randomly perform functional and
operational tests and document intrusion monitoring tools.

[Licensee/Applicant] documents and makes provisions to ensure that encrypted traffic is visible
to monitoring tools.

[Licensee/Applicant] analyzes and documents outbound communications traffic at the external
boundary of CDAs (i.e., system perimeter) and at selected interior points within the CDAs’
infrastructure to discover anomalies.

[Licensee/Applicant] analyzes and documents outbound communications traffic at the external
boundary of CDAs (i.e., system perimeter) and at selected interior points within the CSs’
infrastructure to detect covert exfiltration of information.

[Licensee/Applicant] ensures and documents that the use of monitoring tools and techniques does
not adversely impact the functional performance of CDAs and that, where monitoring tools and
techniques cannot be used, adequate alternate controls are in place to compensate.

Related Controls: B.1.17

D.1.5.3 Defense-in-Depth Defensive Security Architecture (C.7)

Reason for Change

This change is being made to align the guidance with changes addressing the expanded use of
wireless technology; see Appendix B.1.17.

Control Intent

The intent of this control is to ensure the implementation of a defense-in-depth protective strategy
that includes a defensive security architecture, establishing the core of the cybersecurity program.
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Licensee/Applicant Activities

[Licensee/Applicant] implements and documents a defensive architecture that accomplishes the
following:

o Identify the logical boundaries for data transfer and associated communication protocols.
The architecture defines the level of connectivity permitted between levels and individual
CDA:s.

e Allocate the highest degree of cybersecurity protection to CDAs that carry out safety and
security functions and protect those CDAs from attacks emanating from lower defensive
levels using a consequence-based graded approach.

e Allocate CDAs that provide data acquisition functions to at least the second-highest
security level of protection.

e Allow only one-way data flow from the highest security level to the next lower security
level.

e Identify the protective controls associated within each security level; this includes the
secure management (confidentiality, integrity, and availability) of data within a security
level.

e Afford any non-safety system that has bidirectional communication with a safety-related
or important-to-safety system with the same level of protection as the safety-related or
important-to-safety system.

e Prevent remote access to CDAs located at the highest security level.

e Prevent spoofing of addresses from one security level to another.

e Initiate communications from digital assets at lower security levels to CDAs at higher
security levels on a “deny-all, permit-by-exception” basis, with the exceptions supported
by a complete justification and security risk analysis.

e Move data, software, firmware, and devices from lower levels of security to higher levels
of security using a documented validation process or procedure that is trustworthy at or
above the trust level of the device on which the data, code, information, or device will be
installed or connected with, to ensure that the data, software, firmware, or devices are
free from known malicious code, Trojan viruses, worms, and other passive attacks.

e Prohibit the use of wireless links across security level boundaries.

[Licensee/Applicant] implements and documents security boundary control devices between
higher security levels and lower security levels so as to accomplish the following:

e Physically and logically secure and harden devices to prevent unauthorized access or
manipulation.

e Ensure that access to such devices is controlled and monitored in accordance with
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[Licensee/Applicant] policies and procedures.
[Licensee/Applicant] establishes the following in their policies and procedures:
e Configure devices to provide only essential capabilities necessary to perform their
functions and specifically prohibit or restrict the use of any other available functions or

features, including ports, protocols, and services.

e Employ secure management communications and encryption in accordance with
Appendix B.

e Provide logging and alert capabilities.

e Monitor boundary control devices for anomalous activity and inappropriate use.

e Ensure that personnel responsible for managing these devices subscribe to security
advisories and other relevant sources that provide up-to-date information about boundary
control device vulnerabilities, so relevant patches, updates, and protective actions can be
implemented.

e Take measures to ensure that operational failures of boundary protection mechanisms
would not compromise the [Licensee/Applicant] defensive strategy. These measures
include, but are not limited to, (1) implementing redundancy and failover strategies, and
(2) backing up configuration settings for devices.

e Review device configurations [quarterly].

e Provide intrusion detection and prevention capabilities.

e Detect and prevent malware from moving between boundaries.

e Possess the ability to perform more than stateful inspection with respect to the protocols
used in communication across the boundary, such as through a bastion host or application

proxy.

¢ For any boundary device except for data diodes, ensure that they contain a rule set that, at
a minimum, accomplishes the following:

o is configured to deny traffic, except that which is explicitly authorized;
o provides protocol, source, and destination filtering such as Internet Protocol (IP)
addresses, MAC addresses, transmission control protocol (TCP) ports, and user

datagram protocol (UDP) ports;

o bases blocking on source and destination address pairs, services, and ports where the
protocol supports this;

o does not permit either incoming or outgoing traffic by default;

RG 5.71, Revision 2, Appendix D, Page D-7



is managed either through a direct connection to the firewall from a management
device, such as a laptop, or through a dedicated interface connected to a site-centric
security network;

does not permit direct communication to the firewall from any of the managed
interfaces;

records information relative to accepted and rejected connections, traffic monitoring,
analysis, and intrusion detection;

forwards logs to a centralized logging server;

enforces destination authorization and restricts users by allowing them to reach only
the CDAs necessary for their function;

records information flow for traffic monitoring, analysis, and intrusion detection;

is deployed and maintained by authorized personnel adequately trained in the
technologies used;

is configured with minimal connections that permit acquisition and control networks
to be severed from corporate networks, should that decision be made, in the event of
serious cybersecurity incidents or when directed by authorized personnel;

is evaluated, analyzed, and tested before deployment and routinely upon modification
of the rule set and updates to the operational software and firmware required to

operate the firewall;

ensures that changes to configuration parameters, enabled services, and rule sets are
in accordance with the section for the configuration change control in this CSP;

receives time synchronization from a trusted and dedicated source existing on the
security network, attached directly to the CDA or through a Simple Network Time
Protocol and a trusted key management process;

synchronizes time with CDAs to provide for event correlation;

is capable of forwarding logging information in a standard format to a secure logging
server or uses an external device to provide this logging (as in the case of a data

diode);

has logs routinely reviewed by personnel who are appropriately trained in such
analysis to detect malicious and anomalous activity;

is tuned to detect anomalous activity and communication;
is updated at least quarterly;

uses only physically and logically secured and hardened computing devices and flow
control to prevent unauthorized access or manipulation of data streams;
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o allows no information of any kind, including handshaking protocols, to be transferred
directly from networks, systems, or CDAs existing at lower security levels to
networks, systems, or CDAs existing at higher security levels protected by a one-way
deterministic device; and

o employs measures to prevent viruses and other malicious or unwanted programs from
propagating information between security levels.

Related Controls: B.1.17
D.1.5.4 Wireless Link Protection (B.3.23)
Reason for Change

This change is being made to align with changes for the expanded use of wireless; See Appendix
B.1.17

Control Intent

The intent of this control is to protect external and internal wireless links from signal parameter
attacks.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:
e implements cryptographic mechanisms to reduce the detection potential of wireless links;

e implements cryptographic mechanisms to identify and reject wireless transmissions that
are deliberate attempts to achieve imitative or manipulative communications deception
based on signal parameters;

e implements cryptographic mechanisms to prevent the identification of wireless
transmitters by using the transmitter signal parameters.

Related Controls: B.1.17
D.1.6 Future Considerations
None at this time.

D.2 ONLINE MONITORING, REMOTE MONITORING, REMOTE OPERATIONS
AND AUTONOMOUS SYSTEMS

The NRC has received inquiries about expanding remote monitoring by licensees and anticipates
future requests for remote operations. Historically, Title 10 of the Code of Federal Regulations
(10 CFR) Part 50, “Domestic Licensing of Production and Utilization Facilities,” and

10 CFR Part 52, “Licenses, Certifications, and Approvals for Nuclear Power Plants,” were
written under the assumption that on-premise operations would be the norm and that remote
operations would not be requested or anticipated as part of the licensing basis.
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As the NRC assesses the potential for the use of autonomous systems at NPPs or nuclear
facilities, as well as the existing implementations of automated systems, it acknowledges that
cybersecurity controls are only one part of a larger set of challenges that must be addressed to
deploy these systems. The NRC now needs to provide guidance on the use of autonomous
systems, including what may be permissible under existing cybersecurity regulations, while also
evaluating how these systems can be integrated into the regulatory structure so as to maintain the
fundamental safety and security of NPPs.

This appendix explores the existing regulatory framework that permits remote monitoring and
automated systems in large light-water reactors, clarifying which systems are currently allowed
and why they are acceptable from a cybersecurity standpoint.

D.2.1 Historical Context

In recent years, the nuclear industry has increasingly embraced machine-based decision-making
and logic as a means to enhance operational safety and efficiency. The focus on safety has driven
the integration of advanced technologies that support real-time monitoring, data analysis, and
decision-making processes, thereby allowing for more consistent and reliable operations.

The adoption of automation within nuclear facilities has risen in response to the increasing
complexity of operations and the need for sophisticated decision-making capabilities. As NPPs
have evolved, so too have the challenges associated with their operation. The development of
advanced algorithms such as artificial intelligence and machine learning has provided new ways
to manage these complexities but also introduced new vulnerabilities.

Research into advanced reactor technologies, including small modular reactors (SMRs) and
microreactors, has further increased the industry’s interest in automation. Advanced reactor
designs often incorporate safety features that rely heavily on automated and autonomous systems
to monitor and control operations. Designers wish to use these systems to improve safety and
efficiency.

D.2.2 Summary of Changes

Online monitoring, remote monitoring, and autonomous monitoring are new topics included in
Revision 2 of RG 5.71.

This appendix provides guidance on remote monitoring and the use of autonomous systems for
monitoring. The guidance clarifies the definition of autonomous systems for monitoring, the
scope of such systems, and the cybersecurity controls to be considered when implementing such
systems.

The NRC will provide guidance on remote operations and autonomous systems in
operations in a future revision of RG 5.71. This revision addresses only remote monitoring,
online monitoring, and autonomous monitoring. The NRC is conducting broader evaluations
and research on the operational and cybersecurity risks associated with the use of autonomous
systems in safety- or security-significant operations. Guidance on cybersecurity will be developed
after the evaluations are completed.

The guidance on monitoring in RG 5.71 does not advocate for or against specific operational

practices; rather, it is intended to clarify the current regulatory environment and future
considerations. Its purpose is to foster dialogue between licensees and regulators and to create a
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shared understanding of the key cybersecurity issues involved.
D.2.3 Definitions

Before making cybersecurity recommendations, it is necessary to establish clear definitions for
certain terms that have not been formally defined in previous NRC regulatory documents. These
definitions will serve as the foundation for discussions between stakeholders and the NRC,
ensuring a shared understanding of the regulatory framework currently in place. The definitions
will also clarify how the existing framework can be applied to support potential changes to
operational models, particularly changes involving novel technologies.

D.2.3.1 Remote Monitoring

Remote monitoring is receiving plant information at a location outside the nuclear reactor site
boundary.

D.2.3.2 Remote Operations

Remote operation is command and control of the plant from a location outside the nuclear
reactor site boundary.

D.2.3.3 Online Monitoring

Online monitoring means data monitoring performed continuously by a computer, which might
make recommendations using either autonomous or automated logic.

D.2.3.4 One-Way Deterministic Data Device

A one-way deterministic data device is a hardware-based device containing a mechanism that
protects network integrity by enforcing one-way information flows. Such devices are often
referred to as unidirectional networks, unidirectional security gateways, or data diodes. These
devices physically prohibit the reverse flow of data back into the secured network.

D.2.3.5 Automated System

An automated system is a technology that is capable of responding to changes in monitored
conditions according to an algorithm with the following properties:

It is predefined.

It exhibits deterministic behavior.

It is functionally testable.

It does not require human intervention to function but does require humans to establish
the parameters.

D.2.3.6 Autonomous System

An autonomous system is a technology that is capable of responding to changes in monitored
conditions according to an algorithm with the following properties:

e It behaves and learns based on data.
e [t may respond beyond what was anticipated in the design of the system.
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e [t does not require human intervention to function safely, even under adverse or
unforeseen conditions.

D.2.4 Analysis
D.2.4.1 Key Differences Between Remote Monitoring and Remote Operations
Remote monitoring differs from remote operations primarily with respect to scope, location, and

decision-making authority.
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Figure D.1 — Remote monitoring

As depicted in Figure D.1, remote monitoring involves offsite personnel analyzing plant data,
often from another nuclear facility, a corporate office, or an authorized contractor site. This data
should be transmitted through a one-way deterministic data device (such as a diode), from the
plant’s secure network to an external, potentially less secure location. This data transfer typically
represents a north-south flow in network architecture, with data moving “vertically” from the
internal plant network to an external site. Once the data exit the plant’s secure boundary, they are
assumed to be vulnerable to compromise. For this reason, remote monitoring is typically used for
long-term tracking, trending, and analysis, rather than for immediate decision-making by onsite
plant personnel. Qualified, licensed onsite operators review any analysis or recommendations
arising from remote monitoring data before any action is taken based on such data. This applies
equally to plant data sourced from SR and ITS structures, systems, and components, provided
they are transmitted through secure, one-way deterministic data devices. There are no restrictions
on the use of data from other structures, systems, and components, which may be monitored
remotely to support operational awarenss, diagnostics, or performance monitoring, as appropriate.
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Figure D.2 — Remote operation

Remote operation, on the other hand, involves offsite licensed operators making decisions based
on data which remain securely within the plant’s network perimeter to ensure confidentiality,
integrity, and availability. As depicted in Figure D.2, remote operation requires an east-west flow
of data, with all data moving “horizontally” across secure networks that are still within the trusted
domain of the plant’s system. The term “east-west” refers to the flow of data between systems
within the same network or organization. Unlike north-south traffic, which refers to the flow of
data into and out of an organization’s network (e.g., from the internet to a corporate server),
east-west traffic occurs within the internal network and is typically between devices or systems
located in the same data center or facility.

An east-west configuration maintains data integrity and confidentiality, allowing operators to
make decisions remotely using real-time, verified data. By protecting the data throughout the
process, an east-west network enables secure, trusted remote decision-making. Because
communication between internal devices and systems occurs within the protected boundaries of
the network, the use of an east-west network reduces exposure to external attackers.

One of the primary ways in which cyber attackers exploit networks is through lateral movement:
they breach an external network perimeter (through phishing, vulnerability exploitation, etc.),
then move within the internal network to gain access to higher-value assets. East-west network
architectures specifically limit this lateral movement by enforcing microsegmentation and
limiting the communication paths between internal systems. This ensures that even if an attacker
compromises one part of the network, their ability to pivot and escalate their access is severely
constrained.

The key difference between remote monitoring and remote operation lies in the authority to make
decisions and act. Remote monitoring permits offsite analysis, but the final decisions and actions
must come from onsite personnel. Remote operation enables offsite personnel to make
operational decisions and perform direct actions based on real-time, verified data.

D.2.4.2 Examples of Remote Monitoring and Remote Operations

The examples in this section explore the cybersecurity implications of both remote monitoring
and remote operations. They demonstrate the variety of operational models possible, along with
the security measures necessary to ensure safe and effective implementation. The examples are
meant only to illustrate the guidance in Appendix D and should not be used to derive guidance.

D.2.4.2.1 Remote Monitoring Example

Scenario
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The utility’s chief nuclear officer wishes to view real-time power levels from the nuclear plant at
the corporate headquarters.

Analysis

Data from the plant are transmitted through a one-way deterministic data device (e.g., a diode) to
an external location, such as another nuclear facility, a corporate office, or an authorized
contractor site. These data are typically used for awareness or trending, for example, in corporate
dashboards.

Cybersecurity Implications

Once the data leave the secure plant network and pass through a one-way device, they are
considered potentially compromised. Since they are not verified or validated until they are
reviewed on site, these data are not considered reliable for real-time decision-making. The data
flow is north-south, with data exiting the plant’s secure boundary and potentially entering less
secure networks, such as corporate or public internet. This scenario does not require advanced
cybersecurity measures, as the data are not used for safety-related activities and are neither
critical nor urgent.

D.2.4.2.2 Remote Monitoring with Recommendations Scenario
Scenario

An engineer at the corporate headquarters wants to use historic and live plant computer data to
optimize a maintenance process. This scenario is depicted in figure D.3.
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North-South i , . ’V’edlf“'” for making Safety or Security Decisions. Non
orth-Sauth fiow of Information * digital and peer reviewed package.
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Figure D.3 — Remote monitoring with recommendations
Analysis

Working remotely, the engineer reviews data that have exited the plant network through a
one-way deterministic data device. Using these data, they make recommendations related to
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maintenance or operational adjustments. The recommendations are submitted through an
approved process, such as an engineering design package, and after onsite personnel have
validated them, actions may be taken.

Cybersecurity Implications

In this scenario, while the data are used for trending and historical analysis, they cannot be trusted
for decision-making without validation. Since the data have been transmitted outside the plant's
secure network, through the one-way deterministic data device, they are considered compromised
and require rigorous verification. Although the offsite engineer can suggest changes, these
suggestions can be implemented only through other robust engineering or maintenance processes,
such as engineering design packages. After multiple reviews and approvals, an onsite licensed
operator with access to real-time data can approve and implement the changes, ensuring safety
and security.

D.2.4.2.3. Remote Operations Scenario 1
Scenario

Licensed operators at a common control center located in one state are controlling multiple
nuclear plants located in other states.

Plant Site Remote Operations Site
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Figure D.4 — Remote Operations Scenario 1
Analysis

A licensed operator, working remotely, reviews data sent through a one-way deterministic data
device. Upon identifying the need for operational adjustments, the operator uses remote digital
controls to send a command to the plant, resulting in changes to plant equipment or operations.

Cybersecurity Implications

Remote operations require a secure and resilient network infrastructure to ensure both data
integrity and the secure transmission of control signals, so that manipulations can be carried out
safely and securely. Enhanced cybersecurity measures, such as zero-trust principles and audit
controls, must be implemented to protect the transmission and prevent unauthorized access (Ref.
41). To maintain operational capabilities in the event of a network failure, the infrastructure must
also include contingency measures, specifically, diverse and redundant communication pathways
that reduce the risk of a single point of failure and support continued function under degraded
conditions.
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D.2.4.2.4 Remote Operations Scenario 2
Scenario

A computer system is monitoring and automatically operating an NPP from a remote location, but
there are licensed operators at the same remote operations site.
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Figure D.S — Remote Operations Scenario 2
Analysis

In this scenario, remote monitoring is integrated with an autonomous or automated decision-
making system. Artificial intelligence (Al) or machine learning models process the plant data and
make decisions about operational changes, with no human involvement in the decision-making
process. Licensed operators, however, remain off site and are involved in the operational setup
and oversight,

Cybersecurity Implications

The use of autonomous systems introduces new cybersecurity challenges, as the Al or machine
learning models that drive decision-making must be carefully monitored for performance and
security. A robust security framework is needed to ensure the integrity of the systems, including
encryption, access control, and network protection. Contingency planning becomes crucial,
particularly for cases in which the automated systems may become unavailable or compromised.
As part of this planning, communication pathways should incorporate diversity and redundancy
to help ensure continuity of operations and reduce the risk of a single point of failure. In addition,
physical security measures at the remote site where operators are working must be heightened to
prevent unauthorized access and ensure the integrity of the systems and data.

D.2.4.3 Automated Versus Autonomous Systems: Key Differences

The distinction between automated and autonomous systems primarily lies in their limitations,
capabilities, and behavior.

Automated systems are defined by clear logic; they can be seen as a “white box” of logic. They
follow clear “if-else” logic that could be fundamentally broken down into a Boolean tree. Hence
an automated system will produce one output per input, and the same input will generate the same
output 100 percent of the time. A knowledgeable human should be able to look at the automated
system and explain all of its behavior, because its logic is transparent and functionally
explainable.

Automated systems can be tested through existing methods. These systems are currently
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implemented in nearly every plant and range from basic systems employing simple logic to
complex systems relying on a combination of human decision-making and automated logic.

If This
Input | A Then X | 3 Qutput

Else Y

Figure D.6 — Automated system: abstract view

Autonomous systems, on the other hand, are those in which some part of the system logic is a
“black box.” For a given input, an autonomous system may return different outputs depending on
the data on which it has been trained (e.g., system historical data, environmental conditions,
confidence factors). The logic of an autonomous system cannot be broken down into a Boolean
tree, and the system’s behavior may change over time without human modification, as it learns
from a continuous stream of new data.

Autonomous systems can handle situations beyond the initial scope anticipated for them and may
be able to handle unprecedented conditions within a power plant.

Data

Output Option #1

nput Autonomous System Logic Output Option #2

Output Option #3

Figure D.7 — Autonomous system: abstract view

Figures D.6 and D.7 show schematic diagrams of automated and autonomous systems. As used in
the figures, the terms “input” and “data” are defined as follows:

e “Input” refers to the events, parameters, and signals received by the system from its
environment or user interactions. Input may include sensor readings, user commands,
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environmental conditions, and other external factors that the system processes to make
decisions and trigger appropriate responses.

e “Data” refers to the collected information that the autonomous system uses to learn, make
decisions, and improve its performance. Data may include historical records, sensor
outputs, user feedback, and any other information that the system analyzes to adapt and

optimize its behavior over time.

D.2.4.3.1 Autonomous System Example: Gauge Reader

-
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Figure D.8 — Smart gauge reader system

Figure D.8 depicts a “smart” gauge reader system. This system is initially trained on data to
create the behavior needed to monitor the gauge and report anomalies. Once the reader has been
sufficiently trained, it is put into production. While in production, it constantly monitors gauge
levels and reports anomalies, and simultaneously it learns and alters its behavior based on its
analysis of the response to the monitoring and reporting. In this situation, the “input” of the
autonomous system is the gauge levels, and the “data” are the results of the response analysis.

The cycle of monitoring, analysis, and learning creates a feedback loop, in which the system’s
behavior is constantly being altered and varies over time, as illustrated in the timeline below.

Operators
System verify and System
reports determine analyzes

System

alters Spike in
behavior radiation
based on levels
analysis

System

Spike in doesn't

radiation
levels

report
anomaly to
operators

anomaly to itwasa operator
operators false response
reading

Figure D.9 — Smart gauge reader: duplicate incident timeline

The timeline depicts an example in which the autonomous system responds differently to two
identical events, namely, two identical spikes in the monitored radiation levels from the gauge. In
the first instance, the system reports the event as an anomaly to the plant operators. In response,
the operators verify the radiation levels and determine that the anomaly was a false reading that
requires no further action. The autonomous system analyzes the operators’ response and trains
itself on that information, which alters the subsequent behavior of the system. In the second
instance, based on what it has learned, the system does not report the event as an anomaly to the
operators.
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D.2.4.3.2 Example: Automated Versus Autonomous Operations

Table D.1 describes a fire-watch operation, whose goal is to detect any fires occurring within a
plant and respond to any detected fires using appropriate countermeasures. One version of the
operation uses an automated system, while the other uses an autonomous system. Each version is
broken down into four parts: Observe, Orient, Decide, and Act. The observe-orient-decide-act
(OODA) loop is a well-known decision-making process developed by Colonel John Boyd (Ref.
42).

Table D.1 — Automated Versus Autonomous Operations

A system collects information
from various sensors, including
temperature and CO; levels.

If, in some area, the temperature
and the CO; level exceed certain
values, the system infers that
there must be a fire.

Because the temperature or the
CO; levels are beyond certain set
ranges, the system determines
that sprinklers must be
activated.

The system then activates the
sprinklers in the area where the
fire has been detected.

A system collects video feed from
fire-watch cameras.

It analyzes what is happening in
the video, using historical data and
environmental factors.

If the analysis shows that there is a
fire in a room, the system decides
whether the best option is to send
in a firefighting unit, activate
sprinklers, or take a different
action.

The system determines that the
fire is growing too quickly for a fire
brigade to be dispatched, and it

activates the sprinklers in the area
where the fire has been detected.

It is important to note that if any part of an operation uses autonomous logic or technology, the
whole system is classified as an autonomous system.

D.2.4.4 Autonomous Operations

Autonomous operations, the highest level of automation defined in NUREG-0700 (Ref. 43),
involve machine-based rather than human-based decision-making and control. In autonomous
operations, machine-based systems have full responsibility and humans have little to no role in
operations and monitoring. Human operators simply monitor performance and perform backup
where necessary, feasible, and permitted.

The key difference between the terms “autonomous operations” and “autonomous system” is that
the former refers to the role of machines from a human factors perspective, whereas the latter
refers to the technology and logic by which those machines operate. For example, a fully
autonomous operation may use solely automated (not autonomous) systems—that is, systems
with logic that is predefined, exhibits deterministic behavior, and is functionally testable.
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The following are examples of autonomous operations using automated systems that are in
frequent use within currently operating NPPs.

D.2.44.1 Example #1: Automatic Trip
Scenario

A reactor trip is triggered as the control system rapidly inserts control rods to halt the
fission reaction.

Analysis

This is an autonomous operation using automated systems. The operation is autonomous
because it does not involve humans within any of its processes, other than informing
human operators of its status. The systems that run and control the operation are
automated (rather than autonomous) because there are clear, predefined conditions that
trigger the scram. While the reactor trip operates independently, human intervention is
still required to identify the cause of the trip, determine whether the plant can be
restarted, and initiate the restart process.

Cybersecurity Implications

Automated systems are currently allowed under RG 5.71, Revision 1; licensees should
adhere to the controls specified by the guidance.

D.2.4.4.2 Example #2: Auxiliary Feedwater Pumps
Scenario

Auxiliary feedwater (AFW) pumps initiate automatically when the control system detects
a significant drop in water levels in the steam generators or a loss of main feedwater

supply.
Analysis

This is another autonomous operation using automated systems. The operation is
autonomous because it occurs without human intervention; operators only receive alerts
about the situation. The systems governing the AFW pumps are automated, as they
operate based on specific, predefined conditions that trigger the activation of the pumps
to keep the reactor core adequately cool and prevent overheating. Human tasks include
monitoring the system's performance and taking manual actions as needed. Humans may
need to verify the AFW pump's operation, monitor feedwater flow and levels, and isolate
the feedwater system if necessary.

Cybersecurity Implications

Automated systems are currently allowed under RG 5.71, Revision 1; licensees should
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adhere to the controls specified by the guidance.
D.2.4.4.3 Example #3: Network Intrusion Prevention System
Scenario

A network intrusion prevention system (NIPS) is activated when the system detects
potential threats based on predefined rules and patterns of malicious behavior. The NIPS
functions autonomously (i.e., independently of human intervention), as it continuously
monitors network traffic for anomalies that may indicate an attack. When suspicious
traffic is identified, the NIPS automatically acts to block it, preventing the attack from
penetrating the network. Additionally, the system generates alerts that are sent to the
SIEM system, which consolidates and analyzes security data for further investigation.

Analysis

This is an autonomous operation using automated systems. It relies on automated systems
to respond to threats without requiring human input, ensuring rapid and efficient
protection against cyber threats. The rules that govern the NIPS are clearly defined,
allowing for consistent, reliable detection and prevention of intrusions. Human tasks
associated with the activation of the NIPS typically involve responding to alerts,
investigating any threats detected, and taking corrective actions to prevent further
compromise.

Cybersecurity Implications

Automated systems are currently allowed under RG 5.71, Revision 1; licensees should
adhere to the controls specified by the guidance.

D.2.4.6 Autonomous and Automated Systems: Definitions and Examples
Examples for each of the newly defined automatic definitions are provided in Table D.2.

Table D.2 — Definitions and Examples

A technology that is capable of responding Simple pressure gauge
to changes in monitored conditions reader: a gauge reader that
according to an algorithm with the following  monitors pressure levels and
properties: alerts operators if the

e Itis predefined. pressure exceeds a preset

e It exhibits deterministic behavior. level

e ltis functionally testable.

e |t does not require human
intervention to function but does
require humans to establish the

parameters.
A technology that is capable of responding “Smart” gauge reader (see
to changes in monitored conditions Section D.2.4.3.1)
according to an algorithm with the following
properties:
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e |t behaves and learns based on data.

e |t may respond beyond what was
anticipated in the design of the
system.

e |t does not require human
intervention to function safely, even
under adverse or unforeseen
conditions.

The specific role or purpose that a
component, system, or process serves within
the overall operation of the plant.

Implementation of automated or
autonomous systems that can manage
processes, make decisions, and perform
tasks with minimal or no human
intervention.

Continuous monitoring of data by a
computer, which makes recommendations
using either autonomous or automated
logic.

The use of an autonomous system solely to
monitor plant and environmental conditions;
the system is incapable of acting upon or
operating plant systems.

The function of the SIEM
system is to provide real-time
visibility into security events,
detect potential threats, and
enable rapid response to
security incidents.

Reactor protection system

Feeding plant data to a cloud
service provider to store data
and analyze trends

Feeding plant data to a large
language model instance
with a prompt to extract
insight

D.2.5 Controls

This revision of RG 5.71 contains no new or amended controls for remote monitoring or
automated monitoring.

D.2.5.1 Remote Monitoring and Remote Monitoring with Recommendations

Remote monitoring and remote monitoring with recommendations are already permitted by

RG 5.71, Revision 1. Multiple utilities have been implementing these practices for decades. For
both activities, cybersecurity is ensured primarily through the use of one-way deterministic data
devices. The effectiveness of these devices is subject to confirmation during NRC cybersecurity
inspections.

However, remote monitoring with recommendations is contingent on the implementation of
administrative processes that extend beyond cybersecurity requirements, particularly processes
related to quality assurance. While these administrative controls are necessary, the ultimate
responsibility for any decisions related to plant manipulations rests with onsite licensed operators.
These operators base their decisions on data that are deemed to have a high level of integrity and
confidentiality, as ensured by the use of one-way deterministic data devices that protect the data
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from potential compromise.

No additional or special documentation is required for remote monitoring or remote monitoring
with recommendations. However, licensees should be aware that any changes to the network
configuration must be documented and maintained in accordance with their licensing
requirements. If they expand remote monitoring or add new locations for remote monitoring with
recommendations, they may need to adjust their network and include additional one-way
deterministic data devices. These modifications must be properly documented so that inspectors
can assess them and confirm that the onsite network remains isolated and protected.

D.2.5.2 Automated Systems

The use of automated systems is already allowed under RG 5.71, Revision 1. Most plants
incorporate automated logic across mechanical, electrical, hardware, and software components.
Various regulations and controls govern these systems, with some extending beyond the realm of
cybersecurity regulations. Systems that are covered by cybersecurity regulations must be assessed
during NRC cybersecurity inspections.

D.2.5.3 Online Monitoring

At industry events, various terms related to online and autonomous monitoring have been used
interchangeably, leading to confusion about this topic. Therefore, in RG 5.71, Revision 2, the
NRC has provided definitions of certain key terms. These definitions will serve as a foundation
for deeper technical discussions with stakeholders.

One term that has given rise to confusion is online monitoring. As defined by the NRC, online
monitoring specifically refers to monitoring performed by a computer that interprets data and
generates a recommendation. This is distinct from remote monitoring, in which a human reviews
the data outside the plant boundary. Online monitoring is not synonymous with remote
monitoring.

Furthermore, the NRC’s definition of online monitoring is broad: online monitoring may involve
the use of either autonomous or automated logic to analyze information and produce
recommendations, as long as the process is carried out by a computer system rather than a person.

Online monitoring, including the use of automated and autonomous monitoring systems, is
already allowed under RG 5.71, Revision 1. The NRC expects implementations of autonomous
monitoring to meet the following conditions:

e The monitoring system lies outside the one-way data flow mechanism.

e Any information collected through monitoring must be verified by a licensed operator
through trusted means before being acted upon.

D.2.6 Future Considerations

The NRC is conducting broader evaluations on physical security, staffing, operations, and human
factors associated with remote and autonomous operations, which must be completed before
cybersecurity guidance can be formalized. These factors must be fully analyzed to identify the
cybersecurity controls required to safely and securely operate a plant. In particular, the NRC
needs to assess what challenges may arise from the use of remote access and decision-making
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capabilities. The NRC recognizes that this analysis depends on inputs such as reactor design, risk
assessments, onsite staffing, and operator training.

Additional controls are anticipated for remote operations and autonomous operations, but these
will be identified in a later revision of RG 5.71. In the next revision, the NRC will begin aligning
these topics with the use of Al in power plants, as the use of Al within system logic to make
operational decisions and carry out actions would fall under the scope of autonomous systems.

D.3 ARTIFICIAL INTELLIGENCE FOR CYBERSECURITY APPLICATIONS
D.3.1 Historical Context

The integration of Al and machine learning technologies into nuclear facilities offers both
opportunities and unique challenges. As these technologies become widespread in industrial and
cybersecurity applications, there is an increasing need to address the security concerns they pose.
Nuclear sites currently use various kinds of software and tools for cybersecurity monitoring, such
as IDSs, antivirus software, and SIEM systems. Boundary devices such as firewalls and routing
appliances such as switches are also used to manage network communication and protect
networks from anomalous traffic. Historically, these tools did not have Al capabilities, but
modern versions of them often incorporate Al albeit to aid human operators rather than to replace
them. Unlike traditional software systems, AI models, particularly those developed through
machine learning, may lack well-defined specifications or easily understandable behaviors.

This appendix discusses a broad spectrum of technologies that are generally classified as Al

(e.g., natural language processing, machine learning, and deep learning). These technologies may
appear in many types of algorithms and applications. What ties them together is the use of data
and behavioral patterns to construct an underlying algorithmic model, draw inferences, and define
rules to achieve a task. The discussion in this appendix focuses on cybersecurity tools that use Al
for monitoring, such as boundary devices, IDSs and intrusion prevention systems, log aggregators
(SIEM), and switches. The purpose of the discussion is to inform licensees and applicants about
the security threats and vulnerabilities specific to Al systems throughout their life cycle, and
about ways to incorporate Al in a plant’s defense-in-depth strategy in order to detect and mitigate
such threats.

D.3.2 Summary of Changes

This is a new topic included in RG 5.71, Revision 2.

D.3.3 Artificial Intelligence Definitions

The definitions in this section serve to establish a common understanding of key Al terms and
concepts, some of which are relatively new for the nuclear industry. As Al technologies become

more integrated into nuclear facilities, consistent definitions will be necessary to ensure effective
communication, informed decision-making, and proper implementation.

D.3.3.1 Artificial Intelligence
Al refers to a machine-based system that can go beyond defined results and scenarios and has the
ability to emulate human-like perception, cognition, planning, learning, communication, or

physical action. For a given set of human-defined objectives, Al can make predictions,
recommendations, or decisions influencing real or virtual environments (Ref. 44).
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D.3.3.2 Machine Learning

Machine learning means an application of Al that is characterized by providing systems with the
ability to automatically learn and improve on the basis of data or experience, without being
explicitly programmed (Ref. 45).

D.3.3.3 Deep Learning

Deep Learning is an approach to create rich hierarchical representations through the training of
neural networks with many hidden layers (Ref. 46).

D.3.4 Analysis
D.3.4.1 Artificial Intelligence Supply Chain Security Considerations

For an Al system to be trustworthy and reliable, its vulnerabilities and threats to its security need
to be addressed throughout its life cycle. Al systems have the same cybersecurity vulnerabilities
and are exposed to the same types of exploits as any other software, but they are also exposed to
new threats, such as those aimed at its data and model, as well as adversarial Al. These new
threats necessitate an additional layer of risk mitigation beyond traditional cybersecurity
measures. As the broader cybersecurity threat landscape evolves, Al systems will encounter both
Al-specific and non-Al-specific threats. In the nuclear sector, licensees using Al and other novel
technologies will need to continuously evaluate their security objectives and mitigate emerging
vulnerabilities in their systems.

In particular, licensees should account for vulnerabilities and security risks within the supply
chain for Al systems, including third-party software or hardware systems and pretrained Al
models and data. They should also consider vulnerabilities associated with internally developed
Al systems. The Al supply chain has many vulnerabilities in common with traditional software
supply chains, such as third-party dependencies. However, it also has new types of dependencies,
such as those related to data collection, training, scoring, the integration of third-party-developed
Al models, pretrained models, and third-party-developed plugins. Licensees should adopt a
secure-by-design framework specifically for Al systems, prioritizing procurement of
secure-by-design and secure-by-default Al products (Ref. 47). Secure-by-default products are
those that are resilient against prevalent exploitation techniques out of the box, at no added
charge.) Licensees should implement a process to review and validate Al-related supply chain
resources, including model documentation, templates, software safelists, hardware and software
bills of materials, etc.

RG 5.71, Revision 2, Appendix D, Page D-25



Vulnerability Injection

Source Tampering

Model Source
Framework

Scaling
Attack

Model Poisoning

Production of Model Output

Model

Exploit Model
Prediction

Data

Bad Training
Data
Poisoning/

Data Leak Training Third Party
Process

Compromise

Pre-Trained
Model

Figure D.10 — Training of an Al model and associated supply chain risks

The figure above shows the supply chain risks associated with different stages of the Al life
cycle. Careful attention is needed when sourcing training data for the model. The licensee should
determine the intended purpose of the model and choose the most suitable model to train, then
identify the most appropriate training data. The licensee should thoroughly evaluate whether the
prospective training data are high-quality, complete, accurate, and relevant (Ref. 48). Similar
considerations are needed during the data augmentation phase. In some cases, the Al model and
the associated data may come from multiple sources. For example, a model might be trained by
one vendor and fine-tuned by another, and different datasets could come from different sources.
To ensure traceability and transparency, licensees should always use trusted sources when
procuring Al system components. For each Al system procured, licensees should request
supporting documentation and descriptive information that will enable them to perform
assessments and verify that the system is explainable. (An Al system is explainable if the
important factors affecting its behavior can be described in a way that humans can understand, so
that stakeholders can trust that the system is reliable.)

D.3.4.2 Model and Data Security Considerations

The Al life cycle consists of design, development, deployment, operation and monitoring, and
testing, evaluation, verification, and validation (TEVV). Licensees need to implement
comprehensive defense-in-depth security measures in every stage of the Al life cycle. These
measures may include, but are not restricted to, evaluating the security of components such as
models, libraries, and application programming interfaces (APIs), and assessing them periodically
for vulnerabilities. Data inputs to Al models should be sanitized and validated to prevent
malicious interference, and secure development practices should be followed to mitigate known
vulnerabilities. Access controls should limit functionality and incorporate fail safes for external
interactions, while API security measures should be in place to protect against attacks.
Additionally, it is essential to sandbox third-party models and use secure default settings to
minimize risks from both internal and external threats.

Licensees need to maintain well documented processes and standards for procuring Al systems
(both hardware and software components, including but not limited to models, data, software
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libraries, modules, middleware, frameworks, and external APIs). Licensees should keep track of
model and data provenance—that is, the origin, development, modification history, and version
history of a model or data. Tracking data provenance entails recording the source of all data
samples used during the training and evaluation of models, as well as any transformations of the
data. If federated learning or ensemble training is used (in which multiple models work together
and learning is generated from aggregated predictions), licensees should verify the integrity,
validity, and security of the data and training, both for each model separately and for the
combined model (Ref. 49).

Because of the way in which Al systems are developed, these systems have additional
vulnerabilities related to source, training, and output data. Licensees should continuously monitor
and protect Al model data from unauthorized access, tampering, and exfiltration. Attackers may
be able to reconstruct the functionality of a model or the data it was trained on, by accessing a
model either directly (e.g., by acquiring model weights) or indirectly (e.g., by querying the model
via an application or service). Attackers may also tamper with models, data, or prompts during or
after training, rendering the output untrustworthy. Licensees should perform integrity checks on
datasets to validate their accuracy and consistency and to detect any modification, addition,
deletion, or corruption of data samples. Certain threats to Al systems can be difficult to detect, so
the use of controls without proper threat detection would not be sufficiently effective. For
example, attacks such as data poisoning can cause undesirable output by injecting unwanted data
into the training data. When continuous learning occurs, ongoing training can be exploited
through the introduction of corrupted data during either deployment or operation. Models can also
be compromised through legitimate queries.

Proper threat detection and continuous monitoring along with traditional defense-in-depth
strategies can help protect against model- and data-based attacks. Licensees should minimize
unnecessary data exposure, allowing only relevant and minimally necessary data points to be
shared with the Al model. It may be helpful to implement a data compartmentalization policy that
restricts the data used to train or operate the Al system. For example, if an Al model is being used
to detect unauthorized PMMD usage, only necessary metadata such as user identifications (IDs),
access times, and MAC addresses should be shared, not user passwords or any other irrelevant
information. One way to determine which data fields should be removed is to analyze which ones
do not play statistically significant roles in model performance. Secure cryptographic techniques
should be used to encrypt and protect Al models and their associated data (following the guidance
in National Institute of Standards and Technology (NIST) SP 800-133A, “Recommendation for
Cryptographic Key Generation,” Revision 2, issued June 2020 (Ref. 50), and NIST SP 800-175B,
“Guideline for Using Cryptographic Standards in the Federal Government: Cryptographic
Mechanisms,” issued March 2020) (Ref. 51).

AT and machine learning can be used as enabling technologies in autonomous systems. Machine
learning algorithms can “learn” from the vast amounts of sensor data that autonomous systems
rely on to make decisions. More guidance on autonomous systems appears in Section D.2.4. The
figure below shows some of the possible types of attack that could target the availability,
integrity, or confidentiality (privacy) of an Al model.
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Figure D.11 — Types of attacks on an AI model (Ref. 52)
D.3.5 Controls
D.3.5.1 Model Security (B.3.24)
Control Intent
The intent of this control is to protect the Al model and data from unauthorized access,
manipulation, exfiltration, inversion, or any type of adversarial attack and to ensure that the Al

model performs as intended.

Licensee/Applicant Activities
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[Licensee/Applicant] is responsible for the following:

e Validating inputs to the model to prevent data exposure, exfiltration, and model
manipulation.

e Implementing least privilege access to the model ensuring just-in-time and just-enough-
access.

e Assessing and auditing model behavior periodically to prevent leakage of sensitive
information and detect adversarial queries or unauthorized modifications.

e Maintaining a secure backup version of the Al model to enable rollback in case of a
security incident.

e Ensuring proper supply chain mitigations are in place when procuring Al model or
system from a third party.

e Testing, evaluating and validating the model in all stages of model lifecycle including
training and deployment stage. Implementing and maintaining a document retention
policy to keep history for test, evaluation, validation, and verification of the model.

o Using strong cryptographic measures and secure algorithms/protocols to protect the
model.

e Implementing model and data provenance to track data/model modifications or changes.

e Performing integrity checks on datasets used for model development and operation and
document the results.

¢ Encrypting dataset at-rest, in-transit, and in use for model training, development and

operation.

e Integrating adversarial training throughout the model’s training, testing, and deployment
stages.

e Implementing explainability techniques based on Al model to determine unwanted model
behavior.

Related Controls: B.1.4, B.1.6, B.1.16, B.2.2, B.2.3, B.2.12, B.3.9, C.5.3, C.7.16, C.9.5, C.12.1,
C2,C.125

D.3.5.2 Specialized Cybersecurity Training (C.10.4)
Control Intent

The intent of this control is to ensure the provision of specialized cybersecurity training to
support the roles and responsibilities of personnel implementing the cybersecurity program.

Licensee/Applicant Activities

[Licensee/Applicant] individuals who have programmatic and procedural cybersecurity authority
and must execute the capabilities expected of cybersecurity specialists receive specialized
training on the skills and knowledge needed to effectively design, execute, and manage the
cybersecurity defensive strategy.

[Licensee/Applicant] establishes, implements, and documents requirements for advanced training
for individuals who are designated security experts or specialists, including those with roles and
responsibilities related to cybersecurity, incident response, or the execution and management of
defense-in-depth protective strategies. Advanced training addresses the following:
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e achievement and maintenance of up-to-date skills and knowledge in the core
competencies of data security, operation system security, application security, network
security, security controls, intrusion analysis, incident management and response, digital
forensics, penetration testing, and plant system functionality and operations;

e competency in the use of tools and techniques to physically and logically harden CDAs
and networks to reduce vulnerabilities to cyberattack;

e the provision of cybersecurity guidance, assistance, and training for other staff members;
e the review of programmatic and system-specific CSPs and practices;
o assessment of CDAs, networks, and assets for compliance with cybersecurity policies;

o design, acquisition, installation, operation, maintenance, or administration of security
controls; and

e training on the operation, underlying mechanisms, and security of Al and machine
learning models.

D.3.6 Future Considerations

While the current revision of this appendix focuses on cybersecurity applications of Al, future
revisions will encompass a wider range of use cases. In addition, future revisions will incorporate
expanded guidance on security, as well as on implementation guardrails to ensure secure Al
deployment and operation.

D.4 Cloud Computing
D.4.1 Historical Context

Many organizations have recently been expanding their use of cloud computing, usually relying
on one or more third-party service providers. While cloud computing may facilitate optimization
and cost savings, it also introduces many complexities related to security. A critical business
application may rely on multiple third-party cloud service providers, each providing a different
function. This reliance on third parties carries extensive security risks, as any vulnerabilities in
the implementation of cloud services or in a service provider’s systems could allow attackers to
gain access to the hosted applications or to the corporate network.

This revision of RG 5.71 incorporates new guidance on cloud computing, describing how nuclear
industry licensees can protect the integrity and confidentiality of their data if they seek to use
public cloud services to support CDAs, connect CDAs at different locations, or outsource their
data management. The guidance applies only to remote monitoring processes (SIEM or backups)
without decision-making. It is meant to help licensees prove that the data they transmit to the
cloud can still be trusted.

If a licensee wishes to use public cloud services to support CSs, these systems and the networks

connecting them to the cloud services should be protected at the same level as the CDAs that the
systems are monitoring. CSs are systems that (1) perform or are relied upon for SSEP functions,
(2) could adversely affect SSEP functions or CSs or CDAs that perform SSEP functions,

(3) provide a pathway to a CS or CDA that could be used to compromise, attack, or degrade an
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SSEP function, (4) support a CS or CDA, (5) protect any of the above from a cyberattack, up to
and including the design-basis threat, or (6) include balance-of-plant equipment that affects
reactivity and could result in an unplanned reactor shutdown or transient.

D.4.2 Summary of Changes

Revision 2 of RG 5.71 maintains a narrow scope regarding the use of cloud computing. The NRC
analyzed whether the cybersecurity controls identified in RG 5.71, Revision 1, were applicable to
cloud computing and, if so, the extent to which a compromise of these controls could adversely
affect SSEP functions.

Based on this analysis, the NRC has determined that cloud computing may be used for
cybersecurity monitoring purposes. Specifically, 17 of the controls identified in RG 5.71,
Revision 1, were found to apply to cloud computing. Some of these controls require amendments
to account for cloud environments, as they were originally developed before the widespread
adoption of cloud technology. These amendments and the rationale for them are summarized in
this appendix; they are based on information from Cloud Security Alliance’s Cloud Control
Matrix, Version 4.0, issued September 2023 (Ref. 53), and NIST SP 800-53, “Security and
Privacy Controls for Information Systems and Organizations,” Revision 5, issued

September 2020.

While other applications of cloud computing to support SSEP functions may exist, those
applications have not yet been evaluated. The NRC will conduct further analysis, which will be
reflected in future revisions of RG 5.71.

D.4.3 Cloud Computing Definitions
D.4.3.1 Cloud Computing

Cloud computing refers to the on-demand delivery of computing resources—ranging from
applications to entire data centers—over a network, using shared computing resources rather than
infrastructure that is locally owned and maintained. These resources are accessed and managed
through defined communication services or pathways, which may include the public internet,
dedicated private networks, or a combination thereof.

Characteristics of Cloud Computing

The essentials characteristics of cloud computing resources include, but are not limited to, the
following (Ref. 54):

¢ On-demand self-service: A consumer can unilaterally and automatically provision
computing capabilities, such as server time and network storage, as needed, without
requiring human interaction with the service provider.

e Broad network access: Capabilities are available over the network and accessed through
standard mechanisms that promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, tablets, laptops, and workstations).

e Resource pooling: The provider’s computing resources are pooled to serve multiple

consumers using a multi-tenant model, with physical and virtual resources dynamically
assigned and reassigned according to consumer demand. There is a sense of location
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independence, in that customers generally cannot know or control the exact location of
the resources provided, although they may be able to specify the location at a high level
(e.g., they may be able to choose the hosting country, state, or data center). Examples of
resources that may be provided include storage, processing, memory, and network
bandwidth.

e Rapid elasticity: Capabilities can be elastically provisioned and released, in some cases
automatically, to scale rapidly outward or inward commensurate with demand. To the
consumer, the capabilities available for provisioning often appear to be unlimited and can
be appropriated in any quantity at any time.

D.4.4 Analysis

D.4.4.1 Acceptable Uses of Public Cloud Services

Revision 2 of RG 5.71 provides guidance solely on the use of cloud solutions for monitoring
CDAs. Monitoring data that travel the public internet or are located in the cloud are not
considered trustworthy and therefore should not be used in making plant decisions.

The NRC'’s analysis concluded that auditing and certifying cloud service providers would pose
significant challenges for the nuclear industry, and even greater ones for individual utilities. Such
certification would require advanced expertise in data center operations and security, beyond that
typically needed to support standard business operations at nuclear facilities.

The NRC does not expect nuclear utilities to develop or maintain their own cloud computing
certification programs. Instead, the NRC has identified existing, publicly available certification
frameworks that can support independent verification of cloud service provider capabilities.

For planning purposes, this revision of RG 5.71 includes a summary of third-party certification
options that could be referenced if cloud services are considered for future SSEP applications.
Detailed guidance on the safe and secure use of cloud computing for SSEP functions beyond
cybersecurity monitoring will be developed and included in a future revision.

Licensees may pursue different methods or frameworks for performing a comprehensive,
sufficient, and independent verification of the capabilities of a cloud service provider. This
verification should be multifaceted, addressing various aspects of the provider's operations and
security posture.

An acceptable method for using public cloud services to support digital assets associated with
SSEP functions is to rely on cloud service providers that meet the following criteria:

e The cloud service provider has achieved FedRAMP High or FedRAMP+ authorization
through the General Services Administration (GSA), the Department of Defense (DoD),
or an authorized Third Party Assessment Organization (3PAO) (Rev 49), and

e For cloud services used solely for monitoring or noncritical functions where no operator
action is based on the data and there is no potential for impact on SSEP functions,

FedRAMP Moderate is acceptable.

e For cloud-based applications involving SSEP functions that interface with CDAs,
FedRAMP High or FedRAMP+ is acceptable.
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e For cloud-based applications involving safeguards information or cloud-based services
that interface with CDAs, the cloud service provider must meet the additional security
requirements specified in the Department of Defense Cloud Computing Security
Requirements Guide. In these cases, FedRAMP+ is acceptable.

These approaches leverage established Federal standards, ensure alignment with existing NRC
cybersecurity guidance, and provide licensees with flexibility to modernize digital infrastructure
while maintaining a high standard of security.

Related Controls: B.1.22
D4.4.1.1 Shared Responsibility and Site-Specific Controls

Cloud service providers operate under a shared responsibility model based on the memoranda of
understanding they sign with licensees. The responsibilities may be adjusted depending on the
provider. The controls associated with these responsibilities must align with those described in
Staff Regulatory Guidance, Section C.3.3.

Licensees must ensure that all required controls are implemented for systems interacting with the
cloud service provider, including those necessary to protect CDAs as described in Staff
Regulatory Guidance, Sections C.3.1.4 and C.4, in the main body of this RG.

D.4.4.1.2 Security Impact Analysis for Cloud Services

Before implementing public cloud services for any function that may interface with CDAs or
SSEP-related systems, the licensee should perform a security impact analysis. As part of the
security impact analysis, the licensee should do the following:

e Evaluate whether the cloud service is to be used for data storage, monitoring, control, or a
combination thereof.

e Ensure that an adversary cannot compromise the monitoring or backup services. (If an
adversary does compromise the monitoring or backups, they may be able to scrape
information to their advantage.)

e Determine whether the failure or compromise of the cloud service could adversely affect
a CDA’s ability to support an SSEP function.

o Identify the appropriate level of cloud authorization (e.g., FedRamp Moderate, FedRamp
High, FedRamp+) required to adequately protect the data or function being supported.

D.4.4.1.3 Certification Documentation and Ongoing Compliance

Licensees using public cloud services providers must maintain documentation verifying that each
selected provider holds the required certification (e.g., FedRAMP authorization at the applicable
level). Licensees are responsible for verifying that the certification remains valid throughout the
duration of use of the service. This verification should occur as part of the periodic assessments

performed under the cybersecurity program.

D.4.4.2 Potential Vulnerabilities of Cloud Technologies
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The sections below describe potential vulnerabilities related to each essential characteristic of
cloud technologies. Each section gives a list of vulnerabilities together with possible means of
mitigating each one.

D.4.4.2.1 On-Demand Self-Service

These vulnerabilities relate to the licensee’s responsibility for provisioning user access to the data
and assets controlled and managed in the cloud service environment, as specified in the controls
D.4.5.2, “Account Management (B.1.2)”; D.4.5.3, “Access Enforcement (B.1.3)”; and D.4.5.4,
“Information Flow Enforcement (B.1.4)”:

Unauthorized provisioning: Attackers may exploit weak authentication or compromised
credentials to provision unauthorized virtual machines or cloud resources, leading to
resource abuse or data exfiltration.

o enforcement of role-based access for self-service portals; audits of account access
o restriction of provisioning rights and enforcement of change management

Denial of service: Malicious users could script automated provisioning of excessive
resources, exhausting available quotas and disrupting legitimate access.

o logging and reviewing provisioning activities regularly
o ensuring minimal access to provisioning APIs based on role

D.4.4.2.2 Resource Pooling

These vulnerabilities relates to the entities accessing the cloud environment, including licensee
personnel, external users (e.g., vendors), applications, and services:

Side-channel attacks: In a multi-tenant environment, attackers can exploit shared
resources (e.g., CPU cache, memory, or storage) to infer or extract sensitive information
from other tenants.

o securing hybrid cloud endpoints and enforcement of cloud access policies
o segmentation of workloads using network isolation

Data leakage between tenants: Misconfigured access controls or vulnerabilities in
hypervisors could allow one tenant to access another tenant’s data.

o monitoring cross-tenant boundaries for anomalies

D.4.4.2.3 Broad Network Access

These vulnerabilities relate to the licensee's responsibility to encrypt data (both at rest and in
transit) and to correctly implement cryptographic tools to ensure the appropriate level of data
protection under D.4.5.11, “Transmission Integrity (B.3.6)”; D.4.4.14, “Cryptographic Key
Establishment and Management (B.3.9)”; D.4.4.15, “Use of Cryptography (B.3.10)”; and
D.4.5.17, “Session Authenticity”:

RG 5.71, Revision 2, Appendix D, Page D-34



e Man-in-the-middle (MITM) attacks: Since cloud services are accessed over the internet,
attackers can intercept and manipulate network traffic if encryption is weak or
misconfigured.

o enforcement of Transport Layer Security (TLS) for secure transmission
o encryption of communications and use of VPNs or private links

e Credential theft and phishing: Accessing of cloud services from multiple endpoints
(mobile devices, tablets, etc.) increases the risk of phishing and session hijacking attacks.

o requiring multifactor authentication and VPN access for remote users

D.4.4.2.4 Rapid Elasticity

These vulnerabilities relate to the licensee's responsibility for provisioning user access to the data
and assets controlled and managed in the cloud service environment, as specified in D.4.5.2,
“Account Management (B.1.2)”:

e Autoscaling abuse: Attackers may trigger excessive scaling events (e.g., by launching
botnets to flood web applications) to drive up operational costs.

o defining and enforcing secure settings for autoscaling groups and templates

o using infrastructure-as-code and automated change validation to enforce security
baselines

e Cloud crypto jacking: Attackers compromise cloud resources to run unauthorized
cryptocurrency mining operations, stealthily consuming computational power while
degrading legitimate performance.

o documenting and enforcing the application of security policies to auto scaled
systems

D.4.4.3 Knowledge and Training Gaps: Potential Vulnerabilities

Knowledge and training gaps can create significant vulnerabilities in cloud computing
environments, particularly when organizations lack properly trained staff or fail to understand
their responsibilities under the shared responsibility model. The sections below describe some
potential vulnerabilities tied to knowledge and training gaps.

D.4.4.3.1 Lack of Qualified Staff

Misconfiguration of Cloud Resources

This vulnerability relates to the licensee's responsibility to establish, document, approve,
communicate, apply, evaluate and maintain a security awareness training program for all its
employees, and to provide regular training updates. It falls under D.4.5.21, “Malicious Code

Protection (C.3.3).” The vulnerability occurs when inexperienced personnel incorrectly configure
cloud storage (e.g., leaving S3 buckets public or disabling encryption), leading to data exposure
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or unauthorized access. (For example, a nonexpert may open security group rules that allow
unrestricted internet access (e.g., 0.0.0.0/0) to critical services like Secure Shell (SSH) or Remote
Desktop Protocol (RDP).)

The vulnerability can be mitigated by the following means:
e cnsuring that all users understand their shared responsibilities in cloud environments
e addressing phishing, misconfigurations, and credential handling

e requiring technical staff to receive specialized training on identity and access
management (IAM), cloud security controls, and compliance

o familiarizing staff with the encryption services provided by the cloud service provider,
including the available encryption algorithms and the appropriate use cases for each one

Improper Identity and Access Management

This vulnerability relates to the entities accessing the cloud environment, including personnel,
external users (e.g., vendors), applications, and services. It falls under D.5.6, “Least Privilege
(B.1.6),” and can be mitigated by the following means:

enforcing minimal access and periodic access reviews
automating the account life cycle and removing inactive accounts
using strong authentication, including multifactor authentication
rotating and securely storing cloud credentials

Poorly designed IAM roles, lack of least-privilege access, or granting overly broad permissions
(e.g., administrator access) to users or services can expose the environment to privilege escalation
or account compromise.

Failure to Monitor and Respond to Security Events

This vulnerability relates to the licensee's responsibility for ensuring the creation and
implementation of a directory of criteria for system events that require logging. Events meeting
those criteria should be logged in sufficient detail to meet specific contractual, legal, or regulatory
requirements. Furthermore, skilled personnel need to be available to interpret logs and alerts from
cloud-native tools such as AWS CloudTrail or Azure Security Center, so that all security

incidents are detected. The vulnerability falls under D.4.5.13, “Monitoring Tools and Techniques
(C.3.4),” and can be mitigated by the following means:

e ensuring that cloud native tools and external SIEMS are used to correlate alerts and detect
suspicious behavior

e training staff to follow cloud-specific playbooks; simulating cloud breach scenarios
D.4.4.3.2 Lack of Awareness of Shared Responsibilities

Neglecting Customer-Side Security Controls
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This vulnerability relates to the licensee's responsibility for defining, implementing, and
evaluating processes, procedures, and technical measures for the detection of vulnerabilities on
organizationally managed assets (host infrastructure, network devices, and virtualization
technologies). It falls under D.4.5.25, “Threat and Vulnerability Management (C.13.1),” and
D.4.5.7, “Session Lock (B.1.10).”

The essence of the vulnerability is that cloud service customers often mistakenly believe that the
service provider secures everything, when in reality the customer is responsible for securing
workloads, data, and access. Consequently, organizations may fail to implement endpoint
protection, data encryption, or vulnerability scanning.

This vulnerability can be mitigated by clearly defining roles and responsibilities related to all
cloud services used, and by explicitly demarcating shared responsibilities in system
documentation.

Unpatched Virtual Machines or Applications

Customers may also fail to realize that patching guest operating systems and applications is their
responsibility, not the provider’s. They therefore remain open to exploitation of known
vulnerabilities.

This vulnerability can be mitigated by the following means:

e applying encryption and access controls to all cloud-stored data, especially regulated or
sensitive information

e documenting ownership of controls; clarifying internal responsibilities as opposed to
cloud service provider responsibilities

Lack of Data Classification and Protection

Customers that do not understand their responsibilities as opposed to those of the cloud service
provider may fail to encrypt sensitive data at rest or in transit, or may store regulated data (such
as personally identifiable information (PII) or protected health information (PHI)) in

noncompliant ways. This vulnerability can be mitigated by the following means:

e classifying all information systems and data based on sensitivity and impact, even in
cloud use cases

e labeling and enforcing data protection attributes such as classification levels through
automated tagging

Weak Incident Response Planning
Many teams fail to prepare cloud-specific incident response plans. In the event of a breach, they
lack playbooks, escalation paths, or even access logs, leading to delayed or ineffective

containment. This vulnerability can be mitigated by the following means:

e monitoring logs and alerts from cloud-native sources to detect and respond early to
threats
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e developing cloud-inclusive incident response plans with provider integration
e testing cloud breach scenarios, and evaluating provider support and notification timelines
D.4.4.4 Other Potential Vulnerabilities

Other vulnerabilities related to the use of cloud services include API misconfiguration, account
compromise, and export control violations (such as the storage of nuclear data).

D.4.4.4.1 API Misconfiguration

This vulnerability relates to the licensee's responsibility for communications security above the
provisioned infrastructure or platform, or when connecting different environments. APIs are the
lifeblood of cloud services, but when they are misconfigured, they create dangerous openings for
attack.

Exposed Management APIs Without Authentication

APIs exposed to the internet without proper authentication can allow attackers to enumerate,
modify, or delete cloud resources. This vulnerability can be mitigated by the following means:

o enforcing API key authentication for sensitive API access
e securely managing and rotating API keys and tokens

Overprivileged API Tokens

Developers might embed hardcoded API keys or tokens with excessive privileges into code
repositories, which attackers can easily find and exploit (e.g., using GitHub). This vulnerability
can be mitigated by using scoped API tokens and restricting privileges to only those that are
required.

Lack of Rate Limiting and Abuse Protection

APIs without throttling mechanisms can be exploited for brute-force attacks, data scraping, or
denial of service. This vulnerability can be mitigated by the following means:

e applying throttling, rate limiting, and anomaly detection for API endpoints
e monitoring for API abuse patterns and anomalous behavior

Verbose Error Messages or Metadata Exposure
Poorly designed APIs may leak stack traces, internal resource names, or IAM role names in error
responses, aiding reconnaissance by attackers. This vulnerability can be mitigated by the

following means:

e suppressing verbose error messages and ensuring that API responses do not disclose
sensitive details

e scanning APIs for misconfiguration, verbose responses, and metadata exposure
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D.4.4.4.2 Account Compromise

This vulnerability relates to the licensee's responsibility for enforcing the policies and procedures
for managing identities (i.e., identities of users, systems, processes, services, and other security
principals) and access to resources and assets under D.4.5.1, “Access Control Policy and
Procedures (B.1.1)”; D.4.5.19, “User Identification and Authentication (B.4.2)”; and D.4.5.26,
“Risk Mitigation (C.13.2).”

Account takeovers, whether due to phishing or to weak controls, can be devastating in cloud
computing environments. The risk of takeovers can be mitigated by monitoring for unusual login
patterns, geographic anomalies, and session reuse.

Stolen Cloud Console Credentials

Cloud accounts (especially those with root or admin access) are high-value targets. The theft of
credentials through phishing or infostealers can lead to full environment compromise. Licensees
can mitigate this vulnerability by logging and analyzing all authentication events, session
creations, and access key usage.

Unmonitored Service Accounts or Access Keys

Long-lived access keys for automation or scripts are often forgotten, unrotated, and unmonitored.
If compromised, these keys give attackers persistent access. Licensees can mitigate this
vulnerability by rotating and securely storing all credentials, API keys, and session tokens.

Single-Factor Authentication

Absence of multifactor authentication on cloud logins, especially for privileged accounts, remains
a major attack vector. Licensees can mitigate this vulnerability by implementing multifactor
authentication for all console, command-line interface, and API access.

Session Hijacking via OAuth Tokens or Browser Sessions

Attackers exploiting browser vulnerabilities or social engineering may hijack active sessions to
gain access without credentials. Licensees can mitigate this vulnerability by ensuring token
validation and revocation for federated authentication (e.g., OAuth).

D.4.4.4.3 Export Control and Data Residency

Export control and data residency are particularly relevant concerns for sensitive or regulated
industries such as the nuclear, aerospace, and defense industries. The associated vulnerabilities
relate to the licensee's responsibility to communicate to the cloud service provider the sensitivity
levels of the data deployed in the cloud. The cloud service provider should be informed about the
legal and regulatory requirements that apply to licensee data, such as requirements from industry
standards or government regulations, and should take these requirements into account when
classifying assets and implementing security controls.

These vulnerabilities fall under D.4.5.9, “Use of External Systems (B.1.22)”; D.4.5.23, “Supply
Chain Protection (C.12.2)”; and D.5.5.24, “Trustworthiness (C.12.3).”

Violation of International Traffic in Arms Regulations or Export Administration
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Regulations

Uploading controlled technical data (e.g., nuclear engineering specifications or information on
dual-use technologies) to cloud storage hosted in non-US regions can trigger serious regulatory
violations. Licensees can mitigate this vulnerability by using tagging and labeling to enforce the
International Traffic in Arms Regulations (ITAR), the Export Administration Regulations (EAR),
or other export controls across cloud storage.

Uncontrolled Cross-Border Replication

Unless region-locking is configured, cloud service providers may replicate data across regions for
redundancy, potentially violating export restrictions or data residency laws (e.g., the General Data
Protection Regulation (GDPR), the California Consumer Privacy Act (CCPA), or the ITAR). This
vulnerability can be mitigated by the following means:

e preventing export-controlled data from being moved or replicated across unauthorized
regions

e ensuring encryption and restricting data movement outside approved geographic regions
Insufficient Data Classification or Tagging

Teams unaware of export controls may not tag or isolate controlled data correctly, allowing
unauthorized international staff or systems to access it. Licensees can mitigate this vulnerability
by ensuring that their contracts with vendors include controls on the handling of export-restricted
data.

Third-Party Vendor Access

Contractors or support teams with access to cloud environments may inadvertently or maliciously
access export-controlled data, leading to compliance violations. Licensees can mitigate this
vulnerability by vetting all third-party staff handling sensitive or export-controlled information.

D.4.4.5 Need for Additions and Changes

Some NRC licensees are now considering the use of cloud computing technologies in their
facilities. The current regulatory framework of RG 5.71, Revision 1, does not cover cloud
computing, nor does it provide guidance on securing that novel technology if implemented. It also
has other gaps: (1) it does not include a definition of cloud computing, (2) it does not explain
which security controls are applicable to cloud services, and (3) it omits some use cases and does
not clearly indicate what controls apply to systems involving cloud technologies.

The NRC therefore needs to amend RG 5.71, Revision 1, to address the possibility that licensees
will outsource some of their data management to third-party vendors providing cloud computing
services.

D.4.5 Controls

To facilitate the secure use of cloud technologies, the NRC has revised the controls below. The
actual text of the controls appears in Appendices B and C.
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D.4.5.1 Access Control Policy and Procedures (B.1.1) (Ref. 55)
Control Intent

The intent of this control is to ensure the development, documentation, and deployment of
policies and implementing procedures offering administration, oversight, and management of the
processes used for determining which entities require access rights to CDAs.

Licensee/Applicant Activities

[Licensee/Applicant] develops, disseminates, and [annually] reviews and updates a formal,
documented CDA access control policy that addresses the purpose, scope, roles, responsibilities,
management commitments, and internal coordination of such policy. [Licensee/Applicant] has
also developed formal, documented procedures to facilitate the implementation of the access
control policy and associated security controls.

The objective of the access control policy is to provide reasonable assurance that only authorized
individuals, or processes acting on their behalf, can access CDAs and perform authorized
activities. The access control policy addresses the following system-specific requirements:
account management, access enforcement, information flow enforcement, separation of functions,
least privilege, unsuccessful login attempts, system use notification, session lock, supervision and
review/access control, permitted actions without identification or authentication, automated
marking, automated labeling, network access control, open/insecure protocol restrictions, wireless
access restrictions, insecure and rogue connections and access control for PMMD, and use of
external CDAs for proprietary protocol visibility, third-party products and controls, and external
systems.

The access control policy addresses the following:
e access control rights (i.e., which individuals and processes can access what resources)
and access control privileges (i.e., what these individuals and processes can do with the

resources accessed);

e management of CDAs (i.e., establishing, activating, modifying, reviewing, disabling, and
removing accounts);

e protection of passwords and key databases to prevent unauthorized access to master user
and password lists;

e auditing of CDAs [annually] or immediately upon changes in personnel responsibilities
or major changes in system configurations or functionality; and

e separation of duties (i.e., through assigned access authorizations).
[Rationale for Cloud Computing Resources]
Relates to the licensee’s responsibility for enforcing the policies and procedures for managing

identities (i.e., users, systems, processes, services, and other security principles) and access to
resources and assets:
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Establish, document, approve, communicate, implement, apply, evaluate, and maintain
policies and procedures for [AM.

Review and update the IAM policies and procedures at least annually.

Related Controls: B.1.2, B.4.3

D.4.5.2 Account Management (B.1.2)

Control Intent

The intent of this control is to ensure the management and documentation of CDA accounts,
including authorization, establishment, activation, modification, review, disablement, and
removal of accounts.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

managing and documenting CDA accounts, including authorizing, establishing,
activating, modifying, reviewing, disabling, and removing accounts;

reviewing CDA accounts in a manner consistent with the access control list provided in
the [design control package, access control program, cybersecurity procedures] and
initiating required actions on CDA accounts [no less frequently than once every 30 days];

requiring access rights to be job function based;

conducting reviews when an individual’s job function changes to ensure that rights
remain limited to the individual’s job function;

monitoring CDA accounts for atypical usage and reporting of such usage to designated
[Licensee/Applicant] personnel;

reviewing and documenting CDA accounts at a maximum interval consistent with the
most recent version of NEI 03-12, endorsed by the NRC;

establishing processes for reissuing shared or group account credentials (if deployed)
when individuals are removed from the group;

employing automated mechanisms that support CDA account management functions and
enable CDAs to automatically accomplish the following:

o terminate temporary, guest, and emergency accounts [no less frequently than once
every 30 days];

o disable inactive accounts [no less frequently than once every 30 days];
o create and protect audit records for account creation, deletion, and modification; and

o document and notify system administrators of all account creation, deletion, and
modification activities so that system administrators are aware of any account
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modifications and can promptly investigate potential cyberattacks.
[Rationale for Cloud Computing Resources]

Relates to the licensee’s responsibility with regard to providing user access to the data and assets
controlled and managed by the licensee in the cloud service environment:

e Establish a single point of contact (SPOC) per function or department to manage access
provisioning.

e Define a hierarchy of roles and a delegation structure to ensure that provisioning actions
propagate effectively across related roles.

e Designate a centralized SPOC responsible for receiving and managing requests for
access.

Related Controls: B.1.1, B.2.2, B.2.3

D.4.5.3 Access Enforcement (B.1.3)

Control Intent

The intent of this control is to ensure enforcement of approved authorizations for logical and
physical access to CS and CDA resources in accordance with applicable access control policies.
Approved authorizations will include access by direct or indirect means, regardless of physical
proximity.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e enforcing assigned authorizations for controlling access to CDAs in accordance with
established policies and procedures;

e assigning all user rights and privileges for the CDA consistent with the user
authorizations;

e defining and documenting privileged functions and security-relevant information for the
CDAs;

o authorizing personnel access to privileged functions and security-relevant information
consistent with established policies and procedures;

e restricting access to privileged functions (deployed in hardware, software, and firmware)
and security-relevant information to authorized personnel (e.g., security administrators);

e defining and documenting privileged functions for CDAs;

e requiring dual authorization for critical privileged functions and the creation of any
privileged access for users; and
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e ensuring and documenting that access enforcement mechanisms do not adversely impact
the operational performance of CDAs and employing alternate compensating security
controls when access enforcement cannot be used.

[Rationale for Cloud Computing Resources]
Relates to the licensee's responsibility for enforcing the policies and procedures for managing
identities (i.e., users, systems, processes, services and other security principles) and access to

resources and assets.

o Establish, document, approve, communicate, implement, apply, evaluate and maintain
policies and procedures for [AM.

e Review and update the policies and procedures at least annually.
Related Controls: C.5.5, C.11.6
D.4.5.4 Information Flow Enforcement (B.1.4)
Control Intent

The intent of this control is to ensure enforcement of approved authorizations for controlling the
flow of information within CSs, within CDAs, and between interconnected CSs and CDAs.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e enforcing and documenting assigned authorizations for controlling the flow of
information, in near-real time, within CDAs and between interconnected systems, in
accordance with the established defensive strategy;

e maintaining documentation that demonstrates that [Licensee/Applicant] has analyzed and
addressed the types of permissible and impermissible flow of information between
CDA:s, security boundary devices, and boundaries and the required level of authorization
to allow information flow as defined in the defensive strategy;

e implementing and documenting information flow control enforcement using the protected
processing level (e.g., domain type-enforcement) as a basis for flow control decisions;

e implementing near-real-time capabilities to detect, deter, prevent, and respond to illegal
or unauthorized information flows;

e preventing encrypted data from bypassing content-checking mechanisms;
e implementing one-way data flows using hardware mechanisms;
e implementing dynamic information flow control based on a policy that allows or

disallows information flows because of changing conditions or operational
considerations;
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e implementing mechanisms to prevent unauthorized data exfiltration; and

e configuring CDAs so that user credentials are not transmitted in clear text and
documenting this requirement in the access control policy.

[Rationale for Cloud Computing Resources]

Relates to the licensee’s responsibility for communications security above the provisioned
infrastructure or platform, or when connecting different environments together. Communications
security should be a standard component of the system, enabling safe and secure interactions with
the cloud environment:

e Design a communications security architecture that uses secure protocols appropriately to
protect data in transit.

o Establish appropriate network controls to protect workloads from both lateral movement
inside cloud environments, and malicious attack from outside cloud environments.

e Review communications security configurations and associated documentation at least
annually.

D.4.5.5 Least Privilege (B.1.6)
Control Intent

The intent of this control is to ensure that access rights are limited to the minimal functions
required to perform the authorized activity.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

e assigning the most restrictive set of rights and privileges or access needed by users,
services, or automated processes for the performance of specified tasks;

e configuring CDAs to enforce the most restrictive set of rights and privileges or access
needed by users, services, or automated processes; and

e implementing alternate controls and documenting the justification for alternate controls
and countermeasures for increased auditing when a CDA cannot support the
differentiation of privileges within the CDA, and an individual must perform all roles
within the CDA.

[Rationale for Cloud Computing Resources]

Relates to licensee's responsibility with respect to the entities accessing the cloud environment,
including personnel, external users (e.g., vendors), applications and services.

e Ensure that the least privilege principle (at a minimum), is applied when assigning system

access to users, including cloud service administrators, security administrators, system
and operational support personnel, and other users of the cloud service.
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Related Controls: B.1.1, B.1.7, B.1.10, C.5.4

D.4.5.6 Session Lock (B.1.10)
Control Intent

The intent of this control is to ensure the enabling of session lock functionality on a CDA, or
alternate measures that provide equivalent cybersecurity.

Licensee/Applicant Activities

[Licensee/Applicant] configures CDAs to do the following:

Initiate a session lock after [30 minutes of inactivity].
Provide the capability for users to directly initiate session lock mechanisms.

Maintain the session lock on a CDA until the user reestablishes access using
identification and authentication procedures.

Alternatively, [Licensee/Applicant] implements alternate controls, and documents the
justification for alternate controls or countermeasures, for those instances in which a CDA cannot
support session locks. These alternate controls accomplish the following:

Physically restrict access to the CDA.

Promptly monitor and record physical access to the CDA so that personnel can detect and
respond to intrusions.

Use auditing or validation measures (e.g., security guard rounds, periodic monitoring of
tamper seals) to detect unauthorized access and modifications to the CDAs.

Ensure that individuals who have access to the CDA are qualified.

Ensure that those individuals are trustworthy and reliable, in accordance with
10 CFR 73.56, “Personnel access authorization requirements for nuclear power plants.”

[Rationale for Cloud Computing Resources]

Relates to licensee's responsibility with respect to ensuring any interactive-use endpoints are
configured to automatically lock screens after a specified period of inactivity.

Ensure that an inactivity timeout should be set to automatically trigger the session lock
screen when the endpoint device is idle for a specified period. This security lockout
control should automatically initiate after endpoint remains idle from user interaction
after a pre-defined time period.

Related Controls: B.3.2, B.3.6, B.4.2

D.4.5.7 Use of External Systems (B.1.22)
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Control Intent

The intent of this control is to ensure that CDAs are prohibited from access by, or communication
with, external systems that are not within the same security level.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for the following:

o ensuring that external systems cannot be accessed from safety-related, security, and
important-to-safety CDAs or CSs;

e prohibiting external systems from accessing safety-related, security, and important-to-
safety CDAs or CSs;

e ensuring that external systems cannot be accessed from CDAs located behind a one-way
deterministic device in a manner that would result in a bypass that enables
communications from lower levels to higher levels;

e prohibiting external systems from accessing CDAs located behind a one-way
deterministic device; and

e prohibiting the use of an external system to access CDAs or to process, store, or transmit
organization-controlled information except when [Licensee/Applicant] has verified the
implementation of equivalent security measures on the external system.

[Rationale for Cloud Computing Resources]

Relates to the licensee's responsibility to communicate to the cloud provider the sensitivity levels
of the data that has been deployed in the cloud, since the Cloud Service Provider needs this
information to properly classify the physical and logical assets of the cloud infrastructure it
manages. These physical and logical assets then will inherit the sensitivity level of the data they
handle, thus allowing the Cloud Service Provider to properly classify them.

e Data Classification Policy: Licensee should develop a comprehensive data classification
policy that defines the different data sensitivity levels and the criteria for classifying data
into those levels. The policy should be communicated to the Cloud Service Provider to
guide their asset classification process.

¢ Regulatory Compliance Requirements: Cloud Service Provider should be informed about
applicable legal and regulatory compliance requirements that apply to licensee data, such
as industry standards or government regulations. This will ensure these requirements are
taken into account by the Cloud Service Provider when classifying assets and
implementing security controls. Change Management and Communication: Licensee
should keep open communication channels with Cloud Service Provider regarding any
changes to physical or logical assets handling licensee data, or any changes to the
licensee’s data classification policy or usage patterns. This will assist in the Cloud
Service Provider keeping asset classifications and security controls aligned with the
licensee’s evolving data security and protection requirements.

Related Controls: B.1.4
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D.4.5.8 Transmission Integrity (B.3.6)
Control Intent

The intent of this control is to ensure that the integrity of data is maintained as the data are passed
to or from CDAs.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for doing the following:

e configure CDAs to protect the integrity of transmitted information;

e employ cryptographic mechanisms to recognize changes to information during
transmission and upon receipt, unless otherwise protected by alternate physical measures;

e implement mechanisms to prevent MITM attacks using the following methods:
e Media Access Control Address Locking—[Licensee/Applicant] locks devices and
ports using address locking to prevent MITM attacks and rogue devices from being

added to the network,

e Network Access Control—[Licensee/Applicant] implements network access control
to prevent MITM attacks and rogue devices from being added to the network.

e implement monitoring to detect MITM and address resolution protocol poisoning; and

e implement alternate controls and document the justification for alternate controls or
countermeasures when a CDA cannot support transmission integrity and implement all of
the following:
e physically restrict access to the CDA,

e monitor and record physical access to the CDA to promptly detect and respond to
intrusions,

e use auditing and validation measures (e.g., security guard rounds, periodic
monitoring of tamper seals) to detect unauthorized access and modifications to the
CDAs,

e cnsure that individuals who have authorized access to the CDA are qualified, and

e ensures that those individuals are trustworthy and reliable, in accordance with
10 CFR 73.56.

[Rationale for Cloud Computing Resources]
Relates to the licensee's responsibility for the encryption of data both at-rest and in-transit and
correctly implementing cryptographic tools to ensure the appropriate level of data protection. The

cryptographic protection of data at-rest and in-transit ensures the confidentiality and integrity of
sensitive information within the cloud environment.
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e Ensure that in-transit data is encrypted, including across system interfaces, public
networks, and electronic messaging (e.g., email). Secure network communication
protocols, such as TLS, with strong industry accepted ciphers.

e Manage encryption keys securely, including their secure generation, distribution,
rotation, revocation and destruction.

e Mechanisms should be utilized for keeping data encryption keys in a protected
environment, like Trusted Execution Environments, safe from exfiltration and tampering,
including by licensee staff.

Related Controls: B.3.10, B.4.2, C.3.6,C.11.3, C.11.6,C11.7

D.4.5.9 Cryptographic Key Establishment and Management (B.3.9)
Control Intent

The intent of this control is to ensure that cryptographic measures are employed to protect the
confidentiality and integrity of data stored, transmitted, or received by CSs and CDAs, and that
the keys employed are effectively protected from discovery, decryption, or compromise.
Licensee/Applicant Activities

[Licensee/Applicant] manages cryptographic keys using automated mechanisms with supporting
procedures or manual procedures when cryptography is required and employed within the CDA:s,
in accordance with [Federal Information Processing Standards (FIPS)140-3, “Security
Requirements for Cryptographic Modules” (Ref. 56).

[Rationale for Cloud Computing Resources]

Relates to the licensee's responsibility for the encryption of data both at-rest and in-transit and
correctly implementing cryptographic tools to ensure the appropriate level of data protection. The

cryptographic protection of data at-rest and in-transit ensures the confidentiality and integrity of
their sensitive information within the cloud environment.

e Licensee should ensure they have the ability to manage licensee-owned or generated
encryption keys.

e Licensee should ensure there is agreed upon definition and scope of licensee-managed
keys and document this in applicable contracts, policies, and procedures.

e Licensee should ensure they are able to manage policies, procedures and processes.
e Licensee should ensure they are able to manage keys and data encryption keys.

e Licensee should ensure they have the ability to manage key encryption keys or master
keys used

e to encrypt data keys.
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e Key management capability is the process of Cloud Service Provider providing licensee
the capability to manage licensee-owned or generated encryption keys.

e The licensee and Cloud Service Provider should agree on the definition and scope of
licensee-managed keys and document this in applicable contracts, policies, and

procedures.

e The Cloud Service Provider should empower the licensee to manage keys and data
encryption keys.

o The Cloud Service Provider should enable the licensee to manage key encryption keys or
master keys used to encrypt data keys

Related Controls: B.3.10

D.4.5.10 Use of Cryptography (B.3.10)

Control Intent

The intent of this control is to ensure implementation of cryptographic measures that are robust,
resilient, and highly resistant to cryptanalysis to protect the confidentiality and integrity of data
stored, transmitted, or received by CSs and CDAs.

Licensee/Applicant Activities

[Licensee/Applicant] configures CDAs to implement cryptographic mechanisms that comply with
[FIPS 140-2].

[Rationale for Cloud Computing Resources]

Relates to the licensee’s responsibility for the encryption of data both at rest and in transit and the
correct implementation of cryptographic tools to ensure the appropriate level of data protection.
The cryptographic protection of data at rest and in transit ensures the confidentiality and integrity

of the licensee’s sensitive information within the cloud environment:

e The cloud service provider should allow the licensee to manage cloud-related policies
and procedures.

Related Controls: B.3.9

D.4.5.11 User Identification and Authentication (B.4.2)

Control Intent

The intent of this control is to ensure the establishment of strong authentication mechanisms and
procedures to prevent unauthorized CDA access and usage. This control is also intended to ensure
only legitimate, authorized personnel are allowed to gain user access to CDAs, and only such

access as their job functions require.

Licensee/Applicant Activities
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[Licensee/Applicant] is responsible for doing the following:

implement identification and authentication technology to uniquely identify and
authenticate individuals and processes acting on behalf of users interacting with CDAs
and ensuring that CDAs, security boundary devices, physical controls of the operating
environment, and individuals interacting with CDAs are uniquely identified and
authenticated and that all processes acting on behalf of users are equally authenticated
and identified;

ensure that the authentication technology employs strong MFA using protected
processing levels;

implement alternate controls and document the justification for alternate controls or
countermeasures when a CDA cannot support user identification and authentication and
implement all of the following:

e physically restrict access to the CDA;

e monitor and record physical access to the CDA to promptly detect and respond to
intrusions;

e use auditing and validation measures (e.g., security guard rounds, periodic
monitoring of tamper seals) to detect unauthorized access and modifications to the
CDAs;

e ensure that individuals who have access to the CDA are qualified;

e ensure that those individuals are trustworthy and reliable in accordance with
10 CFR 73.56.

implement secure domain-based authentication, as well as the following:

e maintaining domain controllers within the given security level they are meant to
service;

e physically and logically securing domain controllers to prevent unauthorized access
and manipulation;

e prohibiting domain trust relationships between domains that exist at different security
levels;

e prohibiting domain authentication protocols from being passed between boundaries;
and

e implementing role-based access control where possible to restrict user privileges to
only those required to perform the task.

where domain-based authentication is not used, [Licensee/Applicant] is responsible for
the following:
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e documenting and justifying the reason for not implementing secure domain-based
authentication;

e implementing localized authentication when feasible;

e implementing the strongest possible challenge-response authentication mechanism
within a scenario, as supported by the application; and

e implementing role-based access control where possible to restrict user privileges to
only those required to perform the task.

[Rationale for Cloud Computing Resources]

Relates to the licensee’s responsibility for managing the respective processes and procedures that
generate and allocate unique identifiers to users in their respective organizations. The licensee
owns the control in relation to the entities whose access to the cloud environment the licensee
provisions and maintains, including its internal users, external users (e.g., vendors), applications,
and services:

e Ensure all users are assigned a unique ID before allowing their access to system
components or applications, so that each individual is accountable for their actions within
the system. Such accountability permits actions taken on critical data and systems to be
traced to known, authorized users and processes. The licensee should have a process to
detect any creation of nonindividual accounts in any infrastructure/application (either in
the cloud or on premises).

Related Controls: B.1.10, B.3.1, B.3.2, B.3.7

D.4.5.12 Malicious Code Protection (C.3.3)

Control Intent

The intent of this control is to ensure the prevention, detection, and elimination of malware
infection of security boundary devices, CSs and CDAs, workstations, servers, PMMD, and
including along the attack pathways.

Licensee/Applicant Activities

[Licensee/Applicant] establishes, deploys, and documents real-time malicious code protection
mechanisms at security boundary device entry and exit points (e.g., firewalls, digital media zones,
data diodes, malware scanning stations, data transfer guards), CDAs (if applicable), workstations,
servers, and mobile computing devices (e.g., calibrators and maintenance and test equipment

laptops) on the network to detect and eradicate malicious code resulting from the following:

e data communication between systems, CDAs, removable media, portable storage devices,
or other common means; and

o cexploitation of CDA vulnerabilities.

[Licensee/Applicant] documents and updates malicious code protection mechanisms (including
signature definitions) whenever new releases are available, in accordance with the

RG 5.71, Revision 2, Appendix D, Page D-52



[Licensee/Applicant]’s configuration management policy and procedures.

[Licensee/Applicant] documents and configures malicious code protection mechanisms to ensure
the following:

e scans are performed of security boundary devices, CDAs (if applicable), workstations,
servers, and mobile computing devices weekly;

o real-time scans of files from external sources are performed and whitelisting is employed
as the files are downloaded, opened, or executed; and

e infected files are disinfected and quarantined.
[Licensee/Applicant] documents and employs malicious code protection software products from
multiple vendors as part of a defense-in-depth strategy and addresses the receipt of false positives
during malicious code detection and eradication and the resulting potential impact on the

availability of the CDA.

[Licensee/Applicant] centrally manages malicious code protection mechanisms to achieve the
following:

e CDAs prevent users from circumventing malicious code protection capabilities; and

e CDAs update malicious code protection mechanisms only when directed by a privileged
user.

[Licensee/Applicant] does not allow users to introduce unauthorized removable media into the
CDA:s.

[Licensee/Applicant] disables all media interfaces (e.g., USB ports) that are not required to
operate the CDA.

[Licensee/Applicant] documents and implements malicious code protection mechanisms to
identify data containing malicious code and responds accordingly when CDAs encounter data not
explicitly allowed by the security policy.

Related Controls: C.13.1, C.6

D.4.5.13 Monitoring Tools and Techniques (C.3.4)

Control Intent

The intent of this control is to ensure establishment and maintenance of an adequate plantwide
cyber surveillance capability on networks, systems, and devices affecting CSs and CDAs.

Licensee/Applicant Activities
[Licensee/Applicant] is responsible for accomplishing the following:

e monitor events on the CDAs;
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e detect cyberattacks and indicators of potential cyberattacks on CDAs and along the attack
pathways(s);

e detect and block unauthorized local, network, and remote connections;
e retain event logs in accordance with information retention requirements;
e identify unauthorized use of the CDAs;

e monitor devices that are deployed to provide visibility across CDAs for the following
capabilities:

e collect information to detect attacks, unauthorized behavior and access, and
authorized access.

e track specific types of transactions of interest to [Licensee/Applicant].

e adjust monitoring tools and techniques as threat agents constantly change and adapt their
tactics to circumvent defenses and countermeasures.

[Licensee/Applicant] heightens the level of monitoring activity whenever [Licensee/Applicant] or
the US NRC determines that there is an indication of increased risk to the safety-related,
important-to-safety, security, or emergency operations of the site.

[Licensee/Applicant] employs a WIDS to identify wireless link parameter attacks and rouge
wireless devices, and to detect potential compromises or breaches to the system

[Licensee/Applicant] employs an IDS to monitor wireless communications traffic as the traffic
passes from wireless to wireline networks

[Licensee/Applicant] documents, interconnects, and configures individual intrusion detection
tools into a plantwide IDS.

[Licensee/Applicant] performs operational and functional tests of cybersecurity intrusion
detection and prevention systems, consistent with the timeframe defined in Nuclear Energy
Institute (NEI) 03-12, “Security Plan, Training and Qualification Plan, and Safeguards
Contingency Plan,” Section 20.1, for IDS, and before being placed back in service after each
repair or inoperative state.

[Licensee/Applicant] documents and employs automated tools to support near-real-time analysis
of events.

[Licensee/Applicant] documents and employs automated tools to integrate intrusion detection
tools into access control and flow control mechanisms for rapid response to attacks by enabling
reconfiguration of these mechanisms in support of attack isolation and elimination.
[Licensee/Applicant] monitors, logs, and documents inbound and outbound communications for
unusual or unauthorized activities or conditions. Monitoring capabilities provide real-time alerts

when indications of compromise or potential compromise occur.

[Licensee/Applicant] prevents users from circumventing intrusion detection and prevention
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capabilities.

[Licensee/Applicant] notifies and documents incident response personnel of suspicious events
and takes the least disruptive actions to SSEP functions to investigate and terminate suspicious
events.

[Licensee/Applicant] documents and protects information obtained from intrusion monitoring
tools from unauthorized access, modification, and deletion.

[Licensee/Applicant] uses competent cybersecurity personnel to randomly perform functional and
operational tests and document intrusion monitoring tools.

[Licensee/Applicant] documents and makes provisions to ensure that encrypted traffic is visible
to monitoring tools.

[Licensee/Applicant] analyzes and documents outbound communications traffic at the external
boundary of CDAs (i.e., system perimeter) and at selected interior points within the CDAs’
infrastructure to discover anomalies.

[Licensee/Applicant] analyzes and documents outbound communications traffic at the external
boundary of CDAs (i.e., system perimeter) and at selected interior points within the CSs’
infrastructure to detect covert exfiltration of information.

[Licensee/Applicant] ensures and documents that the use of monitoring tools and techniques does
not adversely impact the functional performance of CDAs and that, where monitoring tools and
techniques cannot be used, adequate alternate controls are in place to compensate.

[Rationale for Cloud Computing Resources]

Relates to licensee's responsibility for ensuring the existence and implementation of a directory of
system event classifications that require logging. Events meeting those classifications should be
logged with necessary details in order to meet the specific requirements defined within
contractual, legal, or regulatory frameworks. Event type metadata should also include everything
that is needed to answer the "Who", "What", "When", "Where", and "Why", and any additional

details relevant to the respective event type.

e User account creation, modifications, and deletions within the cloud IAM system (in
particular of accounts with administrative privileges);

e Identity federation and defederation services
Related Controls: B.2.5, B.3.4, B.5.2, C.8
D.4.5.14 Supply Chain Protection (C.12.2)
Control Intent

The intent of this control is to ensure that items and services are procured from trusted sources
and have traceability though use of a trusted distribution path.

Licensee/Applicant Activities
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[Licensee/Applicant] protects against supply chain threats and vulnerability by employing the
following measures to maintain the integrity of existing and future CDAs:

e cstablishing trusted distribution paths;
e validating vendors;

e requiring tamper-proof products, tamper-evident seals, or integrity checking mechanisms
on acquired products;

e verifying and documenting controls placed on CDAs/CSs and future CDA/CSs by the
vendor, in compliance with C.12.5 and C.12.6, to ensure controls are in place and
effective before the CDA/CS is placed into production; and

e testing and documenting custom software to ensure it is free of malicious, hidden, and/or
unauthorized code before being placed into production.

[Licensee/Applicant] conducts an analysis for each product acquisition to determine that the
product provides the security requirements necessary to address the security controls in
Appendices B and C.

[Licensee/Applicant] uses heterogeneity to mitigate vulnerabilities associated with the use of a
single vendor’s product.

[Rationale for Cloud Computing Resources]

Relates to the licensee’s responsibility to manage the ongoing risks of its supply chain. Licensees
should ensure the cloud service provider periodically, or on an ongoing basis, assesses the
security programs and controls of their suppliers as follows:

e Where possible, the ability for a cloud service provider to assess the security of a
supplier's controls should be automated and provided as close to real-time as possible.

e Where a supplier's controls are not automated, or control operation data is not provided
proactively by the supplier, periodic manual review and assessment should be required.

e The main objectives of the review are to determine if the supplier's security program and
practices remain sufficient for the cloud service provider's requirements, and that the
supplier is complying with the expectations set forth in the contract agreement.

e The reviews should include all direct and indirect suppliers that the cloud service
provider relies upon to provide key services (e.g., infrastructure hosting).

Related Controls: C.12.5, C.12.6.

D.4.5.15 Trustworthiness (C.12.3)

Control Intent

The intent of this control is to ensure that commercial off-the-shelf or custom software is free

from known cybersecurity vulnerabilities, as well as unauthorized and undocumented
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functionality and features.
Licensee/Applicant Activities

[Licensee/Applicant] requires that software developers employ software quality and validation
methods to minimize flawed or malformed software.

[Licensee/Applicant] establishes, implements, and documents requirements that all tools used to
perform cybersecurity tasks or SSEP functions undergo a commercial qualification process

similar to that for software engineering tools that are used to develop digital instrumentation and
control systems.

[Additional Bullet Point(s) for Cloud Computing]

[Licensee/Applicant] requires that the cloud provider holds the required FedRAMP or level
applicable to its use.

Related Controls: C.12.2, C.12.5, C.12.6.

D.4.5.16 Threat and Vulnerability Management (C.13.1)

Control Intent

The intent of this control is to ensure that the technical and operational elements of the licensee’s
defensive strategy are sufficiently protected against known threats, vulnerabilities, and attack
methods.

Licensee/Applicant Activities

[Licensee/Applicant] does the following:

e performs assessments and scans for vulnerabilities in CDAs [no less frequently than once
a quarter] and at random intervals in accordance with Appendix A.4.1.3 of [this Plan
(Appendix A)] and when new potential CDA vulnerabilities are reported or identified,

e employs vulnerability scanning tools and techniques that promote interoperability among
tools and automate parts of the vulnerability management process by accomplishing the
following:

e cnumerating platforms, software flaws, and improper configurations
o formatting and making transparent checklists and test procedures
e measuring vulnerability impacts

e analyze vulnerability scan reports and remediate vulnerabilities within a time period that

will provide reasonable assurance that CDAs are protected from cyberattacks up to and

including the DBT.

e climinate similar vulnerabilities in other CDAs.
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e employ vulnerability scanning mechanisms that include the capability to update the list of
known vulnerabilities.

e update the list of vulnerabilities associated with the CDA scanned [monthly] and when
new vulnerabilities are identified and reported.

e employ vulnerability scanning procedures that maximize the breadth and depth of
coverage (i.e., CDA components scanned, and vulnerabilities checked).

e discern and document what information associated with the CDA is discoverable by
adversaries.

e perform security testing to determine the level of difficulty in circumventing the security
controls of the CDA, using methods such as [penetration testing, malicious user testing,
and independent verification and validation].

o include privileged access authorization to CDAs for selected vulnerability scanning
activities to facilitate more thorough scanning.

e employ automated mechanisms to compare the results of vulnerability scans over time to
determine trends in CDA vulnerabilities and mitigation/flaw remediation activities.

e employ automated mechanisms to detect and notify authorized personnel of the presence
of unauthorized software on CDAs.

e ensure that SSEP functions are not adversely impacted by the scanning process. Where
this may occur, CDAs are removed from service or replicated (to the extent feasible)
before scanning is conducted, or scanning is scheduled to occur during planned CDA
outages whenever possible. Where [Licensee/Applicant] cannot conduct vulnerability
scanning on a production CDA because of the potential for an adverse impact on SSEP
functions, alternate controls (e.g., providing a replicated system or CDA to conduct
scanning) are employed.

The [Licensee/Applicant] reviews historic audit logs to determine whether a vulnerability
identified in the CDA has been previously exploited.

[Rationale for Cloud Computing Resources]
Relates to licensee's responsibility for defining, implementing, and evaluating processes,
procedures, and technical measures for the detection of vulnerabilities on organizationally

managed assets, (host infrastructure, network devices, and virtualization technologies), at least
monthly.

e Establish an external-facing vulnerability disclosure program to allow external parties to
communicate detected vulnerabilities.

Related Controls: C.3.6, C.6, C.7, C.8, C.12.5,
D.4.5.17 Risk Mitigation (C.13.2)

Control Intent

RG 5.71, Revision 2, Appendix D, Page D-58



The intent of this control is to ensure a CSP has been implemented, and its protective

measures are in place, operating as intended, and producing desired outcomes.

Licensee/Applicant Activities

Protection and mitigation of risk are achieved by implementing

(1) the defense-in-depth protective strategies discussed in Staff Regulatory Guidance,
Section C.3.2,

(2) the security controls described in Appendixes B and C,

(3) digital equipment and software cyberattack detection, prevention, and recovery
techniques and tools for the systems, structures, and components within the scope of the
rule, and

(4) Appendix A.4 of [this Plan (Appendix A)]. [Licensee/Applicant] has the detailed
information on how these requirements are implemented to achieve the reasonable
assurance objectives of security controls specified in this Plan. The detailed information
is available for NRC inspections and audits.

[Additional Bullet Point(s) for Cloud Computing]

The risk mitigation program should include, but not be limited to, the following:

Cloud-related information security risks.

Risk mitigation elements such as risk identification, risk assessment, risk treatment, and
risk reporting.

Management of each business area should consist of the implementation of the applicable
program policies and procedures.

Related Controls: C.6, C.7, C.13.1.

D.4.6 Future Considerations

The current revision of this regulatory guidance covers cloud computing only for cybersecurity
monitoring. Future revisions will address a wider range of cloud-based technologies for various
use cases.
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APPENDIX E

SUPPLEMENTAL GUIDANCE ON IMPLEMENTATION OF
THREAT AND VULNERABILITY MANAGEMENT

E.1 INTRODUCTION
E.1.1 Background

In the early phases of implementing cybersecurity programs in the nuclear power industry, a
broad interpretation of the term “critical digital asset” (CDA) led to the identification of
thousands of digital assets as subject to Title 10 of the Code of Federal Regulations

(10 CFR) 73.54, “Protection of digital computer and communication systems and networks.” This
expansive initial scoping resulted in a disproportionately large number of CDAs requiring
management under Regulatory Guide (RG) 5.71, Appendix C.13.

The U.S. Nuclear Regulatory Commission (NRC) recognizes that many of these CDAs are of
little realistic consequence to the protection of nuclear material and the safe operation of nuclear
power plants. For vulnerability management (VM), most licensees use the National Vulnerability
Database (NVD) to identify Common Vulnerabilities and Exposures (CVEs), which are then
scored using the Common Vulnerability Scoring System (CVSS) Base Score. By strategically
using CVSS environmental and temporal metrics and focusing on truly impactful vulnerabilities,
licensees can achieve more effective cybersecurity with optimized resource allocation, while still
adhering to 10 CFR 73.54.

E.1.2 Purpose

Appendix E outlines a refined approach to VM that aligns with the intent of protecting the
technical and operational elements of a facility’s defensive strategy while significantly reducing
unnecessary burden on licensees. This appendix is intended to increase clarity and consistency in
licensee implementation of vulnerability assessment activities.

E.1.3 Scope

The guidance in Appendix E is applicable to threat management and VM as outlined in RG 5.71,
Revision 2, Appendix C.13.1.

E.2 IN-SCOPE CRITICAL DIGITAL ASSETS

Appendix E limits the scope of CDAs requiring comprehensive VM to only those whose
compromise would have a direct, adverse impact on safety or security. In accordance with this
primary focus, NRC inspectors will only perform direct inspection of in-scope CDAs.

Sections E.2.1 and E.2.2 detail the CDAs included in the redefined scope.

E.2.1 Direct-Impact Critical Digital Assets

A CDA is considered a direct-impact CDA if its compromise (e.g., modification, destruction, or

denial of access) could, without immediate, effective, and independent compensating action, do
either of the following:
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e Directly lead to a radiological release or exceed a safety limit.

e Directly compromise the ability to detect, respond to, and recover from a security event
affecting physical protection (e.g., vital area access control, critical alarm systems).

E.2.2 Cyber Defense Systems

A cyber defense system is a dedicated cybersecurity system that protects safety and security
functions. Cyber defense systems include, but are not limited to, the following:

e security information and event management (SIEM) systems

e intrusion detection systems (IDSs) and intrusion prevention systems (IPSs)
e host intrusion detection systems (HIDSs)

o firewalls, especially those at control system boundaries

e data diodes and other deterministic boundary devices

e antivirus (AV) kiosks and centralized patch/AV management servers critical to CDA
protection

e any other boundary or monitoring devices deployed to detect, protect against, or respond
to cyberattacks

E.3 VULNERABILITY MONITORING AND IDENTIFICATION

Licensees shall screen for applicable CDA vulnerability notices [no less frequently than once a
quarter], at random intervals in accordance with Appendix A.4.1.3 of [this Plan (Appendix A)],
and when new potential CDA vulnerabilities are reported or identified. This includes
vulnerabilities reported by credible sources and vulnerabilities identified by NRC inspectors.

E.3.1 Credible Sources

Licensees are responsible for identifying vulnerabilities from multiple credible sources, including
the NVD database, the CISA database, and direct notifications from vendors (with whom the
licensee has a contractual support relationship for vulnerability notifications). Licensees shall
provide the NRC with a list of these credible sources.

E.3.2 Inspection-Identified Vulnerabilities

If an NRC inspection team identifies a vulnerability that was not published by any credible source
(refer to Section E.3.1) and was not identified in a previous inspection, the vulnerability is
considered an undisclosed vulnerability. Licensees will not be penalized for failure to proactively
identify undisclosed vulnerabilities. Upon NRC identification, the licensee will promptly enter
the vulnerability into its corrective action program for disposition using the established VM
process, including CVSS evaluation. After NRC identification, the vulnerability will be
considered disclosed.
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Vulnerabilities identified during an inspection that were previously listed by a credible source
(refer to Section E.3.1), but were not documented and managed within the licensee's VM program
(e.g., not screened out with justification, remediated, or mitigated with compensating controls),
will be considered an NRC-identified issue (and may result in findings).

E4 VULNERABILITY SCORING AND SCREENING

Licensees may screen out CVEs based on their CVSS v3.1 score. If licensees receive a nonscored
vendor notice of vulnerability, licensees may use the CVSS scoring calculator to find the Base
Score of that vulnerability.

Scoring and screening of the cyber defense systems defined in Section E.2.2 (SIEMs, IDS/IPS,
HIDS, firewalls, data diodes, etc.) should use the Base Score. For these systems, licensees should
use the Base Score as the Adjusted Score and should review all applicable CVEs with a Base
Score of 4.0 or higher.

For all other CDAs, licensees should review all applicable CVEs with an Adjusted Score of 7.0 or
higher. Licensees may use the environmental and temporal metrics to create an Adjusted Score
following the guidelines in the subsections below. Usage of these subsections should be
consistent across applicable CDAs.

E.4.1 Modified Attack Vector for Standalone Critical Digital Assets

Standalone CDAs are CDAs that truly stand alone (i.e., they are demonstrably isolated, with no
network connectivity beyond maintenance ports or highly restricted, purpose-built connections).
For these CDAs, licensees may use the Modified Attack Vector metric value of Local (L) for the
Adjusted Score.

Licensees cannot use the Modified Attack Vector criterion to screen out a vulnerability if there is
a documented potential for a supply chain attack that could compromise the CDA (e.g., through a
compromised patch, firmware update, or CDAs directly managed by a vendor through insecure
means). In such cases, the inherent protection of isolation is undermined by a remote supply chain
vector, and the CVSS values should reflect this.

E.4.2 Modified Attack Vector for Critical Digital Assets Behind Boundaries

For CDAs located behind deterministic boundary devices (e.g., data diodes), licensees may use
the Modified Attack Vector (MAV) metric value of Adjacent (A) for the Adjusted Score. This

acknowledges the inherent security provided by these one-way communication devices, which
make direct network-based attacks from the broader network infeasible.

E.4.3 Additional Environmental Metrics

Licensees may choose to submit for NRC approval a detailed matrix showing how every CVSS
v3.1 environmental metric will be used, with specific criteria for application. If the NRC
approves this matrix, the licensee should apply the matrix to use all CVSS environmental metrics

for the Adjusted Score. The matrix should use a conservative approach unless there is
documented justification for doing otherwise.

Examples of criteria associated with various metrics include the following:
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E.4.4

Modified Privileges Required (MPR): If a vulnerability requires high privileges on a
system and robust access controls are in place and maintained, the MPR can be adjusted.

Modified User Interaction (MUI):

o MUI:R (Required): Licensees may use the Modified User Interaction (MUI) metric
value of Required (R) for physically isolated CDAs—that is, isolated CDAs with no
networking capability, which attackers can reach only if they have direct physical
access to the device. This provision specifically applies to CDAs protected by robust
physical security measures. However, MUI:R cannot be used as a catch-all for CDAs
located within the protected or vital areas of the plant. Critical systems that are
networked and not segregated can be targeted from multiple access points. While
physical security is a deterrent, logical controls should still be in place to mitigate the
risk of intentional or unintentional changes to critical systems. Therefore, MUI:R
may only be used when an Attack Vector (AV) metric value of Local (L) or Physical
(P) is identified in the Base Score.

Modified Scope (MS): If network segmentation or other controls demonstrably prevent a
vulnerability's exploitation from affecting other systems, the MS metric value can be
adjusted to Unchanged (U).

Modified Confidentiality/Integrity/Availability Requirements (MCR, MIR, MAR):
These environmental metrics must be adjusted to reflect the actual criticality of the data
or function to safety and security, as not all data on a CDA have the same safety and
security impact.

Temporal Metrics

Licensees may choose to submit for NRC approval a detailed matrix showing how each CVSS
v3.1 temporal metric will be used, with specific criteria for application. If the NRC approves this
matrix, the licensee may apply the matrix to use all CVSS temporal metrics for the Adjusted
Score. The matrix should use a conservative approach unless there is documented justification for
doing otherwise.

E.5

RISK-INFORMED REMEDIATION

Remediation actions for in-scope CDAs (refer to Section E.2) should be prioritized and executed
based on the adjusted Score in Section E.4 (or Base Score for cyber defense systems), with
defined timeframes for different severity levels:

Critical (9.0-10.0): Immediate or within [7] days, unless demonstrably mitigated by
compensating controls that reduce the actual risk to a lower category.

High (7.0-8.9): Within [30] days, with documented justification for any delays and
consideration of temporary compensating controls.

Medium (4.0-6.9): Within [90-180] days, with prioritization based on asset criticality
and potential for escalation.
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In certain exceptional cases, licensees may perform risk acceptance and delay or reject
remediation. In all exceptional cases, the licensee should formally document the vulnerability, the
reason for no remediation, the compensating controls implemented, and a residual risk
assessment, and receive appropriate management approval (risk acceptance). This documentation
should be readily available for NRC review. The exceptional cases are as follows:

E.6

Technical Infeasibility: Remediation (e.g., patching) is technically infeasible for legacy
systems without causing unacceptable operational disruption or safety concerns.

Vendor Support Limitations: A vendor no longer provides patches or support for a
specific CDA or software version.

Demonstrated Mitigation by Compensating Controls: The vulnerability is
demonstrably mitigated to an acceptable risk level by existing, verifiable, and regularly
tested cybersecurity defense-in-depth measures (e.g., network segmentation, access
controls, physical security, data diodes).

INSPECTION

To ensure that the licensee is meeting the goals of this VM approach, the licensee shall provide
NRC inspectors with verifiable metrics for the following:

Number of In-Scope CDAs: The total number of CDAs that shall be screened for
vulnerabilities, meeting the criteria outlined in Section E.2. This includes the following:

o number of direct-impact CDAs
o number of critical digital systems

Number of Vulnerabilities Screened Out (with Justification): The number of
vulnerabilities on in-scope CDAs that have been formally screened out using the adjusted
Score (i.e., the number of vulnerabilities with a Base Score of 7.0 or above but an
Adjusted Score of below 7.0) in section E.4. This metric demonstrates the effective
application of the proposed screening criteria.

Number of Remediated/To-Be-Remediated Vulnerabilities: The number of
vulnerabilities on in-scope CDAs that have been remediated or are formally scheduled for
remediation, in accordance with the risk-informed prioritization and thresholds in

Section E.5.

Number of Remediation Exceptions: The number of vulnerabilities on in-scope CDAs
that have delayed or rejected remediation, in accordance with the risk acceptance
guidelines in Section E.5.

As mentioned in Section E.2, NRC inspectors will only perform direct inspection of in-scope
CDAs defined in Section E.2.

As mentioned in Section E.3, licensees shall provide NRC inspectors with a list of credible

sources.
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APPENDIX F

ABOVE BASELINE INCENTIVE MODEL PROVIDING CREDIT
FOR IMPLEMENTING CYBERSECURITY BEST PRACTICES

Licensees implement cybersecurity programs to comply with Title 10 of the Code of Federal
Regulations (10 CFR) 73.54, “Protection of digital computer and communication systems and
networks.” However, some licensees have taken additional, voluntary steps to enhance
cybersecurity, such as conducting internal incident response drills, integrating intrusion detection
systems (IDSs) with corporate cybersecurity operations centers (CSOCs), and inviting third-party
red team assessments. These additional efforts are not formally captured in cybersecurity plans
because of concerns that including them could inadvertently create new regulatory obligations.
As a result, while the U.S. Nuclear Regulatory Commission (NRC) is aware that such practices
exist, there is no established mechanism for recognizing or giving credit for these risk-reducing
activities.

The Above-Baseline Incentive Model (ABIM) provides licensees with an optional pathway to
receive regulatory credit for voluntarily implementing cybersecurity measures that go beyond the
baseline requirements of 10 CFR 73.54. This model is intended to encourage enhanced
cybersecurity performance while maintaining the NRC’s responsibility for oversight and
assurance of digital system protection.

Under ABIM, licensees that adopt additional controls or best practices (beyond those required by
Regulatory Guide (RG) 5.71, Revision 2) may be eligible for reduced baseline inspection
activities under “Cybersecurity,” dated January 1, 2022; credit for certain security controls
required in RG 5.71, Revision 2; or both. Reductions to baseline inspection activities could
include adjustments to inspection scope, duration, or frequency, based on the maturity and
effectiveness of the licensee’s above-baseline practices.

Participation in ABIM is entirely voluntary. A licensee that chooses to implement part or all of
ABIM may need to revise its cybersecurity plans to adopt RG 5.71, Revision 2, in its entirety.
Lead inspectors will then work with the licensee before a baseline inspection takes place, to
determine which of the options in Appendix F the licensee has adopted and what reductions in
inspection scope are feasible. Importantly, ABIM does not eliminate regulatory inspections. The
NRC will continue to perform baseline oversight activities to verify compliance with

10 CFR 73.54, but the agency will recognize and account for above-baseline activities as part of a
more risk-informed inspection approach.

This appendix details the eligibility criteria, documentation expectations, and evaluation process
for licensees seeking to participate in ABIM and receive credit for enhanced cybersecurity efforts.

F.1 ALTERNATE FOR REVIEWING ONGOING MONITORING ACTIVITIES:
IMPLEMENTING A CYBERSECURITY OPERATIONS CENTER

F.1.1 Context
The NRC explored the use of continuous monitoring in the past through cybersecurity operations

centers (CSOCs) as a potential approach to cybersecurity. However, adoption was limited
because there was no specific implementation guidance.

RG 5.71, Revision 2, Appendix F, Page F-1



Today, CSOC operations are commonly used to maintain cybersecurity. For example, the

U.S. Department of Defense and its technology partners both typically require or standardize
24/7/365 CSOC monitoring. CSOC use is widespread across the nuclear industry, although many
licensees receive little or no regulatory credit for it. In the context of advanced reactors, the
CSOC model aligns with the proposed deployment models for new reactors, primarily with
respect to remote operations.

The NRC recognizes CSOCs as a valuable component in maintaining defense in depth,
particularly for detecting, responding to, and recovering from cyberattacks. While many utilities
have implemented CSOCs, they have not formally credited them in their cybersecurity programs
because of the lack of explicit regulatory guidance on doing so.

Now, with operational insights from other sectors, the NRC is in a position to provide clear
guidance on how to implement a CSOC to meet the requirements of 10 CFR 73.54. The NRC
proposes to update RG 5.71, Appendix F, to include the following:

the role of a CSOC in a cybersecurity program

expected response times and response actions

data access requirements for CSOC analysts

training and qualification expectations for CSOC personnel

F.1.2 Alternate Requirements

F.1.2.1 Terms and Conditions for CSOC Required Service Level Agreement

Licensees seeking credit for their CSOC in lieu of portions of their nuclear power plant’s baseline
cybersecurity inspection must submit to the inspection team a fully executed service level
agreement (SLA) that includes clauses addressing the requirements specified below, at the time
the first request for information is issued, in addition to a copy of their CSOC’s monthly critical
digital asset (CDA) audit findings.

Licensees must conduct an annual review of the SLA with the CSOC, updating as necessary to
maintain compliance.

The SLA’s period of performance must encompass the entire interval between baseline
cybersecurity inspections to qualify for credit. For licensees undergoing their first baseline
inspection following the issuance of RG 5.71, Revision 2, Appendix F, the SLA must be valid for
at least one full year.

If a licensee elects to implement a qualified CSOC in accordance with these requirements and
guidance, NRC inspection teams may grant credit under inspection requirement 03.01.a, “Review
Ongoing Monitoring Activities.”

Failure to comply with these requirements will render the licensee ineligible for CSOC-related
credit under the baseline cybersecurity inspection program.

1. Continuous Monitoring

The CSOC team shall continuously monitor, analyze, and respond to alerts.
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e Downtime: The CSOC cannot exceed 219 hours of downtime per 12 months.
During any downtime, compensatory measures will be implemented, and the
[Licensee] will be promptly notified.

e Access: The CSOC’s security information and event management (SIEM) system
must have sufficient access to relevant data from safety and security CDAs to
support and execute the functions described in the following security controls:

B.1.2 — Account Management

B.1.17 — Wireless Access Restrictions

B.2.2 — Auditable Events

B.2.3 — Content of Audit Records

B.2.6 — Audit Review, Analysis, and Reporting
B.2.8 — Time Stamps

B.2.12 — Audit Generation

B.3.4 — Denial of Service Protection

B.3.6 — Transmission Integrity

B.3.14 — Mobile Code

B.4.4 — Non-Authenticated Human-Machine Interaction Security
B.5.2 — Host Intrusion Detection Systems (HIDS)
C.3.4 — Monitoring Tools and Techniques

C.11.3 — Baseline Configurations

O 0O O O O o0 O O o0 O o0 O O o

This access must enable the SOC to effectively monitor, detect, analyze, and
respond to cybersecurity events, so that the organization meets the intent and
requirements of each applicable control.

2. Alert Analysis and Incident Response Metrics

The CSOC team shall analyze all alerts immediately upon receipt, adhering to the
following performance benchmarks:

e Mean Time to Detect (MTTD): Average time to identify threats on the network.
For safety- or security-related CDAs, the target MTTD is 15 minutes or less. To
minimize the MTTD, detection rules should be tuned as relevant threat
intelligence or information on indicators of compromise becomes available.

e Mean Time to Acknowledge (MTTA): Average time between threat detection
and acknowledgment by CSOC team. For safety- or security-related CDAs, the
target MTTA is 15 minutes or less. Regular incident response plan tests will be
conducted to reinforce roles and reduce delays.

e Mean Time to Respond (MTTR): The CSOC team and [Licensee] shall have a
procedure by which the [CSOC] team notifies the [Licensee] of events. The
procedure shall include timelines to ensure that the [Licensee] meets the
requirements of 10 CFR 73.77, “Cyber security event notifications.”

3. Alert Mitigation and Incident Response Metrics

The [Licensee] shall initiate its cybersecurity incident response plan immediately upon
receipt of an alert, adhering to the following performance benchmarks:
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e Mean Time to Contain (MTTC): Average time to contain a threat
post-detection. For safety- or security-related CDAs, the target MTTC is 4 hours
or less. Automated tools and predefined containment procedures shall be
employed.

e Mean Time to Recover (MTTE): Average time to restore normal operations
post-containment following a cyber event. Safety- or security-related CDAs must
be restored to normal operations in accordance with established safety and
security procedures. If the attack affected CSOC operations or cybersecurity
functions, those services must be restored within 24 hours or less.

CSOC Training and Staffing

Each CSOC team member must have the required knowledge and skills and must be
trained in alert analysis and response.

Members of CSOC team shall be educated on the SIEM and tools used in the CSOC and
the procedures relevant to each nuclear plant they are monitoring.

Plant-Specific Knowledge

Each CSOC shift must include at least one trained member within the plant’s critical
group, as defined in 10 CFR 73.56(i)(1)(v)(B)(4) and clarified in RG 5.77 Rev 1 (Ref.
57), who is knowledgeable about the plant’s systems and networking.

Each CSOC team member must be able to differentiate between IT systems and plant
systems to prioritize when CDAs performing SSEP functions are impacted and take
actions based on the criteria or triggers established in procedures.

Contingency Planning

The [CSOC] and [Licensee] shall maintain a documented and up-to-date contingency
plan to address any loss of monitoring capability.

Cyber Threat Intelligence Integration

The CSOC team shall integrate relevant cyber threat intelligence feeds into the SIEM
system for proactive alerting.

Log Management
The CSOC team shall ensure continuous receipt, analysis, and disposition of all log data
generated by CDAs within the nuclear power plant environment. This applies to, but is

not limited to, the following CDAs:

o all safety-related CDAs, which directly affect nuclear safety functions and
systems

e all security-related CDAs, including those responsible for physical security,
cybersecurity controls, access management, and intrusion detection
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10.

11.

12.

F.1.3

Any changes, additions, or removals of CDAs must be promptly communicated between
the [Licensee] and the [CSOC] to guarantee uninterrupted log feed coverage.

The [Licensee] must provide the [CSOC] a monthly inventory of all CDAs designated as
critical or security-related that need to forward logs to the SIEM platform for real-time
monitoring, alerting, and analysis.

The [CSOC] must conduct monthly audits to verify that those devices are forwarding
logs to the SIEM and must provide reports on those audits to the [Licensee].

Failure to maintain comprehensive log feeds from all safety- and security-related CDAs
may result in noncompliance with the SLA and affect the licensee’s ability to receive
inspection credit under NRC guidance.

Incident Response Support

The [CSOC] shall provide full support for incident response activities as requested by the
[Licensee].

Artificial Intelligence Usage

The [CSOC] may use artificial intelligence (Al) tools to enhance monitoring, detection,
and response activities. All Al-based implementations must align with [NRC RG 5.71,
Appendix D, or other approved guidance]. The CSOC will ensure that Al tools are
auditable, are tested regularly, and do not introduce unvetted automated actions that could
affect CDAs.

File Integrity Monitoring

The [Licensee] shall monitor file integrity monitoring mechanisms on all safety- or
security-related CDAs, if technically feasible. These mechanisms must be capable of
detecting unauthorized or unexpected changes to critical systems files, configurations,
and executables. Alerts generated by file integrity monitoring tools must be analyzed
within the timeframes identified in the section “Alerts, Analysis, and Incident Response
Metric” of this SLA and the analysis of these alerts must be included in monthly integrity
status reports shared with the [Licensee].

Passwords for Privileged User Accounts

The [CSOC] shall implement and maintain monitoring rules and configurations to track
all password activity associated with privileged or administrator user accounts or
escalation of privileges on CDAs. Any changes, excessive failed attempts as defined in
the [CSOC] procedure, or unusual access patterns must trigger an alert and be reviewed
by CSOC analysts within 15 minutes. Monitoring systems must be configured to ensure
full visibility into all privileged account activity, with audit logs retained in accordance
with regulatory requirements.

Credit Granted During Inspection

Licensees that implement a qualified CSOC with continuous monitoring capabilities may now
receive expanded credit in three key areas of cybersecurity inspection:
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1. Control Credit: NRC inspectors will grant credit for a range of technical and
management controls that are actively monitored by the qualified CSOC. As a result,
direct inspection of the following controls will not be performed: B.1.1, B.1.2, B.1.18,
B.1.22,B.3.1,B.4.1,B.4.3,B.4.6, B.5.1, C.1.6, C.3.3, C.3.4.

2. Extended Periodicity: For licensees with a qualified CSOC in place, the inspection
periodicity for Control C.11.3, “Baseline Configurations,” may be extended from
quarterly to 24 months, in view of the continuous monitoring, alerting, and response
performed by the CSOC.

3. Documentation Relief: NRC inspectors will not inspect documentation for CDAs
connected to the SIEM platform monitored by the qualified CSOC, provided those CDAs
are continuously monitored, and alerts are analyzed and responded to based on the
CSOC'’s defined SLA.

This shift reflects the NRC’s recognition of licensees that go beyond baseline compliance by
centralizing and formalizing cybersecurity operations in a manner that enhances plant safety,
reliability, and threat resilience.

F.2 ALTERNATE FOR REVIEWING EFFECTIVINESS EVALUATIONS AND
VULNERABILITY ASSESSMENTS: ACHIEVING PERFECT PERFORMANCE
INDICATORS

F.2.1 Context

As part of its efforts to update the Reactor Oversight Process (ROP), the NRC is currently
developing new cybersecurity performance indicators (PIs). These indicators are intended to track
the secure operation of systems, structures, and components at nuclear facilities and can be linked
directly to applicable inspection activities. While the PIs will not cover the full scope of NRC
inspections, they can meaningfully inform oversight by highlighting key aspects of cybersecurity
performance.

The NRC has also developed Pls for vulnerability assessment and management. Licensees can
report key data, including the percentage of hardware and software components in the site’s
cybersecurity inventory, the percentage of identified high-risk common vulnerabilities and
exposures (CVEs), and the percentage of high-risk CVEs that have been patched during planned
outages. These metrics will offer a clear picture of how well licensees are identifying,
prioritizing, and addressing critical vulnerabilities.

F.2.2 Performance Indicators
F.2.2.1 Performance Indicators for Vulnerability Assessment and Management
Licensees should report the following data on vulnerability assessment and management:

e percentage of direct-impact CDA hardware and software components in the site's
cybersecurity inventory (V1)

o The inventory for vulnerability assessment and management should include all
direct-impact CDA hardware and software components at the site.

RG 5.71, Revision 2, Appendix F, Page F-6



e percentage of identified CVEs in direct-impact CDA components, quarterly (/2)
o The licensee should identify CVEs for all direct-impact CDAs.

e percentage of identified CVEs in direct-impact CDA components mitigated within 7 days
of identification or scanning (for Common Vulnerability Scoring System (CVSS) scores
of 9 or higher) (V3)

o All high-risk CVEs with CVSS scores of 9 or higher need to be mitigated.

e percentage of identified CVEs in direct-impact CDA components mitigated within
30 days of identification/scanning (for CVSS scores of 7-8) (V4)

o Atleast 90 percent of CVEs with CVSS scores between 7 and 8 need to be
mitigated.

F.2.2.2 Calculation

The overall performance score for a site's vulnerability assessment and management efforts is a
weighted average of four Pls, which in turn are calculated using the values reported from the last
cybersecurity inspection. Each PI is associated with a target percentage and a weight reflecting its
importance. The final score is a weighted average, showing how well the site is performing
relative to the targets.

The table below summarizes the target percentages and weights for the four Pls.

Pl Target (%) Weight
Vi 100% W1=3
V, 100% W»r=2
V3 100% Ws=3
V4 90% W4=2

The overall performance score is calculated as follows. First, a normalized score for each PI is
obtained by dividing the actual value by the target value. Next, each normalized score is
multiplied by the associated weight. Finally, the sum of the weighted scores is divided by the sum
of the weights:

) .V
normalized score = Min (#’ 1),

i
(Ve XW1)+ (Vo XWo)+ (Vs XW3) +(Va XWy)
Wy + Wy + W5 +W, ’

performance SCOore =

F.2.3 Credit Granted During Inspection

The threshold for the performance score is 90 percent. If a site’s performance score is above
90 percent, NRC inspectors will not inspect items associated with Control C.13.1, “Threat and
Vulnerability Management,” provided the licensee voluntarily provides input for the Pls
identified in Section F.2.2 every quarter and if there are no indications of issues.

F.3 ALTERNATE FOR DEFENSE-IN-DEPTH PROTECTIVE STRATEGIES:
IMPLEMENTING CYBERSECURITY INCIDENT RESPONSE DRILLS
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F.3.1 Context

A well-designed and well-planned cybersecurity incident response drill or exercise may reduce
the need for regulatory oversight, provided the licensee can demonstrate that its defensive
security strategy is capable of protecting against cyber threats and attacks, and that its
cybersecurity program as a whole is effective. By successfully executing a performance-based
drill every year, the licensee can provide evidence that its defensive architecture, as defined in its
cybersecurity plan, is not only fully implemented but also operational and effective.

Such a drill needs to test the integration and security functionality of critical components and
monitoring tools, including the SIEM system, IDS, intrusion prevention system, antimalware
software, firewalls, deterministic devices, network security, and both host-based and network-
based defenses. It also needs to validate defense-in-depth strategies across all defensive levels,
confirming the licensee’s ability to detect, delay, respond to, and recover from cyberattacks on
digital assets.

Additionally, the drill should include log reviews to confirm the accuracy and availability of
information captured on security events. It should incorporate multiple scenario-driven testing
and attack phases that activate both automated alerts and manual response procedures. It should
involve all responsible parties, including the engineering team, cybersecurity team, CSOC (if
used), CSAT, and cybersecurity incident response team (CSIRT). After the drill, the licensee
should identify lessons learned and perform a critique to address any failures or shortcomings.

F.3.2 Controls
F.3.2.1 Cybersecurity Incident Response Drills

Control Intent

The purpose of this control is to ensure that the cybersecurity incident response drill validates the
effectiveness and implementation of the licensee’s defense-in-depth strategies for cybersecurity,
in accordance with the site cybersecurity plan, so as to demonstrate that the licensee maintains the
capability for timely detection of and response to cyber incidents or attacks.

Licensee/Applicant Activities

[Licensee/Applicant] is responsible for the following:

e [Licensee/Applicant] shall identify the scope of the cybersecurity incident response drill
and specify the systems, components, and personnel required to complete the drill.

o The drill team shall be cross-functional and include CST, CSIRT, plant operations,
physical security, and emergency preparedness personnel.

e The drill shall validate the detection, delay, response, and recovery mechanisms by
simulating the operation of these mechanisms for a multistep cyber intrusion attempt.

o The drill shall test both deterministic boundary devices (e.g., data diodes) and
nondeterministic boundary devices (e.g., firewalls) to verify proper data flow

enforcement.

o The drill shall simulate multiple cyber incidents of different types that require
coordinated responses across multiple defensive levels.
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o The CSIRT shall demonstrate its ability to detect the intrusion, analyze the impact,
contain the threat, and initiate recovery for each attack scenario.

e The drill shall test and verify that unauthorized or unexpected data paths are blocked and
logged appropriately for each scenario.

e The drill shall verify that logs, alerts, and monitoring data are reviewed as part of the
response and are available for forensic analysis.

e The drill shall include a debrief with findings, gaps, and corrective actions documented in
accordance with the site’s corrective action program.

F.3.3 Credit Granted During Inspection

NRC inspectors will grant credit for a range of technical and management controls that are
actively exercised as part of a cybersecurity incident response drill. As a result, direct inspection
of the following controls will not be performed: B.1.7, B.1.15, B.3.4, B.3.6, B.5.5, C.3.1, C.3.3,
C5.8,C.11.2,C.11.6.

F.4 ALTERNATE FOR EFFECTIVE EVALUATION REVIEWS: ACCEPTABLE
INSPECTION PERFORMANCE

F.4.1 Context

Some licensees have demonstrated consistently strong cybersecurity performance across multiple
inspections at the same site. These licensees have noted that their strong track record is not
reflected in the regulatory oversight applying to them. Specifically, they are subject to the same
inspection scope and intensity as sites with prior white findings or multiple green findings.

F.4.2 Acceptable Inspection Performance

Requirements

To qualify for reduced inspection scope, the licensee must have had no NRC-identified more-
than-minor (MTM) findings in its previous two cybersecurity inspections.

F.4.3 Credit Granted During Inspection

NRC inspectors will grant credit for a range of technical and management controls if the site has
had no NRC-identified MTM findings from its previous two cybersecurity inspections. As a

result, direct inspection of the following controls will not be performed: B.1.15, B.1.16, B.3.4,
B.3.6,B.5.1,B.5.5, C.10.3.
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