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Purpose

• To provide an update on the NRC’s schedule to transition to CUI on November 1, 2023.

• To discuss the NRC’s “view only” option in more detail and provide a live demonstration.

• To obtain feedback from industry representatives regarding:
• Use cases where the “view only” option is insufficient for licensees when handling CUI from 

the NRC. 
• Licensee efforts to complete the gap analysis for NIST SP 800-171, and any challenges. 
• Industry coordination with other federal agencies that expect to share CUI with NRC 

licensees.  
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Reminder:  Please do not put questions in the chat.
You will have the opportunity to ask questions or comment at a designated time in the meeting.



 On August 2, 2022, OCIO informed NRC employees and contractors of the plans to delay the CUI 
implementation from September 20, 2022, until approximately the fall of 2023 (Goal: November 1, 
2023).

 The delay was needed to: 
 Permit additional time to establish formal CUI information-sharing agreements.

 The draft NRC CUI information-sharing agreement was discussed during the March 28, 2022, 
and June 2, 2022, NRC CUI public meetings (ADAMS Accession No. ML22145A552).

 Develop a process to track signed agreements to facilitate information-sharing needs. 
 Train staff on the view only alternative to minimize the burden on external stakeholders of meeting 

the requirements in NIST SP 800-171, “Protecting Controlled Unclassified Information in 
Nonfederal Systems and Organizations”.

 NRC external stakeholders were informed of the new transition date shortly thereafter.
 Updated NRC CUI public website & CUI FAQs:  https://www.nrc.gov/reading-rm/cui.html

NRC’s Delayed Transition To CUI
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https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fadamsxt.nrc.gov%2FAdamsXT%2Fcontent%2FdownloadContent.faces%3FwId%3D1655985619086%26objectStoreName%3DMain%2520Library%26ForceBrowserDownloadMgrPrompt%3Dfalse%26vsId%3D%257B9096B616-C340-C26B-84EC-80FCAF700000%257D%26docId%3D%257BA2B4A5ED-B191-CBE2-9BB5-8101B1100000%257D%26theUser%3Dglw2&data=05%7C01%7CTanya.Mensah%40nrc.gov%7C803e804225c14d0d9a7f08da55102e03%7Ce8d01475c3b5436aa0655def4c64f52e%7C0%7C0%7C637915825238327374%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Cd0mPX%2B2wIL58N1OYwF7tWn2r3gQHkro948eaUYyMVk%3D&reserved=0
https://www.nrc.gov/reading-rm/cui.html


December 8, 2022 

Issued a RIS to discuss 
the NRCs plans to 
transition to CUI and 
to establish CUI 
information-sharing 
agreements with NRC 
stakeholders.

August 2023

Obtain OMB approval 
of a clearance number 
for the information-
sharing agreement. 
(Paperwork Reduction 
Act)

August-September 
2023 (Ongoing)

Provide the 
information-sharing 
agreement to NRC 
stakeholders (i.e., 
licensees, Agreement 
States, etc.) for digital 
signature.

August-September 
2023 (Ongoing)

Store signed 
agreements in an NRC 
repository (TBD) to 
support tracking.  

Ongoing

Update existing 
agreements and 
establish new 
agreements, as 
needed.

Estimated NRC CUI Timeline To Establish and Track Agreements

RIS 2022-03 Agreement 
(OMB approval)

Sign Agreements Tracking Maintenance
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https://www.nrc.gov/reading-rm/doc-collections/gen-comm/reg-issues/2022/index.html


NIST SP 800-171
• The CUI rule identifies National Institute of Standards and 

Technology (NIST) Special Publication (SP) 800-171 as containing 
the security requirements for protecting CUI's confidentiality on 
non-Federal information systems.

• If the non-executive branch entity’s information systems 
process or store CUI, the CUI Rule requires agencies to 
prescribe National Institute of Standards and Technology 
(NIST) Special Publication (SP) 800-171, “Protecting Controlled 
Unclassified Information in Nonfederal Systems and 
Organizations,” when establishing security requirements in 
written agreements to protect the CUI’s confidentiality.

• NIST SP 800-171 applies to non-executive branch entities that 
intend to process or store (e.g., download, forward, and print) 
CUI they receive from an agency on a non-Federal information 
system.
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Access Rights and Action Summary

• The NRC is planning to use Microsoft Purview Information Protection (MPIP) when sharing CUI with 
licensees. 

• Exception:  This approach does not apply to the NRC’s dissemination of Safeguards Information or 
Safeguards Information – Modified Handling.  

• Access to email and attached document(s) is provided through Microsoft Office 365 Message Encryption.

• Recipients will be required to provide a One-Time-Passcode (OTP) to access the email.
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Access Rights and Action Summary (continued)

Once the email is open, recipients can interact with the email and document based on the following 
general access rights:

• View-Only (Restricted)
• View-Only is for recipients that do not meet NIST SP 800-171 requirements.
• You can only read the document, but cannot edit, print, or copy content.

• Read/Write (Unrestricted)
• Read/Write is for recipients that meet NIST SP 800-171 requirements. At a minimum, recipients 

need to have their gap analysis and plan of action milestones in place. 
• You can read, edit, print, and copy content of the document.
• In accordance with the terms in the NRC’s information-sharing agreement, licensees must also 

meet the requirements for handling and storing hard copies of CUI.
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Comparison of “View Only” Versus “Read/Write”

Action View-Only (Restricted) Read/Write (Unrestricted)

Read Online1 Yes Yes

Edit No Yes

Print No Yes

Copy No Yes

Screen Capture/Sharing No Yes

Save/Download Yes2 Yes

Sharing/Read Offline1 Yes Yes
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Live Demonstration of “View Only”
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Discussion Topics (NRC & Industry Representatives)

• Identify any use cases where the “view only” option is insufficient for licensees.  

• Identify any licensee efforts to complete the gap analysis and plan of action milestones 
for NIST SP 800-171, including estimated timeline and any challenges. 

• Discuss any industry efforts to coordinate with other federal agencies that expect to 
share CUI with NRC licensees.  
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Summary/Conclusion

Maintain 
communications with 
NRC stakeholders 
regarding the NRC’s plans 
to transition to CUI and 
following the transition 
to CUI.

1
Coordinate with OMB to 
obtain a clearance 
number for the 
information-sharing 
agreement through the 
Paperwork Reduction 
Act.

2
Finalize any decisions 
regarding a “view only” 
alternative to minimize 
the burden of NIST SP 
800-171 on NRC 
stakeholders. 

3
Coordinate with NRC 
stakeholders who plan to 
meet NIST SP 800-171 so 
that they can download, 
print, and forward CUI 
they receive from the 
NRC onto a non-Federal 
information system.
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How Can You Obtain Additional Information?

• NRC CUI Program Contact
• Jon Feibus, NRC CUI Senior Agency Official
• Tanya Mensah, NRC CUI Program Manager
• Email: CUI@nrc.gov

• NARA CUI Website (https://www.archives.gov/cui)
• CUI Registry 
• Policy & Guidance
• Training (NARA CUI videos)
• CUI Blog 
• CUI Program Update To Stakeholders Meeting

• NRC CUI Public Website: https://www.nrc.gov/reading-rm/cui.html
• CUI FAQs now available
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https://www.archives.gov/cui
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