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Purpose

* To provide an update on the NRC’s schedule to transition to CUl on November 1, 2023.
 To discuss the NRC’s “view only” option in more detail and provide a live demonstration.

* To obtain feedback from industry representatives regarding:
 Use cases where the “view only” option is insufficient for licensees when handling CUl from
the NRC.
* Licensee efforts to complete the gap analysis for NIST SP 800-171, and any challenges.
* |Industry coordination with other federal agencies that expect to share CUl with NRC
licensees.

Reminder: Please do not put questions in the chat.
You will have the opportunity to ask questions or comment at a designated time in the meeting.



NRC’s Delayed Transition To CUI

1 On August 2, 2022, OCIO informed NRC employees and contractors of the plans to delay the CUI
implementation from September 20, 2022, until approximately the fall of 2023 (Goal: November 1,
2023).

O The delay was needed to:
O Permit additional time to establish formal CUIl information-sharing agreements.
O The draft NRC CUI information-sharing agreement was discussed during the March 28, 2022,
and June 2, 2022, NRC CUI public meetings (ADAMS Accession No. ML22145A552).

1 Develop a process to track signed agreements to facilitate information-sharing needs.

O Train staff on the view only alternative to minimize the burden on external stakeholders of meeting
the requirements in NIST SP 800-171, “Protecting Controlled Unclassified Information in
Nonfederal Systems and Organizations”.

 NRC external stakeholders were informed of the new transition date shortly thereafter.
O Updated NRC CUI public website & CUI FAQs: https://www.nrc.gov/reading-rm/cui.html



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fadamsxt.nrc.gov%2FAdamsXT%2Fcontent%2FdownloadContent.faces%3FwId%3D1655985619086%26objectStoreName%3DMain%2520Library%26ForceBrowserDownloadMgrPrompt%3Dfalse%26vsId%3D%257B9096B616-C340-C26B-84EC-80FCAF700000%257D%26docId%3D%257BA2B4A5ED-B191-CBE2-9BB5-8101B1100000%257D%26theUser%3Dglw2&data=05%7C01%7CTanya.Mensah%40nrc.gov%7C803e804225c14d0d9a7f08da55102e03%7Ce8d01475c3b5436aa0655def4c64f52e%7C0%7C0%7C637915825238327374%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Cd0mPX%2B2wIL58N1OYwF7tWn2r3gQHkro948eaUYyMVk%3D&reserved=0
https://www.nrc.gov/reading-rm/cui.html

RIS 2022-03

Issued a RIS to discuss
the NRCs plans to
transition to CUI and
to establish CUI
information-sharing
agreements with NRC
stakeholders.

December 8, 2022

Agreement
(OMB approval)

Obtain OMB approval
of a clearance number
for the information-
sharing agreement.
(Paperwork Reduction
Act)

August 2023

Sign Agreements

Provide the
information-sharing
agreement to NRC
stakeholders (i.e.,
licensees, Agreement
States, etc.) for digital
signature.

August-September
2023/(Ongoing)

Tracking

Store signed
agreements in an NRC
repository (TBD) to
support tracking.

AUBUSE=SEptemper:
20254Ongoeing)

Estimated NRC CUI Timeline To Establish and Track Agreements

L

Maintenance

Update existing
agreements and
establish new
agreements, as
needed.

Ongoing



https://www.nrc.gov/reading-rm/doc-collections/gen-comm/reg-issues/2022/index.html

NIST SP 800-17/1

e The CUI rule identifies National Institute of Standards and
Technology (NIST) Special Publication (SP) 800-171 as containing
the security requirements for protecting CUl's confidentiality on
non-Federal information systems.

* |f the non-executive branch entity’s information systems
process or store CUI, the CUI Rule requires agencies to
prescribe National Institute of Standards and Technology
(NIST) Special Publication (SP) 800-171, “Protecting Controlled
Unclassified Information in Nonfederal Systems and
Organizations,” when establishing security requirements in
written agreements to protect the CUl’s confidentiality.

e NIST SP 800-171 applies to non-executive branch entities that
intend to process or store (e.g., download, forward, and print)
CUI they receive from an agency on a non-Federal information
system.
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Access Rights and Action Summary

* The NRC is planning to use Microsoft Purview Information Protection (MPIP) when sharing CUI with
licensees.

* Exception: This approach does not apply to the NRC’s dissemination of Safeguards Information or
Safeguards Information — Modified Handling.

* Access to email and attached document(s) is provided through Microsoft Office 365 Message Encryption.

* Recipients will be required to provide a One-Time-Passcode (OTP) to access the email.



Access Rights and Action Summary (continued)

Once the email is open, recipients can interact with the email and document based on the following
general access rights:

* View-Only (Restricted)
* View-Only is for recipients that do not meet NIST SP 800-171 requirements.

* You can only read the document, but cannot edit, print, or copy content.

* Read/Write (Unrestricted)

* Read/Write is for recipients that meet NIST SP 800-171 requirements. At a minimum, recipients
need to have their gap analysis and plan of action milestones in place.

* You can read, edit, print, and copy content of the document.

* Inaccordance with the terms in the NRC’s information-sharing agreement, licensees must also
meet the requirements for handling and storing hard copies of CUI.



Comparison of “View Only” Versus “Read/Write”

_ View-Only (Restricted) Read/Write (Unrestricted)

Read Online* Yes Yes
Edit No Yes
Print No Yes
Copy No Yes
Screen Capture/Sharing No Yes
Save/Download Yes? Yes
Sharing/Read Offline’ Yes Yes



CUl Info Demo o inbox x

0365-test,pocuser2-test
tome =

0365-test,pocuser2-test (03652@nrc.gov) has sent you an Encrypted
message from U.S. NRC secure messaging system.

a

Read Secure Message

CONFIDENTIALITY NOTICE: This email and any files transmitted with it are
confidential and intended solely for the use of the individual or entity to
whom they are addressed. Please notify the sender immediately if you
have received this e-mail by mistake and delete it from your system. If you
are not the intended recipient, you are notified that disclosing, copying,
distributing or taking any action in reliance on the contents of this
information is strictly prohibited.

DISCLAIMER: Non-Federal entities (i.e., NRC licensees, applicants, vendors, Owners’ Group, Agreement
State regulators, State Liaison Officers, Tribes, etc..) that need to download, store, or forward controlled
unclassified information (CUI) contained within this email, must have a system security plan and a plan
of action milestones in place, at a minimum, to satisfy NIST SP 800-171, ‘Protecting Controlled
Unclassified Information in Nonfederal Systems and Organizations'. Non-Federal entities who do not
intend to satisfy NIST SP 800-171, should not download, store, or forward CUI contained within this
email to ensure that CUI is not retained onto a non-Federal information system without the appropriate
safeguarding requirements described in NIST SP 800-171.

Privacy Statement

Email encryption powered by Office 365. Learn More
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

03652@nrc.gov has sent you a protected message

Sign in with a One-time passcode

Need Help?

Privacy Statement

We sent a one-time passcode to
mmip26074@gmail.com.

Please check your email, enter the one-time
passcode and click continue. The one-time
passcode will expire in 15 minutes.

One-time passcode | |

O Thisisa private computer. Keep me signed in for 12 hours.

The new one-time passcode was successfully
sent.

@ Continue

Didn't receive the one-time passcode? Check your spam
folder or get another one-time passcode.




Your one-time passcode to view the message Inbox x

Microsoft Office 365 Message Encryption <MicrosoftOffice365@messa..  8:37 AM (0 minutes ago)
to me «

R US.NRC

United Sastes Nuclear Regulizory Comminion

Protecting People and the Environment

Here is your one-time passcode

669786064

To view your message, enter the code in the web page where you requested
it.

NOTE: This one-time passcode expires 15 minutes after it was requested.

*USNRC

e —

This message is automatically generated. Please don't reply to it.

We sent a one-time passcode to
mmip26074@gmail.com.

Please check your email, enter the one-time passcode and click
continue. The one-time passcode will expire in 15 minutes.

One-time passcode [66978664 |

(J This is a private computer. Keep me signed in for 12 hours.

The new one-time passcode was successfully sent.

@ Continue

Didn't receive the cne-time passcode? Check your spam folder or get another one-
time passcode.

DISCLAIMER: Mon-Federal entities (e, NRC licensees, applicants, vendors, Owners’ Group,
Agreement State regulators, State Lizison Officers, Tribes, etc.) that need to download, store,
or forward controlled unclassified information (CUI) contained within this email, must have a
system security plan and a plan of action milestones in place, at a minimum, to satisfy NIST SP
800-171, "Protecting Controlled Unclassified Information in Nonfederal Systems and
Organizations'. Mon-Federal entities who do not intend to satisfy NIST SP 800-171, should not
download, store, or forward CUI contained within this email to ensure that CUI is not retainad
onto a non-Federal information system without the appropriate safeguarding requirements
described in MIST 5P 800-171.



B% Encrypted message from US. NF X + % — X

<« C (O @& outlookoffice365.com/Encryption/defaultaspx?itemID=E4E M c113282f-bca2-4c5d-a8d0-df2418a6587¢c Q »w % * 0O & :

mmip26074@gmail.com Sign Out ?

CUI Info Demo

¥ Download x Hide email (m|
Word CUI INFORMATION DEMO Prind @urep @@ Temsofuse [ Privacy and Cookies
CUI Info Demo
Related to information that could be useful, or could reasonably be expected to be useful, to a terrorist in a potential attack that does not
I CUI (Sensitive) - READONLY - Nuclear Security-Related Information - ReadOnly qualify as Safeguards or classified information, including the exact location and guantities of radicactive material, certain detailed design x
drawings, information on nearby facilities, emergency planning information, and certain assessments of vulnerability and safety analyses. 0365-test pocuserE—test 403652@HFC.90V> v
Today, 8:32 AM
mmip26074@gmail.com ¥

CUI/ISP-SRI L

CUI INFORMATION DE...
w W
3 MB
C U I CUIISP-SRI
Tuesday, I
Sep 20, 35‘1‘;; DISCLAIMER: Non-Federal entities (i.e., NRC licensees, applicants, vendors,
YA i Owners’ Group, Agreement State regulators, State Liaison Officers, Tribes, etc_.) that

need to download, store, or forward controlled unclassified information (CUI)

: o : - contained within this email, must have a system security plan and a plan of action
Latest news and bullet:m updates milestones in place, at a minimum, to satisfy NIST SP 800-171, “Protecting
Controlled Unclassified Information in Nonfederal Systems and Organizations”. Non-
Federal entities who do not intend to satisfy NIST SP 800-171, should not download,
store, or forward CUI contained within this email to ensure that CUI is not retained
onto a non-Federal information system without the appropriate safeguarding

requirements described in NIST SP 800-171.

Mirjam Nilsson
DISCLAIMER
The latest updates

DISCLAIMER: Non-Federal entities
(i.e, NRClicensees, applicants,
vendors, Owners’ Group, Agreement
State regulators, State Liaison
Officers, Tribes, efc_) that needto

Page 10of 8 100%

i

DISCLAIMER: Mon-Federal enfities (e, NRC licensees, applicants ers’ Group, Agreement State regulators, State Lisison Officers, Tribes, etc.) that need to download, store, or forward controlled uncl ity plan and a plan of action milestones in
place, at a minimum, to NIST 5P 800-171, 'Protec ied Information in Nonfederal Systems and Organizations'. Non-Federal er o do not intend to satisfy NIST SP 800-171, should t ClUlis not retained onto a non-Federa
information m without the appropriate safeguarding requirements described in NIST 5P 800-171.
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Discussion Topics (NRC & Industry Representatives)

* |dentify any use cases where the “view only” option is insufficient for licensees.

e |dentify any licensee efforts to complete the gap analysis and plan of action milestones
for NIST SP 800-171, including estimated timeline and any challenges.

* Discuss any industry efforts to coordinate with other federal agencies that expect to
share CUI with NRC licensees.

13



Summary/Conclusion

Maintain Coordinate with OMB to Finalize any decisions Coordinate with NRC
communications with obtain a clearance regarding a “view only” stakeholders who plan to
NRC stakeholders number for the alternative to minimize meet NIST SP 800-171 so
regarding the NRC’s plans information-sharing the burden of NIST SP that they can download,
to transition to CUI and agreement through the 800-171 on NRC print, and forward CUI
following the transition Paperwork Reduction stakeholders. they receive from the

to CUI. Act. NRC onto a non-Federal

information system.
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How Can You Obtain Additional Information?

* NRC CUI Program Contact
* Jon Feibus, NRC CUI Senior Agency Official
* Tanya Mensah, NRC CUI Program Manager
* Email: CUl@nrc.gov

* NARA CUI Website (https://www.archives.gov/cui)
* CUI Registry
e Policy & Guidance
* Training (NARA CUI videos)
 CUIBlog
e CUI Program Update To Stakeholders Meeting

* NRC CUI Public Website: https://www.nrc.gov/reading-rm/cui.html
e CUI FAQs now available



mailto:CUI@nrc.gov
https://www.archives.gov/cui
https://www.nrc.gov/reading-rm/cui.html

	Slide Number 1
	Slide Number 2
	Slide Number 3
	Estimated NRC CUI Timeline To Establish and Track Agreements
	NIST SP 800-171
	Access Rights and Action Summary
	Access Rights and Action Summary (continued)
	Comparison of “View Only” Versus “Read/Write”
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Live Demonstration of “View Only”�
	Discussion Topics (NRC & Industry Representatives)
	Summary/Conclusion
	Slide Number 15

