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Background
• During the previous NRC workshop, the staff outlined the 

inspection framework that will be used to verify:
– The vendor’s development activities and design outputs conform to the 

descriptions in the licensing amendment request; and
– The licensee’s implementation of the vendor oversight plan (VOP) 

conforms to the criteria outlined in the VOP and its summary.

• The NRC staff had the opportunity to implement this inspection 
framework through the Waterford Unit 3 Core Protection 
Calculator System (CPCS) Upgrade Project and obtained several 
lessons learned from these audits and inspections.
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Vendor Inspections of Westinghouse
The staff conducted two inspections of Westinghouse for the CPCS development 
activities:

• Requirements Phase - March 22-26, 2021 (Virtual)
– Report – May 10, 2021 (Adams Accession No. ML21123A080)

• FAT Testing Phase - July 26 – August 4, 2021 (On-site)
– Report – September 10, 2021 (Adams Accession No. ML21251A610)

• Procedures
– 43002, “Routine Inspections of Nuclear Vendors,” dated January 27, 2017 
– 35710, “Quality Assurance Inspection of Software Used in Nuclear 

Applications,” dated January 30, 2018.
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Lessons Learned
• Use of the ARP or Traditional Tier 1 approach will inform When/What Vendor Inspections are 

conducted based on the design maturity 
• Digital I&C system development activities may not follow traditional waterfall lifecycle phases.

– Design changes may occur following completion of design and implementation phases that will 
require regression analysis

– Results of FAT and SAT may trigger additional design changes 
– Completion of vendor IV&V and VOP activities may occur later in lifecycle phases

• Vendor inspections scheduling should account for the dynamic aspects of the digital I&C system 
development

• The frequency of vendor inspections required may also be dependent on the complexity of the digital 
I&C system under development.  

• Coordination required to support both vendor inspection and licensee VOP activities simultaneously.
• Communication between the NRC – Licensee – Vendor critical for adequate 

scheduling and resource allocation.
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Questions?
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Introduction

• Waterford Steam Electric Station, Unit 3 is implementing a digital I&C 
modification to upgrade their CPC and CEAC system using the previously 
approved Common Qualified Platform this spring.

• Since this was the first implementation of the updated inspection 
procedure, the team decided to use the following key inspection 
milestones marked by the completion of a major deliverable.

• This presentation will cover the following:
– Regional Processes
– IP52003 Application and Updates
– Lessons-Learned
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• License Review Process – Opportunity to gain familiarity with the design, key deliverables included Request for Additional 
Information (RAIs) responses, Issuance of the Safety Evaluation (SE), and approval of License Amendment Request 
(LAR)

• Regional Administrator Approval – This activity falls under IMC 2515, Appendix C “Special and Infrequently Performed” 
and requires authorization for use.  To obtain approval, the team briefed management and stakeholders 
at each phase
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• Request for Information (RFI)/Inspection Announcement – For each inspection, the team submitted a RFI based 
on the activity and electronic inspection announcement

• Inspection Scoping/Planning – Identify team composition, objectives, schedule, specify activities/assignments, 
and report documentation using IP, recommendations from the technical reviewers, and the approved Safety 
Evaluation
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• Factory Acceptance Testing – Verify that the licensee performed oversight of the vendor according to the Vendor 
Oversight Plan (VOP)

• Site Acceptance Testing– Focused on the licensee’s conduct of SAT and verified any open VOP inspection activities 
from the FAT

• CPCS Modification Installation – Focused on satisfactory reviews of documentation verification;  
testing, operations, and training; and plans for maintenance and repair
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IP 52003 Application and Update
• Update

1. IP 52003, “Digital Instrumentation and Control Modification Inspection,” July 1, 2021
2. This revision allows for the confirmation of the digital I&C design, software 

development, integration, and testing to be shifted from licensing activities to 
inspection activities as a result of the Alternate Review Process (ARP).

3. The formal inclusion the verification of commitments in the licensee’s Cyber Security 
Plan

• Application
1. Inspection Objectives (52003-01) - Verify licensee has performed enhanced vendor 

oversight activities as defined by the Vendor Oversight Plan (VOP)
2. Inspection Requirements (52003-02) - All requirements are not needed to complete 

the inspection 
3. Inspection Guidance (52003-03) – Guidance for Inspectors, See References
4. Resource Estimate (52003-04) -120 hours onsite activities, +120 hours direct 

inspection (ARP-only)
5. Procedure Completion (52003-05) - May be completed 

over several inspections.11



Cyber Security Areas of Interest
The following sections of cyber security plans are particularly 
applicable for digital equipment upgrades

• NEI 08-09, Appendix A 3.1.3, Identification of Critical Digital Assets
• NEI 08-09, Appendix E 10-5, Security Impact Analysis
• NEI 08-09, Appendix E 11, Controls for Supply Chain

• Security Test and Evaluation Plan
• NEI 08-09, Appendix D 1.4, Information Flow Control
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Lessons-Learned

• IP52003 was not issued until July 1, 2021, and the LAR was not approved until after 
the FAT inspection which presented challenges for the licensee and inspection team.

• All work is in progress and documentation reviews (i.e. test results, procedure 
changes, etc.) are not going to catch up until installation.

• Regional inspection scheduling should account for the FAT and SAT testing activities 
and not the issuance of the test report to call the FAT and SAT inspection complete. 
For installation, the team considers return to service as complete.

• IP Resource Estimates – Less hours during FAT than estimated for SAT and 
Installation in the inspection procedure.
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Best Practices

• The phased inspection approach allowed the team to divide the project into 
manageable pieces and identify lessons learned/best practices as we went along. 

• During the FAT, both the Vendor and Regional Inspections teams are expected to be 
onsite for major milestones which introduces overlapping priorities and requires 
significant coordination from the licensee.  

• During the SAT, documentation based on activities resulted in substantial 
observations as opposed to the FAT documentation

• Communication between the NRC (regional, licensing, vendor, and cyber) and 
licensee is critical due to the dynamic aspects of the digital I&C system 
development.
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Key Message
• IP52003, “Digital Instrumentation and Control Modification Inspection,”  was revised July 

1, 2021, with two notable changes,

1. This revision allows for the confirmation of the digital I&C design, software development, 
integration, and testing to be shifted from licensing activities to inspection activities as a 
result of the Alternate Review Process (ARP).

2. Include the verification of commitments in the licensee’s Cyber Security Plan

• Execution of the VOP is the responsibility of the licensee. This includes performance of oversight 
activities on the design artifacts and development activities for the requirements, design, 
implementation, integration, and factory acceptance testing (FAT) phases of the system 
development lifecycle in accordance with the VOP.

• Lessons-learned during the FAT, SAT, and Installation are used in real-time in our inspection 
planning and scoping.  Once we get enough runtime from Waterford, Limerick, and Turkey Point, 
we can combine lessons-learned to improve the process, procedures, identify best practices, 
learn from missteps, and make improvements overall. 
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Questions?



Resources
1. IP52003, “Digital Instrumentation and Control Modification Inspection,” July 1, 2021
2. BTP 7-19, Guidance for Evaluation of Defense in Depth and Diversity to Address Common-Cause Failure Due to 

Latent Design Defects in Digital Safety Systems,” Revision 8
3. DI&C-ISG-06, “Digital Instrumentation and Controls Licensing Process,” Revision 2
4. RIS 2002-22, Supplement 1, “Clarification on Endorsement of Nuclear Energy Institute Guidance in Designing 

Digital Upgrades in Instrumentation and Control Systems,” May 31, 2018
5. ML 21160A057, “Waterford Steam Electric Station, Unit 3 – Summary of Regulatory Audit and Completed 

Open Items List in Support of Digital Upgrade License Amendment Request (EPID L-2020-LLA-0164),” August 
16, 2022

6. ML21195A069, “Request for Information Core Protection Calculator System  (CPCS) Digital I&C Modification 
(Factory Acceptance Testing),” July 13, 2021

7. ML21308A066, “Waterford Steam Electric Station, Unit 3 – Digital Instrumentation and Control Inspection 
Report 05000382/2021011,” November 18, 2021

8. ML21285A024, “ Request for Information Core Protection Calculator system (CPCS) Digital I&C Modification 
(Site Acceptance Testing),” October 5, 2021

9. ML22067A159, “Waterford Steam Electric Station, Unit 3 – Digital Instrumentation and Control Modification 
Inspection Report 05000382/2021014,” March 9, 2022
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Process”
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IP 52003 – NEI Comments
• IP 52003, “Digital Instrumentation and Control Modification Inspection” 

(ADAMS Accession No. ML21113A169) was issued on July, 2021

• By letter dated August 13, 2021, NEI provided 15 comments on the language and scope of the IP
– These comments and the staff’s responses are provided in the following slides

• Key things to understand about IP 52003:
– IP 52003 is strictly for modifications associated with a LAR

• i.e., strictly for safety related digital modifications
• i.e., does not apply to digital modifications performed under 10 CFR 50.59

– Section 52003-02 “Inspection Requirements” identifies the inspection activities to be performed, 
as applicable

– Section 52003-03 “Inspection Guidance” is guidance for the inspectors in 
preparation for the inspection
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• NEI Comment 1 – IP 52003 Sections 01.01, 02.01.1 - 02.01.3
Applicability as described in the Inspection Objectives (01.01) is in the past tense (“for designs licensed…”). This 
creates a conundrum in the form of inspection activities that  are focused on activities that take place before the 
License Amendment Request (LAR), and by extension the Vendor Oversight Plan (VOP), are approved.

For example, consider step 02.01.d which mandates “direct observations” at both the OEM and licensee facilities.  
The majority of activities outlined in section 02.01.1 through 02.01.3 would already have been completed if the intent 
of DI&C-ISG-06 ARP is being followed (LAR is issued in advance of completion of testing).

• NEI Recommendation – Consider the expected alignment of Alternate Review Process (ARP) activities as described in 
DI&C-ISG-06, Section C.2 (and shown in Figure C-2) in conjunction with the inspection activities described in IP 52003.

• Staff Response – The tense used in Section 01.01 of this IP does not imply timing.  

Section 02.01.d is focused on areas where direct observation is applicable as stated in the last sentence of this 
section.  In addition, Section 02.01.d.1 and 2 identify the two phases of the lifecycle where the activities 
should be verified through direct observation (i.e., FAT and SAT).

No change required.

IP 52003 – NEI Comments
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• NEI Comment 2 – IP 52003 Sections 02.02.a.11 and 02.02.b.8
These sections both verify the adequacy of the SDOE. Additionally, the wording in 02.02.b.8 is unclear as it ties the 
SDOE to cyber security requirements in lieu of software quality requirements.

• NEI Recommendation – Combine the two sections, preferably in Section 02.02.a.11 and clarify wording to reference 
software quality requirements.

• Staff Response – The staff agrees with the intent of the comment.  In particular, that item “8.” fits better under 
subsection “a.”, rather than under subsection “b.”

The term “secure environment” applies to both SDOE quality requirements (as defined in RG 1.152) and cyber 
security requirements.  

Will consider this in the next update.

IP 52003 – NEI Comments

22



• NEI Comment 3 – IP 52003 Section 02.02.d.3
This section has problematic wording. It reads:

Power Quality (voltage, frequency, harmonic distortion): Harmonic distortion of the normal electrical current and voltage waveform 
is generated by nonlinear loads such as switch-mode power supplies, variable speed motors and drives, battery chargers, inverters, 
unbalanced bus loading, switching surges etc. Verify if maximum harmonic distortion is measured on plant buses during varying
plant loading conditions. Verify voltage/frequency fluctuations and total harmonic distortion against the manufacturer's 
specification. Verify if harmonic distortion is measured before and after installation to ensure this digital upgrade does not create 
additional problems.

Plants do not typically measure harmonic distortion, particularly “varying plant conditions.” It would be more 
appropriate to tie this back to GDC-17 or an IEEE standard.

• NEI Recommendation – Consider removing as this criteria is not specific to Digital I&C modifications. Alternatively, 
replace the requirement with a reference to GDC-17 or applicable IEEE standard.

• Staff Response – While harmonic distortion is not routinely measured, power quality measurements are performed 
by licensees to ensure that electrical noise and distorted waveforms do not result in equipment maloperations, 
spurious actuations and failures.  The NRC inspectors can verify how the licensee performed power 
quality measurements.  

Will consider this in the next update.

IP 52003 – NEI Comments
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• NEI Comment 4 – IP 52003 Section 02.02.e and 02.01.c
Both of these sections deal with the VOP.  There is an overlap between the sections that may lead to repeated 
inspection activities.

• NEI Recommendation – Consolidate VOP inspection criteria into a single section.

• Staff Response – 02.01.c is focused on inspecting the licensee’s oversight of lifecycle activities whereas 02.02.e is 
focused on the documentation generating by the licensee as a record of their oversight activities, which may not be 
from a particular lifecycle phase.

No change required.

IP 52003 – NEI Comments
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• NEI Comment 5 – IP 52003 Section 02.03.a.1 - 02.03.a.5
This section is written in future tense (“proposed”, “will”) which could effectively mean that the NRC is acting as an 
approver of the test plans. Furthermore, there is subjective wording in these steps (“sufficiently”, “adequately”) 
makes this less than definitive than would be desired.

• NEI Recommendation – Clarify wording and provide objective acceptance criteria.

• Staff Response – 02.03.a.1-3 uses the future tense because it is referring to planning documents which have yet to 
be implemented.  The verification is on the plan itself to confirm that once implemented will be able to confirm the 
completion of the activity in an adequate manner.  

The terms “adequately” and “sufficiently” are used to provide a range of acceptability.  The inspection plan that will 
be generated for each inspection provides the details of what will be inspected and acceptability, which are site and 
system specific. 

No change required.

IP 52003 – NEI Comments
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• NEI Comment 6 – IP 52003 Section 03.01
The intent of the DI&C-ISG-6 Alternate Review Path (ARP) was (in-part) to disconnect the LAR approval from 
completion of the Factory Acceptance Testing (FAT). To a degree the IP reconnects the FAT and the modification 
with the following verbiage:

Implementation of the ARP portions of this inspection should be conducted during the factor acceptance testing (at the vendor
facility) and site acceptance testing of the modification. It is highly recommended to utilize HQ digital I&C and vendor inspector 
support during the ARP portion of this inspection.

• NEI Recommendation – Refer to Comment 1 recommendation.

• Staff Response – This is guidance for the inspectors for when to start engaging.  The LAR approval is still 
independent from completion of FAT.  This sentence points to inspections activities of FAT.  These inspections are 
independent from the licensing review.

The Region will determine the appropriate expertise and resources for conducting inspections which have almost 
always included technical review staff from Headquarters.  The recommendation in the IP provides efficiency and 
continuity in the inspection by utilizing staff inherently familiar with the digital design and licensing basis.

No change required.

IP 52003 – NEI Comments
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• NEI Comment 7 – IP 52003 Section 03.01.g
Software Development Capability Maturity Model (CMM) is a rarity in the US. What happens if this does not exist?  
What is the intended purpose for the inspection team?

• NEI Recommendation – Clarify the intent of this document within the context of IP 52003.

• Staff Response – While software development CMM may be a rarity, it could still be used by certain licensees.  

Section 3 is inspection guidance and Section 03.01 is a list of documents that could be looked at by the inspection 
team to prepare for their inspection, including for development of an inspection plan.  It is not an all-inclusive list 
and the applicability of the items are not intended to be for all licensees or systems.

No change required.

IP 52003 – NEI Comments
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• NEI Comment 8 – IP 52003 Section 03.03.b
It's not a common practice for the NRC to insert itself into implementation planning. The language in this section 
(pasted below) effectively does exactly that.

Licensee’s proposed schedule for implementation, and shutdown risk analysis for conducting the modification. 
Inspectors should review the licensee’s plan, to include whether the modification will be implemented in conjunction 
with a complete core offload.

• NEI Recommendation – Remove implementation schedule review.

• Staff Response – This is implementation of the IP by NRC staff (for planning purposes), not the licensee.  For 
example, some inspections (I&C and non-I&C related) may be grouped together for those that can only be 
conducted during an outage while the core is off-loaded.

No change required.

IP 52003 – NEI Comments
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• NEI Comment 9 – IP 52003 Section 03.03.c
While Appendix A does not include it, “current human factors principles” are captured in NUREG 0700 and 0711. This 
is an example of the risk of commingling NSR / SR / LAR / 50.59. NUREG 0700 and NUREG 0711 are not “one size fits 
all” particularly with regard to NSR systems.

This section reads as follows:
Changes to the human-system interface design reflects current human factors principles including compatibility with 
the remainder of the control room or local control stations.

• NEI Recommendation – Refer to Comment 11.

• Staff Response – This IP is applicable to modifications associated with license amendment requests (i.e., safety 
related) (see Section 01.02).

No change required.

IP 52003 – NEI Comments
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• NEI Comment 10 – General Observation
There is confusion between “verify” and “inspect”. The ARP should mostly be “inspect” after the concept phase. 
However, this document is confusing when it attempts to combine the 3 original DI&C-ISG-06 processes with ARP. 
ARP should be provided separately, to avoid arguments about inspection versus verification scope.

For example, if Section 02.03.a is an ARP activity, then this is an Inspect, not a Review activity. If this is for the other 
three tiers in DI&C-ISG-06, then this is correct.

Further, if Section 02.02.e is for the ARP, use of the word “verify” is inappropriate, as this should be an “inspection” 
activity.

• NEI Recommendation – Clarify language to ensure ARP activities are appropriately describing the inspection activity.

• Staff Response – The term “verify” is a confirmation activity.  The NRC conducts inspections as an oversight activity 
to confirm that the regulations, licensing basis, and technical specifications continue to be met.  All NRC inspections 
are verifications.  Note that the term “verification” does not refer to “licensing review”, and the IP does not 
include licensing review guidance.

No change required.

IP 52003 – NEI Comments
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• NEI Comment 11 – General Observation
The structure of IP 52003 combines IP 52001 (digital modifications that require a LAR) and IP 52002 (digital 
modifications that do not require a LAR) into a single procedure.

Since this IP does not differentiate between Safety-Related (SR) and Non-Safety-Related (NSR), nor does it 
differentiate between modifications that require a LAR vs those performed under 50.59, the artifacts to be inspected 
/ verified may or may not be applicable. The documents captured in Section 03.01 and Appendix A are good 
examples of invoking standards that may not apply. The concern is that a licensee may find themselves having to 
justify why a “Final Installation Report” for a NSR modification is not required.

• NEI Recommendation – Separate general, safety-related, and non-safety-related inspection criteria. Additionally, 
specify which criteria apply to modifications that require a license amendment as opposed to 50.59.

• Staff Response – IP52001 and IP52002 are no longer applicable. IP 52003 is only used for modifications associated 
with a LAR.

Staff will consider making that more distinct in the next update.  A possible change is to make a note that the 
purpose is strictly for modifications associated with a LAR.

IP 52003 – NEI Comments
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• NEI Comment 12 – General Observation
Revision 2 of DI&C-ISG-6 provides limited guidance on what constitutes an acceptable Vendor Oversight Plan (VOP). 
As a representative example, DI&C-ISG-06 Rev 2 reads:

The NRC staff should verify that the life cycle development process, as described in the LAR, will result in outputs that meet the 
requirements of each life cycle phase. The licensee verifies the vendor’s adherence to the life cycle development process. As such, 
the LAR should describe the licensee’s Vendor Oversight Plan. The plan, when executed, can be used to ensure that the vendor 
executes the project consistent with the LAR. The Vendor Oversight Plan, when executed, can also be used to ensure that the vendor 
uses an adequate software QA program; for example, the NRC-endorsed 2015 version of the American Society of Mechanical 
Engineers Nuclear Quality Assurance (NQA)-1, Part II, “Quality Assurance Requirements for Nuclear Facility Applications,” Subpart 
2.7, “Quality Assurance Requirements for Computer Software for Nuclear Facility Applications.”

The IP effectively establishes what the VOP content must contain and acceptance criteria.

• NEI Recommendation – Provide regulatory guidance on the expected content and acceptance criteria for a VOP.

• Staff Response – The staff is considering developing VOP guidance after the implementation of the ARP for the first 
few ARP LARs (i.e., after Turkey Point and Limerick) in a separate document along with incorporation of other 
potential lessons learned from the use of ISG-06. The VOP guidance will not to be included in the IP.

No change required.

IP 52003 – NEI Comments
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• NEI Comment 13 – General Observation
IP52003 provides numerous specific Cyber Security criteria to be inspected throughout the document. We need to 
reach alignment regarding the scope of Cyber inspections for ARP to avoid duplicate inspection activities for cyber 
security.

• NEI Recommendation – Provide clarity regarding scope of cyber security inspections when utilizing ARP.

• Staff Response – The cyber security inspection items included in IP 52003 verify and validate the licensee’s proper 
implementation of the cyber security controls provided in its cyber security plan that are associated with acquiring 
a CDA such as a digital safety I&C system.  For example, Section 11 “System and Services Acquisition” of Appendix E 
of NEI 08-09, Revision 6 includes six areas cyber security controls that licensees are committed to address for 
acquired systems.  

No change required.

IP 52003 – NEI Comments
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• NEI Comment 14 – General Observation
The IP invokes a substantial number subjective words. Examples include “effective”, “properly” and “correctly”. This 
opens up an inspection risk of interpretation and personal beliefs. What is “effective” to one inspection team may 
not be to the next. This is an example of the need for objective criteria and linkage to correct codes and standards.

• NEI Recommendation – Provide, or reference, objective acceptance criteria to eliminate inspection subjectivity.

• Staff Response – The terms “effective”, “properly” and “correctly” are used to provide a range of acceptability.  
The inspection plan that will be generated for each inspection provides the details of what will be inspected and 
acceptability, which are site and system specific.

No change required.

IP 52003 – NEI Comments
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• NEI Comment 15 – General Observation
The IP will be executed by Regional Staff who had very little involvement in the development of DI&C-ISG-6 Revision 2. This creates an 
interpretation vulnerability.

The structure of the IP lends itself to becoming a verbatim checklist rather than objective criteria.

• NEI Recommendation – Consider providing training to regional inspection teams on the intent of the ARP and intended use of the IP.

• Staff Response – There is consideration for providing training to regional inspection teams in the future on the intent of the ARP and 
intended use of the IP. The revised IP52003 provides guidance for regional staff but is only one of many inputs into the inspection planning. 

Since each modification is different, the structure of the IP provides guidance on areas to consider when inspecting the modifications and 
relies on the VOP, regional inspection plan, SE, license amendment, and commitments to provide the objective criteria for each 
modification.

The role of regional inspectors is to verify compliance with licensing and commitments with a focus on vendor oversight.  The regional 
inspector familiarizes themselves with the Standard Review Plan (NUREG-0800) Chapter 7, BTP 7-19, and DI&C-ISG-06, Revision 2.  

Introductory training has been provided on the IP revision and consideration for additional training on the intent of the ARP and 
intended use of the IP will be revisited once the agency has performed a few inspections to obtain lessons-learned and 
run-time data.

No change required.

IP 52003 – NEI Comments
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Digital I&C OpESS

• The Operating Experience Smart Sample’s purpose is to 
recommend inspection activities and provide support for baseline 
inspections

• Areas of inspection focus on design control, maintenance, 
maintenance risk, and modifications

• The working group comprised of members from all the regional 
offices and headquarters are currently working on the draft
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