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Greetings Bob,
 
This email is a follow-up to my ARCS presentation on 3/17/2021. During that session, Dr. Michael
Corradini asked if an example of a simple PRA model can be provided. Although no criteria was
provided for assessing the simplicity of a PRA model, for the record, please find attached an example
of what I consider to be a relatively simple risk analysis (PRA) that was performed to facilitate holistic
risk management for a major, high-consequence project (Risk Assessment and Management at
Tooele). I was involved in this work for about one year. Although the logic models (e.g., fault trees)
were simple, the PRA provided many valuable insights. I hope you find this example helpful.
 
Also, in terms of the role of PRA in establishing the safety case, I would like to highlight the
information provided in a new book, “Safe Enough,” written by Mr. Thomas Wellock, an NRC
historian. The content of this book is very relevant to the current conversations about the rigor of
safety evaluations and the use of PRAs in performing the evaluations. As pointed out by Dr. Bley
during the 3/17/2021 meeting, the rigor of the assessment performed for identifying the potential
events of concern is critical to adequately defining the safety case and historical evidence  (nuclear
and non-nuclear) has shown that  developing a robust PRA model is the key to success in this area.
 
Best regards,
Amir
 
Amir Afzali
Southern Company Services
Licensing and Policy Director- Next Generation Reactors
601 Pennsylvania Ave. NW Suite 800
Washington DC, 20004
Phone: (205) 992-5937
Mobile: (443) 912-3726
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Preface

v

In 1985, Congress directed the U.S. Army to begin
destroying the U.S. chemical agent and munitions stock-
pile. In 1987, the Committee on Review and Evalua-
tion of the Army Chemical Stockpile Disposal Program
(Stockpile Committee) was formed. Since that time,
the committee has monitored the progress of the Army’s
Chemical Stockpile Disposal Program (CSDP). Through-
out the development of the CSDP, the Stockpile Com-
mittee has provided oversight, review, and comment
on relevant issues, including the engineering, verifica-
tion (or systemization), and operations, at both a proto-
type facility at Johnston Atoll, in the Pacific Ocean,
and the Tooele Chemical Agent Disposal Facility
(TOCDF), in Utah, the first full-scale chemical agent
disposal facility in the continental United States.

Minimizing the risk to workers, the public, and the
environment from the continued existence of the stock-
pile and selecting safe and efficient means of disposal
have been, and continue to be, the central themes of
the Stockpile Committee’s oversight role. Any attempt
to minimize risk implies having confidence in the pro-
cess used to assign values to various sources of risk
(risk factors) and the methods used to analyze, com-
pare, and use these factors in decision making. A com-
prehensive understanding of the full spectrum of risks
is fundamental to sound risk management practices.
With this in mind, the Stockpile Committee produced
a letter report in 1993 calling on the Army to develop
site-specific risk assessments as a way of refining the
methodology and results of an earlier probabilistic risk
assessment that supported the Army’s Final Program-
matic Environmental Impact Statement issued in 1988.

As the CSDP has progressed, the Stockpile Com-
mittee has advised the Army on the need for up-to-
date, state-of-the-art, site-specific risk assessments.
The recent focus of this advice has centered on the
Deseret Chemical Depot (formerly Tooele Army

Depot, South), where about 45 percent of the U.S.
chemical agent and munitions stockpile is stored, and
on the Tooele Chemical Agent Disposal Facility, the
associated disposal facility. The remainder of the stock-
pile is distributed among seven continental U.S. stor-
age sites and Johnston Atoll.

The consensus of the Stockpile Committee is that a
clear picture of various risk assessment and risk man-
agement activities for Deseret Chemical Depot and the
Tooele Chemical Agent Disposal Facility (DCD/
TOCDF) has emerged and warrants comment on both
the quality of the technical risk analyses and on the
Army’s integration of these assessments into a com-
prehensive risk management plan for the site.

The risk management plan is the Army’s framework
for including considerations of risk in both site-specific
and programmatic decisions. The committee’s report
is intended to facilitate understanding and to encour-
age public dialogue concerning the DCD/TOCDF and
the Army’s broader risk management program. In this
report, the Stockpile Committee analyzes the chosen
risk quantification methodologies and the plan by
which the resultant risks are to be managed at the depot
and in the disposal facility. Suggestions for improving
the risk assessment/risk management process that may
be applicable to other chemical storage sites and to the
overall disposal program are also made.

The committee greatly appreciates the support and
assistance of National Research Council staff members
Donald L. Siebenaler, Shirel R. Smith, and Carol R.
Arenberg, as well as NRC consultant Harrison T.
Pannella, in the production of this report.

RICHARD S. MAGEE, chair
ELISABETH M. DRAKE, vice chair
Committee on Review and Evaluation of the
Army Chemical Stockpile Disposal Program
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1

OVERVIEW

Chemical Stockpile Disposal Program

Public Law 99-145, enacted by Congress in 1985,
authorized the Army to initiate the process of eliminat-
ing the aging U.S. chemical weapons stockpile and led
to the establishment, in 1987, of the National Research
Council (NRC) Committee on Review and Evaluation
of the Army Chemical Stockpile Disposal Program
(Stockpile Committee) to provide the Army with tech-
nical advice and program oversight. Subsequently,
Public Law 104-484 directed the Army to dispose of
the entire unitary chemical agent and munitions stock-
pile by December 31, 2004.

The Army selected incineration as the baseline de-
struction technology for the Chemical Stockpile Dis-
posal Program (CSDP), and in 1990, a prototype de-
struction facility was completed at Johnston Island in
the Pacific Ocean. Incineration had been endorsed as
the preferred technology in a 1984 report by a prede-
cessor of the Stockpile Committee, the Committee on
Demilitarizing Chemical Munitions and Agents. At that
time, incineration was selected from several alterna-
tives as the most mature and proven technology for the
destruction of agents and munitions. Concurrent with
the construction of the Johnston Atoll Chemical Agent
Disposal System (JACADS), the Army developed and
issued its Final Programmatic Environmental Impact
Statement (FPEIS), which included a programmatic
risk assessment.

A comprehensive understanding of the full spectrum
of risks is fundamental to sound risk management.
Risks to the public, workers, and the environment have

Executive Summary

been and continue to be a central theme of NRC over-
sight. The Stockpile Committee reviewed the FPEIS
and, in a January 1993 letter report, noted that the pro-
grammatic risk assessment “ was not directed at man-
aging risk at any specific site.”  In that same report, the
committee recommended that the CSDP should include
site-specific risk assessments for each of the eight con-
tinental U.S. disposal sites as a basis for overall risk
management of the disposal program. The report laid
out a specification for site-specific risk assessments.
Subsequently, in a 1994 report, the Stockpile Commit-
tee expanded on the nature of and need for site-specific
assessments.

In response to the 1993 letter report, the Army Pro-
gram Manager for Chemical Demilitarization (PMCD)
directed that a quantitatiî  risk assessment (QRA) and
a risk management program be developed for each of
the continental U.S. storage and disposal sites, begin-
ning with the Deseret Chemical Depot (DCD) (for-
merly Tooele Army Depot, South) in Tooele, Utah, and
its associated Tooele Chemical Agent Disposal Facility
(TOCDF).1 The TOCDF, the first full-scale chemical
agent and munitions disposal facility in the continental
United States, is a second-generation incineration sys-
tem that incorporates design modifications to improve
performance over the initial full-scale prototype incin-
eration system used at JACADS. The stockpile at DCD
contains neurotoxic (nerve) agents (GB, VX, GA) and
mustard (blister) agents (H, HD, HT) in bulk (ton) con-
tainers, rockets, projectiles, mines, bombs, cartridges,

1U.S. Army. 1996c. Tooele Chemical Agent Disposal Facility Quantita-
tive Risk Assessment. SAIC-96/2600. Aberdeen Proving Ground, Md.: U.S.
Army Program Manager for Chemical Demilitarization.
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2 RISK ASSESSMENT AND MANAGEMENT AT DCD AND THE TOCDF

and spray tanks. The DCD contains 45 percent of the
remaining U.S. stockpile, some 13,000 tons of agent in
more than one million inventory items. Agent GB, the
most hazardous agent stored at DCD, constitutes about
half of the agent and is contained in 75 percent of the
inventory items.

A health risk assessment (HRA) for TOCDF was
conducted by the state of Utah as part of the environ-
mental permitting process.2  Figure ES-1 is a schematic
illustration of the two major categories of risks, i.e.,
risks arising from accidents (analyzed in the QRA) and
risks arising from emissions during normal and mild
upset conditions (analyzed in the HRA). These first

site-specific risk assessments have been completed and
are primary information for this report.

The Army’s site-specific QRA for DCD/TOCDF
was conducted, under contract, by Science Applica-
tions International Corporation, Inc. (SAIC). An inde-
pendent group of experts in risk assessment and en-
gineering, the Risk Assessment Expert Panel on the
Tooele Chemical Agent Disposal Facility Quantitative
Risk Assessment (Expert Panel), oversaw the QRA and
provided the Army with a separate, detailed technical
review. Thus, the committee’s role included both gen-
eral oversight of the risk assessment/risk management
process and oversight of the Expert Panel review pro-
cess. One or two members of the committee attended
most Expert Panel review meetings. The committee
also took advantage of many opportunities to examine
the technical details of the risk assessment work. A
1996 Stockpile Committee report reviewed the

FIGURE ES-1 Schematic illustration of TOCDF risk elements.

Initiators
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External
events

TOCDF
processing

Normal and
 upset emissions
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DCD storage

Receptors

Accidental
emissions

(analyzed in QRA)

Workers

Public

Environment

2Utah DSHW (Division of Solid and Hazardous Waste). 1996. Tooele
Chemical Demilitarization Facility Screening Risk Assessment. EPA I.D.
No. UT5210090002. Salt Lake City, Utah: Department of Environmental
Quality.
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methodology of the QRA and the Expert Panel’s over-
sight. The committee found that:

• The QRA methods met the recommendations of
the committee’s earlier reports.

• The SAIC QRA team was responsive to the com-
mittee’s questions and the Expert Panel’s com-
ments. New analytical tools for first-of-a-kind
QRA calculations were developed; outside experts
were retained to give advice in areas where the
literature was incomplete; tests and new mecha-
nistic analyses to answer technical questions were
conducted; and the QRA analyses were being re-
vised based on that new information.

The current report continues the Stockpile Com-
mittee’s oversight of risk considerations. The report
encompasses the program-wide and site-specific defi-
nition of the documented CSDP risk management pro-
cess and evaluates the results of risk assessments of the
Tooele storage and disposal facilities and the overall
risk management process being implemented for the
TOCDF.

RESULTS OF THE RISK ASSESSMENTS

Quantitative Risk Assessment

Stockpile Storage

Earthquakes as initiating events pose the greatest
risk to the public from continued storage of the DCD
stockpile. Earthquakes can have widespread, often se-
vere effects, leading to significant adverse conse-
quences. Seismic events that contribute to public risk
have mean accelerations higher than 0.2 g (1 g equals
the acceleration of gravity) and recurrence intervals of
1,000 years or more. Such earthquakes significantly
exceed normal building code design values and thus
can lead to failures of equipment, structures, and stored
munitions. Earthquakes account for 82 percent of the
average risk of fatalities to the public. Significant con-
tributors to the public risk from storage are illustrated
in Figure ES-2.

Operational Risk

Public risk from disposal processing during the 7.1-
year disposal period is substantially lower than the risk

from continued storage during the same period. Again,
earthquakes are the most significant initiating events,
accounting for 97.4 percent of the public risk during
processing. Other contributors to risk are summarized
in Figure ES-3. Figure ES-4 depicts the magnitude of
risk associated with continued storage and agent/muni-
tions processing and shows the decrease in storage risk
as the stockpile is processed. This figure provides the
most complete picture of the risks during processing
and the most thorough comparison of the risks of con-
tinued storage with the risks associated with process-
ing (including the diminishing contribution of storage
risk during the processing period).

For the 500 workers at the TOCDF, there is about a
one in seven probability that there will be one fatality

FIGURE ES-2 Contributors to the average public fatality risk
from continued storage at DCD.
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FIGURE ES-3 Contributors to the average public fatality risk
from processing at DCD and TOCDF.
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4 RISK ASSESSMENT AND MANAGEMENT AT DCD AND THE TOCDF

in the 7.1 years of disposal processing (expected num-
ber of fatalities is 0.13). This is equivalent to the prob-
ability of fatality to an individual worker of one in
25,000 (or 4 × 10 – 5) per year, which is consistent with
the average occupational risk for all occupations in the
United States. However, because the risk levels to dis-
posal workers from agent exposure must be added to
normal occupational risk levels, the committee believes
that emphasis on job safety related to both agent and
nonagent activities is extremely important. The sources
of risk for workers are shown in Figure ES-5.

Health Risk Assessment

The HRA evaluated the effects of incinerator emis-
sions under various operating scenarios for an adult
resident, a child resident, a subsistence fisherman, and
three farmers at various locations with various dura-
tions of exposure during the year. Conservative model-
ing assumptions maximizing anticipated concentrations

of emissions and maximizing exposure values at points
of maximum off-site impact were used to derive the
upper-end estimates of risk. The calculated human
health risk was measured against the 1 × 10 – 5 carcino-
genic risk level established under EPA exposure as-
sessment guidance protocols. This threshold was not
exceeded in any scenario.

FIGURE ES-4 Comparison of public risks during processing at DCD and TOCDF.

FIGURE ES-5 Contributors to the average risk of fatality to
disposal-related workers at DCD and TOCDF.
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RISK MANAGEMENT IN THE CHEMICAL
STOCKPILE DISPOSAL PROGRAM

Risk management typically involves the following
steps: understanding the risk; suggesting ways to re-
duce risk; evaluating the alternatives; and selecting pre-
ferred alternatives. Each affected party plays a role in
the risk management process. The Army is responsible
for managing the chemical stockpile and its destruc-
tion in a manner that maintains safety for the public,
workers, and the environment. The current CSDP risk
management program is a multilevel program that de-
lineates policy, defines requirements, provides guid-
ance for implementation, defines specific requirements
for the facility, and defines the processes that should
be used.

The Army recently published (in draft) A Guide to
Risk Management Policy and Activities (the Guide),
which includes a description of the “ management of
change process, ”  a significant aspect of the risk man-
agement process at the TOCDF and other sites. The
management of change process may involve changes
or modifications to equipment, operating and mainte-
nance procedures, or agent destruction schedules.

The first full scale application of the management
of change process is expected to be an evaluation of
adding a carbon filter system to the pollution abate-
ment system (PAS). Consideration of the PAS filter
system (PFS) was prompted by a committee finding
in a 1994 report that adding a carbon filter system
downstream of the existing PAS would add further
protection against emissions of agent and trace or-
ganics, even in the unlikely event of a substantial
system upset.

FINDINGS

The Stockpile Committee has followed the DCD/
TOCDF QRA project closely since its inception and
has maintained oversight of the Expert Panel indepen-
dent peer review process. The QRA has achieved the
goals set out in the committee’s 1993 letter report and
subsequent reports. The findings in the DCD/TOCDF
QRA are consistent with interim findings in the
committee’s review of systemization of the TOCDF.
The committee concurs with the following findings of
the Expert Panel:

• The methodology was sound and has extended the
state of the art in several areas.

• The methodology was well implemented.
• Despite some reservations concerning a few tech-

nical aspects of this QRA, the panel was reason-
ably satisfied that these did not affect the overall
conclusions of the QRA.

The committee finds that the interactive independent
review process was effective and that the Expert Panel
played a significant role in ensuring that the QRA met
or exceeded state-of-the-art standards in all significant
respects.

The committee believes that the HRA performed by
the Utah Division of Solid and Hazardous Waste,
which is based on many assumptions and follows EPA-
mandated protocols, is appropriate at this stage of
TOCDF operations because it approximates a worst
case for the public for all evaluated parameters. The
greatest uncertainty in the HRA is about the magnitude
and composition of actual TOCDF emissions (emis-
sions in the HRA were based on adjusted data from
JACADS). As actual TOCDF operating parameters are
established and data on the nature and magnitude of
actual emissions become available, they can be incor-
porated into the HRA. The HRA does not provide the
more realistic and detailed estimation of risk sources,
impacts, and distribution provided by the QRA. How-
ever, it does screen latent cancer risk to “ maximally
exposed ”  individuals, impose an acceptability criterion
(1 × 10 – 5 carcinogenic risk level over a 70-year life-
time), and infer that the exposure of multiple individu-
als at or below the screening level is acceptable.

Risk Management

The committee finds that the TOCDF risk manage-
ment plan has progressed and that positive steps have
been taken, e.g., the development and limited use of
guidance and implementation documents. The Army’s
draft Guide on risk management provides an overview
of the overall risk management program, incorporating
references to subsidiary risk management documents
and activities. The Guide defines interrelationships
among Army offices, contractor offices, and public
entities that are or should be involved in risk manage-
ment activities. The Guide is a significant step by the
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Army toward following NRC recommendations on risk
management and public involvement, particularly with
respect to using risk analysis in the management of
change process. The Guide, however, has not yet been
completed and finalized. The committee’s comments
in this report reflect the expectation that the Guide will
be improved, adopted, and implemented. The commit-
tee may evaluate its implementation in the future,
but at present, it falls short of expectations in several
respects:

• The Guide does not describe the contributions of
risk assessment to changes that led to the current
Established Configuration, against which pro-
posed future changes will be evaluated.

• The focus of the Guide is primarily on agent-
related safety rather than on developing and insti-
tutionalizing a comprehensive safety program
(i.e., establishing a safety culture).

• The Guide acknowledges that more work must be
done to shift the focus from public information to
public involvement. The role of public involve-
ment should be extended and integrated beyond
the management of change process.

• The Guide is not specific enough about how to
ensure that workers, Chemical Stockpile Emer-
gency Preparedness Program (CSEPP) personnel,
and the public understand the risk analyses.

• Although the Guide indicates that there are func-
tional relationships among PMCD organizations
with regard to risk management, it does not detail
how management roles and communications
across all the Army groups, contractors, subcon-
tractors, and other agencies involved in the pro-
gram will be integrated.

• The Guide does not indicate plans to track CSEPP
responses to changes in risk or to document public
involvement and Army responses to public input
regarding risk.

On the positive side, the Guide presents a frame-
work for managing changes in the configuration of a
facility or changes in operations that may significantly
affect risk levels. The framework allows for public in-
put on significant changes through a comment process,
which is followed by formal feedback to the public
explaining the basis for a decision. The committee finds

the proposed management of change process satisfac-
tory and encourages its use. However, there may be
opportunities to further expand public participation as
the Army develops a more comprehensive public in-
volvement program.

Application of Change Policy to PAS
Carbon Filters

Concerning the evaluation of adding carbon filters
to the PAS (an earlier recommendation of the Stock-
pile Committee), the committee finds that:

• The proposed methodology, if well implemented,
is appropriate for evaluating whether or not to in-
stall a PFS on a site-specific basis.

• The proposed methodology for the PFS evalua-
tion is consistent with the Army’s proposed
management of change process, as described in
the Guide.

• Carbon filters appear to be effective in reducing
the levels of dioxins/furans to below the limits of
detection and have a useful life of at least one year.
Because these levels are too low to be measured,
however, credit only for reducing them to the de-
tection limit appears in the HRA.

• The QRA calculations for the PFS must account
for a potential sudden release of accumulated agent
(based on HRA-assumed emissions at the lower
detection limit) in case of a PFS malfunction.

RECOMMENDATIONS

Risk Assessments

Recommendation 1. The Army should update both the
QRA and HRA at the TOCDF whenever changes to sys-
tem design or operations occur that could affect QRA
or HRA calculations to ensure that estimates of risk are
current and reflect changes in operating conditions and
experience, assumptions, and program status (current
Established Configuration). The process for updating
the QRA and HRA should be included in the Guide.

Recommendation 2. The Army should continue the
site-specific QRA and HRA processes at all PMCD
sites. The development of assessments for sites other
than the DCD will be greatly simplified because much
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of the methodology has already been established. The
Army should continue to obtain interactive, indepen-
dent expert reviews of all site-specific risk assessments.
The Army should heed the lessons learned from devel-
opment of the TOCDF QRA and should incorporate
the changes recommended by the Expert Panel.

Recommendation 3. The QRA methodology manual
should be updated to reflect the significant improve-
ments that have been made.

Risk Management

Policy

Recommendation 4. The Army should expand its draft
report on risk management policy, A Guide to Risk
Management Policy and Activities, to encourage the
establishment of a “ safety culture ”  within the PMCD
and its field offices and among contractors and other
government agencies. The Guide should elucidate the
Army’s policy on industrial safety, including the re-
sponsibilities of individuals and managers in the field
and the definitions of acceptable performance.

Recommendation 5. The Army should develop a man-
agement program (and include it in the Guide) that de-
fines the integration of management roles, responsi-
bilities, and communications across activities by risk
management functions (e.g., operations, safety, envi-
ronmental protection, emergency preparedness, and
public outreach).

Recommendation 6. The Army should review and
expand the current draft risk management plan to

include public involvement in appropriate areas beyond
the management of change process.

Recommendation 7. The Army should institutionalize
the management of change process developed in the
Guide. The Army should track performance of the
change and document public involvement and public
responses to decisions. The Army should use this ex-
perience to improve the change process.

Recommendation 8. The Army should expand imple-
mentation of the risk management program to ensure
that workers understand the results of the risk assess-
ments and risk management decisions. The Army
should also ensure that CSEPP and other emergency
preparedness officials understand the QRA and how
their activities might affect risk. CSEPP activities
should be tracked by the Army as part of the risk man-
agement program.

Recommendation 9. The Army should implement the
risk management plans and update them whenever nec-
essary to ensure that they reflect current practices and
lessons learned.

Evaluation of the Carbon Filter Design for the
Pollution Abatement System

Recommendation 10. The Army should proceed with
the application of its proposed methodology for evalu-
ating the use of PAS carbon filters on a site-specific
basis. For consistency with the HRA assumptions, the
QRA should take into account the possible sudden re-
lease of agent that may have accumulated on the filter
at a gas concentration equal to the lower detection limit.
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DESCRIPTION OF THE CHEMICAL AGENT
AND MUNITIONS STOCKPILE

For more than 50 years, the United States has main-
tained a stockpile of chemical agents and munitions
distributed among eight sites within the continental
United States and at Johnston Atoll in the Pacific Ocean
(Figure 1-1). Two basic types of chemical agents com-
prise the stockpile: neurotoxic (nerve) agents and mus-
tard (blister) agents. Both types are frequently, and er-
roneously, referred to as “ gases”  even though they are
liquids at normal temperature and pressure.

The nerve agents include the organic phosphorus
compounds designated as VX, GB (Sarin), and GA
(Tabun). These chemicals present a significant toxic
hazard because of their action on the nervous systems
of humans and animals through inhibition of the acetyl-
cholinesterase enzyme. They are both considered ex-
tremely toxic. VX is more acutely toxic than GB, but
the latter represents a greater potential hazard because
of its higher volatility (about the same as water) and,
thus, the greater likelihood of its being inhaled. Chronic
health effects and cancer from low-level exposures
have not been associated with nerve agents or with
chemically (and toxicologically) similar commercially
available organic phosphorus insecticides (Leffingwell,
1993). Only short-term symptoms have been docu-
mented in individuals who survive exposure to nerve
agents.

The mustards (designated H [nondistilled mustard],
HD [distilled mustard], and HT [thickened mustard])
do not present significant acute lethal hazards. Their
principal effect is severe blistering of the skin and

1

Introduction and Background

mucous membranes. They have been implicated as be-
ing carcinogenic, however, and may present a cancer
hazard to individuals exposed acutely (Leffingwell,
1993; IOM, 1993). The estimates for induced cancers
from accidental agent exposures (Chapter 2) only con-
sider mustard agents.

Chemical agents, after being fully dispersed, do not
tend to persist in the environment because their rela-
tively simple chemical structures tend to undergo hy-
drolysis in humid climates. However, in extremely dry
desert climates, they can remain for a considerable
period of time (U.S. Army, 1988).

The chemical agents in the U.S. stockpile are stored
in a variety of containment systems, including bulk
(ton) containers, rockets, projectiles, mines, bombs,
cartridges, and spray tanks. Figure 1-1 summarizes the
stockpile configuration as of 1996 for the eight conti-
nental U.S. sites by agent, munition, and containment
system (OTA, 1992; NRC, 1996a).

CALL FOR DISPOSAL

Chemical Stockpile Disposal Program

Because of the age of the chemical weapons stock-
pile, their lack of utility as weapons or deterrents, the
continuing costs of maintenance, and the potential for
accidental release, there is now sufficient incentive for
the United States (and other countries) to dispose of
stored chemical weapons. In 1985, Congress enacted
Public Law 99-145 to initiate the process of eliminat-
ing the U.S. chemical weapons stockpile, with an expe-
dited program to dispose of M55 rockets, which raise
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special concerns because they are aging and because
they contain agent, explosives, and propellant in an in-
tegrated configuration. Later, in 1992, Congress en-
acted Public Law 104-484, which directed the Army to
dispose of the entire unitary1 chemical agent and muni-
tions stockpile by December 31, 2004. Congress also
directed that the Chemical Stockpile Disposal Program
(CSDP) be implemented in a manner that ensured
maximum protection of workers, the public, and the
environment.

Chemical Weapons Convention

The CSDP has evolved in parallel with worldwide
activities addressing questions of international control

and the elimination of chemical agents and munitions.
Over the course of several decades, a broad and com-
plex agreement known as the Chemical Weapons Con-
vention (CWC) was negotiated. Since 1993, the CWC
has been signed by 165 countries and ratified by 89
countries. The convention was to go into effect six
months after 65 countries had ratified it, which oc-
curred on October 29, 1996. The CWC entered into
force on April 29, 1997. The United States was ac-
tively involved in negotiating the CWC agreement and
recently ratified it. Russia, the world’s largest holder of
chemical agents and munitions, has yet to ratify it.

The CWC defines the destruction of chemical weap-
ons as “ a process by which chemicals are converted in
an essentially irreversible way to a form unsuitable for
production of chemical weapons, and which, in an irre-
versible manner, renders munitions and other devices
unusable as such ”  (Smithson, 1993). The method of
destruction is to be determined by each country, but the
manner of destruction must ensure public safety and
protect the environment.

INTRODUCTION AND BACKGROUND 9

FIGURE 1-1 Location and size (percentage of remaining stockpile) of eight continental U.S. storage sites. Source: OTA, 1992;
NRC, 1996a.

1The term unitary refers to a single chemical loaded in munitions or
stored as a lethal material. More recently binary munitions have been pro-
duced, in which two relatively safe chemicals are loaded into separate com-
partments to be mixed to form a lethal agent after the munition is fired or
released. The components of binary munitions are stockpiled separately, in
separate states. They are not included in the present Chemical Stockpile
Disposal Program. However, under the Chemical Weapons Convention of
1993, they are included in the munitions that will be destroyed.
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The CWC prohibits the development, production,
acquisition, stockpiling, retention, transfer, or use of
chemical weapons. Article IV of the CWC requires that
signatories destroy chemical weapons and any special
facilities for their manufacture within 10 years, i.e., by
April 29, 2007. The date established by Congress for
the destruction of the U.S. chemical stockpile remains
December 31, 2004.

Selection and Development of the
Baseline Incineration System

In the early 1980s, the Army investigated a number
of technologies and strategies for the destruction or dis-
posal of chemical weapons. Among these were chemi-
cal neutralization, ocean disposal (now banned by fed-
eral law), stockpile consolidation with subsequent
destruction, and disassembly followed by compo-
nent incineration. Incineration was selected by the
Army as the preferred technology for stockpile dis-
posal. The National Research Council (NRC) Commit-
tee on Demilitarizing Chemical Munitions and Agents
was formed in August 1983 to review the status of the
stockpile and to assess the available disposal technolo-
gies. In the committee’s final report in 1984, incinera-
tion was endorsed as an adequate technology for the
safe disposal of chemical warfare agents and munitions
(NRC, 1984).

Pursuant to the enactment of Public Law 99-145, the
Army began development of components of the base-
line incineration system at the Chemical Agent Muni-
tions Disposal System (CAMDS) facility at Deseret
Chemical Depot (DCD), formerly Tooele Army Depot
South, Utah. Construction and systemization of the first
fully integrated baseline incineration system, the
Johnston Atoll Chemical Agent Disposal System
(JACADS), was completed in July 1990 on Johnston
Island, located in the Pacific Ocean approximately 700
miles southwest of Hawaii. The JACADS facility has a
twofold mission:

• to destroy the chemical agents and munitions
stored there

• to serve as a demonstration facility for the baseline
incineration system

Historical Risk Assessment by the Chemical
Stockpile Disposal Program

At a relatively early stage of the CSDP, a probabilis-
tic risk assessment was performed in support of the
Army’s decision to use a baseline incineration system
on site (U.S. Army, 1987). The PRA was documented
in the Final Programmatic Environmental Impact State-
ment (FPEIS) (U.S. Army, 1988). The probabilistic risk
assessment (PRA) done at that time was a less detailed
version of the quantitative risk assessment (QRA).

The FPEIS PRA evaluated accident sequences that
could result in agent releases during the disposal pro-
cess based upon the system design for JACADS. The
PRA also examined risks for several disposal/transpor-
tation options at the eight continental U.S. storage sites.
The JACADS analysis was modified slightly to account
for major site-to-site differences. However, it was not
site-specific in its treatment of design differences or
local operating and maintenance practices, including
disposal scheduling. The analyses of site-specific ex-
ternal-event hazards scenarios and the treatment of han-
dling accidents, other particular accidents, and uncer-
tainty were also less thorough.

ROLE OF THE NATIONAL RESEARCH COUNCIL

Committee on Review and Evaluation of the
Army Chemical Stockpile Disposal Program

Concurrent with construction at JACADS, in 1987
the Army requested that the NRC review and evaluate
the Army CSDP. The NRC established the Committee
on Review and Evaluation of the Army Chemical
Stockpile Disposal Program (Stockpile Committee) to
perform these tasks over time and specifically to moni-
tor operational verification testing (OVT) at JACADS,
which began in July 1990 and was completed in March
1993. In July 1993, the NRC issued a preliminary short
report (Part I) on OVT (NRC, 1993a) and in April 1994,
a final report (Part II) on OVT at JACADS (NRC,
1994a). These reports concluded that the baseline in-
cineration system was an adequate and safe means of
disposing of the chemical weapons stockpile. Several
subsequent reports have reaffirmed the committee’s
position.

Construction of the first disposal facility in the
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continental United States was begun in 1989 in Utah.
This facility, the Tooele Chemical Agent Disposal Fa-
cility (TOCDF), is a “ second-generation ”  baseline sys-
tem, which has incorporated into its design and operat-
ing procedures many improvements and technological
advances based on JACADS operating experience
(NRC, 1996b). The recommendations of the Stockpile
Committee have been a factor in the changes and im-
provements to the facility. Pre-operational testing (sys-
temization) at the TOCDF began in August 1993. Dur-
ing systemization, several modifications were made to
systems and procedures at the TOCDF, e.g., a new slag
removal system was designed for the liquid incinerator
to eliminate the need for frequent shutdowns of the unit
for the manual removal of slag; the furnace feed sys-
tem was reviewed in detail by MITRE Corporation,
and changes were made to correct misfeed problems
that had occurred at JACADS.

In reviewing the FPEIS, the Stockpile Committee
recognized the generic nature of the PRA and noted in
a letter report (NRC, 1993b) that “ the risk analysis as
presented in the FPEIS was not directed at managing
risk at any specific site. ”  In the same letter report, the
committee noted that

the continental sites at which lethal chemical agents and
munitions will be destroyed all differ substantially from
Johnston Island, as well as from one another, with regard
to terrain, weather, the density of nearby population, the
transportation network, the size and variety of stored
agents and munitions, other aspects, and, possibly, de-
struction technology ”  (NRC, 1993b).

The committee specifically recommended in the letter
report that “ a site-specific, full-scope, scenario-based
risk assessment should be performed for each conti-
nental U.S. facility, starting with the Tooele facility ”
and that “ each site-specific risk assessment should in-
clude the case of continued storage without disposal as
one scenario. ”  The letter report laid out detailed tech-
nical specifications for the site-specific risk assess-
ments (NRC, 1993b). Another NRC report, Recommen-
dations for the Disposal of Chemical Agents and Muni-
tions (NRC, 1994b), reiterated this recommendation
and emphasized the importance of site-specific risk
assessments to sound risk management practices.

In response to the NRC’s recommendations, the Pro-
gram Manager for Chemical Demilitarization (PMCD)

directed that a QRA and a risk management program
be developed for each continental site, beginning with
DCD/TOCDF. Concurrently, the Army retained a five-
member panel of experts to provide an independent
review of the approach and methodology for the QRA.

In the 1996 report, Review of Systemization of the
Tooele Chemical Agent Disposal Facility, the Stock-
pile Committee presented an evaluation of the method-
ology for the site-specific QRA for DCD/TOCDF
(NRC, 1996b). The report described the QRA method-
ology and indicated the committee’s approval of the
methods used and satisfaction with the QRA team’s
response to questions and criticisms. The QRA team
vigorously pursued gathering new information (new
tests, new mechanistic calculations, and expert knowl-
edge) whenever concerns were raised about aspects of
their analysis. The Systemization report also cited risk-
related recommendations from previous NRC reports
and evaluated the Army’s response up to that time. The
committee was satisfied with the role of the Risk As-
sessment Expert Panel on the Tooele Chemical Agent
Disposal Facility Quantitative Risk Assessment (Ex-
pert Panel) and the QRA team’s diligent response to
each comment from the Expert Panel. The report indi-
cated the committee’s satisfaction with the way in
which the risk assessment addressed all the relevant
recommendations, with three exceptions: (1) the analy-
sis was not yet complete; therefore it would be neces-
sary to ensure that the remaining work continued to
meet the committee’s recommendations; (2) public
involvement in the QRA needed to be improved; and
(3) there appeared to be a lack of coordination between
the QRA and the health risk assessment (HRA). There-
fore, the committee also advocated the preparation of a
single risk assessment summary report for each site
to present integrated results of the various risk studies
being conducted as separate projects under diverse
auspices.

The first set of site-specific risk assessments for
DCD/TOCDF and associated risk management docu-
ments have now been assembled and are the basis for
this report. The committee has provided additional
comments about public involvement relating to risk
assessments in a recent report on community involve-
ment (NRC, 1996c). The Army has recently published
phase-one (first results) QRAs for five other sites (U.S.
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Army, 1995a, 1996a, 1996b, 1997a, 1997b). Although
evaluations of these QRAs are not included in this re-
port, they show that the site-specific risk varies widely
from site to site with the nature of the stockpile, the
demographics near the site boundary, and the potential
for external events.

Composition of the Stockpile Committee

The experience and familiarity from advisory and
oversight activities, and from report development by
the Stockpile Committee since its inception, provide a
sound basis upon which to evaluate the present state of
the Army’s risk management activities for the Tooele
storage and disposal facilities. Over the years, the
Stockpile Committee has adjusted the composition of
its membership to maintain a balance of disciplines
necessary to meet the task at hand. Of the 15 current
members, two are long-standing, recognized experts in
the field of risk assessment and risk management. Other
members of the Stockpile Committee have expertise in
risk communications, public involvement, chemical
engineering, mechanical engineering, combustion tech-
nology, biochemical engineering, chemical process
design and control, analytical chemistry, toxicology,
emergency response, human systems, and environmen-
tal law and sciences.

The Stockpile Committee has prepared 16 NRC
reports on various aspects of the overall CSDP, the
development of the baseline incineration system, the
systemization of the TOCDF, and the importance of
public involvement. Appendix C is a list of these
reports. The baseline incineration system at the
TOCDF has evolved over the past decade through re-
finement of the prototype facilities at CAMDS and
JACADS. The Stockpile Committee has tracked de-
velopments at these facilities and at the TOCDF and
has commented extensively on progress at all of them
through the construction, systemization, OVT, and
agent destruction phases.

PURPOSE OF THE REPORT

This report continues the oversight of risk consider-
ations begun in previous Stockpile Committee reports.
It encompasses the program-wide and site-specific
definition of the documented CSDP risk management

process and evaluates the results of risk assessments
performed for the Tooele storage and disposal facili-
ties and the overall risk management process being
implemented for the TOCDF, the first full-scale chemi-
cal agent and munitions disposal facility in the conti-
nental United States.

In this evaluation, the committee focuses on five ar-
eas: (1) the quality of the risk assessments conducted
for DCD/TOCDF; (2) the significance and interpreta-
tion of results and conclusions; (3) the integration (or
lack thereof) of results from separate risk assessments;
(4) the utilization of risk assessments in a comprehen-
sive risk management plan for the TOCDF as well as
the CSDP; and (5) the implementation of risk manage-
ment practices.

Characterizing effective risk management processes
is the central theme of this report. The emphasis is on
the utility of thorough, high quality, technically sound
risk assessments as a basis for risk management prac-
tices. This report covers both major risk assessments,
namely, the QRA (a quantitative evaluation of risks
from accidental releases of agent), and the HRA (health
risk assessment, which approximates worst case analy-
ses of stack emissions for normal and upset operations).
Other data being gathered by the Army at Tooele could
be used to decide if a separate agricultural risk assess-
ment will be needed in the future. As for the QRA and
the HRA, this report considers the methodology, scope,
and technical quality of the analyses; the treatment of
acute and latent risks resulting from accidents; the risks
from normal and upset operations; and the use of the
results for the purpose of risk management. The report
also addresses the integration of results of various as-
sessments and how they can be communicated effec-
tively, both within the CSDP and externally, to involve
the local community in decisions pertaining to storage
and disposal operations.

The assessments of risk at the Tooele site involve a
chemical agent and munitions storage and disposal sys-
tem that includes sophisticated technology, procedural
regimes, and contingency plans. Although the commit-
tee intends this commentary to assist the Army with the
ongoing implementation of an effective risk manage-
ment program at the Tooele site, a broader goal is to
improve the risk assessment and management process
at future sites, at both the programmatic and site-
specific levels.
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The committee hopes that by reporting on the
Army’s CSDP risk management program at Tooele, the
public may come to a better understanding of the risks,
the thoroughness with which these risks have been ana-
lyzed, and the ways risk analyses have been used to
reduce and manage risk. Consequently, in addition to
the U.S. Army, the public is viewed as a primary audi-
ence for this report.

Chapter 2 assumes the reader’s familiarity with the
methodology and terminology of risk analysis and

assessment. Readers who are not familiar with the sub-
ject may wish to begin with Appendix A, which pre-
sents an introduction to the subject, starting with the
simple example of a person tripping over a crack in the
sidewalk. The example is then expanded to include
some of the complications and refinements required in
a real risk assessment of complex facilities like DCD/
TOCDF. A final section of Appendix A discusses the
process of risk management for the CSDP.
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OVERVIEW

In this chapter, a brief overview of the sources of
risk at DCD/TOCDF and of the risk assessments per-
formed by Science Applications International Corpo-
ration (SAIC) and the state of Utah is presented fol-
lowed by descriptions of the objectives and scope,
approach and methodology, oversight, results and
analysis, and integration of results of the assessments.
SAIC performed a QRA that examined the risk from
agent accidents (U.S. Army, 1996c). The state of Utah
performed an HRA that examined the maximum risk
from normal and upset operations (Utah DSHW, 1996).
(See Appendix A for background information on risk
assessment). The SAIC methodology is carefully
implemented and consistent with previous recommen-
dations of the committee (NRC, 1993b; NRC, 1994b)
except that SAIC was not asked by the Army to present
an integrated assessment of the QRA and HRA results.
Therefore, under each topic, the QRA and the HRA are
discussed sequentially. The risks from both the QRA
and HRA are discussed at the end of this chapter. Fig-
ure 2-1 illustrates some of the elements of risk dis-
cussed in this chapter.

Deseret Chemical Depot Stockpile

As of March 1997, the chemical weapons storage
facilities at DCD contained nearly 45 percent of the
remaining U.S. chemical weapons stockpile, with more
than 13,000 tons of agent. The DCD stockpile contains
nerve agents GB, VX, and small quantities of GA, as well
as all three types of mustard (blister) agents. In addi-
tion, every type of U.S. chemical weapon containment

2

Deseret Chemical Depot/Tooele Chemical Agent
Disposal Facility Site-Specific Risk Assessments

system (mines, rockets, projectiles, bombs, ton contain-
ers, and spray tanks) is present in the DCD stockpile,
with more than one million individual items in the in-
ventory. The DCD stockpile has the largest quantity of
chemical agents and the most complex combination of
agent/containment systems.

Sources of Risk

For a chemical agent and munitions storage and de-
struction site like DCD/TOCDF, there are two primary
sources of risk: (1) risk associated with the stockpile
itself (stockpile risk) and (2) risk associated with de-
struction of the stockpile (operational risk). The actual
risk from either or both sources depends upon whether
risk-initiating events occur. Such events can be either
internal or external in nature. Internal risk-initiating
events are events associated with the storage and rou-
tine maintenance of the stockpile and with the opera-
tion of the destruction facility. External risk-initiating
events are events not associated with site operations,
such as earthquakes, floods, lightning strikes, and air-
plane crashes. (Note that there are also external risks to
the stockpile from war or sabotage, which are report-
edly evaluated and managed by specific government
agencies and are not considered in publicly available
site-specific risk assessments. The Stockpile Commit-
tee has not been involved in or reviewed any of these
evaluations.)

Stockpile Risk at DCD

The principal hazards associated with the stockpile
at DCD are from the inherent toxicity of the anti-
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cholinesterase agents, GB and VX, and mustard agents,
H, HD, and HT. Risks associated with the stockpile are
almost all related to agent releases from either internal
or external events. Agent GB presents the greatest haz-
ard because of its toxicity and volatility; GB also rep-
resents the greatest potential risk because it constitutes
about half of the total amount of agent on site and is
contained in more than 75 percent of the inventory
items at DCD.

Agent releases initiated by internal events could
result from handling accidents during stockpile ma-
nipulation and maintenance; the deterioration of
containment systems; the spontaneous detonation of
munitions; or the spontaneous ignition of propellant.
External events that could cause releases include
earthquakes, floods, lightning strikes, and airplane
crashes.

Operational Risk at the TOCDF

Agent destruction imposes risks above and beyond
the inherent risks associated with the existence and
maintenance of the chemical agent and munitions
stockpile. The transportation of agents from storage to
the destruction facility, the unpacking and disassembly
of munitions and containment systems, and the actual
agent destruction processes provide additional oppor-
tunities for agent releases caused by internal or exter-
nal events. Like the stockpile risk, the predominant
operational risks are associated with agent toxicity.
However, the quantities of agent being processed at
any given time are small compared to the original in-
ventories in the stockpile. The maximum quantity of
agent present in the disposal facility at any given time
would be the equivalent of about three ton containers
(i.e., approximately 5,000 pounds of agent).

SITE-SPECIFIC RISK ASSESSMENTS 15

FIGURE 2-1 Schematic illustration of risk elements at the TOCDF.
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In addition to agent, other risks from the agent de-
struction process must be considered, such as products
of incomplete combustion from agent destruction and
toxic materials used in the disposal process. However,
because the quantity of these toxic products is substan-
tially smaller than the original quantity of agent, they
generally represent a smaller hazard. Risks from toxic
products are primarily initiated by internal events, such
as process upsets. External risks are virtually nonexist-
ent because they would usually result in a shutdown of
the process. However, extreme external events could
cause the release of hazardous materials, such as propane
or sodium hydroxide, from on-site storage tanks.

Risk Receptors

There are three potential risk receptors: workers, the
public, and the environment. Because of their proxim-
ity to the stockpile and agent processing operations,
workers are at risk from the acute lethal (and nonlethal)
hazards associated with agent releases, regardless of
the initiating event (an at-risk situation). They are also
potentially at risk from long-term exposure to very low
concentrations (i.e., below the eight-hour time weighted
average) of agent and the products and by-products of
agent destruction. Workers are also susceptible to in-
jury from ordinary industrial accidents (e.g., falls,
burns, eye injuries, overheating in protective clothing),
but these risks are not included in the risk assessments
performed for the TOCDF. They can be better under-
stood through safety inspections and analyses of injury
rates and can be managed by following proven safety
practices.

Risks to the public stem primarily from agent re-
leases caused by external (catastrophic) events. The
public could also be at risk from long-term exposure to
the products and by-products of agent destruction, if
they were released into the environment as a result of
destruction processes.

Environmental risk is associated almost exclusively
with the release of agent and the products and by-
products of agent destruction to the environment.

Risk Measures

For humans (both workers and the public) there are
three potential measures of risk either from the stockpile

or from stockpile destruction: acute lethality; acute and
latent noncancerous health effects; and latent cancer.
The potential adverse consequences for the environ-
ment are the contamination of land and/or water and
adverse effects on native or endangered species.

Risk Mitigation

The most effective mitigation of risk takes place
before a hazardous material is released and is often
called prevention rather than mitigation. However, af-
ter a hazardous material has been released, but before it
reaches a receptor, risk mitigation is also possible, i.e.,
the consequences of the release can be reduced. Risk
mitigation can include taking measures at the spill site
(e.g., containing the spill), measures at the receptor site
(e.g., using protective masks), and emergency response
measures (e.g., shelters, evacuation, etc.). The QRA
takes into account some of these measures. However,
the primary intent of the QRA is to calculate a realistic
estimate of risk to the public. The analysis is not struc-
tured to measure the effectiveness of the local Chem-
ical Stockpile Emergency Preparedness Program
(CSEPP). The QRA uses simple models and average
data for mitigation (e.g., radial evacuation, evacuation
time estimates for broadly defined conditions [time of
day and weather, for example], using a representative
evacuation speed of 8 m/sec (18 mph) and an assump-
tion that 95 percent of the populace will take protective
action). Representatives of the QRA team, the Army,
and the CSEPP concluded that the QRA is the best es-
timate of risk. However, it may be more pessimistic
than CSEPP calculations for some scenarios because
the CSEPP uses more sophisticated models.

OBJECTIVES AND SCOPE OF THE DCD/TOCDF
RISK ASSESSMENTS

Two separate risk assessments were performed for
DCD/TOCDF. The first, a QRA, evaluated internal and
external event-initiated risks to workers and the public.
The second, an HRA, evaluated human health (public)
and environmental risks associated with normal opera-
tion of the destruction facility. The committee’s Sys-
temization report (NRC, 1996b) observed that “ the
multiplicity of assessments can cause misunderstand-
ing among reviewers, government agencies, and the
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public. The Army should adopt a standard language
that recognizes the ensemble of risk-related projects as
‘ the risk assessment,’ and individual studies should al-
ways be referred to as components of the wider ‘ risk
assessment.’ ”  The report advocated the preparation of
a single TOCDF risk assessment summary report to
present integrated QRA/HRA results.

The current report does not dwell on the risk assess-
ment methodologies but deals explicitly with the DCD/
TOCDF risk assessment and risk management pro-
cesses. A more detailed description of the QRA meth-
odology can be found in the Systemization report
(NRC, 1996b). A very brief overview can be found in
the following sections of this report. The HRA was per-
formed following methodology described in public
documents (EPA, 1994).

Quantitative Risk Assessment

The DCD/TOCDF QRA (U.S. Army, 1996c) had
several objectives:

• to evaluate quantitatively the health risks from ac-
cidental releases of chemical agents to the public
and to workers at the site

• to rank the plant and operational features at the
facility that govern risk (Insights are to be used as
a basis for risk management at the facility.)

• to compare the risks associated with the disposal
process with the risks of continued storage (In-
sights are useful to the Army in making decisions
regarding stockpile disposal, especially the spe-
cific order of items scheduled for disposal.)

• to provide a “ living model ”  QRA that can be up-
dated as changes are made to the facility or as ad-
ditional insights into accident behavior become
available (The living model will be one of the ana-
lytical tools supporting decision making within the
TOCDF risk management program throughout the
life cycle of the plant.)

The TOCDF QRA estimates the risk to the public
and to workers from accidental releases of chemical
agent associated with all activities during storage at
DCD and throughout the disposal process at the
TOCDF. Activities associated with the disposal pro-
cess include:

• munitions storage at DCD prior to disposal
• munitions handling at DCD in preparation for

transport to the disposal facility
• transport of munitions to the disposal facility
• the disposal processes

The study includes all identified potential causes of
release, except for intentional acts, such as sabotage.
Releases resulting from both internal initiating events
(events that originate inside the facility or that directly
result from activities during the disposal process) and
external events (such as earthquakes, aircraft crashes,
and tornadoes) are included.

Results of the TOCDF QRA are presented in terms
of both public and worker risks. For public risks, both
the risk of acute fatalities and the risk of exposure-
induced cancer from accidents (mustard agents are po-
tential carcinogens) are estimated. The risk of fatalities
is presented in three ways:

• a risk profile showing the probability of exceed-
ing a given number of deaths during the disposal
period

• risk profiles as a function of distance from the site
• an average measure, e.g., the expected number of

deaths during the disposal period

Appendix A of this report develops the bases for the
presentations of risk (risk profiles and expected fatali-
ties), explains how to interpret results, and discusses
various measures for comparing risks. In estimating
worker risk, the TOCDF QRA addresses only acute
fatalities from accidents involving agent release caused
by processing. Latent risks to workers from exposure
were calculated but are not included in the results for
several reasons:

• Workers directly involved in an accident are as-
sumed to be killed, either from agent or from an
explosion.

• Reporting the health effects for workers who are
not directly involved, but who work in adjacent
areas, would be deceptive for several reasons:
– The model may not properly capture the close-

in dose.
– A convincing argument can also be made that

projected latent effects from everyday activi-
ties (e.g., maintenance) are much greater than
the latent effects from an agent accident. No
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study of routine exposures has been done be-
cause no problem is apparent.

– The calculated latent risk to workers is very,
very small compared to the acute risk.

The committee agrees that latent risks to workers from
exposure to accidents is very small and including them
in the QRA is not warranted.

Worker risk from continued storage was not assessed
in the QRA because processing has already begun and
activities related to disposal are of most interest to the
Army. Worker risk from continued storage would re-
quire assessing limited worker populations and re-
stricted activity schedules that no longer exist at DCD.
Worker risks associated with industrial-type accidents
also were not included in the QRA.

Uncertainty analyses showing the possible range of
results, which were presented only for the public risks,
incorporate the types of uncertainty discussed in Ap-
pendix A. All other risks were expressed as expected
risk levels. The upper uncertainty bound shown for the
QRA estimates is a measure of the analysts’ confidence
in the results. There is a 95 percent chance that the risk
is less than the upper bound.

Health Risk Assessment

To complement the QRA and to meet Resource Con-
servation and Recovery Act (RCRA) permitting re-
quirements, a screening-level HRA to estimate possible
human health risks associated with exposure to air-
borne emissions from the TOCDF has been completed
by the Utah Division of Solid and Hazardous Waste
(DSHW) (Utah DSHW, 1996). The HRA also evalu-
ated risks to wildlife and the environment. The scope
of the HRA was limited to anticipated normal operat-
ing conditions with a fairly large allowance for emis-
sions associated with operational process upsets. The
HRA was a screening estimate in the sense that the
results represent extreme upper bounds for normal and
upset releases, well beyond the 95 percent upper bound
described in the QRA.

APPROACH AND METHODOLOGY

Quantitative Risk Assessment

The Army completed and published the final report
of the TOCDF QRA in 1996 (U.S. Army, 1996c). The

TOCDF QRA, which was conducted following guide-
lines recommended by the NRC (NRC 1993b; NRC
1994b), quantitatively analyzes the probability and
consequences of accidental releases of agent at the
TOCDF facilities and the DCD storage area.

QRA Team

The DCD/TOCDF QRA was performed for the
Army by SAIC. The major part of the QRA was per-
formed by the SAIC analysts themselves (SAIC has
strong in-house technical capability and extensive ex-
perience conducting QRAs for large-scale engineered
systems). In areas where special expertise was required,
external subcontractors or independent consultants
were used. These areas included seismic hazards, struc-
tural mechanics, munitions fragility, and the latent
health effects of agent. Operation of the QRA team was
independent of the TOCDF site staff. However, the
QRA team frequently interacted with the TOCDF staff
to ensure the validity and completeness of the analysis.

Approach

The DCD/TOCDF QRA used the state-of-the-art
approach to probabilistic-based risk assessment meth-
odology that was first introduced to the nuclear indus-
try in the 1970s in the WASH-1400 report (U.S. NRC,
1975). Since then, QRA methodology has gradually
evolved into a sophisticated decision-support tool and
is now well accepted and widely used to analyze com-
plex engineering systems in the nuclear and chemical
process industries (U.S. NRC, 1990; CCPS, 1989).
Other approaches to risk assessment have been evalu-
ated by the NRC and are more commonly used to as-
sess health risks where assessing exposure depends
heavily on dose-response characteristics (NRC, 1983,
1994c). Because of the complexity of DCD and
TOCDF operations, and because conservative assump-
tions were made about agent lethality, the committee
recommended the U.S. Nuclear Regulatory Commis-
sion method be used for the QRA (NRC, 1993b).

The QRA is based on a comprehensive set of logic
models developed from the engineering design and
operation of the disposal system and from various sce-
narios of potential system accidents. The risk at the site
is then represented by the likelihood of these accident
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scenarios and the severity of their consequences. The
DCD/TOCDF QRA process is shown in Figure 2-2 and
is summarized in the following paragraphs. Figure 2-2
also contains a table showing how a few elements of
the QRA and HRA process are analyzed.

Identifying and Modeling Risk Initiators

The QRA starts with a systematic identification of
deviations from normal process operations. These

deviations are called “ initiators. ”  As suggested by the
1993 NRC letter report (NRC, 1993b), initiators con-
sidered in the DCD/TOCDF QRA include “ internal ”
initiators, such as equipment failures and human er-
rors, and “ external ”  initiators, such as earthquakes,
plant fires, floods, tornadoes, and aircraft crashes. Fault
tree analyses, a well-accepted QRA logic modeling
technique (Roberts et al., 1981), were used to identify
the causes of internal initiators, a combination of equip-
ment failures and human errors, for example.

FIGURE 2-2 Overview of QRA process. Source: Adapted from U.S. Army, 1996d. Note: CHB/UPA means container handling
building/unpack area.

Initiators Progression Release Consequences Composite Risk

Earthquake of 0.35 − 0.4g
(recurrence interval 7,300
years)

GB ton container leak
(recurrence interval 21
years)

Earthquake of .25g −.35g
(recurrence interval 2,000
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Operational emissions
over 7.1 years
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 rockets topple, 12
 igloos set on fire

 localized spill

 CHB/UPA falls and
 fails; 5 GB ton
 containers rupture

atmospheric dispersion
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 several pounds
 of GB

 7.5 tons of GB

 trace amounts

(See note)
1.3 expected fatalities

.003 expected fatalities

.15 expected fatalities

1 in a million chance
of excess cancer to
"maximally exposed
individual" over 70
year lifetime

Note: A simple tabular display for the consequences column is not effective. For a given initiator and
one progression sequence from that initiator leading to a particular release, many possible consequence
sequences can evolve, each with its own conditional probability (conditional on the previous events). Factors
affecting the range of consequences include wind speed and direction, other weather conditions, and
emergency response. The weighted average of the consequences is used to calculate the
composite risk shown in the last column.
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To illustrate the method, the top logic from the DCD/
TOCDF QRA fault tree for “ Agent Spill during Shear
Operation ”  is displayed in Figure 2-3, which has been
extracted from an appendix of the QRA (U.S. Army,
1996c). This is one of many fault trees used to analyze
operations at the facility. The rocket shear operation
takes place inside a contained operating area (an en-
closed room with a sealed environment to contain agent
spills) and presents a hazard to workers in protective
suits who would have to clean up any spills. Here the
authors show that an agent spill during shearing opera-
tion can occur in one of two ways:

• The rocket is not drained (but automatic process-
ing continues),
OR

• The rocket is stopped before it is completely
drained (and later is sent to the shear process).

The symbol with the pointed top and labeled
RHSSHSP is called an “ OR gate, ”  which means that

the event above it happens if either or both of the two
events below it occur. The figure shows that the logic
for the ways to “ Rocket stopped prior to full drain ”
appears later in the fault tree, where one would learn
that the draining is stopped if both of the following
events occur:

• Processing stops before the rocket is fully drained,
AND

• A human error is made (an operator sends an
undrained rocket to shear).

An example of an “ AND gate ”  in the figure can be
found below the event “ Rocket not drained; auto mode
maintained. ”  The AND gate has a rounded top and in-
dicates that the event above it occurs only if all the
events below it occur. In this case, “ Rocket not drained,
auto mode maintained ”  occurs if both “ Rocket agent
cavity is not punched ”  AND “ Drain failure fails to stop
rocket process ”  occur. The rest of the AND/OR logic
for failure is easy to follow. On the bottom line of this

FIGURE 2-3 Rocket handling system fault trees for agent spilled during shear operation. Source: U.S. Army, 1996c.
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figure is one new symbol, the diamonds below two of
the event blocks, which indicate that the event will not
be further decomposed. For example, “ A misoriented
rocket is processed ”  is an event that will be quantified
directly, using available data.

Modeling Accident Progression Sequences

To specify potential accident sequences following
an initiator, the TOCDF QRA uses the accident pro-
gression event tree (APET). Based on the engineering
and operational information collected from the facility,
the analysts identify and model (using the event trees
to track different failure pathways) sequences of events
following an initiator that could lead to an agent release.

Process accident flowchart models, called process
operational diagrams (PODs) in the QRA, have been
devised to encode process information. Upsets are iden-
tified in the POD. A POD is described in the Tooele
Chemical Agent Disposal Facility Quantitative Risk
Assessment Methodology Manual (U.S. Army, 1994):

A POD is a step-by-step search for events and upsets...By
asking a set of what-if questions after each successive
operational step, a thorough assessment of potential up-
sets can be generated. During this process, existing analy-
ses are referenced to ensure that previously suggested
events are covered...[Start by] listing the major steps of
the normal operations...Given each normal step, it is nec-
essary to consider all deviations that could occur during
that step or if that step did not happen properly...The
PODs are used to document the steps in the process and
allow efficient review by operational staff.

Quantifying Model Parameters

Data on equipment failures and human errors are
collected from both industrial and CSDP experience
and used as a basis for evaluating the likelihood of ini-
tiators as well as the likelihood of subsequent events
leading to accidents and potential agent releases. The
probability of accident sequences resulting in agent re-
leases are then estimated based on the accident se-
quence model and the basic event data.

Determining the Magnitude and Conditions of
an Agent Release

Following the identification in the APET of acci-
dent sequences that could lead to a release, the size of

the release is estimated based on the event sequences.
The amount of agent released and the conditions asso-
ciated with the release are modeled for each accident
sequence.

Estimating Health Consequences to the Public
and Workers

Health effects to the public and workers are identi-
fied as the consequences of the accidental releases and
have to be estimated. Mathematical models are used
to estimate the dispersion of agent releases for site-
specific weather conditions and to evaluate the expo-
sure and resultant consequences to the public and to
workers at the site. The Army’s air dispersion code,
D2PC (Whitacre et al., 1987; IEM, 1993), includes
extensive chemical agent-specific data and models.
However, it does not include statistical weather sam-
pling, health effects models for agent exposure levels,
population distribution modeling, or evacuation and
sheltering models. The CHEMMACCS code (Haskin
et al., 1995), developed at Sandia National Laboratory
for use in QRA consequence analyses, uses the same
agent-specific data and dispersion model as D2PC. The
underlying Gaussian plume dispersion model is similar
to the codes used by the Environmental Protection
Agency (EPA). Input includes site-specific data for the
TOCDF and the surrounding area.

Assembling and Calculating Public and
Worker Risk

The risk of each accidental release is represented by
the probability of the accident event sequence and the
consequence of the release. The total risk from the dis-
posal facility and the storage area is represented by
combining risks from individual releases.

Presentation of Results

The DCD/TOCDF QRA provides detailed analyses
of risk levels from several perspectives.

Risk Profile. A risk profile is a plot of the likelihood
of  “ x or more fatalities ”  plotted as a function of “ x. ”
The uncertainty bounds (at least the 5th and 95th per-
centile) are usually included for calculated mean and
median values. The mean value represents an average
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of the range of estimates. The median value is the point
at which half the estimates are higher and half lower.

Expected Fatalities or Expected Number of Induced
Cancers. The expected number of fatalities or the
expected number of induced cancers are statistical sum-
mations over all impact scenarios of the individual ex-
pected values (the product of the probability of an indi-
vidual accident release and its consequence in terms of
expected fatalities). This number is most often referred
to as the risk value.

Dominant Contributors to risk. Dominant contribu-
tors are sequences of events that rank high in risk value.
Effective site-specific risk management would identify
dominant contributors in seeking the most effective
ways to reduce risk within the CSDP.

Health Risk Assessment

The HRA performed by the Utah DSHW followed
guidelines and methods that have been established and
prescribed by the EPA and used for assessing the ac-
ceptability of a broad range of health and environmen-
tal risks (EPA, 1994).

Screening-level risk assessments are conservative by
design in that they are based upon worst-case assump-
tions when operational data are not available. Because
TOCDF was a new facility with no operational history
at the time the HRA was prepared, a great many default
assumptions were used. Because site-specific values
were not available for wind speed profiling exponents,
terrain adjustment factors, surface roughness, and scav-
enging coefficients, default values were used. Site-
specific inputs were confined to local geographical,
hydrological, meteorological, and agricultural informa-
tion. Site emissions data were approximated based on
data from JACADS operational experience because the
TOCDF had not yet begun operations.

For the HRA, six point sources of emissions are
identified, including the TOCDF incinerators and two
other areas where the products of the agent destruction
process are handled. A description of the facilities is
given in the Recommendations report (NRC, 1994b).
The six point sources included in the HRA are:

• liquid incinerators
• metal parts furnace

• deactivation furnace system
• dunnage incinerator
• brine reduction area stack
• heating, ventilation, and air conditioning fil-

ter stack

The potential impact from each point source was
evaluated.

Impacts from the TOCDF combined stack (the metal
parts furnace, liquid incinerators, and deactivation fur-
nace system in simultaneous operation), from all
sources at maximum TOCDF operations, as well as
from combined TOCDF and CAMDS operations, were
considered.

The HRA identified four categories of constituents
of potential TOCDF emissions: chemical agents, met-
als, and volatile and nonvolatile agent decomposition
products (i.e., products of incomplete combustion).
Sixty individual constituents were identified.

Human exposures were considered to occur both di-
rectly and indirectly. The inhalation of emissions (di-
rect) as well as the ingestion of contaminated soil and
food (indirect) were exposure mechanisms deemed ap-
propriate for purposes of the HRA.

Consistent with EPA guidelines for screening-level
risk assessments, an adult resident, a child resident, a
subsistence fisher, and three different subsistence farm-
ers were identified as likely receptors. The adult and
child residents were considered to reside at the off-site
point of maximum emissions impact. The subsistence
fisher was located in an area where subsistence fishing
was thought to be practiced, and the three subsistence
farmers were located based upon a survey of farming
in the area. The HRA considered potential human
health risks based on scenarios of 10, 15, and 30 years
of continuous TOCDF/CAMDS operation, although
the TOCDF is scheduled to operate for only 7.1 years.

STOCKPILE COMMITTEE OVERSIGHT

As a standing committee of the NRC, the Stockpile
Committee reviewed the technical developments that
led to the design of JACADS and the first risk assess-
ment in the FPEIS (U.S. Army, 1988). That review and
concern about the need to understand the risk at each
site led to the committee’s letter report on risk assess-
ment (NRC, 1993b), which essentially laid out a
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specification for site-specific risk assessments. Later
the committee’s Recommendations report (NRC,
1994b) further defined that specification and reiterated
the need for site-specific risk assessments.

As the Army’s site-specific risk assessment for
DCD/TOCDF took shape, the committee’s role was
defined as oversight of the risk assessment/risk man-
agement process and oversight of the Expert Panel re-
view process. Actual detailed technical review of the
QRA was the charge of the independent panel of ex-
perts in risk assessment and chemical engineering (in-
formation on the members of the panel is given in Ap-
pendix B). However, the committee took advantage of
many opportunities to examine the technical details of
the risk assessment work. The committee’s Systemiza-
tion report (NRC, 1996b) reviewed the methodology
of the QRA and the efforts of the Expert Panel. The
committee found that:

• The QRA methods met the recommendations of
the committee’s earlier reports.

• The SAIC QRA team was being responsive to
committee questions and Expert Panel com-
ments; they were developing new analysis tools
for first-of-a-kind QRA calculations, retaining
outside expert groups in difficult technical ar-
eas to advise them in areas where the literature
was incomplete, conducting tests and new
mechanistic analyses to answer new technical
questions, and revising the QRA analyses based
on new information.

Thus the QRA was being modified and extended as
work progressed to respond to advice from the Expert
Panel and prior recommendations of the committee.
Furthermore, answers to questions sometimes required
revised approaches to specific aspects of the QRA
analysis.

Quantitative Risk Assessment

The committee closely followed the risk assessment
activities in three ways. The Army and its contractors
made presentations on the technical progress of the
QRA at all regular quarterly meetings of the committee
and at some special meetings. During these sessions,
the QRA team responded to detailed questions from
the committee.  In addition, two members of the

committee attended the meetings of the Expert Panel,
observing the process and also having the opportunity
to question the analysts actually involved in all aspects
of the QRA. Finally, all members of the committee re-
ceived the draft of the Main Report of the QRA to re-
view, and three members received the entire report in-
cluding the extensive appendices. Questions generated
in this process were raised at subsequent Expert Panel
meetings.

Health Risk Assessment

The committee received the protocols under which
the HRA was to be performed. It also received a brief-
ing by the state of Utah and its consultants on the HRA
results, assumptions, and models during a regular quar-
terly committee meeting. Three members of the com-
mittee received the HRA document. The HRA was per-
formed in accordance with EPA and Army protocols
because the HRA is required to meet legal requirements
and must be done in accordance with standard meth-
ods. The Army and the state of Utah agreed to perform
an EPA-style HRA using conservative worst-case
analysis rather than best-estimate and uncertainty
analysis. The HRA showed that the risk is low and
meets the permitting requirements so no special risk
management efforts are required for normal and mild
upset conditions. It is also clear that the risk of acci-
dents is much higher than the risks examined in the
HRA. Therefore, the committee can find no compel-
ling reason for the Army to extend the HRA for the
purpose of directly combining and comparing the re-
sults of the two studies.

ADDITIONAL REVIEW OF THE
RISK ASSESSMENTS

In addition to the Stockpile Committee, other orga-
nizations have been involved in the review and guid-
ance of the risk assessments.

Quantitative Risk Assessment

Three principal reviews were used throughout
the development of the QRA: intraproject reviews,
PMCD and TOCDF reviews, and independent exter-
nal reviews.
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Intraproject Reviews

Intraproject reviews were conducted according to
the quality assurance requirements established by the
PMCD. Analysis and integration models and results at
the subtask level, the task level, the integration level,
and the assembly level were reviewed by SAIC ana-
lysts and engineers with experience performing QRAs
on large-scale integrated engineering systems.

PMCD and TOCDF Reviews

The PMCD and TOCDF management provided
most of the engineering and operational data used in
the DCD/TOCDF QRA. They also reviewed the QRA
models and results to ensure that the facility was cor-
rectly modeled in the QRA. The operational diagrams
and models developed by the QRA team to analyze
potential accidents at the TOCDF were reviewed by
field engineers familiar with the TOCDF processes. As
failure sequences were modeled during TOCDF sys-
temization, PMCD and site personnel were asked if the
results were consistent with their general knowledge
and operating experience at JACADS. They were also
asked to brainstorm on types of failures that might have
been omitted.

Integration of the PMCD and TOCDF reviews into
the QRA process at an early stage led to the establish-
ment of an effective communication network. This not
only kept the QRA team analysts well informed of the
status of the facilities and of ongoing activities, but also
helped the PMCD and TOCDF staff understand the
risks associated with the disposal processes and the sig-
nificance of the risk assessments being done as early as
possible in the project.

Independent External Reviews

The PMCD also established the Expert Panel (see
Appendix B) through a separate contractor, MITRETEK
Systems, to oversee the conduct of the QRA. This in-
dependent review group consisted of five experts, each
of whom was either a specialist in the QRA field, a
professional in the chemical industry, or an expert who
specialized in chemical process safety. The Expert
Panel, which met for the first time in November 1994
and regularly thereafter, followed the progress of the

QRA through regular, interactive meetings with the
project team. The Expert Panel had full access to all
analytical activities and maintained an ongoing dia-
logue with the QRA team. Representatives of the
Stockpile Committee attended the second panel meet-
ing in February 1995 (as observers) and have attended
all panel meetings since then.

The Expert Panel reviewed and evaluated the QRA
methodology, data, procedures, and assumptions. On
March 28, 1996, the panel briefed the Stockpile Com-
mittee and indicated that the panel members were, in
general, satisfied with the QRA methodology. The
panel indicated that the SAIC study extended the state
of the art in several areas (MITRETEK Systems, 1996).
The panel also pointed out that the QRA analysts re-
sponded positively to comments. Appendix S of the
QRA provides documentation of comments from the
Expert Panel and responses of the QRA analysts (U.S.
Army, 1996c). The final report of the Expert Panel is
now available (MITRETEK Systems, 1996).

The committee concurs with the Expert Panel’s find-
ings (MITRETEK Systems, 1996):

• The methodology was sound and has extended the
state of the art in several areas.

• The methodology was well implemented.
• The panel had some reservations about a few

technical aspects of the QRA but was reason-
ably satisfied that these did not affect the over-
all conclusions.

The committee notes that the panel had a significant
impact on several key areas of the QRA:

• The treatment of uncertainty is now more clearly
addressed.

• The seismic vulnerability analysis for the liquid
propane gas tank has been improved.

• The model for workers donning masks after a
strong earthquake is more realistic.

• The mechanistic modeling of munitions handling
accidents is much improved.

• The interactive independent review process was
effective.

Significant improvements in the QRA methodology
have been made.
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Health Risk Assessment

The HRA was prepared by the Utah DSHW follow-
ing procedures established by the EPA. The TOCDF
HRA was issued by the DSHW for public comment
before publication of the final version and before ac-
ceptance of the HRA as part of the TOCDF RCRA
operating permit.

RESULTS

Quantitative Risk Assessment

In most QRA studies at least two classes of conse-
quences are considered — acute and latent health ef-
fects. Acute health effects involve immediate injuries
and deaths. The immediate injuries associated with
agent release at the TOCDF tend to be minor reversible
effects from very low level exposures to nerve agent
(e.g., watery eyes and runny noses). In comparison to
deaths and latent cancer effects, immediate injuries are
minor and are not reported in the DCD/TOCDF QRA.
The most severe latent health effects are possible can-
cers from exposure to mustard. These cancers, if not
properly treated, can become deaths many years later.
The risk profiles that follow are associated with imme-
diate (acute) fatalities.

Stockpile Risk to the Public

The dominant risk-initiating event for storage of the
chemical stockpile at DCD is an earthquake. Although
earthquakes are infrequent, they have widespread ef-
fects and could cause the release of much more chemi-
cal agent than other types of accidents. Seismic events
contributing to the risk have mean accelerations above
0.2 g and recurrence intervals of 1,000 years or more.
Such earthquakes significantly exceed normal building
code design values and thus can lead to failures of
equipment and structures. Overall, earthquake initiated
events account for 82 percent of the average public fa-
tality risk associated with continued storage of the
stockpile; of the 18 percent nonseismic public fatality
risk, leaks of agent GB from ton containers account for
11 percent (Figure 2-4).

An aircraft crash into storage structures and the elec-
tromagnetic effects of lightning (which could cause a

fire in an igloo or cause an M55 rocket to ignite) were
also considered. The results shown in Figure 2-4 indi-
cate that the impact of these initiators is only 2 percent
and 4 percent, respectively, of the total storage risk.
Risks from reconfiguring associated with normal stor-
age maintenance, such as isolating leaking munitions,
account for about 1 percent of the storage risk. These
maintenance activities are infrequent, and the potential
for a significant release is small because the number of
munitions handled at any given time is limited. For this
reason, and because destruction operations are already
under way, the risk to workers from continued storage
was not included in the QRA.

Figure 2-5 shows the public acute risk profile asso-
ciated with stockpile storage at DCD during the dis-
posal processing period. (Refer to Appendix A for an
explanation of risk profile curves.) Uncertainty bounds
are indicated. The uncertainty calculations for the QRA
are given in terms of uncertainty in the probability of
exceedance. For example, if the question is the prob-
ability (chance) of 100 or more fatalities, a vertical line
can be constructed at 100 fatalities showing that the
median (50/50) probability is 5 × 10 – 8 or 1 in 20 mil-
lion, the lower bound shown (5th percentile) is 5 × 10 – 9 or
1 in 200 million, and the upper bound shown (95th per-
centile) is 3 × 10 – 6 or 1 in 333,000. The mean (average)
value over this distribution is 6 × 10 – 7 or 1 in 1.7 mil-
lion. Uncertainties exist for all of the risks discussed in
this report; Figure 2-5 shows the general magnitudes of
the uncertainties. Many of the QRA results elsewhere in
the report are shown as mean risk values to simplify
presentation, but all calculations include uncertainties.

FIGURE 2-4 Contributors to the average public fatality risk
from continued storage at DCD. Source: Adapted from U.S.
Army, 1996d.
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In a more detailed view of the results, it is possible
to consider the risk as a function of distance from the
site. Figure 2-6 shows distances surrounding the site in
concentric rings. The QRA analysis is based on actual
population densities around the site. Figure 2-7 shows
the variation in risk for the concentric rings surround-
ing the disposal facility. The contribution from each
ring is a component of the overall mean risk profile
shown in Figure 2-5. Note that the close-in rings domi-
nate the risk at the lower number of fatalities. For ex-
ample, the mean probability of one or more fatalities
(1.6 × 10 – 4 from Figure 2-5, a result of summing the
probabilities for all the rings) comes primarily from the
2 to 5 km ring (1.0 × 10– 4 or 1 chance in 10,000). This
is because the chance of exposure is much higher closer
to the site. To reach large numbers of people, the plume
must travel to larger population centers. The chance of
10 or more fatalities is 1.5 × 10 – 5 (less than 1 in 100,000
from each of the two nearest rings, 2 to 5 km and 5 to
10 km). Risks of one or more fatalities during disposal
operations fall below 1 in 1 million beyond 15 km from
the site; for stockpile storage risks, the 1 in 1 million
risk zone extends beyond 35 km.

As the stockpile continues to age and agent contain-
ment systems deteriorate, risks can be expected to in-
crease. However, current calculations, based on ob-
served degradation, indicate that no significant increase
in annual public risk is expected in the next 20 years.
Therefore, the storage analysis in the QRA assumes
that the stockpile will not degrade in the next 20 years.

Operational Risk to the Public

The best way to evaluate the public risk of process-
ing is to compare that risk with the risk of continued
storage. This comparison is made in Figures 2-8 and
2-9. All risks on these curves are shown on a per-year
basis so that they are directly comparable. Consider
Figure 2-8, where the risks of continued storage, as-
suming no processing takes place, are indicated by the
broken line. The vertical axis shows average fatality
risk per year, and the horizontal axis shows the time
line for disposal. The risk level for the first GB dis-
posal is only about 0.00006 fatalities per year with a
processing duration of about nine months. Note, how-
ever, that stockpile storage risk decreases at the end of

FIGURE 2-5 Public acute fatality risk of DCD stockpile storage over 7.1 years of disposal processing. Source: Adapted from U.S.
Army, 1996c.
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that time by two-thirds because the most risky items
would be removed from the stockpile during the first
disposal campaign.

By the end of the fifth campaign (GB ton containers
nearly three years into disposal operations), both the
storage and the processing risk have essentially disap-
peared. Nevertheless, although the risk is small, it is
clear that storage risk is still much greater than pro-
cessing risk and that accepting the processing risk for
three years dramatically reduces the total risk.

Figure 2-9 presents the identical information on a
logarithmic scale. Risk analysts and managers like this
presentation because it emphasizes details that cannot
be seen on the ordinary, or linear, scale of Figure 2-8.
To others, Figure 2-9 may appear to distort the infor-
mation and overemphasize very low levels of risk. Us-
ing Figure 2-9, risk managers at the TOCDF were able
to ascertain the relative effects of various agent destruc-
tion campaigns. This information was used to reorder the
disposal campaigns to minimize the total overall risk.

FIGURE 2-6 Radial polar grid of surrounding population. Source: U.S. Army, 1996c.
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For disposal processing at the TOCDF, the QRA
results show that public fatality risk is dominated by
earthquakes (97.4 percent) as the most dangerous risk-
initiating event (Figure 2-10). The consequences of an
earthquake at the TOCDF are further dominated by the
potential for a structural failure in the unpack area of
the container handling building area caused by an earth-
quake stronger than the building is designed to with-
stand. The severe consequences would result partly
because munitions are unpacked in this area and are
not protected by transport containers.

The QRA results shown in Figure 2-10 also indicate
that internal events associated with processing account
for less than 1 percent (i.e., 0.8 percent) of the TOCDF
risk and that nearly all of this risk is associated with
handling rather than with actual agent destruction. The
study credits the low risk of processing to the safety
and mitigation features of the baseline system and the
limited quantities of agent available for release during
processing.

Operational Risk to Workers

Workers at the TOCDF, including all support and
administrative staff located at the facility or in nearby
buildings and munition handlers responsible for remov-
ing munitions from the stockpile and transporting them
to the disposal facility, were included in the risk as-
sessment. The study includes only worker risks associ-
ated with accidents involving agent releases. Process-
ing and handling workers can be directly affected by
the blast of an explosion, for example, or by agent dis-
persion from an accident, and both effects are included.
However, industrial-type risks, e.g., being crushed by a
lift-truck, were not considered. The QRA results indi-
cate a 1 in 7 probability of a worker fatality in the total
disposal-related worker population in the 7.1 years of
disposal processing. Figure 2-11 shows the contributions
of various causes to worker risk. Maintenance activities
account for 44 percent of the risk; seismic events, 36 per-
cent; metal parts furnace explosions, 6 percent; handling,
6 percent; and other causes, 8 percent.

FIGURE 2-7 Mean public acute fatality complementary cumulative distribution function for munition storage during the 7.1 years
of disposal processing, by distance from DCD. Source: Adapted from U.S. Army, 1996c.
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The QRA indicates that risks to disposal-workers
from agent-related accidents are substantially higher
than the public risks, as would be expected because of
the proximity of the workers to the agent. Small re-
leases that would not have an impact at a significant
distance could still be lethal to workers in the immedi-
ate area. According to the QRA, there are about 500
workers at the TOCDF. If the 0.13 expected fatalities
per 7.1 years of operation are dominated by single fa-
tality accidents, then the individual disposal-worker
risk at the TOCDF is about 4 × 10 – 5 per year. By com-
parison, this risk is about equal to the total occupa-
tional risk for all occupations (based on 1995 Occupa-
tional Safety and Health Administration [OSHA] data
for fatalities by occupation) (U.S. Department of La-
bor, 1995). Higher risk levels are encountered by work-
ers in the construction industry (about 12 × 10 – 5 per
year). The individual risk levels for the general popula-
tion of operators, fabricators, and laborers is about

11 × 10 – 5 per year. Presumably, most of the TOCDF
workers would bear this sort of job-related risk plus the
agent-related risk, which would increase the level of
risk by about one-third.

The OSHA data are averages across a wide spec-
trum of work environments and do not represent the
lower individual risk levels that can be achieved by
companies that emphasize safety. Because the disposal-
worker risk levels from agent exposure are added to the
normal occupational risk level, the committee believes
that emphasizing job safety, both for agent and non-
agent activities, is very important.

The risk for other on-site workers (outside the
TOCDF and DCD storage area) is evaluated in the
same manner as public risk. The probability of one or
more fatalities for other on-site workers during the 7.1
years of disposal processing is 5 × 10 – 4 (1 in 2,000).
With about 100 workers in this category, and assum-
ing that most accidents cause a single fatality, the

FIGURE 2-8 Comparison of public risks during processing at DCD and TOCDF. Source: Adapted from U.S. Army, 1996d.
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individual annual risk is less than 1 × 10 – 6 (1 in 1 mil-
lion per year) for other on-site workers. This risk is
small in comparison to risk levels in standard occupa-
tions (on the order of 1 × 10 – 4 per year). Thus other on-
site workers are not significantly affected by the move-
ment and disposal operations at DCD/TOCDF.

Overall Risk

Acute Fatality Risk. The public risk of an acute fatal
poisoning from agent release is shown for DCD and
the TOCDF in Figure 2-12 as a risk profile. The verti-
cal axis shows the probability of a release at the site in
which the number of fatalities would equal or exceed
the number on the horizontal axis. The risks associated
with the three situations of concern are summarized in
three curves: the risk of disposal processing at the
TOCDF; the risk of storage at DCD during the disposal
process (with allowance for depletion of the stockpile
during disposal); and the risk of continued munitions

FIGURE 2-9 Comparison of public risks during processing at DCD and TOCDF (logarithmic scale). Source: Adapted from U.S.
Army, 1996d.

FIGURE 2-10 Contributors to the average public fatality risk
from processing at DCD and TOCDF. Source: Adapted from
U.S. Army, 1996d
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storage (without disposal) at DCD. The analysis as-
sumes that the disposal process will last approximately
7.1 years. The risk for 20 years of continued storage
considers the case of a 20-year delay in initiating dis-
posal operations.

According to Figure 2-12, the average probabil-
ity of incurring one or more public fatalities is about
1 × 10 – 5 (approximately 1 in 100,000) for the 7.1 years
of disposal processing at the TOCDF; about 1.4 × 10 – 4

or (1 in 7,000) for stockpile storage at DCD during the
disposal period; and about 5 × 10 – 3 (1 in 200) for con-
tinued stockpile storage at DCD for the next 20 years,
with no processing. Figure 2-13 shows the same mean
risk profile for disposal processing for 7.1 years of
TOCDF operations with uncertainty bounds.

The expected number of public fatalities over the
time period is the probability-weighted sum of each
possible number of fatalities (see Appendix A). The
results of the QRA indicate that the expected number
of fatalities is approximately 0.00016 for the 7.1 year
disposal processing period, 0.002 for the stockpile stor-
age at DCD during disposal processing, and 0.03 for
continued stockpile storage at DCD for 20 years. The
total expected public acute fatalities during the disposal
operations is the summation of both the processing risk

FIGURE 2-11 Contributors to the average risk of fatality to
disposal-related workers at DCD and TOCDF. Source: Adapted
from U.S. Army, 1996d.
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FIGURE 2-12 Summary of mean public risk from storage and processing at DCD and TOCDF. Source: Adapted from U.S.
Army, 1996d.
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and the storage risk during processing. This probability
is only slightly higher (0.0021 versus 0.0020) than the
storage risk alone because the processing risk is rela-
tively small in comparison with the storage risk.

As anticipated, the risk decreases with distance from
the site. Figure 2-14 shows how disposal processing
risk profiles vary with distance from the site. The dis-
tances reported are measured from the main processing
building. Since the TOCDF is not very large (approxi-
mately 250 yards × 300 yards), these distances are es-
sentially the same as the distance from the TOCDF
fence. Risk associated with the disposal process also
varies with time, as the various agents and items are
sequentially destroyed. Figures 2-8 and 2-9 show these
variations as the disposal processing moves from one
agent and munition configuration to another. The dis-
posal sequence was adjusted after an early QRA draft
showed it would be desirable to eliminate the most haz-
ardous agents (GB and VX) earlier in the program.
More than 90 percent of the accidental risk at the
Tooele site (storage and processing) is associated with
agent GB, largely because of its higher evaporation rate
in comparison to the more acutely toxic, but low-

volatility, agent VX. Accident sequences involving VX
contribute about 10 percent of the overall public risk.
The risk from a release of mustard is very small in com-
parison. An aircraft crash into the mustard ton container
storage area and an ensuing fire pose the greatest threat
from mustard.

The public risk is dominated by seismic initiating
events. In the absence of an earthquake-initiated event,
the mean fatality risk would be 40-fold less for the pub-
lic, 10-fold less for other (nondisposal) on-site work-
ers, and 16-fold less for disposal-related workers.

Worker Risk. Figure 2-15 illustrates the risk profile for
other on-site workers at DCD/TOCDF. Risk profiles for
disposal-related workers are not provided because cur-
rent methods are not capable of combining the remote
(dispersed agent-related) and direct (explosion, close-in
agent, etc.) effects. The remote agent effects include varia-
tions in weather conditions and other external factors. The
direct effects are calculated on a scenario-by-scenario
basis. The QRA team could have produced risk profiles
for remote effects alone but believes that they would have
been incomplete. The committee agrees.

FIGURE 2-13 Public societal acute fatalities for all campaigns (TOCDF disposal processing). Source: Adapted from U.S.
Army, 1996c.
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Public Cancer Risk. There is essentially no risk of
cancer from accidental releases during processing or
during 20 years of continued storage. The probability
of an individual developing cancer is vanishingly small.
The mean cancer risk to the public (the expected num-
ber of excess cancers) from storage for 7.1 years is only
0.000002; the mean cancer risk from processing is only
1 percent of the risk from storage. These are small risks
in comparison with the acute fatality risk to the public
associated with the facility.

Health Risk Assessment

To evaluate human health risks, both carcinogenic
and noncarcinogenic health effects from chemical
agents, metals, volatile and semivolatile products of
incomplete combustion, and other combustion products
were considered in the HRA screening risk assessment.
Because carcinogenic effects dominate public con-
cerns, the following section focuses on this aspect of
the HRA. According to EPA guidelines (EPA, 1994),
to protect human health and the environment, emis-
sions of carcinogens should not exceed a cancer risk

level of 1 × 10 – 5 to a maximally exposed individual
over a 70-year lifetime. This corresponds to a 1 in 100,000
chance of developing cancer from exposure under a
particular scenario. The selection of this level acknowl-
edges that background exposures from drinking water,
food, and air, that is, sources other than the emission
source being evaluated in the screening assessment,
also contribute to the risk in the study area. Setting the
cancer risk level at 1 × 10 – 5 rather than at a less protec-
tive level (e.g., 1 × 10 – 4) is intended to protect the pub-
lic from an unacceptable total exposure to carcinogens.

Conservative assumptions were used to derive an
upper limit estimate of risk to the various populations
considered in this assessment. The calculated concen-
trations of heavy metals in the air and soil were com-
pared to specific EPA criteria. Potential health risks
from the inhalation of particulates were characterized
by comparing modeled annual air concentrations of
particulates (at the maximum point of impact) to na-
tional ambient air quality standards. Potential impacts
to environmental receptors were evaluated by compar-
ing modeled surface water concentrations to ambient
water quality criteria.

FIGURE 2-14 Mean public acute fatality risk by distance from TOCDF during disposal processing. Source: Adapted from U.S.
Army, 1996c.

2 to 5 km
from TOCDF

10 to 20 km
from TOCDF

20 to 35 km
from TOCDF

35 to 50 km
from TOCDF

5 to 10 km
from TOCDF

1 10 100 1,000

Public acute fatalities

1 in
100,000

1 in
1,000,000

1 in
10,000,000

1 in
100,000,000

1 in
1,000,000,000

1.0E-04

1.0E-05

1.0E-06

1.0E-07

1.0E-08

1.0E-09

Pr
ob

ab
ilit

y 
of

 e
xc

ee
da

nc
e 

du
rin

g 
7.

1 
ye

ar
s

of
 T

O
C

D
F 

op
er

at
io

n



Risk Assessment and Management at Deseret Chemical Depot and the Tooele Chemical Agent Disposal Facility

Copyright National Academy of Sciences. All rights reserved.

34 RISK ASSESSMENT AND MANAGEMENT AT DCD AND THE TOCDF

In addition to the conservative assumptions for se-
lecting parameters for the HRA, a number of scale-up
adjustments were made to the data used to model air
and deposition concentrations. The HRA was con-
ducted using data from JACADS to represent TOCDF
emissions because actual data on emissions from the
TOCDF incinerators had not yet been collected. The
JACADS emissions data were scaled up to reflect the
maximum anticipated feed rate at the TOCDF and
modified to reflect the maximum metals composition
in munitions to be treated at the TOCDF.

The emissions data were also modified to reflect
potential upset conditions when the incinerator units
might emit higher than usual concentrations of con-
stituents. As suggested in the EPA screening assessment
guidance (EPA, 1994), it was assumed that 5 percent of
the time organic emissions from the incinerators would
be 10 times higher than normal and that 20 percent of
the time metals emissions would be 10 times higher
than normal. These assumptions were chosen to ac-
count for abnormal combustion conditions that might

occur during startup, shutdown, or production upsets,
and are very conservatively based.

To account for unknown organic constituents (i.e.,
constituents that were not specifically analyzed by the
laboratory analytical methods), the estimated emissions
were weighted according to a recommended EPA
method (EPA, 1994). This adjustment was made only
for data for which associated total organic carbon in-
formation was available for the emissions (the method
requires total organic carbon data). This approach as-
sumes that the unidentified organic compounds are
similar in toxicity and chemical properties to the iden-
tified organic compounds taken as a whole. Computa-
tions are made by increasing the emission rate of each
identified organic compound by the ratio of the con-
centration of total organic compounds to the total con-
centration of all identified organic compounds. The risk
assessment was then conducted using the adjusted (i.e.,
increased) emission rates for each identified organic
compound. Total organic carbon data were available
for the metal parts furnace, the dunnage incinerator,

FIGURE 2-15 Acute fatalities for other on-site workers at TOCDF from accidents during disposal processing. Source: Adapted
from U.S. Army, 1996c.

95th percentile

Mean
Median5th percentile

1.0E-02

1.0E-03

1.0E-04

1.0E-05

1.0E-06

1.0E-07

1.0E-08

1.0E-09
1 10 100

Other on-site worker acute fatalities

Pr
ob

ab
ilit

y 
of

 e
xc

ee
da

nc
e 

du
rin

g 
7.

1
ye

ar
s 

of
 T

O
C

D
F 

op
er

at
io

n

1 in
 1,000

1 in
10,000

1 in
100,000

1 in
1,000,000

1 in
10,000,000

1 in
100,000,000

1 in
1,000,000,000



Risk Assessment and Management at Deseret Chemical Depot and the Tooele Chemical Agent Disposal Facility

Copyright National Academy of Sciences. All rights reserved.

SITE-SPECIFIC RISK ASSESSMENTS 35

and the liquid incinerator units (Utah DSHW, 1996).
The adjustments to the JACADS emissions data in-
creased the overall risks associated with operation of
the TOCDF and provided a conservative screening risk
assessment (EPA, 1994).

HRAs were conducted for an adult resident, a child
resident, a subsistence fisher, and three different farm-
ers, an approach that is consistent with EPA guidelines.
The adult resident was assumed to reside for 30 years at
the maximum off-site point of impact along the north-
ern boundary of the TOCDF facility. The child resident
was assumed to reside for six years at the same maxi-
mum point of impact. The subsistence fisher was assumed
to reside for 30 years 40 kilometers (25 miles) north-
northwest of the TOCDF, where subsistence fishing was
thought to be practiced. The three farmers were assumed
to reside for 40 years in the vicinity of the TOCDF.

Pathways for human exposure to incinerator vapor
and particulate emissions were specified in the HRA
for each of the six individuals analyzed. Exposure path-
ways included: consumption of fish, meat, and home-
grown vegetables; incidental ingestion of soil; and in-
halation. For example, in the case of the subsistence
fisher, the fish consumption rates used in the analysis
were considered to be representative of a subsistence
fisher rather than the general population; all fish con-
sumed were assumed to be caught in water impacted
by incinerator emissions; and 25 percent of above-
ground and below-ground vegetables consumed was
considered to be homegrown. In the case of Farmers A
and C, 100 percent of the beef was assumed to be from
home-raised stock that grazed in various locations near
the TOCDF. For Farmer B, 12.5 percent of above-
ground and 100 percent of below-ground vegetables
consumed were assumed to be homegrown and con-
taminated by emissions from the TOCDF.

The study assumed that all individuals were exposed
350 days per year, except Farmer A, who was assumed
to be exposed 175 days per year. For all individuals,
the TOCDF was considered to be operating continu-
ously (i.e., 24 hours per day, 365 days per year) for a
period of 10, 15, and 30 years. Incinerator emissions
evaluated in the risk assessment included:

• each incinerator or heating, ventilation, and air
conditioning filter stack operating individually

• the combined stack (liquid incinerators, metal

parts furnace, and deactivation furnace system op-
erating simultaneously)

• maximum TOCDF operations (all TOCDF units
operating simultaneously)

• maximum TOCDF plus CAMDS operations (all
TOCDF units plus CAMDS deactivation furnace
and heating, ventilation, and air conditioning fil-
ter stack operating simultaneously). The latter sce-
nario, involving total TOCDF operations plus
CAMDS operations, resulted in the largest overall
cancer risk.

The summary of the human health risk calculations
are shown in Table 2-1. In no case did the carcinogenic
risks exceed the 1 × 10 – 5 carcinogenic risk level estab-
lished in the EPA screening risk assessment guidelines
(EPA, 1994).

KEEPING ASSESSMENTS CURRENT

Quantitative Risk Assessment

The results presented in this report reflect the results
of the QRA as of December 1996. The committee saw
several earlier drafts of the QRA, and the risk estimates
were different, sometimes significantly, in each draft.
For example, in the first draft, it became obvious that
several risk reduction options were available, which
were highlighted in the Systemization report (NRC,
1996b). They included deferring the processing of wet-
eye bombs until some safety concerns had been ad-
dressed, which resulted in a risk-based reordering of
the disposal schedule. Operation of the liquid propane
tank was also modified to reduce flammable fuel

TABLE 2-1 Summary of the Human Health Risk —
Overall Risk of Cancer for Combined TOCDF and
CAMDS Disposal Operations

Period of Operation

Receptor 10 years 15 years 30 years

Adult Resident < 1 × 10 – 6 < 2 × 10 – 6 < 4 × 10 – 6

Child Resident < 3 × 10 – 6 < 3 × 10 – 6 < 3 × 10 – 6

Fisher < 5 × 10 – 8 < 5 × 10 – 8 < 7 × 10 – 8

Farmer A < 8 × 10 – 6 < 8 × 10 – 6 < 8 × 10 – 6

Farmer B < 1 × 10 – 7 < 1 × 10 – 7 < 2 × 10 – 7

Farmer C < 9 × 10 – 6 < 1 × 10 – 5 < 1 × 10 – 5

Source: Adapted from Utah DSHW, 1996.
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inventory in the event of seismic damage. As changes
were implemented, the QRA was revised accordingly.

Because the QRA process was interactive and in-
cluded input and comments from the Expert Panel and
data from accumulating experience captured in the
Army’s “ Lessons Learned ”  program and other site-
specific risk management and reviews, more changes
were incorporated. As the QRA proceeded, some
major sources of risk were analyzed more thoroughly
than they had been in the first draft. For example, out-
side experts were brought in to refine the estimates of
the seismic response of structures and stacked muni-
tions, which were subjected to a much more detailed
analysis. Some of the updated analyses have led to sig-
nificant reductions in the estimates of stockpile risk and
to some reductions in uncertainty.

As this discussion shows, QRAs represent a state-
of-knowledge and a state-of-the-system at a given point
in time. Because both of these factors change with time,
the Army is treating the QRA as a “ living model ”  that
will continue to be updated as changes affect risk or
new information becomes available. This “ living
model ”  QRA will be the basis for ongoing risk man-
agement at the TOCDF. For example, an analysis of
stockpile failure modes under seismic conditions
might lead to ideas for further reducing interim stock-
pile risks.

Health Risk Assessment

The HRA reflects pre-operational assumptions about
emissions from the incinerators and the frequency of
upset conditions. As the TOCDF continues operation
and actual operational and trial burn data become avail-
able, these levels will be substituted for the initial as-
sumptions.

ANALYZING AND INTEGRATING RESULTS

Different types of risk factors are evaluated on dif-
ferent bases, making the integration of results difficult.
However, some comparisons can be helpful. The QRA
for Tooele estimates the risk to an individual living
within a ring 2 to 5 kilometers (1.2 to 3.1 miles) from
the TOCDF. This mean risk level can be interpreted as
typical of the individual public fatality risk from an
agent release because about half of the people in the

zone will have a somewhat higher risk and half will
have a somewhat lower risk. Note that government
property around the TOCDF provides at least a 2-km
buffer zone. Individual risk levels decrease with dis-
tance from the facility. These results are summarized
in Box 2-1.

An individual living in the 2 to 5 kilometer ring
around the TOCDF is subject to the four general cat-
egories of risk shown in Table 2-2. The numbers shown
are the probabilities that that individual will die or will
contract cancer as a result of either the 7.1 year TOCDF
processing schedule or of the same 7.1 year period of
exposure to storage of the full stockpile. In fact, once
disposal has begun, an individual would be exposed to
both the processing risk and a diminishing stockpile
risk as the stockpile was depleted (Figure 2-8). For an
individual who lives more than 10 kilometers away,
the individual risk of fatality associated with disposal
accidents is insignificant compared to his or her expo-
sure to ordinary risks, and the residual risk of fatality of
4 × 10 – 8 per year is from stockpile storage accidents.

The HRA only estimates the risk to a “ maximally
exposed individual ”  and does not address health risks
to more distant individuals because atmospheric dis-
persion dilutes source streams with distance. This is

BOX 2-1
Individual Risk at DCD and the

TOCDF in Perspective

According to the QRA, the public mean individual
fatality risk levels in the 2 to 5 kilometer zone are as
follows:

• during one year of exposure to the storage area,
6.4 × 10–6 (1 in 160,000)

• during one year of exposure to processing opera-
tions, 1.7 × 10–7 (1 in 6 million)

The disposal-worker mean individual fatality risk
during one year of exposure to processing operations
is:  4 × 10–5 (1 in 25,000).

To put these numbers in perspective, consider that
the risk for a typical American of dying from a fall is
about 7 × 10–5 per year (1 in 14,000), and the risk of
dying in a fire is about 3 × 10–5 per year (1 in 33,000).
The risk of dying from a lightning strike is about 5 × 10–7

per year (1 in 2 million).



Risk Assessment and Management at Deseret Chemical Depot and the Tooele Chemical Agent Disposal Facility

Copyright National Academy of Sciences. All rights reserved.

SITE-SPECIFIC RISK ASSESSMENTS 37

TABLE 2-3 Expected Number of Fatalities (Societal Risk)

Processing Period

7.1 Years of Exposure to DCD 7.1 Years of Exposure to Disposal
Consequence Storage during Disposal Processing Processing at the TOCDF

Fatality from Agent Release Accidents Public risk, 1.6 × 10 – 3 expected fatalities Public risk, 1.6 × 10 – 4 expected fatalities
2.4 × 10– 6 risk of latent cancers 2 × 10 – 8 expected cancers
Worker risk not estimated in QRA Disposal workers, 1.3 × 10 – 1 expected fatalities

Other workers, 6.6 × 10– 4 expected fatalities

Eventual Chance of Cancer as a Result Not applicable Not included in HRA
of Exposure to Stack Emissions

Source: Adapted from U.S. Army, 1996c.

TABLE 2-2 Risks for an Individual Living 2 to 5 Kilometers from the TOCDF

7.1 Years of Exposure to DCD 7.1 Years of Exposure to Disposal
Consequence Storage during Disposal Processing Processing at the TOCDF

Disposal on Schedule

Acute Fatality from Agent Release Accidents 4.5 × 10– 5 probability of fatality 1.2 × 10– 6 probability of fatality

Latent Fatality from Agent Release Accidents 8.5 × 10 – 10 probability of delayed cancer 1.7 × 10– 11 probability of delayed cancer
(only HD is a carcinogen) (only HD is a carcinogen)

Eventual Chance of Cancer from Exposure  Not applicable Less than 1 × 10– 5 probability of delayed cancer
to Stack Emissions to a “ maximally exposed individual ”

Delayed Disposal

Total storage risk increases linearly with time Disposal risk shifts to the future

Source: Adapted from U.S. Army, 1996c; Utah DSHW, 1996.

the same reason that minor stockpile accidents have no
impact beyond 10 kilometers.

There is a 1 in 22,000 (4.6 × 10 – 5) chance of a fatal-
ity to a person located 2 to 5 kilometers from the
TOCDF from stockpile or storage accidents over a 7.1
year period (Table 2-2). The health risks from normal
operations are computed in the HRA as a conservative
upper limit for a maximally exposed individual outside
the site. The criterion established by the EPA of
1 × 10 – 5 probability of delayed cancer is based on a
very conservative estimate of the risk. With proper
treatment, not all of these cancers will cause death. All
that can be concluded is that the cancer risk from nor-
mal operations is lower, probably much lower, than the
fatality risk from accidents.

The EPA, which has set the basic standards and ap-
proach for the HRA, suggests an acceptable risk of a
lifetime probability of getting cancer of less than 1 in
100,000 for a 70-year lifetime after exposure to the

health risk associated with the facility. For an average
one year period within that person’s lifetime, the risk
of latent cancer would be roughly on the order of 1 in 7
million. To put these risk criteria in perspective, con-
sider the familiar cancer risks, some of which are vol-
untary (lung cancer is linked to smoking), others of
which are not. The general incidence of lung cancer in
the U.S. population means that the annual chance of an
individual dying are about 1 in 2,000, an annual risk
level of 5 × 10 – 4. For all cancers, the chance is about 1
in 600 per year. (Note that there are about 500,000
deaths from all cancers and 150,000 deaths from lung
cancer each year in the United States.) Thus, the
change in cancer risk as the result of exposure at the
maximum level considered acceptable by the EPA
would be much less than 1 percent of the normal inci-
dence of all cancer.

Table 2-3 presents measures of public risk (ex-
pressed as the number of fatalities expected as the
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result of storage and disposal operations). Worker risks
are also shown. The HRA does not address public risk;
thus the health risk from normal operations cannot be
put into the same framework. The HRA sets a criterion
for a “ maximally-exposed person ”  but does not evalu-
ate the number of individuals who might be exposed at
that or lower levels. The criterion is set low enough to
compensate for the potential of multiple exposures. The
EPA has established acceptable risk criteria for the

potential for latent cancers associated with plant oper-
ating emissions. However, criteria have not been es-
tablished by a regulatory group for risks associated with
accidents.

The foregoing discussion of DCD/TOCDF risk
assumes the timely disposal of agent over a 7.1 year
period. Delays in processing would have a minimal
effect on the disposal risk, but the risk of continued
storage would increase.
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The principles of risk management are presented in
the last section of Appendix A, where risk manage-
ment is described as the process by which risks are
understood and controlled. Step 2 of the risk manage-
ment process at the end of Appendix A also provides
some general examples of different options for risk re-
duction that can be used in risk management at DCD/
TOCDF. All affected parties have roles to play in the
risk management process. The Army is responsible for
managing the chemical stockpile and its destruction.
However, the Army’s contractors, individual workers,
local governments, and the affected public must all
participate for the process to proceed efficiently and
safely (NRC, 1996c). Risk management usually in-
volves the following steps:

• understanding the risk (including identifying ma-
jor contributors to risk)

• suggesting alternative ways to reduce risk
• evaluating risk reduction alternatives
• selecting preferred alternatives (including imple-

menting decisions)

REQUIREMENTS FOR RISK MANAGEMENT
AT DCD/TOCDF

As techniques for risk management have changed
rapidly over the past 15 years, approaches to risk man-
agement at DCD/TOCDF have also evolved. In the
early history of the stockpile, surveillance and mainte-
nance were internal Army responsibilities. When the
TOCDF was planned and constructed, the Army focus
expanded to comply with regulations imposed by
outside authorities with jurisdiction over disposal

3

Risk Management in the Chemical
Stockpile Disposal Program

operations. Stemming from a growing base of knowl-
edge and experience in risk management, and with the
encouragement of the Stockpile Committee (NRC,
1996b), the Army is now attempting to move beyond
a command and control compliance culture toward a
more open and comprehensive risk management
process.

The types of risk-related activities that must be man-
aged at DCD/TOCDF are described in Chapter 2 and
include the storage and handling of agent and muni-
tions and the operation of the agent destruction facility.
The QRA and HRA studies provide a current indica-
tion of the sources of risk, the magnitude and distribu-
tion of risks, and the levels of uncertainty. Parties in-
terested in DCD/TOCDF operations include the Army,
Army contractors, site workers, the local community,
communities near other stockpile sites, state and local
governments, state emergency preparedness programs,
and state citizens advisory commissions (CACs). For
risk management to be effective, each group needs to
understand the assessment process, the results, and the
significance of the results. This requires:

• effective risk communications among the various
levels of programmatic and on-site Army and con-
tractor personnel

• effective risk communications to technical audiences
– presentation of materials in language under-

standable to engineers, technicians, and techni-
cal managers

– presentation of detailed material for QRA/HRA
practitioners and risk managers, including
emergency preparedness officials and local
regulatory groups
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– establishment of avenues of communication
with plant managers, technical staff, contrac-
tors, and regulators to facilitate cooperative in-
teraction on matters of risk management and
policy

• effective risk communications to nontechnical au-
diences, which are essential to the community in-
volvement program
– provision of reports and presentations to the

CAC and the public
– establishment of avenues for the community to

let the Army know how presentations could be
more useful and what additional risks and con-
cerns they would like to see analyzed

– regular interaction on matters of risk manage-
ment policy

Finally, effective risk management requires a pro-
gram to track the present status of risk estimates, moni-
tor changes that might shift risk levels significantly,
evaluate suggestions for risk reduction, and assess pro-
posed operational improvements in a way that consid-
ers the concerns of interested parties.

EVOLUTION OF THE RISK MANAGEMENT
PROGRAM

Current Status

The current CSDP risk management program is a
multilevel program that defines policy, sets require-
ments, provides guidance on implementation, and, at
the facility level, defines specific requirements the fa-
cility must meet and specific management processes
that must be implemented. The CSDP risk management
program is evolving and has been formalized in the last
two years, based on a long history of safety and hazard
analysis and regulation by the Army. An informal risk
management process was developed at the TOCDF
parallel with the site-specific QRA. This process was
described in the Stockpile Committee’s March 1996
report, Review of Systemization of the Tooele Chemical
Agent Disposal Facility (NRC, 1996b), which summa-
rized a number of changes that had been implemented
as a result of accident scenarios identified in prelimi-
nary work on the QRA. As part of the risk management

process, the following risk monitoring activities have
been introduced:

• performance evaluation (based on feedback from
activities and incidents)

• emergency response exercises (periodic exercises
on site, with CSEPP personnel)

• risk tracking (as new data become available, as
risk models are improved, and when changes oc-
cur in the facility, the related changes in risk re-
lated to safety, environmental protection, and
emergency preparedness will be calculated and
tracked)

• lessons learned programs (PMCD now invites all
facilities to participate in meetings about design
lessons learned and programmatic lessons learned)

The committee supported these activities and rec-
ommended that they be formalized before the end of
the first year of agent operations. However, the Stock-
pile Committee is concerned that the emphasis on
safety at the TOCDF has been focused on agent-related
issues, with a corresponding lack of emphasis on tradi-
tional industrial safety practices and procedures (NRC,
1996b). The committee believes that failure to wear
required protective equipment (e.g., to protect the
eyes), poor housekeeping, and unsafe conditions (e.g.,
obstructions blocking access to safety equipment and
walkways), which were observed by the committee
during recent site visits to the TOCDF, indicate the lack
of an established safety culture or mind-set. Although
the absence of a pervasive safety culture that empha-
sizes agent-related and nonagent-related safety matters
equally is not likely to change the QRA public risk
estimates, it may significantly increase worker risk.

The first step in the Army’s attempt to formalize the
risk management process was the publication of the
Tooele Chemical Agent Disposal Facility Risk Man-
agement Plan in April 1995 (U.S. Army, 1995b). After
several reviews, that document was replaced by a pro-
gram-wide document, Chemical Agent Disposal Facil-
ity Risk Management Program Requirements (U.S.
Army, 1996e), which provides a basis for the CSDP
risk management program. The risk management pro-
gram is a framework for understanding and controlling
all elements of risk within the disposal facility and the
stockpile storage area. It links risk management needs
to other specific requirements of the Army and other
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parties at top levels of management and identifies spe-
cific documents and references that apply to all CSDP
facilities (as recommended in the committee’s System-
ization report [NRC, 1996b]).

Currently, two additional steps are being taken —
plans for a site-specific risk management program and
a programmatic policy guide are being developed. The
TOCDF Risk Management Program Plan (EG&G,
1996), initiated by Edgerton, Germerhausen and Grier,
Incorporated (EG&G), the site contractor at the TOCDF,
includes definitions of contractor responsibilities as
well as responsibilities of various risk management
program elements. The plan also includes a “ Compli-
ance Matrix ”  that identifies site implementing docu-
ments used to meet the requirements listed in the pro-
gram requirements document cited above (U.S. Army,
1996e). The site-specific plans are to be “ living docu-
ments ”  (i.e., they will be continually updated.)

In January 1997, the Army issued its draft, A Guide
to Risk Management Policy and Activities (the Guide)
(U.S. Army, 1997c). This draft provides an overview
of the processes for managing risks associated with
PMCD activities. It defines risk terminology and de-
scribes risk management processes and decision bases.
The role of each organizational element is described in
terms of specific risk management activities: assess-
ment, requirements, monitoring, management of change,
and public participation. The rest of the draft Guide
explains these activities in some detail, identifying the
products of each organizational element, the evalua-
tion tools, the source of authorization, and the tech-
niques for tracking performance. This draft breaks new
ground in Chapter 7 by presenting a process for man-
aging changes that may affect the risk associated with
PMCD activities. It defines issues that are matters of
risk assessment and issues that are matters involving
policy (value judgments) and attempts to establish an
approach to integrating them and involving the public
in that integration.

The draft Guide explains the PMCD’s risk manage-
ment policy in the context of the organizational struc-
ture shown in Figure 3-1 (p. 63 of the Guide). Although
the role of public affairs programs and two-way com-
munications between the Army and the public are ac-
knowledged, and a specific public participation ele-
ment is defined for the change management process,
Figure 3-1 suggests that the public outreach program is

separate and will not be integrated into the risk man-
agement process in a manner consistent with past NRC
recommendations (NRC, 1996b, 1996c).

The PMCD policy indicates that risk management
is integrated into the normal functioning of the or-
ganization:

• Operations are now based on the Risk Manage-
ment Program Requirements document (U.S.
Army, 1996c).

• The Risk Management and Quality Assurance
Office has been assigned the task of integrating
risk management for operations, design, and
construction.

• The Environmental and Monitoring Office has
been assigned the task of assessing hazards to the
environment, the populace, and biota in terms of
regulatory requirements.

• The CSEPP has been assigned the task of plan-
ning for potential emergencies and providing liai-
sons with other emergency preparedness organi-
zations.

• The Public Affairs Office is charged with pro-
viding liaisons among the public, the CAC,
state authorities, and the Army to facilitate pub-
lic involvement.

Another significant element in risk management is
the management of change. Although changes are usu-
ally made for good reasons, overall safety of the facil-
ity could be compromised if the effects of change on
risk levels are not understood. Changes need to be
documented and analyzed to see if they affect proce-
dures, training, or other aspects of the program. In Fig-
ure 3-2 (p. 46 in the Guide), the change process is ini-
tiated from an “ Established Configuration, ”  which is
the current state of the facility. This Established Con-
figuration is based on the initial design of the facility
and incorporates changes that have been approved and
implemented. The Established Configuration is the ba-
sis for the plant’s up-to-date HRA and QRA.

A description of how TOCDF evolved to the Estab-
lished Configuration can be found in Example 1 later
in this chapter. The change process continues with the
definition of a change package and a coarse screening
process to preclude detailed analyses of changes that
do not significantly affect risk. The effects of relevant
changes on risk are then determined by revising the



Risk Assessment and Management at Deseret Chemical Depot and the Tooele Chemical Agent Disposal Facility

Copyright National Academy of Sciences. All rights reserved.

42 RISK ASSESSMENT AND MANAGEMENT AT DCD AND THE TOCDF

HRA, QRA, and other Army safety evaluations. If a
proposed change meets HRA standards and its effects
on the QRA, the disposal schedule, and costs are docu-
mented, then the proposed change is presented for pub-
lic comment.

If a change is significant, assessing its value is ac-
knowledged to be both a policy question and a factual
question. Structured discussions focus attention on all
factors that affect the decision. Information on the im-
pact of the proposed change is made available to the
public, the CAC, and state regulators, and public com-
ments are solicited. For the most significant changes
(RCRA Class 3 modifications), the Army will conduct
a public workshop. The Army’s decision will take into

account community desires and needs as well as im-
portant facts and intangible factors, which are summa-
rized in Table 3-1 (p. 53 in the Guide). Note that factor
6 in Table 3-1, “ comparison to previous decisions, ”
ensures either that decisions are consistent or that the
reasons for inconsistencies are clearly stated. A thor-
ough consideration of uncertainties is also required.
The Army will prepare responses to all public com-
ments and inform regulators and the CAC of their de-
cisions and rationale.

The committee agrees with the Army that “ each
change proposal is likely to involve unique circum-
stances and factors, so it is not possible (or desirable)
to prescribe a set decision process with fixed criteria. ”

FIGURE 3-1 PMCD’s organizational elements directly related to risk management (p. 63 in the Guide). Source: U.S. Army, 1997c.
Note: FEMA is the Federal Emergency Management Agency.
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If all issues are considered in an appropriate and timely
manner, general consensus may be possible. But even
if consensus is not reached, the Army, as decision
maker, will provide a “ synopsis of the considerations
and a summary of the overall decision basis, listing the
rationale for each factor. ”  In this way, interested par-
ties can see if their concerns were considered and the
affect they had on the decision.

In general, the Stockpile Committee agrees with the
proposed management of change process developed by
the CSDP and encourages its use. As this process is
applied to change proposals, the Army will learn a great
deal about the utility, benefits, and difficulties of the
process, which may lead to improvements. The com-
mittee is concerned that the proposed process will
not work well unless the current description of public

FIGURE 3-2 The change process (p. 46 in the Guide). Source: U.S. Army, 1997c. Note: ECP means engineering change proposal;
HE means hazard evaluation.

Established Configuration

Define change/
change package

Lessons learned
Safety enhancements

Cost or processing
efficiency

Augmented
risk review
required?

No

Note 1

Note 2

Calculate effects on HRA, QRA, and HEs

Does facility
still meet HRA

standards?

Yes

Assess/summarize
risk/other impacts

Solicit public comment

Assess value
of change

Note 3

Note 4
Change

reworked or
rejected

No

Changed accepted

Perform
ECP evaluation

process

Note:

1. Related changes may be
combined as a change package.

2. Considers impact on RCRA permit
and QRA accident risk (see
accompanying text).

3. Examine and summarize the
impacts on risk, schedule, cost, etc.,
prior to soliciting public input.

4. Value assessment includes risks
as well as other factors including
cost, expediency, public input, etc.

5. This includes the RCRA permit
modification process.

Note 5

Yes



Risk Assessment and Management at Deseret Chemical Depot and the Tooele Chemical Agent Disposal Facility

Copyright National Academy of Sciences. All rights reserved.

44 RISK ASSESSMENT AND MANAGEMENT AT DCD AND THE TOCDF

outreach is expanded to include public involvement
that is fully integrated into the management of change
process (NRC, 1996b, 1996c). In some parts of the draft
Guide, broader public involvement is acknowledged,
but more effort will be required to develop a fully inte-
grated approach.

Further Development of the Draft Risk
Management Policy Guide

Although the Stockpile Committee generally agrees
with the January 1997 draft, A Guide to Risk Manage-
ment Policy and Activities (U.S. Army, 1997c), further
development is needed in some areas. For example, the
QRA has played a significant role in defining the cur-
rent Established Configuration for the TOCDF, and it
is reasonable to expect that the same will be true at
other sites. The TOCDF is a good example of how in-
formation from the QRA can be used to facilitate risk
reduction. However, Chapter 5 of the draft Guide
barely mentions this.

The draft Guide only notes that interfaces and com-
munication among the program elements are needed. It
does not describe how interfaces will be managed

across the functions of systemization/operation, safety,
environmental protection, emergency involvement, and
public participation. Some important cross-functional
risk management issues are not described in detail and
could benefit from a detailed description of managerial
responsibilities. The draft Guide does indicate that
maintaining the Established Configuration is currently
the responsibility of the PMCD; that updating the QRA
and HRA is the responsibility of the Army’s Risk Man-
agement and Quality Assurance Office; and that sig-
nificant changes that impact risk need to be closely
coordinated with emergency preparedness personnel,
environmental managers, and the public. However, the
coordination and chain of management responsibilities
are not clearly defined.

The draft Guide appears to be an ideal place for the
PMCD to elucidate the policy on safety culture; on the
importance of industrial safety practices (a responsibil-
ity of each individual that can only be realized with a
corporate commitment); on relationships among Army
organizations, both at the PMCD level and on site; and
with contractors and other agencies concerned with
overall safety.

Table 3-2 (p. 14 in the Guide) provides a matrix of
functions of the risk management plan and the five nec-
essary activities defined in the draft Guide. The table
shows few discrete links between the public outreach
program and other activities. The committee is con-
cerned that public outreach has not been conceptually
linked to assessment, requirements, and monitoring.
The public outreach function requires further thought
and development.

In Table 3-3 (p. 67 in the Guide), the need for devel-
opment of more fully-integrated public outreach and
public involvement is indicated by the lack of an ex-
plicit method for tracking how public involvement and
the CSEPP affect risk assessment and vice versa.

APPLYING RISK ASSESSMENT RESULTS
TO RISK MANAGEMENT

Example 1: The TOCDF Established
Configuration

The process described above for risk management at
the TOCDF is practical and has already been tested.
The Established Configuration referenced in the Guide

TABLE 3-1 Issues and Factors in Assessing the
Value of Change Options (p. 53 in the Guide).

1 Public Input

2 QRA Risk
a. All available QRA risk measures, including expected

fatalities, cancer incidence, fatalities at a one-in-a-billion
probability, and probability of one or more fatalities

b. Risk tradeoffs: public versus worker, individual versus
societal, processing versus storage

c. Uncertainties in the technical assessment of risk
d. Insights from sensitivity studies

3 Hazard Evaluations

4 HRA Risk
a. Insights from sensitivity studies

5 Programmatic
a. Cost of the change relative to other proposals and program

objectives
b. Schedule for implementation
c. Uncertainties in estimates
d. Impact of implementation on overall objectives and schedule

for disposal of the weapons and chemical agent
e. Consideration of the improvement anticipated by this change

with other proposed improvements

6 Comparison to previous decisions

Source: U.S. Army, 1997c.
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represents the current state of the TOCDF and is the
basis for the current QRA and HRA; improvements in
TOCDF safety are ongoing.

Some initial changes to reduce risk were introduced
in the committee’s March 1996 Systemization report
(NRC, 1996b). First, the QRA identified potentially
high risk scenarios. Then, an engineering change analy-
sis and test options were developed. In some cases,
determining the technical merits of alternatives was
expected to take significant time, so the order of the

processing of munitions was changed, which had no
impact on the HRA but greatly reduced the QRA risk
for certain scenarios based on broad uncertainties. Re-
ordering reduced the risk, and engineering changes
were made to head off potential problems. Risk man-
agement improvements to reduce disposal-related
worker risk for the first two disposal campaigns were
modeled in the QRA. As additional measures are
implemented for succeeding campaigns, the Army ex-
pects further reductions in worker risk.

TABLE 3-2 Activities by Risk Management Function (p. 14 in the Guide).

Activities

Functions Assessment  Requirements  Monitoring Management of Change Public Participation

Design & Construction X X X
Systemization & Operations X X X X
Safety X X X X
Environmental Protection X X X X
Emergency Preparedness X X X X
Public Outreach X X

1. Assessment— identifying, evaluating, and understanding hazards and risks.
2. Requirements — establishing criteria for safety, environmental protection, and emergency preparedness.
3. Monitoring — the regular trending and tracking of performance.
4. Management of Change — the evaluation of strategic or necessary changes to the facility or its operation in accordance with the requirements of risk

management. This includes an authorization process; i.e., sign-off of the approval/acceptance chain of command needed to initiate change following its
evaluation.

5. Public Participation — the communication of facility and operations risks and the manner in which the Army is managing those risks, the gathering of input
and feedback from the public, and the use of that information in decision making.

Source: Adapted from U.S. Army, 1997c.

TABLE 3-3 PMCD Risk Management through Its Organizations and Functions (p. 67 in the Guide).

Risk Management Tasks

Organization/Risk Function Evaluation Authorization Tracking

PMCSD/Operation RMPR/COR PMCSD Mission RMPR  Award Fee
RM&QA Safety RA RAC Matrix RMPR/HTL Award Fee
E&M/Environmental Protection RA State and Local Regulations RMPR Deficiencies Award Fee
CSEPP/Emergency Preparedness Drills Graded Drills n/a
PAO/Public Participation Feedback Acceptance n/a

Notes:
Award fee =  part of the contractual arrangement with CDF contractors that includes a performance-based fee, based heavily on safety and risk
COR =  Field Office Contracting Officer’s Representative
Drills =  emergency response drills, feedback - information obtained from the local community
HTL =  hazard tracking log
RA =  risk assessment
RMPR =  Risk Management Program Requirements document

Notes added by the committee:
E&M = Environmental and Monitoring
PAO =  Public Affairs Office
PMCSD =  Project Manager for Chemical Stockpile Disposal
RAC =  Risk Assessment Code

Source: U.S. Army, 1997c.
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Changes at TOCDF Based on the QRA

Examples of how the QRA was used to make sig-
nificant changes in the facility are given in the follow-
ing paragraphs, which are summarized from the
TOCDF QRA. The following changes are reflected in
the current QRA:

Metal Parts Furnace Airlock. Earlier risk models
identified the potential of a buildup and ignition of
agent vapors in the feed airlock of the metal parts fur-
nace (MPF). The most significant risk was for bulk
agent containers held in the airlock for a longer-than-
normal interval, but there was also a risk during the
processing of projectiles. The public risk of a potential
accident was estimated to be relatively small; however,
the risk to workers was estimated to be higher than for
other accidents. In light of these findings, the PMCD
took steps to minimize the potential risk by changing
the hardware to vent the airlock and minimize agent
buildup. Operational changes were also made to limit
the time an item could be held in the feed airlock.

MPF Processing of Weteye Bombs. The QRA postu-
lated that the occurrence of an energetic reaction be-
tween molten aluminum and liquid agent could not be
ruled out during the processing of aluminum weteye
bombs. Calculations supporting the QRA indicated that
molten aluminum could be present when significant
agent was still left in the weteye bomb. The potential
for explosive interactions of molten aluminum with
water is known, although the exact conditions for ex-
plosions have not been determined. The interaction of
molten aluminum and liquid agent has not been stud-
ied, but the potential for an energetic explosive reac-
tion could not be ruled out. The QRA results indicated
that this scenario could be a significant contributor to
TOCDF worker risk, but the frequency and conse-
quences were considered to be very uncertain.

Because of these uncertainties, the PMCD deter-
mined that it would be advantageous to change the
TOCDF processing campaigns to exclude the weteye
bombs from the first campaign. This change was made
for two reasons. First, the processing campaign cannot
begin without a trial burn protocol and schedule in
place, and the MPF trial burn requirements for the first
campaign would require larger-than-normal heel quan-
tities (agent remaining after the draining operation).

The QRA identified the presence of liquid agent as a
key element of a potential accident, and the trial burn
requirement would increase the likelihood of liquid
agent availability. Second, the uncertainties in the QRA
results suggested that the issue required further study;
a delay in processing weteye bombs allowed time for a
thorough review of the calculations and the develop-
ment of a strategy to eliminate the potential for alumi-
num-agent interaction. This work is ongoing and is to
be incorporated into a QRA update before the weteye
campaign begins.

Seismic Anchorage of the Liquid Propane Gas Tank.
One contributor to the risk from earthquakes identified
in the risk model was the 50,000-gallon liquid propane
gas (LPG) tank installed at the site to provide a tempo-
rary fuel supply in case the natural gas supply via pipe-
line was interrupted. The QRA assessed the risk from
earthquakes that exceeded the design basis and found
that the LPG tank, although appropriately designed for
seismic zone three, had a lower seismic fragility than
other plant equipment and structures. Scenarios involv-
ing explosions and fires after an earthquake that could
dislodge the tank from the outlet pipe or cause the tank
to fail completely were found to contribute about one-
half of the seismic risk. After reviewing this finding,
the PMCD reconsidered the need for LPG and con-
cluded that the original criterion for the size of the tank,
which involved maintaining the operational status of
furnaces and incinerators, was not necessary and that
the LPG would only be used to provide fuel for the
boilers. Thus, the fuel inventory in the tank could be
reduced to less than 10,000 gallons.

The reduction had a twofold effect. First, the lower
fuel volume and resultant lower weight have increased
the seismic capacity of the LPG tank to the point that
only much larger accelerations can cause the anchor-
age to fail and cause a gas leak. Second, even if the
tank fails, the lower fuel quantity reduces the likeli-
hood of an LPG explosion that would be significant
enough to cause an agent release.

Campaign Order. The initial QRA results indicated
that the original order of disposal did not eliminate the
munitions with the highest risk first. For example, two
early campaigns to destroy mustard would have had a
minimal effect on the storage risk. Sensitivity studies
were performed to optimize the schedule to eliminate
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the higher storage risk items first. The change has re-
sulted in a significant reduction in the public risk of
storage during disposal.

Stockpile Earthquake Preparedness (Mitigation).
DCD has been provided with a prioritized list for in-
specting igloos after an earthquake. The QRA models,
augmented by detailed analyses of seismic vulnerabil-
ity, were used to determine which munitions and ig-
loos are most vulnerable to damage so the personnel
checking the condition of the stockpile could do so in
the most risk-effective manner. Detailed vulnerability
analyses have also resulted in some reduction in the
estimates of seismic risk for the stockpile.

MPF Restart Procedures. While investigating the
potential for an MPF explosion on restart, QRA ana-
lysts identified a path through the procedure where
warnings against restart might not be clear in certain
situations. The restart procedure was modified based
on this finding.

MPF Exit Airlock Automatic Continuous Air Moni-
toring System (ACAMS). The QRA indicates that the
risk is sensitive to an operational step — ACAMS moni-
toring in the MPF exit airlock. Therefore, the risk man-
agement plan will identify ACAMS monitoring in the
MPF exit airlock as a critical activity that requires spe-
cial attention during operation.

Summary

While QRA models were being developed, interac-
tions between the PMCD, the TOCDF staff, and the
QRA team led to improvements in the QRA analysis as
well as to refinements in facility operations. For example,
the identification of potential accident-initiating events
required the development of process operational dia-
grams, which involved a step-by-step delineation of
facility operations. Interaction ensured that the QRA
models were accurate; at the same time, the QRA pro-
cess helped to refine operations.

The risk assessment/risk management process needs
to be orderly. The first QRA results identified several
events that were high contributors to risk, including the
seismic failure of the LPG tank. These high contribu-
tors were addressed immediately (as described above).
The changes resulted in a residual risk dominated by

seismic events. However, these events involve earth-
quakes that exceed normal design codes, with mean
accelerations of 0.2 to nearly 1.0 g (1 g equals the ac-
celeration of gravity). The recurrence intervals for
earthquakes of this severity in the Tooele area are
greater than one thousand years. Since the weakness in
the LPG tank was corrected, the remaining risk is rea-
sonably low. The remaining significant contributors to
seismic risk are stacks of stored munitions that could
tip and fall leading to agent leakage or explosions and
fire, steel-arch igloos that could collapse and crush
munitions, and structural failures in the container han-
dling building/unpack area of the processing facility.

Two risk management processes are continuing:
(1) the QRA team is examining all contributors at all
stockpile sites to consider mitigation measures akin to
those adopted at TOCDF for any high contributors; and
(2) the management of change process described ear-
lier in this chapter is being developed to ensure that
changes proposed for any reason do not inadvertently
increase risk. A discussion on using carbon filters with
the baseline system (Example 2 later in this chapter) is
provided because a decision on using them will prob-
ably be the first full-scale application of the manage-
ment of change process. The addition of carbon filters
has been under consideration for some time.

The ongoing use of the QRA in risk management
has been effective in optimizing facility operations and
improving safety. The PMCD reviews of the QRA in-
clude examining all of the assumptions and verifying
all models. The QRA allows for the continuous inves-
tigation of ways to minimize the risks of given opera-
tions, which can, and has, resulted in refinements to
operations and procedures.

The changes listed in Example 1 illustrate the effec-
tiveness of using the QRA as a tool for risk manage-
ment and indicate the acceptance of the QRA as an
integral part of risk-informed decision making by the
PMCD and the TOCDF staff. The interaction among
the PMCD, the TOCDF staff, and the QRA team, and
resulting improvements, were the basis for the devel-
opment of the new management of change process that
includes explicit consideration of effects on the HRA
and solicits public comments as input to the decision
process. Although public comments were not used as
input to establish the initial system configuration, they
will be solicited for major changes in the future.
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Example 2: Carbon Filter System for the
Pollution Abatement System

The first full-scale application of the new manage-
ment of change process is expected to be the evaluation
of the proposed change to modify the pollution abate-
ment system (PAS) by adding carbon filters to control
emissions from the incinerators. An earlier NRC Stock-
pile Committee report, Recommendations for the Dis-
posal of Chemical Agents and Munitions (NRC,
1994b), recommended, in part, the following:

The application of activated charcoal filter beds to the
discharge from baseline system incinerators should be
evaluated in detail, including estimations of the magni-
tude and consequences of upsets, and site-specific esti-
mates of benefits and risks. If warranted, in terms of site-
specific advantages, such equipment should be installed.

This recommendation was prompted by the com-
mittee’s belief that adding a carbon filter system down-
stream of the existing PAS might provide further pro-
tection against an accidental release of agent from the
stack (impacting the QRA) and might further reduce
volatile organic emissions during normal and upset
operations (impacting the HRA), even though organic
emissions have been shown to be at trace levels and
below the level of regulatory concern. The committee
also recognized that adding a PAS carbon filter system
might have adverse effects, e.g., the potential for filter
fires and the consequent sudden accidental release of
contaminants stored in the filter, and increased worker
exposure to dioxins/furans and agent during disposal
of the carbon filters.

In response to the NRC recommendation quoted
above, the Army developed a conceptual design of a
PAS filter system (PFS) and conducted a preliminary
generic assessment of the application of this system to
the common stack gases from the PAS of the baseline
incineration system furnaces at the TOCDF. This
evaluation concluded that the PFS could potentially
enhance environmental performance of the baseline
system but would increase the cost and complexity of
the system. At the time (early 1994), data were insuffi-
cient to determine whether an installation was war-
ranted because specific filter performance data and site-
specific QRAs and HRAs had not been completed.
Since then, site-specific QRAs and HRAs are either

nearing completion or have been completed for most
of the remaining stockpile sites.

Consistent with CSDP policy outlined in the draft
Guide (U.S. Army, 1997c), the Army has developed a
draft evaluation methodology for assessing PFS risk
(U.S. Army, 1996f). The methodology requires the
Army to conduct site-specific evaluations of the PFS,
applying the same risk assessment methods, i.e., QRA
and HRA, used to evaluate the risks of the established
configuration of the baseline system. The need for site-
specific evaluations derives from variations in site-
specific factors, such as the types of chemical agents
and munitions to be processed, the proximity of popu-
lation, and different meteorological conditions.

The PFS can enter the new management of change
process as a proposed change to the baseline system in
one of two ways:

• a way to achieve regulatory compliance if the
HRA indicates that the existing system does not
comply with health risk standards because of an-
ticipated levels of pollutants in emissions

• a safety improvement of the existing baseline sys-
tem configuration (i.e., by reducing risk estimated
by the QRA) if the existing baseline system HRA
results satisfy established health standards

The first step will be to review the site-specific HRA
for the baseline system established configuration to
confirm that it meets the health risk standards estab-
lished for the facility. If it does, the installation of a
PFS is not warranted on the basis of health risk. If the
results of the site-specific HRA indicate that the facil-
ity would still be in regulatory compliance with the
PFS, a sensitivity analysis of the HRA-derived risk es-
timates will be performed. This analysis is expected to
confirm the conservatism in the current HRA method-
ology, thereby providing additional assurance that re-
ductions in the calculated health risk estimates, which
are already below established regulatory thresholds,
will have no practical benefits. Potential benefits of the
PFS will then be examined from a broader perspective,
such as the impact on the QRA, cost effectiveness, or
public acceptance. This proposed methodology appears
to be appropriate for evaluating whether the PFS should
be implemented on a site-specific basis and is consis-
tent with the Army’s new management of change pro-
cess as described in the Guide.
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Availability of Data for the PFS Evaluation

Carbon filters are not usually used for treating stack
emissions from hazardous waste incinerators. The op-
timal design for a chemical demilitarization facility
must be determined from analyses of the exhaust gases,
carbon bed filter performance, and anticipated plant
upsets. Designs must include data for both the benefits
(filter performance) and the risks (plant upsets and a
delay in the destruction of the chemical weapons
stockpile).

Filter Performance

The performance of granulated activated carbon un-
der the conditions of interest, initially determined from
the published literature, had to be augmented by care-
fully planned and controlled laboratory experiments to
ensure the correct modeling and accurate predictions
of results. Laboratory tests have been completed, and a
simulation model of the system has been developed
(U.S. Army, 1997d). Members of the Stockpile Com-
mittee have been actively following the development
of the carbon filter simulation model for the past two
years. The model indicates that the carbon filters will
effectively remove the hazardous components of prin-
cipal interest (i.e., dioxins/furans) to levels below the
detection limits (if they are present at all) for at least
one year, prior to bed replacement. Detection limits
are the minimum levels assumed in a normal HRA
analysis.

Dioxin/furan emissions at JACADS were extremely
small (NRC, 1994a). The use of natural gas at the
TOCDF for supplemental fuel (in addition to the agent
being burned), rather than the JP-5 fuel used at
JACADS, should further reduce emissions of dioxins/
furans.

Equipment Performance

In addition to the filter model, the Army has developed
a conceptual design of a generic PFS. This design in-
volves the use of a gas conditioning system to reduce the
water content of the gas and adjust the exit temperature

and relative humidity so that trace impurities will ad-
sorb on the bed without being displaced by water va-
por. A subsequent vertical stack of fixed horizontal
carbon beds is similar to the carbon filters in the exist-
ing building ventilation system, except that the ventila-
tion system beds are stacked vertically and require a
stronger housing because the gas pressure is higher.
Additional safeguards are provided for the PFS to re-
duce the probability of an equipment failure, which
could result in hot gases reaching the filters causing the
desorption of contaminants from the filters.

The installation of a PFS introduces the following
possible sources of risk:

• sudden releases of accumulated hazardous con-
taminants (e.g., dioxins/furans) to the atmosphere
at higher concentrations than are generated during
normal operations with no filter

• additional plant downtime because of gas handling
equipment failures and the resulting extension of
the stockpile storage risk (delays in processing au-
tomatically result in increased risk from storage)

• worker exposure to accumulated hazardous con-
taminants during replacement and disposal of the
carbon filters

If there were a sudden release of agent that had ac-
cumulated on the filter, the concentrations could be
above the lower detection limit. The HRA for the
baseline system without a PFS requires the assumption
of agent in the stack gases at the lower detection limit,
so the accumulation of agent on the PFS during normal
operations must also be accounted for. Thus, poten-
tially, agent would be available for a sudden release.
This possibility must be taken into account to ensure
consistency between the QRA and HRA.

In summary, the committee supports the PFS evalu-
ation methodology and finds that the carbon filters will
effectively remove dioxins/furans to levels below the
detection limits, with a useful bed life of at least one
year. However, more information on the effects of the
PFS on QRA risks, on costs and schedules, and on pub-
lic concerns must be evaluated before the Army can
make a final decision.
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OVERVIEW

The Stockpile Committee has reviewed the PMCD
and DCD/TOCDF risk management program. Specifi-
cally, the committee has examined the TOCDF risk
assessments (QRA and HRA), the DCD QRA, the QRA
Expert Panel’s review report, the PMCD and TOCDF
risk management policy and implementation docu-
ments, and the PMCD draft evaluation of charcoal fil-
ters for the PAS (U.S. Army, 1996c, 1996d, 1996e,
1996f; 1997c, 1997d; Utah DSHW, 1996; EG&G,
1996; MITRETEK Systems, 1996).

In the 1993 letter report (NRC, 1993b), the Stock-
pile Committee recommended that a site-specific QRA
that fully displays uncertainties be conducted using
“ modern up-to-date methodologies...by organizations
with recognized expertise in the field.”  The committee
further stated that “ independent peer reviews are an
absolute requirement”  and “ that local representatives
of neighboring communities must be involved early”
so their concerns could be considered in the analytical
process.

The site-specific TOCDF QRA meets the goals
stated by the committee and is much improved over the
earlier draft reviewed in the Systemization report (NRC,
1996b). The QRA is now both more thorough and more
complete, the treatment of uncertainties is more rigor-
ous and consistent, and the mechanistic models and
supporting data are more convincing. An independent
peer review panel conducted in-depth reviews as the
work progressed and issued many insightful comments.
The QRA team responded thoroughly to all comments,
which led to significant improvements.

4

Findings and Recommendations

With respect to public involvement, early attempts
were made to involve state officials and the Utah CAC.
However, as the committee noted in the Systemization
report, these efforts were not very productive. Plans
are being developed for early public involvement at
other sites and for expanding public involvement dur-
ing operational (risk management) phases at the
TOCDF. The Stockpile Committee supports these ef-
forts, encourages their effective implementation, and
reiterates its position that public involvement is a
PMCD management function and not strictly a public
affairs office function (NRC, 1996c).

The following findings are based on the Stockpile
Committee’s general evaluation of the PMCD’s risk man-
agement program, on knowledge and observation of the
TOCDF baseline incineration system and the DCD stock-
pile, on information provided by the Army, the Army
contractor SAIC, and others, as well as on seven site vis-
its to the TOCDF (November 1991, March 1993, May
1994, March 1995, March 1996, December 1996, and
March 1997). Four subgroups of the committee also vis-
ited the TOCDF in the spring of 1995. The committee’s
community involvement subcommittee held meetings
with the Utah CAC and other interested parties in Tooele
County in March 1995 and again with the CAC in De-
cember 1996 and March 1997. The committee’s risk
analysis subcommittee sent representatives on five occa-
sions to meetings of the QRA Expert Panel, SAIC, and
PMCD personnel (February 1995, March 1995, May
1995, August 1995, and September 1995). In addition,
committee representatives monitored a number of tele-
phone conferences among members of the Expert Panel
and the QRA team during 1996.
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FINDINGS

Risk Assessments

The Stockpile Committee has followed the DCD/
TOCDF QRA project closely since its inception and
has maintained oversight of the Expert Panel indepen-
dent peer review process. The QRA has achieved the
goals set out in the committee’s 1993 letter report
(NRC, 1993b) and the Recommendations report (NRC,
1994b). The success of the QRA was a direct result of
a skilled SAIC technical team, firm support from the
Army and TOCDF personnel, and frequent and posi-
tive interactions between the TOCDF field staff and
the QRA team. The resulting QRA was significantly
improved during the Expert Panel review. The findings
of the QRA are consistent with the interim findings in
the Systemization report (NRC, 1996b).

Members of the Expert Panel included internation-
ally recognized experts in quantitative risk assessment,
as well as experts in chemical process safety and an
expert from the state of Utah in combustion and chemi-
cal engineering. The peer review was especially effec-
tive because it was interactive. The panel met or talked
by telephone with the Tooele QRA team many times
throughout the project. This enabled the QRA team to
respond to questions and revise their approach as the
analysis evolved, making effective, cost-effective
corrections and changes in direction and allowing the
panel to investigate analyses in greater depth than would
have been possible after work had been completed.

Risk assessment experts from the Stockpile Com-
mittee observed most meetings of the Expert Panel and
found the panel’s review to be thorough and techni-
cally sound. The panel was equally thorough in exam-
ining theoretical issues, practical results, and the style
of presentation. In addition, they searched for possible
omissions.

The Stockpile Committee concurs with the Expert
Panel’s findings (MITRETEK Systems, 1996):

• The methodology was sound and has extended the
state of the art in several areas.

• The methodology was well implemented.
• Despite some reservations concerning a few tech-

nical aspects of this QRA, the panel was reason-
ably satisfied that these did not affect the overall
conclusions of the QRA.

The committee finds that the interactive independent
review process was effective and that the Expert Panel
played a significant role in ensuring that the QRA met
state-of-the-art standards in all significant respects. The
Expert Panel had a significant impact on key areas of
the QRA:

• The treatment of uncertainty is now more clearly
addressed.

• The seismic vulnerability analysis for the liquid
propane gas tank has been improved.

• The model for workers donning masks after a
strong motion earthquake is more realistic.

• The mechanistic modeling of munitions handling
accidents is much improved.

• Significant improvements in the QRA methodol-
ogy manual (EG&G, 1996) have been made.

The committee believes that the HRA performed by
the Utah DSHW, which is based on many assumptions
and follows EPA-mandated protocols, is appropriate at
this stage of TOCDF operations because it approxi-
mates a worst case for all evaluated parameters. The
greatest uncertainty in the HRA is about the magnitude
and composition of actual TOCDF emissions (emis-
sions in the HRA were based on adjusted data from
JACADS). As actual TOCDF operating parameters are
established and data on the nature and magnitude of
actual emissions become available, they can be incor-
porated into the HRA. The HRA does not provide the
more realistic and detailed estimation of risk sources,
impacts, and distribution provided by the QRA. The
HRA screens latent cancer risk to “ maximally exposed”
individuals, imposes an acceptability criterion (1 × 10 – 5

carcinogenic risk level over a 70-year lifetime), and
infers that the exposure to multiple individuals at or
below the screening level is acceptable.

Risk Management

The committee finds that the TOCDF risk manage-
ment plan has progressed and that positive steps have
been taken, e.g., the development and limited use of
guidance and implementation documents. The Army’s
draft Guide on risk management provides an overview
of the overall risk management program, incorporating
references to subsidiary risk management documents
and activities. The Guide defines interrelationships
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among Army offices, contractor offices, and public
entities that are or should be involved in risk manage-
ment activities (U.S. Army, 1997a). The Guide is a
significant step by the Army toward following NRC
recommendations on risk management and public in-
volvement (NRC, 1994b; 1996b, 1996c), particularly
with regard to using risk analysis in the management of
change process. The Guide, however, has not yet been
completed and finalized. The committee’s comments
in this report reflect the expectation that the draft Guide
will be improved, adopted, and implemented. The com-
mittee may evaluate its implementation in the future,
but at present, the draft Guide falls short of expecta-
tions in several respects:

• The Guide does not describe the contributions of
risk assessment to changes that led to the current
Established Configuration, against which pro-
posed future changes will be evaluated.

• The focus of the Guide is primarily on agent-
related safety, rather than on developing and insti-
tutionalizing a comprehensive safety program
(i.e., establishing a safety culture). The Guide
should emphasize the importance of a safety cul-
ture and of adherence to the best established safety
practices used by industrial process plants. In re-
views of drafts of the risk management program
requirements document, the QRA Expert Panel
expressed concern “ that the importance of estab-
lishing and maintaining a safety culture may not
be addressed in the Army standards”  (MITRETEK
Systems, 1996).

• The Guide acknowledges that more must be done
to shift the focus from public information to pub-
lic involvement. The role of public involvement
should be extended and integrated beyond the
management of change process. This will require
tracking public involvement activities and public
response decisions and involving the public in ad-
ditional activities, such as monitoring and emer-
gency management. This integration should be
implemented expeditiously.

• The Guide is not specific enough about how to
ensure that workers, CSEPP personnel, and the
public understand the risk analyses. Improved
communications are essential and need to be part
of risk communication plans.

• Although the Guide indicates that there are func-
tional relationships among PMCD organizations
with regard to risk management, it does not detail
how management roles and communications
across all the Army groups, contractors, subcon-
tractors, and other agencies involved in the pro-
gram will be integrated.

• The Guide does not indicate plans to track CSEPP
responses to changes in risk or to document public
involvement and Army responses to public input
regarding risk.

On the positive side, the draft Guide presents a
framework for managing changes in the configuration
of a facility or changes in operations that may signifi-
cantly affect risk levels. The framework allows for pub-
lic input on significant changes through a comment
process, which is followed by formal feedback to the
public explaining the basis for a decision. The commit-
tee finds the proposed management of change process
satisfactory and encourages its use. However, there
may be opportunities to expand public participation
further as the Army develops a more comprehensive
public involvement program.

Application of Change Policy to the PAS
Carbon Filters

The committee finds the following with regard to
the evaluation of adding carbon filters to the PAS:

• The proposed methodology, if well implemented,
is appropriate for evaluating whether or not to install
a PFS on a site-specific basis (U.S. Army, 1996d).

• The proposed methodology for the PFS evalua-
tion is consistent with the Army’s proposed
management of change process, as described in
the Guide.

• Carbon filters appear to be effective in reducing
the levels of dioxins/furans to below the limits of
detection and to have a useful life of at least one
year. Because these levels cannot be measured,
however, credit only for reducing them to the de-
tection limit appears in the HRA.

• The QRA calculations for the PFS must account for
a potential sudden release of accumulated agent
(based on HRA-assumed emissions at the lower
detection limit) in case of a PFS malfunction.
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RECOMMENDATIONS

Risk Assessments

Recommendation 1. The Army should update both the
QRA and HRA at the TOCDF whenever changes to
system design or operations occur that could affect
QRA or HRA calculations to ensure that estimates of
risk are current and reflect changes in operating condi-
tions and experience, assumptions, and program sta-
tus (current Established Configuration). The process
for updating the QRA and HRA should be included in
the Guide.

Recommendation 2. The Army should continue the
site-specific QRA and HRA processes at all PMCD
sites. The development of assessments for sites other
than the DCD will be greatly simplified because much
of the methodology has already been established. The
Army should continue to obtain interactive, indepen-
dent expert reviews of all site-specific risk assessments.
The Army should heed the lessons learned from devel-
opment of the TOCDF QRA and should incorporate
the changes recommended by the Expert Panel.

Recommendation 3. The QRA methodology manual
should be updated to reflect the significant improve-
ments that have been made.

Risk Management

Policy

Recommendation 4. The Army should expand its draft
report on risk management policy, A Guide to Risk
Management Policy and Activities, to encourage the
establishment of a “ safety culture ”  within the PMCD
and its field offices and among contractors and other
government agencies. The Guide should elucidate the
Army’s policy on industrial safety, including the re-
sponsibilities of individuals and managers in the field
and the definitions of acceptable performance.

Recommendation 5. The Army should develop a man-
agement plan (and include it in the Guide) that defines
the integration of management roles, responsibilities,
and communications across activities by risk management
functions (e.g., operations, safety, environmental protec-
tion, emergency preparedness, and public outreach).

Recommendation 6. The Army should review and
expand the current draft risk management plan to in-
clude public involvement in appropriate areas beyond
the management of change process.

Recommendation 7. The Army should institutionalize
the management of change process developed in the
Guide. The Army should track performance of the
change process and document public involvement and
public responses to decisions. The Army should use
this experience to improve the change process.

Recommendation 8. The Army should expand imple-
mentation of the risk management program to ensure
that workers understand the results of the risk assess-
ments and risk management decisions. The Army
should also ensure that CSEPP and other emergency
preparedness officials understand the QRA and how
their activities might affect risk. CSEPP activities
should be tracked by the Army as part of their risk
management program.

Recommendation 9. The Army should implement
their risk management plans and update them when-
ever necessary to ensure that they reflect current prac-
tices and lessons learned.

Evaluation of the Carbon Filter Design for the
Pollution Abatement System

Recommendation 10. The Army should proceed with
the application of its proposed methodology for evalu-
ating the use of PAS carbon filters on a site-specific
basis. For consistency with the HRA assumptions, the
QRA should take into account the possible sudden re-
lease of agent that may have accumulated on the filter
at a gas concentration equal to the lower detection limit.
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This appendix is provided to develop a context for
understanding risk assessment results. The initial sec-
tions deal with fundamental concepts of risk, risk as-
sessment, and risk management. The latter sections
explain in technical terms the meaning of the risk mea-
sures used for the DCD/TOCDF QRA.

TERMINOLOGY AND DEFINITIONS

This section provides definitions of terms used in
the report, as well as terms used in the risk assessments.
When appropriate, examples are provided.

Hazard is a possible source of danger.

Receptors are people, environmental components, or
physical property exposed to a hazard.

Exposure is an opportunity for a hazard and a receptor
to interact, creating an at-risk situation.

Risk is the possibility or probability that an undesir-
able outcome (e.g., damage, injury, or fatality) might
result during, or as a consequence of, an activity or
event that involves a hazard.

Risk assessment is a process focused on assembling
and integrating relevant data to provide a quantitative
(numerical) estimate of the probability of a particular
outcome or range of outcomes.

Risk management is a decision making process fo-
cused on balancing alternative strategies and conse-
quences associated with risk reduction and a process
for implementing those decisions.

APPENDIX

A

Perspectives on Risk, Risk Assessment,
and Risk Management

Voluntary risk is a risk that is known and understood
(either quantitatively or qualitatively) by an individ-
ual(s) who has decided to accept that risk. Examples
are sunbathing, driving an automobile, or smoking
cigarettes.

Involuntary risk is a risk that may or may not be
known or accepted by an individual but is imposed
upon him. Examples are air pollutants emanating from
a chemical manufacturing facility or from automobiles
on a busy highway and radon seeping into basements
from underlying bedrock.

RISK ASSESSMENT: AN ILLUSTRATIVE
EXAMPLE

Risk

Consider a concrete sidewalk with a large, vertically
displaced crack in it. The crack presents a hazard
(source of danger) to receptors (people) who are ex-
posed to it (i.e., people who use the sidewalk) because
there is a possibility that they may trip over the crack.
Thus, there is a risk to users of the cracked sidewalk. If
such an event occurs (actual exposure), the sidewalk
user may fall and be injured, or even killed (risk con-
sequences). Users who are aware of the crack and
choose to use the sidewalk are subjecting themselves
to voluntary risk; users who are unaware of the crack
and use the sidewalk (e.g., on a dark night) are sub-
jected to involuntary risk. Voluntary users may
choose to step over the crack (risk management). Ul-
timately, the owner of the sidewalk may choose to
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repair the crack and eliminate the risk altogether (again,
risk management).

This simple example is qualitative in nature because
it acknowledges the existence of a risk but does not
consider the probability (or chance) of an actual event.
In many situations, qualitative knowledge that a risk
exists is sufficient for understanding and decision mak-
ing (e.g., jaywalking on a busy street). Other situations,
such as the destruction of chemical weapons, require
in-depth understanding and quantitative analysis be-
cause of their complexity.

Extending the Example to Risk Assessment

A risk assessment is a process for developing quan-
titative (numerical) estimates of risk. In its simplest
(generic) form, a risk assessment can be viewed as a four-
step process. (Note that the NRC (NRC, 1983, 1994)
and others have proposed alternative formulations.)

Hazard identification is the first step in the process,
and as the term implies, it is concerned with document-
ing a hazard or hazards associated with a particular
condition.

Consequence evaluation considers each hazard and
the magnitude and likelihood of possible impacts on the
receptor. A thorough analysis of failure or event se-
quences that can lead to the consequence allows estimates
of both the likelihood and magnitude of the failure. For
risk assessments involving toxic hazards, consequence
evaluation is frequently referred to as dose-response
evaluation, i.e., the evaluation of the human health effects
from various doses of specific toxic materials.

Exposure assessment is an attempt to quantify the
magnitude of possible (or actual) exposures, the path-
ways for exposure, the duration of exposures, and the
size and nature of exposed population(s).

Risk determination combines the results of the conse-
quence evaluation and exposure assessment to gener-
ate quantitative estimates of risk for each hazard and
for all exposed populations.

The example of a cracked sidewalk illustrates the
risk assessment process:

Hazard identification is a straightforward process
that involves the simple visual observation of the fact

that a tripping hazard exists because of the large, verti-
cally displaced crack in the sidewalk. Consequence
evaluation is somewhat more involved because it re-
quires that consideration be given to all possible out-
comes of a person actually tripping over the crack. A
partial list of possible outcomes, in order of increasing
severity, follows:

• person trips, loses balance, recovers
• person trips, bruises toe
• person trips, sprains ankle
• person trips, falls, breaks wrist
• person trips, falls, strikes head, dies

This is a simple set of possibilities. One could posit
a more complex set of events, such as one person starts
to trip, and a second person trips while trying to help
the first. One of the two people falls into the path of a
bicycle rider who falls off the bicycle. Fault trees are
used to keep track of complex risk events.

Given a knowledge of the risk consequences, one
can assign probabilities to the consequences of interest
for purposes of risk assessment. In this example, death
will be used as the consequence of interest. Death is
often chosen as the consequence of interest in risk as-
sessments because it can be clearly defined. If injuries
are included, they might range from minor injuries to
serious injuries that require longer periods of recovery.
Sources of probabilities of occurrence can be either
actual data (historical data from similar situations) or
assumed values. In this example, the risk assessor
would need to know: (1) the percentage of sidewalk
users who actually trip over the crack; (2) how many of
those who trip fall; (3) how many of those who fall hit
their heads; and (4) how many of those who strike their
heads die as a result. Sometimes no precisely relevant
data are available. In those cases data may come from
similar situations, theoretical models, or experts with
relevant experience.

The goal of risk assessment is to produce realistic
results that reflect the existing uncertainties. Often,
“ conservative”  (upper limit) values are used to sim-
plify problems. Conservative values set an upper bound
on risk (i.e., the actual risk is expected to be less than
these values); often an upper limit is sufficient for ef-
fective decision making. For the sake of simplicity,
simple assumptions will be used in the example.

The most conservative answer to the question of the
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percentage of sidewalk users who would trip over the
crack would be 100 percent. But empirical knowledge
tells us that this is unrealistic. A more realistic (but still
conservative) number might be one in 50 sidewalk us-
ers (2 percent). Another assumption will be used to
answer the second question, i.e., how many of those
who trip will fall. Here, the assumption is that half of
those who trip will fall (i.e., one in two). For the third
question, how many of those who fall hit their heads,
the assumption is one in 10; and for the fourth ques-
tion, how many of those who strike their heads will die
as a result, it is assumed that the chance of death from
striking one’s head on a sidewalk is one in 1,000.

Exposure assessment could establish that 10,000
different people might use the sidewalk at one time or
another (based on nearby population data) and that the
average is 1,000 people per day. (At this phase of the
risk assessment, it might be necessary to further char-
acterize the exposed population in terms of age, sex,
weight, height, physical condition, etc., to make a truly
comprehensive assessment because any one or any
combination of these factors could influence the out-
come.) The magnitude of the exposure is identical in
this example for all exposed individuals because the
crack is stationary and the size is constant.

To summarize, hazard identification, consequence
evaluation, and exposure assessment have established
the following:

• A hazard exists for users of the cracked sidewalk.
• Ten thousand people are potentially exposed to the

hazard at some time (e.g., over a period of a year
or two).

• One thousand people are exposed to the hazard
each day.

• One person in 50 who use the sidewalk will actu-
ally trip.

• One in two individuals who trip will actually fall.
• One person in 10 of the individuals who fall will

strike his or her head.
• One person of the 1,000 individuals who strike

their heads will die as a result.

Risk determination, the final step in the risk as-
sessment process, integrates the preceding information
and develops a quantitative estimate of actual risk to
sidewalk users. The probability (chance) that a user of
the cracked sidewalk will trip, fall, and die can be

developed by multiplying the probability of tripping (1
in 50) by the probability of falling (1 in 2) by the prob-
ability of striking one’s head (1 in 10) and by the prob-
ability of dying from striking one’s head (1 in 1,000).
The result of this multiplication is 1 × 10 – 6, or 1 in
1 million. In other words, mathematically the probabili-
ties can be expressed:

.02 (1 in 50) × .5 (1 in 2) × .1 (1 in 10) × .001 (1 in 1,000)
= .000001 (1 in 1,000,000)

One interpretation of the result is that the probabil-
ity is 1 in 1 million that an individual will die as a result
of using the cracked sidewalk (individual risk). This
probability is the same as the risk for a single use of the
sidewalk by an individual. Another interpretation of
the risk estimate is that 1 in 1 million people who use
the sidewalk can be expected to die as a result (societal
risk). Exposure assessment data (1,000 sidewalk users
per day) can be used to calculate the probability of
death per unit of time (day, week, month, year, etc.).
This calculation yields an average of one death every
1,000 days (2.7 years) or 0.37 deaths per year or 0.001
deaths per day (other measures of societal risk). Sev-
eral other probabilities or risk estimates could also be
calculated.

This example involves a situation where an exposed
hazard (the crack in the sidewalk) actually exists. In
many situations, risk assessments must determine the
probability that an internal or external event will create
a new hazard or release a constrained hazard. These
events are called initiating events. In the case of the
cracked sidewalk, initiating events could be tree roots
growing under the sidewalk, freezing and thawing dur-
ing the winter causing the sidewalk to crack and buckle,
or an earthquake.

To continue the example, assume that seismological
data indicate that the frequency of earthquakes of suffi-
cient magnitude to cause a sidewalk to buckle in the
homeowner’s geographical region is one in every 100
years. It may be further assumed that the chance of a
homeowner’s sidewalk buckling is 1 in 10 (as opposed
to some other sidewalk) as the result of an earthquake.

When the risk estimate is considered in the light of
initiating events that could produce the hazard, the
overall probability becomes about 1,000 times less or 1 in
1 billion. Alternatively, one may think in terms of two
related probabilities: (1) the probability of a hazardous
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condition being produced of 1 in 1,000; and (2) the
probability of death from the hazard of 1 in 1 million,
which is manifest only if the initiating event occurs.

Extending the Example to Risk Management

The selection of risk measures to be presented as the
output of the risk assessment process depends on the
objectives of the risk assessment. Ideally, the results of
risk assessments are used by interested and potentially
affected parties to make judgments and risk manage-
ment decisions.

Continuing the example, suppose the sidewalk in
question is a residential sidewalk and the owner of the
residence is aware of the risk assessment results. The
homeowner may decide that a risk of 1 in 1 million is
acceptable and decide to do nothing. Conversely, he or
she may decide to engage in a risk management pro-
gram to reduce the risk to sidewalk users.

Among the risk management options would be post-
ing signs to warn sidewalk users of the hazard, roping
off the cracked area and requiring users to detour
around it, building a ramp over the crack, or repairing
the damaged area. Each of these options is accompa-
nied by its own risks. For example, people who walk
around the crack may trip over a tree root or step off a
curb and sprain an ankle.

RISK ASSESSMENT FOR A COMPLEX FACILITY

This simple example helps to put the basic ideas of
risk assessment in focus. However, it can be deceptive
because, in the real world, especially in complex situa-
tions where quantitative risk assessments are used, nei-
ther the risks nor the useful models of risks nor the
presentation of results is this simple. To move from the
simple example to the models and results for the DCD/
TOCDF operation requires more precise (mathemati-
cal) notions of probability, uncertainty, risk, and risk
analysis. It also requires more complex models and
carefully developed data, rather than simple assump-
tions, to describe the risk. This section includes ex-
panded ideas for risk assessments and an overview of
current risk assessment and risk management practices.
Details of the risk modeling techniques used for DCD/
TOCDF, along with a summary of the results from the
DCD/TOCDF-specific risk assessments, can be found

in Chapter 2. The following two sections, Probability
and Uncertainty: A Modern Tower of Babel, and Haz-
ard, Safeguards, and Risk, are for readers interested in
the technical details that underpin the methods and re-
sults of risk analysis. They explain the meaning of the
risk measures (see Chapter 2 of the main report) used
for DCD/TOCDF in technical terms.

Probability and Uncertainty: A Modern Tower
of Babel

The concepts of probability and uncertainty are rela-
tively straightforward and are the basic vocabulary of
risk assessment. However, the language describing
these concepts has become confused and garbled, pri-
marily because people use them to describe different
concepts or use different words to describe the same
concept. It is tempting to ignore all this and invent a
new language, but that has been done several times in
the past and has only contributed to the problem. To
begin with a word, consider probability. Is probability
(P) a measurable quantity from the real world or a way
to calibrate an internal, mental, state of knowledge?
Does it matter?

The notion of probability as a measurable parameter
of the physical world (or at least as the subject of a
conceptual experiment) is known as the relative fre-
quency interpretation of probability. In this view, the
probability of failure (PF) has been represented as

P
F

nr
n

=
→∞

lim (1)

where F is the number of failures in n trials, i.e., the
probability of an event is interpreted as the relative
frequency of occurrence of that event in the long run.
This concept has been known as probability, classical
probability, frequentist probability, and frequency. It
is now possible to construct mathematical formalisms
to examine the behavior of random variables in a wide
range of contexts (Cram é r, 1946; Fisher, 1990; von
Mises, 1957).

The second notion of probability requires acknowl-
edging that, even if an objective, real world probability
exists “ out there, ”  it may never be measured precisely.
There is an element of uncertainty due to lack of knowl-
edge. In this sense, probability becomes a structured
scale (over the range of 0 to 1) that calibrates state of
knowledge in a meaningful way. Various researchers
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have provided methods for constructing and calibrat-
ing this scale (de Finetti, 1974; Jaynes, 1996). With
this scale, probability becomes a measure of what is in
our heads rather than a measure of what is “ out there. ”
This concept has been known as probability, personal
probability, subjective probability, prevision, degree of
belief, Bayesian probability, and state of knowledge
(de Finetti, 1974; Jaynes, 1983; Jeffreys, 1961; Lindley,
1965; Savage, 1954). This view of probability has led
to the development of methods for treating decision
making under conditions of uncertainty and for ad-
dressing a wide range of open-ended physical prob-
lems where substantial uncertainty exists, i.e., most
physical problems risk assessment attempts to address.1

Finally, does all this matter? Sometimes, when sub-
stantial facility-specific data are available, for example,
either way of thinking leads to the same numerical re-
sults. Sometimes the difference matters very much,
both numerically and philosophically. The battle over
the correct interpretation of probability has been rag-
ing for more than 100 years (Kr ü ger, Daston, and
Heidelberger, 1990). At times, it has been a bitter con-
flict. Even though the two kinds of uncertainty are not
difficult to tell apart, the protagonists have managed to
ignore each other’s ideas, often demonstrating only that
“ If you accept my definition of probability, then my
opponent’s calculations of probability are flawed. ”
Two great opponents in this debate, R.A. Fisher and
H. Jeffreys, vigorously debated the philosophies un-
derlying their theories and then calculated the same
results because each was wise enough to recognize
the requirements of the specific problem at hand and
adapt his methods to accommodate the proper question
(Lane, 1980).

In a recent attempt to reconcile these conflicts, sev-
eral prominent workers in quantitative risk assessment
(also called probabilistic risk assessment and probabi-
listic safety assessment) have suggested a return to
unambiguous language. They call the uncertainty as-
sociated with the random nature of the events being
modeled aleatory uncertainty and the uncertainty asso-
ciated with the analyst’s state of knowledge about
the processes that govern that randomness epistemic

uncertainty. The aleatory uncertainty captures variabil-
ity that is observed but is beyond the explanation of the
physical models used in the analysis. The epistemic
uncertainty allows for our lack of knowledge (i.e., lack
of observation).

If these two types of uncertainty are combined im-
properly, the result can be an underestimation of
epistemic uncertainty (Mosleh et al., 1994). One ex-
ample from the DCD/TOCDF QRA pointed out by the
Expert Panel “ is the variability in inventory that results
from the operational practice of loading the container
handling building for nighttime operation, which was
handled as an uncertainty in the inventory. This, how-
ever, is a random factor with respect to the initiating
event occurrence, and would be better reflected as an
aleatory distribution on the source term ”  (MITRETEK
Systems, 1996). The DCD/TOCDF QRA has adopted
aleatory/epistemic language for uncertainty and uses
the word probability in all cases (frequency and state-
of-knowledge concepts).

Form of the Results

The results of analyses that support risk assessment
include, in the language of the DCD/TOCDF QRA,
probabilities of certain events (e.g., the frequency of
initiating events, such as dropping munitions, are ex-
pressed as probabilities over the relevant agent destruc-
tion campaigns). Figure A-1 illustrates two types of
presentation. Type 1 is a point estimate, i.e., a single
number that characterizes the result. Here the point es-
timate of the probability is the mean value ( “ the prob-
ability ”  to many practitioners). The mean value is the
weighted sum of all possible values (the integral is for
continuous distributions) and is considered the most
appropriate point estimate for summary purposes.
Other point estimates include the median (the 50th per-
centile, for which half of the possible values lie below
the median and half above) and the 95th percentile (95
percent of the possible values lie below and 5 percent
above).

In Figure A-1, the Type 2 presentation is the full
expression of uncertainty. The Type 2 curve is known
as a density function, where the probability of lying in
any interval is the integral over that interval. The point
estimates discussed above are summary “ statistics”  cal-
culated from the density function.

1The reader interested in gaining additional experience with probability
calculations is referred to Feller (1968). For details on carrying out Baye-
sian calculations, see Kaplan  and Garrick (1979). For a less technical but
intriguing history of the ideas of probability and risk, see Bernstein (1996).
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Figures A-2a and A-2b illustrate the differences in
representation of aleatory and epistemic uncertainties.
Figure A-2a is a representation of pure epistemic
uncertainty. Here some event will either surely happen
(p = 1) or fail to happen (p = 0) under certain condi-
tions. Because it cannot happen only some of the time,
only two values are possible: yes (p = 1) or no (p = 0).
Therefore, the density function has two spikes, one at p
= 0 and one at p = 1. Although there is only one correct
answer, there is state-of-knowledge uncertainty about
which one is correct. As a specific example, identical

stacks of munitions will either fall or remain standing
following identical shaking in response to a particular
earthquake. Suppose that current knowledge from ob-
servations and calculations (the particular earthquake
and shaking have not yet occurred) is that the state-of-
knowledge probability is 0.3 that a particular stack will
not fall (p = 0) and a complementary probability of 0.7
that it will (p = 1). (In terms of a density curve, this
amounts to a Dirac delta function of value 0.3 at 0 on
the scale of probability of the event “ stack does not
fall. ” ) This is pure epistemic uncertainty. Once the

FIGURE A-2 Aleatory and epistemic uncertainty.

FIGURE A-1 Form of the results: scenario probability.
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particular earthquake and shaking occur, it will be
known with certainty either that the stack falls or that it
remains standing. No uncertainty remains.

Figure A-2b is an example of pure aleatory uncer-
tainty. Here an event will happen only some of the time
under particular conditions. The resulting probability
density curve represents the fraction of the time (rela-
tive frequency) that the event occurs (e.g., a particular
machine fails during one hour of operation). In the fig-
ure, the most likely value is 1 × 10 – 3/hr. However, ran-
domness among similar machines means that some fail
at a rate of 1 × 10 – 4/hr and some as often as 1 × 10 – 2/hr.

Finally, pure aleatory and epistemic cases are rare
(or may never occur), which has given rise to the stri-
dent arguments from those whose work is aimed at
solving one problem or the other. Consider the example
of stacks of munitions subjected to an earthquake.
There are many reasons the uncertainty of this problem
does not disappear following the “ experiment ”  of en-
countering a particular earthquake and shaking. There
is an element of randomness in the construction and
positions of the stacks that will affect their response to
the shaking. Some parameters of the earthquake that
affect shaking cannot be modeled and tracked within a
quantitative risk assessment (e.g., vertical and horizon-
tal displacement, frequency, and time history), and
other intractable factors link shaking to the earthquake
itself. Alternatively, consider the aleatory failure rate
for the machine. Machines fail in particular ways after
particular shocks and stresses. Increased knowledge
and modeling of these factors could reduce the ran-
domness. At the same time, even if absolutely identical
machines could be constructed, they would be installed
in different facilities by different workers, operated
under different conditions, and maintained by workers
following local policies. Thus, state of knowledge is
embedded in most, if not all, cases that at first appear to
be purely aleatory.

Hazard, Safeguards, and Risk

A hazard was defined earlier as a possible source
of danger. A material may be a hazard because it is
toxic to receptors (e.g., a chemical agent), because its
potential energy (chemical, mechanical, electrical, or
nuclear) could be released causing direct or indirect
harm to receptors (e.g., an explosive reaction or an

earthquake that topples a stack of munitions), or be-
cause its presence could cause the receptors’ own ac-
tivity to lead to harm (e.g., crack in the sidewalk that
causes a passerby to trip and fall). The attributes of a
hazard must be characterized and may be possible to
control, such as mass, toxicity, energy content, shape,
and size. However, the presence of a hazard does not
guarantee harm.

Safeguards2 stand between hazards and receptors.
The term safeguards is used here to describe any physi-
cal or procedural barrier (designed or natural) that pro-
tects receptors from a hazard. Chemical agents may be
stored in sturdy steel ton containers, making exposure
to workers or the public quite unlikely. A large pro-
pane tank, potentially subject to destructive earth-
quakes, can be maintained with a limited volume of
propane to minimize the tank’s structural response to
the earthquake, thereby reducing the chance of rupture
and subsequent explosion. A chemical processing fa-
cility can be located far from large population centers.
Signs, lights, and physical barriers can warn walkers of
the presence of a crack in the sidewalk. Thus, safe-
guards can be introduced to control risk. The risk
(chance of an undesired outcome) is a function of both
the hazard and the safeguards.

Simple risks can be analyzed qualitatively. In the
sidewalk example, even the simple analysis may be
perceived as tutorial overkill. No one needs to calcu-
late the probability of death from tripping to know that
they should protect their neighbors from this hazard
and repair the crack. But this example can quickly be-
come complicated. An organization that owns miles of
sidewalks may not even know a crack has developed,
or, although they know that cracks must exist, they may
not know if cracks severe enough to pose a hazard exist
or where they are. In this situation, quantitative notions
of risk and hazard can provide managers with useful
information for controlling the risk to neighbors, em-
ployees, and residents. They will need to characterize
cracks that pose a hazard (e.g., by length, breadth, and
vertical displacement). They will need to examine the
range of initiating events that can cause cracks (e.g.,
growth of tree roots, thawing-freezing cycles, trucks
crossing sidewalks) and the probability of each event.

2The term safeguards may have special meaning in some industries.
Although this may cause some confusion, the discrepancy is not charged
with the same  historical baggage as the discrepancy about probability.
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They will need to define the risk in terms of probabili-
ties and consequences. In other words, they will need
to perform a risk analysis and present the results in
quantitative form. If the organization communicates its
concern to neighbors and sets up a simple system for
reporting cracks to a central location, a good source of
information will be available.

The situation is substantially more complicated for a
large chemical processing facility, such as the TOCDF,
where there are numerous hazards in many locations
and where a variety of processing activities may pro-
vide hazards with multiple pathways to workers and
the public. Simultaneously, these hazards can be af-
fected by a wide range of safeguards.

The first requirement in analyzing complex situa-
tions is to define risk in a way that will be meaningful
to managers, individuals (workers and the public), and
emergency planners. Historically, the first risk mea-
sure proposed for risk studies was the “ expected conse-
quences. ”  This widely used measure is the basis (limit
or requirement) specified in many environmental regu-
lations and is the sole product of most health risk as-
sessments. Expected consequences are a mathematical
construct rather than a characteristic of specific acci-
dents. The expected risk is defined as

expected risk = x f x dx⋅∞
∫ ( )
0

(2)

where x is the consequences, f(x) is the probability den-
sity function, and f(x)dx is the probability that x lies in
the small region between x and x+dx. (Note that in the
case of discrete consequences, such as fatalities, the
mathematics become discrete rather than continuous,
i.e., 2.5 deaths is meaningless). Because of this formu-
lation, it is sometimes said that

risk = probability times consequences

To understand this measure, consider a clone of
DCD/TOCDF (i.e., consider a hypothetical, very large
set [millions or billions] of identical DCD/TOCDF sites
[including the nearby population and surroundings]).
If the millions of identical sites were operated for their
actual lifetimes (estimated as 7.1 years) and if all the
accidents causing deaths at all the sites in the clone
were tabulated, then the average number of deaths over
the millions of sites would be the “ expected fatalities ”
from operating DCD/TOCDF. This average is typically
very small, perhaps one-third of a death or 1/10,000 of

a death, or even less, because in a well-designed facil-
ity, accidents involving fatalities are extremely un-
likely. The expected risk is an average over all possi-
bilities rather than a result that is “ expected ”  in the or-
dinary sense. Moreover, there is only one DCD/
TOCDF and, if it has an accident at all, that accident
will have one outcome, and that outcome will not be
the “ expected”  number of fatalities. It will be one specific
outcome from the range of possible outcomes (e.g., no
deaths, 1 death, 10 deaths, or perhaps 100 deaths).

Although the risk measure, expected consequences,
is often used, it may not be an adequate measure of
risk. It does provide a rough summary of the level of
risk posed by a facility. However, because it is a high-
level average, many important details are obscured.
Note that the following three facilities would have the
same “ risk, ”  in terms of the expected number of deaths,
i.e., 0.0045 or 1/220:

• a facility with risk “ dominated ”  by one accident
that would kill 300,000 people with a probability
of 1.5 × 10 – 8 of that accident occurring over the
lifetime of operation (i.e., it almost certainly will
not occur, but, if it does, it will overload local
medical facilities, destroy nearby communities,
damage the economic base of an entire state, and
be an internationally recognized disaster)

• a second facility with risk dominated by two acci-
dents: one that would kill one person with a prob-
ability of 5 × 10 – 4 (very unlikely, but such events
have happened); a second one with only a 1 per-
cent chance of killing one person and a probability
of 0.4 (this accident is about as likely as tossing
heads with a coin, but the consequences are as
unlikely as death during a medical operation with
general anesthesia; overall, accidents of this se-
verity are commonplace)

• a third facility whose risk is dominated by one
accident that would kill 10 people with a probabil-
ity of 4.5 × 10 – 4

These three risks have the same number of expected
fatalities, but they are in fact very different risks, both
in terms of the likelihood that they will occur and in
terms of the magnitude of the impact if they occur. Pre-
senting the risk in terms of

risk = probability and consequences
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rather than the probability times consequences sum-
mary of expected consequences, provides a more thor-
ough understanding and improves the chances of ef-
fective risk management.

A display format for summarizing the presentation
of probability and consequences is known as the risk
curve or risk profile. For fatalities, the risk profile dis-
plays the probability of an accident involving “ x or
more ”  fatalities as a function of x, the number of fatali-
ties. The three risk profiles for the three simple results
above are all shown on Figure A-3.

Moving from the simple examples with one or two
dominant accidents to a risk assessment of a complex
site/facility like DCD/TOCDF means the risk curve
will be more complex. To address the more complex
situation, it helps to lay out the risk in a general format.
See Kaplan et al. (1981) for further explanation of the
notation used below. In this format, risk is simply the
answer to three questions:

1. What are the scenarios that can cause damage?
Call each one Si.

2. What is the frequency of the scenario? Call it Φi.
3. What are the consequences? Call them Xi.

The answers to those questions come in the following
form:

“An” Answer <Si, Φi, Xi>
Set of Answers {<Si, Φi, Xi>}
Complete Set {<Si, Φi, Xi>}C

and the risk is

R = {<Si, Φi, Xi>}C (3)

which includes S0 = “As Planned Scenario”

So a risk assessment is a list of all triplets <Si, Φi, Xi>.
The art of risk assessment is in structuring the scenarios
in a way that facilitates analysis and computation. The
tools for this process include logic modeling (discussed
in Chapter 2) and mechanistic calculations based on
science and engineering. Uncertainty enters this pic-
ture in terms of completeness (have all the important
scenarios been identified), in terms of frequency
(events per year), and in terms of consequences. Com-
pleteness can be directly addressed in limited scope risk
assessments in several ways, including making allow-
ances for scenarios that are knowingly omitted (Bley,
Kaplan, and Johnson, 1992).

FIGURE A-3 Risk profiles with the same expected risk.
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For full scope risk assessments, every effort is made
to be complete by structuring a search for initiating
events, by reviewing histories at similar facilities, by
examining accident calculations, and by extensive re-
views. Uncertainty in the consequences is generally
considered by breaking up the range of possible conse-
quences into a number of discrete possibilities, then
subdividing the scenarios into many subscenarios, each
with its own consequences. Following this process, all
the uncertainty is contained in the estimate of the fre-
quency or probability of the scenarios. At this point,
consistent with the language of the DCD/TOCDF
QRA, replace the frequency in equation (3) with the
probability over the appropriate campaigns (pi).

A large-scale risk assessment like the DCD/TOCDF
QRA develops a very large number of scenarios. An
easy way to understand the presentation of results,
called a risk curve or a risk profile, is to think of the list
of scenarios above, R = {<Si, pi, Xi>}C, as a table in
which the scenarios are rearranged in the order of in-
creasing consequences:

X1 ≤ X2 ≤ X3 ≤ ...XN

Add a fourth column showing the cumulative probabil-
ity (Pi), i.e., uppercase P, as shown in Table A-1. Note
that

P1 ≥ P2 ≥ P3 ≥ … ≥ PN

so that Pi can be considered the probability of exceed-
ance (the probability that the consequences are equal to
or greater than the associated Xi).

When the points <Xi, Pi> are plotted in Figure A-4,
the result is a staircase function. Next note that the sce-
narios in Table A-1 are really categories of scenarios.

For example, the “ munitions drop ”  event actually in-
cludes a large number of slightly different scenarios,
each resulting in slightly different consequences. Thus,
it could be argued that the staircase function should be
regarded as a discrete approximation to a nearly con-
tinuous reality. If a smooth curve is drawn though the
staircase, that curve can be regarded as representing
the actual risk, and it is called the risk curve or risk
profile.

Thus the meaning of the risk profile is clear. Turn-
ing to Figure A-5, the Type 1 (point value) risk curve is
familiar. Here P1 is the probability that the conse-
quences are equal to or greater than the consequence
X1. The Type 2 risk profile addresses uncertainty. Here
there is a family of risk curves (or a risk surface). Now
the authors are p3 confident (perhaps 95 percent) that
consequences X1 or greater are no more likely than P1,3.
They are p2 confident (perhaps 50 percent) that conse-
quences X1 or greater are no more likely than P1,2. Fi-
nally, they are only p1 confident (say 5 percent) that
consequences X1 or greater are no more likely than P1,1
(i.e., there is a 95 percent chance that they happen more
often).

In most QRA studies at least two classes of conse-
quences are considered — acute and latent health ef-
fects. Acute health effects involve immediate injuries
and deaths. Immediate injuries associated with agent
release at the TOCDF tend to be minor, reversible ef-
fects of very low-level exposures to nerve agent (e.g.,
watery eyes and runny noses). In comparison to deaths
and latent cancer effects, immediate injuries are minor

TABLE A-1  Scenario List with Cumulative Probability

Cumulative
Scenario Probability Consequences Probability

S1 p1 X1 P1 = P2 + p1
S2 p2 X2 P2 = P3 + p2
• • • •
• • • •
• • • •
Si pi Xi Pi = Pi+1 + pi
• • • •
• • • •
• • • •
SN-1 pN-1 X N-1 P N-1 = PN + pN-1
SN pN XN PN = pN

FIGURE A-4 Risk curve.
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and are not reported in the DCD/TOCDF QRA. The
most severe latent health effects are possible cancers
from exposure to mustard. These cancers, if not prop-
erly treated, can become deaths many years later. Risk
profiles shown in the main report are associated with
immediate (acute) fatalities.

Some General Classes of Risk Analysis

The risk assessment, as developed above, is in the
general format used in a QRA. It attempts to be com-
plete, in the sense that the QRA attempts to quantify all
scenarios that substantially contribute to the risk mea-
sures of interest to those who have chartered the study
and to address all uncertainties. Not all QRAs are full-
scope studies. In some QRAs, the analysis addresses
only internal events or only external events. In many
QRAs, the analysis addresses only accidents. Histori-
cally, this has been because the risk of death and seri-
ous injury to the public, which result only from acci-
dents, has been the focus of the QRAs. The DCD/
TOCDF QRA addresses both internal and external
events, but only accidents involving agent. For the
TOCDF, the risks from normal (non-agent) emissions
and minor upset conditions are addressed in the health
risk assessment (HRA).

HRAs generally involve a simplification of the ba-
sic model described above. Typically, they only exam-
ine risks from normal operation and mild upset condi-
tions. The scope of HRAs has been prescribed by the
Environmental Protection Agency (EPA), and, there-

fore, an HRA is rule-driven, rather than science-driven.
Although there has been some criticism of this ap-
proach (NRC, 1994), it does have some advantages.
Criteria are established defining what must be ana-
lyzed, how it must be analyzed, and the standards that
must be met. This approach allows for a simpler analy-
sis than a full risk assessment. Uncertainties are re-
placed by using conservative upper limit assumptions
on releases of hazardous materials. Even with these
conservative requirements, facilities can be engineered
to meet EPA limits for releases of cancer-producing
chemicals, and there seems to be wide acceptance of
the HRA approach. Difficult questions of substantial
uncertainty, such as the body’s response to very low
doses and the possibility and consequences of rare ac-
cidents, are not addressed. Questions of values and
policy are embedded in the requirements and are, there-
fore, not revisited for every new application.

QRAs and HRAs are similar in many ways. Both
could be called facility-centered risk assessments in
that they focus on a single facility and are performed to
manage (or regulate) that facility. Both evaluate the
impact of facility operations on nearby populations and
property. (Sometimes the QRA, like the DCD/TOCDF
QRA, also evaluates the impact on workers.) Both are
used to manage risk by changing facility design or op-
eration and by managing emergency response prac-
tices. The primary differences are the types of risks
that are examined and the treatment of uncertainty. The
QRA examines accidents (and normal releases, if they
contribute substantially to risk); the HRA examines

FIGURE A-5 Form of the results: risk profiles.
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normal releases and mild upset conditions. For DCD/
TOCDF, the QRA focuses mainly on agent releases,
while the HRA is concerned with emissions resulting
from the destruction of agent and munitions. The QRA
attempts to calculate a realistic result, including uncer-
tainty, which permits management to consider the best
estimate of the effects of changes on risk. The HRA
calculates an upper limit on releases and health effects,
forcing management to meet a pass/fail criteria.

Perception and Risk Assessment

In the past several decades, risk assessment and risk
management have become major factors in making
decisions involving potentially adverse consequences
to society. During this period, risk-related concerns
have also permeated the public consciousness. Because
meaningful measures of risk can now be generated,
people and organizations are being asked to take in-
creased responsibility for the risks they impose upon
themselves and others.

More awareness of the risk of an activity does not
necessarily translate into an understanding that can be
quantified. People may place different values on par-
ticular risks, depending on their personal views. Often,
the perception of risk by significant segments of the
general population has not progressed beyond the level
of intuitive feelings based on personal experiences,
culture, and mass media coverage (Piller, 1991).
Whether risks have been quantified in terms of conse-
quences and frequency of potential occurrence (e.g.,
one chance in 6,000 per year of being killed in an auto-
mobile accident in the United States) or are only
vaguely perceived as detrimental influences to an indi-
vidual, a family, or a community, the political and so-
cietal implications need to be examined in an orderly
manner.

People have different ideas about which risks are
acceptable. Some people may smoke but be afraid of
skiing, or vice versa. These are voluntary risks that al-
low people to choose based on their personal percep-
tions of risks and benefits. Risks of certain diseases
and natural disasters are largely involuntary, although
people may take some preventive measures. Involun-
tary risks associated with a wide range of industrial
activities are managed by society through codes,
standards, regulations, economic considerations,

and responsible behavior. For hazardous chemicals,
such as pesticides or highly flammable or toxic materi-
als, a high level of risk analysis is often desirable. For
example, in the DCD/TOCDF QRA, each phase of ac-
tivity is analyzed to determine how accidents might be
initiated and progress.

Risk communication is a separate discipline. Risk
analyses are very large integrated studies that can be
difficult to understand. They involve many different
kinds of expertise, modeling, and calculation. Expert
input, often in the form of assumptions, is required to
limit the scope of the modeling and to permit the
models to include information on the boundaries of
scientific knowledge. Communicating the content
and results of risk assessments in ways that can be
understood, that clarify the uncertainties, and that draw
a fine distinction between facts and policies has proven
to be difficult. Since the publication of the Reactor
Safety Study (U.S. NRC, 1975) (the first full nuclear
plant QRA, which was widely criticized for the presen-
tation of results in the summary report), extensive re-
search has been done on communicating risk results
(NRC, 1989).

Effective communications have been hampered be-
cause three traditions (QRA, HRA, and risk communi-
cation) are involved, each with its own history, practi-
tioners, and literature. Although some attempts have
been made to reconcile them, including the formation
of a technical society, the Society for Risk Analysis,
they have remained largely separate. The same can be
said of the world of practice. The three traditions have
progressed rather independently of each other but have
converged in the Army’s Chemical Stockpile Disposal
Program.

Earlier recommendations of the Stockpile Commit-
tee have urged that the risk assessments be integrated
and combined with an effective risk communication
and public involvement program to ensure that inter-
ested parties, such as the public, local and national gov-
ernment entities, and the Army, all understand the risks
involved in continued storage and alternative methods
of destruction. The present report reviews and com-
ments on the QRA and HRA studies performed for
DCD/TOCDF and on the tools established for manag-
ing the risk. This report provides perspectives on how
the studies can be viewed and used in an integrated
way.  The committee hopes this report will help
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interested parties understand how to interpret and use
the results of the risk analyses of DCD/TOCDF and
other sites/facilities.

Risk Management

For a chemical agent and munitions disposal facility
and its associated storage site, risk assessments of acci-
dents (e.g., a dropped rocket), transients or upsets (e.g.,
stack agent release), and normal operations can be de-
veloped at different levels of detail depending on the
available information and the intended use of the re-
sults. For example, the TOCDF HRA is a screening
risk assessment based on conservative assumptions
(overestimates) about emissions and is intended to
demonstrate that the risk is below permit requirements.
The TOCDF QRA is a detailed, site-specific risk as-
sessment (best estimate and full statement of uncer-
tainty) intended to evaluate and facilitate management
of the risks associated with accidents involving agent.

Risk assessments are intended to provide a quantifi-
able scientific basis for managing facility design and
operations. Once the whole spectrum of risks has been
quantified, it is possible to evaluate issues, such as
whether or not maintenance of a spare piece of equip-
ment has a significant impact on operational safety. A
risk management plan that lays out the process for us-
ing risk assessment information within the overall plant
management structure is essential to taking full advan-
tage of a thorough risk assessment.

Risk management addresses such matters as proper
interactions between managers responsible for control-
ling risks and the individuals on site and off site who
are responsible for emergency preparedness and acci-
dent mitigation. A risk assessment identifies the major
causes of risk and can be useful for developing options
to reduce risk. For example, the risk assessment may
be used for ordering the sequence of destroying par-
ticular weapons to reduce the stockpile risk as quickly
as possible. Other areas where a risk management plan
uses the results of a risk assessment in decision making
include the management of change, performance evalu-
ation, and incident investigation. Conversely, the in-
formation that derives from risk management can be
used to refine and enhance the accuracy of a risk as-
sessment. A more thorough discussion of the risk man-
agement process is given in the next section.

RISK MANAGEMENT PROCESS

Risk management can be described as the process
by which risks are understood and controlled. All af-
fected parties have roles to play in the risk manage-
ment process at DCD/TOCDF. The Army is respon-
sible for managing the chemical stockpile and its de-
struction. However, the Army’s contractors, individual
workers, local governments, and the affected public
must all participate for the process to proceed effi-
ciently and safely (NRC, 1996a). Risk management
usually involves the following steps:

• understanding the risk (including identifying ma-
jor contributors to risk)

• suggesting alternative ways to reduce risk
• evaluating risk reduction alternatives
• selecting preferred alternatives (including imple-

menting decisions)

Step 1: Understanding the Risk

Understanding the results of risk assessment implies
more than knowing the summary numerical results of
the QRA and HRA. Understanding also requires know-
ing the details, including the assumptions, simplifica-
tions, and omissions, of the analyses. The results must
be viewed in the full context of the risk assessment, as
well as in the context of the actual safety performance
of the plant. This must be accompanied by a thorough
understanding of explicit and implicit uncertainties.

Understanding the results of the risk assessment also
means knowing the significant contributors to risk, i.e.,
knowing how improved performance can reduce risk
and how degraded performance can increase risk. The
possible benefits are listed below:

• Managers and workers can develop options for re-
ducing risk or for ensuring that risk does not in-
crease. They can also consider how proposals for
change affect risk.

• Workers, emergency response personnel, and oth-
ers can better understand their personal risks and
how best to protect themselves and each other.

• Emergency preparedness managers can focus their
planning and training programs on the most im-
portant scenarios or sources of risk to the sur-
rounding communities.
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• State and local officials can provide more in-
formed oversight in their decision making.

• Everyone can participate knowledgeably in the
risk management process.

For example, risk from seismic events was found to
be the dominant contributor to the risk of fatalities at
DCD/TOCDF. The Army has modified operating prac-
tice to reduce one of the major seismic contributors
(see Example 1 in Chapter 3). Emergency prepared-
ness officials of the Chemical Stockpile Emergency
Preparedness Program should also be aware of the na-
ture of seismic risks and keep them in mind when de-
veloping and implementing their response plans.

The DCD/TOCDF QRA and HRA reports provide
sufficient detail for understanding the risks associated
with the Army’s Chemical Stockpile Disposal Program
(U.S. Army, 1996; Utah DSHW, 1996). See Chapter 2
for a summary of this information, which has also been
presented in public meetings near the Tooele site.

Step 2: Suggesting Alternative Ways to
Reduce Risk

Risk can be reduced through effective changes of
equipment, activities of plant personnel, and emer-
gency response capabilities. Uncertainties in calculated
risks can be reduced by better understanding the fac-
tors affecting risk. Some examples of risk reduction
alternatives follow.

Changes to Plant Hardware

These are obvious responses to risks involving plant
equipment. These changes are often costly, however,
and may involve retraining workers; therefore, other
alternatives should also be considered, which may turn
out to be more effective. Changes to plant hardware
have been considered at the TOCDF and several have
been implemented (see Examples 1 and 2 in Chapter 3).

Changes to Plant Procedures

Operating, maintenance, and emergency procedures,
as well as related off-site emergency response proce-
dures, can be effectively modified and improved to re-
duce risk. Care must be taken to ensure that neither the

training of personnel nor the level of performance is
adversely affected by frequent or poorly analyzed pro-
cedural changes.

Changes to Emergency Response Capabilities

Plans, preparations, and mitigation activities by the
Chemical Stockpile Emergency Preparedness Program
and other emergency response organizations can be
revised or restructured to deal more effectively with
the major identified contributors to risk. The relative
risks associated with alternative responses can also be
assessed.

Changes in Management Philosophy
and Incentives

These can involve a wide range of activities. For
example, changes in training that increase the knowl-
edge and improve the skills or behavior of on-site and
off-site personnel can improve performance. Another
example would be changes in the criteria for perfor-
mance evaluation and compensation that could alert
both managers and workers to the relative importance
of certain factors, such as safety, environmental per-
formance, and productivity.

Changes in philosophy include management re-
sponse to errors or other failures. If management re-
sponse is punitive, then mistakes will be covered up. If
the management goal is a high level of safety and envi-
ronmental performance, and if sharing problems and
near misses is seen as an opportunity for learning and
improvement, then safer operations are more likely to
result (Chess, Greenberg, and Tumuz, 1995; Ochsner,
Chess, and Greenberg, 1995).

Changes in Organizational Culture

Management can also be proactive in establishing a
culture throughout the organization that strives for the
continuous improvement of safety and environmental
performance in all aspects of operation.

Improvements in Knowledge to Reduce
Calculated Risks

Reducing uncertainties often has a tendency to re-
duce calculated average risks because the average is



Risk Assessment and Management at Deseret Chemical Depot and the Tooele Chemical Agent Disposal Facility

Copyright National Academy of Sciences. All rights reserved.

APPENDIX A 73

strongly affected by possibilities associated with upper
uncertainty bounds. Efforts to reduce calculated risks
typically involve improvements in basic scientific
knowledge and improvements in risk modeling.

Improved Basic Knowledge. Options for gathering
or developing new information include extending the
review of the scientific literature, eliciting opinions
from experts, making more accurate mechanistic cal-
culations, performing experiments and tests to determine
new scientific information, and focusing analyses of
performance data to find new insights into the behavior
and interactions of plant conditions and workers.

Improvements in Risk Modeling. Risk models nec-
essarily involve simplifications, approximations, and
assumptions. Improvements in risk modeling are usu-
ally possible if analysts can refine their models by re-
placing worst-case assumptions with detailed analyses.
In the initial phase of a risk assessment, it is often nec-
essary to use conservative models that overestimate
risks, expending the effort to be more accurate only on
those parts of the analysis that have a significant im-
pact on results. Thus initial estimates may exaggerate
some risks. In some cases, additional risks are discov-
ered through detailed analyses, especially if the range
of possible uncertainties was not carefully considered.
Improved data are also possible once a facility begins
operations (e.g., the Johnston Atoll Chemical Agent
Disposal System or the TOCDF) because models can
be refined using facility-specific data rather than data
from similar facilities.

Step 3: Evaluating Risk Reduction Alternatives

For every proposed change (in design, equipment,
or procedures), it is necessary to assess the impact of
the change on safety, ease of operation, environmental
performance, public and worker health, short-term and
long-term economic costs and benefits, schedules,
regulatory compliance, political and public acceptabil-
ity, and flexibility to respond to future mandated or
voluntary changes (OTA, 1995). Changes that may
have a significant impact on safety, health, or the envi-
ronment need to be carefully assessed so that trade-offs
and changes in risk are well understood. Changes can
be suggested by managers, operators, inspectors, and
other interested parties, and are often required by regu-

lators. Evaluations are influenced by costs, schedules,
and advances in technology.

Step 4: Selecting Preferred Alternatives

When considering alternatives for risk reduction, it
is appropriate to consider making no change as an op-
tion, or at least as a yardstick, for comparison. The de-
cision process involves matters of fact (e.g., changes in
risk as calculated in the risk assessments); limitations
on the facts (e.g., assumptions, approximations, and
uncertainties); and matters of policy (e.g., how safe is
safe enough, who should pay, and the value of trade-
offs). There is no easy formula for weighing these fac-
tors, especially when trade-offs are involved. However,
failure to give fair consideration to all of these factors
can be a recipe for controversy and failure. Public par-
ticipation is especially important when scientific facts
and policy issues must be balanced. Who decides and
through what processes decisions will be made involve
extremely complex questions. In a given situation, the
dynamic interaction of factors, such as legislative man-
dates, organizational philosophy, and public awareness
and organizational involvement, dictate the basic
framework of the answers to these questions.

In the past 15 years, formal tools for managing risk
at technological facilities have substantially improved.
Risk assessments and risk management systems are
described in the literature for a variety of facilities in
the electric utility, aerospace, transportation, and
chemical process industries (NRC, 1996b). Technical
conferences often devote numerous sessions to risk
management and risk-based or risk-informed regula-
tion. Risk-based regulations are founded on risk assess-
ments; risk-informed regulations consider risk infor-
mation along with other factors. Conference proceedings
include many examples of risk management processes
for a variety of industries (e.g., Vesely et al., 1995).
Some risk limits are regulation driven. RCRA Part B
regulations, for example, set limits on normal process
releases from combustors. The U.S. Nuclear Regula-
tory Commission is about to issue new safety evalua-
tion reports and standard review plans that formally
implement a risk-informed regulation process for
nuclear power plants as part of its previously an-
nounced policy on using risk analysis in regulation
(U.S. NRC, 1995).
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APPENDIX

B

Risk Assessment Expert Panel on the
Tooele Chemical Agent Disposal Facility

Quantitative Risk Assessment

The Risk Assessment Expert Panel on the Tooele
Chemical Agent Disposal Facility Quantitative Risk
Assessment (the Expert Panel), was established to pro-
vide an ongoing independent review of the DCD/
TOCDF QRA.  The Expert Panel is a group of five
experts who were brought together under contract with
MITRETEK Systems, Inc., and who operate indepen-
dently of project management.  Three of the panel
members have extensive QRA experience, primarily in
the field of nuclear reactor safety, with additional ex-
perience in the analysis of aerospace and chemical pro-
cess facilities.  One panel member is a member of the
U.S. Nuclear Regulatory Commission’s Advisory
Committee on Reactor Safeguards.  Another is a com-
bustion expert from Brigham Young University in Salt
Lake City, Utah, who also provides some degree of
local perspective for the panel.  Two are professors of
engineering at major universities.  Two are chemical
engineers with process safety experience.  All five have
extensive professional experience and are consultants
for major organizations.  Biographical information on
members of the Expert Panel follows:

George Apostolakis is a professor of nuclear engineer-
ing at the Massachusetts Institute of Technology.  His
research interests include mathematical methods for
risk and reliability assessment of complex technologi-
cal systems; uncertainty analysis; decision analysis; fire
risk assessment; human reliability models; expert sys-
tems; the application of probabilistic models to safety
and reliability analyses of nuclear reactors; chemical
process systems, space systems, and the control of haz-
ardous substances.

Dr. Apostolakis has served as a consultant to many
organizations.  Currently, he is a member of the Senior
Seismic Hazards Analysis Committee of the Depart-
ment of Energy, Nuclear Regulatory Commission, and
the Electric Power Research Institute.  He is a member
of the Sandia National Laboratories Probabilistic Risk
Assessment (PRA) Working Group and was a senior
PRA advisor for U.S. Department of Energy Office of
the Director, New Production Reactors.  His recent
work includes the development of an integrated ap-
proach to incorporating organizational performance
into probabilistic safety assessment methodology and
formal methods for incorporating expert judgment into
risk assessments.

Dr. Apostolakis has received many honors and spe-
cial recognition.  He is a fellow of the Society for Risk
Analysis and the American Nuclear Society.  He served
as honorary chairman of the American Nuclear Society
Topical Meeting on PSA in 1993.  In 1991, he received
an Outstanding Service Award from the Society for
Risk Analysis.

Formerly, Dr. Apostolakis was a professor in the
School of Engineering and Applied Science at the Uni-
versity of California at Los Angeles.  His Ph.D., from
the California Institute of Technology, is in engineer-
ing science and applied mathematics.

Robert J. Budnitz has been involved with the safety
of both nuclear and chemical installations for many
years.  From 1978 to 1980, he was deputy director,
then director of the Nuclear Regulatory Commission’s
(U.S. NRC) Office of Nuclear Regulatory Research.
In 1981, Dr. Budnitz formed a private consulting firm,
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Future Resources Associates, Inc.  His clients have in-
cluded U.S. government organizations, including the
U.S. NRC, the U.S. Department of Energy (DOE), the
Environmental Protection Agency, the U.S. Army, and
the National Science Foundation, as well as foreign
government organizations, such as the International
Atomic Energy Agency and the Organization for Eco-
nomic Cooperation and Development.

Dr. Budnitz has served as chairman and committee
member of many professional groups.  Currently, he
chairs the National Research Council Committee on
Remediation of Buried and Tank Wastes.  He is chair-
man of DOE’s Oversight Panel for the Yucca Moun-
tain Seismic Hazards Evaluation and chairman of the
Westinghouse Savannah River Company’s Senior Seis-
mic Advisory Panel.  He is a member of DOE’s Expert
Panel on Aircraft Crash Risk Analysis Methodology
and a member of the Sandia National Laboratories peer
review team for the Waste Isolation Pilot Plant perfor-
mance assessment.  Dr. Budnitz is a U.S. representa-
tive on the European Bank for Reconstruction and De-
velopment Safety Review Group for the nuclear safety
of Soviet designed reactors.  In 1987, Dr. Budnitz
served as a member of the review panel organized by
General Atomics for the U.S. Army Chemical Muni-
tions Disposal Risk Assessment.

Dr. Budnitz has been prominent in the field of
nuclear reactor safety assessment, including probabi-
listic risk assessment.  In recent years, Dr. Budnitz’s
research has concentrated on the analysis of external
accident initiators (e.g., earthquakes, floods, winds, and
aircraft).  Dr. Budnitz has published numerous papers
and reports, among them the principal invited paper on
external events at the International Topical Meeting on
Probabilistic Safety Assessment, which was cited as
the “ Outstanding Paper. ”  Dr. Budnitz has a B.A. from
Yale University and an M.A. and Ph.D. from Harvard
University, all in physics.

Paul O. Hedman is a professor of chemical engineer-
ing at Brigham Young University.  His interests include
chemical and jet propulsion, combustion and gasifica-
tion, laser instrumentation, fossil energy, and reacting
flows.  Dr. Hedman has led research in these areas un-
der contracts with several organizations, including the
U.S. Department of Energy, the Electric Power Re-
search Institute, the National Science Foundation, and

the Tennessee Valley Authority.  He has taught courses
on principles of chemical processes, heat and mass
transfer, thermodynamics, combustion, and several
other subjects.  He has also published numerous techni-
cal papers and reports.  While on professional develop-
ment leave at United Technologies Research Center, Dr.
Hedman conducted combustion research in high pressure
diffusion and premixed gaseous flames.  He has also held
fellowships at Wright-Patterson Air Force Base, where
he made combustion measurements using laser diag-
nostics on a simulated jet engine combustor.

Dr. Hedman has been a consultant to the Environ-
mental Protection Agency’s Science Advisory Board;
the National Bureau of Standards; Occidental Research
Corporation; Lockheed Research; Jaycor, Inc.; Atlan-
tic Research Corporation; and Utah Power and Light.
He is a member of the Combustion Institute and three
honor societies.  He is also an independent member of
the American Flame Research Committee of the Inter-
national Flame Research Foundation.

Dr. Hedman’s previous professional experience in-
cludes four years at Marquardt Corporation, six years
at Thiokol Chemical Corporation, three years at
Lockheed Propulsion Company, two years with Tetra
Tech, Inc., and two years with the U.S. Energy Re-
search and Development Administration.  Dr. Hedman
received his B.S. degree in mechanical engineering
from the University of Utah and his Ph.D. in chemical
engineering from Brigham Young University.

Gareth W. Parry is a senior advisor on probabilistic
risk assessment (PRA) in the Office of Nuclear Reac-
tor Regulation at the U. S. Nuclear Regulatory Com-
mission.  For the major part of this review, he was a
project manager in the Energy Risk and Reliability
Department of Halliburton NUS.  Throughout his ca-
reer, Dr. Parry has provided expertise in several key
areas of PRA, such as data analysis and parameter esti-
mation, common cause failure analysis, external haz-
ard analysis, human reliability analysis, and uncertainty
analysis.  He has written numerous publications in
these areas.

Some of Dr. Parry’s recent projects include: manag-
ing the individual plant examination for external events
(IPEEE) being performed by NUS for three nuclear sta-
tions; participating in the development of methods for
human reliability analysis sponsored by the Nuclear
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Regulatory Commission (U.S. NRC); and making im-
provements to the systematic human action reliability
procedure (SHARP).

Dr. Parry has done extensive development work on
the analysis of common cause failures (CCFS) and
authored U.S. NRC/Electric Power Research Institute
and International Atomic Energy Agency procedural
guides for CCF analysis.  He has also performed data
development and uncertainty analyses in support of
PRAs for numerous nuclear power plants.  He was a
principal author of the chapter on Uncertainty and
Sensitivity Analysis in the U.S. NRC PRA Proce-
dures Guide.

Prior to his employment with NUS, Dr. Parry
worked for the United Kingdom’s Atomic Energy Au-
thority.  He also has carried out research in theoretical
high energy physics at the University of Durham and
the International Centre of Theoretical Physics, in
Trieste, Italy.  Dr. Parry has a Ph.D in theoretical phys-
ics from the Imperial College, London University.

Richard W. Prugh is president of Process Safety En-
gineering, Inc., (PSE), of Wilmington, Delaware.  As a
chemical process safety consultant, he has conducted
many process safety studies as well as authored numer-
ous papers.  His specialties include chemical process
safety analysis, explosion hazards analysis, toxic vapor
cloud analysis, safety assessments, fire protection, and
electrical hazards analysis.

Mr. Prugh has been with PSE (formerly known as

Hazard Reduction Engineering) since 1985.  During
this time he was also a consultant to E.I. duPont de
Nemours and CONDUX, Inc., and has been a part-time
staff member of the American Institute of Chemical
Engineers Center for Chemical Process Safety.  From
1955 to 1985, Mr. Prugh was employed by E.I. duPont
de Nemours.  From 1952 to 1954, he served in the
U.S. Air Force as a second lieutenant in the Air Res-
cue Service.

Mr. Prugh has recently conducted several process
safety studies, including an Occupational Safety and
Health Administration (OSHA) and Environmental
Protection Agency (EPA) HAZOP study for a chemi-
cal plant in North Carolina; a failure modes and effects
analysis for a chemical plant in New Jersey; an over-
pressure protection design study for an electrical equip-
ment manufacturer in New York; and a pre-startup
safety review for OSHA/EPA for a chemical plant in
Arkansas.

Mr. Prugh has an M.S. degree in chemical engineering
from Stevens Institute of Technology.  He has under-
taken additional studies in the areas of nuclear engi-
neering (Massachusetts Institute of Technology), bio-
medical engineering (Drexel Institute of Technology),
business law (Temple University) and chemical engi-
neering (University of Delaware).  Mr. Prugh is a certi-
fied quantitative consequence analyst, a certified safety
professional, and a hazardous materials first responder.
He is also certified as a professional engineer in New
Jersey, Delaware, Pennsylvania, and California.
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Comments on Operational Verification Test and Evalu-
ation Master Plan for the Johnston Atoll Chemical
Agent Disposal System (JACADS). National Re-
search Council. Board on Army Science and Tech-
nology (1989).

Demilitarization of Chemical Weapons: Cryofracture.
National Research Council. Board on Army Science
and Technology (1989).

Demilitarization of Chemical Weapons: On-Site Han-
dling of Munitions. National Research Council.
Board on Army Science and Technology (1989).

Letter Report Commenting on Proposed Cryofracture
Program Testing. National Research Council.
Board on Army Science and Technology (1991).

Letter Report on Review of the MITRE Report: Evalu-
ation of the GB Rocket Campaign: Johnston Atoll
Chemical Agent Disposal System Operational Veri-
fication Testing, dated May 1991. National Re-
search Council. Board on Army Science and Tech-
nology (1991).

Letter Report on Siting of a Cryofracture Chemical
Stockpile Facility. National Research Council.
Board on Army Science and Technology (1991).

Letter Report on Workshop on the Pollution Abatement
System of the Chemical Agent Demilitarization
System. National Research Council. Board on
Army Science and Technology (1991).

Letter Report on Review of the Choice and Status of
Incineration for Destruction of the Chemical Stock-
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Reports of the Committee on Review and Evaluation
of the Army Chemical Stockpile Disposal Program

(Stockpile Committee)

pile. National Research Council. Board on Army
Science and Technology (1992).

Evaluation of the Johnston Atoll Chemical Agent Dis-
posal System Operational Verification Testing: Part
I. National Research Council. Board on Army Sci-
ence and Technology (1993)

Letter Report to Recommend Specific Actions to Fur-
ther Enhance the CSDP [Chemical Stockpile  Dis-
posal Program] Risk Management Process. Na-
tional Research Council. Board on Army Science
and Technology (1993).

Evaluation of the Johnston Atoll Chemical Agent Dis-
posal System Operational Verification Testing: Part
II. National Academy Press (1994).

Recommendations for the Disposal of Chemical Agents
and Munitions. National Academy Press (1994).

Review of Monitoring Activities Within the Army
Chemical Stockpile Disposal Program. National
Academy Press (1994).

Evaluation of the Army’s Draft Assessment Criteria to
Aid in the Selection of Alternative Technologies
for Chemical Demilitarization. National Academy
Press (1995).

Letter Report: Public Involvement and the Army
Chemical Stockpile Disposal Program. National
Research Council. Board on Army Science and
Technology (1996).

Review of Systemization of the Tooele Chemical Agent
Disposal Facility. National Academy Press (1996).
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Richard S. Magee (chair), is a professor in the De-
partment of Mechanical Engineering and the Depart-
ment of Chemical Engineering, Chemistry, and Envi-
ronmental Science and executive director of the Center
for Environmental Engineering and Science at New
Jersey Institute of Technology (NJIT). He also directs
the U.S. Environmental Protection Agency’s Northeast
Hazardous Substance Research Center, as well as the
Hazardous Substance Management Research Center,
which is jointly sponsored by the National Science
Foundation and the New Jersey Commission on Sci-
ence and Technology, both headquartered at NJIT. He
is a fellow of the American Society of Mechanical En-
gineers (ASME) and a diplomate of the American
Academy of Environmental Engineers. Dr. Magee’s
research expertise is in combustion, with a major focus
on the incineration of municipal and industrial wastes.
He has served as vice chairman of the ASME Research
Committee on Industrial and Municipal Wastes and as
a member of the United Nations Special Commission
(under Security Council Resolution 687) Advisory
Panel on Destruction of Iraq’s Chemical Weapons Ca-
pabilities. He presently serves as a member of the North
Atlantic Treaty Organization Science Committee’s Pri-
ority Area Panel on disarmament technologies.  He re-
cently served as chair of the National Research Coun-
cil Panel on Review and Evaluation of Alternative
Chemical Disposal Technologies.

Elisabeth M. Drake (vice chair), a member of the
National Academy of Engineering, is the associate di-
rector of the Massachusetts Institute of Technology
Energy Laboratory. A chemical engineer with interest
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and experience in risk management and technology
associated with the transport, processing, storage, and
disposal of hazardous materials, as well as with chemi-
cal engineering process design and control systems, Dr.
Drake has a special interest in the interactions between
technology and the environment. She has served exten-
sively as both a consultant to government and industry
and as a professor of chemical engineering. She has
been very active with the American Institute of Chemi-
cal Engineers, in particular with the Center for Chemical
Process Safety. She belongs to a number of environ-
mental organizations, including the Audubon Society,
the Sierra Club, and Greenpeace.

Dennis C. Bley is president of Buttonwood Consult-
ing, Inc., and a principal of The WreathWood Group, a
joint venture supporting multidisciplinary research in
human reliability. He has more than 25 years of experi-
ence in nuclear and electrical engineering, reliability
and availability analysis, plant and human modeling
for risk assessment, diagnostic system development,
and technical management. Dr. Bley has a Ph.D. in
nuclear engineering from the Massachusetts Institute
of Technology and is a registered professional engineer
in the State of California. Dr. Bley has served on a
number of technical review panels for U.S. Nuclear
Regulatory Commission and Department of Energy
programs and is a frequent lecturer in short courses for
universities, industries, and government agencies. He
is active in many professional organizations and on the
board of directors of the International Association for
Probabilistic Safety Assessment and Management. He
has published extensively on subjects related to risk
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assessment, and his current research interests include
applying risk analysis to diverse technological systems,
modeling uncertainties in risk analysis and risk man-
agement, technical risk communication, and human
reliability analysis.

Gene H. Dyer graduated with a B.S. degree in chem-
istry, mathematics, and physics from the University of
Nebraska. Over a 12-year period he worked for Gen-
eral Electric as a process engineer, the U.S. Navy as a
research and development project engineer, and the
U.S. Atomic Energy Commission as a project engi-
neer. In 1963, he then began a more than 20-year ca-
reer with the Bechtel Corporation. First a consultant
on advanced nuclear power plants and later a program
supervisor for nuclear facilities, he served as manager
of the Process and Environmental Department from
1969 to 1983. This department provided engineering
services related to research and development projects,
including technology probes, environmental assess-
ment, air pollution control, water pollution control,
process development, nuclear fuel process develop-
ment, and regional planning. He culminated his ca-
reer at Bechtel as a senior staff consultant for several
years, responsible for identifying and evaluating
new technologies and managing their development
and testing for practical applications. He is a member
of the American Institute of Chemical Engineers and
a registered professional engineer. He recently
served as a member of the National Research Coun-
cil Committee on Alternative Chemical Demilitari-
zation Technologies.

Vincent E. Falter spent more than 34 years in the U.S.
Army, about half of that time dealing with nuclear
weapons. Major General Falter was director of nuclear
and chemical warfare on the Army Staff and was the
single point of contact for all chemical operations for
the U.S. Department of Defense. He was assigned re-
sponsibility for all chemical weapons and for initiating
their destruction. He initiated the funding for the
Johnston Atoll Chemical Agent Disposal System. He
retired from the Army approximately eight years ago.
Since then, he has been a national security research
analyst and consultant for numerous corporations. He
was a member of the Joint Strategic Targeting Plan-
ning Staff at the Strategic Air Command; the Scientific

Advisory Committee for Nuclear Weapons Effects; and
was the U.S. Department of Defense representative for
two rounds of the chemical disarmament talks.

J. Robert Gibson is the assistant director of the
Haskell Laboratory, E.I. duPont de Nemours & Com-
pany, and an adjunct associate professor of marine
studies at the University of Delaware. After receiving
his Ph.D. in physiology from  Mississippi State Uni-
versity, Dr. Gibson specialized in toxicology for more
than 20 years. He was certified by the American Board
of Toxicology and has written numerous publications.

Michael R. Greenberg is a professor in the Depart-
ment of Urban Studies and Community Health at
Rutgers, The State University of New Jersey, and is an
adjunct professor of environmental and community
medicine at the Robert Wood Johnson Medical School.
His principal research and teaching interests include
urbanization, industrialization, and environmental
health policy.  Dr. Greenberg holds a B.A. in math-
ematics and history, an M.A. in urban geography, and a
Ph.D. in environmental and medical geography.

Charles E. Kolb is president and chief executive of-
ficer of Aerodyne Research, Inc. At Aerodyne since
1971, his principal research interests have included at-
mospheric and environmental chemistry, combustion
chemistry, materials chemistry, and the chemical phys-
ics of rocket and aircraft exhaust plumes. He has served
on several National Aeronautics and Space Adminis-
tration panels dealing with atmospheric chemistry and
global change, as well as on five National Research
Council committees and boards dealing with environ-
mental issues. He is currently atmospheric sciences
editor for the American Geophysical Union journal,
Geophysical Research Letters, and recently received
the Award for Creative Advances in Environmental
Science and Technology from the American Chemical
Society.

David S. Kosson graduated with a bachelor of science
degree in chemical engineering, a master’s degree in
chemical and biochemical engineering, and a doctorate
in chemical and biochemical engineering from Rutgers,
The State University of New Jersey. He joined the fac-
ulty at Rutgers in 1986 and was made an associate
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professor with tenure in 1990 and a full professor in 1996.
He teaches graduate and undergraduate chemical en-
gineering and environmental engineering courses. In
addition, he carries out research for the Department of
Chemical and Biochemical Engineering, where consid-
erable work is under way in developing microbial,
chemical, and physical treatment methods for hazard-
ous waste. He is responsible for project planning and
coordination, from basic research through full-scale
design and implementation. He has published exten-
sively in the fields of chemical engineering, waste man-
agement and treatment, and contaminant fate and trans-
port in soils and groundwater. Dr. Kosson has served
on several Environmental Protection Agency advisory
panels involved in waste research and is the director of
the Physical Treatment Division of the Hazardous Sub-
stances Management Research Center in New Jersey.
He is a member of the American Institute of Chemical
Engineers and recently served as a member of the Na-
tional Research Council Committee on Alternative
Chemical Demilitarization Technologies.

Walter G. May graduated with a bachelor of science
degree in chemical engineering and master of science
degree in chemistry from the University of Saskatch-
ewan and with a doctor of science degree in chemical
engineering from the Massachusetts Institute of Tech-
nology. He joined the faculty of the University of
Saskatchewan as a professor of chemical engineering
in 1943. In 1948, he began a distinguished career with
Exxon Research and Engineering Company, where he
was a senior science advisor from 1976 to 1983. He
was professor of chemical engineering at the Univer-
sity of Illinois from 1983 until his retirement in 1991.
There he conducted courses in process design, thermo-
dynamics, chemical reactor design, separation pro-
cesses, and industrial chemistry and stoichiometry. Dr.
May has published extensively, served on the editorial
boards of Chemical Engineering Reviews and Chemi-
cal Engineering Progress, and has obtained numerous
patents in his field. He is a member of the National
Academy of Engineering and a fellow of the American
Institute of Chemical Engineers, and he has received
special awards from the American Institute of Chemi-
cal Engineers and the American Society of Mechanical
Engineers. He has a particular interest in separations
research. He is a registered professional engineer in the

state of Illinois. He recently served as a member of the
National Research Council Committee on Alternative
Chemical Demilitarization Technologies and the Com-
mittee on Decontamination and Decomissioning of the
Uranium Diffusion Plants.

Alvin H. Mushkatel, professor in the School of Plan-
ning and Landscape Architecture, Arizona State Uni-
versity, is an expert in emergency management risk
perceptions. His research interests include emergency
management, natural and technological hazards policy,
and environmental policy. He has been a member of
the National Research Council Committee on Earth-
quake Engineering, the Committee on Decontamina-
tion and Decommissioning of Uranium Enrichment
Facilities and the Panel on Review and Evaluation of
Alternative Chemical Disposal Technologies. His most
recent research focuses on intergovernmental policy
conflicts involving high-level nuclear waste disposal
and the role of citizens in technological policy deci-
sion-making processes. He has published extensively
on issues related to siting controversies.

Peter J. Niemiec, a partner in the law firm of Green-
berg, Glusker, Fields, Claman & Machtinger, LLP, in
Los Angeles, California, is an expert in environmental
law and regulations. His work in the private sector has
focused on the regulation of, and liability arising from,
hazardous materials, including extensive work on
Superfund issues. Mr. Niemiec has also represented
federal and state environmental agencies, where he was
involved in the development of national enforcement
policies and permitting and enforcement for major in-
dustrial facilities and landfill disposal sites. He has also
been an adjunct professor at the Indiana School of Law
(Indianapolis), where he taught environmental law. He
has published several articles on the availability of pri-
vate remedies for environmental cleanup.

Dr. George W. Parshall was director of chemical sci-
ence in the Central Research and Development Depart-
ment of the DuPont Company from 1979 until his re-
tirement at the end of 1992. He began his career with
DuPont in 1954 and later supervised a group doing re-
search in inorganic chemistry and catalysis.  Since re-
tirement, he has been a consultant for DuPont and has
participated in advisory activities through the National
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Research Council for the Board on Physics and As-
tronomy, the Committee on Environmental Manage-
ment Technologies, and the Panel on Review and
Evaluation of Alternative Chemical Disposal Tech-
nologies, in addition to the Stockpile Committee. Dr.
Parshall is a member of the National Academy of Sci-
ences and the American Academy of Arts and Sciences.

William Tumas is currently the group leader for the
Waste Treatment and Minimization Science and Tech-
nology Group at Los Alamos National Laboratory.  He
is a senior chemist known primarily for his work in
science and engineering research on waste treatment
and minimization. His work has included research and
technology development for industrial waste applica-
tions and environmental restoration for the U.S. De-
partment of Energy. At Los Alamos, he has studied
supercritical fluids, oxidation, and organic transforma-
tions. He has written numerous papers and is a member

of several professional organizations.  In addition, Dr.
Tumas was recently a member of the National Research
Council Panel on Review and Evaluation of Alterna-
tive Chemical Disposal Technologies.

Jya-Syin Wu, a systems safety engineer at Hughes In-
formation Technology Systems, is currently working
on the system safety analysis of the Wide Area Aug-
mentation System, a means of augmenting information
from the Global Positioning System for air navigation
for the Federal Aviation Administration. Dr. Wu holds
a Ph.D. in nuclear science and engineering from the
University of California, Los Angeles. She has more
than 15 years of experience working on probabilistic
risk assessments for nuclear power plants and has pub-
lished many papers in major technical journals. Her
recent interests have been focused on the risk assess-
ment of complex engineering systems and safety-
critical software systems.
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