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U. S. Nuclear Regulatory Commission
Attention: Document Control Desk i

Washington, DC 20555

South Texas Project Electric Cenerating Station
Units 1 and 2

Docket Nos. STN 50-498, STN 50-499
Responso to Report of Investigation 4-87-006

By letter dated July 10, 1989, Houston Lighting & Power Company (HL&P)
was requested to respond to the conclusions reached in the synopsis of the
subject Office of Investigation report in order that the NRC may decide the
appropriate enforcement action. A response to each of the conclusions of the
report synopsis is attached. 1 believe this response will substantiate that
further enforcement action is neither necessary nor appropriate.

The NRC investigation addressed issues regarding the adequacy of the
security program which arose during the first half of 1987, prior to receipt
of the low power license for Unit 1. In June 1987, we recognized that there
was a need for significant improvement in the security program and initiated
extensive corrective actions to identify the causes and resolve the problems.
Our actions included: (1) reorganization of the Nuclear Security Department,
including replacement of senior security management; (2) improvements in the
security training program, including retesting and retraining security
officers and development of improved controls of training and qualification
records; (3) significant physical modifications to the security system; and
(4) intensive internal audits and reviews of the security program. Extensive
discussions with NRC Region IV and NRR were held in the course of implementing
the corrective actions.

It was only after these corrective actions had been implemented, and the
NRC had observed day-to-day security operations over an extended period, that
the NRC found the security program acceptable for initial licensing. The low
power license was issued in August 1987.,,

m
Do In addition to the effect on initial license issuance, the security

co[ issues were the subject of NRC enforcement action. After the low power

@@ license was issued, while improvements continued to be identified and
'Dj implemented, the NRC identified additional concerns with the security program,

including the areas addressed in the subject investigation report."

$ Consequently, the NRC imposed escalated enforcement regarding the deficiencies
gg in the security area in 1987. As a re ult, the NRC has already imposed, and
m <: HL&P has paid, a civil penalty related to the matters covered by the ;

y investigation report.
'
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The corrective actions related to the security program which were
identified in 1987 were largely implemented by late 1987. The intensive
. internal audits and reviews of the security program since that time have found
that the corrective actions were effective and that the security program is
functioning in conformance with regulatory requirements and our own management
expectations. The reports of recent NRC inspections appear to be consistent
with HL&P's audits. In the report of the SALP for the 1988 calendar year, the
NRC noted "significant and continuing improvements in security". No security
issues impacted the low power license for Unit 2. Consequently, we believe
that no further remedial action is required regarding the security issues
identified in 1987, and no additional enforcement action is appropriate.

As always, we continue to seek ways to achieve overall improvements in
the security program. We will be glad to discuss these issues further with
you at your convenience. If there are any questions, please contact
Mr. M. A. McBurnett at (512) 972-8530.

J. MBq
J. H. Goldberg
Group Vice President, Nuclear
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cc:

Regional Administrator, Region IV Rufus S. Scott
Nuclear Regulatory Commission Associate General Counsel
611 Ryan Plaza Drive, Suite 1000- Houston Lighting & Power Company
Arlington, TX 76011 P. O. Box 1700

Houston, TX 77001
George Dick, Project Manager
U. S. Nuclear Regulatory Commission INPO
Washington, DC 20555 Records Center

1100 Circle 75 Parkway
Jack E. Bess Atlanta, GA 30339-3064
Senior Resident Inspector - Unit 1
c/o U. S. Nuclear Regulatory Commission Dr. Joseph M. Hendrie
P. O. Box 910 50 Be11 port Lane
Bay City, TX 77414 Bellport, NY 11713

J. I. Tapia D. R. Lacker
Senior Resident Inspector - Unit 2 Bureau of Radiation Control
c/o U. S. Nuclear Regulatory Commission Texas Department of Health
P. O. Box 910 1100 West 89th Street
Bay City, TX 77414 Austin, TX 78756-3189

J. R. Newman, Esquire
Newman & Holtzinger, P. C.
1615 L Street, N. W.
Washington, DC 20036

R. L. Range /R. P. Verret
Central Power & Light Company
P. O. Box 2121
Corpus Christi, TX 78403

R. John Miner (2 Copies)
Chief Operating Officer
City of Austin Electric Utility
721 Barton Springs Road
Austin, TX 78704

R. J. Costello/M. T. Hardt
City Public Service Board
P. O. Box 1771
San Antonio, TX ib296

Revised 06/16/89
A1/NL.DISR4
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SOUTH TEXAS PROJECT ELECTRIC GENERATING STATION
Units 1 and 2

Docket Nos. STN 50-498, SIN 50-499
Resnonse to Report of Investigation 4-87-006 (Part A)

NRC Statement of Findinn (Part A)

The OI investigation revealed that the Nuclear Security Department
(NSD), Security Training Division (STD), employees were grossly
negligent in their preparation of training records and in their
training of the r'.te's contract guard force. Records contained
false entries, were incomplete and inaccurate, and were in a state
of disarray. Copies of students' tests had been discarded before
' scores were recorded on student Training and Qualification (T&Q)
cards, class' schedules were not followed, and the rules and

regulations of the Texas State Board of Private Investigators and
Security Agents (TSBPI) were violated by STD instructors.

Houston Lfehtinc & Power Resnonse

Prior to the issuance of the low power license for Unit 1 in August
1987, a number of deficiencies were identified in the security training
records. There were instances of improper, incomplete, and inaccurato
entries, and the records were not being stored in a manner that
facilitated retrieval. HL&P's investigation of the causes of these
deficiencies confirms the NRC finding that there was no evidence that
these deficiencies were carried out knowingly and intentionally with the
intent to deceive the NRC.

As a result of the deficiencies in the training records, it was not
possible to demonstrate that the security officers had received all of
the required classroom training. In addition, delays in the receipt and
installation of some equipment resulted in the need to revise training
schedules and delay certain training. However, the subsequent retesting
of the security officers, as discussed below, demonstrated that the
training in effect at the time had been generally effective. HL&P does
not believe that these deficiencies should be characterized as " gross
negligence," or even " negligence," but does agree that the level of
performance of the record-keeping and training was not acceptable.

As noted by the NRC Investigation Report synopsis, there were also
issues regarding compliance with requirements of the TSBPI. In

particular, through a misunderstanding of state requirements, security
officers were certified on the basis of an examination developed by HL&P
which had not been reviewed or approved by the TSBPI. Corrective action
was required by TSBPI. In addition, TSBPI imposed a $30,000 civil
penalty on the security guard contractor.

When HL&P executive management learned of the NRC concerns regarding the
security program in June 1987, HL&P initiated prompt and extensive
corrective action. Many of the corrective actions were implemented
prior to receipt of the low power license for Unit 1 and temporary or

Al/001.NL5
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compensatory measures were implemented in other areas to support fuel
loading and initial operations uhile additional qualified personnel were
recruited, equipment procured and installed, and other longer lead time
measures were established. Corrective actions have been implemented and
are judged to be performing effectively.

Among the improvements that were effected by these corrective actions
were the following:

1. Organizational Improvements

Changes in Nuclear Security Department organization and staffing
increased management control of the department and reallocation of

. security training responsibilities provided added resources and
management attention to security training and training records.
These changes included:

a. The security training responsibilities were transferred to the
Nuclear Training Department. This provided additional
resources not available in the security department and
increased the independence of the security training section
from security operational pressures.

b. The key upper level managers within the Nuclear Security
Department and in the contractor security organization were
replaced. The current HL&P Nuc1 car Security Department Manager
has approximately 30 years of professional experience ~ including
20 years in the U. S. Army, where he performed various security
and police functions before retiring at the rank of Major, and
four years of nuclear security management experience.

c. The position of Investigations & Compliance Administrator now
reports to the Nuclear Security Department Manager. The
compliance aspects have been enhanced since completion of the
NRC investigation. The administrator's responsibilities
include surveillance and assessment of the performance of

security activities. This change increased the level of
attention devoted by department management to internal
surveillance and assessment activities.

d. Management responsibilities for security department equipment
were transferred from the Operations Division to the Support
Division, allowing the Operations Division Manager to devote
increased attention to the performance of the security force.

2. Improved Self-Assessment

a. An investigation was performed by the Nuclear Assurance
Department to identify the causes of the security issues and
the reasons why these issues had not been identified and
resolved by HL&P sooner. The investigatiore identified the need
for improvements in the Nuclear Security Department internal
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surveillance and assessment program (discussed above), the
Nuclear Assurance audit program, and the communication of
security issues to executive management.

b. As a result of the investigation, the Nuclear Assurance

| Department was directed to increase the frequency and depth of-
| audits of the Nuclear Security Department. These special

audits were performed until confidence was established that the
corrective actions wera being effective.

c. The Nuclear Security Department Manager was directed to provide
more detailed status reports to cxecutive management.

d. Well qualified, experienced consultants were retained to review
the security organization and the security program and
recommend improvements. These consultants included one
individual with over 45 years of professional security and
police experience, including 12 years with management
responsibility for the security of nuclear power plants, and
International Energy Associates Limited, which provided.
expertise in the design and maintenance of security equipment.

'3. Identification and Correction of Deficiencies Prior to-Initial
Licensing in 1987

a. Training Records

The training records system was thoroughly reviewed and revised
with the assistance of Nuclear Training Department personnel to
improve record clarity and retrievability. Records created
prior to the revisions were thoroughly reviewed by the Nuclear
Training Department to verify accuracy and completeness,

b. Testing the Knowledge and Capability of Security Officers

A comprehensive examination was developed to verify the
adequacy of security officer training. The examination was
validated by the Nuclear Training Department and administered
to the security officers. All but a few attained an acceptable
grade on their first attempt; the few who did not were
retrained and retested.

The security officers were also "retasked"; i.e., required to
demonstrate the capability to perform their assigned duties.

c. Resolution of the Concerns of the TSBPI

1. A retired member of the Texas State Board of Private
Investigators was contracted to identify all Board rule
violations and coordinate corrective actions with the
Board. The corrective actions were approved by the TSBPI.

Al/001.NL5
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2. Security officers were retrained by the University of
Houston to meet the TSBPI training requirements.

3. The security officers were retested using an examination
approved by the TSBPI and were certified by the State of i

Texas.

4. Systematic Approach to Training

HL&P_ developed and implemented a formalized Systematic Approach to
Training'(SAT). Although not specifically applicable to security
training, INPO guideline 85 002, "The Accreditation of Training in
the Nuclear Power Industry," was utilized for guidance in the
development of this program. The SAT included establishment of a
Technical Advisory Council composed of managers from both the
training and security departments to review development and
implementation of the program, development of a comprehensive
security job task list, identification of learning obj ectives,
performing test validation, development of procedures, and
certification of instructors. In addition, the University of
Houston agreed to provide a course of training for the security
officers to meet the training requirements of the TSBPI.

The security force was retrained using the new training program.
This retraining was completed in March, 1988.

;
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SOUTH TEXAS PROJECT ELECTRIC GENERATING STATION
Units 1 and 2

Docket Nos. STN 50-498, STN 50-499
Response to Report of Investigation 4-87-006 (Part B)

| NRC Statement of Findine (Part B1
1

Members of the Basic Nuclear Security Officer (NS0) School were
not fully trained in accordance with STP's T&Q plan and matrix in
that all tests and tasks required by the T&Q Plan to be included
in the course were not completed prior to the students' graduation
from the Basic Nuclear STD course. This resulted in STP's
violation of Procedure 3.8 (sic) of its Interim Security Plan for
fuel storage which required that the contract NS0s have, at a
minimum,. completed the Basic Nuclear STD course. Consequently,
STP was in violation of the condition of its NRC Materials License
#SNM-1972'which stated that STP would fully implement all
provisions of the approved Interim Security Plan for Fuel Storage.

Houston Lichtinc & Power Response

Section 3.8 of procedure 1TGP03-ZS-0001 Rev. 2, " Interim Fuel Storage j

Access Control," stated that, " Prior to assuming duties as mandated by
this procedure, Nuclear Security officers shall, as a minimum, have
completed the Basic Nuclear Security Training Course " All T&Q Plan
requirements (which are not required by the Interim Security Plan) could
not have been met at this time because the security systems necessary
for tasking were incomplete and unavailable. The intention in
referencing the Basic Nuclear Security Training Course in the procedure
was to require security officers to complete the initial classroom phase
of the T&Q training program, not that all T&Q Plan requirements be met.

Section 2.0, " Detection Devices and Procedures," Subsection 2.2.3,
of the Interim Security Plan for Fuel Storage requires that
" periodic patrols of the FHB perimeters... be accomplished by
trained members of the security force, randomly, at least once
each hour when access control points are not in operation."
Because of this, officers assigned FHB patrol duties received
procedural and post order training prior to assignment. This is
consistent with the intent of Appendix B to Part 73 which requires
that individuals assigned to perform security tasks or job duties
shall "be trained to perform these tasks and duties."
Documentation of this training is on file.

Based on the above, HL&P does not consider this issue to be a violation
of NRC Materials License #SNM-1972. However, this event was a violation
of Section 3.8 of procedure 1TGP03-ZS-0001 Rev, 2. The security
officers subsequently ct.npleted the Nuclear Security Training Course.
Therefore, no additional corrective action is needed.

.
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SOUTH TEXAS PROJECT ELECTRIC GENERATING STATION
Units 1 and 2

Docket Nos. .1N 50-498, STN 50-499,

Response to Report of Investigation 4-87-006 (Part Q1

NRC Statement of Findine (Part C)

During the course.of the investigation, 01 determined that one of
the NS0s knowingly and intentionally falsified his Patrol Log to
conceal the fact that he failed to complete his required patrol
rounds of the Fuel Handling building (FHB). Although NSD
management personnel were aware of this incident, the guard;-
retained his position, and the incident was never reported to the
NRC in compliance with 10CFR73.71.

Houston Lichting & Power Response

HL&P concurs that a nuclear security officer did not complete his
required patrol rounds, and that he falsified the patrol log.
Apparently, because this was the first instance of unacceptable
performance by this nuclear security officer, the HL&P Physical
Protection Services Division Manager decided that the officer
should be given a reprimand and also counseled. The Physical
Protection Services Division Manager is no longer with HL&P. The
officer was subsequently terminated for other reasons.

Section 2.2.3 of the Interim Fuel Storage Plan states: " Periodic
patrols of the FHB perimeters... will be accomplished by trained
members of the security force, randomly, at least once each hour
when access control points are not in operation." Access control
points were in operation during the time of this incident since
they were maintained continuously after fuel was received on site;
therefore, no patrols wero required. Nevertheless, the patrol was
continued in order to meet insurance commitments. Since the
patrol was not required by the Interim Fuel Storage Plan, security
management at that time determined that no " lessening of the
Physical Security System" occurred, and that no reporting was
required per 10CFR73.71.

A site reporting manual and procedure are now in place to ensure
compliance with reporting requirements These documents were
developed to support reporting required by the Operating License
and include 10CFR73.71.

j
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SOUTH TEXAS PROJECT ELECTRIC GENERATING STATION
Units 1 and 2

Docket Nos. STN 50-498, STN'50-499
Resoonse to Report of Investigation 4-87-006 (Part D)

NRC Statement of Findine (Part D)

During the course of the investigation, OI discovered that STP
officials were aware that the site's intrusion detection system
was defeatable by a specific test. NSD management arbitrarily

'

determined that STP was not committed to probability testing
requirements of Regulatory Guide 5.44, although the PSP clearly
committed STP to probability tests.

Houston Lighting & Power Response
:

HL&P concurs that there was a vulnerability in the site's
intrusion detcetion system in that it could be defeated by a
specific. method. Vulnerability could have permitted entry into
the Protected Area only, and would not have been easily
exploitable. In security management's judgment at the time, prior
to discussions with the NRC, this method was outside regulatory
requirements. The intrusion detection system was designed in
accordance with RG 5.44. Following discussions with the NRC, the
system was modified to correct the vulnerability, resulting in its
acceptability to the NRC to support a low power license.

HL&P concurs that the probability testing requirements of Regulatory
Guide 5.44 apply to the site's intrusion detection system, and were
necessary to properly test the security system. The PSP had committed
that the intrusion detection system be " designed" in accordance with RG
5.44. Security management had interpreted the term " designed" as to nor
encompass the testine requirements of RG 5.44. Further review by HL&P
and the NRC determined that the PSP had been approved by NRC based upon
the understanding that probability testing would be performed.

The following corrective actions have been taken:

1) A manufacturer's representative was brought to STP and, under his
and Arvin Diamond's (system supplier) direction, configuration and
component modifications were made until the system vulnerability
was corrected.

2) Probability testing per RG 5.44 was initiated as of
June 27, 1987. The Nuclear Security Department has adopted
procedures under which they continue to conduct probability
testing.
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