UNITED STATES
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D. C. 20655

December 7, 1987

MEMORANDUM FOR: Thomas E. Murley, Director

FROM: Lawrence J. Chandler
Assistant General Counsel for Enforcement
Office of the General Counsel

SUBJECT: 2.206 PETITION INVOLVING THE WOLF CREEK
GENERATING STATION

In a petition dated November 12, 1987, the Nuclear Awareness Network (NAN)
has requested, pursuant to 10 C.F.R., 2,206, that the NRC institute an
investigation to determine whether licensees are satisfactorily maintaining
security (and control over activities at the site in general) at the Wolf Creek
Cenerating Station (WCGS). According to NAN, members of the public
presently are being exposed to undue radiation when they trespass into WCGS
restricted areas to fish in the WCGS cooling lake. NAN further claims that
the easy access to the cooling lake nresents an emergency planning concern
since unauthorized members of the public might be on site during a
radiological emergency, and that this easy access also represents a security
breakdown which could be exploited by terrorists.

We have enclosed for your use a draft letter of acknowledged and a Federal
Register notice. My office will assist you and your Staff in developing a
response to the petition. Please place my office on concurrence for any
correspondence concerning these petitiops.

Lawrence 4. Chandler
Assistant Ceneral Counsel for Enforcement
Office of the Ceneral Counsel

Enclosures:
1. Draft acknowledgment letter

- §9 Federal Register notice
3. Topy of Pe%otion
cc: W. Olmstead, OCC

R. Martin, RIV
J. Lieberman, OE

CONTACT: Lee Dewey, OGC
492-7036




Stevi Stephens, Director
Robert V. Eye, Counsel
Nuclear Awareness Network
13474 Massachusetts
Lawrence, Kansas 66044

RE: 2,206 PETITION RECARDING WOLF CREEK GENERATING
STATION

Dear ,&g/ Petitioners:

This is to acknowiedge receipt of your petition dated November 12, 1987
requesting, pursuant to 10 C.F.R. § 2.206, that the Nuclear Regulatory
Commission institute an investigation to determine whether security is being
satisfactorily maintained at the Wolf Creek Generating Station (WCGS) to
protect the public from exposure to radiation and to prevent terrorist
activities, As a besis for your request, you assert that members of the
public are presently trespassing into restricted WCCS areas to fish at the
WCGCS cooling lake and that there have been past examples of inadequate
security at WCGS,

We are evaluating the issues raised in your petition and will respond to
your request within a reasonable time.

Enclosed for your information is a copy of a notice which is being filed

with the Federal Register.

Thomas E. Murley, Director
Office of Nuclear Reactor Regulation

Enclosure: As stated

cc: Licensee



[7590-01]

NUCLEAR REGULATORY COMMISSION
[Docket Nos. 50~ |
KANSAS CAS AND ELECTRIC COMPANY, ET. AL.
RECEIPT OF PETITION FOR DIRECTOR'S DECISION UNDER 10 C.F.R. § 2.206

Notice is hereby given that Ms. Stevi Stephens and Robert V. Eye on
behalf of Nuclear Awareness HNetwork have requested that the Nuclear
Regulatory Commission institute an investigation pursuant to 10 C.F.R,
§ 2.206 to determine whether security is being satisfactorily maintained at the
Wolf Creek Cenerating Station (WCCS) to protect the public from exposure to
radiation and to prevent terrorist activities. The alleged basis for this
requested action is that members of the public are presently trespassing into
restricted WCCS areas to fish at the WCGS cooling lake and that there have
been past examples of inadequate security at WCGS,

This petition is being handled as a request for action pursuant to 10
C.F.R, § 2,206 of the Commission's regulations and, accordingly, appropriate
action will b~ taken on the request within & reasonable time. Copies of the
petition ar. available for inspection in the Commission's Public Document
Room, 1717 H Street, N.W,., Washington, D.C., 20555,

u.e"*b"

Dated at Bethesda, Maryland this __ day of ‘Raaa, 1987.

FOR THE NUCLEAR REGCULATORY COMMISSION

Thomas E. Murley, Director
Office of Nuclear Reactor Regulation



OFFICE OF THE SECRETARY
CORRESPONDENCE CONTROL TICKET

PAPER NUMBER: CRC-87-1310 LOGGING DATE: Nov 16 87
ACTION OFFICE: EDO

AUTHOR: §. Stephens
AFFILIATION:

LETTER DATE: Nov 12 87 FILE CODE: ID&R~5 Wolf Creek

SUBJECT: Inadeguate security at the Wolf Creek Generating
Station, Burlington Kansas

ACTION: Appropriate

DISTRIBUTION: Docket

SPECIAL HANDLING: None

NOTES: Please advise SECY of action taken
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16, Fetitioner recuests that the Commission and staff take
adminigtrative notice of octher security problems at WOGE i1ncludg-
ing but mnot limited to the Report to Congress on Abnovmal
Qeoocurrances, July-beptember 1986, pR. 918, NUREG 0290, This
report indicates that the subject bDreakdown irn security at  WOGES
was & serious faillure to comply with NRC regulations pertaining
serious faitlure to comply with NRC reaulaticons pertaining to
physical barriers. A copy of the peartinent part of this report
is attached hereto, made a part hereof and is marked Exhibit &,

17, Fetitioner reguests that the Commission and staff take
administrative notice of the findinpgs in the NRC report erntitled
"Trends antd Patterns Analyeis of the Operational Experience of
Newly Licensed United Etates Nuclear PFower Reactors", RAugust,
1986, REID/PERB4., At page 13 of this report 1t 16 rnoted that WEGS
experienced an apove average rnumber of security events bteginnirng
gix to ten monthes after itssuarce of full power license. A enpy
of the pertinent part of this report is attached nereton, mace a
part harect ad 18 marved Exhibit 3,

i8, Fetitioner reguests that the Commissiorn arnd staff take
administrative notice of the NRC Information Notice Number 87-87
dated June 1@, 1987 entitled "Ivanian Officral Implies Vague
Threat to U.8B. Rescources”’ that alerts licensees of nuciear power
reactors to potential attacks from terrorits.

1585 The patterrn of 108 CFR Part 73 security bpreakdowns at WOGES
coupled waitn the recent acove-menticoned Information Notice and
the apparent easy access to the cocling lake oreates 4 situation
whiaith may be exploited by terrorists. The peretration of the
WEES site boundary rapresents ¢ sericous breakdown of perimeter
gecurity at the facility. Fetitioner recuests tnat the NRO
investigate this matter and determine whether the praovisions of
12 CFR Fart 73 are adeguately established and implemerted by the
lLicensee,

etV The penetration of the WEBE site boundary as aboves-
describdbed may indicate the inability of the licenser to oontrol
activities within the restricted or exclusicr area as defirned at
19 CFR Vart 20.3(14) arnd/acr 18 CFR Lart 1090.3(a) and as described
i WEGH Techrnical Bpecifications at secticon 5.1.1, Figure 5, 1-1]
and section 5. 1.3, Fetiongr requeste that the NRDC investigate
this issue and determineg whether the licerses i1¢ able to mairntain
the integrity of 1te restricted and/or exclusionary zones.

el The penetration of the WLGS site boundary ang the preserce
of aAngdividuals on the shoreline or in the WCES coocling lake may
repraesert a condition that requires changes in the licensee’s i
CFR FPart 5@,.47 and Appendix E ernergency plans. Fetit iorner
requests that the NMRC 1nvestigate this 1sSUR ang  determine
whether the licensee's emergency antd @vacuat iaw plans include
ageguate pravigsicons for notification and evaocuwation o alld
Iindividuals present inglide the site Qoundary A luding G s
flong the shoreline or on the surface of the WEES cosling lake,

[




Sty WHEREFORE, Fetiticrner respectfully reguests pursuant to 10
CFR Fart &.296 that an investigation by the NRC be conmerces to
getermine whether the licensee authorized to ooerate the WOGS is
ivi compliance with the repulations setr forth at 1@ CFR Part T3,
1@ CFR Part 20.3(14), 12 CFR PFart 122, 3(a) and Techrnical
Specitications 5.1.1 ANt S.t. 3, and 1@ CFR Part S@.47 andg
Aprendix £, and/or other regulations applicable to unauthorized
pernetration of the WCGEE si1te perimeter.

&3 WHEREFORE, if upon invesitgation and analvsis the NRC
determines that the licensee 1% iv viciation of any or all of the
Aabnove-cited regulations and/or Technical Specifications and/or
ather applicable regulations or Technical Specifications that
appropriate enforcement and coarrective actions be commenced i
arder to assure that the licensee is operating the facility in &
safe and lawful manver.

Respectfully submitted,

oy
St ST

Robert V. Eye

Counsel for NAN

1347 1/&8 Massachusetts
Lawrgnce, Kansas BHEQH 4
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Nuclear fishing?

Anglers want big ones at Wolf Creel

By Rick Montgomery

statt writer

urlington, Kan.—Oh, to fish on
B the lakeshore at the Wolf Creek
Generating Station

Anglers of eastern Kansas dream
of this. Word has it that deep in the
nuclear power plant's cooling lake
are the really big ones. Millions of
them. Batches of bass, caches of
catfish, wall-to-wall walleye

Stories zre told of fishermen on
midnight missions, how they sneak
onto plant property, find a cozy spot
in the sunflcwers and cast out into the
sky-blue waters of the nuclear age.

Atomic fishing, if you will

But you can't

As the Wolf Creek Nuclear Operat-
ing Corp. sees it, the 5,000-acre, man-
made reservoir and the fish in it
belong to the plant. State conserva-
tion officiais would like to make a
deal with the utility to open the lake
95 miles southwest of Kansas City to
public fishing. Utility officials say
they aren't opposed to the idea, but
they're concerned about plant securi-
ty and evacuation plans

Scientists at the plant are studying

the options. Little progress toward an
agreement has been made in the last
three years
In that time, big fish stocked by the
utility have only gotten bigger, feast-
ing on little fish that otherwise would,
multiply and gum up the works of the
plant's cooling system
It's your basic predator-prey rela-
tionship,” said Mik: Theurer, fisher-
ies division chief for the Kansas
Department of Wildlife and Parks
The top predator isn't allowed out
there, and that's man
The fishing? Oh yeah, it'd be
cream
The eating?
researchers say
Just as the coolant in a car radiator
doesn’t flush through the pistons, wa-
ter from the reservoir never comes in
contact with radioactive equipment
It's simply used to cool the steam that
drives a turbine that turns an electric
generator
Then the water is returned to the
lake, about 35 degrees warmer than i§
was when pumped into the plant
The fish seem to like this range
temperatures
‘There's nothing special about the
water that makes fish thrive, but there is
& nice gradient of temperatures, said
Rich Monzingo, senior biologist for Com
monwealth Edison Co., an [llinois-based

Perfectly safe,

utility that opened a public fishing park
on one of its nuclear cooling ponds last
year.

“They can move around in water that
best suits them,” Monzingo said. “In the
winter, some may prefer the warmth of
the water discharged from the plant. In
the summer, they may go to the other
end, near the intake screens.”

The result can make a sportsman's
stomach growl.

Monsters of the deep

A 21-pound striped bass recently was
pulled from the Wolf Creek lake by the
plant's environmental research team,
said Ronn Smith, nuclear information
supervisor at Wolf Creek.

fore that, members of the Kansas
chapter of the American Fisheries Soci-
ety were invited to tour the plant and
check out the methods used to catch and
study fish. Their jaws dropped when
they saw a net pulled from the lake,
pa-ked and squirming.

“Those of us familiar with what's
down there were not surprised at all”
Theurer said.

The utility stocked more than 6 mil-
lion fish in the late 1970s and early 1980s
to control the growth of smaller nui-
sance fish. In 1986 alone, researchers at
Wolf Creek pulled out almost 3,000
pounds of fish samples. Often the scien-
tists rely on an electric charge to stun
the fish, causing them to float to the
surface

A couple of whoppers have even been
mounted in the offices of the plant’s
environmental staff

State conservation officials fear the
lake is becoming overpopulated with
each passing day

“You're eventually going to have di
minishing numbers and increasing
weight,” Theurer said. “They're going to
eat themselves out of house and home.”

But Wolf Creek officials aren't yet
ready to turn their lake into a fishing
hole

Signs saying ‘“‘Private Property-No
Trespassing” are posted around the
area, but all it takes to get to the lake is
determination and perhaps a pair of
boots. Many areas are protected only by
weeds or a short barbed-wire fence

Bob Rainbolt, owner of Rainbolt & Son
Bait Shop in Burlington, said: “Honest
people are the only ones around here
who haven't gotten fish out of that lake

The fishermen sneak in there at
night. With a full moon, you don't need a
lantern Everyone I've talked to say

Wolf Creek
Nuclear Plant

Star mag

there's something wrong if you can’t get
some nice catches out there. I say you
open 'er up.’

The plant has security guards on a 24-
hour basis, but keeping a close eye on a
lake that spreads for miles has proved
difficult. Coffey County Attorney Steve
Boyce said he has never been presented
a case of criminal trespassing on the
lakeshore, which cou!d result in a one-
year sentence

Wolf Creek spokesman Smith said a
plant committee is studying the public
fishing option “more seriously now than
in the past But questions are still
out there

What if a nuclear emergency oc
curred, for example? Could the plant
alert a lake full of anglers in 15
minutes —fast enough to satisfy the Nu-
clear Regulatory Commission?

And what about the gizzard shad”

That's a nuisance fish, capable of
bunching up in large numbers and clog-
ging the intake screens through which
530,000 gallons of cooling water are




pumped every minute
‘They can literally
down,"” Smith said

The la. ger fish eat the gizz: rd shad. In
that cootext, utility officials say, a
largemouth bass or a black Luilhead can
be regarded as maintenance equipment
“They do a good job for us,” Smith said
“They're not even on the payroll.”

Which leads utility officials to pose
this argument: We wouldn't consider
letting everybody fool around with, say,
our reactor cavity seal rings. Why must
we give them access to our fish?

Sirens on the water

But some of the biggext fish in Illinois
have been pulled from public ponds at
Commonwealth Edison’s power plants,
including one nuclear facility

Let’s face it. It's good P.R.,"” said
Commonwealth Edison spokesman Deb-
bie Vestal. “The community helped us
build these plants, so why not give back
something?”

At the company's LaSalle Nuciear
Generating Station southwest of Chica-
g0, a 2,000-acre cooling lake was opened
last year as part of a public park. The
utility installed sirens around the lake to
comply with NRC warning regulations
and has leased it to the state at $1 per
year

‘Before that, we were finding holes
cut into our fences by fisherman sneak-
ing in," Monzingo said. “The existence of
fish in the lake was creating a security
problem. We had no way of knowing
when people were on our property Now
the fishermen sign in and are kept in
check

The Kansas City Power & Light Co
and Kansas Gas and Electric Co., princi-
pal owners of the Wolf Creek piant
allow fishing at all their coal-fired
plants where cooling lakes are iarge
enough

I'hat includes their conventional plant
near La Cygne, where the Kansas De
partment of Wildlife and Parks and Linn
County operate a park. One fisherman
} hoasted to a reporter that the fish

re “are probably the fightingest fish

shik the plant

I ever caught
it then, that's not atomic fishing
The word ‘atomic’’ changes the game
KCP&L officials said last week. NRC
rules apply: Wolf Creek must submit a

plan that would allow everybody inside
‘ notified of

€ mile radius to be d
mishap within 15 minutes, fishermen
inciuded

A lot of people working here want !

fish. too.” said Wolf Creek spokesman

Smith, and rumors are afloat that the
utility may combat the growing !ish
population by opening the lake 4
ployees only. He doubts that will happen

A fishing lake for executives ¢

Dan Haines, an environmental biologist, weighs a bass from the cooling lake at
the Wolf Creek nuclear power plant. Many of more than 6 rillion fish stocked in
the lake in the late 1970s and early 1980s have grown large under good
conditions. but fishing is prohibited. A committee is studying the possibility of

nublic fishing.  (special to the Star)

;aid “That just wouldn’t look go »d iquatic critters will battle it out among
Wolf Creek operates in a public forum themselves, waging a Hungriest and
the meantime, area fishermen Meanest-Fish-Wins contest
{ avers with tackie and x;;wh(g-_\ ht atch the winner
A for a decision. And Wolf Creek'’s
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maintenance performed on it in January 1986. It is not certain if the
poor connection was the result of thic previous maintenance activity

ks Difficulty was encountered during the event in resetting the main steam
isolation bypass valves. The problem could not be recreated during inves-
tigation. The associated Monthly Surveillance Test was performred
successfully.

Following the above, the plant was restarted. After reaching 20% power on

July 11, 1986, the licensee satisfactorily reperformed the Loss of Control Room
Functional Test. Subsequently, the plant reached 100% power and on August 19,
1986, the licensee declared the plant to be in commercial operation,

NRC - The NRC monitored the licensee's corrective actions to assure that they
were responsive and satisfactory before permitting the plant to restart

On November 12, 1986, the NRC forwarded to the licensee a Notice of Violation
and Proposed Imposition of Civi? Penalty in the amount of $50,000 (Ref. < § B

The first violation pertained to a significant failure in the licensee's design
control program. The second violation pertaired to the licensee's failure to
establish adequate procedures for the Loss of Control Room Test.

The NRC AIT's report was issued on July 25, 1986 (Ref. 8).
1dent is considered closed for the purposes of this report.

R R R REER 2 S

86-17 Significant Safeguards Deficiencies at Wolf Creek and Fort St Vrain

The following information pertaining to this event is alsy being reported con-
currently in the Federal Register. Appendix A (see Example 8 of "For AN

| ) of this report notes that any substantial breakdown of physical
security, such as access control, that significantly weakened the protection
eft, diversion, or sabotage, can be considered an abnormal occurrence,

ate and Place - On July 7, 1986, NRC Region IV issued enforcement letters
wtar'fﬁw severity Level II violations to the licensees of two nuclear power
plant stations for serious deficiencies in plant physical barriers. he 1i-
censees are (1) Kansas Gas and Electric Company (KG&E), operator of the Wolf
Creek Generating Station, a westinghouse-designed pressurized water reactor
ocated 1n Coffey County, Kansas; and (2) Public Service C mpany of Colorado
(PSC), operator of Fort St. Vr: n, @ General Atomic Corporation-des gned high-
temperature, gas-c ed reacto ited 1n Weld County, Cclorade
Nature Probable Consequences = The July 7, 1986 letters identified serious
failure "the Ticensees to comply with NRC regulatory requirements pertaining
Lo physical barriers the most serious examplie, 1t was determined at the
wolf Creek Generating Station that multiple uncontrelled access paths existed

4
from the Owner Controlled Area (OCA) into the Protected Area (PA) and in two

o " c - p s - A e A T - ” » pw » { | ’
nstances into Vital Areas (VAs). £ dition was genti1t1e by the Censee
part of a3 guality assurance surve lance followup and confirmed Ly &
o P a , [ 4 ’
. V safeq S S§ t ' react pect No. ¢ >/85-44
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Trends and Patterns Analysis of the Operational Experience
of

Newly Licensed United States Nuclear Power Reactors

August 1986

%

Program Technology Branch
Office for Anﬁ&zsis and Evaluation

of Operational Data

Principal Investigator:
Thomas R. Wolf

NOTE: This report documents the results of a study by the Office for
Analysis and Evaluation of Operational Data. The findings and
recommendations do not necessarily represent the position or
requirements of either the responsibie program office or the
Nuclear Regulatory Commission.



during routine inspection No. 50-267/85-32 (Ref. 10) two uncontrolled access
paths from the OCA to the PA and VA, In this situation, each access had a
barrier installed, but each was evaluated to be inzdeqgiate and not capable of
preventing an intruder from defeating it easily.

In these examples, conditions existed whereby an intruder cotuld have ob!ined
unauthorized and undetected access into protected and/o: vital areas fro. the
OCA It appeared from the inspections and review of licrnsee records that the

onditions had existed at both plauts for a minimum of six ty seven months

auses - The cause of these occurrences was a failure in management
Tuding design oversight during the system planning stages, con-
ion deficiencies, and the failure of the stariup testing/surveiliance
C to identify these deficiencies. Another related cause at the Wolf
ek Generating as the failure of management to provide coordinatior

wd
ng the various anizational entities which may affect facilily socurity,

+
.
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Taken to Prevent Recurrence

= In each case identified, the licens«e “vok immediate corrective
post compensatory guards and install appropriate barriers. At Fort
Nuclear Station, the affected piping was secured with adeguate bar-

a routine surveillance was initiated to ensure that no degra.-tion to
similar barriers had occurred The Wolf Creek Generating Station
acceptable barriers where required 2:d initisted a comp ete walkdown

and VA identify ali possible points of viuimrability. This work
+

-

te
¢ g conducted by a KG&E Security Passive Harrier Task Force that was
ormed to review all penetrations in passive larriers to assure that no further

+

ied engineering/design
irements are considered
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the safeguards program/sys

If Creek Generating station
' to all the Regio censees
them to the possil ieneric




