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Secretary of the Commission
Docketing and Services Branch

U. S. Nuclear Regulatory Commission
Washington, D. C. 20555

KMLNRC 86-230
Ret Docket 50-482
Subjs Comments on Proposed Rule on Criminal History Checks

Sirs
On November 7, 1986 a proposed rule requiring criminal history checks for

all individuals having access to a nuclear facility or access to Safeguards
Information was published in the Federal Register (51 FR 40438). This draft

regulation was published in response to >tion 606 of "the Onmibus
Diplomatic Security and Anti-Terrc ism Act of 6" which required the NRC
to 1issue regulation: to establish condit for the use and control of

criminal history data received from the FBI.

Kansas Gas and Electric Company has reviewed the proposed rule and offers
the attached comments for your consideration.

If you have any questions concerning this matter, please rontact me or

Mr. O, L. Maynard of my staff.

Very truly yours,

\vb[»am
foﬂf’ Glenn L., Koester

Vice President - Nuclear
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73.57(a)(1)
Comment 1

The proposed rule would require Licensees to fingerprint all ..dividuals who
have access to any Safeguards Information. While Licersees should be able
to comply with this requirement for their own personnel, “t will be
extremely difficult (if not impossible) to effectively administor a program
that covers all of the contractors and subcontractors that may have access
to Safeguards Information, There are several large contractors such as
Architect/Engineers, NSSS vendors, security contractcrs, equipment
manufacturers, and others that have numerous engineers, technicians, and
clerks in their offices who have access to Safeguards Information for a
number of Licensees.

Currently, 10CPR73.21 is worded such that these contractors and vendors are
required to have mechanisms in place to control and protect the handling of
Safeguards Information. However, the proposed 10CFR73.57 places the
fingerprinting requirements totally upon the Licensees. The proposed rule
should be modified to either exempt certain catergories of Safeguards
recipients or allow a mechanism whereby the contractor or vendor can have
their own program for meeting the requirements of 10CPR73.57. At most, the
Licensee's responsibility should be 1limited to verifying that these
contractors and vendors have a program in place to meet the regulatory
requirements.

KG&E believes that if this modification is not made, the Licensees and the
NRC will encounter several significant problems related to compliance with
and enforcement of the proposed rule. The following examples point out some
of these potential problems.

. A licensee cannot be reasonably assured that the fingerprints of all
new employees of a non-licensee company handling Safeguards Information
are submitted and approved unless he asks for transfer of criminal
history check records for all employees every time services are
purchased.,

2, For ongoing service contracts involving Safeguards Information in the
possession of a non-licensee company, the licensee may be in violation
of the rule if the company hires a new employee and allows him access
to Safeguards Information,

Comment 2

The responsibilities of the licensee are not clear if an employee or a
contractor had access to Safeguards Information before this rule goes into
effect and subsequently left the company.



Attachment to KMLNRC 86-230 December 8, 1986
Page 2

At the present time, the concept of "escorting" does not apply to access to
Safeguards Information in the manner that it does for access to the
facility.

Comment 3

KGAE believes the new rule should address how Safeguards Information
submitted to non-licensee companies prior to implementation of this rule is
to be handled, KG&E suggests that all information distributed before
issuance of the new rule be "grandfathered" under the old rule and exempted
from the new requirements and that persons who had access to Safeguards
Information before this rule who no longer have access be exempted from
fingerprinting.

73.57(v)(1)

Comment 1

The requirement to fingerprint each individual who has access to Safeguards
Information could create a treme 'dous burden of delays and paperwork for the
licensee. At the present time, the concept of "escorting" does not apply to
access to Safeguards Information in the manner that it does for access to
the facility. Additionally, there are no explicit provisions to establish
the level of importance of a safeguards document (i.e., very sensitive,
somewhat sensitive, contains some small detail which makes the document
safeguards). Thus all persons requiring access to any safeguards document
would be required to be fingerprinted.

KG&E typically treats any document which may be considered to border on
Safeguards Information as a full fledged Safeguards document. The new draft
rule would penalize any Licensee which takes this approach by requiring
massive paperwork to handle these documents. One possible consequence may
be that many licensees, while remaining in compliance with the regulations,
would relax their interpretation of the definition of Safeguards Information
to reduce the number of Safeguards documents., This has the potential for a
resulting decrease in the overall security program effectiveness not only
for individual licensees but for the nuclear security industry in general.

Comment 2

The existence of any one Safeguards document could result in a whole new set
of individuals requiring fingerprinting. For each licensee, several
security vendors, contractors, manufacturers and Architect/Engineers (A/E)
have access to Safeguards Information. Microwave (intrusion detection)
vendors have access to microwave locations, microwave terminations and some
interfacing terminations; closed circuit television (CCTV) vendors have
accesa to the CCTV layout, CCTV terminations and CCTV switching; gecurity
computer vendors have access to all software, all computer manuals and the
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majority of the interfacing terminations; A/Es (sometimes more than one per
utility) heve access to all of the above; control console
vendors/manufscturers have access to all console terminations and layouts.
All of these companies' employees with access to this information would have
to be fingerprinted.

Also KG&E considers its Security Guardhouse plans Safeguards Information.
Under the new rule a plumber who works cn the drains in the Security
building would require fingerprinting since he needs access to safeguards
drawings which show the location of drain lines, even if he was escorted
becauvse he didn't have plant access.

Comment 3

KG&E believes the requirements of this section may 1limit the number of
available sources for vendor services performed in security areas and on
security components. The number of bidders on security projects or services
could be reduced since fingerprints of their employees would have to be
submitted to and returned from the NRC before they could receive the small
number of safeguards documents needed to prepare a bid. Many small
companies may find the increased restraints not worth their effort. This
could also cause significant delays in restoring security system
effectiveness,

Comment 3§

XG&E believes that the definition of Safeguards Information should be
modified if this rule is implemented. The portion of 73.21 whinh requires
that equipment locations (i.e. microwaves and CCTV) are Safeguards should be
deleted. This would remove a large portion of information poscessed by
intrusion detection and CCTV vendors from the Safeguards category.

Comment 5

KG&E believes some provision needs to be added to the rule to provide for an
interim screening process. If a facility, during normal operation or during
an outage, has a sudden unexpected equipment failure, a large number of
personnel may be needed immediately to fix the problem. Escorting a large
nunber of people during a very busy time period is impractical and if the
work is in radiation areas, a large number of escorts is not consistent with
the ALARA concept. A 25 day delay for fingerprint verification which
prevents a plant from starting up could cost millions of dollars. If people
with less technical expertise are used solely because they have access, this
could reduce the margin of protection of the health and safety of the
public. KG&E recommends modifying the draft rule to allow the option of a
180 day interim screening period provided that all other screening processes
as identified in the utility's Security Plans are completed. mis 1s
consistent with the Access Authorization Plan as proposed by NUMARC,
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73.57(b)(3)

The proposed rule states that temporary employee's fingerprints need not
be taken so long as the individual has been fingerprinted within the last
180 days. KG&E believes this requirement should be from the time of
discharge, not from the time he was last fingerprinted. It is conceivable
that a temporary employee could work at the facility for over six months, be
laid off for a month, then be rehired. KC&E believes that the individual
should not have to be fingerprinted unless the break in service was longer
than 180 days.

73.57(4)(3)

Typically, all on-going processes (MMPI, Psychological Interviews,
Background Investigations, etc.) are paid for on a monthly billing cycle.
KG&E believes that a monthly billing cycle would be cost effective for both
the NRC and the licensee. The proposed rule would require the licensee to
modify accounting and cashier processes in order to prevent further delays
in receiving the results. Such modifications would weaken preventive
measures establirhed to protect against misappropriation of funds, etc.

73.57(e)(2)

KG&E believes that the process of resolving challenges to information
obtained in criminal history record checks is necessary to preserve the
rights of individuals but it may compromise overall security system
effectiveness.

One area of potential difficulty is acquiring vendor services via the
bidding process, which is required of many public utilities. If the bidding
process involves access to Safeguards Information, each employee of the
bidding vendor with access to this information would be required to be
fingerprinted.

In cases where employees of a bidding contractor choose to challenge the
results of a criminal history records check, since the proposed rule
specifically forbids taking final adverse action in this sase, the licensee
may be forced by the bidder to delay the closure of the bidding process
until the challenge has been resolved. This would 1likely result in
extensive delays in acquiring vendor services and could also cause
significant delays in restoring security system effectiveness.
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Supplementary Information

The Supplementary Information Section of the draft rule says that changes to
the Security Plans are not required. KGXE believes that the Security Plans
of some licensees are not compatible with all the provisions of the draft
rule., KG&E recommends including a specific provision in the rule stating
that changes to existing approved Security Plans are not required,

In response to the question raised in the Supplementary Information Section,
KG&E currently screens all personnel with unescorted access regardless of
their need for vital sector access., KG&E believes it would be inefficient
to establish two seperate screening programs.



