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REPORT DETAILS

(SECTIONS I THROUGH XVI)

INTRODUCTION AND SCOPE

SECTION I

1.

2.

’
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Persons Contacted:

Morgan Moore, Cimarron Facility Manager

Raymond Janka, Manager, Administration and Accountability
Fred Welch, Security Officer

Barbara Barris, Cuard

L. J. Kephart, Guard (Shift Supervisior)

Scope

This inspection covered the Kerr-McGee (K-M) approved security plan,
License Conditions MPP-1 to License No. SNM-1174 (with exceptions)
and 10 CFR 73 requirements, as applicable. :

Introduction

The physical security inspection of the K-M Plutonium Plant, a part
of the Cimarron Facility, was conducted on May 6-9, 1974.

The security plan, initially submitted on January 5, 1974 to the
Materials and Plant Protection 8ranch, Directorate of Licensing,

. was revised following a visit of Dr. Frank A. Costanzi on February 6- 8,

1974. The revised security plan was submitted to DL on February 27,

and March 6, 1974 and incorporated several modifications suggested by 1
Dr. Costanzi¢ In order to accept the revised plan, it was found |
necessary to issue Amendment MPP-1 to License No. SNM-1174 to add a

pew License Condition 9.0, effective March 6, 1974. Some conditions |
vere effective immediately; certain exceptions were granted with respect i
to placement of detection equipment and conducting of searches (with |
acceptable provisions) and certain exceptions were granted on equipment
installation, badging and the protective force but only until May 6, 1976
(with acceptable provisions).

|
\
The numerous violations disclosed by this inspection relate mainly to the
licensee's inability to meet imposed requirements within the time allotted
(March 6 or May 6, 1974). Most violations deal with three general areas;
alarms, guards and detection aids, all long lead items.
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SUMMARY OF FINDINGS

A. Enforcement Actions:

Tue following apparent violations of AEC requirements are considered to
be of Category II severity:

1.

2.

7#,\; //JC‘ Coin AG r€/~°-,~_7" ) /y'/,/

73.60(a)(7) states, "Methods to observe individuals within material
access areas to assure that special nuclear material is not diverted
shall be provided and used on a continuing basis.”

This matter was previously reported to K-M as item No. 3 in the
enclosure to RO:III letter dated April 12, 1974. In the K-M
response dated April 29, 1974, it was stated that thé!&v camera
presently mounted on the outside of the Pu Building will be moved
inside the dock air lock area to enable the guard in the front
lobby to have visual capability to survey the area of the dock
exit Pu monitor as well as the exit door

Contrary to the above, at the time of the inspection;[}he TV camera
vas not relocated to inside the dock area to provide immediate
visual capability of the guard upon activiation of the Pu monitor
alarm. (See Report Details Page 30a)X

73.50(f) (3) states "Communications equipment shall be tested for
operability and performance not less frequently than once at the
beginning of each security personnel work shift."

In addition, the K-M Security Plan in Part 10.4 states,ﬁ'ul
communication equipment is tested at least once each shift."

Contrary to the above, the existing agreement with théf?uthrie
Police Department provides for conductin; weekly tests of the
emergency radio rather than once each security personnel work
lhiftJ (See Report Details Page 36a)

License Condition 9.3.1 requires submission of Drawing SG-2 to
include levels of illumination at variows points in the isolation
zone.

73.50(b) (5) states, "Isolation zones and clear areas between
barriers shall be provided with illuminstion . . .not less than
0.2 foot candles."
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Part 2.1.2.2 of the K-M Security Plan states.’gﬁhe vinimum
{1lumination along the barrier (protected area perimeter fence)
4s .2 foot candles at grourd level. The front of the building
and the entrance to the protected area is lighted by t same
type of fixtures and minimum illumination is the same.%

Contrary to the above, a revised SG-2 drawing has not been

ubmitted to Licensing to date to depict the levels of
41lumination at points along the barrier. Also, during a night-
time inspection on May 7, 1974, the levels of illumination
provided the southeast fence corner and fronting the Pu Building
main entry area and fence line do not appear to meet the minimum
of 0.2 foot candles. (See Report Details Page 2032}

License Condition 9.3.2 require§£EThe sazple window in the east
wvall of the plant shall be alarmed to detect unauthorized opening
and locked from the outside. . ..

Contrary to the above, thefsanple window has not been equipped
with an alarm or exterior lock. (See Report Deraiis Page 33a)%

License Condition 9.3.4 states in part. . . "At the point of the
exit search from a material access area, the licensee shall use
a motal detector in conjunction with the special nuclear
material detector."

Contrary to the above, a wetal detector ¥as not been installed to
date at the point of exit search from the material access area.
(See Report Details Page 28a)

License Condition 9.3.5 states){iThe licensee shall install a
motion detector in the storage vault. . "

Contrary to the above, the{éoticn detectwr was only partially
installed but was not operable or tied imto the alarm console.
(See Report Details Page 3232*

73.50(a) (1) states, "The licensee shall establish a security
organization, {ncluding guards. . ." Parz 5.2 of the K-M Security
Plan states, "'The shift organization will consist OLEIwWO armed

guards at guard posts 1 and 2, and a supervisor. The guards and
the supervisor will be armed and uniformed."

Contrary to the above, protective persommel assigned to post and
supervisory duties were neitheg‘%rmed’ﬁaz uniformed and therefore
did not meet the definition of "guard" ar specified in 73.2(c).
(See Report Details Page 13a)




License Condition 9.5 states, "The door between thodBxhaust air
fan room (Room 20C1) and the supply air far (sic) room (Room 202)

shall be alarmed to detect unauthorized openingin accordance with
10 CFR 73.50(d)(2) and 73.50(c)."

Contrary to the above, anilam had not beeg installed on the
subject door. (See Report Details Page 33a§

License Condition 9.7 states,". . .The licenseeﬁhall iastall
balanced magnetic switch type intrusion alarms on all emergency
exits and all normally locked points of ingress and egres§
accordance with 10 CFR 73.50(d)(1) and (2) and 73.60(c).

in

Contrary to the above, these portals areﬁtill equipped with
non-acceptable plunger-type alarms which have not been replaced
by balanced magnetic switches. (See Report Details Page 33@
‘License Condition 9.8 states,f’l‘he licensee shall provide for both
central alarm stations to be continually manned. . . :i

73.50(d) (1) states that, "All alarms required pursuant to this
part shall annunicate in a continuously manned central alarm
station located within the protected area and in at least one

other continuously manned station, mot necessarily within the
protected area. . ." -

Also, License Condition 9.18.1 granted an exception from the

requirement for a&econdary alargst.ation only until May 6, 1974,
wvith certain cenditions.

Contrary to the above, although both postsﬁ?u Plant Pest No. 13~
and U Plant Post No. 2) are continuously manned, the&econdary alarm
annunicator was not installed or operable at U Plant Post No. 2

at the time of this 1nspection_,} (See Report Details Page 32a)

Jicense Conditions 9.16.1 and .2 - A exception to the requirement for
search of individuals and packages at the entrance point into the
protected area provided £ That a weapon (metal) detector is located
outside the guard station (Post No. 1). . . such that an individual
is searched for weapons prior to entry into the guard starion'"; and
that "an electric door lock is provided on the outside door to the
guard station which is operated from within the guard stationii

Contrary to the above, theﬁnetal detector, though installed at the
location specified, was not operable at the time of this inspection.
Also, the electric door lock on the entry door had not been installed}
as yet. X(See Report Details Page 323?

N\
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32. License Condition G.17.2 states

that "That storage areas in the

fabrication area and in the (inspection and) assembly are2 shall
be protected by intrusion alarms when these areas are unoccupied.”

Contrary to the above, {ntrusion alarms were not installed or
_operable at these locations at the time of this inspection.

(See Report Details Page 29a)

13. Llicense Condition 9.18.2 - An exception until May 6, 1974 was

grante rom the commitment to

use detectors to search individuals

entering the plutonium plant protected area provided a hands oo
search is performed under the surveillance of a guard. The licensee
ghall conduct the searches at the poin jndentified in License.
Condition 9.16." (See Citation No. 11).

exterior breezeway was not operable. (See Report Details Page 32a

Contrary to the above, thé!éetal detector although installed in T:i
)

14. License Condition 9.18.3 states.i&?he licensee shall employ the

contract guard service as specif

ied in the licensee's security plan,

as revised, ptov{ded that the size of the temporary guard force is as
specified in the licensee's plan (two armed uards and armed shift
. supervisor) {or the permanent guard force.”

Contrary to the above, as of May

6, 1974, only‘bne contractor guard

was assigned to each shift and the K-M eaployees who have been

trained to act guards were no
Details Fage 13a)

" The following apparent violations are
severity.

1S. License Condition 9.18.4 - Until
an exception to the requirement

¢t armed or uniformed. (See Report
considered to be of Category III

May 6, l976,£the licensee is granted
that all alarms meet Interim Federal

Specification W-A-004508B (CSA-FSS) provided existing alarms are

‘maintained until replaced with a

Contrary to the above, as of May
replaced with alarms meeting the
Page 33a & 33b&

16. 73.70(d) states, "Each licensee.

larms meeting the above specificationzil
6, 197k3£§xist1ng alarms were not
specifizations. (See Report Details

. . shall keep the following records.

A log indicating name, badge number, time of entry, reason for entry
and time of exit of all individuals grarted access to normally

" ymoccupied vital area.”

Contrary to the abbve,‘i log containing s information is not
maintained. (See Report Details Page 402)

G 66 SN G G



actions Taken on Previous Items of Noncompliance

RO:III Inspection Report 070-1193/74-02 (March 11-13, 1974) identified
the two items of noncompliance, cne Program weakness and three
discussion items:

i. Thé{gombination lock of the Material Storage Vault was found to be

broken and inoperable and reportedly had been in this condition
for 8pproximately three weeks§

Action taken: A.neuiéargeant-creenleaf three position, changeable
combination lock was installed on the vault doozjhnd is operating
satisfactorily.

The visitor log used t» record individuals who visit the Plutonium
Plant did not provide a section for "purpose of visit "

several log sheets did not indicate

escort either by name or initials or

of the person visited within the protected area.

Action taken: The licensee has developed a new form on which to
record visitors to the protected area. This pew log contains a
section for purpose of visitor and the

g¢ responsibility for p
within the protected area.

standard practice to aotify personnel within
the Pu area that an alarm has been receiwd, there is no assurance
or record to indicate that each such alam is checked out by
authorized personnel to determine its cme}

Action taken: The licensee has initiated actiontgo move a TV
camera, presently mounted on the building's eéxterior, to inside the
dock area air lock to afford the lobby gmard visual capability to
survey the area where the dock exit Pu mmitor is located, as well
as the exit door. Also, the licensee is exploring the use of
additional instrumentation on the Pu morditor to compensate for
background levels during ément of material within the building
corridor and adjacent roomi:}

Since prompt and effective remedial actim has not been accomplished,
8 citation for noncompliance with 10 CFR 73.60(a)(7) is in order.
(See Citation No.1 )

T
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Other matters discussed with 1licen
meeting on March 13, 1574 were also
The status of these matters is as fo

llows:

The system for recordi
devices appeared to ne
on required tests,

Ng required tests and maint

eénance of security
ed revision. Creation of individual records

responses and inspections was deemed advisable.

Action taken:

tests, daily fe
alarm and detec

The licensee has set Up separate records for communications
nce and gate iuspections, alarm annunci-“ions and response,
tion aid tests and unusual incident reports.

The K-M agreement with the{buthrie Police Department, where a radio
TYeceiver has been Placed, provides

for weekly tests of communications
equipmeng;;'Since this arrangement did not meet the spirit and intent
of 10 CFR 73.50(£)(3) the licensee was requested to resolve this matter.
Action taken: While the

licensee is aware that regulations require tests
of all coummications equ

ipmeut at the beginning of each security force
work shift,{bo arrangements have been made to date with the Guthrie

Police to conduct thrice-daily tests of the radio Accordingly, a

citation for noncompliance with 10 CFR 73.50(f) (3) was made. (See
Citation No. 2) h :

Because the configuration of the protected area fence perimeter was

changed, the licensee had been requested to re-evaluate protective light-
ing to assure that illumination requirements are met.

Action taken: iE? Teevaluation of protective lighting had not been made and

& plot plant to reflect the levels of lighting (as requested by DL in
License Condition 9.3.1) had not been submitted. ‘Visual ir pection of the
light levels provided at the protected area fence (Southeast Corner) and
the front of the Pu Building (Main Eatry Point to Protected Area) indicated
that acceptable light levels are not appareng;k Accordingly, a citation

for noncompliance with License Condition 9.3.1 and 10 CFR 73.50(b)(5)
&pprars in order. (See Citation No. 3) :




SECTION II * GENERAL
1. Determine that the facility's plot plan indicates all

2.

3.

&.

3.

changes in physical aspects of the security programs, since
the previous inspection, in accordance with T1-9000,
Appendix A. Up to Date

ey

: ' . r
Who is the site security officer? ~_Ered “blcéj"""“""'

Does the site security of ficer have additional responsi-
bilities? 1If so, what are these responsibilities and

how ruch time is spent on additional responsibilities? e e
. Material Accountability - L G (’. R v

. Plytonium Security .... .= 752 it < Past 3 Months

,,Qfanium Security f - .52 (;_ . Py PR i
. Yéarly Average about. . ...- 70% Security

B A SR DS TN DY 302 Accountability

.......................

Who is responsible for providing (written or oral)
{nstructions to ijndividuals used to protect:

A. The site against industrial sabotag;, and /o Jred Uelcﬁ]

. et
B. SNM at the site against theft or diversion? f:Fred elq&i

Bas the licensee been granted specific exceptions
from the requirements of 10 CFR 737 (1f yes, explain
4n Section IV.) : .

yes
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6. [70.22(h)] Has the 14

censee audited all phases of their

physical protection program for effectiveness during the

last 12.months? Day to day

A. Who performed audit? : Oberations‘

B. Did the results of the licensee's audit require :
¢corrections? yes

: Q) " Bave 21l corrections been implemented? ——es

If not, explain:
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: C SECTION III : SECURITY PLAN
i 5 b [70.22(h)] Does the licensee possess an appr

Physical Security Plan (Psp)?

- [70.32(e)] Did any change 1in the PSP decreas:
effectiveness?

If yes, explain:

—

—

A. Did the licensee secure AEC approval prior

making changes 1in the PSP which decreased
- effectiveness? s :

(1) 1r yes, were approvals:
@  Written, and/or
(M) verbal? 3
3 [70.32(d)] For changes in the licensee’s BP w
decreased its effec:iveaess. did the licensee ¢

80 applicaticn to amend his license or to change
Technical Specifications inco

4. [70.32(e)] Were any changes made to the 2 whi
did no ease its effectiveness?

If yes, 1ist éhanges. : . 2
e s : i

C.’

g " [70.32(e) Did the licensee make cﬁauges in the P

wvhich 44 ot decrease its effectivencss wizhout
Proper notifications? "
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FACILITY LICENSE CONDITIONS AND EXCEPTIONS

& - SECTION IV.
L
the facility.
<: See attached list.
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" Attach current copy of specific license conditions applicable to
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9.0  FACILITY SECURITY et S

9.1 The licensee shall implerent and comply with the facility
security plan for the plutonium plant dated January S5, 1974,
as revised February 27, 1974, and as modified by these
license conditions. :

9.2 . No stzterent in the licensee's facility security plan shall
relieve the licensee of a requirement of 10 CFR Part 73 unless
granted in a specific exemption or exception set forth as a
condition of this license. .- ; 2 :

9.3 In addition to the commitments contained in the licensee's
facility security plan, as revised, the following additional
conditions shall be complied with on and after March 6, 1974.
In any conflict between the licensee's facility security plan
and a condition below, the condition shall be complied with

.5 -. . _ % by the licensee. RERE, _

I ... 7. 9.5.1 The licensee shall include drawing SG-2 of the facility
o 4 . security plan dated January 5, 1974 as an addendun to
. . g the February 27, 1974 revision to the plan, or modify

. drawing SG-2 of the February 27, 1974 revision, to
S Sy s e * - include the levels of illumination at the various
i ooea .- 7. points in the isolation zone. R .

% i 20 P ;
'9.3.2 ﬁe sanple window in the east wall of the plant shall be
... . alarped to detect unauthorized opening and locked from
) O S Al e the outside X In addition, the licensee shall comply
* Sln A R, TN Bl th the search requirements of 10 CFR 73.60(a) (6) and
0k . « .70 .0 . 73.60(b) for any transfers through this access point.

B ol : A9.3.3ﬁ11 door hinges shall be welded in place or secured
¢ L PO gt ea LT in 2 panner such that removal from the exterior is

¢ precluded X PR

- . 9.3.4 The licensee shall selectfmetal, explosives, and special
671 nuclear material detecto hich have the det ~tion

. capabilities specified in Regulatory Guide 5.7, "Control
. of Personnel Access to Protected Areas, Vital Areas, and
. : Material Access Areas." < :

.o At the point of the exit search from a material access
‘ . area, the licensee shall use a metal detector in conjunc-
tion with the special nuclear material detector.

/)'omg qu, Cpnl Ae' % /‘-'.,'.' vr.. ‘*37‘9-,

o * " s

-




b

R e e

Storage vault
10 CFR 73.50(¢

9.3.6 The licensee s

licensee's sec
&S appropriate
from theft and

9.3.7 The licensee s:
. Supplement to 1
threats to the

9.3.8 During any eme:
' access area whe

be met, the lic
conditions whic
observation unt

Oor until a norm
minimize the op
material during

"f.9<3.9 The licensee sh:

» been made w:th :

Ty concerming assic

The inner barrier of th
Physical barrier of the

© substantial constructio

9.5

9.6

- 9.7

. — e

The door between the ex

" Supply air far roonm (Ro

authorized Oopening in a
73.60(c).

In addition to the visit
the licensee's facility
shall require alj visite
to be visited in accord:

The plunger type intrusi
of Interin Federal Speci
not tamper indicating,

Bagnetic switch type int
all normally locked poin

Hith‘lo CFR 73.50(d) (1) .

|'
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'.9.10

9.11
' §.12

9.13

9.14

w5
« .. " _'the search for concealed SNM be conducted at the material access

_9 15.1 | Such search of a11 1nd1v1duals is conducted within

The licensee shall provide for both central alarm stations to be
continually manned in accordance with 10 CFR 73.50(e) (1) and (3).
During a security organi:zation response to a security threat,

e central alarm stations are required to be manned.

The licensee shall assure that an individual is not used as a
guard ¢~ a watchman unless such individual has been properly
trained and equipped.

The licensees shall report security thrcats to the AEC in accord-
ance with 10 CFR 73.71(0). °

The licensee shall submit all changes or revisions to thc
facility security plan to the AEC in accordance with 10 CFR
70.32(e) .

e ’s o
e
-

The licenses shall test all intrusion alarms for operability

and required performance in accorda.nce with 10 CFR 73.50(f) (2)
and 73.60(4) (2). oy gt j

'_?a._ <
-ttt O

® 3

The licensee shall caintain records of the names and addresses

of all authorized individuals as required by 10 CFR 73.70(a).

The licensee is granted an exception from the rcquirement that

. the emergency power supply be located within a vital area pro-

vided that the licensee complies with the comnitment for a
secondary energency power supply as specified in paragraph 2.2
of the licensee's facility security plan, as revised.

The licensee is granted an excepticn to tie requirement that

area exit point provided: Rt omi Ty,

- '—~

the corridor inuediately outside the locl er rooms
as indicated on drawing SG-1
security plan, as revised.f The licensee shall locate
the detectors such that the location of the detectors
in the corridor precludes any individual from exiting
the material access area and not ieing searched for
concealed special nuclear material.

-

9.15.2 [That an SN detector be maintained and employed within
e airlock adjacent to the shippgng/receiving dock on
the west side of the plutonium bulding.




rma—
. .
g

9.15:3 All packages exiting the material access area via the
corridor shall be searched by the xndxv;dual mannxn:
alarm station #1.

-

9.16 The licensee is granted an exception to the requirement for search

of individuals and packages at the entrance poxnt into the pro-
tected area provided:

9.16.1 |[That a weapon (metal) detector is located outside

the guard station (alarm station #1) either in the
reezeway or within an enclosurz coastructed within

the breezeway such that an individual is searched

i o -| for weapons prior to entry into the guard station.

9.16.2 [That an electric door lock is piov1ded on the outside
. door to the guard station which is operated from
within the guard station. :

: ;". : 9.i6.3 That the guard station is protected as specified in
. . .Appendix A'iﬁn the three exposed sides (west, south,
and eastf:}; . % B

'*r.‘.

9.16.4 JAll handcarried packages remain outsxde the guard
2 station until an a2uthorized individual or the

rd supervisor can reliecve the guard at the alam
station such that the guar1 can retrieve and search

the packages. e st .
... e - N -

9.17 The licensee is granted an exception to the definition of
*+ ', material access area and the permissible activities therein with
"respect to the various laboratory and maintenance areas within

. the plutoniun facili - as indicated by drawinz SG-1 of the
security plan providead: : » :

..,';-.

9.17.1 That when an area is shut down, after the pluton1um .
. has been removed from that area, two individuals, at
least one of whom is an authorized individual, inspect
the area to verify that no plutonium remains within
the area other than residual holdup allowed during
tornado conditions. .

sembly area shall be protected by intrusion alarms wh

9.17.2 [fhe storage areas in the fabrication area and in the ijk'
en
these areas are unoccup1ed

* Appendix A contains details which could compromise the effectivenecss
of the licensee's security program and is therefore withheld from
public disclosure in accordance with 10 CFR 2.790(d).

T Py b n/.,s./ . hAY
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APPENDIX B

This Appendix contains details which could compromise the effectiveness
of the licensee's security program and is therefore withheld from public
disclosure in accordance with 10 CFR 2.790(d).

9.18.1 The licensee shall station an individual in the
uraniun plant office area and shall provide for
two-way radio communication capability between the
primary central alam station and this individual.

9.18.6 The interior portion of the isolation zone around
the perimeter of the protected area shall be
patrolled by a guard or watchman at fifteen (15)
minute intervals except.during the dayljght hours
when the patrols may be a:jgyo (2) hougfintervals.
The guard or watchman on patrol shall contact the
individual in the guard house at least once during
each patyol interval. var o .

s AR 4
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SECTION V.

O

o ) [PSP][LC-9.1]I70.32(¢)] Does the current facility
organization chart indicate all {individuals, groups,
or organizations responsible for security?

2. Does the security organization assure continuous
yesponsibility for physical protection practices by:

C

O , A. [73.50(a) (1)) Using a security organization g
4ncluding guards, to protect the f?cility and £1 guax;d _‘3 watcﬁmen

©

SNM, and (See attached sheet)

B. [7?.50(3) (2)] Maintaining at least one (1) - .
security supervisor onsite at all times? » S8

3. " [70.50(a) (3)] Eas the licensee .-zstablished vritten
security procedures which document:

YES

. A. The structure of the security organization, and

B. The duties of guards, watchmen and other indiviouals

responsible for security at the site? YES

‘. Are-the following e::xplofees used to i:rotect the facility:

A Guards,

B. Watchmen, andlor Cmeany employed pending being
. armed & uniformed
C. Other 1ndividualsI X o ' YES

S, Are the following contracted individuals wed to protect
the facility:

A. GCuards, ¥Pinkerton 1 per sh}f:} YES
B. Watchmen, and/or NO
NO

C. Other {ndividuals? el

(See attached sheet)
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O 6. [73.50(a)(4)] Are the fol:
; Protect the facilicy:
C

L. Cuards, (Were not arz

B, Watchmen, and/or

¢

C. Othes individuals?

- A [73.50(3)(4)] Was each of ¢
Providea training prior to z

(Were not armed

A M
P
o
3

_ B Watchmen, and/or

C. Other individuals?

‘8. ¥ho provided training? Yklat

T Oof Rerr-McCee

O
C | :
=) 9. Was the curriculum used by the
e) 8 in accordance with AEC furnist
& ' ‘
C
C

\

A [RG-5.20) Points of Law,
S5

B. [Rc-5.20) Security Skillsi

. |

. Ce [RG-1.17] Local Security W

‘ 10, [73.50(a)(4)f Is ﬁhe_liccnsee
and watchmen to Protect the fac

11, Are qualifications of all indiy
Purposes based upon: -

(. . B. On-the-job training, and/or
C. Dtillsz

|

|

i

|

|

|
2 - As Written and oral examinat{io,




12, List equipment used by the folloving individuals to protect

the facility; ) :
{..38 caliber revolvet\

SR b’ortable Radio )J\

C . . ..Riot Gun available

A. Cuards

n. "‘tchmen’ and/or Portable mdio . * s * s A e L 5 1T D

..........

C: Other individuals, Portable radio

- . ® i

& C - [73.2(c)] Is eath guard on duty equipped with 3 - ;
X loaded firearm? (Pinkerton Guard only) YES

A. Descride firearm (at .Iust_ .38 caliber). Smith and Uessorfﬁ rour

. " 4a cylinderi
: ~

14. Bas supervision of the licensee's security erganization

16. [73.50(a) (4), 73.50(f) (4)] 1Is the equipment provided
to the following individuals by the licenses adequate
to aid in Protecting the facility?

B. Watchmen, and/or

C. Other individuals? : i . YES

————

-

&

C A, Cuards, 3 T - YES
. i . YES
C

<




§ T Ayl

O .
- 47, 1f the equipment provided by the licensee is gonsidered
C snadequate, what equipment is needed? DNA*
c ...... s
B o e
C .
18, [73.50(a)(4)] BRave all guards and watchmen ‘employed by
C the licensee for physical protection purposes:
A. Demonstrated their ability to understand the facility's
C . security procedures, : . YES
iRk Bowl Written Examination = classroom participation.
u .............. i
O : -
B. Demonstrated their ability to execute all required
duties, and .
C .
Houw? Job performance
C
C ; ;
C C. Requalified at least annually? _ ; Not to date
C 19. Bas each {ndividual used for security purposes been tested*
and requalified according to the following scnedule?
C A. [73.50(a) (4)] Annually - Generil duties and DNA
responsibilities .
C B. [RG-5.20] Semi-annually - Specific duties and DNA
responsibilities
C- C. [RG-S.29] Semi-annually - Communications equipment DNA
p. [RG-5.20] Semi-annually - All other security
C quipuent ' sy DNA
SPVIRC-5.20] Annually - Medical examinaticns
___________.*_E\gr_,e_n_t protective force only employed since early April,-1974y—-—"=" """

- . - —

e Pl p. '/;(‘ yo Je ‘/ 2n - 7 : . :




20. §73.50(g)(2)] During this inspection period, did the

. security organization detect the abnormal presence or

gctivity of persons or vehicles (unusual cecurrences)
within an: '

A. JIsolation zone,

B. Protected area,

C. Material access area, and/or

P. Vital area?

21. Upon detecticn of unusual occurrences wvithin the PA,
" gsolation eone, VA and MAA, how did the security
organization demonstrate their capability of:

DNA

C. [73.50(g)(2)(i11)] Taking {rmediate teasures to neutralize
the threat by one of the following mems:

(1) Appropriate actiocn by facility guads, or

T
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@) Performing both items 1 and 2 above?
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5‘ SECTION VI. PHYSTCAL BAR:TERS AND LIGHTING

1. [73.50(b)(1)] Has the facility located Vital Equipment (VE) YES

P

within Vital Areas (VA's)?
i [73.50(b) (1)) Has the facility located VA's within a
. C o . ’
: 3. [73.50(b)(1)] Does access to VA's require passage
Y through at least two physical barriers? . YES
c - |
&. Are physical barriers surrounding PA's in accordance with YES
- C 73.2(£)7 :
: If not, explain: ' i i
. C g - :
e
C
3 L [73.50(b) (%)) 1e each PA physical barrier separated from
o4 any other physical barrier designated as a physical barrier
for VA's and MaA's? . i YES
C . ’ - i
. . 6. [73.50(b)(3)],[73.50(b)(4)] Is an isolatfon zone estal ed
e " around any portion of a building wall used physica 8
.. barrier to the PA's? N0
. 7. Do all phyéical barriers of VA's and MAA's meet the Y .
qualifications of 73.2(f)? A ...
(: :
. 8. [73.2(f)(2)] Do door, window and opening covers in walls
P serving as physical barriers to the PA, MAA and VA provide
* * sufficient Strength that the integrity of *i.. wall is not
lessened? . YES
i R ”
B : : g
; L s -19- : ,
e iS4 R G
%l /g 299€_ (v be releasnd m At ki
—— - g *Smwne’s o .—_—-;-.-_- -\~-—__'-_—° . ---~»-.- -— —— - S — —
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9. [73.50(b)(3)] Does the licensee monitor or periodically check
- (at least once a day) the intervening space between the
- PA physical barrier and VA and MAA physical barriers? A ... o

10. 173.50(b) (4)] Does the licensee continuously monitor
the PA isolation zone? O PR NE S dss

\

: i~y
nside protected area fence..

................................................................

"o B8 000D DY
B

............................

.....................................................................

[73.50(£) (1)), [73.60(d)(1)] Is the licensee maintaining
physical barriers in an operable and effective condition?_ YES

12, [PSP] Does the iicensee inspect all physical barriers
. used for physical protection purposes at a frequency

N T

-YES

of not less than once per day?
13. [73.50(b)(5)] 1Is each isolation zone and 211 clear *
. areas illunipated sufficiently to aid guards and
vatchoen in their response to the breaching of any X0
= physical barrier? (See attached sheet)
14. [73.50(b)(5)] Are isolatior zones and clear areas
: 41luminated not less than 0.2 fzet candles at all _ . NO
- times? ; ' ; ' Ay > :
- § e ; S —
- . 1S. Are all entrances to th PA, VA, 'MAA i{llunminated
;  sufficiently to aid guards or vatchmen in performing NO
. access controls? ; $ - IR e
¢
«
(
R .




pasis for Citatior - V1 - 13-14-15

In Part 2.1.2.2 of *he K-M Security plan, the licensee is committed to
providing{l.2 foot c.adle illumination along the protected area fence and at
the front and entrance to the Pu Buildinggk 73.50(b)(5) requires illumination
of not less than 0.2 foot candles for isolation zones and clear areas.

During a nighttime inspection on May 7, 1974, it was noted that a change in the
fence perimeter configuration resulted in arkened area at the southeast
corner X Also thefglear area and isolation zome fronting the main entry were
only indirectly lighted at an illumination level apparently less tham 0.2 foot
candles. The lighting provided at the entry was deemed insufficient to
sdequately identify person desiring entry

E-M had been requested by License Condition 9.3.1 to submit a plot plan drawing
of the Pu Plant to depict the levels of illumination at various points in the
{solation zone. This drawing had not been submitted as required. (See

Citation No. 3).

/"lms /.9'\.’58 n;‘y Ae Ve/ﬂ«;ﬂ«/ I~ )lo}dz
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16. Does the licensee have emergency ligﬁtiug that is
capable of illuminating all facility access controls
points?

YES

Describe methods of providing emergency 1lighting.

co e ...agimergency power generatoz}

...........................

........................

17. Describe mechanism"to turm lighfing "on and off."

. .;E:Autcmatic SUiLC.}}t onset of darkness.

DTN TR T B -
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SECTION VII KEYS, LOCKS, AND Cm

- 3. [73. SO(c)(7)] What controls coes the licensee utilize
to nininelthe possibility of compromise for: .

A xgy,,' Restrictive key issuance - Keys issued only when needed and

are charged out by supervisory personnel.

B. Locks, anﬁadlocks and key ways are rotated periodicalla

C. Cocbinations? Knowe solely by authorized personnel. Combination of

2{§NH vault limited to Safeguards Clerks:a(

.

2. [73.50(c)(7)] Upon evidence of compromise, did the licensee
promptly change: %
‘0. x’-’s . » = ; v ¥ -
No evidence ;
of compromise.

C. Combinations? - e .

-

B. Locks, and

3. [73.50(c)(7)] Upon termination of any employee having
access, did the licensee promptly change:

A. Keys, : ' . YES
B. Llocks, and 3 % YES
C. Combinations, and - YES
. YES

* D. Other security related equipment?

4. [73.50(c)(7)],[73.70(h)] Are records (procedures) being
maintained for controls of keys, locks, and combinations YES
. used for physical protection purposes? = "7 - :

5. Do all facility locks used for physical prctection purposes. . -
meet the required specifications of 73.2(md? YES' *°

of pae  Co- lo relewnd . ft/






10. [73.50Cc) (1)1, [73.50(c) (5)) Subsequent to search, are
drivers of delivery and service vehicles escorted at

all times while within the PA?

11, [73.50Cc)(5)], [73.70(c) ], [73.70(d)] Are all visitors
required to register prior to being permitted into

PA's and VA's?

12. [73.60(a)(5)] Are authorized individuals used to
control access to each MAA?
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SECTION 1IX g !AQE!EE ’

1.

2.

3.

4.

" Do

7.

7

bing

[73.50(c)(3)]) Has the licensee provided picture badges
to all individuals who are authorized access to the PA

~without escort? YES

[73.50(e) (&) ], [72.50(c)(5)] Has the licensee provided
specially coded badges to non-escorted individuals which
4pdicate PA's, VA's and MAA's to which access authorization
has been authorized?

[73.50(c)(5)] Does the licensee provide badges to all
visitors to the PA? ; : YES

~

(73.50(c)(5)] Do all non-picture visitor badges indicate ..
that an escort is reguired? ;

[73.50(c) (5)] Are individuals not écployed by the
1{censec who require frequent and extended access to

a PA or VA provided picture badges which:

A. Are picked up on entrance to the PA, and YES

B. Are returned each time he leaves the PA? ' YES

[73.50(c)(4)], [73.50(c)(5)] Do badges for {ndividuals who require

frequent and/or extended access to MAA's, VA's and
PA's {ndicates:

A. Nonemployee - mo escort required, YES
B. Areas to.vhich access is authorized, and = " YES =
YES

€. Period for which access is authorized?

[73.50(c)(3)], (73.50(c)(4)] Do all facility badges
4ndicate areas tc which access authorization is

~ granted? . .
L)
Do all badges used by the licensee display features
vhich are unique to the facility and are ecasily YES

1dent1£éb1e7 .....

pige Can be releised 1n Rl
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6. [73.60(a)(6)] Except when packages are searched prior
to entry into a PA and the package has been tampersafed
and escorted by an Al or is immediately- escorted by two
(2) AI'S to *he MAA, does the licensee perform package
searches for the following items prior to entry into
any MAA: -

A. Firearms, and e ST e T R e YES

B. .!xplosives and incendiary devices, and YES

C. Counterfeit items which could be used for theft or
diversion of SNM? YES

Y 7. 173.60(b)] When exiting from a MAA, unless exit is
for concealed SNM of the following:

A. Each individual, . : e y *YES but

B. Each vehicle, and . R ' .- YES

C. tach package? | YES

#(See attached sheet)

8. Are records maintained of all routine searches'
performed? . ’ ; , - NO

If oot, expléin. .Since searches performed are 100% as standard practice

..ereation of such a record would be superfluous.

C
&
C
C
C
C
C 4{nto a contiguous MaA, is the licensee making searche§
C
C
C
C
C

..........

........

9. Describe methods employed by the licensee to perform searches.
.Open lunch boxes, packages or brief cases for guard inspection.QHand

.. parried metal detectogﬂbsed to scan individuals prior to entry.
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Basis for Citation - X-7

License Condition 9.3.4 states in part. . ."At the point of exit search
from a material access area, the licensee shall use a metal detector in
conjunction with the special nuclear material detector.”

The licensee plans to instzll a metal detector, as vell as an explosives
detector and SNM detector, in a fully enclosed corridor which forms the
entry-exit point of the material access area. At the time of this inspection
the metal and explosives detector had not been installed in this corridor.
The SNM detector through which all exiting must pass is in the main building
lobby. a portable metal detector, while used to search persons entering the
building, is nct used for exit search. (See Citation No. 5)










[73.60(a)(3)] 1Is each vault or vault type room used
store SNM controlled as a separate MAA?

[73.60(a)(5)] Does the licensee use Authorized
Individuals (AI) to control adnittance to each MAA?

[73.60(a)(7)] Does the licenseee use me~hods which
assure that when two individuals occupy a MAA, each

4ndividual is subject to observation of the other at ;
all times? : Not at all points

If not, explain current practicesii:kt‘a portal leading to an air lock

4n the dock area, there are no means to readily determine the cause of

alarms transmitted by an SNM monitor?*\(See attached sheet for details.
— o

[73.60(a)(4)] Does the licensee store any enriched
uranium (EU) scrap in a locked and separately fenced
outside storage area?l

[73.60(a)(4)] 1Is each outside storage area located within
a PA? R

[73.60Ca)(4)] 1s each outside storage area located at
least 25 feet from the peirimeter fencing of the protected
- areal )

[73.60(a)(4)] Are 30-gallon or Iarggr containers used
to store EU scrap in outside stroage areas?

[73.60(a)(4)) 1s each outside storage area maintained
in a‘;ocked condition when not in use?

{73.60(a)(4)] Do the containers used for storing EU
scrap in an outside storage area contain less than 0.25
grams U-235 per liter (1 gm U-235/gal) per container?

s I

g b 7 y Cor ;ﬁ ré’l"\'u.‘/ "
-30~
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Basis for Citation - XI-10

r&he exit leading from the corridor of the Pu Building to the dock air
lock area is equipped with an SNM monitor. The previous inspection
\’,(Harch 11-13, 1974) identified a program weakness in that the SNM monitor

. frequently transmitted numerous spurious alarms and there was no assuranc
or record to establish that tha cause for each alarm was checked out by
__authorized individuals;}~The licensee was requested to resolve this matter.

In the K-M response dated April 29, 1974 te the RO:III letter dated April 12,
1974, the licensee proposedlip install a TV camera inside the dock air lock
area to provide the capability of the lobby guard to view the SNM monitor
and exit doors immediately upon receipt of a monitor alarm:i Since this
jgiisual capabilitydas not provided as of the date of this inspection, the
l4censee was found in violation of 10 CFR 73.60(a)(7). (See Citation No. 1)

S
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17. [73.60(a)(4)) 1Is each perimeter physical barrier of
each unoccupied outside storage arca used for storing
EU scrap protected by:

A. Random guard or watchmen patrols at intervals not

excreding 4 hours, or -

B. An active intrusion alarm?. : DNA

18. Describe EU scrap being stored in an outside storage area. _ DNA

................

19. Bow does the licensee control waste SNM? Waste in minute quantities is

solidified within building and is stored in a stationary truck trailer

at the dock for off loading to the disposal truck. The storage trailer

is padlocked with key limited to shift supervisor.
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1.

2.

3.

4.

5.

.
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SECTION XII

DETECTION AIDS

[73.50(b) (4)] Are responses to all unusual occurrences
within the isolation zone made by an armed member of
the security organization? YES

[73.50(c) (1)]]73.60(b)] Are devices and equipment used
by the licensee to search individuals and packages
capable of detecting the presence of (must meet the
requirements of RGC 5.7):

A. Firearms, (portable metal detector) : .
B. Explosives, ' : . __No
C. Incendiary devices, and 5 ; NO
D. Special Nuclear Material (See Attached Sh;et) b

[73.50(d)(1)] Do all facility alarm systems annunicate [
in at least two (2) continuously wanned stations? &’t &C preseat }

(See Attached Sheet)

-
-

(73.50(d) (1)] To eliminate the possibility thaq?:ingle
act cannot remove the capability of calling for assis-
tance or otherwise responding to an alarm, are the
facility alarm systems annunciators located:

A. Within a protectéd area and protected as ‘a VA, and s
"B. At another location, not"nece;satily onsite? NO
[73.50£d)(2)l[73.60(c)] Are'emericncy exit: continuously
alarmed for:

A. Ptotected_are;s, : e YES
B. Vital areas, and AR ‘ : YES

C. Material access areas? 2 ' YES

[73.60(a)(3)] Are all vaults and vault type rooms used

to store SNM equipped withfpotion detector intrusion ' ){jho;z

llltmsfsk (See Attached Sheet)

-2~ :
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Basis for Citation - XII-2

lt petal detector has been installed insi

.. anounciation at primary an

License Conditions 9.16.1 and .2 grant an exception to the requirement to
search individuals at the entrance point into the protected areX provided
1) detector is located outside the guard statiod and
lock is provided on the outside door of the guard

m within the guard station;E;

that a weapon (meta
that an electric door
station which is operated fro

de a breezeway immediately outside

This detector was not connected ur operable at the

the main entry door.
{ime of this inspection. Also, the electric door lock was not yet installed
the main door leading to the guard station.
An exception until May 6, 1974, was granted from the commitment to use
hands-on search is performed under

dividuals provided a
Instead of a hands-on search, guards were

squealer (metal detector) to searchBentering
hes were conducted inside the building lobby.X An
been installed to date. (See Citation Nos. 1]

detectors to search in
the surveillance of a guard.
using a portable electronic
4ndividuals and these searc
explosives detector “.as not

and 13).

Basis for Citation - XIT-3 -

10 CFR 73.50(d) (1) address requirements for alarm
d secondary central alarm stations. Licease
exception from the regrirement of a secondary

License Condition 9.8 and

Condition 9.18.1 granted an
alarm station but only until May 6, 1974.
—

ation is installed and operablz at Guard Post No. 1 in the
station was not installed or operable

At the time xf this.inspection, the ala

The primary alarm st
Pu Plant; however, the secondary alarm

at Guard Post No. 1 in the Pu Plant.
l1ines were being run through underground conduit from the Pu Plant to the
The licens oped

U-Flant but the console had not been inst lled in place.
l Request for time extension beyond the

o complete installation by May 24th.
for completion was denied by Oicensing. (See Citation

May 6, 1974 deadline
No. 10)

Basis for Citation - X11-6

o store SNM

-

73.60(a) (3) requires that all vaults or vault type rooms used t
be eguipped with intrucion alarms.

the fabrication room and the {inspection and assembly
rooms have SNM which is pnot in process. Whenever these rooms are unoccupied,
they must be locked and protected by intrusion alams. At the time of this
{nspection no work was {n evidenc. to install intmsion alarms in these
rooms. Also, tthSNH vault was being equipped with a motion detector 2larm
but the system was not completed or tied into the alarm console} (See

Citaticas No. 6 and 12)

As pointed out earlier,
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Q)

{73.50(d)(2)][73.6€(c)] Are the following areas prot;ctcd

‘7.

10.

£

by an active intrusion alarm:
A. Vital areas, and

B. Material access areas?(See Attached Sheet)

Are facility alarms systems installed in a manner such
that each alarm system:

A. [73.3())) 1s capable of annunciating by means of
audible and visible signals, and

B. [73.50(d)(1)] Compcnents are self-checking and
tamper indicating?

C. [73.50(d)(1)] 1Is equipped with an emergency power
source, that is protected as a VA, and that would
permit 24 hours of contimuous operation after the
loss of primary power? .

-
.

p. [73.50(d)(1)) Annugiates at the onsite central
manned (primary) station to indicate:

@) The type of alarm (intrusion, emergemncy, etc.),
and

Son

(2)' The location of each alarm?

[73.50(d)(1)] Do the following alarm systems meet the
performance and reliability levels specified by GSA
Interim Federal Specification W-A-00450 B (GSA-FSS):

A. Intrusion alarms, (Isolation zone only)

B. Emergency alarms, and(See attached Sheet)

C. Line Supervisory systems? .
[73.50(f)(2)]J73.60(J)(2)] Is each intrusion alarm
functionally tested for operability and required per-

formance at the following times:

A. Beginning and end of each {nterval for which it is
used for security, but

B. Not less frequently than once every seven (7) days
vhen in use?

Ii ilw Con Ae /'P/&o;”'c/ /n 7<b7‘~/ —

-33-

— - — . ome . - e

—

YES BUT. . .

NOT ALl

YES

YES

YES

YES

NO

YES

YES'

YES

. . S ———— . S — ——————— & e —
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Bases for Citations - XII - 7A and

Ligense Condition 9.5 requiresﬁlhe installation of an alarm on a door
separates Rooms 201 and 202, 14 the fan loft, a designated Vital area,

only means of entry to the second floor fan rooms are an exterior door lead-
ing from an outside stairwell and an escape hatch leading from a lst floor
pechanical room. Both the exterior door and the escape hatch are fitted
with intrusion alarms. It appears superfluous to install an alarm on a
connecting door which is within an alarm protected perimeter. Accordingl
the licensee plans to submit an exception to License Condition 9.3.

the alarm had not been installed as specified and in the absense of an
exception to the requirement, a citation was made. (See Citation No. 8)

With respect to XII-7B, License Condition 9.3.2 requires that the sample
vindow in the plant's east wall be alarmed and locked from the outside.l!;;'
is pointed out that this pass-through window is used solely for receipt
solution samples of 5c.c. vials of uranyl nitrate from the Uranium Plant.
These samples are destructively tested in a mass spectrometer in the

Pu Building since the U Building lacks this capability. The samples are
subsequeatly buried as waste. The pass through has an inner window which may
be locked on the inside by wing locks and an outer window which has no locking
mechanism. The space between the two windows, approximately 18", is
protected by an SNM monitor capable of detecting .5 8- Pu. Neither window is
protected by an intrusion alarm, however, this pass through is fitted on the
outside by a box-type 3/16" sheet steel cover wvelded to the outside frame.

At the bottom of this steel cover there is a small opening which permits the
exterior wvindow to be raised just high enough (approximately 4") to insert
the uranyl samples. A call bell notifies area occupants of the sample
delivery. The receiving employee assures that only the samp nter the
building. The pass through is not used for outgoing m:erials},(

Because of the small opening provided in the sample window, the SNM monitor

i{n the space between the inner and outer window and the searching of receipts

by the receiving employee, a questicn was raised as to the necessity for

placing this pass through under intrusicn alarm protection and for locking

the exterior window. It is understood that the licensee plans to solicit

an exception to License Conditiom 9.3.2. Since at the time of this inspection,

the sample window was not under intrusion alarm protection and locked on the

outside and, in the absence of a granted exception, the licensee was found to
in noncompliance with License Condition 9.3.2. "(See Citation No. 4)

Bases for Citations - XII-9B

Inspection of the alarms installed on the emergency exits and SNM Vault B

revealed that the non-approved plunger tyj;: alarm switches were still in use.

License Condition 9.7 requires installation of bzlanced magnetic switch type /

alarms on all emergency exits and all normally locked points of ingress and_\

egress. | Accordingly the licensee was found to be in noncompliance with this
cense Condition (See Citation No. 9)

Until May 6, 1974, the licensee was granted an exception'to the requirement
that alarms meet specification W-A-0045B provided existing alarms are




paintained until replaced with alarms meeting the specifications. Because
existing alarms were not replaced, as of May 6, 1974, the Licensee was

found to be in noncompliance with this License Conditionm. (See Citation
No. 15)

- —— . —




13.

14.

[73.60(c)] 1Is each unoccupied MAA locked and protected by
an active intrusion alarm? (See attached sheet) Not at present

[73.50(d)>(1)],(73.60(d)(1)] Is the licensee maintaining
dntrusion alarms in an operable and effective condition? _ YES

Does each alarm system operate in a manner to adequately
protect the area for which it is used? YES

L
Is each mechanical or electrical search device used to
perform searches at the facility equipped with an
alarm mechanism?

[73.50(£) (1) 1,[73.60(a)(1)] Vhen in use, does the licensee
pake a daily inspection of desection aids used to perfon:bnly the SNM
searches?

YES

. A : ‘detector 1s prese
: fia use.
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Rasis for Ci:ation XI11-11

The fabrication and inspection and assembly areas have SNM which 'is not
in process and therefore, when the areas are unoccupied, according to
73.60(c), they must be locked and protected by imtrusion alarms. License
Condition 9.17.2 specifically jdentifies these rooms as requiring such
protection. Alarms, as of the date of this inspection, had not been
4nstalled in the fabrication of inspection and assembly area. (See
Citation No. 12)
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“#e: SECTION XIII COMMUNICATIONS

S Aw vy w

C .
-~ 1. [73.50(g)(1)] Has the licensee established liaison b o
Law Enforcement Authorities (LEA's)?
J : .
2. What is the response time and manpower available from
-~ aspplicable LEA's?
“
a4
g
e
C - l :
\
3. [73.50(e)(1)] 1Is continuous comxunications capability provided
C vith the central continuously marnned (primary) station for
each of the following individuals on duty:
O A. Cuards, and A6 T ol YES
B. Watchmen? YES
C
&. [73.50(e)(1)] 1Is an individual on duty at the PA-
C continuously manned (primary) station capable pf
calling for assistance from:
C A. Each guard on duty, * st
- .
C B. Each watchman on duty, and YES
C. LLEA's 3 YES
C ‘ &
S. Has the licensee provided equipment, delegated authority
and responsibility to the individual on duty at the PA
C continuously manned (primary) station for calling for
assistance from the above persons? YES
C |
6. [73.50(e)(3)] 1Is the continuously wanned (primary)
~ alarm station equipped with conventional telephone
g service and two-way radio voice cormunication with s ¢ o
LLEA's? ‘YES




[73.50(e) (3)] Does each two-way radio voice communications
system that ijs used for physical protection purposes
terminate within the continously manned central (primary)
station that is located within a PA?

(73.50(e)(4)]j73.50(f)(l)] Does each cormunications
. system have the capability of recaining in an operable
and effective condition after the loss of the primary
power source?

173.50(£)(3)] Is all communications equipment tested
for operability and perforzance not less frequently
than once at the beginning of each security personnel
work shift? (See Attached Sheet)

(73.50(5)(1)]173.60(d)(1)] Are all security related
deyices maintaiped in an operable condition?

"1s each point of entry into the PA and the alarm stations
equipped with a panic button alarm mechanism? :




[ [F—.

-

-

Basis for Citation - XIII-9

In the K-M Security Plan in Part 10.6,!Ehe licensee is committed to test
all communications equipment at least once each shifEE}'This commitment
is consonant with 73,.50(f)(3).

rixisting procedures do in fact provide for tests of conventional telephones
and portable radios at the beginning of each shift. The present arrangement
for test of the emergeocy radio with the Guthrie Police Depgrtment is at a
frequency of once each week. This matter was discussed pr:'iously with the

A Hcensee at the conclusion of the RO:III inspection on March 13, 1974 and it

was agreed that the Cuthrie Police would be requested to permit thrice-daily
tests. At the time of this insrection, the licensee had not negotiated this

matter with the Guthrie Police and therefore a citation was issued. (See &‘

tation No. 2)

1
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SECTION X1V SECURITY EDUCATION . .

1. Does each merber of the security organization have a
clear understanding of physical protection practices
employed by the licensee? £ YES

2. Does the licensee routinely indoctrinate new employees

on physical protection practices euployed at the
. facility? : e 485

3. Is the {ndoctrination given prior to being permitted ON THE 305‘

access to vital equipment, VA's, MAA's, and SNM?
4. Is there a continuing security education program in

effect at the facility? i NOT AT PRESENT
§. Are termination security interviews conducted? . NOT AT PRESENT
6. What actions are taken for corrections of security

violations by euployees and visitors?

Written reprimand for employees.

Yerbal admonition for visitors.
7. Does the licensee have an outline of all security

{ndoctrinations used at the facility? " NOT AT PRESENT

'ﬁ,s '.p,jp (oir Ze, f'?/"~.‘[/ )~ /_)}o/
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SECTION XV RECORDS AND REPORTS

1. [73.50(a)(3)] Does the licensee's possess vritten
security procedures which document:

A. The structure of the ph.ysical protection
organization, i

B. The detailed duties of the following individuals
gesponsible for security at the site:

‘: (1) Cuards (in-house or contract),
t: (2) Watchmen, and
! (3) Other individuals used for physical protection
C -~ . purposes? A YES
2. [73.50(a)(4)] Does the licensee maintain records of
C training for: .
C A. Cuards, and . .’ : = .. YES
NN * 3. Watchmen? ; : o« . o ! - it
BN 3. [73.50(a) (4)] Does the l4censee maintain records of the
o qualifications for: .
& A. Cuards, and’ ' e - YES
C 4. [73.50(a)(4)] Does the licensee keep requaliff%ation!
records of all guards and watchmen used for physical
’ C protection purposes? YES
¢ s. [73.70(a)] Does the licensee maintain records of the :
g pames and addresses of all Al's? . YES
C. 6. [73.70()] Does the licensee maintain records which
; {ndicate names, addresses and badge nuwbers of individuals
C authorized to have access to vital equipment, SNM, MAA's,
T end VA's? ; YES
C

-7,'%‘; P“j( [on Af'r(/t'»?/ ) 7197’./

¢ G
_-38-
- i

. ——— - o . — - —— - b



Basleoh A& & A0 N e W AN W AR e e -

7. Are records maintained to indicate control of all
badges issued and to employees who have been furnished
picture badges to the PA? ; YES

6. Are rerords maintained of specially coded and numbered
badges for employees and non-employees which indicate
VA's and MAA's to which authorization has been
granted? . YES

9. [73.70(c)] Do records of the registration of visitors
to each PA include:

06 00NHH VR

A. Nanme of visitor, -
B. Purpose of visit, A ; ; YES
] o — . . -
c‘ Da:" g ' ns
D. Tiwme in and out, ' i YES
L e Employment affiliation, : : ; ; - YES
. . . ! .. * o
F. Citizenship, : YES
i G. Name and badge number of escort, and YES
C H. Rame of individual visited? e ' ++ - YRS
(: 10. [73.70(h)] Does the licensece maintain up-to-date records
and written procedures used for the control keys, locks YES
C: and comunications? (St
-
. Ao ' ;
. 11. [73.70(h)] Dees the licensces procedures reflect access
controls for ‘ndivxduals, vehicles and packages at each
. entrance to the PA's? " YES
12. [73.70(e))] Does the licencee maintain records which
indicate the condition of all security related
equipment? _ i v+ YES
13..[73.50(g) (1)) Has the licensee documented time and ; 3
manpower available for responses from the security
organization and from LEA's? : , oo+ VIS

14, [73.70(e)] Does the licensee maintain records of
random guard patrols? ** YRS

—— - E—— ——— ) -
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15. [73.70(d)] Are records being maintained of all individuals
granted access to a normally unoccupied VA, vhich include:

C
C

AQ “am. 'No
B. Badge nusber, !.iee Attached Sheet
5y C. Tinme of entry,
P. Reason f{or entry, and
E. Time of exit?
C 4
16. [73.70(e)] Does the licensee maintain records which
C. document the results of:
c " A. Routine Security tours and inspections, and YES
! .
B. Tests, inspections and maintenance om:
O (1) Physical barriers, ) : YES
c (2) 1Intrusion alarms, ' b . YES
: . (3) Comunications equipment, and . YES
C i (4) Other security related devices? " YES
C 17. [73.70(e)] Does the licensee have records of tests
. performed which indicate that the isolation zone and
' clear areas are illuminated to not less than 0.2 feet
0 candles at all times? (See Citation No. 3) NO) -
v8. Are records maintained of emergency situations where a
& . private vehicle was permitted within the PA? 58
; 19. [73.70(f)] Do records of alarm system activities include:
A. Each onsite alarm annunication, AT
B. location of each alarm, false alarm and alarm
i checks, and ‘ YES
YES

C. Tamper indication alarms?

R 7“" /jie— .(-“t. Le 'e/.. ,‘;/‘ / *J*d,
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Basis for Citation - XV-15

73.70(d) requires that records be kept to reflect the name, badge number,
time of entiry, reason for entry and time of exit of all individuals granted

access to a normally unoccupied vital area.

e licensee does not maintain such a log and holds the position that to log
the limited number of peoplé who require access would be superfluous. Only
a fev operating and maintenance employees are on the authorized access list
and they require access in the normal performance of their surveillance
rounds or maintenance checks._ The licensee indicated intent to solicit an
exception to this tequiremen;;}'ln the absence of such an exception, the
licensee was found to be in noncompliance with 73.70(d). (See Citation No. 16)

e et e it .
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20. [73.70(f)] Do records indicate the folloving data on each
alarm annunqs'cated: ~

o -
O
(&) A. Type of alamm, b . "_YES
" B. location of each alarm, s
c " YES
. €. Alarm circuit, : :
L&) D. Date of alarm, and . : YES
E. Time of alarm? . : YES
O EHE. :
: " 21. [73.70(f)] Does the licensee maintain a detailed record
o of response by facility guards and/or watchmen to each
: & slarm and/or other security incident? ; YES
N F} :
O , .
. 22. Does the licensee maintain an outline of all aspects of
o' the security education program (See R e 0. oeneen
- 3 . 23 [73.71(b)] During this inspection period were there
- O security incidents which involved:
é . . Y ’
oy c A. Attempted thefts of SN, PR
A : B. .Suspecied thefts of SNM, e "_'_;NO """"
C C. Attempted diversion of SNM, : by gt
c " p. Suspected diversion of .SNH, and : b . ot
‘B, Acts of:
©C (1) Industrial sabotage and . L, . eleindebehicss
- (2) Suspected or attempted acts of ‘rdustrial
C sabotage? - o
l * 24, [73.71(b)) Did the licensee {mmediately mport security
g {neidents of any of the above items to ROI DNA
C
25. [73.71(b)] Was a written report of investigation of the
above items reported to RO vithin 15 days from the date
Cc of the initial report? ' DNA'
o .

'C —7lv«, /)Jp Com A} 7'3/" ,.~/ /o //)fv/
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SECTION XVI MATERIAL IN TRANSIT

Only domestic shipments of trigger quantities by road have been made by

the licensee since March 6, 1974. A total of 4 shipments were made between
the licensee's facility and Atlantic Richfield (ARCHO), Richland Washington
These shipments consisted of twu round trips. The two shipments from K-M
contained UozlPuO fuel pins and pellets. The return trips from ARCHO were
considered F.0.B. "the shipper's dock and contained PuNO3 feed material for
the FFIF program at K-M.

Documentation was reviewed which contained information required by the
licensee's physical security plan for shipments in transit. Included were
the E.T.A. (Estimated Time of Arrival) and A.T.A. (Actual Time of Arrival)

as recorded by the licensee, routing including check call locations, telephone
numbers of State Police along route used, telephone call log sheets,
utilization of radio telephone communication between drivers and escort
vehicle, plus similar communication equipment between each radio telephone

and the Tri-State Motor Transit Company terminal im Joplin, Missouri.

Other pertinent, required information reviewed included the tractor and
trafiler identification, seal numbers on tractor compartments as well as on
the SNM containers, guards and drivers names, and telephone numbers of key
personnel (howme and business both) for the licensee, Tri-State and the

. recipient. Bills of lading and accountability documents were also reviewed.

Equipment provided to protect the shipment included‘éamper indicating seals

on van door and the SKM containers, two uniformed, armed Wells Fargo guards

in a 16,000 1b. armored escort vehicle, two armed drivers, and radio-telephone
comnunication between tractor and escort vehicle)] EacHfvehicle was capable

of indepeondently contacting the Tri-State Dispatcher's officé}k According to
:helchn the trailer used for the last shipment hadihpld identifying numbers on
the top but similar markings were not applied to the sides and rear of the
trailery Welch claimed he inquired of the Tri-States Dis atcher's office as to
vhyfparkings were not on the sides and rear of the trailqffas prescribed by
73.31(e). He was told by the Dispatcher that carriers obtained an exception
toffide and rear markings from the AEQX MelcH was reminded that it is the
licensee's responsibility to assure adherence to requirements and he was
instructed to obtain documentation that would confirm an exception to marking
requirements. This matter will be explored further when in-transit inspections
are made by RO:I1II. : '

Security equipment features and actual implenentation of sealing the shipping
ontainers and the trailer van itself were described to the AEC inspector by

Jred Welchd , There were no AEC inspectors present at the actual time the
shipments left the licensee's premises or when the F.0.B. shipments arrived
from Richlard, Washington.

’
_ . b3
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All applicable records and security provisions required are apparently

being instituted by the licensee for protection of SNM in transit. Ome winor
exception should be reported. A letter from the carrier, Tri-State, stated
that their representative in the Dispatcher's office had not recordedwo
official call-ins fr the Tri-State drtveg},vhile a shipment was enroute

to Richland, Washington. The letter also stated that this oversight would
pot be repeated, and that those responsible will be reinstructed concerning
Tri-State's responsibility under their plam, "SNM Security Transportation
Plan No. 1."

— e e - -
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26. [73.71(b)] Was substantiative additional {nformation
gathered subsequent to the written report immediately

reported to RO? oo
27. [70.32(e)] Has the licensee submitted all reports to RO
vhich contain descriptions and the effects of all changes
. 4n the facility PSP? DNA
28. [70.32(e)] Were all changes in the facility PSP submitted
to RO within two months after the effective date of the DNA

‘changes?




CA/S ENCLOSURE 4. ;

o bl g X
Kerr-McGee Corporation gyngj

License No. SNM-1174

The following apparent violation of AEC requirements is considered to be
of Category 1l severity:

1. 10 CFR 73.3(j) (April 30, 1973) defines a security container as a
“gsafe, vault, vault-type room or security cabinet". The term "locked"
4s defined in 73.3(e) as "protected by an operable lock".

Contrary to the nbove.ﬁhe combination lock of the Material Storage
Vault was found to be broken and inoperable and reportedly had been
in that condition for approximately three weeks.

veessd

The following apparent violation of AEC requirements is considered to be
of Category 11l severity:

2. License Condition 9.3.7 requires that visitors, vendors and other
non-employees entering the protected area be registered and a record
made of the name, date, time, purpose of it and person visited.
Also, License Condition 9.3.8 states tha itors, vendors and other
pon~employees shall be escorted by a guard, watchman or authorized
individual wvhile within the protected area.

Contrary to the above, the visitor log sheet used to record individuals
who visit the Pu Plant does not provide a section for purpcse of visit.
Over the past year jseveral sheets fail to indicate the identity of an
assigned escort by signed name or initials or fail to reflect the
identity of the person visited within the protected at¢{§;

The folloving item has been identified 2s a program veakness:

3. [At the exit point within the Pu plant leading to the dock area, the
Pu monitor has apparently given numerous spurious alarms for a period
of several mouths. The security log maintained by the Pu Plant watchman
indicates that, on occasion, as many as 20 false alarms were transmitted
during a given shift. While it is standard procedure to notify personnel
within the Pu area that an alarm has been received, there is no assurance
or record to indicate that each such alarm is checked out by authorized
personnel to determine its cause.

be reloised 1 hA)
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Possible causes for alarms have ber. fdentified as:

(1) Weather conditions. f

(Zfiﬁaterial movement or storage witkin the corridor inside the exit?
door. ; |

(3) 'Material received at the shippin = iock. )‘

(4)/ Poor or faulty calibration or ins :) umentation. -_-.\&
resently there is no capability for the uw: chman to visually determine the 5
cause for an alarm at his vantage point in the front building lobby. We )1

feel that this matter should be resolved tc \ssure that prompt and effective
|_xesponse to portal monitor alarms is realiz ..

This pue (" be rele=



had locking doors and a burglar alarm.
provicded for all containers ard cargo doors.

Training

Drivers and guarde were crossed trained to provide
maximum flexibility. Based on interviews, all had
atten
received €0 hours of training. All had fired both
weapon qualification courses as outlind
) 2:.80. A
2ficiencie

CUidQ
no dc
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unications

A total of 35

shipr

13 vere made from pay telephores and none of the 35

nt vehic

calls exceeded

The trailer
er seals were

uri Southern University where they

: in Regulatory

11 guards perfommed their duties with
s noted.

check calls werr made between the
le and the central station. Of those,

a two~hour interval.
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