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PHYSICAL SECURITY PLAN

INTRODUCTION: PURPOSE AND GENERAL PERFORMANCE OBJECTIVES

e

This security plan describes the physical security system and the
organization which provides for the protection of the reactor,
protection of the staff and the general public against radiologics’
sabctage and to prevent and detest the theft of Special Nuclear
Material (SN¥). This plan demonstrates compliance with the
appropriate sections of 10 CFP 73.

The Genera) Performance Objectives of the physical security
protection system and the security organization described in this
plan are as follows.

a) To provide protection against acts of radiolonical sadbotage
to the reactor, its associated equipment, and to SN,

b) To minimize the possibility of unauthorized removal of SN
¢) To facilitatz the location and recovery of missing SN,

To achieve these objectives, the physical security protection ’
system provides the following:

a) Early detection and assessment of unauthorized access or
activities by an external adversary within the vital areas
and controlled access areas containing special nuclear
material,

b) Early detection of removal of SN by ar external adversary
from contrclled access areas.

¢) Assures priner placement and transfer of custody of SKY.

d) Responds to unauthorized removal of SNM and notifies the
appropriate response forces needed in order to facilitate
recovery.

e) Prevents or delays unauthorized actions against this facility



1.0 USE AND §7 RAGE AREAS

1.1 IDENTIFICATION OF SPECIAL NUCLEAR MATERIAL AND ESSENTIAL
EQUIPMENT ON SITE

The Nuclear Eneray Laboratory at the University of California,
Los Angeles is authorized to possess special nuclear material on
site. The form, enrichment, material and arunt is presented in
Table 1, '

L]
The Special Nuclear Material and the Nuclear Reactor comprise the
essential equipment of the laboratory. The reactor console is
considered non-essential since its 10ss or damage would not pose
8 threat to the h2alth and safety of the general public. This is
due to the fac. that there is essentially no decay heat because of
the low core power density and the limited hours of reactor
operation and due to the fact that the safety checks in the startun
procedure are such that any damage or sabo“age to the console
would not allow the reactor to either reach criticaliily or
operate above 1 watt. In addition it is not possible to operate
the reactor entirely from the console unless the alarm system has
been deactivated; the control rod updrive relays are activated
only when the alarm system is deactivated at the master contro)
unit in the reactor high bay and the <rtrusion alarm system will
90 into alarm if the dump valve is closed (allows water to travel
' up through the reactor fuel boxes) when the alarm system is
activated,

1-1
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Controlled access areas require B-level access or higher. These
areas include the riactor control room (day time only), a classroor.
and general laboratory soace. The classroom is used primarily for

% r

the laboratory areas for undergraduate

y
undergraduate instruction,
ate or faculty research.

experiments ang gradu .

by

and administrative controls, serve

These areas, because of ph
or r of the security areas,

as a buffer region
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1.6 NON-SECUR, .Y AREAS (C-LEVEL)

Non-security areas regquire C-level access or higher. These areas

are peripheral areas of the laboratory and include the reception
room/front office, adiacent offices, a transformer vault, and the
third floor penthouse.

The areas denoted C-level are not within the scone of the security
plan presented here. Figures 4and 5 delineate these .

areas as parts of the laboratory without implying that they constitute
a part of the nlan. These areas are controlled only for the purpose
of preventing theft of office equipment, bocks, vandalism and
radiation protection.

1-7
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2.2.1 WORKING HOURS

There are two separate alarm systems aod each alarm system can onl,
be activated or dewactivated by specified individuals.

Two individuals appointed by the Dire~tor of the Laboratory are
duthorized to deactivate the alarm s: .tem of the radicactive
storage room. Their names and an entry code are on file with

the UCLA Police Department. Lega) entry can only be effected
between the hours of 0800 and 1700 on University working days.

The normal sequence of events for entry into the radioactive
storage room is for one of the above two ingividuals to call the
police, wait for recognition, state his name, his intent, and

the entry code. Upon recoanition, he estimates the probable
durztion of the entry. Upon entry, he deactivates the alarm at the
master control, and at least one of the four authorized individuals®
will maintain surveillance during the entire perio” that the alarn
is deactivated. Upon departure, he reactivates the alarm, secures
the door, calls the police department, gives his name, states that
the area is secured, and asks for confirmation of the alarm system
reactivation and condition of non-alarm. This alarm system is
rarely deactivated, so normally, surveillance of this area is
actampiished by the working personnel, the lock and key system

and the uitrasonic alarm system. Backing up these systems are the
UCLA Police Department and local law enforcement agencies.

A11 A-level personnel are authorized to deactivate the alarm systenm
of the reactor high bay. Their names are on file with the UCLA
Police Department. Legal entry can be effected at any time but is
normally done between the hours of 0700 and 1800 on University
working days.

2.2.2 NON-WORKING HOURS

During non-working hours, the lock and key system and the alarm
system provide the surveillance of the security areas In addition,
there are on-site inspections (physical checks) randomly every four
hours on a 24 hour basis. The on-s'te inspection includes a check
on the outer doors of the facility and, at the officer's discretion,
entrance and patrol of the controlled 2-cess areas, Local law
enforcement agencies back up these systems,

'See Section 3.4.2

2-2



2.3 TEST

The intrusion alarm detection system is automatically tes-ed

for proper operation upon entry into the reactor high bay to
deactivate the alarm upon notification to the police department,
or at least once each week. The same applies to the radiocaztive
storage room except due to i%s infrequent entry, this test will be
performed at least on a quarterly basis. .
R walk test and calibration (trancducer balance) shall be
performed on both intrusion alarm detectior systems quarterly
Ov the Laboratory Security Officer and one other R-leve)l staff
employee or reactor operator.

2-3
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3.0 ACCESS CONTROL

3.1 PREAUTHORIZATION SAREE!ING

A1l personnel granted unescorted access to the CAA's shall be screere~
as follows,
3.1.1 PERSONNEL WITH KEYS ISSUED .

In order for personnel to be issued keys by the Laboratory Securit

Officer, the following conditions must be met according to the ke
level to be issued,

3.1.0.1 A-Leve) (Limited to 10 Keys)

AR. @ need to have access to the reactor high bay
B. a full time NEL staff employee or faculty member

C. @& passing grade on the NEL Health Physics Qualificatior
Evem

0. @& film badge plus some additional training in health
physics

m

Qualify ard agree to be listed on the NEL Emergency
Call List

3.1.1.2 Modified A key

In order for the police to hs € access to the control roor
during off hours, A~ keys are fesued to them, This key will
open a1l doors except those to the reactor high bay and
radioactive storage.

3.1.1.3 B-Level

A. & need to have access to the NEIL

B. a full time University employee (faculty or staff,
8 visitirg professor), a registered UCLA student, a
NEL staff consultant

C. passing grade on the NEL Health Physics Qualification
Exam

D. 2 film badge

3.1.1.4 C(Ce-Leve)

Ordinary C-level keys are not NRC security-related but are
under normal University security practices.

3-1
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3.1.1.5 Modified C-Leyeﬁ (3rd Floor Peithouse, Limited to Two Keys,
Une Issued to Resident Health Physicist and One to be lssued
to Personnel for Short Time Periods)

A. @ need to have ac:*ss to she 3rd floor penthouse

B. & full time emp :yee of the University "

C. the reactor not ‘n operation.
3.1.2 PERSONNEL WITHOUT KEYS ISSUED
Perscnnel who are not issued keys are not allowed unescorted access
to CAA's., They muyst sign in at the front office in the visitors log
book by giving their name, the date, who they represent, his escort
and time in. When he leaves, he marks down the time that he leaves
and exits through the front office. ihile he is in the CAA's, he
will be escorted.
3.1.3 APPROVAL FOR KEY ISSUANCE

3.1.3.1 A card on file with the Laboratory Security Officer with
the foliowing:

A. name, address, phone number, bi=th date and status: ’
' B. advisor or employee's signature; and
C. NEL Director's signature of approval.

3.1.3.2 An issued photo 1D card (Building Use Permit) signed
by the Laboratory Security Officer.

3-2
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3.2 BADGING SYs[EM

R11 authorized individuals granted unescorted access to the CAA's
will wear a radiation film badge and carry a Building Use Permit
card (1D card), Escorted individuals may or may not be badged,
The 1D cards do have a unique number, the indivudual's name, ke,
number, physical data and the individual's photograoh. The 1D
card is laminated in plastic to inhibit tampering and to increase
its life. .

R11 1D cards are issued by the Laboratory Security Officer after
approval by the Director at the time a key is issued and both are
to be carried by tre individual at all times while in the facility,
The film badges are issued by the NEL secretary after an
examination and approval by the Resident Health Physicist, 2
film badges are returned to the front office at the end of each
wOork day.
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3.3 LOCK SYSTEM

Every door leading into the Nuclear Energy Laboratory and every door
within the facility is under a lock and key system comprised of three
levels: A, B and C. A-level is deemed secyrity, B-level 15 deemed
controlled, and C-leve! is deemed non-security., A1 doors except the
main office entrance door are normally locked. CAA doors may be
propped open only if attended by an authcrized individual. Thé main
entrance door 1s not locked during regular working hours when the
Office Area is occupied by an authorized individual who will maintair
access control, A1l other doors in the facility are set so that the,
cannot be unlocked,

A11 locks are Corbin heavy duty cylindrical six pin locks. The locks
are keyed differently from all UCLA master key systems. The key section
is a Russwin commercial key section HE. Copies of the keys are not

kept by the Hardware Department. This is done in order the reduce the
possibility of compromise to the keying system, The key level reguired
for passage through the doors in this facility is snown by letters

A, Bor C in Figures 4 through 6. The letter D means

dummied lock, and it cannot be unlocked by any key from the outside.

The door can be opened only from the inside for emergency egress.

An exception to the above lock and key systen is the lock and key to

the Radioactive Storage Room. The system used is the OMEGA series ’
by Medeco (A* key) for which four keys were made. Two are issued to

NEL staff personnel and two are stored inside the radicactive storage

roon.

3.4



3.4 ACCESS CONTROL

3.4.1 PERSONNEL

A-level keys are issued only to employees of UCLA who work withir

the confines of the Nuclear Energy Laboratory, The distridbution of
A-Tevel keys 1s limited to no more than 10 individuals intimately
concerned with reactor operations and/or maintenance. Thissgroup
includes the Director, Laboratory Mai ger, Laboratory Mealth Physicist,
Reactor Supervisor, Development Engins.rs, Mechanicians, and Electronic
Technicians, The names of the individuals holding these titlec are nn
file with the Laboratory Security Nfficer, One A-level key is also
issued to the watch- . mminder of the UCLA Police Department, It is to
be used only in case of an emergency. He receives the same claseroo”
instruction as the other UCLA Police Department Officers,

Modif.ed A level keys are issued to the UCL “ice Department to be
used by the patrol and investigate units, ‘sonnel of these two
units are Qiven a condensed course on healt ¢s, 2quipment,

access points, and emergency procedures, Tt re not 3iven an exam,

but receive the course on an annual basis.

B-leve) keys are issued to qualified individuals who have taken the
laboratory health physics course and who have passec the health physics
and laboratory procedures test., This group includes faculty,

staff, and students who work within the laboratory but do not need
access to the reactor high bay. The custodian is also assigned a
‘B-Teve! key.

C-leve)! keys provide access to the reception room, office space
adjacent to the reception room, transformer vault on the first floor
and to a machine room on the third floor., C-leve) keys are issued
cnly on a temporary basis, to visitors temporarily occupying office
space, to students awaiting qualification, to maintenance personnel
and to temporary office help.

3.4.2 CONTROL

The lock and key system is under the control of the Laboratory
Security Officer, who keeps & writte and signed record of the
individuals possessing keys. A1l key issuance and changes in the
lock and ke system must be reviewed by the Laboratory Security
Officer and approved by the Director of the Laboratory.

The reactor high bay can be opened only with an A-level key,
A-leve) personnel 2are authorized to activate and deactivate the
intruder detection system of the reactor high bay.

Access to the radioactive storage rooms requires:

A, an A*.leve) key (limited to two),

3.5
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knowledge of the cembination to the Sargent &
Greenlezf combination lock; and

(94

C. knowledge of a code to the police station that
permits deactivation of the alarmm system covering
that aree. The police department is instructed
to comply with deactivation requests only during
the normal working hours of £:00 AM to 5:00 PM
on university working days. '

Only two A-level personne! possess items A through C. The
Director of the Laboratory appoints these two individuals from
among the A-level keyholders, exclusive of himself and the Reactor
Supervisor,

Access to the safe containing the reactor fuel requires:
A. access to the room;
B. knowledge of the comdination to the safe;
C. @ key to the safe.

The two individuals having access to the room also possess the
combination, but not the key to the safe. The Director and the 3
Reactor Supervisor possess the only keys to the safe. Accordingly,
acces’s to the safe requires the mutua) consent of at least two

distinct individuals, each possessing part of the total access
re-uirement,

A physical inventory of keys and ID cards is conducted on an
annual basis on or about June 30. Locks and keys (combinations)
are changed whenever the system is compromised which will depend
upon the circumstances. This is ascertained by the Security
Committee, '



3.5 ESCORT SYSTEM

A1l individuals not authorized unescorted acces. (visitors) shall be
escorted by an authorized escort. A1) individuals authorized
unescorted access (key holders) are authorized escorts and may grant
visitors escorted access to the CAA's, Escorts shall be capable of
maintaining visual contact of all individuals under escort and shal)
remain in the general area with the visitors. »

For A-level areas (the reactor highbay) only A-level personne) shal)
provide escort to visitors., An exception to this rule is made for ,
reactor operators who are assigned to give tours. Tney may be unescorted
by an A-level person only if they remain on the second floor balcony
above the reactor. The second floor balcony restriction during

reactor startups is waived for reactor operators, but they shall not
give tours at that time. There will be no visits to the

radioactive storage room e.cept for NR( inspectors or for

maintenance, SNM inventory, or use.

3-7
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3.6 SEARCH
Searches . persons or packages are not normally conducted at the

NEL due to the following:

A.

In sp
will

A1l SNM is locked up.
: . 13
Non-irradiated and non-exempt SAM requires two-man access

A1l radioactive material is either locked up or contained
within vital areas.
radiation monitors at various locations.

LAr

el

(T

Non-familiar personnel are escorted.
A relatively small staff,

ses or apparently threatening circumstances the police
ned
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4.3 SECURITY PROGRAM RE

'
‘

m

~

A . v o -

The security program will be reviewed every twelve months by the
Laboratory Security Officer or b t

_ or by the Security Committee. A review
consists of a detailed examination of the Security Plar

)
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The facility has a commercial telephone link with the camous police.

The campus police maintain 2-way radio communications between

security officers on patrol and headquarters with fixed radio

units in the patrol cars and portable radio units carried by the security
officers. The Police Department has direct telephone and radio cor-
munfcations with the Los Angeles City Police Deoartment. A1
comrunications systems are available 24 hours each day. The communi-
cations systems are of commercial grade,

In the event of a security violation detected by the intrusion alarr
system, the following communication system is used. The alarm syster
registers a security violation. A signal is sent along a private
telephone line to the 24 hour manned Honeywell Alarm Receiver (WS40Z,D)
located at the UCLA Police Station. At the station there is

a recorder which prints out the status on each and every alarm, The
status categories are normal, alarm, and trouble. Trouble mears tar-
pering with the system and the appropriate action is to assume that
there is an intrusion.

An officer or civilian representative (dispatcher) on duty then

calls the patrol units on a two-way radic to proceed to the NEL

and investigate the problem. (I1f the officers are not in their

cars, they still have direct voice contact since they carry i
portable radios.) After an investigation, the police within NEL

will call the dispatcher who may then telephone the laboratory

- personnel listed in order on the Reactor

Emergency Procedure List until one is contacted. The contacted
individual then proceeds to the laboratory to assist and to

advise the police on the situation.

5-1
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7.1 MATERIAL TRANSPORTATION REQUIREMT TS

whenever the facility transports, exports, or delivers to a carrier

for transport special nuclear material of low or moderate strategic

significance, the NEL will:

1
A. Provide advance notification to the receiver of any planned

shipment, specifying the mode of transport, estimated tire
of arrival, location of the nuclear material transfer point,
name of carrier and transport identification.

B. Receive confirmation from the receiver prior to the commence-
ment of the planned shipment that the receiver will be ready
to accept the shipment at the planned time and location
and that he acknowledges the specified mode of transoort.
C. Transport the material in a tamper-indicating sealed container.
D. Check the integrity of the containers and seals prior to shipment.
E. Arrange fcr the in-transit physical protection of the material
in accordance with the requirements of 10 CFR 73, unless
the receiver is a licensee and has agreed by written contract
to arrange for the in-transit physical protection.

F. Comply with all appropriate NRC and DOT regulations.

7-1
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EXPORT AND IMPORT REQUIREMENTS
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Table 1
QIORED NUCLEAR MATERIALS ON SITE

Enrichment Material Amount (gms)

Non-Exempt (in storage) .

MTR type fuel plates .
(fuel storags pits) 93% U-235 738*

MTR scrap 93% U-235 585
Uranyl Nitrate 93% U-235 250

MTR fuel pieates
(new core loading) 93% U-235 3745
TOTAL (non-exempt) 5328

Exempt 73.67(b)(1)(1)
(in reactor excluding burn-up)
MTR type fuel plates 93% U-235 3557

Exempt 73.67(bj(1)(i1)

Two (32 gm) Plutonium Beryllium
sealed sources (x 2.5) Pu 160 ’
(one is under license R-71, :
' the other is under State of
California license)

TOTAL (exempt) N7
TOTAL (exempt plus non-exempt)

O
o
s
o

*In the pracess of being transferred to Exxon Nuclear ldaho
Company, Inc., ldaho Falls, ldaho.
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20 Fesruary 198)

retect W, Peic, Chief
Orereting Reactors Brarch ¢4
<'vision of Ozerating Reactors
Ci¥ice of huclezr Feactor Regulation
S8 huelear Fezuletsry Commission
SOE & BB - SALER . . )
ats®irg .C. 20588 beeketr 80.142
J8tr Vr, Reic

Oue to recent events, UCLA's Physice) Security Plar for the Protection of
S:ecie) hoclear Meterizl of Moderate Strategic Significenze russ be amendesd.
itiiosed are six copies of 1) proposec pages of A~endment ¢7 . February 1987,
n€ PCPE tRat this rmeets with your approval.
-
g - '
Sincerely,
”.

~. nigst, Lirecsor /.
research & Occupational Safety

LLICER/ 5D

ers. 6 copies-Amendment #2, 2/20/8): pages 1.4, 1.5,
6

Evraets, RSO

Barber, Chief, CCS

Ashbaugh, Security Officer, NEL

Norderhaug, Security, USNRC, Region V (complete security plan amended, per reavest)
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Information in this record was deleted
in accordance with the;eedom of Information

Act, exemptions 2 -
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