November 11, 1987

NOTE TO: C. Ader, OCM/TR

Co Ml’l'ro OC”IFE‘

T. Elesasser, ocMm/ v C

J. Scarbtorough, CCM/EkR
‘n’é:

SUKJECT: INFORMATION CONCERNING STCF WO ORDER AI.FILGGXH

FROM: Fat Gwynn, OCM/LZ

| understand that Boston Edison Company stopped certain work
crmed by contractor employees at Filgrim yesterday
(11/9/87), The basis for the stop work, according to the NRK
Licensing Frojact Manager, was & desire on the part of EECc
managenent to eéssure they had firm control of work being
paréormad by contractars after a series of 8 minor events that

occurred recaently at the plant.

peing pert

ipformation received from Region 1

Attached 18 & COPY of
ts leadirg up to the BECo decisicon

concerning each of the even
ta stop wark for your use.

Gttachment: As stated.
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Pilgrim Events Leading to BECo Decision to Stop Work

Overview

There were & serie; of events at the Pilgrim Station that occurred during the
last several da{s ihat NRC s following closely. Although each of the events
{s of relatively minor significarce and not unique to nuclear power plant
operations, collectively they are of concern to us because they occurred over 2
relatively short period and are similar to other problems that have occurred

over the past ‘ear,

We believe (hat BECo's decision to shutdown activities until it could assess
the overa'l root causes of the prodblems is positive. This is significant to
us in +hat 1t represents a distinct shift in the senfor management ap,roach to
copirol of activities at the plant as upposed to reacting to NRC observations,
We will continue to monitor these activities closely,
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Pilgrim Events Leading to BECo 2
Decision to Stop Work

1. Locked High Radiation Area Door Latch Taped

e e

.. On November 8, at _12:30 a.m., 3 contractor security guard accessing
the dentified that the latch on the door to the ared
h‘d Ge v .

.. The door was considered a locked high rad door at the time of the
tncidents, Based on licensee surveys, it appears that the area may
not have been required to be posted this conservatively,

.. A CRD unlatching tool and two hot chips reading greater than 1R were
present on the Howc /er, the licensee stated that
they were stored in @ locke 0ol cage requiring HP clearance for
access,

.« A contractor security guard was posted near the door in question with
a2 second guard posted {nside the area on the The

tigation indicates that security guards posted on the

censee's in
taped the door latch to allow easy access for their
watch rellef.

.. On November 9 at about 4:45 a.m., 1icensee health physics personne)
tdentified tnat security guirds were routinely opening this same

tocked high rad door to admit watch relfef for the guard stationed
on the ' This was being done without P, permission
and constituted an Rdditional violation of locked high rad ared

controls.,

\ 2
W1ind 2 OFFICIAL RECORD COPY  PILGRIN EVENT - 0002.0.0
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Pilgrim Events Leading to BECo 3
Decision to Stop Work

Intake Structure Security Degradation

.o At aboyt 4:00 p.m., 11/8/87, security guard noted that a ventilation
fan and duct work finside the ad been
removed, degrading the security on intake,
Only @ *bird screen® remained in place,

.« Appropriate response was made after discovery.

.. Event had been caused by contractor maintenance personnel starting
work without 8 security review, this violated licensee procedures.

.« No unauthorized access occurred.

1ind 2 2
abi OFFICIAL RECORD COPY  PILGRIN EVENT « 0003.0.0
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Piigrim Events Leading to BECO 4
Decision to Stop Work

3. Possible Missed Surveillance Test

blind 2 2

end

A reactor protection system survelllance test scheduled for comple-
tion by BECo no later than November 7 was not performed unt il
November 9 due to surveillance tracking program weaknesses.

The test is required to be performed once per refueling outage by
Technical Specifications. The 1icensee's scheduling system required
performance once per week, The test had been performed last on
October 30, so that it aeppears that no Technical Specification
violation occurred and the problem is of minor safety significance.

The scheduled test however, was not consclously deferred. It was
missed due to fatlure of several of the checks and controls built
into the licensee's tracking program which has been 2 problem in the

past.

OFF ICIAL RECORD COPY PILGRIM EVENT = 0004.0.0
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Pilgrim Events Leading to BECo S
Decision to Stop Work

4. Reassemdbly Problem of 'A’ Recirc MG S»t

.« GE reworked MG sets during outage.

.« During inftfal runs of ‘A’ MG set on 11/7, set was damaged apparently
due to improper assetly (e.g., finadequate ¢learances, improper
installation of cooling water and lube oil 11nes).

.« 'B' MG has not been run (sets are non-safety related).

blind 2 2
OFFICIAL RECORD COPY PILGRIM EVENT - 0005.0.0
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Pilgrim Events Leading to BECO 6
Decision to Stop Work

,blind 2 2

enrA

Chemical Waste Pump Contamination

On November 6, two A pricrity maintenance requests were written to
repair the chemical waste pumps. These MRs were completed by BECe
maintenance on November 6.

On November 7, at about 1:00 a.m., the A pump was run, Lirensee
investigations Indicated that plugs were not fnstalled in the pump
rechanical seal as required. When the pump was run, fluid sprayed
out of the area of the missing plugs, contaminating the pump room,
Two operators may have been s11ghtly contaminated ot this time,

On November 7, sometime between 1:00 a.m, and 3:00 a.m., & health
physics technicien performed a survey of the chem waste pump room and
tdentified genera) area radtation Tevels had increased by a factor of
§ to 10 and contamination levels had also sizniflcantly increased
from previous surveys. No alr samples were taken and the nealth
physics technician entered the room without a RWP contrary to pro-
cedures which censtitutes @ potential violation,

On November 7, at about 3:30 a.m., contamination of 1 to 10K dpm was
tdentified in the hallway Just outside the chemica) waste pump room,

On November 7, the two operators and the health physics technician
mentioned above were given whole body counts. This was done because
of the increased contamination levels in the room, uncertainty as to
(he specific cause and the lack of air sample data. No uptake was
{dentified. Seven other tndividuals were fdentified as having been
{n the general area at the time and were required to have WBC. NO
results of these have been received,

On November 8, at about 14:20, a naintenance worker repairing the A
pump received minor contamination to his shorts to 3K dpm.

OFFICIAL RECORD COPY PILGRIM EVENT - 0006.0.0
1/0/87



Pilgrim Events Leading to 8ECo 7
Decision to Stop Work

blind 2 2

ernd

Spills From RKR/Fire Water Tie-In

At 2:00 p.m., 11/8, licensee was attenpting to letdown torus water
to rad waste, Water leaked in two places:

(1) From the open drain valves, via drain hose == sprayed two BECo
operators s1ightly, contaminating skin and clothes,

(2) From valve (recently installed as an SEP mod) which had not been
repacked.

Event recurred early on 11/9, when operators tried evolution again
ofter shutting a1l valves fpacking sti 1 leaked).

Contamination of area led to about ¢ minor personnel contaminations
(BECo and contractor's).

Event involved poor control of work and system turnovers, probably
in violation of BECo procedures.

OFF [CIAL RECORD COPY PILGRIM EVENT - 0007.0.0
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Pilgrim Events Leading to BECo 8
Deciston to Stop Work

7. Flatbed Area Contamination
.- About Noom, 11/8, BECo rad waste operators wanted to dump flatbed
f11ter medfa to a hich Integrity cask, but noticed the chute was
clogged with diatomaceous earth from previous work, Attempted to
wash chute with water which resulted in diatomaceous earth and water
on floor and then thru floor drain system.
.« Floor contamination was 500 mR/hr contact (area 1s normally highly
contaminated).
.« Chute washing may have been normal work practice; was poorly
controlled.
,blind 2 2
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Pilgrim Tvents Leading to BECO
Decision to Stop Work

Unexplained Contamination in the R3¢ waste Corridor

.. 0On November 8, 1987, between 3:00 and 4:00 p.m., 12 to 14 people were
fdentifled at the radiolegical control point with detectable shoe
C;(tanﬁngtﬁcr rgn;irg from less than K to 10K dpm/\OO ¢me. BECo WP
review found {ndications of diatonaceous earth on the shoes and
tdentified contaminated sreas near the chemical waste pump room,

The safety significance of this ftssue is low, but the events do
indicate weakresses in radiclogical work practices., Weaknesses in
these practices and {n ALARA controls were the subject of a 1984
Radiologica) Improvement Order.

OFFICIAL RECORD COPY PILGRIM EYENT - ( 09.0.0
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OFFICE MEMORANDL.§ 776304262

‘Boston Edison Company ' ! RMG Control Number

To: A. Pedersen

Record Type A4.08

¢ i e-—

Date: §/5/86 "7 Dept. Safety Related

Distridbution: '
E.T. Graham T. Nicholson P. Hamilton M.N. Brosee

R. Swanson J. McEachern M. McBride D.L. Myers

Attached 1s the eighth monthly status report on planned security program
fmprovements. It 1s recommended that this report be forwarded %o Messrs.
Oxsen and Lydon for review and comment.

EXECUTIVE SUMMARY

The Security Program Improvements 1isted iIn Attachment 1 and 2 of this report
were developed In response to the civil penalty resu'ting from events of
August 1985, concerning vital area barriers. Attachment 3 1s a 1ist of
Security Program Augmentations., Many of these items In Attachment 3 have been
discussed with Regional NRC Security Management.

PIN/a)

Attachments: 1. Plan and Schedule of Security Program Improvements
2. Compensatory Measure on Loss of Security Computer
3. Augmentations to Security Improvement Plan

BCUNEINT

RELEASED
CEP 19 188

5 !
Information fin this record was deleted B o _f-g’—‘ Uss »//'//"

in accordance with thg Freedom of Information N NI
Act, e:eri-hons — "
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SUMMARY OF STATUS

_ 1TEMS ON ATTACHMENT | TAT

. Additional BECo oversight of Security 4 of §S Individuals on
Force. board. One remaining 1s

pending medical clearance.

¢ Establish a Corrective Action System to Procedure In place - 48
address Security Deviations. deviations reported.

. Perform Regulatory Requirements Analysis. On schedule - Plan to meet
with NRC in Mid November

to discussed proposed plan
charges.

- Evaluate Security Training Methods. Complete

’ Increase Oversight by Corporate Security. Complete - 1 person added
to staff.

. Establish a program for Corporate Security Complete
to audit the Security Plan on a regular

bas!s.
’ Proceduralize Extsting Survelllance Complete
Program,
1TEMS ON ATTACHMENT 2 STATUS
¢ Perform Requ'rements Analysis Estimated Completion -
of Security Computer System. May 1387
. Establish Interim corrective action Complete
on loss of Security Computer.
ITEMS ON ATTACKMENT 3 STATUS
" yital Area Barrlers - modify Scheduled Completion 12/86
v Intrusion Detection System - modify In Progress
’ Lighting - modify In Progress
’ Facilities - supplement/upgrade. In Progress

’ Training In Progress

. Security Program Objectives-estaniish In Progress
" Intercompany Visits In Progress
*  Compensatory Measures - estahlish In Progress

evaluation process.




ATTACHMENT |

ADDITIONAL BECo OVERSIGHT OF SECURITY FORCE

Plan to hire five (5) Boston Edison security supervisors to provide
shift coverage of the contract security force.

Planned Milestones

- Develop job description and approve

- Commence hiring process for Boston
Edison site security supervisors.

- First Additional Boston Edison site
security supervisors on board.
(4 hired - 1 to go)

- Remaining Boston Edison site secu~ity
supervisors on board.

CORRECTIVE ACTIONS SYSTEM

Original
Scheduled
Completion

Jan, 16986
Feb. 1986

April 1986

July 1986

Current
Status

Complete

Complete

Complete

Offer accepted
pondin?

Medical clear-
ance

Plan to develop a procedure to standardize the reporting of security
deviations and to inttlate thorough and effective corrective actions.
The procedure will include a form for reporting deviations and wil)
require a trend analysis of deviations to \dentify recurring problems.

Planned Milestones

- ldentify and evaluate requirements
the corrective action system,

- Develop and approve procedure,
including form for reporting
deviations.

- Incorporate into NOP 83A9

Page 1 of 3

Original
Scheduled

Completion

Mar. 1686

June 1986

Complete

Current

status

Complete

Complete
July 3, 1986

Complete 8/1/86
Effective 9/1/86



Original
CORRECTIVE ACTIONS SYSTEM (continued) Scheduled Current

Completion t
Planned Milestones (con't) status

- Indoctrination and Imp ementation July 1986 Complete - 48
of process. deviations
fdentified on
new form as of
8/26/86

- Perform first trend analysis of : * “rhedu'e
deviations to identify recurring
problems.

REGULATORY REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements analys!s of the Modifled
Amended Security Plan (MASP), Safeguards Contingency Plan, and Tralning
and Qualification (T&Q) Plan vis-a-vis the Code of Federal Regulations.
This analysis 1s to assure that the regulatory requirements are met by
existing programs and procedures.

Original
Scheduled Current

Completion Status
Planned Milestones
- Obtaln resources to perform analysis. Jan, 1986 Complete

- Determine methodology of performing Feb. 1986 Complete
analysts.

Perform regulatory requirements Oct. 1986 On schedu'e

analysis. 9 of 10 modules
Complete

Prepare changes to Security Plan. . 1986

Incorp. proposed changes Req'd by . 1986
8/4/86 Fed. Register into Plan,

Finalize YOCFRSO.S54p Evaluation, . 2, 1986
ORC Review Security Plan. Nov. §, 1986

Meet with NRC on proposed plan Nov. 12, 1986
changes.

Incorp. NRC comments & final type. Nov. 18, 1986
Final ORC Review, Nov, 19, 1986

Prepare 50.54p evaluation on To be Determined
T4Q and Contingency Plans.

Page 2 of 3




TAT
Training

Plan to evaluate the present approach to training such
that:

(1) Security force personnel have a greater sense Complete
of awaraness of tho bases behind thelr dutles
(1.e. why they are here).

(2) Security force personnel understand the need
to Inftiate aggressive corrective action and
to follow-up thoroughly.

Increased Management Oversight - Corporate Security

Plan to establish a Corporate Security Representative Complete
to strengthen the Interface between site and corporate

security personnel. This individual will be respon-

sible to perform aud'ts in accordance with a structured

audit plan, reviev program document changes, and

maintaln a state-of-the-art knowledge of security

methodologies. This change will be reflected in the

Corporate Bulletin Book.

Self-Augits

Plan to audit the sections of the security plan on a Complete
regular basts such that the entire plan 1s addressed

by corporate security once/year.

Proceduralize Existing Programs

Plan to estadblish procedures ‘or the existing iInternal Complete
survelllance effort and Include the scheduling of these
survetllances in the Master Survelllance Tracking

Program,

Page 3 of 3




ATTACHMENT 2
Compensatory Measure on Loss of Security Computer

A concern was ralsed by our Senfor NRC Resident Inspector, Or. M. McBride
regarding establishment of compensitory measure within 10 minutes 1f the
security computer becomes inoperable. The concern 1s that iIn 1985, six
security event reports were filed because full compensatory 1imits were not
established within 10 minutes aftar loss of the security computer,

The follow!ng corrective actions have been taken or are planned:

Original
Scheduled Cyrrent

Completion Status

Planned “tiestones

- Evaluate the rellability of the Complete
security computer

- Pavelop recommendations for computer Complete
improvement.

- Deciston on optimal recommendation. Mar. 1986 May 1987
(Pending requirements analysis by
NED.)

- Implement optimal recommendation Pending NED reqt's analysis

. As stated In our November 27, 1985 letter, Boston Edison reviewed the

situation and implemented the following corrective actions:

- Reviewed and revised the response methodology allowing security
personnel to man the required posts within 10 minutes.

- Temporarily increased staffing levels as an interim measure to ensure
the 10-minute response time can be met.

- Provided pre-established compensatory zone assignments on each shift
In the event the computer becomes Inoperable.

= Tratned security force on the revised methodology of r=<ponse.

- Conducted drills and verified that less than 10-minute response 1s
achieved.

Page 1 of |




ATTACHMENT 3

Attachmert 3 1s a 11st of Augmentations to the Security Improvement Plan,
Many of these 1tems have been perfodically discussed “'th NRC Reglonal
Security Management,

Scheduled Current
Complet'on Status
- Complete
. Complete
12/86 In Progress
(Note 1)
- Protected Area
- Incorp Fence Survey Into 9/86 In Progress
Maintenan:e PM Program,
- Instal) Bottom Rail on Fence. 12/86 In Progress
« Implement NED Recommendation 10/86 In Progress
on Wash Concern,
(NTRUSION DETECTION

- Obta'n Response to ESR 86-253. 9/86 Complete

- Develop Maintenance) 10/86 In Progress
Repalr Schedule.

- Develop Eng. Modification Schedule 5/87 Bids Due to
(Integrating with Requirements NED on 9/15/86
Analysis for Computer).

- Issue FRN to PDC 82-200. 1/86 Complete

- Evaluate Technical Adequac, 11/86 In Progress
of Survelllance Procedure for
Intrusion Detectior Equipment.

3
|
Obtain Response to ESR's 9/86 In Progress

86-212 and 86-308.

Pagye 1 of 3
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* Develop Implementation Plan 5/87 Blds due to
(Integrating wi'™ require- NED 9/15/86
monts Analysts o Computer)
* Achieve resolution with NRC 9/86 NRC reviewin
regarding Interim Compensatory BECo proposa
Measures. |
LIGHTING
*  Restore yard lighting to original - Complete

design requirements. ‘

* Revise OMG work instruction to - Complete
Incude yard 1ighting considera-
t'ons on trallers.

* Obtaln response to ESR 86-252. 8/86 Complete

* Schedule completion of modifi- 9/86 In Progress
cations (PDC 83-09).

* perform 1ighting adequacy survey. (after POC)

FACILITIES

* gstadlish private office location - Complete
for BECo security management.

* Request additional office/working 9/86 In Progress

lunchroom space for Security Force.

* Reguest upgrade of Security Facilities 9/86 In Progress
at Bechte! Warehouse Cate, Alternate
Access Gate, ().e., heat, 1ight, a/c,
furniture, painting).

ADOITIONAL TRAINING

* Establish overview training 9/86
module for BECo senior manage-
ment.

In Progress

* fFstadlish Initial technical 1/87 In Progress

tratning modyule for Security
management.

SECURITY PROGRAM ( JECTIVES
* Develop Initial plan. 1/86 Complete

* Establd  aftial objectives 9/86 Complete
includ . 2commendations.

Page 2 of 3




SECURITY PROGRAM OBJECTIVES (cont!nued)

*  Fina) decision on key objectives. 10/86

*  Develop Implementation Plan. 12/86
INTERCOMPANY COMPARISONS

' Develop schedule for security shift 10/86

supervisors to visit other sites.

COMPENSATORY MEASURES

NOTE )

Reviseu Procedure 3.10 to iInclude the -
(1) seven criteria of NUREG 1045,

Establish formal, ragular re-evaluation 1/87
of compensatory measures to determire
alternative methods of achleving compli-

ance.

Security perform a periodic review of 10/86
open MR's & Issue Report to management.

Initiate attendance of Secur:ty manage- 9/86
ment personrel at seminars (e.q9. indus-

trial security) on state-of-the-art

security equipment/compensatory measures.

Original verbal commitment to NRC was given as 11/1/86.

In Progress

Complete

In Progress

In Progress

Complete

Schedule was 'mpacted by fire protection damper modifications.

Page 3 of 3
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OFFICE MEMORANDUM : Ag 6304670
L.' RMG Control Number

Boston Egison Company . '
: P -w“"’”
To: A, Pedersen From: £ ) Tiemianskl
; Record Type Ad. 08
Date: 10/14/86 Dept.  NM$S 86-¢18 Non-Safety Related
po— o
§u910!=: Security Program Impruvoqgggz_jizzzk Report #9
S
Distribution:
£.7. Graham T Nigholson P. Mamilton M N, Brosee
R. Swanson J. McEachern M. McBride D.L. Myers
D.L. Bryant

Attached 1s the ninth monthly status report on planned security program
{mprovements. It s recommended that this report be forwarded to Messrs.
Oxsen and Lydon for review and comment.

EXECUTIVE SUMMARY

The Security Program Improvements 11sted in Attachment 1 and 2 of this report
were ceveloped in response to the civil penalty resulting from events of
August 1985, concerning vita) area barriers. Attachment 3 15 a 1ist of
Security Program Augmentations. Many of these items in Attachment 3 have been
gisrussed with Regional NR, Security Management.

PIk/la

Attachments 1. Plan and Schedule of Security Program Improvements
2. Compensatory Measure on Loss of Seturity Computer
3. Aygmentations to Security Improvement Plan
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'

Plan an

Planned Milestones

h

]

f

ATTACKMENT 1
rity Program Improvements

- Develop job description and approve

- Commence hiring process for Boston

faison site security supervisors.

- First Agoitiona) Boston Edison site

security supervisers on board.
(4 hired - 1 to ¢o)

Planned Milestones

CORRECTIVE ACTIONS SYSTEM

Plan to develop a procedure tO sta
deviations and to inftiate thoroug
The procedure w'll
require a trend ana

inglude 2 form

- ldentify and evaluate requirements

the corrective action system.

- Develop and approve procedure,

including form for reporting

deviations.

- Incorporate into NOP BIA9

Page ! of 3

ADDITIONAL BECO OVERSIGHT OF SECUR]ITY FORCE

Plan to hire five (5) Boston Edison security supervisors to provide
shift coverage of the contract security force.

Original
Schedu'led
gmﬁlgtign

Jan. 1886
Feb. 1986

April 1986

- Remaining Boton Egison site security July 1986
supervisors on beard.

Original
Schedu'ed
Completion

Mar . 1886

June 1986

Complete

Current
status

Complete

Complete

Complete

Failed Medica
Reinitiating

search with
srofessional
firm.

ndardize the reporting of security
hoang effective corrective actions.
for reporting deviations and will
lysis of deviations to ‘dentify recurring problems.

Current

Status

Complete

Complete
July 3, 1586

Complete 8/1/86
Effective 9/1/86



gggn;;r;v; ACTIONS SYSTEM (continued)

Planned Milestones

Indoctrination and implementation
of process.

perform first trend analysts of
geviations to fgentify recurring
prodlem:

REGULATORY REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements
Amenges Security Plan (MASP),
and Quatification (T8Q) Plan vis-
This analysis 1s to assure that the

existing programs and procedures.

Obtain resources to perform analysis.

Determine methodology of performing
aralysis.

Perform regulatory requirements
analys's.

Prepare changes to Security Flan.

Incorp. propesed changes reg'c by
§/4/86 Fed. Rejister into Plan.
(Misce)laneous Amengments)

Note (1)

Finalize YOCFRSD.S4p Evaluation,
for changes to security plan.

ORC Review St:ur\t{ Plan changes.
required by federal Register
(Miscellaneous Amgngment)

Meet with NRC on proposed plan

changes. (not those required
by Federa) Register)

Page 2 of 3

Safeguards
a-vis the Code of Federa! Regulations.
regulatory requirements are met by

Original
Scheduled
Completion

July 1586

Jan.

1587

Current

Complete

Complete

analysis of the Mogified
Contingency Plan, and Training

Jan.

Feb

Oct.

Oct.

Oct

NOV .

NOV .

Nov .

1586
1986

1586

158¢

1586

2, 1986

§, 1986

19, 1986

Complete
Complete

On schedule

§ of 10 modules
Complete

On schedu'le
dgraft in typing

On schedule
graft complete

On schedule
after submitta)
of draft

On schedule

On schedu'e



Ortginal

Scheduled
Planned Milestones Completion
- Submit proposed changes to Dec. 2, 1986
NRC (Miscellaneous Amendments)
Note (1)
- Incorp. NRC comments & final type. Dec. 2, 1986
- Fina) ORC Review. Dec. 17, 1986

Prepare draft changes to T&Q
and Contingency Plans

submittal

Prepare 50 .54p evaluation on
180 and Contingency Plans.

Training

Plan to evaluate the present approach
to training such that:

(1) Security force personnel have 3 gredter sense
of avareness of the dases behing their guties
(1.¢. why they are here).

(2) Security force personne! ynderstand the neec

to initiate aggressive corrective action and
to follow-up thoroughly.

Increased Management Oversight - Corporate Security

Plan to estadblish a Corporate Security Representative
to strengthen the interface between site and corporate
security personnel. This individual will be rer-on-
sible to perform audits in accordance with 3 siructyured
audit plan, review program dgocument changes, and
meintain a state-of -the-art knowledge of security
gethodologles. This change will be reflected in the
Corporate Bulletin Book.

Self-Audits

Plan to audit the sections of the security plan on 2
regular basis such that the entire plan 1§ addressed
by corporate security once/year.

NOTE: €1) This submittal is of 2
scope different from the original
commitment, It is shown here for the

purpose of issuing a single,
Page 3 of 3

comprehensive report.

Current
Status

On schedule

Dependent upon
extent of NRC
comments

On schedule

To be determined
after Security Plan

To be Cetermined

Complete

Lesson pland(s)
tc be delivered
te TIN for
evaluation

November, 1986

Complete

Complete




ATTACKMENT 2

. Proceduralize Existing Programs

Plan to establish procedures for the existing internal  Complete
surveillance effort and Include the scheduiing of these
surveillances In the Master Survelllance Tracking

Program,

Compensatory Measure on Loss of Security Computer

A concern was ratsed by our Sentor NRC Resident Inspector, Dr. M. McBride
regarding estadlishment of compensatory measure withia 10 minytes if the
security computer becomes incperable

The following corrective actions have been taken or are planned:

O,dg!r“\
Scheduled Current
Completion status
Planned Milestores
- Evaluate the reliability of the Complete
security computer
. Develop recommencations for computer Complete
improvement
. Deciston on optimal recommendation. Mar., 1586 . Fed. 13587
(Pending requirements analysis Dy based on
NED D) NED Inpu*s ang
~ 3% comrynicated
to MiC via
telecon on
10/20/86
o, TP
- Implement optimal recommendation Pending NED reqt's anaTysis

(ref Attachment 3)

. As stated in our November 27, 1985 letter, Boston fdison reviewed the
situation and implemanted the following corrective Lotions

. Reviewed and revised the response methc

g alluwing security
personne) to man the regquired posts with

J
0 minytes

010§

in )

- Temporarily increased staffing levels as an interim measure to ensure
the 10-minute response time can be met.

- Provided pre-established compensatory 2one assignments on each shift
in the event the computer becomes inoperable.

- Tratned security force on the revised methodology of response.
. Conducted drills and verified that less than 10-minute response is

achieved.
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ATTACHMENT 3

A*tachment 3 15 a 1ist of Augmentations to the Security Improvement Plan
Ma~y of these items have Deen periodically discussed with NRC Reg'lonal
Security Management.

Scheduled Cyrrent
Completion Status
g:8
- Complete
- Complete
1/87 Sent letter
to NRC as
’O‘ :C."\JQ

to phone call
(extenging
completion to

1/87)
- Protected Ared
- Incorp Fence Survey iInto 9/86 Complete
Maintenance PM Program
. Instal) Bottom Rail on Fence 12786 On schedule
started §/22
« !mplement NED Recommendation 10/86 On schedule
on Wash Concern started 9/30

INTRUSION DETECTION
. Obta'n Response to ESR 86-253 3/86 Complete

MNB Develop (Maintenance) 10/86 On schedule
repalr schedule. Initiated

short-term repalirs in conjunction

with fence work

. Develop Eng. Modification Schedule 2/87 v On schedule
(Integrating with Requirements \ (improved
Analysis for Computer). ¢ original sched-

( wle of 5/87)
7

. lssue FRN to PDC 82-200 7/86 ( Installation
(This Installation was /] complete but
considered temporary because v still getting
1t was unknown If the system false alarmg

would be effective in this
unique application).
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vendor adjustment of hardware/ 10/86 .* Mardware shipped
installation. NED (John Tyrner) to vendor 10/86.
providing followup. : »

o ‘
\

. Evaluate Technical Adequacy 11/86 0~ schedule - ;
of Surveillance Procedure for obtaining
Intrusion Detection Equipment. vendor |
recommendation
for testing
equipment,
Obtain Response to ESR'S §/86 Mave received
86-212 ang 86-305. response to
86-212.

Crpect response

to 86-305 by

10/86 (to

utilize -
consultant

T input). a

|

* Develop Implementation Plan 2/87 On schedyule
(Integrating with require- P.O. placed

ments Analysis for Computer) 10/86 with
consultant.

¢ Achteve resolution with NRC 5/86 NRC reviewing
regarding Interim Compensatory BiCo verdal
Measures. proposal.

* lssue forma) letter to NRC 10/17/86 Complete -

regarding Interim Compensatory letter Yssued.

Measures. (W. Lobdo)

LIGHTING
* Restore yard lighting to original - Complete
design requirements.
* Revise OMG work instruction to - Complete
fnclude yard 1ighting considera-
tions on tratlers.
* Obtaln response to ESR 86-252. 8/86 Complete
* Schedule conpletion of mogifi- 10/86 Delayed one
cations (POC 83-09). S month, :
Maintenance
reviewing
schedule sub-
mitted by
Bechte!.
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—

¢ perform 11ghting adequacy survey. After PDC on schodu!i
. as part of NED

. comprehensive
/ Coreview
FACILITIES N\
¢ Estadblish private office location - Complete
for BECO security management.
*  Request additional office/working 9/86 Complete
1ynchroom space for Security Force. trailer
request re-
submitted

(outsidge pro-
tected ared)
OMG has been
requested

to evaluate
labor impact
on use of
alterrate
access Gate.

*  Confirming req.est maintenance upgrade §/86 Complete
of Security Facilities at Bechtel Warehouse
Gate, Alternats Access Gate, (V.e., heat,

Tight, a/¢, furniture, painting). .
‘ ’
¢ Inform NED of Security long-term space 10/8¢ Complete.
needs. Verbally
commynicated
{ to €.J. ’
Ly Minott.
P W
ADDI TIONAL TRAINING
¢ fstablish overview tratning 11/86 Final comments
module for BECO senior manage- resubmitted
ment. to Training
Group
Implementation
ge'ayed one
month (to

November)

¢ Estab)ish initia) technical 1/87 On schecule

training module for Security learning

management. objectives in
preparation;

te be

submitted

to training

10/86
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RITY PROGRAM Tiv
*  Develop Inttial plan,

*  Establish initial objectives
including recommendations.

*  Fina) dec'sion on key objectives.
*  Develop Implementation Plan.
INTERCOMPANY COMPARISONS

*  Develop schedule for security shift
supervisors to visit other sites.

*  Revised Procedure 3.10 to Include the
(7) seven criterta of NUREG 1045.

¢ Estadlish forma), regular re-evaluation
of compensatory measures to determine
alternative methods of achieving complt-
ance.

*  Security perform 3 periodic review of
open MR's & lssue Report to management

*  Initiate attendance of Security manage-
ment personne) at seminars (e.g. indus-
tria) security) on state-of-the-art
security equipment/compensatory measures.

Page 4 of &

R STV RORT

1/86
9/86

10/86

12/86

10/86

1/87

1/87

9/86

Complete

Complete

With €.).
2iemiansk! for
decision

Pending finmal
decision

On schecdule -
Have had
discussion
with adbout

“eight other

plants.

Complete

On schedyle -
Procedure in
preparation

Changed
schedule -
will need work
instruction.

Complete
(wil!
continue)




OFFICE MEMORANDUM

Boston Edison Company ,F:;,(’
To: A. Pedersen From:

RMG Control Number

Record Type Ad 08

Date: 1/12/86 Dept. NMSS 86-218 Non-Safety Related
Subject: (Security Program Improvc;:;EE::z:tus Report #10
Bistribution: T
E.T. Graham T. Nicholson P. Hamilton M.N. Brosee
R. Swanson R.V. Falrbank M. McBride D.L. Myers
D.A. Bryant C.E. Higgins

Attached 's the tenth monthly status report on planned security program
improvements. It is recommended that this report be forwarded to Messrs.
Orsen and Lydon for review and comment.

EXECUTIVE SUMMARY .

The Security Program Improvements 1isted 'n Attachment 1 and 2 of this report
were developed In response to the civii penalty resulting from events of
August 1985, concerning vital area barriers, Attachment 3 15 a 1ist of
Security Program Augmentations. Many of these items in Attachment 3 have bdeen
giscussed with Regiona) NRC Security Management.

Piw ' la

Attachments: ). Plan and Schedule of Security Program Improvements
2. Compensatory Measure on Loss of Security Computer
3. Augmentations to Security Improvement Plan

Information in this record was deleted .
in accordance with y Fresdom of [nformation

Act, exemptions . .
on fR- 190

£ /2



Plan an hedy'

ATTACHMENT 1

f

r

Program r

ADDITIONAL BECo OVERSIGHT OF SECURITY FORCE

Plan to hire five (5) Boston Edison security supervisors to provide
shift coverage of the contract security force.

Planned Milestones

- Develop job description and approve

- Commence hiring process for Boston

fdison site security supervisors,

« First Additional Boston Edison site
security supervisors on board.

Original
Scheduled

;ggn1gt'gn

Jan, 1986
Feb. 1386

Apri) 1586

- Remaining Boston Edison site security July 1986

supervisors on board (4 hired to date).

CORRECTIV

- ———

ACTIONS SYSTEM

Current

Status

Complete
Complete

Complete

Search for

last hire
continues.
Expect offer to
be made to
minority
cangigate
Cecembder

Plan to develop & procedure to standardize the reporting of security
deviations and to initiate thorough and effective corrective actions.
The procedure will include a form for reporting deviations and will
require a trend analysis of deviations to identify recurring problems.

Planned Milestones

- ldent\fy and evaluate requirements

the corrective action system,

- Develop and approve procedure,
including form for reporting

deviations.
- Incorporate Into NOP 83A9

Page | of 4

Original
Scheduled
Completion

Mar . 1GBE

June 1586

Complete

Current
Status

Complete

Complete
July 3, 1986

Complete 8/1/86
Effective 9/1/86




.

RECTIV T YSTEM (continyed)

Original
Scheduled Current
Planned Milestones Completion Status
- Indoctrination and implementation July 1986 Complete
of process.
- Establish monthly trends et Complete
- Perform first trend analys'is of Jan. 1987 On Schedule

deviations to 'dentify recurring
security defic'~ncies from SOR.

R ATORY R REMENTS ANALY

Plan to perform a regulatory requirements analysis of the Mogdified
Amended Security Plan (MASP), Safeguards Contingency Plan, and Training
and Qualification (T&Q) Plan vis-a-vis the Code of Federal Regulations.
This analysis is to assure that the regulatory requirements are met By
existing programs and procedures.

- Obtain resources to parform analysis. Jan. 1986 Complete
- Determine methodology of performing Feb. 1586 Complete
analysis,
- Perform regulatory requirements Oct. 1986 Complete
analysis. Summary Report
Issued
- Prepare changes to Security Plan Oct. 1986 Complete

(rev. 19) based on regulatory
regts analysts,

- Incorp. proposed changes req'd by Oct. 1986 Complete
8/4/86 fed. Register into Plan, Sent to
(Rev. 18) (Miscellaneous Amendments) Licensing
Note (1)

- Finalize VOCFRSO.54p Evaluation. Nov. 2, 1986  Not required

for (Rev. 18) changes to security plan.

- ORC Review Security Plan (Rev. 18) Nov. 12, 1986 Complete
changes required by Federal
Register (Miscellaneous Amendment)
Note (1) (Rev. 18)

- Meet with NRC on proposed plan See current Meeting held
changes. (not those required status on Dec. 4, 1986
by Federal Register) at NRC offices.
(Rev. 19
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Original

Schedu'led
Planned Milest Completion
- Submit proposed changes to Dec. 2, 1986
NRC (Misce!lanecus Amendments)
Note (1) (Rev. 18)
- Incorp. NRC comments & final type. Revised to
after NRC

receives our
transmittal

-« Fina)l ORC Review. Feb. 18, 1987

- Syubmit Revision 19 to NRC Feb. 27, 1987
- Prepare draft changes to T&Q "
and Contingency Plans

submittal

- Prepare S0 .54p evaluation on
T6Q and Contingency Plans

Training

Plan to evalyuate the present approach
to training such that:

(1) Security force personne! have a greater sense
of awareness Of the bases dbehind thelr duties
(1.e. why they are here).

(2) Security force personnel understand the need
to Inftiate aggressive corrective action and
to follow-up thoroughly.

Increased Management Oversight - Corporate Security

Plan to estadblish a Corporate Securtty Representative
to strengthen the iInterface between site and corporate
security personnel. This individual will be respon-
sible to perform auaits in accordance with 3 structured
audit plan, review program document changes, and
saintain a state-of-the-art knowledge of security
methodologies. This change will de reflected in the
Corporate Bulletin Book.

Page 3 of ¢

Current

Status
Complete

Informa)
comments are
being
incorporated

Revised to
accommodate
unanticipated
work1oad

On schedule

To be determined
after Security Plan

To be Determined

Compliete

Evaluation
to be completed
in Janvary 1987

Complete




Self-Augits

Plan to audit the sections of the security plan on a
regular bas!s such that the entire plan Vs addressed
by corporate security once/year.

Note (1): This submittal s of a
scope different from the original
commitment. It 1s shown here for the
purpose of 1ssuing a single,
comprehensive report.

Page 4 of &
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ATTACKMENT 2

. ’rgsggurg\ig! Existing Programs

Plan to establish procedures for the existing Internal  Complete
survetllance effort and include the scheduling of these
surveillances 'n the Master Survelllance Tracking

Program.

Compensatory Measure on Loss of Secyrity Computer

A concern was ralsed by our Senlor NRC Res'dent Inspector, Or. M. McBride
regarding estadlishment of compensatory measure within 10 minutes 1f the
security computer becomes inoperadble. The concern Is that in 1985, six
security event reports were filed beciuse full compensatory 1imits were not
established within 10 minutes after 1oss of the security computer.

The following corrective actions have been taken or are planned:

Original
’ S:heduled Current
Completion Status
Planned Milestones
- Evaluate the reltadility of the Complete
security computer
- Develop recommencations for computer Complete
improvement.
- Decision on optima! recommendation, Mar. 138§ Fed. 1987
(Pending requirements analysis Dy based on
NED ) NED inputs ang
as commynicated
to NRC via
telecon on
10/20/86
- Implement optimal recommendation Pending NED reqt's analysis
(ref Attachment 3)
. As stated 'n our November 27, 1985 letter, Boston Edison reviewed the

situation and '\mplemented the following corrective actions:

. Reviewed and revised the response methodology allowing security
personnel to man the required posts within 10 minytes,

- Tenporarily increased staffing levels as an Interim measure to ensure
the 10-minute response time can be met.

. Provided pre-established compensatory 2one assignments on each shift
in the event the computer becomes inoperadble.

. Tratned security force on the revised methodology of response.

tonducted drills and verified that less than 10-minute response 1s
achieved.
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ATTACHMENT 3]

Attachment 3 1s a 11st of Aygmentations to the Security Improvement Plan,
Many of these ‘tems have been periodically discussed with NRC Reglonal
Secur ity Management.

Scheduled Current
Completion Status
BARRIERS
- Complete
- Complete
1/87 Complete
" . Protected Ared

- Incorp Fence Survey iInto 5/86 Complete

Maintenance PM Program .
Install Bottom Rat) on Fence 12/86 Schedule

changed to

be completed
Janyary, 1587

- Implement NED Recommencation 0/86 Specific
on ~‘(‘H C:"\‘.'h concern ‘r‘:
gorrective
action was
garessed and
completed
Wowever, long
term fin \s
stil) required
and will be
Incorporated
into POCRE-T4

INTRUSION DETECTION

. Obtain Response to ESR 86-25) 9/86 Complete

« Implement short-term repairs 10/86
in conjuction with fence work

or Ccompietion
in Janvary, 1987,

. Develop Eng. Modification Schedule /87 On schedule
(Integrating with Requirements factored
Anatysts for Computer) into POCBE-1?

« lssue FRN to POC 82-200 1/86 Installation
(This Instailation was complete but
considered temporary because stil] getting
1t was unknown If the system false alarms

would be effective In this

unique application),
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Instal) vendor adjusted hardware 10/86

Evaluate Technica) Adequacy 11/86
of Survelllance Procedure for
Intrusion Detection Equipment.

Obtain Response to ESR's 9/86

86-212 and 86-308.

.

Develop Implementation Plan 2/8)
(Integrating with require-
ments Analysis for Computer)

Achieve resolution with NRC » 3/86
regarding Interim Compensatory
Measures.

LIGHTING

Restore yard lighting to original .
design requirements

Revise OMG work ingtryction to .
Inglyude yard lighting considera-

tions on traltlers.

Obtain response to ESR 86.252. B/86

Schedule completion of modifi- 10/86
cations (POC 83-09).

Page 2 of &

Completed In
December, 1986

Sti1) Awalting vendor
test recommendation,
14C has been
requested and has
dgreed to assist In
resolv! this tssue.
New completion will
be scheduled.

Complete

On schedule
factored
into PDCBE-T8

Letter fssued
in October.
St awaliting
NRC feedback.

Complete

Complete

Complete

Revised preliminary
schedule under
review and
Iindicates
completion

during RFQ 7



FACILITIES

Perform 11ghting adequacy survey.

Establish private office location .
for BECo security shift supervisors.

Request additional office/working 9/86
lunchroom space for Security Force.

Confirming request maintenance upgrade 9/86
of Security Facilities at Bechtel Warehouse
Gate, Alterrate Access Cate, (. e, heat,
1ight, a/c, furniture, painting),

Completion of facility upgrades “en

Inform NED of Security long-term space 10/86
needs.

ADDITIONAL TRAINING

Establish overview training 11/86
module for BECO senlor manage-
ment.

Estadblisgh initia) technical /87
training module for Security
management.

Page J of 4

After POC

NUS survey
results
submitted to
NED on
12/10/86

Complete

Traller

is now
avallable

and assigned
in contractor
parking lots,
Plan to move
into facility
In Janvary.
Existing
administration
tratler to be
vsed for
locker ang
Tunchroom
space.

Complete

Complete

Complete
Verbally
communicated
to C.J.
Minott.

Trial run
session
scheduled for
February, 1987

Learning
objectives
were in
preparation.
Task post-
poned untt)
after Senlor
Level
Management
training
module s
ready for
presentation






OF FICE MEMORANDUM

Baston Edison Company (O‘ l B RMG Control Number
To: A.L. Oxsen From: C.E. Riggins
Record Type A4.08
Date: 2/12/87 Dept.  NMSS 87-35 Non-Safety Related
Subject: Security Program Improvements Status Report #1)

Pistribution:

J.M. Lydon E.7. Graham T. Nicholson P. Hamilton

K. Roberts M.N. Brosee R. Swanson R.V..Falrbank

M., McBride (NRC) D.L. Myers D.A. Bryant C.E. Wiggins

£.0. 2lemtansk! ). Joyner (NRC Reglon 1)

Attached s the tenth monthly status report on planned security program
improvements. It 1s recommended that thie report be forwarded to Mr. Lydon
for review and comment.

EXECUTIVE SUMMARY

The Security Program Improvements 1isted in Attachment ) and 2 of this report
\ere developed In response to the civil penalty resulting from events of
August 19885, concerning vital area barriers. Attachment 3 Vs a 115t of
Security Program Augmentations. Many of these items in Attachment 3 have been
discussed with Regtonal NRC Security Management. In our March report, closed
ftems will be taken out of this report and Included as a separate "close-out”
report.

CEM/1a
Attachments: 1. Plan and Schedule of Security Program Improvements

2. Compensatory Measure on Loss of Security Computer
3. Augmentations to Security Improvement Plan

tnformation in this record was deleted
in accordance with the Freedom of !nformation
Act, exemptions ¥

on RE-09¢

P ful



ATTACKMENT 1

P'an _and Schedy) Ity Program Improvemen
*  ADDITIONAL BECO OVERSIGHT OF SECURITY FORCE

Plan to hire five (5) Boston Edison security supervisors to provide
shift coverage of the contract security force.

Original
Scheduled Cyrrent
Completion  Statys,
Planned Milestones
- Develop job description and approve  Jan. 1986 Complete
- Commence hiring process for Boston Fedb. 1986 Complete
Edison site security supervisors,
« First Additiona! Boston Edison site April 1936 Complete
security supervisors on board.
- Boston Eaison site security July 1586 Complete
supervisors on boaréd. Feb. 2, 1987

' CORRECTIVE ACTIONS SYSTEM

Plan to develop & procedure to standardize the reporting of security
geviations and to 'nitlate thorough and effective corrective actions.
The procedure will include a form for reporting deviations and will
require a trend analysts of deviations to \dentify recurring problems.

Original
Scheduled Current
Completion Status
. Planned Milestones
- ldent\fy and evaluate requirements Mar. 1586 Complete
. the corrective action system,
- Develop and approve procedure, June 1586 Compiete
\ncluding form for reporting July 3, 1986
deviations.
- Incorporate into NOP BIAS Complete Complete B/1/86

Effective 9/1/86
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CORRECTIVE ACTIONS SYSTEM (continued)

Original
Scheduled Current
lanned M1 Completion  Status
- Indoctrination and implementation July 1986 Complete
of process.
- Estad)ish monthly trends = seeees Complete
- Perform first trend analysis of Jan. 1987 Complete
deviations to identify recurring Jan. 1987

security deficlencies from SOR.
REGULATORY REQUIREMENTS ANALY

Plan to perform a rogulator{ requirements analysis of the Modified
Amended Security Plan (MASP), Safeguards Contingnncg Plan, and Training
and Qualification (T&Q) Plan vis-a-vis the Code of Federa! Regulations.
This analysis fs to assure that the regulatory requirements are met by
existing programs and procedures.

- Obtain resources to perform analysis. Jan. 1586 Comp'ete
- Deternine methodology of performing Fedb. 1586 Complete
analysis.
- Perform regulatory requirements Oct. 1986 Complete
analysts. Summary Report
Issued
- Prepare changes to Security Plan Oct. 1986 Complete

(rev. 19) based on regulatory
regts aralys's.

« Incorp. proposed changes req'd by Oct. 1586 Complete
8/4/86 Fed. Register Into Plan. Sent to
(Rev. 18) (Miscellaneous Amendments) Licensing
Note ()

- Finalize 1OCFRSO . S4p Evaluation, Nov. 2, 1986 Not required

for (Rev. 18) changes to security plan,

« ORC Review Security Plan (Rev. 18) Nov. 12, 1986 Complete
changes required by Federal
Reg!ster (Miscellaneous Amendment)
Note (1) (Rev. 18)

- Meet with NRC on proposed plan See current Meeting held
changes (not those required status on Nec. 4, 1986
b‘ Federal Register) at ARC offices.
(Rev. 19)
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vriginei

Scheduled
4 LIk Completion
- Submit proposed changes to Dec. 2, 1986
NRC (Miscellaneous Amendments)
Note (1) (Rev. 18)

« lncorp. NRC comments & final type. Revised to
after NRC
recelves our
transmittal

March 16, 1987
March 25, 1987

- Complete Independent Review of Rev.'§
« Fina) ORC Review,

. Submit Reviston 19 to NRC March 30, 1987

- Prepare draft changes to T80

and Contingency Plans
submitta)

- Prepare 50.54p evaluation on
8Q and Contingency Plans.

Training

Plan to evaluate the present approach
to training such that:!

(1) Security force personnel have a greater sense
of awareness of the bases dbehind thelr dutles
(1.0, why they are here},

(2) Security force personne! understand the need

to Inttiate aggressive corrective action and
to follow-up thoroughly.

Ingreased Management Oversight - Corporate Security

Plan to estab)ish a Corporate Socvr!!{ Representative
to strengthen the Interface between site and corporate
security personnel. Thig individua) will De respon-
sible to perform audits 'n accordance with a structured
audit plan, review program document changes, and
maintatn a state-of-the-art knowledge of security
methodologies. Tnls change will be reflected in the
Corporate Bulletin Book.
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Current

Complete

Informa!
comments are
being
incorporated

On schedule
Revised to
accommodate
unanticipated
workload

On schedyle

To be determined
after Security Plan

To be Determined

Complete

Completed
Janvary 1987

Complete




Sef-Audity

Plan to audit the sections of the security plan on 3
regular basts such that the enti-e plan 1§ addressed
by corporate security once/year.

Note (1): This submittal 15 of &
scope different from the original
commitment, It 15 shown here for the
purpose of 1ssuing a single,
comprehensive report.

Page 4 of &
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ATTACKMENT 2
. Pr rall ! rogr

Plan to establish procedures for the existing Internal  Complete
survei1lance effort and Include the scheduling of these
survetllances In the Master Surve!llance Tracking

Program.

n r r f r

A corcern was ratsed by our Sentor NRC Resident Inspector, Or. M. McBride
regarding establishment of compensatory measure within 10 minutes 1f the
security computer becomes inoperable. The concern 1 that in 1985, six
security event reports were filed because full compensatory 1imits were not
established within 10 minutes after loss of the security compyuter.

The following corrrctive actions have been taken or are planned:

Orig:.al
Scheduled Current
Completion Status

Planned Milestones

. Eva'uate the reltability of the Complete
security computer

- Develop recommendations for computer Complete
improvement.

. Deciston on optimal recommendation. Mar. 1586 Closed
(Pending requirements analysis by Dec. 22, 1986
NED )

- Implement optimal reccemendation Complete

. As stated 'n our November 27, 1985 letter, Boston fdisnn reviewed the

situation and 'mplemented the following corrective actions:

- Reviewed and revised the response nothoeolo?g allowing security
personne) to man the required posts within minytes.

« Temporarily increased staffing levels 25 an intarie meature tO ensure
the 10-minute response time can be mec.

« Provided pre-established compensatory zone assignments on eath shift
\n the event the computer becomes inoperabie.

- Trained security force on the revised methodology of response
. Conducted drills Jnd verified that less than (0-minute response s

achieved.
Page | of )



ATTACHMENT 3

Attachment 3 1s a 1ist of Augmentations to the Security Improvement Plan.
Many of these items have been periodically discussed with NRC Reglonal

Security Management.

- Protected Area

- Incorp Fence Survey iInto
Maintenance PM Program.

. Install Bcttom Rall on Fence.

- !=nlement NED Recommendation
on Wash Concern.

. Obtain Response to ESR 86-253.

- Implement short-term repalirs
in conjuction with fence work.

. Develc, Eng. Modification Schedule
(Integrating with Requirements
Analysts for Computer).

. lssue FRN 3: to PDC 82-200.
(This Installation was
considered temporary because
1t was unknown \f the system
would be effective In this
unique application).
Page 1 of 4

Scheduled
Completion

1/87
9/86
Rescheduled

March 1987

10/86

9/86

Reschedu'ed
to March 1587

2/87

1/86

Current
Status

Complete
Complete
Complete

Complete

Schedule
c¢hanged to
be completed
March, 1987

Complete

Complete

On schedule
factored
into PDCE6-177

Installation
complete but
stil] getting
false alarms



| Install vendor adjusied hardware

Evaluate Technical Adequacy
of Survelllance Procedure for
Intrusion Detection Equipment.

Obtain Response to ESR'S
86-212 and 86-305.

Develop Implementation Plan
(Integrating with require-
ments Anatysis for Computer)

Achieve resolution with NRC
regarding Interim Compensatory
Measures.

IGKTING

Restore yard lighting to original
design requirements.

Revise OMG work instruction %o
include yard lighting considera-
tions on tratlers.

Obtain response to ESR £6-252.

Schedule completion of modifi.
cations (PDC 83-09).

Obtaln response to ESR B6-253
Develope ¢o~uuter specification
Obtain bids

Tssue purchaiv yrder

Schedule completion of nco:flication

11/86

9/86

2/87

9/86

8/86
10/86

9/86
2/87
4/87
5/87
6/87

Page 2 of 4

n
December, 1586.

Sti11 Awalt'ng vendor
test recommendation
1&C has been
requested and has
agreed to assist In
resolving this 1ssue.
New completion will
be scheduled.

Complete

On schedule
factored

into PDC8E-78
Letter 1ssued
in October.

St111 awalting
NRC feedback.,

Complete

Complete

Complete

Revised preliminary
schedule under
review and
indicates

completion
during RFO 7

Complete

On schedule
On schedule
On schedule

Revise as needed




Perform 1ighting adequacy survey. After POC

Establish private office location &
for BECo security shift supervisors.

Request additional office/working 9/86
lunchroom space “or Security Force.

Confirming request maintenance upgrade 9/86
of Security Facilities at Bechtel Warehouse
Gate, Alternate Access Gate, (1.e., heat,
11ght, a/c, furniture, painting).

Completion of facility upgrades mow

Inform NED of Security long-term space 10/86
needs.

ADDITIONAL TRAINING

Establish overview training 11/86
module for BECo senlor manage-
ment.

Establish Inftial technical 1/87
training module for Security
management.

Page 3 of 4

NUS survey
results
submitted to
NED on
12/10/86

Complete

Conplete
2(6/87

Complete

Complete

Complete.
Verbally
communicated
to C.J.
Minott.

Trial run
session
scheduled for
February, 1987

Post-poned
until 3rg
quarter 1987



> 3 TY PROGRAM OBJECTIVE
* Develop Infttal plan.

*  Establish inftial objectives
including recommendations.

*  Final decision on key objectives.

* Develop Implementation Plan.

INTERCOMPANY COMPARISONS

* Develop schedule for security shift
supervisors to visit other sites.

COMPENSATORY MEASURES

~ Revised Procedure 3.10 to include the
(7) seven criteria of NUREG 1045.

* Inftiate attendance of Security manage-
ment personnel at seminars (e.g. indus-
trial security) on state-of-the-art
security equipment/compensatory measures.

*  Establish formal, regular re-evaluation
of compensatory measures to determine
alternative methods of achleving compli-
ance.

- * Security perform a periodic review of
open MR's & Issue Report to management.

Page 4 of 4

7/86
9/86

10/86

12/86

10/86

9/86

1/87

1/87

Complete
Complete

Twelve key
performance
objectives
have been
approved in
January, 1987

Postponed
unti) second
quarter 1987

January, 1987
Complete

Complete

Complete
(will
continue)

Complete
(wil)
continue)

Proce <« 1s In
place;
planning

to prepare
work
fnstructions
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Boston Edison Company ST

P

To: A. L. Oxsen From: C, E. gins
ecord Type A4, 08
Date: 3/9/87 Dept. Doc, NSGL-87-68 Non-Safety Related

Sub’ect: Security Program Improvements

ems Status Report do, 12

Distribution: ;o
J. M. Lydon M. ros‘ﬁf T. Nicholson P, Hamilton

N. B
K. Roberts D. L. Myers R. Swanson R. Fairbank
M. McBride (NRC)* D. A. Bryant NSCL-File
E. J. Ziemianski egion I)

Attached is the monthly status report on planned security program improvements.
It is recommended that this report be forwarded to Mr. Lydon for review and
comments,

EXECUTIVE SUMMARY

The Security Program Improvements l1isted in Attachments 1 and 2 of this
report were developed in response to the civil penalty resulting from events
of August 1985, concerning vital area barriers., Attachment 3 is a list of
Security Program Augmentatiors, Many of the items in Attachment 3 have been
discussed with Regional NRC Security Management. Closed items only are in
this report. A second report for this month includes only those open items.
This report will not be published monthly.

CEH/np

Attachments: (1) Plan and Schedule of Security Program 1mprovcmén:l
(2) Compensatory Measure on Loss of Security Computer
(3) Augmentations to Security Improvement Plan

Information in this record was deleted
in aciordance with the Freedom of Information

Act, exemplions . @ e

fon §R-/98F
P~

{



ATTACHMENT 1 Page | of 2

Plan and Schedule of Secuvrity Program lmprovements - The following items are
closed out,

ADDITIONAL BECO OVERSIGHT OF SECURITY FORCE

Plan to hire five (5) Boston Edison security supervisors to provide shift coverage
of the contract security force.

Original
Scheduled Current
Completion Status
Planned Milestones
= Duvelop job description and approve. January 1986 Complete
= Commence hiring process for Boston February 1986 Complete
Edison security supervisors,
- First additional Boston Edison site April 1986 Complete
security supervisors on board,
- Boston Edison site security July 1986 Complete
supervisors on board. February 2, 1987

CORRECTIVE ACTIONS SYSTEM

Plan to develop a procedure to standardize the reporting of security deviations
and to initiate thorough and effective corrective actions. The procedure will
include a form for reporting deviations and will require a trend ana.ysis of
deviations to identify recurring problems.

Original
Scheduled Current
Completion Status

Planned Miiestones

= ldentify and evaluate requirements March 1986 Complete
of the corrective action system,

- Develop and approve procedure June 1986 Complete
including form for reporting July 3, 1986
deviations,

= Incorporate into NOP 83A9, Complete Complete 8/1/86

Effective 9/1/86
= Indoctrination and implementation July 1986 Complete
of process,

-« FEstablish monthly trends, .- Complete

- Perform first trend analysis of January 1987 Complete
deviations to identify recurring January 1987

security deficiencies from SDR,



ATTACHMENT 1|
Page 2 of

Current Status

Increased Management Oversight - Corporate Security

Plan to establish a Corporate Security Representative to Complete
strengthen the interface between site and corporate

security personnel, This individual will be responsible

to perform audits in accordance with a structured audit

pian, review program document changes, and maintain a

state-of-the-art knowledge of security methodologies,

This change will be reflected in the Corporate Bulletin

Book .

Self-Audits

Plan to audit the sections of the security plan on a Complete
regular basis such that the entire plan is addressed by
corporate security once/year,

Note (1): This submittal is of a scope different
from the original commitment. It is shown here
for the purpose of issuing a single, comprehensive
report.
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ATTACHMENT 2 Page 1 of |
Current
Status
Proceduralize Existing Programs
Plan to establish procedures for the existing internal Complete

surveillance effort and include the scheduling of these
surveillances in the Master Surveillance Tracking Program,

Compensatory Measure on Loss of Security Computer

A concern was raised by our Senior NRC Resident Inspector, Dr. M, McBride,
regarding establishment of compensatory measure within 10 minutes i{f the

security computer becomes iroperable

The following corrective actions hs' . been taken or are planned:
Original
Scheduled Current
Completion Status

Plan "ed Milestones

« Evaluate the reliability of the Complete
gecurity computer,

« Develop recommendations for computer Complete
improvement.

« Decision on optimal recommendation, March 1986 Closed
(Pending requirements analysis by NED.) 12/22/86

- Implement optimal recommendation, Complete

As staced in our November 27, 1985 letter, Boston Edison reviewed the situation and
implevented the following corrective actions:

Revieved and revised the response methodology allowing security personnel
to man the required posts within 10 minutes,

-« Temporarily increased staffing levels as an interim measure to ensure the
1C-minute reponse time can be met.

« Provided pre-established compensatory zone assignments on each shift in

the event the computer becomes inoperable,
« Trained security force on the vevised methodology of response,

Conducted drills and verified that less than l0-minute response is achieved.



ATTACHMENT 3 Page | of |

Attachment 3 is a list of Augmentations to the Security Improvement Plan. Many
- of these items have been periodically discussed with NRC Regional Security

Management.
Scheduled Current
Completion Status
FACILITIES
® Establish private office location Complete
for BECo security shift supervisors. ---
* Request additional office/working 9/86 Complete
lunchroom space for Security Force. 2/6/87
* Confirming request maintenance upgrade 9/86 Complete
of Security Facilities at Bechtel
Warehouse Gate, Alternate Access
Cate (i.e., heat, light, a/c, furniture,
painting).
* Completion of facility upgrades, - Complete
* Inform NED of Security long-term - 10/86 Complete,
spa-e needs, Verbally
communicated

to C.J. Minott.
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Boston Edison Cempany

/
/// RMG Control Number
/

+ To: A, L, Oxsen From: g? E. gins
Record Type A4.08
Date: 3/9/87 Dept. Doc. NSGL-87- Non-Safety Related
Subject: Security Program I-proveby( tems Status Report No, 12
Distribution: ({éﬁ
J. M. Lydon M. N. Brose T. Nicholson P, Hamilton

K. Roberts D. L. Myers R. Swanson R. Fairbank
M, McBride (Nm D. A. Bryant NSCL-File
E. J. Ziemians gion 1)

Attached is the monthly status repor: on planned security program improvements,
It is recommended that this report be forwarded to Mr. Lydon for review and
comment ,

EXECUTIVE SUMMARY

The Security Program lamprovements listed in Attachments | and 2 of this report
were developed in response to the civil penalty resulting from events of

August 1985, concerning vital area barriers. Attachment 3 is a list of

Security Program Augmentations. Many of these items in Attachment 3 have been
viscussed with Regional NRC Security Management, A similar meeting is scheduled
for March 11, 1987, in King-of-Prussia. This report only contains open items.
Closed items have been taken out of this report and are included as a separate
"close-out' report. -

/'/ , — ¢
[/ |

-

]
\ |

CEH/np B

Attachments: (1) Plan and Schedule of Security Program Improvements
(2) Compensatory Measure on Loss of Security Computer
(3) Augmentations to Security Improvement Plan

Information in this record was deleted _
in accordance with the reedom of Information
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Act, exemptions -
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MENTS ANALYSIS

he Modified Amended
nd Training and Qualifications
analysis is to assure




ATTACHMENT 1

Page 2 of 2
Original
Scheduled Current
Completion Status
Planned Milestones (cont'd)
= Final ORC Review. March 25, 1987 Revised to
accommodate
unanticipated
workload,
- Submit Revision 19 to NRC March 30, 1987 On schedule
= Prepare draft changes to TéQ To be determined
and Contingency Plans after Security

Plan submittal,

- Prepare 50,54p evaluation on To be determined.
T6Q and Contingency Plans,



ATTACHMENT 2

Compensatory Measure on Loss of Security Computer

- CLOSED OUT =~




ATTACHMENT 3 Page 1 of &

Atttachment 3 1s a list of Augmentations to the Security Improvement Plan.
Many of these items have been periodically discussed with NRC Regional

Security Management,

Scheduled Current
Completion Status

le
tored into

o .
6«77,

Ci ";"u ted in
December 1986
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Page 2 of 4
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ATTACHMENT 3

age 3 of 4
Scheduled Current
Completion Status
COMPUTER AND ACCESS CONTROL

* Obtain response to ESR 8€-253 9/¢6 Complete

* Develcp computer specification /87 On schedule

* Obtain bids 4«/87 On schedule

* 1ssue purchase order 5/87 On schedule

* gchedule completion of modification 6/87 Revise as needed

* perform lighting adequacy survey After PDC NUS survey results

submitted to NED
on 12/10/86.

ADDITIONAL TRAINING

®* Fstablish overview training modu1§ 11/86 Trial run session
fcr BECo senior management, scheduled for
February 1987,
* Establish initial technical training 1/87 Postponed until
module for Security management. until 3rd quarter
1987,

SECURITY PROGRAM OBJECTIVES

* Dpevelop initial plan 7/86 Complete
* Establish initial objectives 9/86 Complete
including recommendations,
* fFinal decision on key objectives. 10/86 Twelve key
performance

objectives have
been approved in
January 1987,
* Dpevelop Implementation
Plan, 12/86 Posponed until
ind quarter 1987

INTERCOMPANY COMPARISONS

* Dpevelop schedule for security shift 10/86 January 1987
supervisors to visit other sites, Complete



COMPENSATORY MEASURES

Revised Procedure 3.10 to include the
7 criteria of NUREG 1045,

Initiate attendance of Security
management personnel at seminars
(e.g., industrial security) on state-
of-the-art security equipment/
compensatory measures.

Establish formal, regular re-evaluation
of compensatory measures to deteruine
alternative methods of achieving
compliance,

Security perform a periodic review of
open MR's and {ssue report to
management,

Scheduled
Completion

9/86

1/87

1/87

ATTACHMENT 3
Page 4 of 4

Current
Status

Complete

Complete (will
continue)

Complete (will
continue)

Process is in
place; planning
to prepare work
instructions,
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To: R. G. Bird
Date: 4/10/87

Subject:

Ceonrin
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RMG Control Number

Record Type A4.08
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Security Program Imprr—ements - Open Items Status Report #13

Distribution:
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Attached is the monthly status report for the month of March 1987 on
planned security program improvements,.

EXECUTIVE SUMMARY

The Security Program Improvements listed in Attachment 1 of this report
were developed in response to the civil penalty resulting from events of
August 1985, concerning vital area barriers. Attachment 2 is a list of
Security Program Augmentations. Many of these iteme in Attachment 2 have
teen discussed with Regional NRC Security Management. Closed items have

been taken out of this report,

CEH/mep

Plan and Schedule of{ Security Program Improvements

Attachrents: (1)
(2) Augmentations to Security Improvement Plan

APR 1 € 1387
FOR USE

ROL sTATION
Information in this record was delelel |

in accordance with %Fmdom of Information
/9

Act, exemptions D e —————
FOIA ‘flf’ - J.
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ATTACHMENT 1
Plan and Schedule of Security Program Improvements

Page 1 of 2

REGULATORY REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements analysis of the Modified Amended
Security Plan (MASP), Safeguards Contingency Plan, and Training and
Qualifications (T&Q) Plan vis-a-vis the Code of Federal Regulations. This
analysis is to assure that the regulatory requirements are met by existing
programs and procedures.

PLANNED MILESTONES

Obtain resources to perform
analysis,

Di.termine methodology of performing
analysis.

Perform regulatory requirements
analysis,

Prepare changes to Security Plan
(Rev, 19) based on regulatory reqts,
analysis.

Incorp. proposed changes required by
8/4/86 Fed, Register into Plan.
(Rev., 18) (Miscellaneous Amendments)
Note (1),

Finaliz.: 10CRF50.54p Evaluation for
(Rev, 18) changes to Security Plan.

ORC Review Security Plan (Rev.,18)
changes required by Federal Register
(Miscellaneous Amendment)

Note (1) (Rev. 18},

Meet with NRC on proposed plan
changes {(not those required by
Federal Register) (lssue 2, Rev., Q)

ORIGINAL
SCHEDULEDR
COMPLETION

January 1986

February 1986

October 1986

October 19886

October 1986

Nov.mber 2,
1986

November 12,
1986

See current
status

CURRENT
SIATUS

Complete

Complete

Complete =~
Summary Report
Issued

Complete

Complete -
Sent to
Licensing

Not Required

Complete

Complete =~
Meeting held
on December 4,
1986 and on
March 11, 1987
at NRC Offices



ATTACHMENT 1
Page 2 of 2

ORIGINAL
SCHEDULED CURRENT
PLANNED MILESTONES COMPLETION STATUS
- Submit proposed Security December 2, Complete
Plan changes to NRC 1986
(Miscellaneous Amendments)
(Rev. 18)
Note (1)
- Jncorporate NRC comments & Revise after Informal comments
final type. NRC approves are being
our incorporated.
transmittal.
- Complete Independent Review of March 16, 1987 Complete
Security Plan, Issue 2, Rev. O
« Final ORC Review. March 25, April 1, 1987
1987 Revised to
accommodate
unanticipated
workload.
- Submit Security Plan, March 31, On schedule
1ssue 2, Rev. 0 to NRC 1987 April 6, 1987
- Prepare draft changes to T&Q To be determined
and Contingency Plans after Security

Plan submittal.

-~ Prepare 50.54p evaluation on To be
T4Q and Contingency Plans. determined.
¢ Note (1): There were two separate tasks to be completed

concerning the Security Plan. The first,
Revision 18, was to satisfy the Miscellaneous
Amendments to be submitted to the NRC by
December 2, 1986, The other was a complete
reissue of the Security Plan, identified as
Issue 2 Revision 0.




ATTACHMENT 2

Attachment % is a list of Augm
Many of these items have been
Security Management.

BARRIERS

- Protected Area

Incorporate Fence Survey into
Maintenance PM Program.

Install Bottom Rail on Fence.

Implement NED Recommendation
v Wash Concern.

INTRUSION DETECTION
- Obtain Response to ESR 86-253.

Ipplement short-term repairs in
con n w nce work.

Develop Engineering Molification
Schedule (Integrating with
Requirements Anaiysis fer
Computer).

Issue FRN 35 to PDC ¥

(This installation v dered
temporary because i 1own
if the system would .tive

in this unique application.)

Install vendor adjusted hardware

SCHEDULED
COMPLETION

9/86
Rescheduled
March 1987
10/86

9/86

Rescheduled
to March 1987

2/817

1/86

10/86

Page | of §

entations to the Security Improvement Plan,
periodically discussed with NRC Regional

Complete
Completed
March 1987

Complete

Complete

Completed
March 1987

On schedule -~
fa~tored inte
PDCBE-TT.

Completed
March 1987

Completed in
December 1986




Page 2 of §

SCHEDULED CURRENT
COMPLETION STATUS
lﬂIB!ﬁlQ!_DEIEQIlQﬂ (con't)
- Evaluate Technical Adequacy of 11/86 Still awaiting
Surveillance Procedure for vendor test
Intrusion Detection Equipment. recommendation.

14C has been
requested and has
agreed to assist
in resolving this
issue. New
completion date

will be
scheduled.
Obtain Response to ESR's 86-212 9/86 Complete
and 86-305,
¢ Develop Implementation Plan 2/817 On schedule =~
(Integrating with factored into
requirements Analysis PDCBE~T8.
for Computer). Scheduled for ORC
April 87
¢ Achieve resolution with NRC 9/86 _ \x‘\ Letter issued in
regarding Interim Compensatory \ * October. Still
Measures. \¢ awaiting NRC
,P\"Q feedback.
M3 vy ¥ L 0D
‘*\’0\ U‘\\ \3’ ‘ s\ﬂov }
LIGHTING ¢ ©°
* Restore yard lighting to “-- Complete
original design requirements,
* Revise OMG work instruction cow Complete
to include yard lighting
considerations on trailers.
* Obtain response to ESR 86-252. 8/86 Complete
¢ Schedule completion of 10/86 Revised
modifications (#DC 83-09). preliminary

schedule under
review and
indicates
completion during
RFO 7



MODIFICATIONS TO GATEHOUSES AND
SECURITY DIESEL GENERATOR

Obtain Response to ESR 86-516

(PDC 87-17)

Added x-rcy machines and full
length turnstiles Dec. 2, 1986

_—

Modifications to Contractor

Gatehouse
8§ J A Approved

Schedule Completion of
Modification

Requested Reassessment of
Vital Areas as a response
to IE Bulletin 86-91.
(Add to ESR 86-516)

COMPUTER AND ACCESS CONTROL

Obtain response to
ESR 86-253

Develop computer
specification

Obtain bids
Issue purchasa order

Schedule completicn of
modification

Perform lighting adequacy
survey

SCHEDULED
CCMPLETION
9/86

9/87

9/817

9/817

3/817

RFO 7

6/87

9/86
March 27,
1987
4/87
5/81
6/87

After PDC

AT
Page 3 of §

CURRENT
STATUS

Complete

On Schedule

On Schedule

On Schedule

Complete

On Schedule

On Schedule

Complete

Complete

On Schedule

On Schedule

Revise as needed

NUS Survey

results submitted

to NED




ATTACHMENT 2
Page 4 of §

PERIMETER FSNCE _AND _GRADE/ SCHEDULEDR CURRENT
UNDERGFQND_ PASSAGES COMPLETION STATUS
¢ Obtained Responses to 9/86 Complete
ESR-86-212 and 86-305
¢ Completed PDC 86-77 February Complete
(ORC; 1987
¢ Install Modifications June .987 On Schedule

ADDITIONAL TRAINING

¢ Fstablish overview training 11/86 Complete
module for BECo Senior March 1987
Management.

¢ FEstablish initial technical 1/87 Postponed until
training module for Security 3rd quarter, 1987
Management.

CECLRITY PROGRAM OBJECTIVES
¢ Develop initial plan 7/86 Complete

* Establish initial 9/86 Complete
objectives including
recommendations.

* Final decision on key 10/86 Twelve key
objectives. performance
objectives have
been approved in
January 1987

¢ Develop Implementation Plan 12/8¢ Pospuned until
3rd quarter 1987

INTERCOMPANY COMPARISONS

¢ Develop schedule for Security 10/86 On Going
Shift Supervisors to visit other
sites,



COMPENSATORY MEASURES

¢ Revised Procedure 3.10 to
include the 7 criteria of
NUREG 1045.

¢ Initiate attendance of Security
Management Personnel at Seminars
(e.g., industrial security) on
state-of-the-art security
equi'ment/compensatory measures.

¢ Fstablish formal, regular re-
evaluation of compensatory
measures to determine
alternative methods of achieving
compliance.

* Security perform a periodic
review of open MR's and issue
report to management.

$CHEDULED
COMPLETION

9/86

1/81

1/817

ATTACHMENT 2
Page 5 of §

CURRENT
STATUS

Complete

Complete (will
continue)

Complete (will
continue)

Process is in
place; planning
to prepare work
instructions.
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Attached is the monthly status report for the month of April 1987 on
planned security program improvements.

EXECUTIVE SUMMARY

e Security Program lmprovements Jisted in Attachment 1 of this repor?

re developed 1n response to the civil peralty resultiri from events o!f
AMgust 1983, concerning Vvita! area barriers., Attachment ¥ 1s & lis!
Secur.ty Program Augmentations., Mat.y ¢f{ these 1temz 1n Attachment 2 ha

been ad.scussed with Regional NRC Security Management., Closed items hav
beern tarern out of this report.

met

ittacheents: (1) Plan and Schedule of Security Program Improvement s
(2) Asugmentations to Security Improvement }lar

leled
Intormation in this record was dele '
in accordance with !hémtdom of Information

————————————
w— o—

Act, exemplions K
FOIA ;t-_ yL ] A
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ATTACHMENT 1 Page ! of 2
Plan and Schedule of Security Program Improvements

REGULATOR) REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements analvsis of the Modified Amended
Security Plan (MASP), Safeguards Contingency Plan, and Training and

Qualif.cations (T4Q) Plan vis-a-<vis the Code of Federal Regulations. This
analysis 18 to assuie that the regulatory regquirements are met by existing

programs and procedures.

ORIGINAL
SCHEDULED CURRENT
PLANMNED MILESTOMES COMPLETION STATLS
= terform regulatory requirements Octcher 1986 Complete -
aralysis. Summary Report
Issued
« frepare changes to Securaity Flan October 1888 Complete
t <oy on regqulatory redqtls,
aralysis., (Jessun o, Fev, O
vcorp. propesed changes required o) Jeteber 19ey .emplete -
» 4/80 Fed., Kegister inte FPlan, Sent to
Fet, 1H) (Miscellaneous Amendments) R
Note LR |
= Vep!'! with \RC on proposed plan See curient Complete = ;
crnanges {net those required by status Meetine held w
Federal Register) (lssue 2, Rev, O) on December 4,
1986 and on
March 11, 1987
at MNRC Offices
« Submit proposed Securit) lecember 2. C.mplete. |
F.Aan changes te NRO It '] |
tMyscellaneous Amendments)
ey, 18
1 a i
. ncorporate NRC (kev, J8) comments Fvise atter Intormal
& fanal type, ML AppTrOVes commernts are
our heing
transmittal, incorporated.
- wilete Independent keview cf Mateh U, 1 ' L) i e

security Plan, Tssue o Kev, U




*  ATTACHMENT 1 Page 2 of 2
ORIGINAL
SCHEDULED CU" RENT
PLANNED MILESTONES COMPLETION STAILS
= Final ORC Review,. March 25, Complete as of
1987, 4/3/87.
= Submit Security Plan, March 31, Complete.
lssue 2, Rev. 0 to NRC, 1987, April 47, 1987.
= Prepare draft changes to T&Q July 31, Started.
and Contingency Plans. 1987, 5/74/87,
- trepare 50.54p evaluation on July 31, Started.
Taw and Contingency FPlans. 1987, 5/4/87.
= Submittal of Contingency Flan Oct. ). 1987, Started,
ana T‘Q !0 \R(- 5/‘/8’0
Note (1) There were twc senarate Lasks to be completed concerning

the Security Pl

satisfy the Miscellaneous

the “RC by Dece
reissue of tre
kevision 0,

AN The first,

mber 2.
Secur) T

’ ‘H( . r'l(

Revisicn
Amendments O be subnitres t¢

cthny

18, was to

WA 4 whulete

blan, 1dentified as lssue o,



ATIACHMENT 2 Page 1 of |

Attachsent 2 is a list of Augmentations to the Security Improvement Plan.
Many of these items huve been periodically discussed with NRC Regicnal

Security Managemint,

SECURITY SYSTEMS HARDWARE/FACILITIES:

A Frotected and Vital Area Barriers

1) Modify the protected area perimeter fence.

Astien Status

PDC 86-74 issued. Started =
/21/87,
CMG Projected
Completion
10721/87.

2) Re. .ses6s \ital Areas per IE Notice B6-91].

Action Status

Add to ESR 86-316. Schedu.iec for
)} &

E
Actien Status
PDC Ke=-77 1ssued. CMS Projected

Start -
$/11/87
Scheduled
Completion
12/4/87,

C. Improve the protected area and perimeter lighting system,
Actian Stutus
Schedule completion of modifications, To complete b

POC BR-0w) start-up trow

RFO 1.



ATTACHMENT 2 Page 2 of

SECLRITY PROGRAMS IMPROVEMENTS (con't)

Engincering to evaluate use_of high mast High Mast Stud)y
lighting to suppor\dand Intrusion Complete.
(4 Possible

Detection System,

Areas).
Detailed design
in progress to

complete 6/15/87.
Pending Town ot
Plymouth Fermits,

D.(

Action Status

PLUC BE-T8 1ssued, Start -
1/30/87
CMG Projected
Complet or
12714/87

E. kFedes.en the DSe ir1ty Mair 3 es s
4 Lt | Stat
Obttain response to ESR et~ t Complete
(FLC ET-17 § /-

SChe ‘
Added x-rav machines and full Jensth On Schedule
9/87

turnstiles, (PDt 87-17)

Modifications to (oeuntractor Gatehouse, Un Schedule

{Post RFO 271 (PDC-87-17 ) Q/E7.

On Schedule.

bl te FNM> tlor appicral ' :
ol 8,



ATTACHMENT 2 Page 3 of 4
SECLRITY PROGRAMS 1MPROVEMENTS (con't)

F. Rapluce the Security Computer and Access Control Svyvstem,

Action Status

Obtain response to ESR 86-253. Complete.
9/86.

Develop computer specification. Complete,
”.rCh 23.
1987,

Obtain bids, Rescheduled
te 5/87,

lssue purchase order Rescheduled
tn 6/87,

e JIONAL TRAINING

- Establish initial technical 17987 Postjoaned
training module for Security until drd
Management . quarter, 198’7

SECLRIY FROGREAM QREJECTIVES

SUHEVLLEL CLRREND
COMPLET IO S1ATL S
. Establaish initial objectives
including recommendations., S/ut Complete,
s Final dercision on key
objectives. 10786 Twelve key
performance
ocbiectives
have been
approved in
January 19=7,
. Develop Implementation Flan. 12786 Fostponed

untal Jra
QUArte: Ju§°T,

INTESR MEANY _COMFAR]SONS

» Develop schedule for Security 10/86 On Uoing.,
Shift Supervisors to visit
other sites,



ATTACHMENT 2 Pege 4 of ¢

SECLRITY PROGRAMS IMPROVEMENTS (con't)

reort 1 Mahiasvha il

SCHEDULED CURRENT
COMPENSATORY MEASURES COMPLETION STATLS
* Revised Procedure 3.10 to coe Complete.

include the 7 criteria of

NUREG 1045,

Initiate attendance of Security 9/86 Complete.

Management Personnel ¢t Seminars On-Going.

(e.g., industrial security) on

state-of-the~-art security

equipment/compensatlory measures.,

Establish formal, regular re- 1/87 Complete.

evaluation of compensatory iwiil

measures to determine continue ;.

alternative methods of achieving

conprliance,

Security perform a peringiu 1/87 Frocess (¢ in

revievw of open MFE s and 1ssue place ;

planning o
prepare work
{RSLPUTE ivhd
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Attached i1s the monthly status report for the month of May 1987 on planned
security program improvements.

EXECUTIVE SLMMARY

The Security Program Improvements listed in Attachment 1 of this report
swere developed in response to the civil penalty resulting from events of
August 1985, concerning vital area barriers. Attachment 2 1s & list of
Security Frogram Augmentat.uvns. Many of these items in Attachment 2 haie
been discussed swith Regional NRC Security Management., Closed 1tems have
been taken out of this report.

CEH/mep

Attachments: (1) Plan and Schedule of Security Program Improvements
(2) Augmentations to Security Improvement Plan

\ LR 44
Q. FOHU.);/
Wy, S$TITION 2

Info:imation in this record was deleted ‘
in accordance with 1yn¢dom of Information

Act, exemplions
FOIA -}1_'.111.__

2 /9
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Plan and Schedule of Security Program Isprovements

REGUI.ATORY REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements analysis of the Modified Amended
Security Plan (MASP), Safeguards Contingency Plan, and Training and

Qualifications (T&Q) Plan vis-a-vis the Code of Federal Regulations. This
analysis is to assure that the regulatory requirements are met by existing

programs and procedures.

ORIGINAL
SCHEDULED CURRENT

PLANNED MILESTONES COMPLETION STAILS

- Perform regulatory requirements October 1986 Complete =~
analvsis. Summary Report

Issued

« Prepare changes to Security FPlan October 1986 Complete
based on regulatory reqts.
analvsis., (Issue 2, Rev. 0)

« Incorp. proposed changes required by October 1986 Complete -
§,4/86 Fed. Register into FPlan. Sent to
(Rev, 12 (Miscellaneous Amendments) NRC
Nzte (1),

- Mest with NRC on proposed plan See current Complete -
changes {not those required by status Meeting held
Fezeral Register) (lssue 2, Rev., O) on December 4,

1986 and on
March 11, 1987
at NRC Offices

« Sybmit proposed Security December 2, Complete.

Plan changes to NRC 1986,
(Miscellaneous Amendments)

{Rev, 18)

Note (1)

« Incorporave NRC (Rev. 18) comments Revise after Waiting NRC
& final tvpe. NRC approves approval.

our
transmittal.
- Copplete Independent Review of March 1€, 1987 Complete.

Security Plan, lssue 2, Rev, O
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ATTACHMENT 2 Page 1 of 4

Attachment 2 is a list of Augmentations to the Security Improvement Plan.
vMany of these items have been periodically discussed sith NRC Regional

Security Management. ‘

SECURITY _SYSTEMS HARDWARE/FACILITIES:

A Protected and Vital Area Barriers
1) Modify the protected area perimeter fence,
Actien Status
PDC 86-74 issued. Started -

4/21/81,

CMG Projected
Completion
10/21/87,

2) Reassess Vital Areas per lE Notice BE-91,

Action Status
Add to ESR 8(-516. Scheduled for
8§/15/87

Completion

Status

Action

PDC BE-T77T 1ssued. Long lead
materials -~
Lelivery date
1/1/87.
Task Read)
T/1/87,
Scheduled
completion
12/4/87,

schie e resolution with NRC regarding Letter issued in

Inter.m Compensatory Measures. 10/8¢€., Still
avaiting MNRC
feedback.,

Cs Improve the protected area and perimeter lighting system,

Actien Status
Schedule completion of medifications., Te complete b
{PDC B3-09) start=-up fron

RFOQ 7.




ATTACHMENT 2 Page 2 of 1

SECLRITY PROGRAMS IMPROVEMENTS (con't)

Engineering to evalu f high mast High Mast Study
lighting to support and Intrusion Complete.
Detailled design

Detection System,

in progress: to
complete 6/15/87.,
Pending Town of
Plymouth Permits.
3 minor FR\'s
(ORC not
required). Task
ready 7/31/87.

/

g

Action Status

PRC 86-78 issued. Start -
$/30/
CMG Projected
Completion
12716/81
daterial d=livers
bv 6/15/87. Tas)
ready 6/15/87
3 14.

E. kedesign the Security Main Access Point and Alternate Access Point.

Action Status

Obtain response to ESR BE-516. Complete

(PDC B87T-17) 9/86.
Oon SL".QdUlf
9/87.,

Added x-rav machines and full length On Schedule

turnstiles, (PDC 87-17) 9/87,

Modifications to Contracter Gatehouse. On Schedule

{Post RFO 27) (PDC-87-1T7) 9/87.,

Pl te PNPS for approval On Schedule,
§/817.

Schedule Completion of Modification Design completed
§/11/87. Due for
ORC 6/18/87.
L\A.'ll lead

materials (X-Ra:
and rotective
shexidxn().

PO 514 delivery
8/1/817 Task
ready B8/1/87.



ATTACHMENT 2 Page 3 of ¢
,‘tlﬁﬁklli PROGRAMS IMPRO\VEMENTS (con't)

F. Replace the Security Computer and Access Control System.

Action Status

Obtain response to ESR 86-253, Complete.
9/86.

Develop computer specification. Complete.
March 23,
1987,

Obtain bids. Bids received

Bid evaluation
in progress.

Issue purchase order Rescheduled
to 6/87,

ADDITIONAL TRAINING

- Establish initial technical 1/87 Postponed
training module for Security until Jdrd
Management. quarter, 1987

SECLF.TY PROGRAM OBJECTIVES

SCHEDLLED CLREENT
COMPLETION STATILS
- Establish initial oblectives
including recommendations, 9/86 Complete.
- Final decision on key
objectives. 10/86 Twelve ke
performance
objectives
were approved
in January
1987,
- Develop lmplementation Plan, 12/8€ Postponed
until 3rd

quarter 15§87,

INTERCOMPANY COMPARISOMS

- Develop schedule for Security 10/86 On Going.
Shift Supervisors to visit
other sites.
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Attached is the monthly status report for the month of May 1987 on planned
security program improvements.

EXECUTIVE SUMMARY

The Security Program Improvements listed in Attachment 1 of this report
were developed in response to the civil penalty resulting from events of
August 1985, concerning vital area barriers. Attachment 2 is a list of
Security Program Augmentations., Many of these items in Attachment 2 have
been discussed with Regional NRC Security Management. Closed items have
been taken out of this report.

Plan and Schedule of Security Program Improvements

(1)
(2) Augmentations to Security Improvement Plan

CEH/mep |
Attachments:

Information in this record ahs delzted
in accordance with the Ffeedom of [nformation
Act, exemptiant é

h P 198

- —_—————————

41’14//




ATTACHMENT 1 Page 1 of 1
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REGULATORY REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements analysis of the Modified Amended
Security Plan (MASP), Safeguards Contingency Plan, and Training and
Qualifications (T&Q) Plan vis-a-vis the Code of Federal Regulations. This
analvsis is to assure that the regulatory requirements are met by existing
programs and procedures.

PLANNED MILESTONES ORIGINAL
SCHEDULEDR CURRENT
COMPLETION STATUS
- Submit Security Plan, March 31, Complete.
Issue 2, Rev. 0 to NRC, 1987, April 27, 1987.
Waiting NRC
Approval /Comments.
- Prepare draft changes to TAQ July 31, Complete
and Contingency Plans. 1987, €/25/87,
- Prepare 50.54p evaluation on July 31, Started.
T4Q and Contingency Plans. 1987, 5/4/87.
« Submittal of Contingency Plan Oct. 1, 1987, On schedule.
ard TAQ to NRC.
Note (1) There were two separate tasks to be completed concerning

the Security Plan, The first, Revision 18, was to
satisfy the Miscellaneous Amendments to be submitted to
the NRC by December 2, 1986, The other was a complete
reissue of the Security Plan, identified as Issue 2,
Revision 0, '




ATTACHMENT 2 Page 1 of ¢

Attachment 2 ig a list of Augmentations to the Security lmprovemeat Plan,

.
Many of these items have been periodically discussed with NRC Regional

Security Management.

SECURITY SYSTEMS HARDWARE/FACILITIES:

A. Protected and Vital Area Barriers
1) Modify the protected area perimeter fence.
Action Status

PDC B6-74 issued. Started -
4/21/817.
CMG Projected

Vital Areas

Status
Complete.

b"illﬁ\j {\'\r
15/817
mpletion.

Status

ng lead
sterials -
elivery date
1/1/81.

ask Ready
/1/87.
Scheduled

npletion

|

»
regaraung

sures.,

aArea and perii




ATTACHMENT 2 Page 2 of 4

SECURITY PROGRAMS IMPROVEMENTS (con't)

Engineering to evaluyate use f high mast High Mast Study

lighting Lo SuUpp x'_ar.d Intrusion Complete.

Detection System, Problems obtaining
permits for high
mast lighting
resulted in a new
iesign using 40
ft. roadway
lighting. Design
is in process.

' Schedule to be

developed.

hed \ B i eq
3 } ! En the ¢ rit Main A C | nt and A ‘ ate A ess Point
Actiorn atus
Obtain response ¢ ESR BE-51¢€ splete
PDC 87-17)

PDC to PNPS for approval Awaiting submittal

\pPPI val
Modif ations 1t ractor te ¢ AwAalting submitta
P t K} '7) { i 87 17)
eLi1EN ¢ ‘,lr‘fv]
hedule pletion of Modificatior 11/87 Long
Ad RAaté s
A A \Na
P y ' t
.
' § iing)
‘ “
el er) & 1 -
v y
IASNK




~ ATTACHMENT 2
SECURITY PROGRAMS IMPROVEMENTS (con't)

Page 3 of 4

F. Replace the Security Computer and Access Control System.

Action
Obtain response to ESR 86-253,

Develop computer specification.

Obtain bids.

Issue purchase order

ADDITIONAL TRAINING

- Establish initial technical \/87
training module for Security
Management.

SECURITY PROGRAM QBJECTIVES

SCHEDULED
COMPLETION
- Establish initial objectives
including recommendations,. 9/86
- Final decision on kev
objectives. 10/86
- Develop Implementation Flan. 12/86
INTERCOMPANY COMPARISONS
- Develop schedule for Securituy 10/86

Shift Supervisors to visit
cther sites. »

Status

Complete.
9/86,

Complete,
March 23,
1987,

Bids received
Bid evaluation
complete.

Rescheduled
to 7/87.

Postponed
until 3rd
quarter, 1987

CURRENT
STATUS

Complete.

Twelve key
performance
objectives
were approved
in January
1987,

Postponed

until 4th
quarter 1987,

Complete.



ATTACHMENT 2
SECURLTY PROGRAMS IMPROVEMENTS (con't)

CUMPENSATORY MEASURES

Establish formal, regular re-
evaluation of compensatory
peasures to determine
alternative methods of achieving
compliance.

Security perform & periodic
review of open MR's and issue
report to management.

SCHEDVLED
COMPLETION

1/87

1/87

Page 4 of 4

CURRENT
STATVS

Complete.
(will
continue).

Completed.
Continuing.
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Attached is the monthly status report for the month of July 1987 on planrcd
security program improvements. :

EXECUTINVE SUMMARY

The Security Program Improvements listed in Attachment 1 of this report
vere developed in response to the civil penalty resulting from events of

August 19835, concerning vital area barriers. Attachment 2 is a list of
Security Program Augmentations. Man) of these items in Attachment 2 have
been discussed with Regional NRC Security Management. Closed items have

been taken out of this report.

CEH/mep

Attachments: 1) Plan and Schedule of Security Program [mprovements
)

Augmentations to Security Improvement Plan

Information in this record was da'eled '
in sccoidance witht Freedom of Information

Act, exe

WQpligns
SN T 2 7 2

2/




ATTACHMENT 1

Page | of 1

: plan and Schedule of Security Program [mprovements

JEGULATORY REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements analysis of the Modified Amended
Security Plan (MASP), Safeguards Contingency Plan, and Training and

Jualifications (TAQ: Plan vis-a-vis the Code of Federal Regulations. This
analvsis is to assure that the requlatory reguirements are met by existing

programs and procedures.

QRIGINAL
SCHEDUVLED
PLANNED MILESTONES COMPLETION
- Submit Security Plan, March 31,
lssue 2, Rev. (L to NRC. (1) 1987.
« Prepare draft changes to TAQ July 31,
and Contingency Plans, 1987.
« Prepare 50.54p evalvation on July 31,
T4Q and Contingency Plans. 1987,
- Subtmittal of Contingency Flan Oct., 1, 1987,

and T&Q te NRC.

CURRENT
STATLS

Complete,

April 27, 1987,
Waiting NRC
Approval/Comments.

Final comments
received on Jdraft

nlans. T&Q being
prepared for final
tvping. Review of

final comments on
T&Q complete,
Final comments
review for
Centindgency Plan
scneduled for
g/712/87.

Started.

§/4/87,
Completion date
requires
extension., To be
completed after
review-of final
product but prier
to submittal te
".c.

On schedule.

Note (1) There were two separate tasks to be completed concerning the

Security Plan.

The first, Revision 18, was to satisfy the

Miscellaneous Amendments to be submitted to the NRC by December - 8

1986,
identified as lssue 2, Revision 0.

The other was a complete reissuve of the Security Plan,




. ATTACHMENT 2 Page 1 of 3

is a list of Augmentations to the Security Improvement Plan,

\ttachment 2
items have been periodically discussed with NRC Regional

iany of these
jecurity Management.

SECURITY SYSTEMS HARDWARE/FACILITIES:

Protected and Vital Area Parriers

AL

Action Status
PDC #0-T1 i1ssued. (Perimeter Fence) Working and on
schedule., CMG
PDC 86-77 issued (CCTV) projected
completion date
PLC 86-78 issued {Intrusion Detection on all three
Svstem) PODC's 12/87.
CCTV long lead
items delivered.
I'r f ted milestene for "',1“'»1'-"1 bv 9/30/87. On Schedule,
- { "~’l | 0. r c‘%
- Fence wori 90%
. } D3 st er/tie~\r 50%
s ) Reassess Protected and Vital Areas
per 1E Notice B6-91.
Agtion StAtus
sdd t ESR B6-516, (Protected Area) Complete.
Vital Area Analysis Scheduled for
BZ3%/8 sem-s » »
Completion,
B. Improve the protected area and perimeter lighting syvstem,
Action Status
Implement FD 23-09
Problems btaining permits for high mast Design 1s 1n
Jighting resulted 1n & new design using 40 Process. Schedule

to be developed.

ftv, roadway lighting.




ATTACHMENT 2 (con't) page 2 of 3

SECURITY FPROGRAM IMPROVE MENLS

| Redesign the Security Main Access Point and Alternate Access Point,

C .
Actien Slatus
, Obtain response to ESR 86-516, Complete
‘ (Ppc 87-17)

Awalting submittal

PDC to PNPS for approval

Pending PDC

approval
sdded x-ray machines and full length Pending PDC
turnstiles, (PDC 87-17) approval
Modifications to Contractor Gatehouse. Avaiting submittal

(Post RFO 87) (PDC-87-17)
Design completed

5/11/87. Leong
lead materials
(X-Ray and
protective
sheilding).
delivery 8/1/87.
Tas)

ready &/1/87.,

Schedule Completion of Modification

| D. Replace the Security Computer and Access Control Svstem,
Action Status
Obtain response to ESR 86-251. Complete.
9/86.

Complete., .
March 23,
1987,

Develop computer specification.

Bids received
Bid evaluation
complete.

Obtain bids.

Issue purchase order Rescheduled

{ to 8/10/87
ADDITIONAL TRAINING
- Fstablish initial technical 1/817 Postponed
training module for Security until 3rd
Management.

quarter, 1987,
Working.




‘VTACU&CN? 2 (con't)
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SECURITY PROGRAM OBJECTIVES

- Establish initial objectives
including recommendations.

- Final decision on key
objectives,

- Develop Implementation Plan.

SCHEDVLED
COMPLETION

9/8K

10/86

12/86

Pag: 3 of 3

CURRENT
STATVS

Conplete.

Twelve key
performance
objectives
were approved
in January
1987,

Postponed
until 4th .
quarter 1987,
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Attached is the monthly status report for the month of August 1987 on
planred security program improvements,

EXESVTIVE SUMMARY

The Security Program Improvements listed 1n Attachment ! of this repart
were developed in response to the civil penalty resulting from events of
August 1988 concurning vital area barriers. Attachment ¢ 's a 118t of
Security Program Augmentations. Many of these ‘tems n mttachment 2 have
peen giscussed witn Regional NRC Securi'ty Management. Closed 1tems nave
peen Laken cut of this report.

TIN/mep

Plan and Schedule of Security Proaram Imprcverents

Attaczrmrents:
Augmentations to Security Improvement Plan

(1)
(2)

TRELEASED
SEP 15987

Infarmation (4 thig recard was de'eted '
n accordance with th} Freedom of Informatioff

Act, exemptions r .
on §8-29Y

2/
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pPlan_and Schedyle of Security Program Improvements
REGULATORY REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements analysis of the Modified Amended
Security Plan (MASP), Safeguards Contingency Plan, and Training and
oualifications (T4Q) Plan vis-a-vis the Code of Federa)l Regulations. This
analysis 13 to assure that the regulatory requirements are met by existing
programs and procedures.

ORIGINAL

SCHEOVLED CURRENT
PLANNED MILESTONES COMPLETION STATUS
- Submit Security Plan, March 31, Complete,

Issue 2, Rev., O to NRC, (1) 1987, April 27, 1987,
NRC comments
received. Rev,
to 1ssue 2 being
prepared,

- Incorp. proposed changes required Octecber 1986 Complete -

by 8/4/86 Fed. Register 1nte sent o NRC,

Security Plan, (Rev.18)

Misce)laneous Amendments (1) Comments rec'c
from NRC - Agg'’
info required.

- Prepare and submit acgd'l commenrts October 1587 Comments
to adoress miscellanecus formulated, ORC
Amengrents. approved 9/9/87.
- Prepare draft cranges to TaQ July 31, Completed. Rev®
and Contingency Plans, 1987, of final comment
completed and
incorporated 1n
final form,
- Prepare 50.5%4p evaluation on July 31, Startead,

T840 ang Contingency Plans, 1987, 5/4/87,
Completion date
requires
extension, To ¢
completed after
review of final
proguct but prac
to submittal to
NRC .,

- Submitta) of Contingency Plan ©oQet. 1, 1987, On schedu'e.
and T4Q to NRC, Meeting with

Region 1 schedu’
for 9/24/87
concerning both
Plans.

Note (1) There were two separate tasks to be completed concerning the
Security Plan. The firet, Revision 18, was to sat sfy the
Miscellaneous Amendments to be submitted to the NRC Ly December 2,
1986. The cther was & complete reissue of the Security Plan,
identified as lssue 2, Revision O,




Attachment 2 1s @ Yist of Augmentations to the Secur'ty Improvement Plan,
many of these ‘tems rave been periodically discussed with NRC Regiona)
Security Management,

»

SECURITY SYSTEMS HAROWARE/FACILITIES:

A, Protected and vital Area Barriers

Actien status
OC 8€-74 18sued, (Perimeter Fence) working and on
= schedule. CMG
completion cate
POC 8€-7¢ ‘'ssued (Intrusion Detection on al) three
System) POC's 12/87,

CCTv long leas
1tems celiverea,

Projected milestone for completion by 9/30/87, On Schedule.
- Construction 30N
- Fence work 20N
« CCTY cutover/tie=-1n 50%
::5 _J'.._.é' '.'0"” ‘.:“
2) Reassess Protecteq ana vital Areas
per lE Notice BE-91,
AcriQr Status
Age to ESR 86-51¢, (Protected Area) Complete.
vita)! Area Aralys's Rescreduled for
3/30/87
Completion,
8. Improve the protected area and per meter lighting system,
Action Status

Implement POC &3-09

Problems obtatning permits for high mast Cesign 18 n

lighting resulted '\n a new cesign using 40 process,

ft., roagway lignhting, Schedu'e to e
developed



ATIACHMENT 2 (con't) Page 2 of 3

SECURITY PROGRAM JMPROVEMENTS

¢. Redesign the Security Main Access Point and Alternate Access Point,

Actien jtratus

Obtain response to ESR 86-516. Complete

(PDC 87-17)

POC te PNPS for approval i Awaitirg sutmittal
Penging POC
acprova)

L

Added x-ray machines and full length Pending PDC

turnstiles. (PODC 87-17) approva)

Modifications to Contractor Gatehouse, Awai1tIng submitta’

(Post RFO 87) (PDC-87-117)
Cesign completed

Schedule Completion of Mogirfication $/11/87. Long
lead materia's
(X-Ray and
protective
she11d"ng).
gelivery 8/1/87,
Task

ready 8/1/87,

Replace the Security Computer and Access Conirol System,

LB

Acrign status
Complete,

obtain response to ESR 8€-2813.
9/86,

Develop computer specirfication, Complete.
March 2),

1987,

B 'gs recetved
B0 evaluation
complete,

Obtain bids,

P.O, 'ssued 10
K10de Auto-
rated Systems

lssue purchase order

Inc. on
8/11/87,
ADDITIONAL TRAINING
- fstablish ini1tia) technica)l Y/87 PeschedJled
trayning mooule for Security yntyl 4thn
Management, quarter, 1987,
RFQ 'ssued by
NTD on
8/21/87,

G AR N R R e



ATTACHMENT 2 (con't)
SECURITY PROGRAM IMPROVEMENTS

SECURITY PROGRAM OBJECTIVES

- Establish initia) objectives
including recommendations.

- Fina)l gecI1s0n ONn key
chJectIves,

- Develop Implementation Plan,

NOTE: Imitia) evaluation was concucted 'n August 1987,

SCHEQULED
COMPLETION
9/86

107868

12/88

Fage J of 4

CURRENT
STATUS

Complete.

Twelve key
performance
cbjectives
were approves
N January
1987,

Postponed
until 4th
quarter 1987,

The approved

Security Objectives were 1nitially believed to be In conformance

with the PNPS Security Plan,
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Attached is the monthly status report for the month of September 1587 on
planned security program inprovements.

EXECUTIVE SUMMARY

The Security Program Improvements listed in Attachment 1 of this report
were developed in response to the civil penalty resulting from events of
August 1985, concerning vital area barriers. Attachment 2 1s a list of
Security Program Augmentaticons. Many of these items in Attachment 2 have
been discussed with Regional NRC Jeécurity Management. Closed items have

been taken out of this report.

Borner

Attachments: Plean and Echedule of Security Frogram improvements

(1)
(2) Augrentations to Security Improvement Plan

Ieformation in this record was deleted
Y dicordance with the Freedom of Information
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ATTACHMENT 1

REGULATORY REQU.REMENTS ANALYSIS

Plan to perform a regulatory requirements analysis of the Modified Amerded

Security Plan (MASP), Safeguards Contingency Plan, and Training and
Qualafications (T&Q) Plan vis-a-vis the Code of Federal Regulations.

Page 1 of 1

Plan _and Schedule of Security Program Improvements

This

analysis is to assure that the regulatory requirements are met by existing
programs and procedures.

PLANNED MILESTONES

Submit Security Plan,
issue 2, Rev. 0 to NRC. (1)

Incorp. proposed changes required
by 8/4/50 ren. Regislel i10LQ
Security Plan. (Rev.18)
Miscellanecus Amendments (1)

Prepare and submit add'l comments
to address miscellaneous
Amendments,

Prepare draft changes to T&Q
and Contingency Plans.

Prepare 50.54p evaluation on
T&Q and Contiugency Plans.

Submittal of Contingency Plan
and T&Q to NRC.

"CTHAL
"ILZD
Cv L ION
» il 31,
1987.

October 1986

Octoter 1987

July 31,
1987,

July 31,
1987.

0et: 1.,

1987.

CURRENT
STATUS

Complete.
April 27, 1%987.
NRC crmments
received. Rev.
to issue 2
submitted tc
address comment

Complete -

Seul Lu ARG,

Comments rec'd
from NRC - Add'.
info required.

Complete.

Completed. Fe.
of final cormen:
completed and
incorporated '
final form.

Started.
5/4/87.
Completion date
requires
extension. To !

completed after
review of final
product but pric
to submittal te
NRC.

Reschedule to
10/23/87. Met
with Region I or
9/23/87 for rev:
of both plans.

Note (1) There were two separate tasks to be completed concornznq‘ih.

Security Plan., The first,

Revision 18, was to satisfy the

Miscellaneous Amendments to be submitted to the NRC by December 2,

1986,
identified as Issue 2,

The other was a compleste reissue of the Security Plan,
Revision 0.




. ATTACHMENT 2 Page 1 of 3

Attachment 2 is a list of Augmentations to the Security Improvement Plan.
Many of these items have been periodically discussed with NRC Regional

Security Management.

SECURITY SYSTEMS HARDWARE/FACILITIES:

A. protected and Vital Area Barriers

Action Status
PDC 86-74 issued. (Perimeter Fence) wWorking and on
schedule. CMG
projected
Ve completion date
PDC 86-78 1ssued (Intrusion Detection on all three

System) EDC'S 12‘87. -_\3

Projected milestone for completion by 9/30/87. Reschedule to
- Construction 90% prior to start-
- Fence work 508 up.
= 10 ver/tie-1
2) Reassess Protected and Vital Areas
per 1E Notice 86-91.
Action Status
Add to ESR 86-516, (Protected Area) Complete.
Vital Area Analysis redirected to verafy Rescheduled for
Barrier Integrity. prior to start-up
Submit ESR (87-688) Complete on
9/22/87.
B. Improve the protected area and perimeter lighting system.
Action Status
Implement PDC 83-09
Problems obtaining permits for high mast ot B 1 |
lighting resulted in a new design using 40 s work
ft. roadway lighting. ds .tarted on

pole foundation,
Schedule to ve
developed.



ATTACHMENT 2 (con't)
SECURITY PROGRAM IMPROVEMENTS

C.

Action

Obtain response to ESR €6-516.
(PDC 87-17)

PDC to PNPS for apprcval

Added x-ray machines and full length
turnstiles. (PDC 87-17)

Modifications to Contractor Gatehouse,

IBane DA 47\ IDAALRT21T)
H e ]

S - . e w

Schedule Completion of Modification

D. Replace the Security Computer and Access Control

Action

Obtain response to LI¥: J)6-253,

Develop computer specification,

Obtain bids,.
Issue purchase corder
ADDITIONAL TRAINING
- Establish initial technical

training module for Security
danagement.

1/87

Page 2 of 3

Redesign the Security Main Access Point and Alternate Access Point.

Status

Complete

Ccnplete. Under
security
review.

Pending PDC 87-17
approval and
completion.

Pending PDC 87-17
approval and
completion.

Pending final Mgt.
Aecigion (Post RFO

7).

Design completed
§/11/87. Long
lead materials
(X-Ray and
protective
sheilding) on
site.
Implementation of
PCC 87-17 pending
station approval.

System,
Status

Complete.
9/86.

templete.,
March 23,
1987.

Complete

Complete

Rescheduled
until 4th
quarter, 1987.
RFQ issued by
NTD on
8/21,/87.



l!Q!EIIX_RBQQEAH_LEEBQliﬂiﬁlﬁ

SECURITY PROGRAM OBJECTIVES

SC.'EDULED
COM: "ETION
- Establish i1nitial objectives
including recommendations. 9/86
- Final decision on key
objectives. .0/86
- Develop Implementation Plan. 12/86

NOTE:

Initial evaluation was conducted in August 1987,

CURRENT
STATUS

Complete.

Twelve key
performance
objectives
were approved
in January
1987.

Postponed
until 4th
Juarter 1987.

The approved

- - Ak 2 s .
Sssusien ALl seinss Hors initially Delisvad T My in 2onfasmancey

with the PNPS Security FPlan.




QFFICE MEMORANDUM

Docion Edison Company &5 RMG Control Number
To: R. G. Bird From: é?{bfizZ)fT:s

Record Type A4.08
Date: 11/17/817 Dept. Doc. NSSM87-626 Non-Safety Related

Subject: Security Progiam Improvements -~ Open Items Status Report #20

fistr:butioﬁ? .
K. P. Roberts M. N. Brosee T. Nicholson P. Hamilton

A, V. Morisi D:. L. Myers R. Swanson J. D. Keyes
J. Lyash (NRC) R. Andrew J. Kehoe C. Minott

Y. MacCormack P. Ondash S. Dasgupta D. D. Zinter
R. M. Deacy W. Russell (NRC Region I) R. A. Ledgett NSSM File

Attached is the monthly status report for the month of October 1987 on
planned security program improvements.

EXECLTIVE SUMMARY

The Security Program Improvements listed in Attachment 1 of this report
were developed in response to the civil penalty resulting from events of
Auenst 1985, concerning vital area barriers. Attachment 2 is a list of
Security Program Augmentations. Many of these 1tems in Attachment 2 have
been discussed with Regional NRC Security Management. Closed items have
been taken out of this report.

TIN/mep

Plan and Schedule of Security Program Improvements

Attachments: (1)
(2) Augmentations to Security Improvement Plan

Information in this record was deleted
in accordance with the Freedom of Information
Act, exemptions . e e
o P8-L£98

P/



Security Plan (MASP), Safeguards Contingency Plan, and Trainf “nd
Qualifications (TAQ) Plan vis-a-vis the Code of Federal Regu’
analysis is to assure that the regulatory requirements are

ATTACHMENT 1

Page 1 of 1

Plan _and Schedule of Security Program Ipprovements
' REGULATORY REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements analysis of the Modified Amended

programs and procedures,

PLANNED MILESTONES

Submit Security Plan,
Issue 2, Rev., 0 to NRC.

Incorp. proposed changes
by 8/4/60 reu. negistili

Security Plan., (Rev.18)
Miscellaneous Amendments

Prepare and submit add’l
to address miscellaneous
Amendments.

Prepare draft chandes to
and Contindency Plans.

Prepare 50.54p evaluation
T&Q and Contingency Plans

(1}

required

. - -
A w

(1)

comments

T&Q

on

ORIGINAL
SCHEDULED
COMPLETION

March 31,
1987.

October 1986

October 1987
July 31,

1987,

July 31,
1987,

This
sting

Cumplete.

April 27, 1987.
NRC comments
received. Rev.
to issue 2
submitted to
address comments

Complete -

sant ¢ NRO

Comments rec'd
from NRC = Add'l
info required.

Complete.

Initial review
completed., Fina
comments being
incorporated.
Final draft
rescheduled to
1/30/817.

Started.
5/4/87.
Completion date
requires

extension To b

completed after

review of final

product but prio
to submittal to

NRC,




ATTACHMENT 1 Page 2 of 2
Regulatory Requirements Analysis (con't)

ORIGINAL
SCHEDULED CURRENT
PLANNED MILESTONES COMPLETION STATUS
- Submittal of Contingency Plan Oct. 1, 1987, Reschedule to
and T&Q to NRC. 12/15/87. Met

with Region I on
9/23/87 for revie
of both plans.

Note (1) The.e were two separate tasks to be completed concerning the
Security Plan. The first, Revision 18, was to satisfy the
Miscellaneous Amendments to be submitted to the NRC by December 2,
1986. The other was a complete reissue of the Security Plan,
identified as Issue 2, Revision 0.



Many of t
Security Management.

ATTACHMENT 2

hese items have been periodically discussed with

S} SURITY SYSTEMS HARDWARE/FACILITIES:

Protected and Vital Area Barriers

Action
PDC 86-74 issued. (Perimeter Fence) 85% Complete

PDC 86-78 issued (Intrusion Detection
System) 65% Conmplete

Projected milestone for completion by 11/16/87.
- Construction 90%
- Fence work 30%

- IDS cutover/tie~-1in o0

2) Reassess Protected and Vital Areas
per 1E Notice 86-91.

Action
Add to ESR 86-516, (Protected Area)
Vital Arees Analysis redirected to verify

Barrier Integrity.

ESR (87-688) ~ Scheduled to begin work on
11/23/87.

Page 1 of 2

Attachment 2 is & list of Augmentations to the Security Improvement Plan.

NRC Regional

SLatus

Working and on
schedule. CMG
projected
completion date
on all three
_EDC's 12/87.

Reschedule to
prior to start-
up .

Status
Complete.

Rescheduled for
prior to
start-up

Complete on
12/23/817.

Improve *he protected area and perimeter lighting system,

'

Action
Implement PDC 83-09 50% Complete

Problems obtaining permits for high mast
lighting resulted in a new design using 40
ft. roadway lighting.

Status

Design is
complete., Work
has started and
schedule is
sequenced with
CCTY schedule for
PDC 86-77.



ATTACHMENT 2 (con't)
SICUBlTI-PEQQBAﬂ_lEERQMEHENIE
C. Redesign the Securit

Action

Obtain response to ESR g6-51u,

(PDC 87-17) ORC approved on 10/14/87.

PDC to PNPS for approval.

Added x-ray machines and full length
turnstiles. (PDC 87-17). ORC approved on

10/14/87.

Modifications to Contractor Gatehouse.

(P-=¢ BEN 87) (PNC=-87-1T7)

Vb ve

Schedule Completion of Modification

D. Replace the Security Computer and

Action

Obtain response to ESR B6-253.

Develop computer specification.

Obtain bids.

.

lssue purchase order.

ADDITIONAL TRAINING

- Fstablish initial technical
training sodule for Security
Management .

Access Control

1/88

Page 2 of 2

y Main Access Point and Alternate Access Point.

Status

Complete

Complete.

Pending PDC 87-17
approval and
completion.,

Pending PDC 87-17
approval and
completion.

Pernding final Mgt.
decision (Post RFO
‘7,0

Design completed
$/11/87. Long
lead materials
(X-Nay and
protective
sheilding) on
site.
Joplementation of
PDC 87-17 pending
station approval.

System.
Status

Complete,
9/86.

Complete.
March 23,
1987,

Complete

Complete - P.O,
$A17R4 fecued

Kidde Automated
Systems.
Preliminary
schedule being
developed by HED.

Ongoing =~
Scheduled
completion date



W OFFICE MEMORANDUM

Beston Edison Company L/)7 RMG Control Number
To: E. 8. Kraft From: D{,J. g
' Record Type A4.08

Date: 41/19/88 Dept. Doc. NS5M88-020 Non-Safety Related

Subject: Security Program Improvements - Open Items Status Report #22
Distribution:
K. P. Roberts M. N. Brosee T. Nicholson P. Hamilton
R. Swanson J. D. Keyes P. Lord-Ondash 4. Russell (NRC Region 1)
J. Lyash (NRC) R. Andrew J. Kehoe NSSM File

Attached is the monthly status report for the month of December 1987 on
planned security progranm improvements.

EXECUTIVE SUMMARY

The Security Program Improvements listed in Attachment 1 of this report were
developed in response to the civil penalty resulting from events of August
1985, concerning vital area barriers. Attachment 2 is a list of Security
Program Augmentations. Many of these items in Attachment 2 have been
discussed with Regional NRC Security Management. Closed items have been take

out of this rejort.
&
N/ atf

Attachments: (1) Plan and Schedule of Security Program Improvements
(2) Augmentations to Security Improvement Plan

UN gt

: REiE;gED~\‘\§\\
C AN25%8 ) )

S FOR USE /

Infernaticd in s record was dele ARRo§TaT 5

in accordance with the Freed&mil \‘rlio'm
Act, exemplions Il:l

FOIA: -




- ATTACHMENT 1 Page 1 of 1
Mmgmmwuummgml@mxmnn

REGULATORY REQUIREMENTS ANALYSIS

Plan to perform a regulatory requirements analysis of the Modiffed Amended
Security Plan (MASP), Cafeguards Contingency plan, and Training and

Qualifications (T&Q) Plan vis-a-vis the Code of Federal Regulations. This
analysis is to assure that the regulatory requirements are met by existing

programs and procedures.

ORIGINAL
SCHEDULED CURRENT
PLANNED MILESTONES COMPLETION STATUS
- Submit Security Plan, March 31, Complete.
Issue 2, Rev. 0 to NRC. (1) 1587. April 27, 1987.
NRC comments
received, Rev. 1
to issue 2
submitted to
address comments.
- Incorporate proposed changes October 1986 Complete -
required by 8/4/86 Fed. Register sent to NRC.
into Security Plan., (Rev.18)

Miscellaneous Amendments (1) Comnmer. .s rec'd
from N/'C = Add'l
info required and
resubmitted.

- Prepare and submit add'l comments October 1987 Complete.

to address miscellaneous

Amendments.

- Prepare draft changes to TéQ July 21, T&Q delivered to

and Contingency Plans. 1987, RAGP on 1/19/88.
Contingency Plan
scheduled to be
delivered to RA4LP
en 1/20/88,

- Prepare 50.54p evaluation on July 31, Estimated
T¢Q and Contingency Plans. 1987, completion date
is 1/22/88.
- Submittal of Contingency Plan Rescheduled to
and T&Q to NRC. Oct. 1, 1987. 1/30/88,

Note (1) There were two separate tasks to be completed concerning the
Security Plan. The first, Revision 18, was to satisfy the
Miscellaneous Amendments to be submitted to the NRC by December 2,
1986, The other was a complete reissue of the Security Plan,
identified as Issue 2, Revision 0.




. ATTACHMENT 2 Page 1 of 2

Attachment 2 is a list of Augmentations to the Security Improvement pian,
Many of these iteme have been periodically discussed with NRC Regional

Security Management.
SECURITY SYSTEMS HARDWARE/FACILITIES:
A. protected and Vital Area Barriers

p—

Action Status

PDC 86-74 issued., (Perimeter Fence) 85% Complete working and on
schedule. CMG
50% Complete projected
completion date
PDC 86-78 issued (Intrusirs= Detection on all thrge
System) 65% Complete PDC's 12,87.

Projected milestone for completion by 11/16/87, Rescheduled
- Construction S0% to 2/7/88
- Fence work 90%

- IDS cutover/tie-in

2) Reassess Protected and Vital Areas
per IE Notice 86-91.

Action Status

Add to ESR 86-516, (Protected Area) Complete.

Vital Area Analysis redirected to verify Rescheduled

Barrier Integrity. to 2/7/88
start-up

ESR (87-688) =~ Rescheduled to begin work on Projected

12/15/87. completion
2/7/88.,
B. Improve the protected area and perimeter lighting system,

Action status

Implement PLC 83-09 S0% Conplete

Problems obtaining permits for high mast Design is

lighting resulted in a new design using 40 complete. Wwork

ft. roadway lighting. has started and

schedule is
sequenced with
CCTV schedule for
PDC 86-77.




-

ATTACHMENT 2 (con't) Page 2 of 2

SECURITY PROCRAM IMPROVEMENTS
Redesign the Security Main Access Point and Alternate Access Point,

C.
Obtain response to ESR £6-516. Complete
(PDC 87-17) ORC approved on 10/14/87.
PDC to PNPS for approval. Complete,
Pending PDC 87~17
( approval and
completion.
Added x-ray machinec and full length Pending PDC 87-17
turnstiles. (PDC 87-17). ORC approved on approval and
10/14/87. completion.
Modifications to Contractor Gatehouse. Perding final Mgt.
(Post RFO #7) (PDC-87-17) 3ecia?on (Post RFO
7).
schedule Completion of Modification Design completed

5/11/87. Long
lead materials
(X-Ray and
protective
shielding) on
site.
Implementation of
PDC 87-17 pending
station approval.

D. Replace the Security Computer and Access Control Syetem.

Action Status

Obtain responss to ESR 86-253, Complete 9,/86.
Develop computer specification, Complete 3/23/87.
Obtain bids. Complete.

Issue purchase order. Complete - P.O.

163784 issued
Kidde Autormated
Systems.
Prellminary
schedula being
developed by NED.

ADDITIONAL TRAINING

- Establish init’al technical 1/88 Module Complete.
training module for Security Training scheduled
Managenment. for completion

February 1588,



-,
OFF [CE MEMOKANDLY
Boston Edison Company £(7 KMG Conzrs]»ihiﬁ;é-
lo: E. S. kraft From: DJ{/J. ng POU-L NS L ‘NN | - =
Record Type A4d.uB
Date: h/Z/88 Dept . Duc. AM #BB=-122 Non-safety Kelated

subjectr: Securi!y Program Improvemevsts - Open ltems Status Report #db

bistr:butxon}

[. Nicholson C, warren (NRC) NSSM File
w., Russell (NRC Region 1)

Attached 1s the status report for the month of May 1988 on planned

security prodram improvements.

“NECLTIVE SUMMARY

[he attached are augmentations to the security Program Improvements
which were developed in response to a civil penalty due to events of
August 1985, concerning vital areas. fhese planned improvements have
beer, discussed with Regional NRC Security Management at length.,
Lompleted items are not included 1n this report.

¢§L:hc

Attachments: {1) Augmentations to Security Improvement Plan

Information in this record was deleted '
in accordance with the Freedom of Information

Act, exemptions ¥ ——
on $F=29%

£/



AT TACHMENT ) Pagqe | owf ¢

\ugmentations to the Security Improvement

ihis Attachment 1s a listl ot
discussed with NRC Regional Security

Plan. l'hese 1tems are periodically
Management .

SECURITY SYSIEMS HARDWARE/FACILI L LES:

AL Protected and Vital Area Barriers

!

f

Action Construction Status
PDC 8b-74 issued. (Perimeter Fence) Y9% Complete

PLC ¥6-78 1ssued. (1D§) 35% Complete.

Target for 100%
operability 1s
8/¥%8 .,

2 ) Reassess Protected and Vital Areas
per lE Notice 86-91,

Action Status
Vital Area Analysis redirected to ver:fy Walkdown
Barrier Intedrity. (ESR BT7-68K) mplete., Report

issSueq.
aiscrepancies
noted.



(N

VITACHMENT § gron 1)

Improve the protected areca and perimeter
lighLting system,

Action

Implement PDU H.-0Y,

Modify Areas at Main and Alternate
Access Points.,

Action
Obtain response to ESR B6-3lt.

ORC approve PDC B7-17 and i1ssue for
construction.

schedule Completion »f Modification
associated with PDU 87-17.

- \-ray Machines

- New Explosive and Metal Detectors

- bPuil=length lurnstiles at Main
Access Point

- Updrade of Barriers for Security Back-up
power

Replace the Security Computer and Access
Control System

Action

Obtain response to ESR 86-253,
Develop computer specitication.
Obtain bids,

|ssue purchas- ordoer.

Conceptual construction study,.

I'rge 2 of ¢

Status
4H% Complote,
(Four poles

remain te be
installed,

Status
Complete.
Uomplete,
Scheduled for

completion
9/30/88.,

Status
Complete 9/86,
Complete 1/23/87.
Complete.

Complete = 1.0,
stdTEY 1ssued hia:«
Automated >Systems.
Preliminary schedu.
being developed hv
NED

In progress,
Estimated completi
date Y/8BH,




