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G. C. Smith, Séfeguards Specialist ddte
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Azzroved by:

Division of Radratiygh Safety and Safeguards

inspection Summary: Routine Unannou...d Phy.ical Security Inspection on

April 25-29, 1988 (Report Nos. 50-334/88-14, 50-412/08-09)

Areas Inspected: Follow=-up on unresolved items; plan and implementing
procedures; organization; program audit; records and reports; testing and
raintenance; locks, keys, and combinations; physical barriers-protected area;
physical barriers - vital areas; system power supply; lighting; compensatory
measures; assessment aids, access control-personnel; access control-packages;
aczess control-vehicles; detecticn aids-protected area; detection aids=vital
areas; alarm stations; communications; training and qualifications; and
ra~dling of safeguards information.

gsults: The licensee was in compliance with NRC requirements in the areas
x
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(a) Implementing procedures were current, clear, concise and consistent
with commitments in the Plan; and

(b) A 10 CFR 50.54(p) change to the licensee's Plan is in the process
of being submitted to the NRC for review.

Security Organization

The inspectors reviewed the security organization and determined that the
organization was consistent with commitments in the Plan. Both licensee
personnel and contractor personnel were interviewed by the inspectors and
were found to be knowledgeable of their duties and responsibilities.

The licensee has hired four Security Shift Administrators (SSA's) to
oversee the security force contractor on each shift. Three of the SSA's
have beer trained and are assigned to shifts. The fourth SSA was stil)
in train‘ g during the inspection.

Security Program Audit

The inspectors reviewed security program audit reports and verified that
the audits had been conducted in accordance with the Plan. The audits
were comprehensive in scope with the results reported to the appropriate
levels of management. The review included the response of the security
organization to the audit findings and the corrective actions taken to
remedy any adverse findings. The documented corrective actions appeared
appropriate for the findings.

Records and Reports

Tre inspectors reviewed testing and maintenance records, records of
security events and incident reports.

a. Testing and Maintenance Records:

The testing and maintenance records committed to in the Plan were on
file and readily available for licensee review and NRC inspection.

b. Security Event Reports:

The inspectors reviewed, and discussed with the licensee, the
security events that had been reported to the NRC in accordance with
10 CFR 73.71(c), since November 25, 1987. No discrepancies were
identified relativ: to reporting the events or the actions taken.

c. Security Incident Reports:

The inspectors' review of security incident reports, which require
logging as opposed to prompt notification of the NRC, disclosed that
all incidents received appropriate management review and follow-up,
as required.
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Security System Power Supply

The inspectors reviewed the emergency power supply for the security
system and found it to be in accordance with the Plan.

Lighting

The inspectors observed the lighting within the Protected Area during
the hours of darkness (8:30 p.m. to 11:15 p.m.) on April 26, 1988. A1}
areas were adequately lighted to allow observation of activities and to
meet commitments in the Plan.

Compensatory Measures

The inspectors observed the implementation of compensatory measures
utilized as a result of a short duration computer malfunction. These
measures were found tc be in conformance with the Plan and the licensee's
implementing procedures.

Assessment Aids

The inspectors observed the operation of the assessment aids

system, including times when artificial lighting was being used (see
paragraph 12), and determined it to be functioning in accordance with
the Plan.

Access Control-Personnel

The inspectors observed that all percorne) entering t=2 Protected Area
are searched for unauthorized material and that persornel access controls
and search equipment are adequéete and appropriate for their intended

yrpose. The licensee is in conformance with the Plan and regulatory
pure :
requirements.




16.

17.

18.

19.

20.

4

22.

Access Control-Packages

The inspectors observed that the licensee controls the flow of packages

and materials into and out of the Prote~*ed Area. Packages are searched
and materials are appropriately examined using equipment and procedures

which are adequate for the purpose. The licensee is in conformance with
the Plan and regulatory requirements.

Access Ceontrol=Vehicles

The inspectors observed that the licensee searches and escorts, as
required, all vehicles that enter the Protected Area and searches all
vehicles that exit. The licensee contro's all vehicles in conformance
with the Plan and implementing procedures.

Detection Aids-Protected Areas

The inspectors observed the Protected Area perimeter detection aids
and determined that they were installed, maintained, and operated as
committed to in the Plan.

Detection Aids-Vital Areas

The inspectors reviewed, selectively tested in the presence of a
licensze representative and observed guard force response to the Vital
Area detection aids. The detection aids are in conformance with the
Plan, the tests verified that the alarms are functioning properly, and
the guard force response was prompt,

Alarm Stations

The inspectors observed the operation of both the Central Alarm Station
(CAS) and Seconcary Alarm Station (SAS) and found them to be operating
as committed to in the Plan. CZAS and SAS operators were interviewed by
the inspectors and were found to be knowledgeable of their duties and
responsibilities,

Communications

The inspectors observed tests of all communication capabilities in both
the CAS and the SAS. The inspectors also reviewed testing records for
the various means of communications available to the security force and
found them to be as committed in the Plan.

Personnel Training and Qualification-General Requirements

The inspectors observed tactical response training for armed security
officers at their firearms training range on April 27 1988. No
deficiencies were observed,
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Physical Protection Safequards Information

The inspectors determined, by observation and by review of selected
records, that the physical protection of Safeguards Information (SGI)
was as committed to in the Plan,

Exit Interview

The inspectors met with the licensee representatives listed in paragraph
1 at the conclusion of the inspection on April 29, 1988. At that time,
the purpose and scope of the inspection were reviewed and the findings
were presented.

At no time during this inspection was written material provided (o the
licensee by the inspectors.



