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DESCRIPTION OF NUCLARR

NUCLARR System Overview

The NUCLARR system's major components
are;

¢  NUCLARR Clearinghouse—functions as
the primary interface and point of contact
and inteiacts with data suppliers and
users. Besides personnel management and
responsibility for all interactions between
the data requestors (e.g., PRA practition-
ers) and the NUCLARR system, this
group is also responsible for develuping
and administering a quality control pro-
gram for the processing of data by the
HHRAG (see below). Data Clearingnouse
personnel distribute the Data Manual and
accompanying PC diskettes, provide data
source material when requested, and
respond to questions regarding uses of the
data,

*  Human and Hardware Reliability Analysis
Group (HHRAG)—primarily tasked with
all data input and data base maintenance
functions. The HHRAG reviews data in
source documents for suitability, and if
accepted, prepares them for entry into
NUCLARR. Many of the activities
required of the HHRAG will be supported
by data entry technicians. The HHRAG
also develops recommendations for
improving NUCLARR procedures, taxon-
omy, or format if necessary to provide a
more efficie it treatment of data,

o HHRAG Review Committee—provides
technical direction to the HHRAG, data
entry clerks, and software engineers to
integrate any approved changes into the
NUCLARR system. This committee, con-
sisting of members from both inside and
external to the NUCLARR project team,
will meet on a periodic basis to review rec-
ommendations for changes to the
NUCLARR system taxonomy. Additional
duties involve quality assessment of the
data stored in NUCLARR, and review of
the Data Manual prior to distribution.

¢ NUCLARR Computer—encompasses all
the so‘tware/hardware for the automated
data base management functions of stor-
ing, processing, and retrieving human

error and hardware failure rate data. This
includes the applications software, com-
putational algorithms, and housekeeping
functions necessary for maintaining and
handling (he computer-aided features for
the NUCLARR system.

Personnel Qualifications for
Operating and Maintaining the
NUCLARR System

The NUCLARR data management system is
administered and operated by the Administrative
Staff, HHRAG, Review Committee, and Data
Clearinghouse personnel. These personnel are
eaperienced in one or more of the following Qisci-
plines:

1. Nuclear power plant operaticns and main-
tenance

2. Human factors engineering, with particu
lar emphasis on evaluating human per-
formance in nuclear power plant facilities

3. Human reliability analysis (HRA), with
familiarity in conducting PRAs

4. Probabilistic risk analysis and generic
safety issues.

This core group of individuais is supported by
data entry technicians and software engineers.

Sources of Data and Collection
Procedures

Any individual or organization may submit data
to the Clearinghouse for consideration for entry
into the NUCLARR system. Data sources received
from data suppliers will be screened for svitability
by the HHRAG.

Data Submission—HEP. Data that are accepted
for inclusion in the HEP side of the NUCLARR
system must meet the following general criteria:

*  The data must involve a human action that
was performed or was supposed to be per-
formed.

¢ The data must describe the equipment that
was the object of the human action.
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DATA CLASSIFICATION SCHEME AND TAXONOMY-—HEP

General—-Background to HEP
Classification

The HEP data collected for the NUCL ARR sys-
tem are organized and classified in a tree-level
hierarchy, as follows:

o Level 1! Actions are classified by nuclear
power plant system and by duty areas that
swnmarize the objective of the human
interaction with the system. Examples of
Level | tasks are:

—  Contro! room operator (CRO) moni-
tors the reacter recirculation system.

—  Maintenance technician {(MT) tests
the leak detector system,

e [Level 2: The task wavolves one or more
actions that change or determine the state
of a plant component. Actions have an
effect on the plant component(s). Exam-
ples of Level 2 tasks are:

~  MT repairs a centrifugal pump.
— Equipment operator (EQ) starts a
motor-driven pump.

® [Level 3: The task is a single action directed
at a specific control, instrument, or dis-
play device used to operate or maintain
equipment in the nlant or to communicate
with other plant personnel. Actions spec-
ify interactions with controls or display
devices. Examples of Level 3 tasks are:

—  Operator reads a meter.
—  Operator positions a J-handle switch.

The objectives for developing the classification
scheme were 10!

1. Classify data useful for HRA;

2. Simplify filing, storage, and retrieval of
the data;

3. Enable data from different sources to be
combined; and

4. Keep track of the data collected.

The taxonomy permits a hierarchical approach to
the data so that the NUCLARR user can choose the

appropriate level of detail for the analysis. For
example, the equipment reliability analyst can
c¢hoose whether or not the analysis should end at
the diesel generator level, should include the sub-
systems such as lube oil, or should extend to the
individual parts level (bearings, fuel injection
pump) of the diesel generator. The NUCLARR
classification scheme or taxonomy presents the
same kind of choices to the human reliability ana-
lyst by combining equipment characteristics and
human actions on three separate levels.

Under equipment characteristics associated with
human actions, the system category (Level 1) has
been divided according to the major nuclear steam
supply system (NSSS) vendors. This differentiation
was incorporated into the taxonomy because of the
differences in system configuration, nomenclature,
and operation among NSSS vendors. These differ-
ences are substantial enough to preclude the broad
combining of human error data across all NSSS
vendors. Therefore, the data are separate in the
NUCLARR system, allowing the analyst the flexi-
bility of combining data appropriate to the ana-
lyst's application. Classification by NSSS vendor
was not performed for the component level
(Level 2) oo the displays/instruments/ controls
level (Level 3) because the differences among NSSS
vendors at these levels do not significantly affect
the interface between the equipment and the
human action.

Under Level 1, human actions are divided into:

® CRO duty area
¢  EO duty area
¢ MT duty area.

This division was incorporated into the taxon-
omy structure because of the differences in respon-
sibilities and functions of the three positions, as
well as the differences in the primary workstations
of each (for example, control room versus general
plant areas). These differences are also significant
at the task level (Level 2). However, at the task ele-
ment level (Level 3), the human actions associated
with the equipment characteristics are similar for
the three positions, so no differentiation is
required.

Data and Cell Structure

The structure of the NUCLARR system is a
series of two-dimensional matrices combining the



different levels of the equipment characteristics cat-
egory with the specific levels of the human actions
category. Complete descriptions of equipment
characteristics and human actions are located in the
Data Manual.? A total of 16 separate and distinet
matrices are utilized. Equipment characteristics are
listed by rov's, and human actions are listed by
columns for each matrix, The intersection of an
equipment characteristic and a human action on a
matrix constitutes a cell.

Cell Type. Within each of the three levels, there
are three different types of cells: basic equipment
cells, general equipment classification cells, and
functional group summary cells. The differentia-
tion among the types of cells is:

1. Data pertaining to a specific type of equip-
ment are stored in a basic equipment cell.
For example, data on all single push but-
tons except those with illuminated legends
are stored in the cell corresponding to push
button (other).

2. The general equipment classification cell
contains data that are reported on general
equipment types. For example, data may
be reported on two-position switches in
general, without specifying whether it is a
push button or a rocker switch. Only data
describing the equipment characteristics in
general terms are stored in general equip-
ment classification ceils.

3. The functional group summary cell con-
tains data that have been combined from
the bas. c equipment cells and from the gen-
eral equipment classification cells, The
Junctional group summary cell contains
data that are recommended as the best
overall data to use for a specific functional
group.

Cell Page Numbering Scheme. HEP data, con-
fidence hounds, and supporting information (e.g.,
task statements, PSFs, data sources) are displayed
in each individual cell. Cells are organized in the
data structure by taxonomy level, equipment char-
acteristic, and human action. Each cell is identified
by a unique seven-digit cell page number code.

Cell Validity. Cells select2d by the data requestor
are automatically checked for validity for both
equipment and human action by the NUCLARR

system. For example, the system will not enter data
such as the “control room operator vents the diesel
generator.”

Data and Contents. Individual entries typically
contain the following ilems:

¢ Task statement
Failure mode (omission, commission)

¢ Data type (recovery considered, recovery
not considered)

¢ Human error probability

—  Mean HEP point value

— E, number of errors

~ N, number of opportunities for error

~  UCB (upper confidence bound)

—  LCB (lower confidence bound)

—  Median HEP point value

—  Error factor

~  Aggregated HEP (calculated on user-
demand)

Plant code

Performance time to complete task

Time available to complete task

Scaled values for performance shaping
factors (PSFs)

—  Stress

- Experience
—  Procedure
~  Tagging

—  Feedback
—  Staffing

~ Training

—  Supervision

¢ Data source

—  Data identification number

- Reference citation (if applicable)

— Ongin of data

- Page number, paragraph and line
number

¢ Event type (procedural sequence where the
operator error occurred)

—  Pre-initiating event

—  Planned operator action

— Recovery action outside of proce-
dures.




Data are displayed in the matrix cells by task
statements, failure mode, and data type. The fail-
ure modes in the NUCLARR system are errors of
omission and errors of commission. An omission
error is defined as a failure to perform the task or a
step within a task. A commission error occurs when
a task is attempted but is not successfully accom-
plished for any reason. In addition, for each failure
mode, omission and commission, the HEPs and
confidence bounds for recovery considered (RC)
and recovery not considered (RNC) are presented.
Within the context of the NUCLARR system,
errors with recovery considered include cases where
recovery factors or corrective actions were consid-
ered in the estimation of the HEP value. Errors
with recovery not considered are HEP estimates of
an initial error and are not based on recovery fac
tors or corrective action.

Data Origin

The data entered in the NUCLARR system are
identified in all cases according to their sources.
The data source information provided on the cell
page is:

¢ Data ldentification Number - This number
consists of three digits followed by the last
two digits of the calendar vear in which the
data were processed (XXX-YR). Each
source of data is assigned a number when
it enters the system.

®  Origin of Data Source - The data origin is
classified as one of the following:

- Field data

—  Training simulator data

— Laboratory data

-~ Consensus expert judgment
~  Subjective data

—  Simulation modeling data
— Analytic data.

®  Data ltem - This is the page, table, and line
number of the data source containing the
information that was used to obtain the
HEP.

®  Reference Citation - This field is used for
HEPs identified from the data source that
have been “referenced” from another dog-
ument,

Source documents, from which the HEPs were
obtained, are stored and maintained in the on-line
NUCLARR system document file. This feature
gives the data requestor immediate access to the
title, authors, publisher, and other information
identifying where the HEP values were derived.
The document identification number from the cell
pages is cross-referenced with the citations from the
document file.

Data Combination and Treatment

A description of the types of data combinations
performed by the NUCLARR system follows.

o Task Statement HEP - an estimate of the
unracovered or basic HEP for commission
or omission errors in performing a task
described by a task statement (may be
combined over multiple sources),

¢ (Ceil HEP - an estimate of the unrecovered
or basic HEP for commission or omission
errors in performing all tasks identified in
a cell.

*  Functional Group Summarv HEP - an esti-
mate of the unrecovered or basic HEP for
commission or omission errors in per-
forming all tasks with a common human
action verb on any equipment in a func-
tional group.

At the highest level of HEP data are the func-
tional group summary HEPs based on related task
statement HEPs. For example, a functional group
summary HEP would be provided for “open/ close
valves” based on task statement HEPs involving
opening or closing numerous types of valves in
numerous situations, A cell HEP would provide a
probability for “open/close gate valve” across
numerous situations. A task statement HEP would
provide a probability for opening or closing a gate
valve in similar situations. Finally, source state-
ment HEPs would provide the probabilities pre-
sented in the original data source that were used to
develop the task statement HEP. In all cases, data
on commission errors are not combined with data
on omission errors, and data on recoverable errors
are not combined with data on errors where recov-
ery has not been considered or where recovery is not

possible.



DATA CLASSIFICATION SCHEME AND TAXONOMY-—-HARDWARE

General—Background to
Hardware Failure Data
Classification

Several types of hardware data are needed for
assessing the safety of and risk related to commer-
cial nuclear power plants. These include compo-
nent failure rate data, data on corrective and
preventive maintenance, equipment outages, com-
mon cause data, and data on internal and external
initiating events. Additionally, data on root causes,
common cause, and the effects of plant aging are
needed if one wishes to address lifetime extension
issues and prevent the recurrence of problems that
impact reactor safety.

Currently, the capability to process component
failure data is fully functional in NUCLARR. The
addition of modules to support some of the other
data types listed above is an FY-1988 task. In the
remainder of this section, the component failure
data processing capabilities of NUCLARR are
described.

Data Structure

The component failure data portion of
NUCLARR contains failure data for components
typically used at nuclear power plants. The system
is configured to include all the component codes
and failure mode codes currently defined in
Requirements for Entry of Component Failure Data
(EGG-REQ-7742). 10 The taxonomy and descrip-
tive search are hierarchically configured as shown
below:

Basic Event Levels

Component category
Component type
Component design
Failure mode
Normal state

A e B -

Event Source Data

Applications

Data origin information
Data record log

Failure data

10

Basic event Levels | through § are listed and
described in more detail in the following sections.

Basic Event Levels

Component category (e.g., mechanical versus
electrical)

Component type (general categories)

Component design (keyed specifically, e.g., cen-
trifugal pump)

Failure mode (four major groups: fails to oper-

ate, spurious operation, leakage,

and blockage; also, more specific

failure mode, such as fails to start

and transfers open)

(eight possibilities: open, closed,
energized, de-energized, run-

Normal state

ning, standby, alternating,
locked-out)
Source Record Level

Applications 1, 2, and 3

(Specific applications are associated with each
component type; they describe use-related
attributes such as internal environment, volt-
age level, and the parameters that instruments
monitor).

Data origin information

Plant identifier (FID, four character code)

Domestic or foreign data

Nuclear or non-nuclear data

Safety grade or non-safety grade

Quality data (IRADAP applicable, yes/no)

Source document ID (This field is similar to
the HEP “data item" fields.)

Reference document 1D (This field shows the
root source of the data.)

Control circuit inclusion

Secondary failures inclusion

Severity of failure (three types: catastrophic,
degraded, incipient)



Data Input Requirements




valid for all components, and all failure severities
are valid for all failure modes.

When a record is to be saved, the software within
responds with a message indicating that the record
was successfully saved or with a specific error mes-
sage as 1o the reason it was not, If the record was
not saved, the software displays the input screen
and highlights the field or fields which are in error.
When all data points have been entered, the auto-
matic aggregation procedure computes failure
probabilities at the following five separate event
levels: (1) component/failure mode group:
(2) component/failure mode; (3) component
design/failure mode group; (4) component/
design/ failure mode; and (5) component/ design.
failure mode/normal state.

Overview of Procedures for
Processing and Entry of HEP
Data into the NUCLARR System:
Data Input

The processing of data (which is performed by
the HHRAG) involves the extraction of human reli-
ability information from a data source for entry as
HEPs in the appropriate locations in the
NUCLARR system. Each step corresponds to the
performance of one of the procedures in Volume
11.7 A brief description of each procedure is pro-
vided below.

¢ A0 Prior to running NUCLARR, a
series of steps should be performed
to ensure proper aperation of the
NUCLARR system. This proce-
dure provides the HHRAG with the
necessary information for booting
up the system and backing up the
NUCLARR system files.

The data source document is
reviewed to identify human per-
formance reliability data suitable
for entry into the NUCLARR sys-
tem. If the source document does
not contain suitable data items, the
document is returned to the admin-
istrative siaff. This process includes
a review to make sure that the same
data have not already been entered
in NUCLARR.

1f the data source document passes
the screening procedure (A<l), a
data package is started for each

12

Al

A4

A-§

A-7

A-8

A9

A-10

A-11

A-12

suitable data item. Each data item
is analyzed to determine the appro-
priate matrix, cell page, and func-
tional group summary page for
storage.

One or more task statements are
developed, summarizing the condi-
tions representing the HEP data,

A data source statement (¢.g., doc-
ument 1D, data item location, ref-
erence information, data origin,
data type, failure mode) is drafted
for each data item,

The data source document is
reviewed to scale the PSFs (stress,
procedures, experience, and tag-
ging) relevarnt to the task statement.
The HEP and associated confi-
dence bounds for the source state-
ment are noted.

If the cell contains task statements
from previously processed data, the
new task statement is compared to
those in the cell for human factors
equivalency. If the new task state-
ment is found to be different from
those in the cell, it will be added as
a new task statement to the cell. 1f
the new task statement is equivalent
to a task statement currently in the
cell, the new source data will be
entered in the cell under the existing
task statement.

The data packages developed in
Procedures A-1, A-2, A3, A4, A
§, and A-6 are entered into the
NUCLARR system,

Revised task statement HEPs and
the confidence bounds for each
task statement are computed.

Cell HEPs and confidence bounds
are computed across all the revised
task statements.

Functional group summary HEPs
and confidence bounds are com-
puted across all the revised cell
pages.

New copies of the cell page and
functional group summary pages
are printed to include the overall
HEP data computed in Procedures
A9, A-10, and A-11. The revised
pages are reviewed and entered in
the Data Manual.



Overview cf Procedures for
Processing and Entry of
Hardware Data into the
NUCLARR System: Data Input

The processing of data (which is performed by
the HHRAG) involves the extraction of hardware
component reliability information from a data
source for entry into the appropriate locations in
the NUCLARR system. A brief description of each
procedural step is provided below. Yolume 111 may
be consulted if greater detail is desired.

¢ B Prior to running NUCLARR, a
series of steps should be performed
10 ensure proper operation of the
NUCLARR system. This proce-
dure provides the HHRAG with the
necessary information for booting
up the system and backiug up the
NUCLARR system files,

The data source document is
reviewed to identify component
reliability data suitable for entry
into the NUCLARR system. If the
source document does not contain
suitable data items, the document is
returned to the administrative staff.
If the data source document passes
the screening procedure (A-1), a
data package is started for each
suitable data item. Each data item
is analyzed to determine the appro-
priate component and failure mode
page for storage.

A data source statement (e.g., dog-
ument 1D, data item location, ref-
erence information, data origin,
data type) is drafted for each data
item.

The component failure statistics for
the associated component are
entered on the data entry form.

If the data are for a component dif-
ferent than previously processed
data, a new data cell will be added
to the software data structure in
order to accommodate the new
component.

The data packages developed in
Procedures B-1, B-2, B-3, B4, and
B-5 are entered into the
NUCLARR system.

¢ B-7 Revised component aggregations
and confidence bounds for each
component are computed.

¢ B-8 New copies of the component/

failure mode pages are printed to
include the overall HEP data com-
puted iu Procedure B-7. The
revised pages are reviewed and
entered in the Data Manual.

Overview of Procedures for
Revising the NUCLARR System:
Taxonomy and Cell Structure

It is articipated that during the processing of the
initial data sources, the HHRAG may recommend
changes to the taxonomy or cell structure of the
NUCLARR system. The Review Committee will
review these recommendations in accordance with
Procedures B-1 and B-2. Following the review
cycle, the NUCLARR System Software and Data
Manual will be updated in accordance with Proce-
dure B-3. Finally, a revision of the Data Manual
will be produced to reflect these changes in accord-
ance with Procedure B-4, Full descriptions of these
procedures are presented in Volume .’

Overview of Procedures for
Retrieving Data from the
NUCLARR System: HEP Side

In the NUCLARR system, the data, including
HEPs, PSFs, and references 10 data source docu-
ments, are presented in a format that is easily acces-
sible using the retrieval procedures described in
Volume 1V.8

A brief description of the steps and procedures is
provided below in the order in which they are per-
formed.

¢ Stepl: The menu-driven system
requests that the user identify
the cell page containing the HEP
data for a particular task.

¢ Step 2:  The task statements on the cell

page are analyzed to determine
whether one is similar to the
HRA task. If a similar task
statement exists, the data for
that task statement are supplied
for the HRA problem.



If no data are on the cell page or
none of the task statements are
judged to be similar to the HRA
task, guidance for locating data
under alternative categories is
provided in the Data Retrieval
Manual.

The data requestors may want
more information than is pre-
sented in the NUCLARR system
or Data Manual, or may require
assistance in choosing the data
most applicable to a specific
problem. In these instances, the
data requestors can refer all
questions to the Data Clearing-
house.

¢ Step 3

e  Step &

Ad hoc searches of the NUCLARR system have a
slightly different procedural flow. Once the special-
ized ad hoc search screen is selected, the experi-
enced user can rapidly access sets of data by
specifying such features as taxonomy level, NSSS
vendor, data area, PSFs, failure modes, and recov-
ery factors. Additionally, data may be searched by
equipment and action codes.

Overview of Procedures for
Retrieving Data from the
NUCLARR System: Hardware
Side

Descriptive Searches and Displays. Descrip-
tive and ad hoc searches using aggregations mod-
eled in NUCLARR can be performed at all levels of
the hardware taxonomy, The aggregation proce-
dure used is that specified in the ieport titled Aggre-
gation Methods for Component Faiture Data in the
Nuclear Computerized Library for Assessing Reac-
tor Reliability, (EGG-REQ-7775).11

A tailored, standard automatic aggregation is
included which goes through the data base, as
above, but includes only certain records based un
user-specified characteristics for the following
fields:

Failure c'ata origin type
Exposure data origin type

Domestic or foreign

14

Nuclear or non-nuclear
Safety-grade or non-safety grade
Quality data code (yes/no).

The descriptive search procedure is menu-driven
and mimics the hierarchical structure of the taxon-
omy. For example, the first selection is either
mechanical component list or electrical component
list. Selecting mechanical produces a list o all the
Level 2 entries under mechanical. Selecting one of
the Level 2 component types produces a list of the
associated Level 3 component designs. (“All"
would be a valid selection at this level.) The next
menu displays the failure mode choices (a maxi-
mum of 20 valid possibilities shown on one screen).
The fifth menu lists the normal states. The sixth
menu lists the valid application types and specific
entries based on the previous menu selections,

Ad Hoc Searches. The ad hoc search includes all
the information requested in the standard search
and includes one last menu which covers all the
remaining data attributes except for the comment
field. This allows the user to pick and choose those
aspects of the data he/she feels are most important
or appropriate to use. In specifying values for these
attributes, the user has the option to ecither list val-
ues to be excluded or list entries.

At any time during the search process, it is possi-
ble to “escape” or to “back out” through the
menus to change some search parameters (for
example, re-select Level 3, component designs).
When a search has been completed, the software
allows the user to easily return to the last menu
which was selected from, compiete with all the
entries used in the last search. This allows the user
to “tweak” the search entries ir order to generate
an optimal amount of data for aggregation,

The software provides the capability to allow the
user to interactively page through the result of a
NUCLARR search and to review located data
records before performing an aggregatior.

Help screens are provided for each field identify-
ing the valid entries for that field.

Output Forms. The options for output forms
offer the same basic choices as those presented by
the HEP side of NUCLARR (i.e. a report file, a
dBase 111 + file, and the statistical software files).
In addition, a data manual mode is included which
produces a hard copy of all data records in
NUCLARR.






FUTURE ENHANCEMENTS

A new aggregation capability is under review
which allows a user to perform a Bayesian update
analysis using the results of a NUCLARR search to
establish a prior distribution. The user then inputs
his own, limited, plant-specific data to perform the
actual update of the distribution,

A macro capability (i.e. values used in an ad hoc
search) is also being studied which allows the same
search to be repeated and updated over time. This is
of particular value in those instances when a num-
ber of searches need to be conducted, but not dur-
ing the same session, or for when NUCLARR itself
is updated with better or more data.

16

A capability to interface with the IRRAS soft-
ware package is also being pursued. After selecting
the IRRAS option, the software prompts the user
for an output filename (prefix only, with the soft-
ware adding the extension). In the next step, and
before each subsequent aggregation, the user is
prompted to identify the IRRAS basic event ID.
The software then displays the standard
NUCLARR search menu. After the desired records
are lecated and the aggregation completed, the user
is again prompted for another event ID. At a mini-
mum, the failure rate fiie needs only the event 1D
and the point estimate failure probability.



SUMMARY AND CONCLUSIONS
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