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RIT:WJT
50-395
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POOR QUALITY PAGES

South Carolina Electric and Gas Company

Attn: Mr. M. C. Johnson, Vice President
Special Services

Post Office Bcv 764

Columbia, South Carolina 29202

Gent lemen:

We have received permission to reproduce the attached articles which
appeared in the June and August editions of the Nuclear Security lifeguards
Newsletter. These articles provide further background information to

the mutually significant issues of guard training and records falsifica-
tion as discussed in IE Circular 78-17.

Sincerely,

"*1‘2_/\// . (,L""(\---
nch Chief

W. B. Ken a, Bra
Safeguards Branch
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Federal Judge’s Message

8y Loren Evenson, Security Associate, 05!

In the June issue, we reported on the investiga
tion and indictment of three Wiscons.n Security Bu
reau employees for making false statements to NRC
about security at a Dairyland Power Cooperative
nuclear power plant. The two defendants who plead
ed guilty were both given 20 day sentences on July
14, 1978, and action sgainst the third defendant is

L nplementation of
73.55 Delayed

The 10 CFR 73.55 physical protection require
ments for nuclear power plants were to be imple
mented by May 25, 1977 if they involved procedural
measures and by August 24, 1978 it they involved
use of equipment. On September 29, 1977, the NRC
delayed the implementation of one procedural
measure (physical search of employees) until August
24 1978, claiming that it required more study. Now,
a5 of August 7, 1878, the physical search and equip
ment requirements sre delayed until February 23,
1979,

The rationale for delaying enforcement of the
requirement i simply that licensees have indicaied
that they cannot comply by August 24. Licensees
cited delays in receiving squipment, comtructing
facilities, and installing and testing equipment. The
NRC delayed the pat-down search requiremeant again
because It may be affected by NRC's pending de
csion on the proposeo materisl scoess program, and,
in any event, there is @ “lack of urgency 10 require
‘pat down' searches of employees ™ In light of ths
sdmission, NRC might be better off 1o Isten 10 what
the licensees have been saying all slong: There 15 no
need, ket slone urgency, for conducting 8 pat down
search of regular employees. If conditions change so
racically in the future that there i an urgency for
such searches, NRC could impose the requirement at
that tune besed on 1)e prevnling condihons
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. 4till pending according to Frank M Tuarkheimer,

United States Attorney for the Western District of
Wisconsin

The imposition of the sentences was not an easy
matter for United States District Judge James E
Doyle. In identically worded opinions for each de
fendant, Judge Doyle set out his reasoning:

“There 15 only one question 10 be resoived in
spproaching a sentencing decis.on in this case The
defendant 15 not in need of rehabilitation. Nor s
sny further sanction necessary to deter this particu
lar man from simuar misconduct in the future

“The single question is whether a further sanc
tion of some severity is necessary as & general de
terrent, which means the impostition of a sanction
upon one person in the hope that others who learn
of his fate will be deterred from engaging in similar
conduct

“Is false reporting the kind of offense = to
which the theory of genersl deterrance must be
invoked, assuming that others will actual'y be de
terred by what happens here? My saswer s yes, The
eifective adminmstration of many governmentsl pro-
grams depends upon obtmning niormation from
tiose involved. Obwiowrly, if the information pro-
vided is inaccurate. the governmental response may
be skewed In the o ent case, It appears that the
discrepency bet @ truth and the inuccurste
information w robably ef lintle practical signifi
cance But clearly not acceptable that those
bound 1o provide the information 10 the governmrent
should decide whather rouracy 15 important in a
particizlsr case 1t 15 the a0« inisirators of the pro-
pram who must make such @ judgment

“is the importance of this particular program
sutficient to require the invocation of general deter
rence, sgain amuming its efficacy” My answer & yes
Indeed, security measures in the nuclear industry
are & matier of grave importance
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“Is it likely that the imposition of a sanction
ol some severity in this case will in fact deter others
from similar conduct? This question cannot be
smswered by any objective standard. Courts must do
their best to answer it in dealmg with various kinos
of offenses. In this case, the “audience’ consists of
those in the nuclear industry with respunsibility fer
security precaut.ons for today 2w for tomorrow,
whether they be officials and enployees of the
Nuclear Regulatory Commission, or of Dairyland
Power Cooperative and similar enterprises, or of
companies engaged in providing security services
My best judgment is that there are persons n that
audience who will be deterred by the knowledge
that even persons like this defendant, who was near
the bottom rung of the ladder of nesponsibility for
security at the Genoa plant, received a sanction for
falsification of a report.

“Is the punishment already suffered by this
defendant sufficient to achieve general deterrence?
My answer 1 that it should be, but it probably is not
| am sware that the defendant has already suffered
grievously simply from the fact of conviction of @
felony and the attendant publicity. But unless the
court itsel! now imposes o sanction of some severity,
| believe that the general deterrent effect will be
muted and perhaps minimized.

“Is this theory of general deterrence fair? My
answer s that it embodies a large quotient of un
fairness as this case dramatically illustrates. But if
general deterrence were abandoned a5 a permissible
fuctor in sentencing, the effect nationally end over 2
period of decades would probably be profound and
unfortunate for the community.

“Because of this defendant’s excellent record
over the years, | have decided upon a sentence which
represents the absolute minimum which | consider
necessary 10 send the message to those in govern
ment and in industry with responsidility for security
in nuclear plants.”

The message s clear: The Federal judiciary
means business in lending its support to the NRC's
security requirements. Once 8 decision s made 1o
engage in NRC licensed activities, 2 commitment
must be made 10 comply with all current and future
regulations. And the hicensee would be wise to insti-
twte miernal controls to assure that those charped
with complicance have in fact complied.

There is a double-edged reason for full compl
ance with nuclear security regulations. Nuclear se
curity personnel are charged with upholding the law,
and NRC regulations have the effect of law Nuclear
security personnel must not be placed in the position
of having to violate laws, for 10 do so would expose
thern not only to the risk of Federal criminal charges,
but also the destruction of their credibility. As oner
ous (or whatever other adjective 1 chosen) as some
security regulations soem 10 be, licensees must either
seek an exemption from NRC or fully comply. Full
compliance usually requires the support of many
diverse elements Licensees must assure that the
corporate securily manager, plant security super
intendent, or whoever 1 charged with compliance
hes the necessary support in the form of people,
facilities, materia!, and money.
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1wo Piead Cuilly To Conspiracy, Falsa Siateniont

By Loren Evenson, Sccurity Associate
Operational Systems Incorporated

Two former officials of a contract guard service
I ove pleaded yuilty to criminal charges stemming from
reptesentations they made or caused to be made 1o the
NRC in regard to their furnishing trained security of
ficers ot a nucloar power plant,

Ihe nuclear power plant was the LaCrosse Boiling
Veter Reactor, Genoa, Wisconsin, operated by the
Dairyland Power Cooperative. The Physical Security
Plan that Dairyland submitted as part of its NRC
license steted that security personnel viould be tested
and requalified every six months in the use of firearms
To implement the Plan, Dairy'and entered into a con
tract with the Wisconsin Security Bureau (WSB) which

required WSB to furnish a guard force and specified

the training each guard must undergo

When NRC inspected the plant in February 1977,
the inspaectors found that the guards did not appear to
have been trained in the use of firearms as specified in
the plan. NRC issued a notice of non-compliance to
Deiry'and, which in turn notified WSB. WSB then pro
vided Dairyland or NRC with at least five training
records showing for the period in question that secur
ity personne! had been trained in firearms, with at
least one security officer’s time record showing that he
had spent four hours 2t the firing range, and with a
security officer who stated that he had received 72
hours of classroom training and 16 hours of firearms
training before starting work at the plant

When NRC inspectors examined the documents and
interviewed the security officer, they found that the
documents had been back dated and that the security
officer was not telling the truth. NRC called a manage
ment meeting of appropriate officials, at which Dairy
land disclaimed knowledge of the falsifications but
A8 remained silent Since Deiryland was then in cor
pliance, having acquired a new contract guard se. . ..e
vihich provided trained security officers, Dairyland was
renuired only to show how it would assure compliance
in the future

Thinking the matter was over, Dairyland was sur
prised some months later when NRC asked if it would
conperate 1n @ Department of Justice inquity into the
modent Danylang did fully cooperate and Justice
concluded that it was not responsible Justice did find
the besis for a full FBI criminal investigation of the
responsible WSB officials

The results of the FBI investigation were provided
10 Frank M Tuerkheimer, United States Attnrney for
the Western District of Wisconsin, @nd he presented
the matter 10 2 Fecdrial Grand Jury sitting in Madison,
Wisconsin. On May 24, 1978 the Grand Jury returned
a five count indictment aoamet three WER o#irerg

@ Count One Deiendants A and B and other co
consp rators violated 1B US C. 371 (conspiracy) by
conspining 1o “defraud the United States by impairing,
impeding, and obstructing the (NRC) in the perfor
mance of its functions” and by making fa'se and ficti
tious statements and representations sbout material
facts in matters within the jurisdiction of the (NRC).”
The parts of the conspitacy were the direction by the
co-conspirators to Defendant A to prepare false fire
arms requalification forms, the preparation by Defen.
dant A of the forms, the filing of the ‘orms with Dairy
land knowv.ing that the forms would be made avai'able
to NRC, end the submission by Defe~ant B to NRC
of a false payro!l record

® Count Two: Defencant Avicleted 18 U SC 1001
(false statement) by filing four firearms requalification
forms with Dairyland on March 1, 1877 that he hnew
to be fzlse.

® Count Three Defendant A viol2ted 18 USC.
1001 by filing one firearms requeiification form with
Dairyland on April 5, 18977 that he xn¢.. 10 be false

® Count Four' Defendant B vicizmed 18 USC.
1001 by presenting NRC inspect s with a payroll
form he kne,, 1o be faise.

@ Count Five Defendart Cv 'ateZ 1BUSC 1001
and 1002 by commanding and i a5 @ security .
ficer to make statements 1o * nsgectors that
knew to b~ false

On Mey 30, 1978 Defenceiit A pleaded gui'ty to
Count Four and on June 2 Defendent B pieaded guilty
to Count One Defendant C pleaded not guiity 1o
Count Five on June & The maximum penalty for each
count is five years imprisonment, a $10,000 fine, or
both.

These are the first such charges brought in connec:
tion with security at a nuciear powe: plant. They may
not be the last Security 15 a live issue, and the tenden
cy of some utilities to shunt it to the side must be
svoided  tilities must take an active interest in the
manage 1 of the security force and compliance with
their se.urity plan and NRC requirements. Thorough
management audils, meetings with security officials,
and personal inspection will assure the utility that the
required secufity s n place or that the necessary
changes are being made
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