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South Carolina Electric and Gas Company
Attn: Mr. M. C. Johnson,.Vice President,

Special Services
Post Office Bcx 764
Columbia, South Carolina 29202

Gentlemen:

We have received permission to reproduce the attached articles which
appeared in the June and August editions of the Nuclear Security Lafeguards
Newsletter. These articles provide further background information to-
the mutually significant issues of guard training and records falsifica-
tion as discussed in IE Circular 78-17.

Sincerely,

'

- rt. _
si

W. B. Ken , Branch Chief
Safeguard Branch
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' Federal Judge's Message
By Loren Everuon, Security Auociate. OSI

in the June issue, we reported on the investiga- . Still pending according to Frank M Tuerkheimer,
tion and indictment of three Wiscons:n Security Bu United States Attomey for the Western Distrii:t of
reau employees for making false statements to NRC Wisconsin.
about secunty at a Dairyland Power Cooperative The imposition of the sentences was not an easy
nuclear power plant. The two defendants who plead- matter for United States District Judge James E.
ed guilty were both given 20 day sentences on July Doyle. In identically worded opinions for each de.
14, 1978, and action against the third defendant is fendant, Judge Doyle set out his reasoning:

"There is only one Question to be resoited i!t

l/Tip}eITlentatiOD Of approaching a sentencing decision in this case The
defendant is not in need of rehabihtation. Nor is

73.55 Delaned *" '"""" "a" ' " "'"= 'v '? a '" '"". '*"-,y far man from simiiar misconduct in the f uture

The 10 CFR 73.55 physical protection require. "The single question is whether a further sanc.
ments for nuclear power plants were to be imple. tion of some severity is necessary as a general de-
mented by May 23,1977 if they involved procedural terrent, which means the impostition of a sanction
measures and by August 24,1978 if they involved upon one person in the hope that others who learn
use of equipment. On September 29,1977,the NRC of his fate will be deterred from engaging in similar

,

delayed the implementation of one procedural conduct.
O measure (physical search of employees) until August "Is falsc reporting the kind of offense as to
U 24,1978, claiming that it required more study. Now, which the theory of general deterrence must be

-as of August 7,1978, the physical search and equip- invoked, assuming that others will actus!'y be de-
ment requirements are deleyed until February 23 terred by what happens here7 My s.3swer is yes. The
1979. eifective administration of many govemmental pro-

The rationale for delaying enforcement o' the grams depends upon obtsining information from
requirement is simply that licensees have indicated those involved. Obviourty, if the information pro-

.

that they cannot comply by August 24. Licensees vided is inaccurate, the govemmental response may

cited delays in receiving equipment, constructing be skewed. In the P& tent case, it appears that the

facilities, and installing and testing equipment. The discrepancy betero the truth and the irwecurate

|
NRC delayed the pat <fown search requirement again information e probably of little practical signifi-'

clearly not acceptable that thosebecause it may be af fected by NRC's pending de. cance But it u
cision on the proposeo material access program, and, bound to prtmde the information to the govemment

in any event, there is a '' lack of urgency to requite should decide whether pecuracy es important in a

' pat down' searches of employees." in light of this particular case. It is the acwintstrators of the pro-
admission, NRC might be better off to Irsten to what fram who must make such a judgment.
the licensees have been saying all along: There is no *'is the importance of this particular program
need, let alone urgency, for conducting a pet down sufficient to require the invocation of general deter.
search of regular employees. If conditions change so rence, again sesuming its efficacy) My answer is yes.
radically in the future that there is an urgency for indeed, security rnessures in the nuclear industry
such searches, NRC could impow the requirement at are a matter of grave importance.~

j that time bened art t%e prevailing conditions.
. - - - -

isn -Judge "...
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''Is it likely that the imposition of a sanction "Becsuse of this defendant's excellent record
of some severity in this case will in fact deter others over the years, i have decided upon a sentence which
from similar conduct? This question cannot be represents the absolute minimum which I consider
answered by any objective standard. Courts must do neceuary to send the message to those in govern
their best to answer it in dealing with various kinos ment and in industry with responsibility for security
of offenses. In this case, the " audience ** consists of in nuclear plants."

4 those in the nuclear industry with responsibility fer
U security precautions for today and for tomorrow, The message e.s clear: The Federal . diciaryJu
U whether they be officials and eigloyees of the means busmess in lending its support to the NRC's

Nuclear Regulatory Commission, or of Dairyland security requirements. Once a decision is made to
Power Cooperative and similar enterprises, or of engage in NRC licensed activities, a commitment
companies engaged in providing security services. must be made to comply with all current and future
My best judgment is that there are persons in that regulations. And the licensee would be wise to mst,-i
audience who will be deterred by the knowledge tute eternal controb to assure that those charged

[e that even persons like this defendant, who was near with complicance have in fact complied.

the bottom rung of the ladder of twponsibility for
, g ,security at the Genos plant, received a sanction for

;
falsification of a report.

curity personnel are charged with upholding the law,
''Is the punishment already suffared by this and NRC regulations have the effect of law. Nuclear ,

defendant sufficient to achieve general deterrence? security personnel must not be placed in the position
My answer is that it should be, but it probably is not. of having to violate laws, for to do so would expose
I am aware that the defendant has already suffered thern not only to the risk of Federal criminal charges.
grievously sirnply from the fact of conviction of a but also the destruction of their credibility. As oner.
felony and the attendant publicity. But unless the ous (or whatever other adytive is chosen) as some
court itself now imposes a sanction of some severity, security regulations seem to be, licensees must either
I believe that the general deterrent effect will be seek an exemption from NRC or fully comply. Full-

muted and perhaps minimited. compliance usually requires the support of many
diverse elements. Licensees must assure that the**ls this theory of general deterr'ence fair? My

answer is that it embodies a large quotient of un- CO'P*'''' ''#"''ty manager, plam security super-

fairness as this case drunatically illustrates. But if intendent, or whoever is charged with compliance

general deterrence were abandoned as a permissible has the necessary support in the form of people,
factor in sentencing, the effect nationally and over a facHitin, material, aM rnog
period of decades would probably be profound and g4gg9g
unfortunate for the community,
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Two Plasd Guilly To Conspirccy, Falsa Statemant
By Loren Evenson, Security Associate * Count One Defendonts A and B and other to
Ope ational Systems incorporated consp'rators violated 18 U.S C. 371 konspiracy) by

conspinng to " defraud the United States by impairing,
Two former officiais of a contract guard service impeding, and obstructing the (NRC) in the perfor

twe p!eaded guilty to criminal charges stemming from mance of its functions" and "by making fa!se and ficti-
ryresentations they made or causert tu be marfr to the tious statements and representations about material
NHC in regard to their furnishing trained security of- facts in matters within the jurisdiction of the (NRC) '
ficras at a nuclur power plant. The parts of the conspiracy were the direction by the

lhe riuclear power plant was the Lacrosse Boiling co conspirators to Defendant A to prepare false fire
Wa ter Reactor, Genoa, Wisconsin, operated by the arrns requalification forms, the preparation by Defen.
Dairy |and Power Cooperative. The Physical Security dant A of the forms, the filing of the 'orms with Dairy.
Plan that Dairyland submitted as part of its NRC land k nov.ing that the ferres would t'e made a.ai!ab!e
license stated that security personnel v.ould be tested to NRC, and the subm.ss;on by DefeMant B to NRC
and rcqualified every six months in the use of firearms.~ of a fa'se payro!! record.
To irrplement the Plan, Dairyland entered into a con * Count Two. Defendant A v. owed 12 U.S C.1001
tract with the Wisconsin Security Bureau (WSB) which (f alse statement) by fihng four firea r s requah0 cation
required WSB to furnish a guard force and specified' forms with Dairyland on March 1,1977 that be knew
the training each guard must undergo, to be false.

When NRC inspected the plant in February 1977, * Count Three: Defendant A Go'ated 18 U.S C.
the inspectors found that the guards did not appear to 1001 by filing one firearrns requa:lfcate. form with
have been trained in the use of firearms as specified in Dairyland on April 5,1977 that he knen to be fabe.
the plan, NRC issued a notice of non-compliance to * Count Four- Defendant B vie!ated 18 U.S C.
Dairy'and, which in turn notified WSB. WSB then pro. 1001 by presenting NRC inspecP s . itk a payroll
vided Dairytand or NRC with at least five training form he kne , to be false,
reccrds showing for the period in question that secur- * Count Five: Defendant C v ' ate 18 U.S C. iC01
ity personnel had been trained in firearms with at and 1002 by commanding and im 'n; a security .
kast one security of ficer's time record showing that he ficer to make s*atements to e ;nspectors that
had spent four hours et the firing range, and with a knew to b? f alse.
security officer who stated that he had recewed 72 On f.'ay 30, 1978 Defendmt A pleaded gui'ty to
hours of classroom training and 16 hours of firearms Count Four and on June 2 Defendant B picaded guilty
training before starting work at the plant. to Count One. Defendant C pleaded not guilty to

When NRC inspectors examined the documents and Count Five on June 5. The maximum penalty for each
interviewed the security officer, they found that the count is five years imprisonment, a $10,000 fine, or
documents had been back dated and that the security both,

of ficer was not telling the truth. NRC called a manage These are the first such charges brought in connec.
rr.ent meeting of appropr: ate of ficials, at which Dairy- tion with security at a nucleaa power p! ant. They may
land disclaimed knowledge of the f alsifications but not be the last. Security is a live issue, and the tenden
W58 remained silent Since Den ytand was then in cor' cy of some utihties to shunt it to the s'de must be

p'ience, having acc uired a new contract guard w...ie avoided tilities must take an active interest in the
which providM1 trained security of ficers. Dairyland was ma nage' nt of the security force and compliance with
required only to show how it would assure compliance their security plan and NRC requirements Thorough

, in the future. managerrent audits, meetings with security of ficials,
| Thinking the matter was over, Dairyland was sur. and personal inspection will assure 1Fr utihty that the
'

prised some months later when NRC asked if it would requ' red security is in pface or that the necessary
| cooperate in a Department of Justice inquiry into the changes are being made

inc id t r.t Dairyland did fully cooperate, enr! Justice
ce,ncludel that it was not responsible Justice did find Noc e,r secur,ry 5,'rgs, vs ocas,erre o asNeede

the bes's for a full F BI criminal investigation of the mo nto ry by Ope arro,*r Srsrees t icorp:"aret J!40
responsible WSB oibciats. Nor"i r,,smngroa sou e.sv m/,voi nip u Nrr

Tbe results of the F BI investigation were provided dev'ess ,,r comments. osen ons. smessons or s-r.cr se
'8 P' Tho .es > Tura o. D,rcerc'. beles 5.'cose esto f rank fd Tuerkheimer, United States Attneney for
O' 'tha Wntern District of Wisconsin, and be presented g ,

the matter to a Fe&ial Grand Jury sitting in Ma:fison,
g , , , , , g.m , f,

W sennsin. On May 24,1978 the Grand Jury returned y ,y 4, f,,,, w,,,,,, j
a five (nur't mafirt reent apner three WSR cHerees _m
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