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westerners,

6 | We usually begin the session at least every time
7 | by telking about some things that are not really relevant %
8 | like the last session the Redskins -had just beat Dallas,

® |This session we might say & few things about the submarine

10 | situation but it may hurt some of you & little more than

12 For those who don't know me, my name is Jim Miller., |
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of Rz2gion V and our precious
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18 | MR, ENRGLEKEN: Good morning.

is & pleasure for me to welcome you to this meet-

.4 |training and con
|

|director of the Reglon V office located in Walnut Creek and
|

(Karl Seyfrit, director of the Region IV office in Arlington,

* |
fv |
|
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ingency plianning. As Jim mentioned, I am

L
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asked me to welcome those of you who represent

m our Region IV area as well,
V inspection and enforcement office 1is
pleased .o hos . eting and although we're
agenda, we e vif 7 dnterested the procee
this

cussed here today because we are t

rules have & common
understanding of their intent and languege of the rules

with those of you who are required comply with them, So

benefit as you do from the discussione here th

We in the enforcement end of this business are very
much aware of the importance of the
training in particular,
perience ind hat re is an urgent need for improve-
of security personnel, Ve expe~t to
inform yo ut some ' ou cent experiences, inspection
experiences, by wey of a re that will
the near future, e tl 3 ; rives you will give
your serious |
|
afegu&rdg

I, and several members of his physical securiticr staff

| are present in the audience, Mr, Noderhaug will be on the

|
|
|
|
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panel this afternoon during the guestion and answer session
and I invite you all to present any questions to him which
might pertain to the inspection function, I hope you all
have a very productive and useful meeting here this morning
and I thank you very much,

MR, MILLER: Thank you, Bob,

A few remarks before we begin, ind you this
+8 & meeting between the NRC and reactor ense There-
fore, in the interest of time, I would appreciate it if the
questions, discussion, what have you, are between the NRC
and licensees. The staff will remain after the meeting or

ward the latter part of the meeting to hear guestions from

e'se that may be in the audience,

also rerind you that a transcript is being taken,

be avallable in your region at headgquarters and

ocument room in Washington, With that trans-

for questions, discussion, we ask

rourself and your affiliation, If you have

maybe spell,
bit more than Miller, if you would spell 1t at least

first time, it would help our transcribers,

There will be a slight change in the agenda but it

|will essentially be the same meeting we have now held in

lanta and Chicago. I Jjust thought 1t might be better to

the order a little bit and 1t will make 1t a little more

c#cr 7:Jcm/ cR’epo"ttu, jnc:

444 NORTH CAFPITOL STREEY
WASHINGTON, D.C. RODOD!
(20R) 347.3700




6
' | ficlal, Also there is a sign-in sheet that is being passed

2 | arourd, I ask you to please sign your name and affiliation,
3 || That way we will know who all is here, If you would like a

4 | copy of the sheet, if you will let one of us know, we will be
5 | glad to see that you get one,

6 With that let me introduce to you Mr, Edison G,

7 | Case, Mr, Case 1s deputy director of Nuclear Reactor Regula-

8 | tion,

o | STATEMENT OF EDISON G, CASE

10 MR, CASF: Thanks, Jim, Good morning.

1 I'd like to express my thanks to you all for coming

12 ihere today and taking time from your busy schedules for this
13 | meeting.

. 14 These types of meetings are helpful to us because
15 | they give us an opportunity to discuss our proposed positions
16 | and hear your reaction to them face to face, I hope they are
17 | Just as helpful to you.'

18 | Before we get into some of the specifics that will
19 (come later on, I'd like to make & couple of general observa-
20 [tlons., As you surely know, we are here to discuss the im-

21 |plementation of these proposed rules. They are already in

22 (effective form so there is no need for philosophy on whether

iwe ought to have them or not, We have them and our job, mutual

Job, 1s to implement them well.

Considering that many of you already have guard

444 NORTM CAPITOL STREET
WASHINGTON, D.C. 20001
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training programs, we'vz tried to ensure the imp.ementation

of this rule will build on your existing programs and take ad-

vantage of them, Farlier this year on September 14 we met

with the Edison Electric Institute security ommittee in New
York City to discuss many of the issues that we will talk
about today, Several important issues were raised there and
I'd like to repeat to you some of the discussion we had

- earlier,

Pour of the most obvious questions th2t chey raised
were, (1), the age 21 requirement for armed personnel., We
' will discuss that more today. (2) The problem you have in
 determining felony convictions, (3) Who is to be trained and

qualified under these new rules and, (4), are all of the

fsites required to have the specific equipment that is listed
ﬂin Sectiun 5 of Appendix B,

It was pointed out at the EEI meeting that our re-
gquirement that our members of the security force be at least

!21 is inconsistent with many state laws and that many of the
l

'state laws allow licensing of armed security personnel at 18
years of age., The FEI committee indicated that many sites are
now using armed security personnel who are under 21 and they

‘are serving well, The obvious inconsistency between our re-

quirement end the military was also pointed out,
After consldering this issue we believe this is a

valid point and following a thorough legal review, if that

c?ﬂr-fﬂmkuﬂ'ckhmnnna Tne.
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turns out all right, we intend to recommend to the Commission

that the rule be amended to allow arming of personnel at 18
provided this 1s consistent with state law in the sites in-
volved,

Several members of the EEI committee also pointed
out how difficult 1t is for licensees to determine if an indi-
vidual has ever been convicted of a felony. We are aware of
these difficulties and this in large part was the basis for
'the proposed clearance rule, We are currently studying
various options we would pursue if the clearance rule were

not to be adopted by the Commission. We welcome any input

you may have on this subject, Our objectives in this are the
same, You want to have qualified and trustworthy employees

at your nuclear power plant site and we want qualified and

i
1
|
 trustworthy employees guarding those nuclear power plants,

At the EEI meeting we were also asked to clarify

'who 18 covered by the training and qualifications requirement,

I

{

|More specifically the question raised was are the sites re-
l

?quired to train, qualify, and keep records for all plant per-

'sonnel, The answer to this is no, Only those personnel who

|
|
iperrorm critical tasks to site security are covered, This
'would include the security posltions identified as part of
|

1
|
|

the physical security organization in your physical security
plan, and those positions identified in the contingency plan

as those that are performing key security tasks,

c#kr-denuf¢yeqxnuw¢ e,
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| my cor ence that will be a productive meeting for both

|

Ralph Jones, Ralphﬂif
| ce

9
stly, EEI wanted to know if the licensees are

required to have on site all of the specific egquipment speci-
of Appendix B, They poirted out the diffi-
because of local laws, federal

the

site

2quipped
equipment appropria
individuals assigned to contingency or security
or job duties as described in the licensee's physical security
Thus e equ > you have
this
egquirement and you are not reguired to have all of the equip~-
Section §5,
& 1
Zquipment requirements for each site will be reviewed

|

on a cage by case

primarily to discuss

r planning, if you have questions |

asked and answered, we will |

this afternoon,

you again for coming and express

the NRC and the industry alike., Thanks very much,
MR, MILLER: At this time let me introduce Mr.

chief of the Safeguards Standard
’rJna/ c rpmteu nc.
Add NORTH CAPITOL STREEY
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Biranch, Office of Standard Development, and was intimately in-

volved in the writing of these rules, Ralph.

STATEMENT OF RALPH JONES
MR, JONES: He changed that introduction slightly.
He was to say I was responsible for all of this but now I am
Just intimately involved,
What I propose to do is discuss briefly the regula-

Ition, guard training regulation, the guard training guildes,
I

the contingency plan guides, to tell you sort of how we got
where we are and what happened to some of the comments you
mace and the status of these various things.

As you know, the security personnel training and
qualification regulation was published for comment and, as
published, originelly included detailed training requirements
and specific qualification requirements, hours of training,
and details such as that,

Comments received were primarily concerned with the
iinappropriateness of specifying these detalled requirements
;without recognition of the skills and abilities needed for
specific security duties, Comments also indicated possible
' problems with EEOC guidelines where the requirements were not

Job related, Further comments were concerned with the short

implementation time and clarification of the applicability of
the requirements in definition of terms,

In addition, the Commission asked for comments re-

HAee- 9dna/ erpotteu, Thne.
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garding implementation with respect to central, regional, or

loca; training, or with certification or licensing considera-
tions,

The major change from the proposed rule to the
final rule in Appendix B was to turn it around and to specify
areas of skill and knowledge to be considered in the licensee
training plan rather than to specify all of the training that
needed to be carried out, There are still some gualification
requirements for employment suitability even though they have
been modified to be job related., For example, the physical
| fitness qualification no longer calls for an eight-minute
mile and pushupe, Rather it is réquired that the person be
physically fit to carry out his assigned task,

For example, the CAS operator, if all he had to do
was éit at the console, he might be able to sit in a wheel-
chalir,

The major thrust now is to provide flexibility for
you, the licensee, to design the training and qualification
Program to fit your site specific security programs., This
turnaround to tie in the job related skills and abilities
should resolve the EEOC's problems except perhaps the 2l-year
age question,

The implementation times also have been changed to
provide considerably more time to develop and implement the

rlans,

Hce- 9«1::4/ cRepo-rfeu, .’]nc.
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12
We received very few comments regarding the training

2 | location and certification, The final rules provide flexi-

3 | bility in this area and does not require certification of

4 | security personnel by the NRC, only approval of the training
' 5 | qualification plan,

6 We have a study underway to investigate the pro's

7 || and con's and cost benefits of various training options and

8 | certification by the NRC of security personnel. The result

of this study and the success of implementing the rule under
0 | the current conditions will determine whether or not we need
1 | to take any further action.
12 I don't believe I needrto review the rule, itself,
13 || in detail. You all have the Federal Régister notices and are
’ 14 | aware of those requirements, If you have any specific gques-
15 | tions, we will be here to attempt to answer them.
16 With regard to the training manuals under Reg 464
17 | and 465 which you all received coples sometime ago and were
8 | given a very short time to comment on, we recognize this, we
2 | were, however, committed to have those published in final
20 | form by October 23 so we had no choice but to give you a short

21 | time to comment, We have received a number of comments on the

22 |manuals, Some of them, of course, were typographical errors

‘ 23 |and incorrect statements, The comments, however, were pri-
24 |marily concerned with the status of the manuals as requirements

% lor guldance, These manuals are intended as reference documents

Hee- Federal cRe,botteu, Ihne.
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oenly to provide you with information to develop your training

program. The manuals are not regulatory guldes, They do not
present a regulatory position, They a&re not required, The
lcsson plans, any or all of them, can be used or not used de-
pending on your own program, It is an attempt to assist in
developing training plans, In reading the documents myself I

have noticed a number of statements that imply they are re-~

quirements, These should not have been there ard will not be

| there in the final documents, There are a number of other
corrections and definitions that have been changed to conform
them to current regulations, Keep in mind it is the regulation
in 10 CFR, Part 73, that specifies the requirements, The new
Reg documents are intended to provide you with information to
assist you in meeting those requirements,

Briefly, the context of the manuals, I believe they
say there are five volumes in the introduction but there are
only four, We have made some revisions and that will have to

be corrected, too., Volume I covers general dbasic material

 that most security people should know, Some of it may not be

|appropriate to your facility or to every person in the security

‘organzation, Select from it to develop your basic training

|

|
|

' program, Perhaps you will have more than one basic training
program depending on how your security functions are struc-

tured,

Comments received indicate that some of the basic

Hee- def cﬂepozteu, Jhe.
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training plans are inappropriate and unnecessary, For examp1e4

a commentor sald a guard does not need to know anything about
such things as the objectives of the adversaries, the role of
' private security officer in the criminal Justice system, or
the growth of private security in the nuclear industxy to
carry out his security duties, While this may be true in the
' strict sense, a person who has some of this background infor-
mation has a better understanding ci wr; the security job he
1s doing is necessury. This, in turn, should result in a de-
sire to do a better Job in the assigned tasks., Again, these
lesson plans are not required but are given as suggested plans,
'You do not have to use them,
Volume II covers more basic meterial on more specific

toplcs, Again, select appropriate to your site security pro-

gram,

Volume III i1s set to cover advance training. This
 may be misleading, It is advanced in that it i1s more specific
;than basic and is intended to advance the training to site
gspecific topies. In any case, the intent is to provide guid-
éance in developing training plans tailored to specific sites,
: Jolume IV covers weapon training and qualification,
'Ageain, you would select those parts appropriate to the weapons
your people would have available to them., Mr, Case pointed
out you would not necessarily use all of the weapons identified

in Appendix B,

Hce- Gec/emf cRelborteu, ﬂnc.
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| reduce or diminate the need for additional training. This

‘not covered by other training such as site specific procedures,

15
In summary, let me repeat, This manual is not a

requirement, these manuals, but are intended to provide infore-
mation, You will note times specified in the lesson plans,
These are suggested times, The course work may take longer or
not as long dcpending on the class, the instructor, previous
training, experienc:, and so forth, In fact, if the security
perscnnel are aiready skilled and knowledgeable in their func-
tlons ac can be shown by tests and demmonstrations, training is

not needed at all., Prior training or military training would

document might not be needed at all or only selected areas

Reg guide 554, changing from guard training to con-
tingency plans now, I won't say anything sout the regulation
on the contingency plan, itself, It is published, It is a
final regulation and you've all read it in the Federal Registez
Reg guide 554 is intended to provide a regulatory position on
what your contingency plans should contain and the format,
This 1s a little different than the new reg document., It does
contain a regulatory position, Jack Roe is going to go into
detalls of the contingency plan and explain these various
contents to you, I won't do that, I will simply tell you the
status of this guide,

It was published for comment in March, We have re-

celved very few comments, two utilities and two individuals

Hee- GeJeta/ cRepottna, Ine.
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have commented on the guides, In general, they were concerned

with. the redundancy of the contingency plans with the physical
protection plans and the need for controlling access to the
information contained therein,

We do not expect, as you will be told later, that
the contingency plans be redundant to the physical security
Plans and we are also looking at ways to control the informa-
tion, None of the comments received are considered to call
for revision to the guide right now., We will wait until we
have had some experience with this guide before we consider
chages. e

In the meantime, if any of you have any comments
of Reg Guide 554, please send them to us,

One other item, which is not really & subject for

this meeting but which many of you are interested in, is the

material access authorization program commonly known as the

fclearance program. As you know, we had hearings in July,
EThe hearing board has been considering the testimony given at
;tbat hearing, Final testimony was submitted by various parties
on September 1, The Commission asked the hearing board to
5make recommendations to it and to present a schedule of when
they would have those recommendations,

At prior meetings I estimated that the hearing board

would present their findings to the Commission a little opti-

mistically. I found out yesterday their schedule calls for

Hee- Federal Jc/mtteu, e,
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them to submit thelr recommendations to the Commission by

December 31, so it will be next year before we find out really
what is happening on the clearance program,

Thank you,

MR, MILLER: I think I failed to mention it is
probably best if we hold questions until everyone gets
finished and we get essentially everything we have to say and
then we will go into essentially your part of the meeting and
open up for questions,

At this time I'd like to change the agenda a little
bit and ask Mr, Jack Roe to discuss with you the contingency
plan, Jack,

STATEMENT OF JACK ROE

MR, ROE: During this period I am going to discuss
the contingency planning rule, I shall discuss the content
requirements of the plan, the plan's relationship with guard
training qualification requirements and the methods of submit-
ting your contingency plan,

I'm going to point out that the contingency plan and
the guard training qualification plan are closely related and
that an integrated approach to both of these plans result in
& substantial reduction and effort,

I also want to point out that much of the information
and data required for contingency planning is contained in youn

physical security plan and other security related documents

Hce- gedaaf cﬂepottcu, .ﬂnc.
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that are at the site,

The contingency planning rule requires five cate~
gorles of information in each safeguards contingency plan,
IThése five categories of information are background, the
generic planning base, the licensee planning base, the
responsibility matrix, and procedures, Although the procedures
are a culmination of the safeguards contingency planning pro-

cess and an important part of the plan, they should not be

submitted to the Commission for approval. The procedures will
be inspected by a member of the NRC staff on & periodic basis.
This periodic inspection will affirm that the procedures re-
flect the information contained iﬁ the responsibility matrix.,
The first category of information is the background
section, This section identifies and defines the potential
dangers in incidents and describes the general ways the plan
' wlll deal with them, The background section will have at
| least four topics, perceivéd danger, purpose of the plan,
' scope of the plan, and definitions., The perceived danger is
' a statement of the perceived danger to the security of special
'nuclear material, licensee personnel, and licensee property.
The statement contained in 7355-A will suffice in
this area, Statements of perceived danger that are less than
those contained in 73£5-A will not be acceptable,
The purpose of the plan i1s the discussion of the

general aims and objectives of the plan. The scope of the

c#ﬁz-f]aﬂna/cﬂ%#mnung.55:
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plan is discussion of the types of incidents covered in the

' plan, A list of those contingencies covered in the plan
should be placed here, Definitions 1s & list of terms and
their safeguards meanings used in the plan,

The next category of information is the generic
planning base, This chapter identifies the events that signal
the start of a sefeguard contingency and it also identifies
the objectlves determining the safeguards contingency. In

addition to events and contingency objectives the chapter

should include decision actions to be followed when a con-

tingency situation develops and the chapter should contain

the data required to effect these decision actions,

The objectives should specify your goal to effectives4
'ly satisfy the contingency situation and each one of these
iobJectives should be achievable, They should be clearly identj
| fied and they should be measurable.,

The next category of information is the licensce
planning base. This chapter contains site specific information
iused in contingency planning. The follewing topics should be

included, organization structure, physical layout, safeguard

system hardware, law enforcement assistance, policy constraintg

and assumptlons, and administrative and logistical considera-
tions,
Your physical security plan may contain much of this

information already, Let me discuss bdefly each one of these

Hee- ‘3«1:10/ c:Repou‘eu, Tne.
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topics. The organization structure should delineate the

organization, the chain of command, and the delegation of
authority, Also it should contain minimum strength size,
Physical layout should describe the site and the
nearby features, Particular emphasis should be placed on lw
enforcement routes, location of control points, and location

of safeguards hardware, Safeguards system hardware should

' describe all equipment available for safeguard contingencies.

This topic should address, at least, communication, intrusion
detection, surveillance, locks, weapons, and vehicles,

Law enforcement assistance, Thie section should
1list each separate law enforcement agency that may provide
assistance, This section should provide a description of
thelr response, capabilities, and a discussion of your working
agreement with each agency,

Policy constraints and assumptions should discuss

state laws, local ordinances, company policies and practices

' that may govern your response to safeguard contingencies,

This sectlon may discuss such constraints as the use of deade
ly force in jurisdictional boundaries,

Next, administrative and logistical considerations,
This section should describe your practices that may 1nfluenée
response to security contingencies, This éection should high-
light the procedures to keep all safeguard sy:lems operable

and a method employed by you to assure that all security per-

cd%m-fiuﬂnafcdeqxnhna Ihe.
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2l
sonnel are current with the present plan, recent changes,

present procedures in the general security situation at the
site,

The next category of information is the responsi-
bllity matrix, This section should be an array of information
 for each safeguards event, Each array should identify the
responsible individual and their decision actions, This array
should display m a single chart or a group of charts depending
on the size for each event all decision actions and the

responsible person,

The responsibillity matrix should provide an overall
'picture of response actions and their interrelationships,

The last category 1s procedures, The procedures
'8hould provide clear concise direction for the execution of

the responsibility matrix., The responsibility matrix may meet

'in the procedure section, Again, procedures are not submitted
'with the plan,

I'1ll explain the basic relationship between the con-
tingency plan and the training and qualification plan. As

will be discussed in this session on training and qualification,

'securlty personnel must be trained and qualified to perform

critical security tasks, Contingency plan identifies potential
events that must be planned for., These events require the

execution of certain decision actions to meet the objective
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of the security contingency. The events for safeguards con-

tingencies are the same as the events to be considered in con-

| tingency related guard training. The decision actions are the

tasks, The objectives of the contingency plan relate directly
to qualification objectives in training plans,

The responsibility matrix is directly related to
the duty summary section.

The contingency plans require identification of
events, declsion acticns, and objectives, and the training
qualification ~lan prepares the guards to resolve these inci-
dents, Therefoure, one set of events, tasks, objectives,
can be develcped to meet both of the requirements in each of
the rules,

The contingency rule requires that the plan identify
those events that will be used for signaling the beginning of
aggravation of the safeguards contingen:y. These events are
the same as the cues to be mentioned in guard training quali-
fication, The event is what an individual sees, hears, reads,
or percelves, that signals him that thLere is & threat to the
site. In cases where the response is the same for several
events, the event should be grouped under a single event or

event description, Care must be taken to select an event

' description that indicates what events are covered, Every

attempt should be made © reduce to a minimum the number of

event categories covered by different responses,

Hce- '3::/«::{ éﬂcpmfeu, Thne.
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As polnted out in new Reg 21§, recognition of

the proper reaction to certain events can be critical, For

example, recognition of an actual covert intrusion can be

very important to your site security, Therefore, recognition
and reaction to these critical cues identified in the contin-
gency plan should be tested as part of the qualification re-
quirements for security personnel.

The rule requires that decision actions and support-

ing information needed to bring about a successful response

be identified, These decision actions are the critical tasks
that are performed when dealing with the contingency. There-
fore, the decision actions and the contingency related tasks
in the training gqualification plan should be the same, al-

though some minor differences in format may be required since

the task statement does not indicate what will be done.

The staff feels that the decision actions or tasks
should be straight forward, It is unlikely the guards will
have avallable or will have time to follow deteiled written
procedures during a fast break in emergency. There are two

types of decision actlons or tasks, Some can be performed

successfully even if the individual takes time to look up

and follow written procedures while other cannot, They require
immediate action based on training qualification. Therefore,
time delay tolerance should be taken into consideration when

developing contingency procedures in performance obJjectives

Hce- gzc{naf cReporteu. e,
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used for personnel qualification.

Contingency plan rule requires definition of specifid
objectives to be accomplished relative to each event, These
objectives are indicators of the site's ability to respond
successfully to an event, For example, it would be impossible
for asite to test its ability to respond to an actual attacl,
However, demonstratable objectives could be set that indicate
that a site can repel an attack such as response time to any

i
rpoint on the slte or the time required to request off site

law enforcement assistance, The objectives, therefore, should
be demonstratable., They should be achievable, They should be
measurable, and an indicator of the site's ability to react

to an event,

This rule also requires that as a part of the audit
procedures that the tests of safeguards systems be performed
yearly.

The cogtingency objectives will set the acceptable
level for performance of these tests and drills, They will be
defined what must be demonstrated to pass the drill,

A few more words about audit and test of the con-
tingency plan, It should be noted that it is 7340 that re-

quires the audit and test of the contingency plan and not 73554

Part 7340 states, and I quote, "The licensee shall provide
for the development, revision, implementation, and maintenance

of a safeguards contingency plan. Licensees shall provide for

Hee- GeJemf rﬂelbomu, Tne.
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& review at least every 12 months of the safeguards contingency

e _soyad

plan by individuals independent of both security progran,
management, personnel who have direct responsibility for im-
plementation of the security program, The review shall irm lude
' & review and audit of safeguards contingency procedures and
practices and audit of the securlty system, testing in main-
tenance program, and a test of the safeguard system along
lwith commitments established for response by local law en=-

forcement authorities.,

"The results of the review and audit along with
recommendat.ions for approval shall be documented and reported
to the licensee's corporate and plant management and kept
'available at the plant for inspection for a period ot two

years," unquote,

As will be discussed, the qualification plan re-
quires that for each critical security task performed, that:
& performance objective be established to test tne abllity
;of the individual to perform that tesk., As we have seen, the
Econtingency plan requires that objectives be established to
test the ability of a site to respond to events, Sites re-

|eponse 1s no more than the correct performance of decision

actions or tasks by each responsible individual, It is ob-
vious, therefore, that the qualification plan performance ob=
Jectives and the coentingency plan objectives must be compati-

ble and in many, many cases the same, If the objectives are

Hee- Federal cRepottcu, Ihe.
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!the same to meet the requirements for a qualification per-
|

|

formance objectlve, correct performance can be demonstrated
at the same tim2 during the yearly drill or test required by
the contingency plan,

The rule requires that for each event a tabulation
ehall be made for each response entity or duty assignment de-
picting the assignment responsibility for all decision actions
}which are tasks to be taken in response to an initiating

event, This 1s the chart that shows for each event what duty

asslignment performs the critical contingency task. The
responsible matrix 1s a counterpart in the training and
qualification plan to the duty summary section that will be
discussed,

The duty summary and responsibility matrix will be
checked during our review for compatibility.

The responsibility matrix should contain the same
decision actions identified in the generic planning base,
'Every sttempt should be made to keep the different responses
and tasks to a minimal,

Next I'm going to describe the different approaches
to submittal of contingency plans, There are basically three

approaches to submitteal of contingency plans, First of all,

a self-contained plan, Second, reference to physical security
plan and, third, tQ revise the physical security plan,

The first approach is to submit a contingency plan

Hee- Federal d?epoztm, Ihne.

444 NORTH CAPITOL STREETY

WASHINGTON, D.C. 20001

TR Vo ‘J_ffa, IR G g DT LR | S Rl L W BT Uy iy o TS UG L RoT N T S o tis vt T T P L Skt Ay T T e e s g S T S LR e T ST W DR VSRS W P U S P ST DI P e W TR L SUPRE ST PP W R g e v -




12

13

14

15

16

17

18

19

20

21

22

23

24

25

' documents such as the physical security plan, This plan

- and the licensees approve physical security plan, they may be

27
that 1s self contained and does not reference any other

shall include the five categories of information required by
the rule with the procedure section kept of the site,

A second method of meeting the contingency plan
requirement 1s suggested by the rule, The rule states, quote,

"The extent that the topics ar: treated in adequate detail

incorporated by cross reference to that plan,"” unquote., This
method will require the contingency plan to be prepared as
outlined in Regulatory Guide 554 that allows referencing of
the physical security plan in the licensee planning base
section, If this approach is followed, an extensive revision
to Chapter 8 of the physical security plan will still be re-
quired to make 1t compatible with the contingency plan that
you submit.

The third approach is to revise the physical security
iplan. This will require rewriting Chapter 8 of the physical
%security plan to follow the format shown in Regulatory Guide

554 and to include the background, the generic planning base,

the responsibility matrix that is required by the rule. The

informatior required in the licensee planning bas~ will be
incorporated into the plan by revision and sdditions to the
appropriate sections of your previously submitted physical

security plan,

Hee- Federal cRepotteu, Tne.
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1is is the conclusion of my discussion on con-

document referred to follows:)

The summary shows the topics that we have |
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MR. MILLER: With that we would to get into E
guard training, which will take the better part . the meetingl
roduce you to guard training rule and make some general i

I introduce Mr, Frank Pagano, Frank is the chiefi

.

Reactor Safeguards Development Branch. Frank,

STATEMENT OF FRANK PAGANO

|
t
|
i
|
l
!
¢ 2 |
MR, PAGANO: Good
|
Gentlemen, during : next few minutes I am going '

|

i

| |
to discuss how NRR came to select the approach outlined in ’

{

NUREG 219 for implementing the training and qualification
But the basic reasons as to why |
approach is as shown on this view, First,
1t assures the site security staff can successfully im-

plement their physical security and contingency plan and,

secondly, it is compatible with federal and state regulations.,

|
i
i
I

i
i
I
!
Now, over a year ago NRR started its search for an |
I
d

approach for determining the adequacy of training., We

; i
| the existing litera.uire on training program development, dis- E
|cussed the 1ssues with organizations with similar problems,
jtalked with other federal agencies who have experienced regu-
ilatory responsibility in the areas of training, personnel

i

iselectiJn, such as the Department of Labor, Civil Service Com-
!mission, Equal Opportunity Commission. Then we reviewed the

lcomm-~ts received in address of Appendix B in NUREG 219 and

c‘]:e- (ch/aa./ cf\’epoueu, ﬂm:.
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30
Traditionally the NRC and the security industry

5have,discussed training and qualification in terms of complet-
ing course work on various subjects, However, our experience
to date uncovered the fact that the course outline approsach
iprovides no guarantee that an individual can, in fact, do his
or her job, It identifies the content to be learned or trained
abut it does not establish what the trainee is able to do upon
icompletion of the course,

The course outline may suggest that guards and
|watchmen complete 50 hours of course work but what has to be
known is what can this security person do after completion of
this training, For example, can he or she respond to an alarm
in accordance with the site contingency procedures? Do they

know how {o support & suspicious event or how to detain a sus-

ipect? The basic questions are what standards must the trainee

meet and are these standards compatible with the site plans,
;Is the individual being adequutely trained and evaluated of

?the truly criticel parts of his job? We feel that the course
loutl:lne approach does not answer these questions., The question
that all of you are asking is why did the NRC publish its up-
graded training and qualification requirements, The answer

|15 simply that the NRC determined that 1t needed assur-nce from
lthe people who perform the critical security tasks at the siteﬁ
can perform them adequately. Therefore, our regulatory ap-

proach was designed to answer the question, can this individual




do his job, Such questions as how much training has this

person received or what courses has he attended do not really

Now, what is the so0 ) How can
individual can s ) perform his
security duties, We found the sclution that is well
and widely used and it's currently being used by all
Forces, by many police organizations, and in every
nable ocecupation for security *o carpentry.
Briefly stated, » e the individual's
determine what that in
erform the Jjob.

to determine what

|
3
|
{
i
|
|

and contingency plans,

rou outline in the form

Jective how the abllity to perform thes . 3 demonstrated

EREEY TS RCRE——

ctive outlines the test to be given to each individua

o

Finally, personnel are then qualified to perform
;their tasks by successfully achieving these objectives, For
|
l“3>:<'1.rrxple,. your site contingency plans may require the use of
|

inight vision eguipment during a contingency. Therefore, the

{

r
Fsite training and gualification plan should identify who would
i

| Hece- Federal cReporfeu, Jhne.
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! | use the eguipment, what tasks he would have to perform, and

2 | how he must demonstrate this proficiency. NUREG 219 formalizesg
3 | this approach,.
4 On July 5 of last year the Commission published
‘ 5 ! draft requirements for upgraded guard training for comment.
6 || This was the first draft of Appendix B and consisted of train-
7 || ing courses requiring over 150 hours of instruction, In ad-
8 || dition it required that all individuals taking these courses
® I pass the test on the material, making at least a 70 per cent
0 || score, Many NRC licensees who commented on that document
11 | pointed out that these requirements do not comply with EEOC
12 | guldelines on testing and selection which require' that any
13 | discriminatory requirements must be shown to be valid indi-
. 4 | cators of an individual's ability to do his or her job., In
15 | other words, it must be shown in & particular test score that
16 | will indica®e that the examinee can or cannot do the job,
17 | This can be accomplished by requiring that the test represents
'8 | samples of knowledge, skill, or ability necessary to do the
19 | Job and for the most part this can be accomplished by develop-
20 | ing tests that are miniature samples of the job, For example,

21 | implementation of a site contingency plau may require the

22 | guard to respond to any point on site within three minutes of
‘ 23 | notification, A valid obvious test of this ability is simply
to simulate the sounding of an alarm and see if that individual

2% | can respand within three minutes and so on,

Hce- Federal c/?cpoﬂeu, Ihe.
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Now, the EEOC guidelines point out that 1in orde
to develop tests that are valid, you must first conduct a Jjob
analysis to determine what makes up
this information develop tests that
and abilities identified during the job analysis.
exactly what will be accomplished when training and qualifica-
tion programs are developed as we have outlineu . NUREG 219,
You must f conduct the job analysis and based on this
analysis
tests of
identified,

We can now see that the approach we have outlined
in NUREG 219 does two things for us, First, it demonstrates
that the individual can perform his or her security duties
and, secondly, it allows the development of a training and
qualification plan that is compatible with the EFOC guidelines

Your next speaker will be Tom McKenna from my of-
fice who will present this job analysis technique in much more
detail,

Thank you,

MR, MILLER: Before we talk about specifics, why
ldon't we take 15 minutes and get a cup of coffee or whatever
telse you want to do, Coffee 1s in the coffee shop and the
fother things are right on the other side of this wall, 15

|minutes, Let's be back at 10:15,

(T )
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'and I think Tom explained a lot of them, With that let me

'Development Branch, and I work for Frank Pagano, who is my
‘boss, I'm going to try to briefly explain how you can use job
‘analysis and performance objectives to meet the gualification
;and training requirements contained in Appendix B, When I

‘talk about Job analysis and performance objectives I essential-

‘outlined in 219, We will talk about that.

34
Off the record,

(A short recess was taken,)

MR, MILLER: On the record.

Ve would now like to get a little more specific,
We have talked enough in generalities, When Mr. McKenna gets
through, I hope you are a lot more educated than I still am
and I've heard it four or five different times, I'm sure

with your background you will understand some of the words

introduce to you Mr., Tom McKenna. Tom is in the Reactor
Saleguards Development Branch and the individual that has been
working on 219, Tom, -
STATEMENT OF THOMAS MC KENNA
MR, MC KENNA: Hi, Good morning.

As Jim just said, I work in the Reactor Safeguards

ly mean the brand of job analysis and performance obJjectives

I am not going to try to discuss all of the require-
ments in Appendix B, I'm not going to talk about the selectior.

I'm not going to talk about the physical requirements, the
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35
mental requirements, the equipment requirements, I am going

to concentrate on qualification and training.

Now, everybody keeps talking about 219, Some of you
may not know what 219 is, This is it (indicating), What it
i1s is an attempt by the staff to define terms, explain the
eapproach, and give an example to help you in developing of
your plans, Here again, these are suggested approaches, It
has been mailed out, once copy to each licensee and applicant,

The rule also states that you can get another copy by writing

us and copies can be bought from NTIS., If anybody needs the
address or anything, I've got that.

Next slide, please, Let's start with qualification
requirements in Appendix B and those are conta‘ned in two

paragraphs, Next slide, please, The first paragraph is

)paragraph 2-B of Appendix B which is qualification requirements

EI hate to do this but I'm going to read and quote from the
irule. I quote, "Each person who performs security related job
‘tasks or job dutles required to implement the licensee's physi«
écal security or contingency plan shall prior to being assigned
ito such tasks or duties be requalified in accordance with the
licensee NRC approved training and qualification plan,”
The second paragraph I'm going to quote from is

paragraph 2-D and this is found in securlty knowledge, skills,
and abilities. Again I quote, "Each individual assigned to

perform security relatel tasks identified in the licensee's

HAce- Federal czqqxnttu, Ine.
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36
physical security or contingency plan shall demonstrate the

required knowledge, skill, and abilities in accordance with
the specified standards for each task as stated in the NRC
' approved licensee training and qualification plan.” Now, one

of the key ideas in these two paragraphs, first, personnel
l
|

| must be qualified to perform thelr ascigned tasks and duties,
ENow, this is--I'm sorry. Let me have the next slide,

These are the site's specific tasks and dutles as-
| soclated with the implementation of your site's plans, The
second idea is that this qualification is done by demonstrat-
ing, by having them demonstrate, the knowledge, skill, and

ability required to perform these tasks and abilities and,

thirdly, this demonstration must be done to standards speci-
fied in your plans,

Now, 219 formalizes this process and it does it
based on Job analysis of performance objectives, Bstically
we use these approaches because they are 'vell understood and

1

| there 1s much work that has been done in these areas with a
;lot of references availlable, 1In recent years it has become
even more popular although it has been around for years and
this recent popularity has been driven by EEOC, I believe,
probably even more than any other group since their guides
actually requires such type of analysis,

It's a good point I think to note that the level of

detaill required or demonstrated and recommended in 219 is not

cikr-fiaﬁwaf¢yeqnnnwx<5hc

444 NORTH CAPITOL STREET

WASHINGTON, D.C. 20001
PP P Ay s e




10

n

12

13

14

15

16

17

18

19

20

21

22

23

24

|

37
consistent with the level of detail’ normally required by

EEOC or found in most of the literature, You can develop pro-
grams and plans that meet EEOC guidelines while meeting our
requirements by adding more detail and taking a more rigid
approach, I guess the thing to note is that our approach is
comp~“ible with theirs, You can meet ours while meeting
theirs,

But we've decided on a specific level of detail that
meets specific needs and I'll define those needs in a few
seconds, Next slide, please,

To develop a plan that meets these requirements re-
quires three specific steps. PFirst, you have to define what
is required, what duties and tasks are required to successful-
ly implement your physical security and contingency plans,

We don't want qualification programs done in a vacuum, We

want them to reflect the job at the site and the job at the.

site is defined in your physical security and contingency plang,

Secondly, you have to outline the tests you will use

 to show that the individuals can successfully perform these

tasks that have been ldentified during the first step., This

outline of the tests will be done in the form of a performance

| objective and 1t should have two qualities, One, it should be

a valld test, By valid we mean it should be a true indicator
of the person's abllity to perform the task being tested,

Secondly, 1t should be a reliable test and by reliable essen-
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38
tially we mean that everyone should be tested the same way

to the same standards,

Finally, you qualify your personnel., The personnel
are going to be qualified to perform duties and here again I
will discuss this in a few seconds why we chose duties. This
qualification 1s done by having them successfully demonstrate
these performance objectives that are asrociated with their
assigned duties., You don't have them do anything outside of
what they are assigned to do in your physical security con-
tingency plans at your site. You decide what tasks they will
perform, lump them together into duties, and then qualify them
to perform the duties,

219 contains an example, Part 3, I have to stress
that that is all that is, It 1is a sample plan, It is pri-
marily or its main purpose was to define the level of detail
that we envision, Ve have gotten a lot of criticism in the
past., You know, you guys write regulations, you put out

guldes, but you never show us what you want so we have to go

we're talking about, That is what its primary purpose is, to
demonstrate that, A lot of work was put into it and we hepe
that 1t can help you in developing of your plans, but you have
to conduct an analysis of your site to determine what is re-

quired, You can't base it totally on what is in that Part 3,

Next slide, please,

Hee- Federal cReporteu, The.
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Let's look at the first step of that three-step

i procers and, as we showed, it is job analysis, Job analysis

is the process of analyzing the Jjobs at your site to determine
what tasks, knowledge, and skills, ana abilities are required
to implement the plans,your site specific plans., The next
couple of slides I show will show the relationship between
duties, tasks, knowledge, skills, and abilities, Next slide,
please,

I stress once ageain that it is the site's duty, the
site's responsibility, to decide on this breakdown, These sug
gest demonstratinns, These are examples, Let's take a look.
In this case here (indicating) we have the job as a search
watchman, Now, what is the job? Well, the job is everything
the individual does at the site for you, It may included non-
security functions, It may include any grouping of duties and
taske but that 1s what he is hired to do. So it's really not
an appropriate level for you to develop qualification require-

‘ments and for us to review them because there is not really a

direct relationship between the job and what an individual may
be doing at any one particular time at the site,

The second level are duties so in this case we have
a search watchman as the job and yet we have him performing
two duties, We have him searching vehicles and we have him
searching personnel, Now, what is a duty? The way we d.fine

& dvty is whatever an individual is assigned to do during a
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specific shift on your duty roster, on the shift assignment
roster, and this is the level at which we suggest that quall-
fication requirements be established and demonstrated, The
reason we do it at this level is because there 1s a direct

relationship of what the individual is doing during a shift

at any one particular time with the duties, In other words,

he 1s assigned a duty for a specific length of time on the dutj

all of the tasks associated with that duty, s0 there is a
relationship, Por instance, I & E can go out and determine 1if
e person is gqualified to perform a particular duty that he is
performing at a particular time on the site, The relationship
is clear,

Below duties we have tasks, Now, a task is ;hat a
single individual does for a specific length of tiﬁe. It is
measurable, It is achievable, it is observable, In this
case we have while he is performing the duty of searching per-
sonnel, he may have to perform the task of calibrating the
metal detector, communicating with the radio, or that is
probably all personnel at the site, 2ll sccurity personnel at
the site might have to, and recognizing unauthorized material,
If he i1s searching personnel, his purvose is to be able to
detect unauthorized material, he obviously has to be able to

recognize it, PFinally, we have taking notes, The tasks, up

through tasks the identification is probably not going to be
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too difficult. The next level is words which is really going

to get more difficult when we talk about knowledge, skills,
and abilities.,. But in 219 we talk about criticality., We say
that your plan should only identify those critical tasks that
cannot be considered universally performable, We put these
two bounds so that the plan wouldn't be massive and that we
wouldn't get a lot of paper that wasn't really important to

our analysis and our determination of whether your personnel

and your analysis of whether your personnel can adequately pers:
form their jobs, So we sald that you should only identify

the critical tasks and those that aren't considered universal-
| 1y performable.,

Now, let me define criticality and I'm going to give
you the same definition that is in 219, "A task 1s considered
critical 4f 1ts performance is essentlial to successful im-
plementation of the site's physical security and contingency
plan when needed even though it may not be performed frequent-
ly or is performed only during a contingency.” WNow, this is
the key part of the definition, "Inadequate performance of a

| critical task impacts on the abllity of the site to detect,

assess, respond to and ne. cralize an unauthorized activity."”
Now, in this example here I included as one of the

tasks that this individual performs during his duty of search-

ing personnel as taking notes, Well, this is probably not a

ceritical task because if the person does not adequately take
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notes, for instance, after something has happened, it probably

B does not directly impact on the ability of the site to respond|
3 | detect, assess, and neutralize, There are probably a lot of
4 | other tasks that belong in this area, Now, this determination
is to a large extent going to be subjective and it will be an
6 | operation that will be performed by you in close coordination
7 | with the NRR reviewer who has intimate knowledge of your
8 | particular site,
o Other examples are maintenance records, Now, we're
10 {not saying the personnel don't have to perform these tasks
1 lcorrectly or that I & E 1sn't going to go out to see that you
12 | keep the records correctly. What'we're saying is don't includs
13 | in your qualification plan that is submitted to us because
. 14 iwe're trying to zero in on the truly critical tasks perfor .od

15 | at the site and not every task perftormed at the site., Next

16 | slide, please,

17 This shows the tctal breakdown that must be identi-
18 | fied during your job analysis, You have your job at the top
19 land then you have your duties, in this case, searching person-

20 |nel and searching vehicles, Next you have the tasks that are

21 |performed during performance of a specific duty, in this case

22 |we've broken down a few of the tasks that a personnel search
‘ 23 jofficer may perform, for instance, calibration of the metal
2¢ jdetector, communications with the radio, recognizing unauthorized

2% imaterial and conducting an unarmed defense,

Hee- 9¢Jaaf cReporfen, e,
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! Next we have broken it down into elements, Now,
|

the term element as we use it, we mean the knowledge, skills,
'and abilities required to perform the specific task, There
are other definitions but it's shorthand for knowledge, skill,
and ability in our cas2, In this case we say there are three
basic knowledges or abilities required to be able to recognize
unauthorized material and these are recognition of explosives,

| explosive accessories aremt what we have here, accessories,

' and recognition of incinerary devices, This is probably the

most difficult step in the analysis as we see it, It should
be based on something. You should try to base your analysis
on either the expert and prior experience of your plant per-
sonrel in security or on various records that are available,
for instance, in the area of bomb threat, response, There are
tons of stuff available so I would hope that in taking tiis

final step that that sort of inforuwation is where the elements

are identified, Next slide, please,

Now, I've said that you conduct an analysis to
| identify tasks, dgties, knowledge, skills, and abilities re-
}quired to implement your site's physical security and contin-
gency plans, Well, how do you do this? What do we mean by
analysis? This slide briefly shows what we think is required
to be our requirement, First, you conduct an analysis of your
site's physical security and contingency plans tc identify the

tasks and knowledge, skills, and abilities required to imple-

Hce- 9dnaf c‘ﬁepocteu, Thne.
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ment them., You look at your plans, Now, to do that, two

stepsg, three steps, Pirst, take a look at each paragraph of
your physical security plan and determine which tasks are
critical to implementation of that paragraph.

Secondly, take a look at the decision actions in the
responsibility matrix of your contingency plan, As Jack noted,
the decilsion actions in the contingency plans, first of all,
should be critical to response of that contingency. Other-
wise, they shouldn't be 4in the responsibility matrix and,
secundly, they may either be or be very closely related to the
tasks required to implement that response, So take a look at
each one of the decision actions in the responsibility matrix,
In many cases they may be the tasks,

Finally, I have security literature up here., This

| 1s that final step of taking the tasks and identifying the

knowledge, skills, and abilities, Like I said, I think this
should be an abasement, you know, the expert opinion of people
at your site or various literature that is available,

‘ Now, when--I've listed a few things that you should
look for when you're going through the paragraphs and when
you're taking a look at your decision actions in your
respansibility matrix, There may be others but here are some,
You should identify all of the critical tasks associated with
the use of security equipment, job aids, manuals, Now, a

plece of equipment that obviously has a critical task agsoci-
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' § ated with 1t is weapons, but there are others, metal detectors,

2 | et cetera, any of the physical security equipment that is re-
3 | quired to implement your plans, You must identify which tasks
4 'are critical to its successful use and the need should be

. 5 || identified in your plant,
6 I have Jjob ailds up here., What is a job aid? An
7 | example 1s some sites might prerare SOP cards, small cards

8 | that personnel carry around and have at their particular site

9 || that outline what they do on a specific incident. This is a

10 | job aid., It requires that if its use is criticel, here again,

11 | to implementation of your plans, then that task should be

12 | 1dentified, As Jack noted, there are two basic types of tasks.

13 | Some will allow time to look up, you know,go to a reference and
. 14 | determine what you have to perform in the next step., Some
15 | don't and this should be reflected in your plans, For instanc?,
16 | 1f an individual has time to look up the procedure, his ability
17 | to look up and respond to that procedure should be tested, We
18 | can't assume that he understands just because it is written
19 | down actually how to perform that, There are other tasks that
20 | he does not have time to look up a procedure and, if that is

21 [ the case, then he has to have the knowledge and be able to

22 | respond, here again, without using, for instance, a job aid
‘ 23 [ or a manual and manuals might be anything, In calibration of
the metal detector, if you're going to say that he is going to

use the manual., then your task would allow him to look it up
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the manual and use it but it should be demonstrated
knows how to follow the manual.,

Next, critical tasks associated with implementation

most of the proce-
in your contingency

sponsibility matrix
may be some other crit

that could be

S

Next we have the physical abllities required to
perform critical sec S As Ralph mentioned earlier,
we have in the rule the requireme personnel demcnstratet
their physical ability to perform > armed personnel have
the p ical abllity to perform their duties and that the
CAS operator demonstrate this abllity to a practical examina-

nalysis should identify what will form the
practical demonstration., You take a look at
and you ldentify what taske they perform, what
| maxdmum task, for instance, in the case of responding, running
4

et cetera, &nd then that will form the basis of your practical

demonstration, The example that Jack gave was a classic CAS

{ operator who may not be required to walk so, therefore, that

c4cc- ge:/aaf :ﬁ’cpozt:u, ﬂnc
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Ewould not be one of the physical abilities that he would have
|

J

to demonstrate, Another one is a response to an alarm, Armed

J %personnel may have to respond to any one point in the plant in
. ix number of minutes with all of his equipment. Your tasks

‘ 5 | should identify that and when you test him, you have to test

6 !him with his ability to respond with his equipment because

7 gthat is a condition under which he is going to do it in the

¢ | real world,
9 Finally, I have the knowledge required to perform
10 | eritical tasks, It's obviais if he has to have a particular
11} hunk of knowledge at the time the thing is required and he has
12 | to know something to be able to correctly respond, then your
13 | particuler task should identify this., Next slide, please,

. 14 Now, how do we summarize? You conduct this job

15 | analysls at your site to determine your site requirements,

16 }How do you summarize the results? What piece of paper do you

|

17 | produce and submlt as part of your plan that, here again, sum-
u

r
8 imarizes the results of this analysis? Well, we suggest three

|
19  summaries, We suggest the task identification summary, a task

20 Eduty summary, and a duty description, Next slide, please,

21 EI'll talk about each one,

22 This isthe task identification summary. Remember we
. 23 |stated that you conduct an analysis of your physical security

24 land contingency plans to identify the critical tasks, Well,

% lthis shows that relationship and ensures that the critical task

Hee- 9¢a'ezaf ceepotteu, Jhe.
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has been identified for each paragraph, What it shows is how

the particular task relates to the paragraph in your physical
security plan for the event in your contingency plan, The
first example 1s communicate with a radio, Most plans-~these
numbers, by the way, came from NUREG 20, Most plans in para-
graph 1.4,5,C states that all personnel have to have avail-

able to them--all security personnel have available to them

a means of communications. In most cases this would be a radio

so, obviously, one of the tasks performed associated with that
paragraph is to beale to communicate with a radio,

The second task here is receive and react to a bomb
threat, While that is associated-with event 12 and it's
probably obvious that event 12 is receipt of a bomb threat
s0 the personnel has to know how to perform that task which
is how to properly receive and react to a bomb threat., Next
slide, please,

So the first one shows the relationship of the tasks
with the plans, Now, we said earlier that we want people to
be qualified to perform duties, so now wé have to show the
relationship of tasks with duties and that is what this chart
does, I'm going to walk over there, I think I have to point
this out, It is a little hard to see so I'll talk up,

I can say here we have CAS operators, That is a dut)
assignment and we have patrol which is also a duty assignment,

This matrix shows the relationship of the task with the as-
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! | signments, Now, we have the task, investigate a suspicious

2 lperson or event, Well, the CAS operator won't have to do

3 fthat during the performance of his duties so it's not indi-

4 lcated, While the patrol guard will have to do that routinely,
5 it 1s indicated, What we're saying again is that this demon-
6 ||strates which task the person has to be qualified to perform.
7 || Next slide, please,

8 And, finally, we have a duty description. This 1is

9 | where you summarize in one place the results of the job anal-

10 lysis, It shows the title, a summary of what the individual
11 | has to do, the equipment he 1s going to use in performance of
12 | this duty. This 1s probably the only place where actually

13 |all of the equipment an individual has to use in the performandge
14 | of a duty 1s summarized, What references he has to be able to
15 ||use and we mean here if you show a réference that means the

16 | person has to be able to_go to that reference, read the refer-
17 || ence, and be able to, you know, follow the instructions found
18 ||in that reference,

19 What supervision he receives and gives, The next

20 || slide, please, Now, we completed the first step., We have com-
21 | pleted the analysis, We have identified the task, knowledge,

22 | skills, and abilities required and we've documented them with

23 | the use of the three summaries, The next step is to develop
24 jla test to test the.person's ability to perform these tasks and

25 | duties and we use performance objectives to do this., The

Hee- geJefal‘ cﬁqootteu, .qnc.
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next slide, please,

Now, remember earlier I stated our performance ob-
Jective 1is designed to supply certain information to the NRC
iand to you and these are the basic items of information we
hope it supplies, (1) It naturally should indicate that ycu
are going to have a valid test of the knowledge, skill, and
ability required to perform the task, Secondly, it tells the
examinee the standards he has to maintain, Some people think

‘this is a little foreign., 7It's like giving the test to the

guy who has to take the test. Well, our performance objective
is not exactly the test, If you're going to give a written
test, your performance objective would not be that written
test., It would just be an indicator that you're going to give
a written test, But the examinee ought to be able to go to
the performance objective and see basically what is going to
be required of him in an outline fashion, We will talk abogt

it in a minute., It tells management, shift superviscrs, what

i standards he has to maintain, It defines how the site is goin*
; to be tested by I & E, The rule says that at the request of
; an authorized reoresentative of the Nuclear Regulatory Com-
| mission, the site has to be able to demonstrate the ability
of their personnel to perform their security duties, Well,
this demonstration will be done in accordance with the per-

formance objectives associated with those tasks and duties

being demonstrated as outlined in your approved physical

HAce- ‘:;ea/ﬂaf cﬂepozteu, Ine.
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security plan, Finally, it supplies enough information to

assure the NRC reviewers that these are adequate tests of
tasks being performed, The next slide, please,

This just shows the total relationship. Next slide,
iplease.

Now, performance objectives should have two quali-
tles, It should be a valid test and it should be a reliable
' test, Now, we think the most practical way to develop a valid
ltest is to have the test a mini sample of whatever you are
testing, If the individual, for instance, is being tested
on thelr ability to respond to an alarm, t@en you have them
demonstrate thelir ability to respond to an alarm. The example
is given that if you're testing a person's ability to type,
then you give them a typing test.,

Secondly, it has to be a reliable test. That is,
everybody should be tested the same way, the same standards.
Now, to ensure that the test is reliable and valid we ask

that the performance objective supply information that states

two things, (1) States the conditions under which the test

is given and states the standards to which the individual is
being tested, The next slide, please,

Let's look at the condition part of the performance
objective, You have to state the conditions, Otherwise, how
can you have a reliable test because each person could be

tested under different conditions, Secondly, the condition

cdkz-fiaﬂna/cdaqnnhng.5%:

444 NORTH CAPITOL STREEY

WASHINGTON, D.C. 20001




10
n

12

14
15
16
17

18

20
21
22
23

24

statement ensures that this will be a mini sample or\alidsgeét.
In qthér words, you state the conditions, We take a look at
it and say, yes, if he can perform that task under those con-

| ditions, 1t is a realistic test of his ability to perform

that task under site specific conditions that might be en-

countered, The next slide, please,

So now let's take a look at a sample performance
objective. It 4is the first time you've seen one, We have the
task up at the top and then identified three elements, In
this case the task i1s use and calibrate a hand held metal
detector and the elements are know the procedures for cali-
brating a hand held metal detector, use it, and, finally,
snow the procedures to be followed 1f you find some unau-
thorized material while using it.

Now, this performance ~lLjective is going to test
the ability to perform the last two elements. You can lump as

many elements as you like or tasks under one performance ob-

Jective but the criteria is you have to be able to observe and,
 here again, certify that the person successfully performs the
objective or successfully performed all of the elemente., So

if you lump too many of them together in one point, they're

@ing to start getting hidden in the crowd., So that is the

criteria there, In this case the performance objective says
given an exercise with the plant hand held metal detector and

individual two hidden metal objects of the size described in

cfk?-fZaﬁxachaymnang Thne.
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|objective, We've given the individual an exercise and here I

93
the NRC review guidelines. They could have said as described

in your site procedures if you wanted, It doesn't make any
difference,

So the individual being tested is going to be given
the use of his metal detector and he is going to be given this
guy, girl, who has two hidden metal objects of that size as in
that review guldeline, Next slide, please, S0 now we saw
what the condition statement looks like, Next we have the cons
dition, the criterion statement, This tells how well the guy
has to be able to do to successfully perform that objective,
It sets minimum standards, That is critical., Set minimum
standards, Do not try to set standards that, for instance,
eighty-five per cent of seventy-five per cent of your people
should pass or a clase, Set minimum standards, Set the
standards that if they perform below these standards, then it
will dmpact on the ability of your site, I realize this is
another subjective judgment, Next slide, please,

Let's take a look at this, Th« ~- performance

mean a practical exercise, He is given the use of & hand held
metal detector which is used at the site and individual two
metal objects, What is the criteria? Well, using that he has
to locate the two metal objects wifhin & certain span of time
and has to alert the patrol guard, you may call him something

else, but alert the guard at that post in accordance with the
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site's procedures, It tells us exactly what this person has

to be able to do to implement, to successfully pass this
performance objective, This criteria should--you can state,
for instance, like in accordance with site procedures, but
you have to show some care so that when the reviewer here re-
views your objective, he has sufficient information so that he
knows what this individual is going to have to do, In this
case it is very clear what has to be done but if you just say
that he is going to respond in accordance with site procedures|
that may be meaningless, You have to provide enough informa-
tion in your cobjectives so it indicates to the reviewer what
is required,

One point I think should be noted is that a lot of
this testing or objectives, performance objectives, can be
done during the routine performance of duties, You could not
have a better test than having the person successfully per-
form a duty routinely at the site, So if, for instance, an
individual has tormwutinely contact the site's local law en-
forcement in accordance with specific procedures, then that
could meet a performance obJjective assoclated with the ability
of the individual to do that duty amd it can be demonstrated
during routine performance, You don't have to cut it out and
have specific testing periods, Next slide,

The final step is qualify the individual, As I Just

sald, this could be done during routine perrormance, It can

Hee- Federal cRepotteu, The.
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be also done cduring an annual audit of your contingency pi;ns.'
It says you have to demonstrate the ability to implement your
contingency plans, This requires the individuals to demon-
rate the . i 0 perform
cases will

structured, you can

this annual audit,

How do we document qualification? Well, we came up
st.ed method, Ve suggest for each task that an
individual has to perform that you note the date in which the
performance objectives associated with 2 1 28K were com-
leted Notice that we've changed this m the performance
objective level up to the task level, Next you have the 1nui—?
vidual sign that, yes, he successfully performed
have the examiner sign, yes, he successfully demonctrated.
slide,
One thing about qualification I forgot to mention
| was that you do not have t - detalled materials used
| during demonstration at your site to acutally complete it.
| For instance, if a performance objective states that he is
| going to complete successfully that demonstrates a certain

iknowledge by stating the follcwing X number of things on a

 wr1tten test, for instance, that specific written test used

fdoes not--his completed test, does not have to be maintained

c4cc-(3a{aa/ cgeportas, .gnc
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| at the site., You Just sign off on the i tl} com-

| pleted that performance objective, but

' words, if you have 30 people take

a denk one but
1 people
done 1is certify
the graded test
tained at
1le just shows that there are other parts of
the requirements in Appendix B that can be met by a well
developed qualification plan, In other words, if you do a
analysis and develop good performance
you'll meet other parts of Appendix B, 219 indicates this
also, But just gquickly, the education development., We stat
2 person should have & high school diploma or demonstra
ning, mathematical, and language skills required to
Well, natural’» that requires two points. One,
and then you have to set
a performance objective, So a good;
f that,
ical fitness, we mentioned this already., We hav.
to have a practical test to demonstrate physical fitness for
armed and CAS operators, This is done by a good job analysis
and performance objectives, Next slide,

Next, qualification requirements, That is obvious,

c*';c:-?."/rm/ CQ(PO‘IYC‘M, Tne.
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| knowledge, skills, and abilities, Maybe not so obvious,
Knowiedge, skills, and abilities, that paragraph in the rule
has 100 items that says something to the effect you should

.

worry about
- - —
meet that requ
.

AN -
in your job ana

.
-] vt

Next, reque * Wweapons training and weapons |

requalification, when you think about it, we 5 cat
is no more than a performance nhjective here again and a task
task thatpeople think

eifically identified it

going to
Our whole approach concentrates on qualifi-
tralning. 1In training we may have
ls generally thought of, Trai
| we mean it as w you b this individual up
| where he ! 58 y perform his tasks, We don't care
| how you d . You can use formal training as outlined in the
the NUREG's, You can use som. sort of a
I think someone called it cubbing where you put
iindividual who 1is not qualified along with an individual

|15 qualified, They follow each other around at the site

~—y #» 7
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[that is all that is required. So, therefore, your training

| certain extent as long as you don't have somebody performing

58
eventually “he second individual becomes gualified, You can

hire people who already possess the necessary skills, You
probably have & lot of them already on the site so we're not
saying you have to send them back to training courses again,
If they can already succeess:iully perform their duty assign-
ments and they do so and they demonstrate this ability by
succ;ssfully demonstrating thesc performance objectives which

can be done during routine performance of their duties, then

plan or the submittal that you submit in response to your
Appendix B requirements does not have to include lesson plans,
hours of instruction, or instructor gqualification.

People have asked is a program text, is the use of
& program text all right? Yes, Is the use of a computer

system? Yes, Is the use of the buddy system, 0JT, to a

your job for which he is not qualified, yes., Hiring somebody
who 1s already trained? Yes, it is allrght.

To talk about the training manual just briefly,
here again, they contaiﬂ information that may be helpful in
developing of a formalized training program but that type of
information is not r.juired. You don't have to submit it,

I'd 1like to notce one thing., 465 states in its
title that is concerned with transportation, don't ignore 1it,

Of the two manuals it was the only one that was developed based
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job analysis performance objective approach and since

of the tasks and obJjectives associated with protection

- - L4 4
cessfully

forming t

plan, We

think it 18 ¢ , ‘ We may conduct
and someone else will talk about that, but
test individuals,

Finally, you determine the most cost effective

| method of bringing your personnel up to standards identified
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'in Appendix G, In addition to thess two plans I'll also men-

60
in your plan, Thank you,

MR, MILLER: At this time I think we should continue}
You now have heard how to do this and you all are experts
which we will talk abou?. in a minute but before we do that,
let me introduce Mr, Bob Clark who all of you know, Bob will
talk a little bit about schedules and how he intends to per-
form the reviews, Bob,

STATEMENT OF ROBERT CLARK

MR, CLARK: It's good to have this opportunity of
talking to you again, As Jim indicated, it has been my priéi-
lege to meet with most of you at your sites or in Washington
in the past year and a half or so, 20 months perhaps, and I
think we have made a great deal of progress, So for the few
minutes I will speak to you today, I would like it if we
could have the first slide, please, I would like to discuss
the review schedule and some of the review procedures that we
foresee at this time for both the contingency planning requires

ment in Appendix C and for the training and qualification planl

tlon some of the related features of amendments and fees,

w

Some of the milestones which we will talk about today
come directly from the regulations and you'll be familiar with
those and, as we look at the schedule for the contingency
plans, we are speaking now of specifically those for operating

power reactors. These are due on March 23, 1979. The con-
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I I tingency plans become effective 30 days after NRC approval,

2 | Prior to the plan becuming effective, the licensee will have

3 |l 211 safeguard capabilities specified in the safeguard con=- i
3
4 || tingency plan available and functionable, You will have the |

- 3 " A . o Ay . . A vy A - s m
5 Il detalled procedures developed according to Appendix C, They

7 | personnel trained to respond to safeguard incidents as out-

8 || lined in the plan and specified in your procedures should be
10 | Now, neglected in the regulation, itself, is the i
11 | matter of guldance related to enstruction permits and operat-

&l . < - o wr c . . o e sl 4 + X
12 | ing licenses, I know some of you are interested in those ,

|
‘ 14 | to you some guldelines which we feel appropriate for submittal

o

if you're applying for a construction permit that you submit
8 | with your PSAR an outline in commitment to Appendix C with |
| this application., I guess we have not made this statement in |
20 | this particular meeting but we generally want it to be known
21 ||that we believe and will treat as such information in your

22 [contingency plans and your training plans as 2790, Part B or

l
' 23 [[Section B, of our regulations indicate that details of your
¢ | s2curity plan should be withheld from public disclosure and
25 |are identified as being limited in their availatdlity under
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the Freedom of Information Act, So we will continue to treat

this infr tion under this type of protection,

‘ou are planning to submit your FSAR, and when I
speak of your final safety analysis report, I'm also including
your security plan which should accompany that report, if you
are going to submit this prior to the effective date and that
effective date for the contingency plén was June 6 of this
year, you should submit by March 23, 1979, If you're going
to submit your FSAR security plan after the effective date,
that of June 6, but before March 23, 1979, your contingency
plan would be due on March 23, 1979, or 180 days prior to
fuel loading, whichever date is later,

Pinally, if your application for an cperating license
or the submittal of your FSAR is after March 23, 1979, then
we belleve that your contingency plan should be submitted with
the FSAR, The schedule for the submittal of your training
and qualification plans, as indicated on the slide, are to be
provided by August 18, 1979. The training and qualification

plan shall be followed by the licensee no later than 60 days

include & schedule to show how the security personnel will be
qualified within two years after the plan is approved,

You will note that in approaching these particular
additions to our regulations, two significant things have been

incorporated which I think result from our experience together

Hce- Federal cﬁepaﬂaa, e,
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| by 7355, currently contain contingency planning information

63
over the past two years, One is that NRC approval is one of

the triggering events since we're talking about events today
that sets things in motion for your beginning to put into
effect and implement many of your procedures and training
plans and contingency plans, You will also note that con-
siderable time has been allowed for you to complete the train-

ing of all of your personnel, We hope that we have provided

me, timeframe, not arena,
One thing that is important for you to note is that

those physical security plans we've been reviewing, as requireq

and also commitments to a training program, Certainly these
are not to be abandoned because we are going to be working
toward these new parts of our regulations., We feel that this
is a continuation of the process of working together to build
a security program which will be effective in meeting the goals
we have and principally those are the performance objectives
of 7355,

Let me speak to you just briefly about submittal of
guard training programs if you currently aren’t an operating
plant or if you have plans for applying for a construction

permit or a well in the near future, If you are going to ap-

ply for a construction permit, we again would suggest that you#

training program outline and the commitment to the objective

cﬁkr-fﬁmkuﬁ'cﬁﬁmnhnm e,
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of Appendix B be submitted with your application or with your

preliminary safety analysis report, PSAR, If you are going to
submit your application for an oprating license, or your

FEAR, prior to the effective date of the rule which is October
23, 1978, your plans would be due August 18, 1979 and, of
course, the 60 days after NRC approval and the two years for
your fully training all personnel to the requirements of this
plan of the program that you establish would also apply.

If you are going.to submit your FSAR after October
23, 1978, but prior to August 18, 1979, your training plan
should be submitted by August 18, 1979, or 300 days prior to
fuel loading, whichever date is later. And here we feel it
would be appropriate for you to have all of your personnel
trained in accordance with your plan 18 months after NRC
approval and, finally, those of you who may submit an epplica-
tiun for an operating license after August 18, 1979, the
training plan should be submitted with the FSAR and your per-
sonnel should be trained prior to fuel loading.

Now, these are not a part of the regulation., They
are suggestions to you as being pecshaps a workable wo for us
to have the time we need to review and approve your plans
' prior to your reaching critical milestones in your schedule,
namely, the time ymmay want to load fuel,

Let's spéak a little bit about the review procedure,

If we could have the nex. slide, please, I think fairly ob~

HAce- Federal cﬂepotteu, Thne.
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vious to you are the areas we are going to be looking in our

review because they've been mentioned both by Mr, Roe and Mr,
McKenna, but Jjust to refresh your memory we will indicate to
you as shown on this slide that we will be focusing on the
following areas, the events, the objectives, the decision
actions, the licensing planning base, and your responsibility
matrix,

In addition to our review of these areas the Office
of Inspection and Enforcement in your particular region will

be visithg your site to review the procedures that you have

| developed that are appropriate and are associated with this
plan,

We intend in reviewing your contingency plans to
meke full use of the reviewers that have been working with
you reviewing your security plans, So they will have the ad-
ventag of familiarity with the site layout, with your particu-
Elar security plan, that we might take advantage of this under-
%standing they have come to in reviewing your contingency plaens,
iThey may or elect to visit your site again : 12 course of
' their review but it will not be reruicssd of them to do so
'1f they feel that they have adequa‘e detailed knowledge of
your particular site and plan,

In reviewing the training and qualification plans
we'll be looking at the task and elements that you have defined

in your program, the duty descriptions, your performarce ob-

c#%z»f?&ﬂna/¢ﬂeqnnuxg.9hc
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: 66
jectives, and I don't think we can emphasize enough how im-

od

portant these are going to be in our review, We'll also detery
mine the eguipment you've listed as consistent with that ap-
propriate for your security plan, contingency plans, and here
again, the Office of Inspection and Enforcement will be visit-
ing your sites to look at the test materials, the ways that
you're going to establish these qualification--pardon me,
wualify your individuals to show that they do have the know-
ledge, skills, and abilities appropriate for their duty as-
signments,

Here again, the reviewers we intend to assign to pers
form the reviews of your training programs will be familiar
with your gite, with your security plan, with your contingency
plan, They may elect to visit your site again as a part of
their review., That will be a Judg~ that will be made by
them in eccordance with their fam: -4ty with the programs
from their previous reviews and visits to your sites., You
will note I haven't said a great deal about what is the
schedule for completing the NRC review, Certainly for the
guard training program we have not developed a schedule, some-

what too far in the future for us at this point in time to

move forward in the review of your contingency plans in a very
vigurous fashicn and we intend if we receive the information o?

the quality we feel you are capable of providing us that we

Hece- gcJeta/ cﬁepot!eu, e,
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would plan to complete those reviews in about six months,

You have to recognize that this may be optimistic since I'm
relying heavily upon the knowledge and the experience of the
reviewer in facilitating this task in reviewing your con-
tir gency plans,

Sometimes our ability to maintain those people in

their current assignments is not always absolute and we will

have to adjust as required in these areas,

Let's move now into another area related to the

amendment procedures, I'm not going to speak at length on
this topic since we discussed it with ycu in Albuquerque as
it related to your security plans and it's quite similar for
your contingency plan and guard training programs, Certainly
it 1s our intent to work closely with the licensees and the
applicante to resolve all issues so that when we write our
security plan evaluation report thesec things will all be re-

solved and we can indicate in our report that we have reached

& conclusion or Judgment of the plan that it does meet the

:requi‘ements of our regulations and will provide the protection

|
a

for the health and safety of the public,

However, from our previous experience we know that
there can be difficult issues that resist our resolution and
i1:[’ we find in the course of our review that it 1s necessary to
identify to you an area which we feel must be added to your

plan, information must be added to your plan, we will identify

cﬁkr-fzaﬂnafcdeqxnhng The.
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' 4n a letter to you that it is our intention to make this a

2 | requirement, You then would have the opportunity to avail

3 I vourself to the appeal process to our management that most of

4 | you are familiar with and this, of course, provides you an

opportunity to present thes reasons you have for not adding

6 | that to your plan and also the managenment will be aware of

7 ‘the staff position on this subject. If at the conclusion of
i ]

6 |
|

® | accepted your plan or you have agreed to make additions to

this appeal process it has been resolved and the staff has

0 | your plan, then, of course, we will issue our security plan
" | evaluation report and the matter will be taken care of.

12 If, however, differences persist, we then are pre-

13 | pared to go through the procedures cf conditioning your licenseé,
‘ 14 || making changes to your license by an order which will add that
15 | requirement to your security plan--pardon me, to your con-

6 | tingency plan or your guard training program, and I think

17 | you're all familiar with the various procedures that must go

18 | along with this process of allowing an opportunity for a

19 | hearing and this type of activity.,

20 Now, all those things that you have been reviewing

21 [under 7355 to date predated the publication of a new fee

22 | schedule whicr appeared in the Federal Register February 21,
. 23 | 1978, and there has been no fee associated with our review of

% | your security plan and as far as 7355 is concerned, there will

% | be no fee associated with it until it becomes a part of your

csz-f]aﬁna/cdeqxnhng Ihne.
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license or condition on your license, It represents our con-

cluding, culminating activity, I guess you might say. How-
ever, in our judgment we look at the submittal of the con-
tingency plans and the guard training programs as another
activity associated with Part 73, Parv 7355, of course, but
for these particular submittals it will be necessary for you
to provide a determination of the amendment class, information
class, perhaps, isa better phrase to use, and state the basis
that you used in arriving at that determination and then sub-
mit with your contingency plan and guard training program,
these are two separate submittals, of course, the appropriate
fee associated with that class of amendment or class of in-
formation,

Now, we will review that, the NRC will review that
and, if we agree with you, we will accept your application and
your fee and proceed with the review, However, if we disagree,
we will notify you we find your determination is faulty faor
the following reasons and we will suggest that you send us
more money, usually that is the way it goes anyway, before
we begin the review of your plan, Now, the staff's judgment,
and we have discussed this with our branch which is responsible
for developing the fee schedule, and with our legal advisers,
and we believe that this information you will be submitting
falls in the category of Clas= 3, I might just read to you

from this categorization this type of information and the type

Hee- Federal cﬁ?epoztcu, e,
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of information that is included,

It reads, "Amendments, exemptions, or required ap-
provals that involve a single environmental safety or other
task have acceptability for the issue clearly identified by
an NRC position or are deemed not to invclve the significant
hazard consideration,” Since we judged that these submittals
will have to have our approval, we, therefore, have categorized
them as Class 3, Let me add at this time we cdo not have a
written, legal opinion on this. At one of our previous meet-
ings or with the licensees, it was suggested they would like
to see such & thing in writing. I guess that you may obtain
that by submitting your own determination of classificatian
and you will have our legal opinion when we respond with our
determination of what we feel is the appropriate classifica-
tion,

Let me say in conclusion that we appreclate the
working relationship we have established over the past two
years, It is certainly our intent to continue working with
the licensees and with the fellow workers we have in the
regions working toward our common goal of establishing the
acceptable level of protection for all of your facilities,

Thank you very much,

MR, MILLER: Gentlemen, we appear to be quite a bit
ahead of schedule,, I think it may be best if we take, say,

maybe 10 minutes until we can get everybody up here unless

cfkr-fﬁﬂkud’cﬁ@Mnﬂng Ine.
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somebody has a violent objection., We will then just continue

on with the questions. Let's take 10,

(A short recess was taken,)

MR, MILLER: On the record,

I don't know if we got more efficient this morning
or got started earlier or what happened but here we are,
This in our other meetings has been the time when we've opened
everything up for questioning. I suggest we continue on and
we will see what happens, There was a remark made to me if
we would talk a little bit about the workshops, This 1s some-
thing we Jjust discussed briefly at the other meetings. We do
have planned, if I can get enough indication from you that you

think 1t's worthwhile, to hold small group workshops on the

| development of the guard training plans, if you will, specif-

ically aimed at defining and working a little bit with Jjob
analysis, As I mentioned to you before, I'm sure that you all
are now experts in job analysis. I'm not, I still don't
understand the terms and I don't know any other wéy to do it
but to either ask you for comment or ask for a show of hands,
We think we can get together with the people you will have
actually writing the guard training plans, sit down and go
through a workshop kind of thing, a small group, two or three
from your facility and two or three from your neighbor's
facility and essentially get a lot of the generic work out of

the way. I don't know, Can I get a feel from you? If some-

cikr-gﬁdnufcﬂe¢xnhng The.
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body wants to make a comment, I will entertain that or if I

| can get a show of hands, Why don't we try it with a show of
hands first? Can I see those that think a workshap is a good
idea and want to go a2head? 0.,K. Thank you,

With that let me open it up., I think everybody is
up here that will be able to answer questions, Can we start
the questions? Again be sure to identify yourself and ycur
affiliation for the benefit of our transcribers, Yes, sir,
MR, JOHNSON: ILeonard Johnson, Public Service Company
of Colorado. Addressing ourselves to the subject of backzround
checks, we have attempted to secure this information through
out local law enforcement agencies and they have denied us
this including the safe ceposltory of records, I made an in-
quiry into the local FBI office. They made an inquiry into
Washington and they came back with the information that the
Nuclear Regulatory Commission had already made agreements with
the FBI whereby they could submit or the FBI would provide for
the NRC fingerprint cards., The fingerprint cards would then
be sent to the local agencies or the licensees where they would
be filled out, returned to the NRC, and that the NRC would then
submit them to the FBI, The records would be returned to the

INRC and the NRC would then make the determination as to whether

Or not any records would eilther fit the individual for service
\nith the company or would deny that type of information, My
Question 1s do we have any information on this from you people?

Hce- 9ec{aaf cReporteu. The.
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MR, MILLER: Not really., I guess there was some

liaison between us and the FBI, To my knowledge, but I will
check and get back to you if there is anything additional,

| to my knowledge it was in the area of doing an NAC type check

n

' in conjunction with the, quote, "clearance rule," unquote,

It was not done to the best of my knowledge separate from that
action, As Mr, Jones ttated this morning, we still don't know

|
' the final outcome of that,

All right.
MR, DETTMAN: Bryan Dettman, PG & £E. I have & coup;ﬁ
' of questions. The first one is on contingency plans, We all
know that the best leid plan often goes astray and that some-
times we're not going to have tne time to follow a specific
contingency plan, Will I be cited for it?

MR, NORDERHAUG: Bryan, we Jjust have to see what

ihappens at the time, We will have to Judge that at the time,

§Obviously we will review how you handled a particular contin-
!gency. If you deviated from the plan, we will determine if
ithat deviation was warrented and, if not, then we would argue
' with you, Otherwise we would say nothirg.

MR, DETTMAN: O0,K., The second question regards
training. We have ordered owr CAS and SAS equipment and it
appears it 1s going to take some extended training to make
people be able to operate this properly, It also appears

that 1t might be very difficult to make the entire force

Hce- Federal cRepoz.‘eu, Thne.
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' about, By the same token you made us commit to random duty

| tioned this morning that you could put a person in a wheelchaif

'has been suggested in some reviews that random selection and

'be assigned to that particular post when you no longer are able

T4
capable of operating that egquipment, particularly in terms

of the training guldes or outlines that you have told us

assignments to mitigate the problem of the insider. You men-

at CAS, Obviously that is the only post they could work,
All right. How do you equate that with random duty assign-
ments? Obviously that man knows he is going to work CAS or
SAS.,

MR, CLARK: Well, I think the answer to your gues-
tion is rather straight forward, There are several things
that you have to meet in providing the protection that is
required, Of course we expect you to continue to meet the

performance objective of protecting against the insider, It

assignment of personnel to the duty posts does provide a
measure of protection against the insider. That is not the
only way this may be protected against, If you choose to make

a determination that you will limit the number of people to

to do it on a random basis, then we would expect you to providd
something that would augment the protection against the insider
in another way,

MR, DETTMAN: How about a suggestion on what that

might be?

cdhr-f]nﬂna/cﬂaqxnhng Thne.
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75
MR, CLARK: We will be glad to review any suggestionp

that you make,

MR, DETTMAN: What training program might I be in-

MR, MILLER: What you will be expected against--
of course we expect you to implemant your train. g program
as soon as we have approved your plan, However, if that does
not occur in the next itwo years you will be inspected against
that that you have committed in your physical security plan
to date, 520, whatever you are now using.

MR, DETTMAN: One other questlon, What does the
term immediately available mean in terms of weapons?

MR, MILLER: Let me give you an example, I think
that would be the best way. If your armed responder must and
is located, let's say, in the west side of your plan in his
normal duty, and he is required to respond to the far west
slde 1in X minutes, when he gets to the far west side or to

the position where he 1s supposed to be for that particular

weapon,

MR, DETTMAN: Thank you.

MR, HILLYARD: H, W, Hillyard, Public Service
Company. I have several questions, The first one I would
like to ask you to.respond to is that a number of places in

Appendix B and C you refer to members of the security organiza+

cikr-gkdnufcdeqxnhng The.
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tion being required to do various things or to meet various
criteria., Ve're having trouble identifying how high up in our
organization you intend that to go, Would you care to give us
an interpretation?

MR, MILLER: I think it was briefly discussed but
let me try another shot., If you identify, for example, the
shift supervisor as the individual on your particular site

whe must use a pilece of complicated radio equipment to notify

‘the LLEA, I think that was an example that was used, then that

indivicual must be trained in using that pilece of eguipment,
By the same token if you say to us that the plant superintend-
ent will not b¢ immediately responsible “or taking control of
the action necessary to stop the event, then he does not have.
to be trained,

MR, HILLYARD: O.,K, In Section 1l of Appendix B
there are it appears to me in B-2, B, and C and Section G two
requirements that conflict, B-2, B, and C has to do with the
determination of emotional stabllity and a statement in G has
to do with prohititing the investigation into certain feelings
in the person's political beliefs, religion, and so on and so
forth, Would you tell me, please, hovw we implement both of
those without violating either one?

MR, MILLER: The feeling of the Commission was that
for an armed individual you need to do everything possible to

determine his trustworthiness and stability. Therefore, the

<=%x-5ﬂdnafcf@mxun4.ﬂu:
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words were put in for an arrmed individual who should have some

type'or psychological test, if you will, I guess I'm not--
that 1s not too good an answer for the second part, However,
we will come back to you on specifically what the inferences
are,

MR, HILLYARD: The third question I have refers to

your requirement for familiarization with night firing and in

| our plant and I think most plants, we are required to maintain

a light level of two tenths of a foot to handle the horizontal
at night., Is it your thought that we should qualify the night
firing under those lighting conditions and, if not, what did
you have in mind when you required familiarization with night
firing?

MR, MILLER: If you'll notice, there is no word
in there that you have to qualify at night. You have to be
familiar with it, The intent is, and I'm sure if you have
ever fired a weapon at night, you know there'is a flash or a
glow, the intent is to familiarize the individual and I would
mwefer to see it lessened to point two-foot candles but to
familiarize the individual so that he knows what that weapon
is golng to look like when he fires it at night. That is all.

MR, HILLYARD: Thank you,

MR, YOUNG: J. Young, Portland General Electric,

Can you give us any more guidance on the contingency

procedures as to how they will differ from the responsitflity

cﬁkr-finﬂnafcﬂaqxuumm Thne.
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' I matrix of the contingency plan?

? : MR, ROE: The responsibility matrix will basically
3 | highlight the tasks or decision actions that each individual
4 must have and its by event and it indicates by a responsible
5 | person, You might call this the broad overview in the inter-
6 | relationship between those particular tasks and the responsi-
7 | bility for conducting those tasks, The procedures will be

8 | basically detailed concise directions for each one of those

9 | particular types of events, So you are basically talking

0 | about a different format and a level, different level of detail.
n The responsibility matrix, I would think, would be
12 | fairly concrete and not changing in its form too much but you
13 | may have procedures that you want to change the way you ap-
proach specific directions and this would be the difference be+
16 | tween the level of detail that you would have in the responsi-
16 | bility matrix which would tell you basically the decision

17 lactions to reach the objectives and then the concise and run

18 | of detailed instructions that you do have in procedures,

19 MR, YOUNG: O0.K,

20 MR, ROE: There is one point we should make that I

21 |made in my presentation and that iz in some instances the

22 | responsibility matrix provides sufficient detail to become a
' 23 |procedure so there needs to be no follow on information given

2 lin that particular case, Where you have found that the

% lresponsibility matrix meets that requirement, you should state

cﬁkr-fZaﬂnafcdaqxwkta‘ﬂhc
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it in the procedure section so it doesn't appear there has

been a gap in information,

MR, YOUNG: Regarding the stated difference in for-
' mat that they may take, for example, let's say that CAS!
actions are the same 6n many of the events, so that when you
went to writing the procedures you may write specific procedures
for CAS and it would cover a number of events but it would be
| the same procedure, so I guess I could kind of see you having
;a manual on site that mey heve the responsibility matrix in
there and then you may have subsections in there that would
identify each guard’'s station. Then it would give his indi-
lvidual responses forthese events, Do you see something like
that for e possibility?

MR, ROE: That is one approach and there are other
approaches and we do not want to take basically the latitude
away from you and tell you which approach to take,

MR, HILTZ: John Hiltz of SMUD,

You spoke of fees in predeterminations in regard to
‘contingency plans, Could you relate this to contingency plans
that have already been submitted with the security plans?

MR, CLARK: 1I'll try to. As a part of the security
‘plan that you submitted, as I mentioned in my brief presenta-
tion, you currently are required to have sections which ad-

dress contingency planning and to address training, Ve expect

those sections to be in and to be approved by the NRC. There

HAce- gdna/ cRe,bodeu, Tne.
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'in there does meet the guldance put out and the treatments

|

|that 1s the exception rather than the rule., I have some

80

are no fees assoclated with those pa.ticular documents, If
it turned out to be and we know of, I guess I can say, no case
where the section from the security plan am as complete as
those requirementes now stated in Appendix B and Appendix C,
this constitutes a change and additional approval by NRC and
those are the areas we are speaking of that require a fee,
Those things which are currently in your security filing will
be ayproved but you should understand that as we stated in the
reglonal meetings in early spring of '77 that these were
interim pending the development of the guidence and the ef-
fective rulee relating to contingency planning and to the
guard training. You don't look satisfiled, John,

MR, HILTZ: We have had no comments to date on that
section in the plan and it's presumed you were putting off
looking at those until you reviewed--until you got into actual

contingency plan review, It is my feeling that is what is

teken from that guide,
MR, CLARK: There may be some plans which have at-
tempted to do that and certainly 1f it is complete and requireJ

no further review, there should be no charge, but I would say

familiarity with SMUD and other than going to site specifics
I will say that we will review il again when we get back home

and I'11l have to correspond with you,

Hce- Gedeta/ c‘ﬂcpoztcu, ﬂnc.
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' MR. HILTZ: I guess what I'm really asking is we

see no action on our part to meet the contingency plans sub-
? | mittal since we feel we have submitted 1t, Until we hear
back from you we would not submit anything,

5 MR, CLARK: We agree to the approach that we will

6 | return our response to you, However, I don't believe we can
7 | indicatc that you have no responsibility, I think that that
8 | 4s not the case but we are quite willing to work with you

® land I will investigate it when I return,

10 MR, MILLER: Anything else?

n If there is nothing else, I would like to thank all
12 I of you for coming., We are getting through awfully early, We
13 I certainly do appreciate it and we will be in touch and we e;-

14 | courage you to be in touch, Thank you,

15 Off the record,
16 (Whereupon, at 12:10 p.m., the hearing was closed,)
17

18

19

20

21

22

23

24

25

cikr-fiuﬁnnfcdaqxnnta Thne.
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