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Unauthorized Operation of Plant Equipment

EVENT DATE B il RAPOR T DATE (7 CTWIR PALILTTIS WV vED &
wONTH | Dav | veam | viam eowsis ]| [Rmoslwonta]| Dav | vear TAC . TY mawas DOCRET s »8
01010)0:0) 1 1
0|7 |olsfslal8lsl jof1]1[Tloo o]8lo]3]e]s 18,0 ,0,0, |
U THIE R PORT B BUBMITTLD PURBUANT TO Twl REQUIREMENTE OF 18 CFR | /Chact Sme & merw 2 e fomewsng’ (11)
oot » 5 ® wan || ™ X | o rswianm e
Ot 20 W8 L2 N . 80 Thei @y ATV
LEVEL Py - Pl
ne 00 {0 20 00 || emem 0 TReNT) e OTHER B = Adem
20 208 M 1w - 0 TG - [_Rs SN PEE P =.~- e
30 408 ) (1 )im) B0 T2 in Irs B0 T3 v ) B
— —
20 4081 Hiw! 0 73010 i 80 T3 @)
LICENSEE CONTACT SOR TS LER (12)
NawE TELEPHONE MUMSER §
Gary R. Pendergraff - Superintendent, Security r g
- 3111641647 161-183 )00
COMPLETE ONE LINE FOR EACH COMPONENT FAILURL DESCRIBED IN THEE REPORT (13
CAUSE [SvSTEM| COMPONENT -+ o pesonTas.e CAUSE |SYSTEM | COMPONENT e }:?.':;;J 1
1L e B 2 L - 14 LB
1 1 11 L1 1 1 i N | ~]
SUPP EMENTAL REFORT EXPECTED 18 MONTH | Dav vEAS
EXPECTED
UM §510%
_-] YES /1 o compiens EXPECTED SUBMISSION DATE "X] ~C ey ) 1 j 1 1

[ABETRALT (Lot @ 1800 spmcm

8502280416 B411
PDR FuUl
VARRICC84—671

(NGO2B-Al).

R MBSOy TEeT WA SBeCc TyBews T weas (18

On 7/4/84 at 1507 CDT, Containment Purge Isolation and Control Room
Ventilation lsolation signals (CPIS and CRVIS) were actuated by a
Containment radiation alarm from loss of power to radiation elements
GT-RE-31 and GT-RE-33, along with a Control Room radiation alarm from
loss of power to radiation element GK-RE-4.
120 volt breakers that feed GT-RT-31, GT-RT-33, and GK-RT-4 (the
transmitters for the associated radiation elements) were in the OPEN
position along with five other breakers in the same distribution panel
Upon discovery, the eight breakers were reset and the
associated systems restored to their normal lineups.

It was discovered that the

No radiation above normal background was present and the event posed no
threat to the public health or safety.
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uipment Operator (EO) was dispatched to distribution panel NGOZB-Al in
to check the panel indication of the respective breakers. The
oun

On 7/4/84 at 1507 CDT, Containment Purge Isolation and Control Room
Ventilation Isolation signals (CPIS and CRVIS) were actuated by a
Containment radiation alarm from loss of power to radiation elements
GT-RE-31 and CT-RE-33, along with a Control Room radiation alarm from
loss of power to radiation element GK-RE-4. At approximately 1510 an

reakers to
radiation transmitters the transmitters
to the respective radiation elements, in the O pos on along with
five other breakers. The EO was instructed by the Control Room to
return the breakers to the ON position. At 1555, the CPIS and CkVIS
vere reset in the Control Room, and at 1615 the Control Room ventilation
lineup was returned to normal.

An investigation was initiated on 7/4/84 to determine how the breakers

had been opened. The investigstion entailed numerous interviews of all
personnel in the#at the time of the incident, along
wvith a comparison o ingerprints lifted from the distribution panel to
those individuals that were in thm For further
details of this investigation refer to the Frogressive Investigative

Report transmitted via ULNRC-890 from Schnell to Keppler.

Despite this substantial investigative effort, the person(s) who opened

the breakers in|j i ren2irs voknown. In view of this, additional
physical security mzasures have been implemented to ensure incidents of

this nature will not be repeated. These measures will remain in effect
until such time as the suspect(sl/is,idegﬁ}fied and-removed frof_fbﬁ—tihnﬁlV
site, or until the completion of power ascension testi , based upon

this being a time when construction TvIties wvould Be completed and
construction forces greatly reduced. Rooms identified within the

which contain vital equipment, that would be

susceptible to the type of incident that occurred, are as follows:

Elevation Room # Room Title
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Access control has been instituted at the portals to the aforementioned

3{” rooms, either by the computerized system or the issuance of hard keys.
) g It should be noted that_has a temporary barrier in place to
rma

;vy'ee,' prevent access as the no entrance has cables which prevent mounting
G{O'_,- > of the door. Alarms generated at these portals shall be responded to in
« ./";i L the same manner as alarms generated at vital area doors.
v L
5y
: v No radiation above normal background was present and the event posed no
v J
6] 79 threat to the public health or safety.

Previous occurrences: none
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UNION ELECTRIC COMPANY
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57 Louig MissSOUR)

MAIING ADDRESS
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vice mmreDEN August 9, 1984 BT LOUIS. MIBBOUR 83188

Mr. James G. Keppler
Regional Administrator
U.S. Nuclear Regulatory Commission

Region III
799 Roosevelt Road
Glen Ellyn, IL 60137 ULNRC-890

Dear Mr. Keppler:

UNAUTHORIZED OPERATION OF PLANT EQUIPMENT
CALLAWAY PLANT
DOCKET NUMBER 50-483

Ref: Confirmatory Action Letter dated July 6, 1984

This letter addresses the NRC concerns stated in the
referenced letter to Union Electric. A thorough investigation
has been conducted in regard to the July 4, 1984 incident. The
most probable cause appears to be an intentional act of malicious
mischief in the unauthorized opening of circuit breakers. The
act resulted in a loss of power to three radiation monitors
result.ng in the isolation of the control room ventilation and
contairment purge systems.

Our investigation included interviews of fifty-nine
people who were initially indicated by our computerized personnel
access log to have had access to the general plant area. None
of the initial interviews was conclusive. Thirty-five of these
people were subseguently removed from further consideration
because their individual card/key transaction records indicated
they could not have been in the specific area at the time. The
remaining twenty-four people were re-interviewed and all sub-
mitted to fingerprinting for comparison with fingerprints tiken
from the breaker panel in guestion. Neither the re-interviews

_ nor the fingerprinting yielded any clue as to the identity of

the individual.

when the investigation proved inconclusive, Union
Electric instituted corrective actions in an effort to prevent
recurrence of this type of act. Access controls in the form
of the computerized card/key system, hard key issuance and
temporary barriers have been instituted for rooms in the
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Mr. James G. Keppler
Page 2
August 9, 1984 -

auxiliary building which contain sensitive eguipment and

which would be susceptible to this type of incident. Sensitive
rooms in other buildings have been reviewed and have appro-
priate monitoring in place. Additionally, I have issued a
letter to personnel with unescorted access reminding them of
the potential conseguences and civil or criminal penalties for
acts of this type.

A detailed progressive investigation report regarding
this issue as well as the associated Licensee Event Report are
attached for your review. Should you have any further gquestions,
Messrs. G. R. Pendergraff, Superintendent-Security, or
P. T. Appleby, Assistant Manager, Support Services, were
involved in the investigation and are available to provide
any required assistance.

Very truly yours,

(Rt ot

Donald F. Schnell
DFS/RLP/bjp

cc: W. L. Forney, NRC Region III
NRC Resident Inspectors, Callaway Plant (2)
Missouri Public Service Commission
J. R. Creed, NRC Region III

URION ELECTRIC




