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A INTRODUCTION
1.1 Bagckground

The importance of a well-designed human-system interface (HS1) to reliable human performanc..
and nuclear safety is widel’ acinowledged. A report of the National Academy of Sciences (Moray &
Huey, 1988) indicated that m.e of tee first insights from studies of the Three Mile Island (TM1) accident
was that errors cau 4 by operz*on in the control room (CR) are a significant contributing factor to
nuclear power plant (NPP) inciacnts and sccidents. The errors at TMI were due 10 several factors
including a poorly designed CR and \»adequate provisions for meutoring of the basic safety parameters
of plant functioning. The laternations! Nuclear Safety Advisory Group (INSAG, 1988) cf the
International Atomiz Epergy Agency (IAEA) in s % internationally recognized basic safety principies
indicated that "one of the most imporiant lessons of abnormal events, ranging from minor incidents 1o
serious accidents is that they have so often been the result of incorrect human action.” Further,
*continued ¥~ ~wledge and understanding of the status of the plant on the part of operating staffis a vital
component of defense in depth.* This .onclusion led to the following safety principle that plants should
ensure that: “Parameters to be monitored in the CR are selected, and their displays are arranged to
ensure that operators h-ve clear and unambiguous indications of the status of plant conditions important
1o safety, especially 101 <he purpose of identifying and diagnosing the autom=tic actuation and operation
of & safety system or the degradation of defense in depth.”

In the U.S.. the Nuclear Regulatory Comirission (NRC) rcviews the human engineering aspects
of CRs to ensure that they are designed to good human factors engineering (HFE) principles and that
operator performance and reliability a;e appropriately =ypported. In response 10 the investigations
following TMI, the U.S. NRC developed an action plan (U.S. NRC. 19802 and 1980b) to address safety-
significant deficiencies in commercial NPPs. In addition, a formal humaa factors program was initiated
in the NRC. With respect 10 HSI interface, there were two significant outgrowths of the post-TMI
planning. First, all licensees and applicants for commercial NPF operating licenses were required to
conduct a detailed CR design review (DCRDR) and including reviews of remote shuidown panels to
identify and correct bi man factors design deficiencies. Extensive guidelines, published in NUREG-0700,
*Guidelines for Control Room Design Review (U.S. NRC, 1981), were prepared for these evaluations.
Second. all licensees and applicants were required to install a Plant Safety Parameters Display System
(SPDS) to aid operators 10 rapidly and reliably determine the safety status of the plant, something they
were unaole to do during the accident at TMI, The minimum information required was reactivity control,
reactor core cooling, and heat removal from the primary system, reactor coolant system integrity,
radioactivity control, and containment conditions. - The NRC provided guidance on SPDS design and
implementation (U.S. NRC, 1980¢, 1981). Analogous requirements for SPDS and human engineering
of CRs were established for new plant designs in 10 CFR 5034. In addition to requiring licensees 10
conduct DCRDRs and install SPDS consoles, the evaluation of licensees’ compliance regarding these
issues became pan of the NRC's Standard Review Plan (SRP) (U.S. NRC, 1984), Sections 18.1 and 18.2,
respectively. The SKP describes the review procedures and acceptance criteria that tne NRC uses for
each area covered.

The DCRDRs have produced s great deal of information regarding human engineering
deficiencies (HEDs) that existed in NPPs A recent study by the Electric Power Research Institute
(EPRI) evaluated 25 DCRDRs performed in the 1980s in order 10 identify and categorize the identified
problems based upon the categorization scheme provided in NUREG-0700 (Seminara, 1988). A total
of 4,345 HEDs were evaluated in the EPRI study and a summary of the HEDs within each category is
given in Table 1.1. It was found that there was & steady increase in the number of HEDs per CR
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reported between 1981 and 1986 as NUREGL700 became increasingly applied to the PDCRDRs. In
general, the HSI issues associated with NPPs are broad and cover all aspeots of CR design as can be seen

in Table 1.1.
Table 1.1. Summary of Human Error Deficiencies Found in 25 DCRDRs

Workspace 26
62 Communications 160 6
63 Annunciators 488 20:|
64 Controls 558 2
6.5 Displays 1085 43
6.6 Labels 638
6.7 Computer 338
6.8 Panel Layout 328
69  C/D Integration 112

Summary:
NOTE: From Seminara,

Problems have been reported following ‘e review of SPDS interfaces as well (Liner, R, and
DeBor, ., 1988). The main purpose of SPDS is to assist operators at detecting, interpreting, and
tracking process disturbances by providing a concise display of key parameters and an ability to track
changes. However, poor information displays which confuse or misiead operators have led 10 poor

acceptance of these systems in some planis.

Following the completion of DCRDR- and SPDS-related reviews, atten:inn was focussed on
research areas for which scientific data were insufficient to support regulation. One such area was
the introduction of advanced, computer-based HSI technology which was not utilized in TMl-era
NPPs. . ¥l LT

Advanced, computer-based HS! designs are emerg ig in NPPs as a result of several factors.
These include: (1) incorporation of computer-based systems (such as SPDS), (2) backfitting of
current CRs with new control and display technologies, when existing hardware is no longer
supported by equipment vendors, and (3) development of advanced CR concepts as part of new
(evolutionary and revolutionary) reactor designs. The Srst two activities result in a hybrid CR
reflecting & mix of conventional and advanced technologies. Advanced CRs will be developed
primarily with advanced instrumentation and controls based upon digital technology and will be
substantially different from conventional and hybrid CRs. These developments may have significant
implications for plant safety in that they will affect the operator’s overall role (function) in the
system, the method of information presentation, the ways in which the operator interacts with the sys-
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tem, and the requirements on the operator o understand and supervise an increasingly complex
sysiem.

To help assure that advanced technology is incorporated in both DEW duu existing CRs in &
way that emphasizes the potential safety benefits of the technology and minimizes the potential
negative effects on performance and plant safety, the WRC reviews the design and implementation ot
significant changes 10 CRs and reviews the human engineering aspects of aew CR designs. The
principal guidance (NUREG-0700; U.S. NRC, 1981) available to the NRC, however, was developed
more than ten years ago, well prior to these technological changes and was tailored to the technolo-
gies used in *conventional® CRs. Accordingly, the human factors guidance peeds to be updated to

serve as the basis for NRC review of these advanced designs.

While there is still much to be learned about the effects of advanced technology interfaces on
human performance, there have been many government, and professional groups (€-g- NASA, DoD,
Human Factors Society), which have initiated development of guidelines and evaluation method-
ologies for the incorporation of advanced technology into the HSI. Over the past ten yean, the NRC
has sponsored several studies addressing the cvaluation of various aspects of advanced CR technolo-
gies (e.g.. Gilmore, 1985, Rankin et al, 1985; US. NRC, 1984b). In addition, NRC has been a
member of the Halden Project which has been very active in the testing and evaluation of computer-
based CR technology and in developing evaluation criteria for such systems (sec Kennedy, 1989 for
an overview of this work). More recently, there has also been considerable activity within the
nuclear industry to develop guidelines and standards for advanced technology interfaces (e.g., 1EC,
1989; EPRI, 1990).

Several of the efforts to develop buman factors guidance for advanced HSI have been based
on multi-year studies incorporating peer review. While it is recognized that the HSI requirements in
puclear power plant CRs are unique in many ways, a critical review and incorporation of relevant
portions of prior (and ongoing) efforts in other fields will maximize the speed of NRC's guideline
development effort. Such an approach will enable the available iesources 10 be specifically directed
toward resolving those issues which are either unique 1o NPPs or which have not been adequately ad-
dressed by available guidelines and evaluation techniques. Further, there are many similarities
between both advanced CRs and local HSls in NPPs and other advanced worksiation applications
such as telecommunications network CRs, space-based workstations, advanced aircraft cockpits, and
military *command, control, communications and intelligenee” (C°1) workstations. This trend toward
increasing similarity of command and control poniplexes for diverse applications has been referred to
as "convergent evolution” (Weiner, 1988) and is, in part, being brought about by digital technology.
Thus, while there will remain many unigile aspeats 1o NPFP operations, modern approaches to CR

design share much in common with design of other types of control complexes, thus providing 2
further technolo~y transfer benefit.

12 Project Objective and Overview

The overall purpose of this project is to develop human factors guidelines for the review of
advanced human system interfaces in NPPs. Accordingly, several objectives have been identified:

1. To develop & general framework (or approach) for the evaluation of advanced HSI

since such evaluations are likely 10 be influenced by different factors than NRC HSI
reviews conducted in conventional control rooms.
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To develop a *Guideline” document to suppont the review of advanced HSIs based
upon accepted human factors engineering principles, standards, and guidance avail-
able from within and outside the nuclear energy community. 1o this document, the
term "Guideline* (with a capitol "G") refers to the entire document, while the term
*guideline* refers 1o the individual guidelines within the document.

To develop an interactive, computer-based document 10 facilitate guideline access and
to provide user aids to suppen the conduct of reviews.

To perform tests and evaluations of the guideline in order to support its technical
validity, scope, content, and functionality.

To identify areas that are important 10 performing reviews of advanced NPP HSIs for
which available guidance is inadequate to support human factors reviews and develop
aporoaches 1o closing ibe *gaps.’

The project has an additional objective to utilize the results of this effort to supporn
the NRC raview of advanced control room designs. While this objective has been
accomplished, it will not be discussed in this report due to the proprietary nature of
the material.

The project is composed of five major tasks, each one corresponding to the five objectives

listed above:

Task 1 - General HFE Program Review Model Development
Task 2 - Guideline Development

Task 3 - Interactive Document Development

Task 4 - Test, Evaluation, and Guideline Modification

Task $ - New Guidance Development

These general tasks are illustrated at the top of Figure 1.1. In the shaded boxes below, each
task is broken into its major subtasks. At present, Tasks 1, 2, and 3 are completed and Task 4 is
underway. While some effort toward Task § has been accomplish~d, the main effort will be
conducted following the completion of Task 4. Figure 1.1 also shows the planned revisions to the
Guideline (shown in the bold-outlined boxes). At present the Development Test has been completed
and based upon the results the Guideline has been modified. Thus, Revision 2 of the Guideline is
compluted and appears in Volume 2 of the report. [he first draft of the Guideline will be considered
complete when Revision 3 of the Guideline is accomplished following modifications based upon User
Test and Peer-Review Workshop evaluations.

A brief overview of these tasks follows (a more detailed description of these tasks is
contained in this the remaining sections of this report).

As indicated above, the project is composed of a five primary tasks. The purpose of Task 1 -
General HFE Program Review Model Development was 10 evaluate the issues that impact the
performance of HFE reviews of advanced technology. These issues include specific factors that affect
the NRC regulatory responsibil.y as well as general issues regarding the impa=t of advanced
technology on operating crew performaace in high-reliability and complex supervisory control systems.
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Based upon & analysis of these issues, 8 broad evaluation model was developed 1o encompass the
issues that were identified. The model is expressed in fairly broad terms and will not be fully
developed in this project. Instead one aspect of the model was selected for detailed development in
Task 2 ( Guideline Development) - HFE guideline for computer-based HSIs. As pan of Task 2, 2
guideline development methodology was established and individual guidelines were assembled into an
organizational structures and standardized.

In Task 3 - Interactive Document Development, the guidelines developes in Task 2 were
assemmbled into an eiectronic database and an interactive document was created. The interactive
document not only contains the guidelines, it provides reviewer aids to facilitate guideline utilization,

evaluation, and report generation.

In Task 4 - Test, Evaluation, and Guideline Modification, the guideline is being evaluated for
its technical content as well as its user interfaces and functionality. Three different types of
evaluations are being conducted and the Guideline is being modified based upon the test/evaluation
results. The guidelines are being tested by the developers (Develcpment Test) and a selecred group
of representative users (User Tests). In addition, the Guideline will be evaluated in a peer-review
workshop. Based upon the results of the User Test and Workshop, Revision 3 of the Guideline will

be developed.

Task § will addresses new guideline development. Through the development, test and
evaluation activities already accomplished, some gaps and deficiencies in the guidelines have already
been identified. As testing proceeds additional deficiencies will be found. A methodology to address
the development and incorporation of new guidelines in '.¢ Guideline will be developed.

13 the

The remainder of Volume 1 of the report is generally organized by the Tasks identified above
and in Figure 1.1. Section 2 describes the development of a general mode! for the review of
advanced NPP human factors and the factors and issues which were important in developing the
approach. Developing the details of the entize model was beyond the scope of the project. Section 3
describes the development methodology of the aspect of the model 1o be addressed by the remainder
of the project, i.e., HFE guidelines for the review of advanced HSI, and the overall scope of the
guideline development effort. Section 4 describes the development of the interactive document and
its present functions and user interfaces. Section § describes the tests and evaluations that have been
performed to date. This work is presently underway, so only preliminary information is available.
Task § on new guideline development has not fully begun, but some preliminary information of areas
of advanced HS! for which available guidance {s weak has been developed and is presented in Section
6 The references are not provided in this draft material.

The Guideline developed thus far is contained in Volume 2 of this report (bound separately).
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i DEVELOPMENT OF A GENERAL MODEL FOR THE REVIEW OF
ADVANCED REACTOR HFE

llmmmmﬂmmm

In order to deveiop an approach 10 the review of the human factors engineering of advanced
NPPs, it was necessary to consider the factors which can be expected to impact such reviews. Several
sources of information were reviewed to identify significant issues, including:

. Current NRC regulations governing the review of advanced reactors,

. Research reports and publications on advanced technology being developed for human
system interfaces in process control application,

. information available on advanced NPP control room designs,

. Advanced instrumentation and controls surveys conducted for the NRC (Carter and

Urig, 1990), the IAEA (Neboyan and Kaossilov, 1990), and the OECD (Kennedy, 1988),

. General human factors literature on human information processing and the effects of
advanced technology on human peiformance, and

. Existing literature on human factors standards and guidelines for advanced HSL

Based upon a review of the above material, many factors were identified which have implications
for the development of an approach to the review of the human factors engineering of advanced HSL
These factors are organized into four categories: regulatory issues (Section 2.1.1), trends in NPP HSIs
(Section 2.1.2), human information processing and performance factors (Section 2.1.3), and advanced HSI
guidelines issues (Section 2.14; The implications of these factors and issues for the HFE review are

summarized in Section 2.135.
2.1.1  Regulatory Considerstions

Two factors are considered in this section:

. NRC review of standardizec plant designs under 10 CFR Part 52,

. Scope of human faciors reviews.
31.1.1 NRC Review of Standardized Plant Designs Under 10 CFR Part 52

NRC CR reviews have typically been directed toward existing CRs or existing systems (such as
SPDS). However, the NRC and the utility industry have embarked on an effort to improve and
standardize future commercial nuclear power plant designs. The NRC has issued 10 CFR 52 titled *Early
site permits; standard design certifications; and combined licenses for nuclear power plants,” in order 10
encourage standardization and to streamline the licensing process. Nuclear plant designers and vendors

have begun the design of advanced standard plants, which are being submitted to the NRC for review
and approval under Part 52. The General Electric (GE) Advanced BWR and Combustion Engineering

(CE) 80+ are examples of designs undergoing this type of review.
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The licensing process of Part 52 consists of a Final Design Approval by the NRC and the
Advisory Commitiee for Reactor Safeguards (ACRS) followed by & standard design certification that is
issued as an NRC Rule. This will require formal rule-making and include the opportunity for a public
bearing before the Atomic Safety and Licensing Board (ASLB). The certification, when issued, vould
be valid for 15 years (renewable). During its tenure neither the NRC nor the designer can change or
impose new requirements on the standard design certification without a new rule-making. Utilities would
have the option of purchasing the standard design and utilizing it as already approved by the NRC.

In order to ensure that a plant, as built, conforms 1o the standard design certification, inspections,
tests, analyses, and acceptance criteria (TTAAC) must be specified as pant of the standard design
certification. Then, & utility which is building the plant and the NRC will ensure that the ITAAC are

performed and met.

A utility desiring to license and operate & nuclear power plant under Pan £2, will obtain a
Combined Operating License (COL), which authorizes both construction and operation in one step. The
COL applicant may propose & new design or reference an existing stancard design certification.

in order to obtain & standard design certification under Part 52, & designer must submit a
Standard Safety Analysis Report (SSAR) to the NRC for review. The NRC's review of the SSAR is
issued as & Final Safery Evaluation Report (FSER) which will form the basis for the Final Design
Approval and the Standard Design Certification.

One of the major issues to emerge from the initial CR reviews under the certification process
was that detailed HSI design information was not available for staff review as pant of the design
certification evaluation. For cxample, the ABWR contro! room snalysis and design efforts have provided
s list of key control room design features characterized at a general level (not & dettiled specification).
To address the issue of lack of design detail, the NRC has performed the design certification evaluation
based partially on the preliminary design and partially on an impiementation process plan which describes
the HFE program elements required to develop the key features into an acceptable detailed design
specification. Along with the design and implementation process, NRC will require GE to submit 2 form
of ITAAC, now called Design Accepiance Criteria (DAC), which will ensure that the design and
implementation process is properly executed by the COL applicant. The NRC specified that the design
and impiementation Pprocess should contain descriptions of all required human factors activities
(elemenis) that are necessary and sufficient for the development and implementation of the HSIs. It
should also inciude an identification of predetermined NRC conformance review points, the DAC, and
ITAAC for the conformance reviews.

This process is very different from the typical HSI reviews conducted by the NRC. The present
NRC review criteria presented in the Chapter 18 of the Standard Review Plan (SRP) and in NUREG-
0700 provide little infonaation 10 the reviewer for this type of evaluation. since the review of a design
and implementation process is unprecedented, the criteria for review are not addressed by current
regulations and guidance documents. HFE reviews of advanced reactors must supporn the review of HSIs
through the design and implementation design cycle and must be capable of supporting review of
proposed standardized designs, as well as modifications 10 existing CRs.

2.1.12 Scope of Human Factors Reviews

While the focus of NUREG-0700 reviews was the CR (with reference to remote shutdown
panels), the NRC has also been evaluating human factors characteristics of local pauels in connection
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with Emergency Operating Procedures (EOP) and Appendix R (Safe Shutdown) reviews. In addition,
the NRC is currently investigating the safety significance of local panels and components and to develop
buman factors guidance for them (see O'Hara et al, 1990; Ruger et al., 1991). Based on these studies,
the review of advanced NPP human factors should encompass the HS1s outside as well as inside the
main control room.

212 Trends in Advancxd NPP

Two issues are considered in this section:

. Diversity of Advanced Reactor Technology

. CR Evolution and Majr* Trends in HSI Technology
312.1 Diversity of advanced Resctor Technology

The current generation of comm-rcial NPPs in the US,, consisting of over 100 plants, is based
upon light water reactor (LWR) technology. The LWR plants were either boiling water reactors (BWRs)
or pressurized water reactors (PWRs). There were two gas-cooled commercial reactors, Peach Botiom-1
and Fort St. Vrain, but these were built in the 1960s and early 1970s and are now shut down.

Advanced reactors are being developes esed upon @ broader technology basis, including: Light
water Reactors (LWRs), Heavy Water Reactors (HWRs), Liquid Metal Reactors (LMRs), and gas-
cooled reactors, such as the modular high-temperature gas reactor (MHTGR). Each of these reactor

is envisioned to be & standard plant design from which 8 number of reactors would be built.
However, the diversity of reactor types raises new issues relative to the design and operation of the
reactors. These issues include reactivity control and other reactor physics issues, core thermal hydraulics,
natural cooling of the core, very different safety systems and safety system control and operation, smaller
plants and muitiple units (as many as nine per site), different dominant accident sequences, new hazards
(e.g., sodium-water reactions and very high tritium levels), new equipment (liquid sodium pumps, gas
circulators, and *passive’ components), and advanced instrumentation and controls.

Thus, &s these new reactor types are designed and built, there are new and different sysiems
being incorporated and many new features 1o be addressed both from a reactor p.. s und plant
engineering standpoint. One of the main design objectives of the pext generation of reactors is to
develop plants which are simpler, safer, and more retiahle than che current generation. This objective
is being addressed in several vays. Ope im ortant design initiative to improve safety and reliability has
been the move from active safety features toward more passive safety. features, some of which atilize
natural physical processes such as convection flow, radiational cooling, and gravity. If these designs are
successtul, there will be less opportunity for equipment failure Or Operator error o create hazardous
situations. However, the operator’s role in such systems an” the means by which the operator will
monitor and interact with such systems is not fully known.

The first advanced reactors to be proposed are exen” S of current BWR and PWR t2chnology
and may be termed *evolutionary” advanced reaciors (G™: .WR and the CE's System 80+ PWR).
These plants have incorporated technological improvements €t still rely on primarily active safety
systems. Beyond these are reactor desig~ atilizing *simplified passive” features (such 2s GE's simplified
SWR and Westinghouse's AP-600 PWR) which have eliminated active pumps for emergency coolant
injection but stili have active components, i.¢., Valvus. These designs use pressurized tanks and gravity
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£ow to inject the coolant, but they still require various valves to actively cycle 10 permit the flows and
to depressurize the reactor. Further along the spectrum toward actually passive design arc the
srevolutiopary designs® (such as the PRISM liquid metal reactor and the PIUS LWR) which submerge
the primary reactor systems in large pools of coolant that can provide patural circulation cooling in the
event of an accident. The containment systems are also designed 10 provide patural circulation cooling
10 remove heat generated inside containment during accidents. The PIUS reactor has gone even further
toward passive design, with the reactor internais directly in con:act with the emergency shutdown and
cooling pool and isolated only via density differences. These density locks are designed to immediately

break on any overheating in the core.

These new passive features introduce new and different sysiems for ope. ators 1o control, test, and
monitcr. They will require different types of instrumentation as well. There are questions as 10 how the
reliable functioning of these passive systems can be verified (by the operators) during operation. Also,
the role of the operator dunng transients and accidents changes considerably with these new passive

systems, Imponant questions include:

. How do operators verify that these systems are ready during normal operation?

e How can proper operation be confirmed when the systems arc calied upon?

. What parameiers should be monitored?

. What is the proper Operator response when the passive systems do @ot fanction properly?

These will result in different operator roles and tasks, different CRs, and different operator-contral
interfaces. One implication of this diversity is that a prescriptive approach to interface design based upon
known operator tasks is not acceptable in an NRC guideline which must be capable of enabling reviews
of all acceptable designs and & great vaniety of operator functional roles in the system.

2.1.2.2 CR Evolution e9d Major Trends i HSI Technology

Several important trends emcrged from the review of literature related to developments in
advanced HS! in the nuclear industry. These include:

. The greater use of automation and corresponding shift of the operator's role in the
system &s monitor, supervisor, and back-up 10 automated systems.

. Greater centralization of controls and displays into *compact® digital workstations.

. Use of large display pancis that can be seen from anywhere in tne control room 1o
present high-ievel information and critical parameters

. Operators interfacing primarily with a data management system (DMS) with little
interaction directly with components.

. Use of data integration and graphic displays.

. U< of information processing and decision-support aids

24



With increased application of digital control technology comes an enhanced ability to sutomate
tasks traditionally performed by an operator. It generally presumed that sutomation s ill enhance
overall system reliability by removing or reducing the need for human action. The operators' interaction
with the system is believed 10 be improved by frecing them from tasks which are routine, tedious,
physically demanding, or difficult. Thus, operators can better concentrate on supervising the overall

performance and safety of the system.

The trends toward using a CR composed of a large display panels together with on¢ Or more
*compact,” computer-based workstations is characteristic of .aany new control room designs. The large
overview display provides information such as high-ievel plant status, key parameter values (such as
SPDS), major alarms, and status of important safety equipment. This display is designed to be seen from
anywhere in the CR. The operator(s) is located at a workstation which serves as the locus of CR
ope. . dons. Typically snch workstations include ¢lements such as centralized and integrated controls and
displays, color graphics, high levels of data integration, display devices such as CRTs and flat panels, new
input devices such as the mouse and touch screen, multifunction ("soft™) controls, workstation flexibility,
and an emphasis on information management and software-interface issucs.

There is another trend toward the development of intelligent operator »/ds based on expen
systems and other artificial intelligence-based technologies. These ap~lications include awas for alarm
processing, diagnostics, accident management, plant monitoring, and srocedure tracking. In fact, many
of the recently published articies on advances in NPP CR technolugs specifically audress inielligent
operator aids.

As the features become increasingly applied, an increase in CK types will result beyond the range
with which the industry is presently familiar. CRs can generally be thought of as falling into four groups.
Aztually, the four groups reflect four points along an evolutionary continuum, but for the sake of
discussion, four categones are identified:

Conventional CR - A CR containing an2iog and primaiuy hardwired controls (e.g., switches, knobs,
kandles) and displays (¢.g., gauges, linear scales, indicator lights) typica! of NPP CRs circa 1970s.

Hybnd CR - A conventional CR which has introduced digital technology for new systems and for
replacement of sciected analog sysiems. Thus, the CR represents a mixture of analog and digital
technology. Increasingly, CRs in U.S. NPPs are evolving from conventional to hybrid CR..

Advanced CR (ACR) - An ACR is based primarily on digital technology and compu .er-based interfaces.
Some analog and nardwired interfaces may remain for safety critical or backup functions. Data
processing functions are available 10 assist the operator with jlower-level information processing.
Computer-based decision 2ids may be svailable to the operator but will not be in the control loop.

Intelligent CR - The generation of CRs to be developed beyond advanced CRs will include various Al and
related capabilities to further automate the Operators’ supervisory, control, and decision-making functions.
Technologies 1o serve as the foundation for intelligent CRs are being developed and researched in many

countries.

Related to CR evolution is the wide range of technological approaches to the implementation
of HSI in computer-based CRs. In pan, this is due to the tremendous flexibility offered by software-
driven interfaces to provide for aliernative data display and control. The options for display expand the
hardware media choices (€.8. computer-driven displays which mimic conventional gauges and meters,
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video display units, and computer<driven large screen displays). Further, the formats in which to display
data are pearly infin‘te (e.g., lists, tables, flow charts, graphs, iconic graphics, speech, etc.). Operator
input to the system has seen similar expansion in diversity including, for example, conventional controls,
miniature controls, keyboards, touch screens, mice, joy sticks, light pens, and voice controls. With the
sdvent of interactive graphic displays, the traditional distinction between controls and displays becomnes
blurred. For example, an Operator may open @ valvc OF Start & pump via computer graphic mimic of the
system and touching the icon of the desired componext. In addition, data processing and integration are
more significant in advanced CRs providing the operator with higher-level displays.

The NRC will need guidance to review new CRs and modifications 10 existing CRs which reflect
these industry trends.

113  Advanced Technology and Human Performaance
In this se.tion two issues will be considered:

. The human factors knowledge-base to suppon the understanding of the effects of
advanced technology on human performance, and

. The effects of design on human performance and error.
A summary of the discussion is presented at the end of the section.

2.13.1 General State of Knowledge

Tbe introduction of advan.ed instrumentation and control (1&C) and HSI technology promises
to improve the safe operation of nuclear power plants. The potential advantages of advanced technology
over conventional CR technologies include:

. Support for data #~cess and presentation, €.g.,

- Rapid, highly reliable, validated data transfer

. Large amounts of data at the operator's fingertips

. Precise digital data displays

- Use of color graphic displays to facilitate the operator’s assimilation of important
information

. Support for the operator's processing of information, €.g.,

Data integration providing the operator with high-level, more meaningful
information

- Parameter trend displays

- Computer-based procedures

- Decision aids

. Support for process control, ¢.g.,

. Hierarchical levels of control
- Use of automation to lower operator workload
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. Workstation design, €.,

- HS! in & compact workstation
. Flexibility in control and display operations

While the use of advanced technology 18 generally considered 10 enhance system performance,
computer-based operator interfaces also have the potential 10 negatively impact human periormance,
spawn new types of human errors, and reduce human reliability (for examples see, Coblentz, 1988,
Rasmussen, Duncan, and Leplat, 1987; and Wwiener and Nagel, 1989; Woods et al, 1990). There has
been & great deal of research over the past 20 years attempting identify the causes of error. The main
conclusion from the work is that few human errors represent stochastic events. Instead, most human
errors can be explained on the basis of & relatively small pumber of cognitive mechanisms (Reasons,
1988, Rasmussen, 1988). Therefore itis important 1o understend how operators perform their tasks from
an information processing point of view and how human information processing relates 1o HSI design
and human error. However, since the contributors to unreliability in an advanced CR (such as function
allocation and 2utomation, Supervisory control, and human-software-computer interaction issues) are
different from those which are familiar contributors to human error in conventional CKs, they are less
obvious and generally less well undersiood (O'Hara and Hall, 1990, 1991). Cognitive and human
information processing issues are emerging s more significant than the physical and ergonomic
considerations which dominated the design of conventional HS1s. These issues are discussed further in
the next section.

While these issues have been recognized for a long time, their full implication to human
performance and system safety have only recently begun to be addressed in research, and there is not
& long history of practical operational experience 10 draw upon. Thus, the National Academy of Sciences
has identified areas such as automation, supervisory control, and human-computer interface as high
priority research areas for the human factors community in general (Pew et ai, 1983) and for the
commercial nuclear industry in particular (Moray and Huey, 1988). Even more recently, issucs which
significantly impact the integration of human Operators with advanced systems have been identified as
high priority research topics in an effort to support safety improvement in the civilian aviation industry
by the Federal Aviation Administration in their *Nationa! Plan for Aviation Human Factors" (FAA,
1990). The plan represents a major effort involving FAA, NASA, DOD, and industry. '

Thus, there is broad consensus that the knowledge-base for understanding the effects of advanced
HSI technology on human performance and system safety is weak and in need of further research
(despite the rapidly increasing utilization of these fechnologies in complex, high-reliability systems such
as NPPs and civilian aircraft). While information is sparse_some factors have been identified and these
are summarized in the next section.

2132 Design Effects on Human Information Processing and Performance
In this section, issues related to the effects of selected design features on human performance

and error are considered. These effects are discussed in terms of human COgnitive processes. Therefore,
the discussion is preceded by 2 brief overview of information processing and human efror.
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2.13.2.1 Human Information Processing

Human performance theories typically consider errors as One indicator of performance along with
other measures, such as me, acCUracy, and workload However, error has gpecial significance in the
NPP domain due 10 its incorporation and quantification in risk models. Therefore, within the context
of the present discussion, hurian €rrors are distinguished from other aspects of human performance. With
respect to understanding the effects of ACRs on buman performance, error, and safety, it is useful to
consider the error event (whether omission or commission) 10 be the end product of an information pro-
cessing sequence (see Figure 2.1). Then the focus of ACR effects on burnea performance can be
directed to both errors themselves (which are infrequently observed in skil.ed operators) and to the
information processing *precursors” that give rise to them (which are more readily measurable). To
identify the effects of advanced technology on human error and performance it is useful to utilize &
model of information processing with which to interpret the effects. A general model of information

processing is described below.

Many models of information processing (IP) have been proposed (€8, Broadbent, 1958; Atkinson
and Shiffrin, 1968). These model. differ in specificity with respeet 10 the aspects of IP they attempt 10
explain as well as the type of studies used for validation. A general model frequently used in human
engineering has been proposed by Wickens (1984). Itis general in the sense that it borrows features
which are common 1o many models of human cognition which have good empirical support. Figure 2.2
presents an adaptation of Wickens' model 10 & supervisory control task. A very brief overview of the
model is provided below in order to identify those aspects of cognition which are important to HSI design
and evaluation in supervisory control systems (where an automatic control system exerns an influence

{generally the primary control] on the system).

The mode! in Figure 2.2 is simplified and not ali interconnections between mode! elements are
shown. While the model is organized 10 depict the flow of information through the system in left to right
fashion, the complex interaction between cognitive elements renders 3 reading of information flow from
*left 10 right* somewhat artificial.

During & typical monitoring task. information about the system is made available to the operator
throagh the HSI (and through communications) via the operator’s sensory Qrgans. Each sense has a
shori-term storage capability (usually oo the o-der of milliseconds) during which a large quantity of
information 1s represented. Some of this information is "perceived” which implies (1) that a stimulus
pattern was associated which a meaningful pattern based upon information stored in the knowledge base
or *long-term memory” (LTM) (see path from LTM to perception in model) or (2) the stimulus had such
energy-if 'mse properties (such as very loud noise or very bright flash) that attentional resources were
drawn 10 it through the *orientigg respofise.”. The pattern recognition process is quite robust in that to
make & perceptual identification, 8 stimulus pettern n.2d not be an exact match in the knowledge base.
Instead. knowledge is represented in prototypical or schematic form. The specific information available
10 \he operator is evaluated in terms of the probability that it represents an exemplar of a known pattern
in LTM. The task of partern recognition becomes more difficult when the number of dimensions that
are required to make the recOgnition InCreases.
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information patiern representing normality and the information patten detected on the HSL. Ina NPF
this process is facilitated by the alarm system which directs the operator's attention to an off-normal

situation.

Monitoring bas been described in terms of signal detection theory (SDT) (Green and Swets, 1966,
1974). The carly stages of the operator's detection of alarms and off-normal situations are basically
signal detection issue. Process control operators are in a monitoring environment that has been described
i SDT terms as an "alerted-monitor system” (Sorkin et al, 198% and 1988). Such a sysiem is composed
of an automated monitor and & buman monitor. The automated monitor in a NPP is the alarm system
which monitors the system to detect off-normal conditions. When & plant parameter €xcees the critenion
of the automated monitor, the human monitor is alerted and must then detect, analyze, and interpret the
signal as & false alarn O a true indication of a plant upset. The human monitor can also assess plant
parameters independeat from the sutomated monitor (the ala.m system). Both the human and
automated monitors have their own specific signal detection paremeter values for sensitivity (d) and
response criterion. The response criterions refers 1o the amount of evidence that is needed before an
operator will conclude that a signalled event is actually present. This is sometimes refern d (0 as
*response bias” since it describes an operator’s degree of conseivatism. Sensitivity refers to the resolution
of the system which determines the ease with which signals (represented as a statistical distribution ) can
be distinguished from signals and noise (also represented as a distribution).

SDT research has many implications for the understanding of how Operators process alarm system
data First, the response criterion is affected by expectancy, i.c., the expected probability that an event
will occur and the payoff structure (the rewards and penalties for making correct and incorrect detections,
respectively). Off-normal events in NPPs typically have & [ow probability of occurring and therefore,
operators have low expectancy concerning their actual occurrence. The low expectancy creates & conflict
berween the cost to productivity for falsely taking an action that brings the plant down versus the cost
for failing to take an action when one is warranted. Since in the real-world system disturbances have a8
‘ow probability, operators peed redundant information 1o confirm the alarmed condition. Upon
ve,fication of several consistent indicators, the Operator can accept the alarm information as indicating
ap acval off-normal condition (as compared with 8 spurious condition).

1 general, expectancy reflects *top-down" processing Information processing is a synthesis of
both "top-down® and "hottom-up” pros 2ssing which occur simultaneously (Neisser, 1969). For example,
during an off-normal situation, an Operator monitors the HST and processes data from the interface to
detemine what is wrong. This is bottom-up processing. At the same time, these data are used 10
formulate hypotbas s Of expeciations about the status of the plant. These hypotheses or expectations
serve 10 structure the perceptual process and data gathering occurring at lower levels. This is top-down
processing. Both contribute 1o the operator’s interpretation of the situation. While the situation remains
normal, much of the operator's information processing occurs *automatically,” i.e., with very little
attention and conscious effort. As au ofi-normal situation becomes detected, information processing
hecomes mere "controlled” In contrast 10 automatic information processing, controlled information
processing demands & relatively great deal of attentional .esources and effort. This is an importans
distinction which is explained below.

Once a situation is detected and perceived the operator must decide what to do. The operator
must define a goal sate and the rransformations required to achieve that state. The goal state may be
varied, such as to identify the proper procedure, 10 assess the status of back-up systems, or to diagnose
a problem (Rasmussen, 1981). Decision-makingisa burden and draws heavily upon WM, the knowiedge
base, and attentional resources. Information in con. :iously manipulated in WM. The ability to
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\anipulate information (n WM is & direct function of attentional resources svailable. Data 10 be
anipulated may come from sensory input or information recalled from long-term memory, Or some
;ombination of the two. AS indicated above, WM has very limited capacity and without sustained
attentional resources (or transfer of the information to LTM), information decays rapidly. To be useful
in decision making, information has to be in WM. Informution can be lost due 10 (1) Joss of attentional
resources 10 keep it active, (2) overload of WMs limited capacity, (3) intenterence from other informaticn
in WM. If g cater attentional resources are required by the operator 1o interact with the system, less will
be svailable for decision making and situation analysis in WM. To increase the capacity of WM,
OPErators use various memory heuristics such as chu _ This enabies operators 10 organize varous
bits of information into higher-level meaningful units. Once this is accomplished, the higher-level units
are stored in WM, not the individual elements.

For an experienced, well-trained operaier, when the HSI can provide information to activate
appropriate schemas in the operator’s mental model, the load on WM and attention are greatly revuced.
To the extent that such is not the case oF the operator is less experienced, more WM and attention are
required. Since the processing capacity of WM and attentional resources ars limited, it will be very

difficult w0 maintain good SA.

Attention is currently viewed as a finite limited resource that is distributer across the elements
of cognition associated with perceptual mechanisms, WM, decision making, and response execution (see
Figure 3.2). These aspects of cognition compete for this limited resource, and any process that requires
a high amount of attention wili be executed ai the expense of other processes. Attention is also generally
associated with the experience of mental effort (Kahneman, 1973) and is, therefore, frequently associated
with cognitive workload.

While attention tends 1o be conceptualized as & single resource (Kahneman, 1973), human
performance resezrch on divided attention tasks (where operators perform more than one task ata time)
suggests that this is not the ase (Navon and Gopher, 1879, Wickens, 1984, 1987). Wickens (1984) has
proposed a multipie resource model with atientional processing resc arces divided along three dimensions:
(1) Processing Stage, i.e., perceptual and central processes require different resources than response
processes; (2) Inpuc Modelity, i.e., visual processes require different resources from audiiory processes,
and (3) Information Code Type, i.¢., spatial and analog mental representations require different resources
from linguistic information. A secondary task competing for the same resources as the primary task will
be performed iess well than one reguiring separate resources

A secondary task requiring different resources will be performed better. Secondary task
approaches to cognitive work'sad assessment, for example, assume that the primary task and the
secondary task draw from the same attentional resources and tnat if the primary task performance is
maintained, the secon.ary *ask is performed with the spare sttentional processing capacity. The iogw
of the secondary task approach is simple. Assume that 1otal capacity is equal to one aad that the
operator's primary task will utilize *¢* amount of the total capacity. The spare capacity (1-x) is left in
reserve and can bty applied 10 the secondary task. The capacity limits of WM can largely be tied 10
limitations in attentional resources since it is largely these resources that keep information active in WM.

Research on selective attention (summarized by Moray, 1986, and Wickens, 1987) suggests the
following. First, two tasks competing for the same resources will be performed less weli than if they
required separate resources. Thus, for example, it is easier to drive a car and hold a conversation with
a passenger than it is to drive and manually tune &n analog radio. While buth involve doing two tasks
simultaneously, the furmer situation involves less competition for common processing resources than the
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latier. Second, the allocation of attentional resources to sampling data from the environment is guided
by the operator's mental model which contain expectations regarding the “statistical properties” of the
spvironment, i.¢., expected probability and correlation. Third, as cognitive workload Increases, failure
deteciion capability decreases (Ephrath and Young, 1981).

During the carly stages of an off-normal condition the operator is likely 10 have poor situation
awsreness, i.c., the opers’ .. Knows something is wrong bui may noi know what. The HSI is scanned to
identify a patiern of = ms and Jisplays which, as & result of training and experience, match a known
fallure pattern in the pental model. Assuming & successful match is found the activated schema will
provide the operator with the knowledze as to the appropriate course of action and accurate situaticn
awareness is established.

Kesponse execution is the carrying out of actions that were decided upor and guided by either
operating procedures Or an operator generated plan to get from the current plant state 10 the goal state.
The results of responses are manitored through feedbaca 100ps. In a slowly responding, supervisory
control system, this is more difficult than in direct, rapid-response systems such as aircraft where
responses can be better guided by feedback. In a NPF, as in other slow’y responding systems, the
operator’s ability to predict future states (“feed forward”) can be more significant in controlling responses
than is f=edback.

Response execition also draws attentional resources and depends on information code types.
When the response demands are incompatible with information codc types, operator performance can
be impaired. An good exampile of this problem comes from research on teierobotics (human control o°
remote manipulator systems). One of the most demanding asp.ccts of telerobot uperation is the simulta-
neous control of manipulator srms snd cameras in environments such as space where the entire system
may be operated by 3 single person. Efforts have been made 1o use advances in computer-based voice
recognition technology t0 enable cperators 10 control cameras through voice commands rather than
manual operations. The operator can conwrol the manipulator arms by hanc, and cameras by voice; thus,
overall system performance would be improved in terms of faster 1ask completion and fewer errors.
However, research has ‘ndicated that wask time and errors increase when voice operations were
introduced (Bejczy et al, 1982 O'Hars, 1985; Bierschwale, et al., 1989).

These findings can be understood in terms of two aspects of the multiple resource theory of
attention. The first is competition for processing resources. Operators cznnot make judgements
concerning the spatial displacem=nt of manipu/ator arms at the same time as they make judgements
about camera positioning. Both tascs draw on the same COpNitive Processing resources: perceptual/cen-
tral processes of visua! information requiring spatial/analog mental representations. While it is true that
the vesponse modality is different, operators perform the tasks serially.. Second, there was aiso a poor
match between the task demands and the response modality which increased the error rate. Voice
commands are not well suited 1o continuous spatial control tasks. Controlling a camera with voice s like
tryi~g to tell someone how 10 tie their shoes - easy to do manually but difficult to do verbally. The
amour* of " nguage required 10 accurately position Cameras was excessive, making the response execution
worklos ¢ high. Language is much better suited 10 discrete rather than continuous control.

_spcrator tasks should be structured 1o take into account the cognitive pro.essing resources

required and 1o assure that tasks expected to be performed in paralle! have minimal competition for
common resources. The HSI should suppont maximum utilization of cognitive processing resources.
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Morris, 1987). Rouse and Morris (1987) has argued that "atiempts 1o eliminate human errors yet retain
inpovation are tantamount 10 trying to obtain cost-free benefits, 8 srategy that is rarely successful in any
endeavor *  Indeed, one of the major purposes for having operators in the sysiem is 1o respond 10
unanticipated events through sdaptation and innovation.

Reasons (1987 and 1988) has presented a fairly well-defined model of human efror which, in its
current version, emhodies most of the main points of Norman's and Rasmussen's work. The central
{h.esis is that error is predictable and based upon » tendency 10 ovel utilize cognitive processes which
serve 10 simplify complex information tasks through the application of previously establisbed heuristics
Two heuristics (called *computational primitives*) used by operators 1o retrieve information from the
knowledge base are assumed 1o exeri & SUONg influence on human performance and, therefore, human
errors. They are *similarity matching® and "frequency gambling* These beuristics are used because of
the high operator workload that results from the demands on and limitations of WM and when data are
insufficient 1o clearly identify appropriate schemas. Similarity matching refiects the tendency for WM
1o atiempt 10 maich & perceived information pattern (such as a patiern of indicators) with an already
existing knowledge structure (schema) in the knowledge base. The operator cognitively tries to establish
a link with & stored knowledge structure since it contains a previously identified successful action
sequence. This saves the operator the effort of knowledge-based reasoning which is resource intensive.
When the perceived information partially activates more than one schema, the discrepancy is resolved
by selection of the schema mOs! frequently used in the past. This is the *frequency-gambling” heunstic.

According to Reasons, these computational primitives give rise 10 8 number of "basic error
rendencies® in human performance which account for most human errors. They are: (1) similarity bias
. errors reflecting undue influence of salient features of the current situation (resulting in premature
situation identification) or the intention/exnectation of the operator (resulting in & bias t0 *see” only
confirmatory data), (2) frequenc, bias - in ill-defined situations, the most frequently performed action
will be selected, (3) bounded rationality - the processing limitations of WM cause information to be lost,
(4) imperfect rationality - IP will favor heuristics over knowledge- based processing. (5) reluctant
rationality - IP acts 10 minimize cognitive effort and strain, (6) incomplete/incorrect knowledge - schemas
rarely contain highly accurate models of the system.

Reasons has developed a Generic Error Modelling System (GEMS" 10 account for performance
errors (fully described in ref. 1987 and revised in ref. 1988). It need not be detailed here since it i
structurally similar to the WM and the knowledge base eiements of the information processing model
presented earlier. Reasons postulates that the search for problem ideatification and solution occurs in
parallel between automatic matching in the knowledge base and conscious search in WM. The model
varies somewhat based upon problem configuration ~he NPP operator is confronted with what F.easons
refers 10 &s 8 ‘complex multiple dynamic condy, «ration® which is & situation where the problem
configuration changes as & result of both the operator’s actions and the sysiem’s Own actions which can
come from many different sources and create & great deal of variabilivy in the problem. This is the most
difficult problem solving situation and the one in which the information processing system is most likely
to rely on heuristics. In such 8 situation, like 8 NPP emergency, 8 typical problem solving sequence
assumes the following structure: (1) initial scanning is initiated by signals from the alarm system and the
operator’s attention is split between a variety of data gathering activities, (2) the operator "homes in* on
a specific group of indicators and makes an initial diagnosis, (3) the operalor now structures his
attentional resources to seck data confirming the hypothesis, and (4) the operator becomes fixated on
the hypothesis and can fail to notice ci.anges in the plant's state or subscquent new developments. The
opeiator does eventually become aware of subsequent changes, but the process is hampered by focal
attention being directed toward the current hypothesis and the overall processing limitations of WM.
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However, functions are ofien allocated 10 sutomated systems based jargely on the capability of
available technology to reliably and safety execute the function. This a/location of function sirategy does
not consider whether a function should be sutomated with respect to the human operator's ability 1o
perform as pan of the overall system, even though the buman factors problems associated with
sutomation 1o been known for some time (Edwards, 1977) and the emergence of new types of human
and system errors has been noted (Wiener and Curry, 1980). For example, over the past 20 years, there
bas been & great increase n automation of functions in the cockpits of civilian afrcraft. However, it did
4ot take long for the problems asociated with automation 1o become known (Edwards, 1977). As more
of the pilot's tasks were sutomated, new types of human and system errors emerged. Wiener grouped
these problems inlo six categories: (1) failures of automatic equipment, such as autopilot; (2)
sutomation-induced errors compounded by crew error, such as an error occurring following the crew’s
attempt 10 recover from the tallure of an automated system; (3) crew error in the set up of automated
systems, such as keying the wrong information/data into an automated system, (4) erew action taken in
response 10 8 false alarm, (5) fallure of the crew to pay Attention o an sutomstic alarm, and (6) failure
to propetly monitor the automated system (Wiener and Curry, 1980). With respect 10 automation in civil
aviation, Sexton (1988) observed that if *decisions are automatically made without providing the rationale
10 the pilct, the ability 1o stay ahead of the aircraft is lost. Complacency and inability to take timely and
proper action result’ In general, increases in automation have been associated with loss of operator
vigilance and &n increase in vigilance-associated human errors (Warm and Parasuraman, 1987). Similar
concerns have been raiscd in the nuclear industry (LAEA, 1991).

The problems with operator intervention in an automated system have been associated with poor
SA (Kibble, 1988). Maintaining SA {s ditficult when the operator is largely removed from the control
loop, i.e., shifting the Hperator's role from an active, in-the-loop, manual controller to an out-of-the-loop
supervisor and monitor (Wickens and Kessell, 1981; Ephrath and Young, 1961).

The shift in roles has other significant effects on the Operator as well, such as & shift from high
physical 10 high cognitive workload (rather than the expected reduction in overall workload), workload
tansition efiects when the situation shifts from pormal to off-normal (i.e., going from & low activity
monitoring period 10 & highly active, mote uncertain time at the beginning of a process disturbance), and
the potential erosion of the skills to perform the task in the event of automated system failure. Since
many advanced NPP designs still require the operator 1o assume control in the event of a severe transient
and 1o act as the last line of defense, the consequences of poor integration of the operator in the plant
design can be quite serious.

Generally, allocation of system functions should not be based upon technological capability alone
but also on the goal of maintaining the degree of operator involvement in the functions required 10
suppont accurate SA. Toward this end, it has been frequently argued that allocation of function need
pot be simply 8 binary process of operator versus automated system selection. Rather, there are
functions where a combination of human and system task allocation best serve the overall productivity

and safety of the system (Piice, 1985).

There is & somewhat paradoxical relationship between the skills an operator will require to
successfully understand and supervise a complex, technologically advanced and the day-to-day monitonng
tasks the operator performs in a highly-automated plant. Monitoring is typically considered very boring

and not something peopie do particularly well (eg., vigilance is difficult to maintain). Yet the skills
required of operators o evaluate the performance of advanced systems, 1o know the limitations of those
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systems, and 10 assume manual control when appropriate, will require very capable individuat © - °
extensive training. Operstors will be required to undersiand reactor physics and the functy o0 A
system hardware (& they are required to do now). The advanced eactor goal of plant & ' A
simplification may help operators in this regard. Howev.r, as plants become increasingly autoL s 7 1 H6
increasingly utilize intelligent sysiems, operators will bv required to understand the complex and A X <l
software routines (in order 1o be an effective supervisory controlier). Operator selection consiceraias
and training program development will have 1o reflect these demands. Yet, there is a risk that the
carefully selected and highly trained operators will be required to perform a boring and monotonous job.

Display Design

Humao performance and reliability are especially influenced by the design of the human-
computer interface and the information displays in particular. With respect 10 computer-based interfaces,
*even slight changes in both the nature of the information available and the manner in which it is
represented might have serious effects on performance” (Paisick, 1987). Therefore, computer-based HSI
design requires, to a far greater extent (han traditional control room designs, the specification of cognitive
requirements and processing resources that the operator must utilize in task performance, i.e., cognitive
task analysis, The variety of ways that data/information can be processed and displayed is vast.
Information may be presented in *processed” form, Le., raw data parameters are processed and integrated
into a higher level of information, {%.us potentially obscuring their meaning. Poorly designed displays will
be ignored or, worse, wil misiead and/or confuse the operator. Thus the design of the interfaces can
have very significant effects on human perforimance. These types of problems have been chserved in
reviews of SPDS interfaces (Liner and DeBor, 1986). In some SPDS implementations, poor information
displays have led 10 poor operator scceptance.

DMS Design and Dais Access

Second, the operator typically has much more information available to him which, if not properly
organized and presented, can Jead to excessively high cognitive workload, or worse, can be overwhelming.
loformation in an advanced control room will typically be resident in a ~virtual* workspace, rather than
in dedicated spatial locations spread out across control stations. Information is located somewhere in
the computer system but the operator has only a glimpse of its contents (through a displey device) a’ any

one time. This is sometimes referred 10 as the keyhole effect (Woods et al, 1990). A poorly designed
interface can make location of information and navigation through dita difficult.

workstation Flexihility and Interface Managemen!

The fexibility of software-driven interfacds otien allows infdrmation to be displayed in a variety
of formats and locations. Sometimes this fexibility is offered as a positive feature, allowing operators
10 cusiomize the interface. However, It can also increase the operator's workload associated with
managing the interface, which competes with the operator's primary task of monitoring and supervising
the system {or cognitive processing resources. Interface management workload should be minimized in
advanced CRs. Cook et al (1990) found that operators of a computer-based surgical operating room
infortaason system often used the flexibility of an in.erface to "conven the device to & static, spatially
dedicated display.*
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2123 Summary of the Human Performance Considerstions

While advanced technology may provide the potential to improve operator performance, the
literature indicated that numerous problems have been observed in advanced systems associated with
iallure 10 properly integrate operators into the system and 1o provide interfaces 10 the system (hat
suppon performance. The major issues include:

Increase i the cognitive workload associsted with information management

Inability 10 use the type of well-learned scanning patierns associated with analog displays
Difficulty understanding how & complex system works (poor mental model)
Confusion over the meaning of high-level displays

Loss of vigilance and boredom from prolonged monitoring

Loss of situation awareness in supervisory control situations

Workload transition when sutomated systems fai

Loss of skill proficiency

Emergence of heuristics and error mechanisms 10 cope with an overloaded information
processing system

Increase in the secondary task *interface management” workload with workstation
flexitility which compeies with the primary task

. Navigation difficulties

An NRC advanced HSI review guideline should identify these potential problem design features
when they exist

214 Advanced HSI Guidelines lasues

Two issues were considered in ihis section:

. Hardware vs. Software Interface Review Guideline,

. Suitability of Human Factors Engineering Guidelines for Evaluation
2.14.1 Hardware vs. Software Interface Review Guideline

NUREG-0700 is primarily concerned with buman interfaces for the hardware characteristics of
conventional CRs. The development of guidelines for the review of advanced and primarily computer-
based. human-system interfaces is not s~straighjforward extension of the guicelines applied to more
conventional interfaces. In & conventional CR, the design of the HSI is rcadily apparent from the
physical layout of the controls and displays. In an advanced CR, the physical layout of the VDUs and
ormputer input devices is significantly less important than the design of the human-software interface;
i.c.. the information management system and the methods by which information is displayed to the
operator. This information can be displayed in 8 complex network of thousands of computer displays
and fexible, operator-defined display formats. This difference in focus creates a whole new set of
problems for the operator (O'Hera and Hall, 1990, Woods et al,, 1990) and for the reviewer.

The difficulty of developing guidelines for human-software interfaces when compared with
human-hardware interfaces has been claborated by Smith (1988). Hardware guidelines are generally
based upon human physiology, €8 visual acuity, reach envelopes, €ic., while software guidelines are
generally based on cognition and information processing. Hardware design is limited by technology while
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software design is mainly limited by human understanding of the tasks 10 be performed. Software design
is generally very flexible in terms of what and how information is presented while hardware is much less
flexible. Fiaally, and perhaps most significant 10 the review of human-software interface is that the most
important design features are often hidden (10 the reviewer, (ransparent 10 the operator) while important
hardware design features are usually readily observable. For example, the observable computer display
may be an end product of integration and processing of dats into higher-level displays (in contrast 1o the
single sensor/single display characteristic of conventional CRs). As 8 result, while hardware guidelines
tend to be relatively clear and specific, software guidelines tend 10 be stated in more general language.
Thus. the review of human-software interfaces, cne of the most important aspect of advanced CR design
review, {s more complex and difficult than the review of hardware interfaces.

The design of conventional CRs were pased upon decades-old technology. When NUREG0700
was developed, the available numan factors guidance (such as MIL-STD-1472B) was long-standing and
tested through many years of design experience. By contrast, hybrid, advanced, and intelligent CRs are
based upon relatively new technology which is rapidly changing Relative to the guidelines available for
NUREG 0700, the guidelines available for advanced technelo . have s considerahly weaker rescarch base
(Smith, 1988) and have nol been tested and validated through many yearn of ¢ . application which
provides valuable lessons learned. Thus, the human factors guidelines ave’ .« for the review of
advanced CR technology are less firm and typically stated in far less prescrptive terms (pending
specification through research and design experience). Further, as indicated above, to the extent that
the human software interface is critical 10 operator performance, the cognitive task requirements become
significant and these are less familiar 1o designers and reviewers (Karat, 199, Woods et al,, 1990).

These characteristics of advanced technology guidelines can make the reviewers' job more
difficult. A study by Reaux and Williges (1988) compared reviewers' ability to detect guideline violations
in & computer display prototype as a function of guideline wording - concrete vs. abstract. It was found
that almost twice &s many concrete guideline violations were detected as compared with abstract
guidelines. Further, reviewers were less confident in their evaluations using abstract guidelines. Similarly,
it has been found that abstractly worded guidelines are less wtilized by designers (Mosier and Smith,
1985),

2.1.42 Suitability of HFE Guidelines for Evelustion

Another issue related to the iramature status of advanced technology guidelines is whether
evaluations based only on conformance 10 human engineenng guidelines provides 3 sufficient basis for
review. Gould (1988) has indicated that due 1o the nature of advanced human-sysiem interfaces (as
discussed above), @ good system cannot be designed by guidelines plonr A similar conclusion resulted
from an effort to evaluate » computer-based sysiem using only gw wciines (Potter et al, 1990). Thus,
ACR evaluations need 10 be broader and, in wcvms of final design at least, iuclude dynamic testing under
realistic opera*ing conditions. '

215 lroplications for the Review of the Advanced NPP HFE

The issues discused abov yave implications for the development Of a.. ~pproach 10 the safety
review of the HFE aspedt of navnerd reactor designs. These implications are summarized below.

1. The evaluation methodology should provide guidance for reviews 1o be performed throughout

the design life cycle, i.e, proposed/conceptual design 10 final designs. Important reasons for this
include:
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. The need for criteria for the review of advanced reacior certifications which may provide
control room designed only 1o conceptual levels of detall,

. The finding that many significant human factors {ssues arise early in design, €8, initial
goalvobjectives of the design and allocation of function.

p Reviews of the final HSIs should extend beyond checklist-based, HFE guideline evaluations and
should include validations of the fully integrated system under realistic, dynamic conditions using
experienced operators performing the types of tasks the HSI has been design for (including

various types of failures and wansient conditions). The reasons for this include:

. The state of knowledge concerning the effects of advanced technology on human
performance is limited, therefore, the technical basis on which to develop valid HSI
design review guidelines is limited.

. Studies have shown that a comparison of & final design against HFE guidelines is
necessary but not sufficient to ensure & safe, acceptable design.

The evaluation methodology will be used for reviews of advanced technology retrofits to existing
plants as well as new HS! design concepts.

4 The evaluation methodology will have 10 provide for the review of a broad range of CR “types’
and the diversity of approaches to advanced HS! tecunology. The Guideline should tocus heavily
on human-software interface since this is where some of the most significant human performance

issues reside and this is where NRC review guidance is most deficient.

5. Violations of human-software guidelines have been found tc be more difficult 1o detect than
violations of hardware guidelines. This places greater burden on the judgement of the reviewer
and the reviewer's ability to adapt and interpret the guidelines in the context of & particular

review. Thus, for the near-term, HSI reviews of advanced systems will have to be performed by
experienced human factors evaluations. Reasons for this include:

. Available human factors guidelines for advanced HS! technology are relatively general
and more abstract in comparison 10 guidelines for conventional technology.

. Since the Guideline should be capable of addressing the wide variety of reactor designs
and the diversity of operator tasks that result, it cannot be prescriptive concerning the
design of HSls developed to suppor those tasks.

22 Advenced NPP HFE Review Model
2.21 Rationsle and Overview

Genersl Ratlonale

The implications from the examination of the factors and issues impacting advanced NPP reviews
lead to the conclusion that reviews of HS1 will have 10 be broader than those traditionally conducted by
the NRC. Therefore, a fairly broad review mode! will be required 10 achieve safety finding with regard
to advanced HSL
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The philosophy adopted for the purposes of this effort was that evaluating the safety of NPP HSls
is & relative assessment. That is, *safety” is & abstract concept that can only be assessed in relative terms
When reviewing & design in order 10 make & safety assessment, evidence is collected and weighted
rowards of against an acceptable finding. With respect 10 the advanced HSI evaluations, different types
of evidence can be collected. Like any *measurement® process. cach type of data has its overall
correlation with safety and each bas its strengths and weaknesses. The reviewer would like to collect s
much data as possible in order 1o get & better picture of the "‘common factor variance®; L.e., 1o see if a
consistent finding emerges acToss different types of data, each subject 10 ils own sources of bias and
error. ‘The types of information that can provide partial assessments of HSI safety include:

. HFE Planning (including an HFE team, program plans and procedures),

. Design analyses and studies (including requiremenu/lunaionnnk analyses, technology
assessments, trade-off studies, etc.),
Design compliance with respect 10 accepted HFE guidelines, and
Performance on the integrated system with operators performing the required tasks
under actual (or simulated) conditions.

The four categories of "safety” evidence all have iheir strengths and weaknesses although they
are probably listed in an order of increasing correlation with safety, i.e., greater reliance on full-mission
testing will be made when compared with the make-up of an HFE Design team and program plan. It
is tempting 10 view the fourth category as definitive, but it is also subject to error. Typically full mission
evaluations cannot test all possible conditions of HSI usage and they will generally be performed using
» simulator (since actual plants cannot be subject 10 the failures and transients for which the HSIs are
mainly needed for 1o achieve their safety function) which create & somewhat artificial condition that can
modify crew responses. Thus, the reviewer must infer the safety of design from a variety of different
picces of evidence, each with their own bias and sources of error.

The greatest confidence in & finding that & design is *safe’ can b= placed in one which was (1)
developed by s qualified HFE design team including all the skills required using an acceptable HFE
program. plan; (2) the result of appropriate HFE studies and analyses during the design development,
(3) in compliance with accepted HFE standards and guidelines and which justified exceptions, and (4)
validated in full-mission testing.

Overview

The scope of the general HFE Program R ~view Model was limited to HSIs including humau
interfaces with hardware, software, and procedures.  Training and personnel qualifications were not
considered as part of this model development. The first step in formulating the review and evaluation
process was 1o identify which aspects of the HSI design process are required to assure that safety goals
are achieved and to ideutify the general review criteria by which each element can be assessed. Review
criteria are required 1o assure that the design reflects currently acceptable human factors engineering
practices. Thus, 8 technical basis for review of a design process was developed and is described in this
section. The specific objectives of this effort were:

1. To develop HFE program review model 10 serve as a technical basis for the review of the
development and design of ACRs. The model requirements were that it be: (1) based unon
currently accepted practices, (2) well-defined, and (3) validated through experience with tae
development of complex, high-reliability systems.




2 To identify the HFE elements in & system development, design, and evalustion process that are
pecessary and sufficient requisites 10 successful integration of the buman component in complex

systems.

To identify which aspects ol each HFE element are key 10 8 safety review and are requires 10
monitor the process.

4 To identify the types of acceplance criteria that would have 10 be developed 10t each HFE
element in order that it can be evaluated

222  Development Method

A technical review of current HFE guidance and pract ces was conducted to identify important
buman factors program plan elements relevant 10 & design Process review. Sources reviewed included
s wide range of nuclear indv <~ and non-nuclear industry documents, insluding those currently under
development as part of the Department of Defense (DoD) MANFRINT program (Booher, 1990, DoD,
1089, DoDD, 1990a). From this review & generic system development, design, and evaluation process was
defined. Once specified, key HFE elements were identified, genaral critena by which they are assessed
(based upon & review of rrrent literature and accepted practices in the field of human factors engireer-
ing) were developed.

The generic HFE Program Review Model was developed based largely on applied general systems
theory (Bailey, 1962; DeGreen, 1970, Gagne, et al, 1988 VanCott et al.,, Woodson, 1981) and the
Department of Defense (DoD) system development process which is rooted ia systems theory DoD,
1979 DoD, 1990, Kockler et al, 1990). Other DoD documents were utilized as well (DoD 19790,
DoD 1981; DoD 1983; DoD 1985, DoD 1986 DoD 1989; DoD 1999b; DoD 1991a; DoD 1991b; DoD
1991¢).

Applied general systerns theory provides a broad approach to system design and development,
based on a series of clearly defined developmental steps, cach with clearly defined and goals, and with
specific menagement pros s 10 ¢itain them. System eugineering has been defined as *..the manage-
men: function which contuls the total s;stem devclopment effort for the puipose of achieving an
optimum balance of all system elements. It is & process which iransforms au operational need into &
description of system parameters and iutegrates those perametens 10 optimize the overall sysiem
effectiveness” (Kockler et al, 1990).

Utilization of the DoD system development &S an input to the development of the Generic HFE
Program Model was based on several faciors. DoD policy identifies the human as a specific element of
the total system (DoD, 1990s). A sysiem appruach implies that all sysiem components (hardware,
softvare, personnel, suppor. procedures, and training) are given adequate consideration in the
developmental process. A basic assuraption is that the personnel element receives serious consideration:
from the very beginning of the design process. Ir addition, the military has applied HFE for the longest
period of time (as compared with industriallcommercial sysiem Gevelopers), thus the process is more
highly evolved and formalized and represents the most highly developed model available. Finally, since
military system develupment and acquisition is tightly regulated by federal, DoD, and military branch
laws, regulations, requirements, and standards, the model provides the most finely grained, specifically
defined HFE process available.
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Within the DoD system, the development of » complex system begins with (he mission or purpose
of the system, and the capability requirements needed 10 satisfy mission objectives Sysiems engineening
uc.mulmmewumwummwmpmwmmu&wummmm
requirements  During the detailed design of the system, systems engineering assures:

belanced influence of all required design speciaities,
resolution of interface problems,

the effective conduct of trade-off analyses,

the effective conduct of design reviews, and

the verification of system performance.

The effective ini sration of HFE considerations into the design is accomrplished by: (1) providing
a structured top-dow . -ppn. “ch 10 gystem development which is lterative, integrative, interdisciplinary
and requirements driven and (2) providing & man’ gement structure which detalls the HFE considerations
in each step of the overall process. A structured top-down approach 1o NPP HFE is consistent with the
approach 1o pew control room design as described in Appendix B of NUREG0700 (U.S. NRC, 1981)
and the more recent international standard, IEC 964 (1EC, 1989) for advanced control room design. The
approsch is also consistent with the recognition that human factors jssues and problems emerge
throughout the NPP design and evaluation process and therefore, human factors issues are best addressed
with & comprehensive top-down program.

The systems enginsering Approach was expanded to develop & HFE Program Review Model to
be used for the ACR design and implementation proces review by the incorporstion of NRC HFE
requirements.

123  Genersl Model Description

In this section an overview of the model is presented 10 generally describe the HFE elements,
products reviewed for each element, and the scceptance criteris used to evaluate the element. A more
detalled description of the elements are presented in O'Hara and Higgins, 1992).

The mode! s intended o3 the programmatic approach to achieving & design commitment 10 HFE.
The overall commitment and scope of the HFE effort can be stated as follows: Human-system interfaces
(HS1) should be provided for the operation, maintenance, test, and inspection of the NPP that reflect
*state-of-the-art human factors principles” (10 CFR $0.34(N)(2)(1ii)) as required by 10 CFR 52.47(a)(1)(M).
For the purposes of model development *state of the art* human factors principles was defined as those
principies currently sccepted by human (actors practitioners. *Current” is defined with reference to the
time at which an HSI is developed. *Accepted” is defined as & practice, method, or guide which is (1)
documented in the human factors literature within a standard or guidance document that has undergone
a peer-review process, and/or (2) justified through scieatific industry research practices.

The model developed 10 achieve this commitment contains eight elements divided (nto four
review stages:

HEE Danning Revdew

. Element 1 - Humen Factors Engineering Program Management
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Element 2 - Operating Experience Review

Element 3 - System Functional Requirements Analysis
Element 4 - Allocation of Function

Element 5 - Task Analysis

Deslgn Development Review

. Element 6 - Human-System Interface Design
Element 7 - Plant and Emergency Operating Procedure Development

Verification and Velidation

- Element & - Human Factors Verification and Validation.

The elements and their interrelationships are illustrated in Figure 2.3. Also {llustrated are the
minimal set of items submitted to the NRC for review of the developers’ HFE efforts. The materials
reviewed at each stage are shown in Figure 2.4 (either an Implementation Plan, Analysis Report, and
HFE Design Team Review Report). Each el*ment contains an element objective and the factors that
must be considered in the review process. More detailed acceptance criteria have been described
elsewhere (O'Hara and Higgins, 1992).

A brief description of each element follows,
124 Review Elements
2241 Element i - Human Factors Engineering Program Management

As stated above, this element reflects the general design commitment: Human-system interfaces
(HSI) should be provided for the operation, maintenance, test, and inspection of the HSI that reflect
*siate-of-the-art human factors principles” (10 CFR $0.34(1)(2)(iii)) as required by 10 CFR 52.47(a)(1)(i).
All aspects of HSI should be developed, designed, and evaluated based upon & structured top-down
system analysis using accepted human factors engineering (HFE) principles based upon current HFE
practices. HSI is used here in the broad sense and shovld include all operations, maintenance, test, and
inspection interfaces, procedures, and training needs of the main control room and remaste shutdown
system functions and equipment.

To assure the integration of HFE into sysiem development and the achievement of the goals of
the HFE program, an HFE Design Team and an HFE Program Plan should be estatlished 10 assure the
proper development, execution, oversight, and documentation of the program. As pant of the program
plan an HFE issues tracking sysiem (10 document and track HFE related problems/concerns/ issues and
their solutions throughout the HFE program) should be established.

Considerations for the review of this element include (organized by the topics to which the
considerations apply: General, HFE Team, Issue Tracking System, and HFE Program plan):
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HFE lssue Tacking SYSiem

1. The tracking system should address human factors issues that are (1) known 10 the industry (such
as TMI related HF issues and other NRC, industry and generic human faciors issues), (2)
identified in the operating experience review (see Element 2), and (3) those identified throughout

the life cycle of the system design, development and evaluation.

2 The method should document and track human factors engineering issues and concerns, from
identification until elimination or reduction 10 » level acceptable to the review team.

3. Each issue/concern that meets of exceeds the threshold effects established by the review team
should be entered on the log when first identified, and each action ‘aken to eliminate or reduce
the issue/concern should be thoroughly documented. The final resolution of the issue/concemn,
as accepted by the review team, should be documented in detail, along with information
regarding review team acceptance (€.g., person accepting, date, eic.)

4 The tracking procedures should carefully spell out individual responsibilities when an
issue/concern is identified, identify who should log it, who is responsible for tracking the
resolution efforts, who is responsible for acceptance of a resolution, and who should ente

closeout data.
¢ An HFE Program Management plan should be developed to describe how the human factors

program should be sccomplished, i.¢., the plan should describe the HFE Team's organization and
composition and which lays out the effort 10 be undertaken and provides a technical approach,
schedule, and management control structure and technical interfaces to achieve the HFE
program objectives. The plan is the single document which describes the designer's entire HFE
program, identifies its clements, and explains how the elements will be managed. Generally, it
shov!d address

. The scope of the HFE Design Team's authority within the broader scope of the
organization respunsible for plant censtruction. Included within this scope should be the
authority to suspend from delivery, installation, or operation any equipment which is
determined by the Team to be deficient in regard to established human factors design
practices and evaluation criteria

. The process through which the Team will execute its responsibilities.

. The processes through which findings of the Team are resolved and how equipment
design changes that may be necessary for resolution are incorporated into the actual
equipment ultimately used in the plant.

. The qualifications of the team members.

B The process through which the Team activities will be assigned to individual team

members, the responsibilitics of each team member and the procedures that will govern
the internal management of the team.
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1240 E cmment 3 - System Functiona! Kequirements Analysis

Sysiem requirements should be analyzed to identify those functions which must be pertorm=d 10
satiafy the objectives of each functional area. System function analysis should: (1) getermine the
objective, performance requirements, and constraints of the design; and (2) establish the functions which
must be accomplished 10 meet the objectives and required performance.

Considerations for the review of this element include:

1. System requirements should ¢#termine system functions and the function should determine the
performance necessary 10 carry out its objective.

w2

Critical functions should be defined (i.e., those functions required 1o achieve major system
performance requirements; of those functions which, if failed, covld degrade system of
equipment performance or pose safety hazard to plant personnel of 10 wi¢ general public)

¥ Safety functions should be identified and any functional interrelationship with non-safety systems
should be identified.

4 Functions should be defined as the most general, yet differentiable means whereby the system
requirements a*e mel, discharged, or satisfied. Functions should be arranged in a logical
sequence s¢ that any specified operational usage of *he system can be traced in an end-to-end
path,

5. Function diagramming should be done ! several levels, starting ut & “top level” where a very
gross picture of major functions is described, and continuing to decompose major functions 1o
several lower levels until & specific critical end-item requirement w'll emerge, €5, & picee of
equipment, software, Or 4n Operator.

6. Detailed narrative descriptions should be developed for each of the identified functiors and for
the cverall system configuration design itsell. Eact function should be identified and descrived
in terms of inputs (observable parameters which will indicate system status), fun: *ional
pro essing (control proces® and performance measures required to achieve the function) Outputs,
feedback (how to determine correct discharge of function), and interface requirements from the
top ¢ wn s0 that subfunclions are recognizid as part of larger functional areas.

A"

7. Functional operations or agtivities should include: -
. detecting signals
. measuring information
. comparing one measuremeni with ancther
* processing information
. acting upon decisions 10 produce & desired sondition or result on the system Of

environment (€.g., »/Sicm aid component Jperation, actuation. and trips)
8. The function analysis should be kept . rent over the life ccle of design development

9. Evaluation of the analysis should be pe.iormed 10 assure that:






. assu7e that buman performance requirements do not exceed human capabilitizc,
. be used as basic information 1or developing procedures, and

. be used as basic information for developing manning, skill, training, and communication
requirements of the system.

ConsiGerations for the review of this element include:

1.

The scope of the task analysis should include all operations, maintenance, test and inspection
tasks. The analyses should be directed 10 the full range I plant operating modes, including stan-
up, sormal operations, abnormal operations, trapsient conditions, low power and shutdown
conditions. Thie unalyses should include tasks performe in «be control room as weil as outside

of the control room.

The analysis should link the identiSad and described tasks in operational sequence diagrams.
# review of the deseriptions anc operational sequence diagrams should identify which tasks can
be considered *critical™ in terms of importance for function achievement, potential for auman
error, and impact of task failure. Human actions which are forad to affect plant risk in PRA
sensitivity analyses should also be considered “critical.® Wher . critical functions are automated,
ik, analyses should consider all human tasks including mon’.oring of an automated safety system
and back-up actions if it faiis.

Task analysis should begin on & gross level and involve the development of detailed narrative
descriptions of what personne! must do. Task analyses should define the nature of the input,
process, and output required by and of petsonnel. Detailed task descriptions should address (as

appropriate):
. Information Requirements

. information required, including cues for task initiation
Information available

. Decision-Making Requirements

Description of the decisioms to be made (relative, absolute, probabilistic)
Evaluations to be performed

- Decisions that are probable based on the evaluation (opportunities for cognitive
errors, such as capture error, will be identified &nd carefully analyzed)

. Response Requirements

- Action 10 be taken
. Overlap of task requirements (serial vs. paraliel task elements)
. Frequency
. Speed/Time line requirements
. Tolerance/accuracy

Operationai limits of personnel performance
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Considerations for the revie of this element incwi'e:

The design configuration should satisfy the functional and technical design requirements and
insure that the HS1 will mset the appropriate HFE guidance and critenia

The HFE effort should be applied 10 HS! both inside and outside of the control room (local
HSI).

HS! design should utilize the results of the task analysis 10 assure the adequs  ~\ 1nhe HSL

The HS! and working environment should be adequate for the buman performance 1 squirements
it supports. The HSI should be capable of supporting critical operations under the worst credibie
environmental conditions.

The HS! should be free of elements which are rot required for the accomplishment of any task

The selection and design of HSI hardware and software approaches should be based upon
demonstrated criteria that suppon the achievement of human task performance requirements.
Criiteria can be based upon test results, demonstrated experience, and trade studies of identified
options.

HFE standards should be employed in HS! selection and design. Human engineering guidance
regarding the design particalars should be developed by the HSI designer 1o (1) insure that the
human-system interfaces are designed to currently accepted HFE guidelines and (2) insure
proper consideration of human capabilities and limitations in the developing system. This
puidance should be derived from sources such as expen judgement, design guidelines anc
standards, and quantitative (e anthropometric) and qualitative (e.g., relative effectiveness of
differing types of displays for different conditions) data. Procedures should be employed to
ensure HS! adherence with the developed design standards.

HFE/HS! probleins shoulu =* + 280, =4 using studies, experiments, and laboratory tests, €5,

. Mockupe &nd models may be used to resolve access, workspace and related HFE
problems and incorporating these solutions into system design

. Dynamic simulation and HSI prototypes should be evaluated for use to evaluate design
details of equipment requiring critical human performance

. The rationale for selestion of desigr/evaluation 100ls should be documented

HFE should be applied to the design of equipment and software for maintainability, testing and
inspeciion.

Element 7 - Plant snd Eme gency Opersting Procedure Developroent

Plant and Emergency Operating Procedures should be developed 10 SUppoOI and guide human

interaction wiw, plant sysiems and 10 control plant-related events and activities. Humarn engineering
principies and critena should be applied along with all other design requirements to develop procedures

2-33%



that are technically acoursie, comprebensive, explicit, easy 10 utilize, and validsted. The ftypes of
procedures covered in the element Are:

plant and sysiem operations (including start-up. power, and shutdown operations),
sbnormal and emergency operations,
yreoperational, stan-up, and surveillance tests, and

alarm response.

Considerations for the review of this element include:

1 The task analysis should be used to specify the procedures for operations (normal, abnormal, and
emergency), ey, maintenance and inspection.

The basis for procedure development should include:

Plant design bases

system-based technical requirements and specifications

the task analyses for operations (normal, abnormal, and emergency)

significant buman actions identifisd in the HRA/PRA

initiating events 1o be considered in the EOPs should include those events present in the
design bases.

3 A Writer's Guide should be developed 10 establish the process for develop'ng technical
procedures that are complete, accurate, consistent, and easy 10 understacd and follow. The
Guide should contain sufficiently objective criteria so that procedures developed in accordance
with the Guide should be consistent in organization, style, and content. The Guide shouid be
used for all procedures within the scope of this Element. The Writer's Guide should provide
{nstructions for procedure content and format (including the writing of action steps and the
specification of acceptable acronym lists and acceptable terms 1o be used).

4 The content of the procedures saould incorporate the foliowing elements:

Title

Statement of Applicability

References

Prerequisites

Precautions (including warmnings, cautions, #nd notes)
Limitations and Actions

Required Human Actions

Acceptance Criteria

Checkoff Lists

3. All procedures should be verified and validsted A review should be conducied o assure
procedures are correct and can be performed. Final validation of operating procedures should
be performed in a simulation of the integrated system as part of V&V activities described in
Element 8.
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6 An snalysis should be conducted 10 determine the impact of providing computer-based
procedures and 10 specify where such an approach would improve procedure utilization and
reduce operating crew enors related 10 procedure use.

1248 Element § - Human Fuctors Verification and Validation

The successful incorporation of buman factors engineering L «  the final HS! design and the
acceptability of the resulting HS! should be thoroughly evaluated as a. ategrated f tem using HFE
evaluation procedures, guidelines, standards, and principles.

Considerations for the review of this element include:
¥ ‘Ihe evaluation should verify thal the performance of the MS1, when all clements are fully

integrated into & system, meets (1) all HFE design gosls s established in the program plan; and
(2) all system functional requirements and suppon human operations, maintenance, test, and

inspection task sccomplishment.

2 The evaluation should address

. Human-Hardware interfaces
. Human-software interfaces
. Procedures
. Workstation and console configurations
. Control room design
. Remote shutdown vstem &nd location control station
. Design of the overa). work environment
3 Individual HS! design elements should be evaluated in 8 static and/or *part-task” mode 10 assure

that all controls, displays, and data processing that are required are available and that they are
designed according to accepied HFE guidelines, stnadards, and principles.

4 The integration of HSI elements with each other and with personnel should be evaluated and
valida;ed through dynamic task performance evaluatich using evaluation (ools which are
appropriate 1o the accomplishment of this objective. A £y functional HS1 prototype and plant
simuiator should be used as part of these evaluations. 1f an alternative 10 & HS!1 protorype is
propascd its acceptability should be documented in the implementation plan. The evaluations

should have as their objectives:

Adequacy of entire HSI configuration for achievement of safety goals

Confirm allocation of function and ihe structure of tasks assigned to personnel
Adequacy of staffing and the HS! 1o support staff 10 accomplish their tasks.
Adequacy of Prucedures

Confirm the adequacy of the dynamic aspects of all interfaces for task accomplishment
Evaluation and demonstration of error tolerance to human and system failures

5. Dynamic cvaluations should evaluaie HSI under & range of operational conditions and upsets,

and should include:

. Normal plant evolutions (e.g., stari-up, full power, and shutdown operations)
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Instrument Fallures (e.g., JOEX and contro! units, fault tolerant sontrollers, local “held

Units® for multiplex (MUX) sysiem MUX controlier)

HS] equipment and processing failure (e.g. loss of VDUA loss of data processing, 1088
of large overview display

Transients (e.g., Turbine Irip, Loss of Ofisite Power. Station Biackout end Loss of al
FW)

Accidents (e.g., Main steam lin€ wreak Positive Reactivity Addition Control Rod
Insertion &t power, Control Rod Eiection, ATWS, and vanous sized LOCA

performance measures for dynami evaluations should be adequaie K test the achievement off

biectives, design goals, and periormance requirements and should inciude &t @ minimurr

Svsien ;v("l rMAnCe measures levant 10 salety
Crew Primary Task Performance (€., (ASK times, procedure Viol
Crew Errors

AwWareness

communications anc
,;n mewn 5y ' s

Physical positioning anc

sh~uld be made thal all ISSUES documented in the Human Factors 'ssue Trucking

been addressed

should be made that all cntical human actions as defined by the task analysis and
ave be adequately supported in the design The design of tests and evaluations |
| as part of HFE V&V actwvities ghould specifically examine these actions




A H$] REVIEW GUIDELINE DEVELOPMENT
LN | Mmmmmﬁ"m

311 Overview

While & very broad general model for the review of sdvanced reactor HFE was developed. the
development of guidelines for the review of advanced HSI controls and room displays was identified as
the part o the model 1o be developed The general methodology for this part of the effort is illustrated
in Figure 3.1.

The most important aspect of design evaluation is knowing what tasks the operator musi perform
and what the information, data processing, and control requirements are for each task transaction. This
information must be developed for each uniquy design and cannot be specified in advance. There are
several reasons for this including:

. The great diversity of plant types under development incorporating reacior technologies
beyoud LWRS,

. The evolutionary continuum in sctive 10 passive safety sysiems which greatly impacts the
operstor's safety functions, and

. The varying degree of automation avallable ir. present advanced reacior designs.

Thus, while & knowledge of operator 1asks is the single most important aspect of safety evaluation, the
state of the industry does not permit the specification of these tasks in enough detail 1o enable the
development of & guidance document that would be generic encugh to be applicable the all ACR design.
Therefore, access to detalled task information will be required for each evaluation - whether it is made
available 10 evalustors through secondary sources (such as documentation of operators) or whether itis
developed by evaluators,

1t is possible to identify some high-level operator cognitive goals based upon what is understood
about huran information processing and the cognitive precursors 1o human eror (as was discussed in

Section 2). Based upon the discussion in Section 2, & relatively small number of high-level cognitive goals
can be identified.

Information Perception and Detection

- Signa! detection and event recognition requirements should be
kept within the operaiors’ information processing limits.

mg_umwmm . HS! infor:nation should be displayed in a form that can be easily
assimilated and undersiood by the user.

Maximize Primary Task Performance
' . The HS! should be designed around the operator's primary tasks in

rerms of what has 1o be performed within a given time frame, L., the HS1 should support the users 10
accomplish all assigned tasks within system-defined time and performance criteria.
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Wﬂﬂ_ﬁm . The HSI should support s high degree of operating crew “situation
awareness.”

Appropriate Workload - The HS! should provide for a level of workload that does not negatively aftect
performance but which is sufficient 10 maintain vigilance.

Minimize Secondary Task Effects on Divided Attention

‘ ‘asks - The HSI should minimize the competition for attentional
processing resources of secor uaty tasks (tasks not directly involved with process control, snch as the
interface management).

. The HS! design should minimize the need for
operators to perform mental computations or 1o mentally transform data in order to make it usabie.

Minimize Memory Load - The system will minimize operator memory load.
Minimize Errors

Feedback - The operator should be provided with feedback regarding the behavior of the system in
response 1o control actions.

Emor Tolerangs - The operator interfaces should minimize operator error and provide for error detection
and recovery capability. They should provide the cues required 1o activate the mental model which is
appropriate to the situation (thus minimizing the higher-level processing and the information processing
burden) and distinguish the information from other similar events.

that depict the generic HSI characteristics necessary to support opumal operator performance. Such
general principles of human-interface design have been proposed in a number of sources (Smith and
Mosier, 1986, Rarden and Johnson, 1989, Shneiderman, 1987, DoD, 1989). 1t should be noted that all
of the cognitive goals do not all trausiate directly into clear-cut design review principles. However, most
can be addressed as pant of HSI evaluation. For the purpases of this report the General Design Principles
are referred to as "Meta Guidelines.” There are ten Meta Guidelines

Efficient Screen Organizotion

All aspects of screen organization (placemient of elenients, sequencing of elements, spacing, r1e.)
should be based on user requirements and reflect the general principles of organization by impoitance,
frequency of use, order of use, eic.
Logical Structure

All aspects of the system (formats, terminology, sequencing, grouping, etc.) should reflect an
obvious logic, preferably based on task requirements, uuclear power conventions, of cultural conventions.

In the absence of & logic based on one of these, another non-arbitrary '~gic, such as alphabetical,
chronological, size, etc., should be amployed.
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Consistency

|| aspects of the system shouid be expressed consiscently, incluc.iig » MatS terran ology (labels

{tems, commands, e shbreviations, coding, control act ns, sequence”

of actions, et

FemiliarityMeaningfulness

All aspects of the system shouid be €x] ressed in customary, commonplace, useful and functiona
r

ni 0 Or arol N s, Or 1n orms *eq

quiring interpretation prior 10 use

svstem should supporn task accon nlishment and not force the user 1o Lonlorm I« systen
rements and lLimitations Reguired data should be available in forms and formats
ask and control options should encompass the range of potential desireC actions
Minimal Memory Load

ring users (o periorm me
" -."“ [

syntactic comm
lengthy action sequences, €ic
& e

the minimum number of actions necessary 10 acc ymplish
vs. command keying menu selection vs multiple command entry, Singic
In addition, the system should not require the €n
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t
to re-enter information already resident in the Sy

yperaling or already resident datu

multiple means to Carry out actions and permi
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Since the principles are generic and siated at @ fairly general level, they must be nade more
applicaticn specific through the development of detailed design review guidance. The general HSI
principles are thea made more technologs dependent and to a level of detail sufficient to support HS!
review and evaluations. The general HSI principles must be wranslated into rerms that can be applied
to specific applications of advanced technology for NPPs, ie., by developing guidelines for the review
of the specific types technology (e.§. graphic displays, touch screens, and expert systems).

The detailed guidelines can be derived from many sources &s illustrated in Figure 3.1. The most
cost-efiective means of developing guidance is to adapt validated guidelines already developed for similar
complex, high-technology syst2ms. For arcas where no guidance is available, the scientific literature and
industry experience related to the area can be reviewed 1o determine whether & sufficient knowledge-basc
exists 10 support guideline development. If the knowledge basis is weak, specific research projects can
be aeveloped to provide a foundation for guideline development.

Revision 2 of the Guideline (described in this document) reflects the results of the first method
of guideline development. While & preliminary list of areas in need of further development have been
identified, no effort was made in this project 1o review the literature (beyond that defined in the first
method).

The purpose of this section is 10 describe the derivation of the detailed guidelines contained in
Revision 2 of the Guideline.

32 WMMMM
321 Document Search

Human factors guidelines for the types of advanced HSI technology being used in NPPs (as
discussed in Section 2) were sought. The search procsss was composed of: (1) a --arch of the human
factors literature including journal articles, conference papers, special interest [.Oup newsletters, and
announcements of recent publications for books, manuals, etc.; and (2) direct contact with organizations
which sponsor such research as well as individuals in the field of advanced human factors technology.

Three general criteria were used 10 facilitate the identification of guidelines projects for
consideration in this projest. First, no effort was made to identify documents developed before 1980.
The reasons for this restriction inciuded (1) significant guidelines were absorbed in later documents
developed in the 1980s, and (2) HSI and computer technology have so dramatically changed over the
1980s that many of the guidclines published in the 1970s are not applicable to today’s technology.
Second. for this stage of the project, very specialized documents were not included because their validity
could not be judged and they typically contain guidelines drawn from more well- known guidelines. Third,
a "fine: net" was used 10 identify applicable documenis in the nuclear industry. That is, almost any
nuclear industry document suggesting recommendations or guidelines for advanced HS! was sought and
included while such a fine resolution search was not performed in other areas. For example,
NUREG/CR-3987 ca computerized annunciater sysiems contains peneral guidelines for such systems and
was identified in the search process. Similar documents from outside of the nulcar industry would not
have been included in the seaich process.

Informatiou on each effort was entered into a computerized database containing information such

as authors, document title, document number, publication date, performing organization, Sponsonng
organization, publisher, status (completed, draft report, or work-in-progress), availability (available or not
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svallable fo: release), and & SyNOPSIS of the document's contents. The available documents for all
projects were solicited and obtained where available

Over 75 guideline efforts were identified. The great emphasis is on HCI with the more recent
emphasis specifics’ly on human-software interfaces. Many of the hardware aspects of HCl were
elaborated in earlier guidelines, althcugh there are some exceptions 10 this as well (such as in the arca
of computer input devices like the mouse and touch screen). It was aiso observed *hat n large pumber
of books have been published in recent ycars on HCI guidelines. These texis however, generally are
Umited in terms of the research justification audit trall provided for individual guidelines (1.e., individual
guidelines are not linked with references validating their use). Government sponsored documel.ts such
as Smith and Mosier (1986) and DoD-HDBK-761A are much stronger in this regard. The latter are also
much scronger in terms of the peer/industry review the guidelines received

Document Selection of Primary Source Documents

Once advanced HS1 documents were identified. the selection of those Gocuments 10 serve 85 the
basis for the initial set of guidelines 10 be incorporated in the Guideliae document had to be made
Although many documents were identified and included in the database, noO attempt was made to include
all of them in the development of the Guideline for two reasons. First, the sheer volume of documents
would have been 100 resource intensive 10 permil & detailed evaluation of cach. Second, there was great
diversity in the “validity” of individual documents Therefore, a strategy was developed 10 classify the
documents into primary (those to be used in the Guidelines development) and secondary sources. The
classification process is explained below

in the selection of primary source documents and in the subsequent selection of individual
guidelines, 8 high priority was given 10 assuring the *validity” of the guidelines. Validity is not used here
in the classic scientific sense of the term, instead an attempt was made 10 assure that the guidelines were
based upon empirical research and/or sccepted human engineenng practice Validity was defined in
terms of two aspects of potential source document development which loosely correspond to the
empirical research support and conformance with accepted human engineering practice *Internal”
validity was evaluated by the degree to which the individual guidelines within a document were based
upon empirical research and an audit trail maintained from each guideline back 10 the rescarch upon
which it was based. Thus, if an individual guideline seemed questionabie, it would be possible to go back
to the original source documents 10 evaluate the appropriatencss of the guideline's technica "asis
*External” validity was evaluated as a function of the degree to which the document has been suy, cted
to peer review. A docuinent which had undergone exXtensive peer review was considred to have external
validity. Such a review process was considered a good method of screening guidelines for conformance
to accepted human engineering practices “Intemnal and external validity were evaluated at the document
level and not at the level of individual guidelines.

In general, documents which had both good internal and extcr yal validity were considered the
best primary source documents Documents which had neither internal or external validity were
considered secondary sources. This classification was used to specify the use of the documents in the

guidelines compilauon process

v hile internal validity (research basis and external validity (peer review) are important factors
there are additional factors which afiect & document’s priority within a class Thus, a more fine-grained
priontizaton procedure was developed that included three additional factors




. Authorship - A document was considered higher priority than another if it was developed
by a panel of experts under the suspices of & recognized institution (such as the Human
Factors Society) than {f it was developed by a small group of authors.

. Resensy - A document was considered higher priority than another if it was developed
recently (1985-Present) than if it was developed prior to that (1980-1584).

. Industry - A document was considered higher priority than another if it was developed
for the puclear industry than if it was deveioped for another industry.

When these three factors are combined with the first two factors, a 12-level prioritization system results.
Each of the documents in the database was rated by priority and that information was coded in the
database. The priority rating was used to guide the order of document utilization and to facilitate the
resolution of conflicting guidance that may appear between docutnents. The general classification used

{o establish document priorifty is {llustrated in Table 3.1.

Table 3.1. Gu'deline Document Prioritization Scheme

®
NO PEER REVIEW

s PEER REVIEW

3 g VES NO YES NO

T

é PANEL NO PANEL NO PANEL NO PANEL NO
A

Rec | oD | REC| OLD| REC| OLD REC | OLD| REC |OLD | REC OLD | REC| OLD | REC| OLD

RECENCY

NOeS
For Recency. REC« Recant (1985-Present) and OLD = 1980-1084
For Industry: N = Nuciear Incustry and O » Other Intustry



Table 3.2. Guideline Primary Source Documents

MIL-STD-1472D
Military Systems
DoD DOD-HDBK-761A | 1990 | Human engineering Guideline for
Management Information Systems
Us An Fore | ESD-TR86:278 | 1986 | Guidelines for Designing User-Interface !
Sofrware (Smith and Mosier)
NASA NASA-STD-3000 1087 | Man-System Integration Standards
NASA NASA-USE- 1988 | Space Station Freedom Human-Computer
HC1G-1000 Interface Guidelines
HFS ANSI-STD-HFS- 1988 | Amenc: n National Standard for Human
100 Factors Engineers of Visual Display
Terminals Workstations
U.S NRC NUREG-0800 1984 Standard Review Plan
INEL ISBN 0-12-283965- | 1989 | User-Computer Interface in Process Con-
X ol + Human Factors Engineering Hand-
boo.

The primary source documents used for the NRC Guideline are indicated in Table 3.2.

While all of the documents are the products of U.S. Government-sponsored efforts, the last
document listed is a published book (Gilmore et al., 1989) It was based in part upon work performed
at the Idaho National Engineering Laboratory (INEL) for the NRC and reported in NUREG/CR-4227
(Gilmore, 1985). The work is significant because it (1) is specifically directed toward process control
applications, (2) provides an excelient research basis for the guidelines presented, and (3) draws heavily
from source material developed in the nuclear industry. 1t differ: from the other documents in that it
did not receive the extent of peer review received by the other documents. However, its positive features
were considered significant enough to warrant its inclusion as a primary source.

Another slightly different document was the Space Stuation Freedom Guidelines. Since these
guidelines were developed for the Space Station they were much more prescriptive than the other
documents. This source was used, however, because it had an excellent research base and peer review.
It also provided a number of new HC1 guidelines. When used as a source for the NRC Guideline, these
guidelines were modified to present a general principle rather than an equipment-specific requirement.

i3 nizational Struct

Before developing an organizational structure for the Guideline, the approaches used in other
Jocuments that provide advanced human factors guidelines were examined. The structure should remain

fairly Oexible at this point 0 allow for the diversity of technology implementations, the grovth of
emerging technology, and to provide for an expansion of document scope 10 other types of interfaces.
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A computer-based document can provide the flexibility needed at this stage of the Guideline
development.

The organizational structure of the primary source documents was reviewed. Typically these
documents used a genenc function-based approach, that is, the guidelines were organized by high-level
functions the operator performs with the system, such as data entry, data display, dialogue, communica-
tion, and data protection. In addition, a section on integration of these functional elements is usually
provided. Several of these documents address the buman interface issues peculiar 10 computer systems.
The more general documents, such as MIL-STD-1472D and NASA-STD-3000, also include guidelines
for the hardware required to perform computer functions (¢.g., keyboards, CRTs). NUREG-0700 follows
a similar approach; the list of interface guidelines are organized into the following sections. Control
Room Workspace, Communications, Anpunciator Waming Systems, Controls, Visual Displays, Labels

and Location Aids, Process Compuiess, Pane! Layout, and Control-Display Integratiod.

The Guideline's organizational structure is similar to other documents that focus heavily on the
human-<omputer interface. However, the organizational structure was influenced by the results of the
scoping task which indicated major trends in the use of relatively "compact” computer-based workstations
and intelligent operator aids. Thus, the proposed structure represents a blend of current guideline
approaches and the anticipated needs of the NRC inspector of reviewer. The seven major sections of
the draft document are presented in Table 3.3. Each of these is broken into several subsections. A more
detailed breakdown of the sections 18 pi esented at the beginning of Volume 11 of this report.

Of the seven sections, the first six tend to be human-soﬂwardhuman‘infommon oriented. The
last section provides the majority of the guidelines pertaining 10 hardware and workplace layout. Note
that no effort is being made in this project 10 incorporate guidelines for *traditional® technology (¢.8.
rotating knobs or sound-powered phones) already addressed by NUREG-0700, although there are plans
1o do so in the future since these will be needed to review advanced CRs.

Information Display

This section deals primarily with the formatting of visual displays, both text- and graphics-based.
Guidance is provided in top-down fashion beginning with broad display design issues and then proceeding
10 finer levels of display details. The first four major sections include overall organization & layout, type
of display, display elements, and “~aliy coding. The fifth subsection pertains the display of safety critical
parameters.

Screen organization guidelines include general organizing principles, establishment O twavaiona!
areas on the display (¢.8. command, message arcas), methods of presenting information on multiple
pages, techniques for grouping displayed items, and the use of *windows. Guidelines for types of
displays address the use of various methods of presenting information such as by tables, lists, data forms,
mimics, and graphics (including flow charts, graphics, map displays, diagrams, etc.).

Guiculines for display elements treat the appearance of the cursct and text characters, graphical
and textual methods of data presentation, and the content and format of labels used in such

presentations.
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Tabie 33 Guideline Tadle of Contents

INFORMATION DISPLAY 1.1 Secreen Organization and Layout
12 Types of Displays
13 Display Elements
14

Coding
1.5 Display of Safety Parameters

30  OPERATOR INPUT AND 2.1 Entering Information
CONTROL 22 Operator Dialogue
23 Display Control

24 Information Manipulation
2.5 System Response Time
3.0 ALARMS
4.0 CPERATOR AIDS 41 Routine System Messages and Guidance
42 Decision Aids
sy INTER-PERSONNEL 51 Genenl
COMMUNICATION £2 Preparing Messages
§3 Addressing Messages
54 Initiating Transmission
§5 Controlling Transmicsion
$6 Receiving Messages
60 INFORMATION 6.1 General
PROTECTION 62 User Identification

63 Data Access
64 Data Transmission

70  WORKSTATION DESIGN 7.1 Display Devices
72 Control and Input Devices
Control Roc .n Configuration

Coding is used to distinguish among types of displayed dawa (eg. normal/out-of-range,
labelshvalues). Coding guidelines consider text codes and methods of highlighting text displays, generally
applicable codes based on visual attributes (¢.g., brightness, color, size, shape, etc.), and auditory codes.
The guidance centers on the consistent application of codes, and the appropriateness of their use in
connection with various types of tasks.

Operator Input and Contrel

This section addresses entering information, operator dialogue, display control, information
manipulation, and system response time. Thus, considerations of Aisplay-control integration are included
here.

Information entry comprises any circumstance in which the operator provides data t0 a computer-

based system. Modes of information input considered include text entry, tabular and form entry,
graphical entry, and entry via speech.
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refers to the issuing of sequence control commands 10 the system. Scquence
control refers 10 Operator inputs that initiate or interrupt transactions (i.e., functions of the system). The
specific means by which such command inputs are made is the transaction dialogue. The types of
dialogue considered are: command language, direct manipulation, menu sclection, form-filling, function
keys, query language, question and answer, and constrained natural language.

Command Language - A command language dialogue requires the operator 1o specify the
functions 10 be performed without prompting; the operator is assumed to be aware of the
svailable options, the proper command syntax, etc.). A command language dialogue is
appropriate when 8 great deal of Dexitility is required regarding the sequencing and content of
operator inputs, and the operator is very familiar with the system.

Direct Manipulation - A direct manipulation or graphic user interface (GUI) typically displays
pictographic icons 10 represent control actions and options; actions and options not easily
represented in pictop «phic form are presented in menus. Jeons or menu items are "selected” by
positioning & cutsor, usually by means of a pointing device (i.e., 8 mouse Or trackball). GUls
ofien present different modes of interaction or types of information in separate, selectable
*windows” on the display.

Menu Selection - A menu selection dialogue presents the Operator with a number of options from
which the desired action is chosen any of a variety of means (€., positioning of the cursor,
entering a keystroke code, etc.). This style of dialogue is appropriate when the number of
options is limited and speed and accuracy are critical.

Form-Filling - A form-filling dialogue requires the operator 10 enter data in predefined fields
presented on the display. This style of interaction is, therefore, appropriate 1o situations in which
the categories of data to be input can be specified, but flexibility is required with respect 10 the
data o be input. It is the obvious choice for entry of into a computer system of information that
already exists on hardcopy forms.

Furction Keys - Function keys aie dedicated 1o a single option or action and are therefore best
used to in order to select from among & small number of frequently-used options that are
available at any point in the operator/system interaction (i.e., functions that are available only in
certain modes of system operation are typically not assigned to function keys).

Query Longuage - Query language is a specialized type of command language used to retrieve
information from a system.

Question and Answer - In a question and answer dialogue, the system poses questions for the
Operator 1o answer. This style of interaction is appropriate when the types of information 10 be
input are specified, and the order in which tie data are 10 be inpui is predefined.

Constrained Natural Language - A natural language interface allows instructions or requests 1o
be entered using "everyday” vocabulary with few requirements as 10 syntax.

A well-designed operator dialogue will allow operators 10 interact with the sy.tem without

imposing unnecessary constraints or. the selection of sequencing of actions, and inove efficiently from
one task 10 the next.
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guidelines comprise a variety of display interactions and modes (e.g., selection,
freezing, updating, paging. scrolling). The objective of the design of display control functions is 10 allow
the operator 10 access the specific information required for the task &t hauJ while maintaining awareness
of the ongoing process and the display/control context.

ime address the necessity of the system to respond promptly 10 operator input.
Guidelines address the speed the systems's response 10 user inputs of various kinds, and control oy the
operator of the display of information.

Alarmus

Alarms bave historicaliy been problematic in NPP CRs. Recent advanced technology-based
efforts 1o improve alarms have not been completely successful (see O'Hara et al,, 1991), thus, the NRC
has specifically identified alarms (ADMUNCIAtONS) &S & generic issue and initiate d research to devele ) review
guidance in the area of advanced alarm sysiems (FIN A-3967). This section is essentially a place holder
for the results of the NRC project identified above.

Operator Alds

Arcas covered by guidelines in this section are prompes (including routine messages), operator
guidance (feedback and on-line help), and decision aids (i.e, expert svstems). Well-designed prompts
indicate not only that input is expected, but also the proper format and means oi performing the entry.
Useful error messages clearly convey the nature of the problem and facilitate it correction. The overall
goal of prompting and user guidance is 10 ensure that operators, at any point in the interaction, are aware
of what type of action is appropriate, what their options are, how they shouid proceed, and how they can
request help.

Inter-Personnt! Communication

This section contains guidelines for activities related to computer mediated communication
among the plant personnel, ¢.g., preparing, addressing, transmitting and receiving messages. Many of
the guidelines are concerned with minimizing the demands placed on the Operators of the system while
providing them with considerabie fiexibility in eommunications. 1t is especially important in the context
of a CR that inter-operator communication functions be well-integrated into the larger computer-based
control system, ¢.g., operators should not feel that communications require an interruption their ongoing
tasks, the use of 3 unique command s ar mode ot interaction, recall of special syntax and addresses,
etc.

Information Protection

This section contains guidelines pertaining to methods for ensuring the integrity of data used by
the system. Guidance covers prevention of inadvertent change or deletion of data, minimizstion of data
joss due to computer failure, and protectior of data such as setpoints from unauthorized access.
Measures taken to protect data will usually involve rrade-offs between security and ease-of-use. The
inconvenience introduced by the necessity 10, €8, verify potentially destructive actions, should be
appropriate tu the costs of such actions.
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Workstation Design

This section is hardware-criented and organized in bottom-up fashion beginning with guidelines
on individual display and control devices, then continuing with the organization of those devices within
an individual workstation, then finally treating the overall organization of the entire CR. The section
contains many "placeholders,” since guidelines do not currently exist for many aspects of advanced
technology hardware to be used in advanced CRs (such as flat panel displays). The guidelines pertain
1o the design of display and control devices typically associated with human-computer interfaces: video
display terminals, sudio & voice displays, projection devices, printers, keyboards, and direct manipulation
controls. More general considerations related to the design of the CR (i.e., equipment dimensions and
anthropometrics, CR environment, etc.) are treated in NUREG070.

34 Guideline Tiers

Within cach section of the Guideline, individual guidelines arc arranged into three tiers. Tiering
was accomplished to aid reviewers in performing more efficient, less time consuming evaluations.
However, the current tiering is considered very preliminary and will be subject to further evaluation. The
tiering is defined below followed by an explanation of how it might be used in the review process.

The first tier contains guidelines that address the appropriate use (Or contraindication) of &
particular technology, equipment, methodology, or approach. These are called the *appropriate use
guidelines* Not every section in the Guideline contains Tier 1 guidelines. The remainder of the
guidelines were divided in two tiers of importance with respect to desigr review. Tier 2, called "leading
indicator guidelines,” contains guidelines that are more general, directly ooservable 10 a revicwer (without
special equipment), and considered more significant in terms of their potential effect on operating crew
performance than tbe Tier 3 guidelines. Tier 2 contains guidelines that (1) represent technology specific
applications of the meta guidelines or (2) were not clearly tied to a meta guideline but were judged by
ihe project staff as important. Tier 3 guidelines, called *detailed guidelines”, were considered slightly less
important than the Tier 2 guidelines and often represented finer ievels of detail of more general Tier 2
guidelines.

The logic of using the tiers as pan of a design review is illustrated in Figure 32, Essentially the
reviewer first evaluates the design feature for its acceptability with respect to Tier 1 - Appropniate Use.
If the reviewer conciudes that the design represents an inappropriate use of the design feature, then the
evaluation of that particular feawre is \erminated. The rationale is that if a design feature is
inappropriately applied, there is no purpose to evaluating the further specifics of the design. For
example, if a table display format is used to show the trend relationship of two contiguous variables, tne
reviewer would find the display rejected on Tier 1 (due to an appropriate use of table displays). There
is no need for the reviewer to establish whether it is & guod or bad tabular display design.

If the display is acceptable at Tier 1, then the reviewer evaluates the design feature for Tier 2
guidelines. If the feature *passes” the Tier 2 guidelines, then the evaluation of the specific feature is
terminated with an acceptadle evaluation. Since Tier 2 are the more important guidelines, no further
review at Tier 3 would be made. By similar logic, I the design feature *fails” the Tier 2 guidelines, no
further evaluation need be made at Tier 3 unless the reviewer wishes to more specifically pinpoint the
deficiencies. if the resules #1 Tier 2 are equivocal, then the Tier 3 guidelines would be used 1o determ...¢
the ultimate acceptability of the design feature.
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Figure 3.2 Proposed Review Strategy Using Guideline Tiers

As inicated above, the tiering of guidelines is considered experimental at this time pending
further evaluation.

35  Individus! Guideline Formulation

The individual guidelines from the primary source documents were sorted into the Guideline’s
organizational structure. This process was not straightforward since the documents were all organized
differently, used dissimilar terminology to address the same topics, were syntactically different, and were
developed to provide design guidance and pot review guidance.

There was considerable overlep in the guidelines recommended across the primary source
documents. Thus, the guidelines were edited to combine similar guidelines into a single guideline.
Where compound guidelines were encountered (several guidelines combined into a singie statement), an
effort was made 10 break the compound guideline into several logical units and represent the units as
separate guidelines. The goal was to make each individual guideline a clear and distinct thought, and
thus easier for a reviewer 10 use. Information as to the primary source document from which each
guideline was derived was recorded. Occasionally primary source documents differed as to the guidance
recommended. Conflict resolution was handled case-by-case. Typically, *tie document prioritization
system was used to resoive any conflicts which existed between guidelines. In those i=sances where
conflicts existed between guidelines of the same priority, then the more conservative guideline was used.
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The guidelines were developed into & standardized format (see Table 3.4) contairing: number,
tier, title, guideling, sdditional information, assessment method, and source. A unique identification
rumber was assigned to each guideline. The number reflects the position of the guideline in the
hicrarchical structure of the overall document. The tier indicates which of tbrae tiers the guideline
elongs to. Each guideline carries a brief title that indicates the subject of the guidance. The guideline
itself states the criteria in narrative form. Many of the guidelines have additional information which may
contain clarifications, examples, exceptions, details regarding measurement, eic. One of more assessment
methods have been tentatively designated for each guideline. The specification of assessment method
allows the reviewer 1o anticipate the information sources that will be peeded 10 perform a given
evaluation. The source of each guideline is indicated, i.c..the primary source documents from which the
wiideline was adapted.

As discussed in Section 2, there is great diversity in the avallable HS! designs and dialogue modes
in advanc-d systems. Thers is also diversity in the types of tasks operators may be calied upon 10
perform ai.d " the wavs those tasks can be performed in advanced reactor designs. Thus, it was deemed
premature at s time 10 screen out guidelines as inappropriate based upon & top-down assessment of
operator tasks in advanced plants. The present version of the Guideline contains & broader diversity of
HCI guidelines than might be expected in a NFPP review guideline. For example, it contains guidelines
for text processing, although it may seem uniikely that texi processing 18sks would be a significant
operator activity in ACRs. rowever, these guidelines were kept in the Guideline to provide a basis for
review of a particular application utilizing this type of operator activity. One of the values of an
interactive document is that guidelines which are inappropriate to a particular design review need not
be displayed 1o the reviewer. Thus, the guidelines are available when needed but need not get in the way
when not needed.

At present, there are approximately 1,700 individual guidelines included in the seven sections de-
fined cbove.
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4 INTERACTIVE COMPUTER-BASED GUIDELINE DEVELOPMENT

The purpose of this section is 10 provide a description of the interactive, computer-based version
of the Guideline. The following sections descrive the rationgle (Section 4.1), requirements analysis
(Section 42), selection of hardware and software for prototyping (Section 4.3), development of the
guidelines databases (Section 4.4), description of functions and utilities (Section 4.5), and description of
user interfaces (Section 4.6).

41  Rationsle

1n addition to 8 hard copy of the Guideline, the guidelines have been developed in an electronic
format. Several issues led to the decision 10 provide the guidelines in an interactive formai. One of the
issues that reviewers face in the evaluation of HSI incorporating advanced technology is the tremendous
diversity in the technology that needs to be reviewed. This situation gives rise 1o @ corresponding
increase in the number of guidelines that must be available to the reviewer, even though only a small
pumber may apply to a specific review. An interactive, computer-based document can provide improved
access o the guidelines and can provide user aids for the compilation of guidelines needed for a specific
review. Another issue is updating the guidelines to keep them current as the knowledge-base improves
and technology changes. There is & need to enable frequent modifications and timely updates to the
Guideline. A computer-based document can facilitate this task. For these reasons there is a trend in
the human factors community to make HFE guidelines available in computer-based form. The Us
Military’s primary human factors guideline (MIL-STD-1472D) and Smith and Mosier's human-sofrware
interface guidelines (1986), for example, are available in hyperiexi-type databases and NASA's Man-
System Integration Standard (NASA-STD-3000) is available in a relational database. The USAF has a
program (CASHE) to provide the human engineering compendium and HSI guidelines in computer-
based form. The computerization of the guidelines provides the flexibility required 10 review advanced
HSIs and 10 update and improve the document.

An interactive version of the Guideline was developed to facilitate the following activities:
. guideline access and review,

. compilation/reorganization of individual guidelines to identify a subset of guidelines for
& specific review.

B guideline editing,
. the incorporation of new guidelines as they becorn. vailable, and

“ 10 serve As & report preparation and review sudit trail aid 10 a reviewer conducting
buman factors audits of advanced CR technology.

42  Reguirements Analysis

An analysis of the inspection task and the variety of ways the document would be used was
performed to identify initial interactive do~ument requirements. They were organized into four categories:
review and inspection task requirements, general usability requirements, electronic document functionality
requirements, and general hards.are requirements to support prototype development of the system. Each
is summarized below. Jt should be noted that not all of these requirements are not met in current
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versiop of the Guideline. The requirements are being evalusted and modified as s result of the test and
evaluation program described in the next section.

411 Review and inspection Task Reguirements

Based upon &n analysis of an NRC reviewer's activities, the following requirements werc

identified.

Support All Review Elements - &3 identified in Section 2.

Support All Inspection Phases - document should support all phases of the inspection
including:

. Preparation (such as review general details of the plant; obtain and review

fic information on the human-sysiem interfaces, procedures eic. record of

carlier evkluations; activity prepa-ation; customize guidelines so that reviewers

can prepare & customized subset of guidelines in advance of an audit which is
wailored to the specific inspection 10 be performed).

Onp-Site Inspection (such as, interview support; review of plant documentation;
equipment inventory, comparison of interfaces with guidelines; issue identifica-
tion, etc.).

. Report Writiag and Issuance (such as, docume. tation ¢f all arcas reviewed,
persons contacted, specific findings.etc.; organization of information into canned
formats).

Support several "Document Utilization Modes® - such as

. Emulate Guideline Document - The capability to provide a high fidelity
emulation of the hardcopy document, including navigation aids (i.e., tsble of
contents and index), glossary, and standard page layout (user sees “raw
document® which is essentially the same as the hard copy version - to facilitate
user familiarity with the document’s content).

Perform Review - User sees only those aspects of the document needed for the
various phases pfJeview, but can casily access others; the ability 10 proceed
through guidelines without secondary data such as Comment, Source, and
Classifica‘ion fields. These should be accessible through *push buttons® or menu

options.

. Edit Guidelines - For document updating, possibly not available to all users so
that the document's content can be controlled.

*Organization-by-system" support - A reviewer can enter a menu that provides a listing by
NPP system such as SPDS. Selection of & system option automatically compiles all
appropriate guidelines. This capability may require an additional feature which would
present a list of questions 10 better define the appropriate guidelines once a system is
selected.



422 Usability Requirements

Several high-level usability requirements have been identified for the interactive document which
were essentially derived from the types of high-level guidance discussed in Section 3, i.e., the design
should be representative of the guidelines contained in the database. The interface must satisfy several
requirements

Fast Leamning - The design of the interface must minimize the time it takes the evaluators
to learn to use il

Efficient performance - The interface must maximize the efficiency with which different
evaluators with a wide range of computer experience will be able 10 use the document

Minimize user errors - The interiace must be designed 1o minimize the number of possible
errors the evaluators might make

Easy learning and reienfion - $ince the document will bx used on an intermittent basis,
its design must be conducive to remembering how 1o Interact with it over ume

Minimal memory load - The electronic version of the Guideline should be designed to
minimize requirements for the user 10 memorize commands, modes, key sequences Of
other actions not inherent in the inspection process

Minimal User Input - In order to reduce the opportunity for operator errof, the electronic
version of the Guideline should permit the user 1o access the guidelines with a minimum
of user input, “uch as Typing This can be accomplished with pull down menus of
kevwords, "point and click” access 10 wable of contents and glossary, and *point and click’
search term entry

On-line help - The document should have an on-line heip sysiem provide guidance I
users on how to use the sysiem The on-line help should be & cessible from anywhere
within the document &nd should have some measure of context sensitivity

Meaningful ermor feedback - The electronic version of the Guideline should prowvide
meaningful feedback 10 the user in the event of a user error. This feedback should
inciude a description of the €rmor and the useg action required to correct the eror

N
¢

High user satisfaction - F

nally, the design should be one ¢ hich maximizes the users
j¢ interiace.

i
4
subjective evaluation of t
{ Electronic Document Functional Requirements
e following functions were deemed highly desirable based upon & & nsideration of the ways
document will be used

Graphics support - The capability &
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. Rapid search initiation - The sbility to *point and click” &t & word in the document 1O
designate it as the current search term, and initiate a search for the first instance of that
term in the document. This minimizes the amount of ryping the user will have 1o do in
order to access the guidelines.

. Restricted field search - Enables the user 10 search for words that are restricted to & single
field. For example, the user request that the system search for the term “vision® only in
the *Sub-area” field.

. Exact and appraximatc word search - The capability to seiect whether the sysiem will
search for a sequence of words that must be an exact or approximate match. For
example, in an exact match, if the user entered *display” as the search term, *displays,”
*displayed,” and *displaying” would no € returned. These terms, however, would all be
considered "hits® for an approximate match.

. Keyword list - A given keyword list with the capability for the user 1o develop, Access and
modify an individualized keyword list for his/her own use for frequently used terms and
phrases.

. Browse - A mechanism to allow the user to *page through" the document by sequentially
accessing other relatcd guidelines based on user-specified terms and phrases.

. Location landmarks - Running heads on each *page” to identify guideline content arcas,
i.e., Section: lnformation Display, Sub-section: Information Format, Area: Graphics,
and Sub-area: Flowcharts.

. Placemarker - A "book mark® type feature to allow the user to "mark” one or more
guidelines for future access.

. Evaluation function - On screen recording of whether the item under evaluation passes,
fails or is not applicable (N/A) to the curren: guideline.

> Noxe taking - The capability for the user 10 append his/her own comments 10 individual
guidelines.

424 Hardware Reguirements

One of the most important characteristics of the electronic version of the Guideline is that it be
portable. This feature is necessary to support on-site use of the guidelir. .s by NRC personnel. The
principal attributes of the machine which contribute 10 its portability are capacity requirements, weight,
size, design and battery life (ie., operating time between recharges). In addition, the human factors
characteristics of screen design and input devices were considered.

. Capacity - The total estimated baseline storage requirement for the electronic version
of the Guideline is approximately eight megabytes: the guidelines will require
approximately 4000 kilobytes (k) of storage, Sies developed in course of an on-site
inspection will require approximately 200k of siorage; users ~All require access to other
basic productivity packages, such as word processing, spell checking and graphics. These
packages will require an additional 2000k of storage space; the operating system, and its
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resources will require 8 minimum of S00k of storage; users will requirc an additional
1000k of storage for miscellaneous files (e.g., copies of previous inspection repons,
( roject-related memos inspection plans, €ic.)

Weight - In terms of weight, there is an inherent tradeofl between ‘unctionality and
absolute weight. For the electronic version of the Guideline, it was ussumed *hat the
minimum configuration acceptable would include & hard disk. The assumbtion 1§ based
on the expectations concerning SIOTage capacity which cannot be reasonahly handied
using standard floppy disks In addition to storage requirements, 8 hard disk is required
1o facilitate frequent, formalized backing up of project files. Pending further testing, it
was deterinined that any computers i the portable and lap-top categones would have
acceptable weight

Size - The primary consideration for size is the area required to place and operate ine
svstem. In addition to the machine’s footprint (l.c., th.e number ¢ “ square inches of work
urface required by the machine's case), the size of any additional input devices (*.g
mouse. track ball) must be considered Pending further evaluat,on, it was deiermi..ud

that any compuiers in the portabie and lap-t0op cate ones would have accentab!: size

Design - Portability requires design characteristics which allow the compuier 10 be casily
transported and used. These factors include consideration of the presence, (0C21iON, af d
design of handles and grab points, case of set nprake Cown, hard disk Rability (e.g.,
autoparking heads). case design for durability; and screen ad ustability for different
viewing angles. All must be acceptable for the interactive document.

Battery life - Since the electronic version of the Guideline may be used throughout the
plant, it cannot rely on aiternating current (AC). In some cases, AC power will not be
available. Under other circumstances, laying 8 power cord across a work area would
create unacceptable personne! trip hazards The primary concern for batiery life is the
number of operating hours between recharges. 1t is estimated that the computer must
be capable of battery powered operation for half a vrork day befure re-charging

Display Screen - [he reviewer will be using the device considerably while performing the
inspection and the system must be capable of displaying ai least the types of graphics
included in the document and must be capable of viewing in non-optumal lighting

naitions

1o

Input Devices - A keyboard and some type of direct manipulation device (€.§., MOUSE,
trackball, etc.) will be required. The design of the input devices must support prolonged
user input and meet the human facturs guidelines for the selected input device design

Hardware and Soft-are “election for Prototyping

The initial requirements analysis provided a basis for selection of hardware and software for
eline document prototyping. However wefore a final decision on haidware and software is made

ent will be further developed and iested 10 better define the basic requirements




For the near-term purposes of mocking-up and evaluating a prototype of the interactive
Jocument Apple Macintosh™ computer has been selected and the guidelines database implemented in

HyperCard™ sofrware.

HyperCard satisfies the {unctional requirements of the Guideline very well. 1t has the capability
to display text in multiple, scrolling fieids which can be simultaneously displayed on the screen. This
provides users with & high degree of control over the access to, manipulation of and display of
information. YyperCard also has the facility to implement such features as, "bookmarks” and an
embedded notebook. It supports note links, whereby the user Can access notes pertaining to & specific
topic or field Graphics support is included whereby nontextual, bit-mapped images can be displayed in
association with the text. In addition, {iyperCard offers 2 powerful help facility, allowing users to seek
context sensitive help such as clarification on a document navigation probiem, or more detailed
information pertaining to a specific area or field of the Guideline.

Among the program’s most positive features are adaptability and extendibility. HyperCard
contains its own object-oriented programming language, "HyperTalk’ which permits the developer 10
have essentially total control over the "look and feel® of the user interface and the ability to rapidly
prototype user interfaces. This capability allows developers 10 design and demonstrate user interface
concepts, present the concents 1o potential users and then incorporaie user comments into the final
design. This will permit developers 10 work with users during the development of the document 10
ensure that the final design is acceptable.

44 uidell 1

The guidelines are stored in & HyperCard (Version 2.1) database file (called a "stack®). Each
guideline is represented as 8 single record (calied a *card”) and includes 13 fields (called "containers’).

1 Section Field - The Section Field (e.g., Section 1. Information Display) contains the
pumeric sequence number and title for the Guideline Section of the current Guideline.

2. Sub-Section Field - The Sub-Section Field (e.g., 1.1 Screen Organization and Layoul)
contains the pumeric sequence number and title for the Guideline Sub-Section of the
current Guideline.

: *Area® Field - The Area Field (eg. 1.14 Wingows) contains the numeric sequence
number and title for the Guideline Area of the current Guideline.

4  *Sub.Area® Field - The Sub-Area Field (¢.g. 1142 Display of Windows) coniains the
pumeric sequence number and title for the Guideline Sub-Area of the current Guideline.
Not all Guidelines contain a Sub-Area.

5 *Guideline Name* Field - The Guideliue Name Field contains the numernc sequence
number and ttle of the current Guideline (.., 1.1.1-3 Reserved Screen Arcas)

[ *Guideline” Field - The Guideline Field contains the text of the current Guideline.
7 * 1dditional Informanon® Field The Comments Field contains additional information

needed to interpret or apply the current Guideline. Not a!l Guidelines contain
information in the Comments field.
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“Method" Field - The Method Field contains a code for the sentaiively recommencded
m=thod(s) for assessing the current guideline: Observation Intcrview, Measuremen,
Documentation Review, Procedure/Operaticnal Review

*Guideline Tier" Field - The Guideline Tier Field indicater whethet the current Guideline
represents a tier 1, 2, or 3 guideline

*Sow:" Field - The Source Field contains the primary source cocament from which the
~uideline was developed

»Comment" Field - The Comment Field is initiak s olank and provides a place for the
reviewer to enter information related 10 their evaiuaticn ol the current guideline

*Meta Guideline Classification” Field - The Meta Gicdeline Classification indicates
which meta-guideline Category the guideline belongs 10 if any

*Search Term" Field - The Search Term Field stores terms 1c be searched for. New terms
he identified any stored in this Gield. The funciioning of the search feature 1§
ibed in Section 4.4
. 1mited to 30,000 characiers Thus. for the Guideline application there is nO
Jitation op the amount of information that can be stored or the amount of review-specific usw.
marks) that can be included

Functions

and User Interfaces

General

Mhis section provides a description ol how the interactive document’s databases are presented
user reviewer and the fubctions tuat &, available. The present state of the interface can be
\aracterized 2% a mixture of shelis (capabilities or functions w hich are displayed on the screen but are
vet implemented) which anticipate future revisions and active functioning elements. The description
‘ded below will clarify the differences

'pon startup of the Guideline, an initialization screen IS displayed and user identification

is requested before further access is eranted (see Figure 4.1) (Since this section references

ures, the figures have been located at the end of the section.) The password feature is not

bled at the present time. (In order to proceed, the user clicks on "Enter Password” to open 8

dialogue box and Clck *OK.") Once acc. ' 10 the Guideline is obtained, the next screen provides the

*launch points” for document utilization (see Figure 42). The screen displays seven buttons: Tutorial,

Help, Administration Program Planning Studies snd Analyses, HFE Review and Performance

Evaluation. The first three butions will provide reviewer assistance but not currently

four remaining buttons provide access K the guidelines contained in
HFE Review 1t fully operational bution)

implemented. The
the four review modules (ol which

i

When 8 mouse button 1§ depressed, menus appear for selection of the guideline module, ¢.g
1f *"Human Factors Engineering | HFE)" Review guidelines are desired, the cursor
tle and the mouse bullon i§ activated, bringing the reviewer 10 the Guidelines
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DESIGN REVIEW

GUIDELINES

Revigion 0
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Figure 4.1. Initialization Guideline Screen
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Figure 42. Function Selection Screen
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Table 4.1. Keyboard Options for Selected Navigation and Evaluation Functions

TYPE OF KEYBOARD

FUNCTION_

Pass L | Option-1

Fall F Option-2

Return F Option-3

N/A F4 Option4

Next GL FS Option-5 or Right Arros
Prev GL Fé Option<6 or Laft Arrow
Top of Section F7 Option-7 or Up Arrow
Nex' Section F8 Option-8 or Down Arrow

e ———————————————————————————

When the Return button is selected, 8 window appears that allows the reviewer to indicate the reason
for returning to the guideline by choosing from & pre-defined list (see Figure 4.5). Guidelines
recorded as "Return” can be reviewed by using the Review Returns button. The reviewer selects the
category of "return” items 1* o reviewed: the Next button is used to move through the selected items.
The Next bution appears O. screen (next 10 the Review Keturns button) only when returns are
being reviewed.

O Puss _Evaluation

Review which?

O 'lﬂ -------- s R SRR ACENESNTEERERRRSSRREaRRESE
Need sperater input

Oretrn | et Plast mansgement npet

Onia Requires messuremenl {nstrument

Requires sdditions] docrmantation

Roview Retuns| Other requirement . . .

Figure 4.5. Review Return Evaluation Options

As with navigation functions, evaluation functions can also be executed from the keyboard
The keyboard evaluations can be made whether the keyboard has function keys or not. Table 4.1
provides a summary of keyboard evaluation options.

An individual evaluation can be changed by selecting another evaluation option of by
selecting the same option again. Selection an option over and over toggles it on and off. A
reviewer's comments can be edited by placing the cursor in the Comments Window and using
standard Macintosh text editing commands
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454 Document Suppert Functions

mary = _ When the Table of Contents button is pressed, pop-up
scrollable windows open on the screen (see Figure 4.6a). Selection of a section, subsection, area, or
subarea brings the reviewer 10 the first guideline in the selected topic. Pressing the Index button
causes the Context Index screen to be displayed. When & word in the index is selected, all occur-
renc - of that word in guideline titles or text are displayed in & scrollable window. The index is
essentially a "Key Word in Context” (KWIC) display. Each line in the window displays the selected
word in the center and the surrounding text (before and after the selected word) as it appears in the
displayed section of the guidelines (see Figure 4.60). Clicking on the desired text transfers the
reviewer directly to the guideline form which the selected text came.

A generic HFE glossary is accessible by pushing the Glossery button. The glossary appears in
s scrollable window in alphabetical order (see Figure 4.7). 1f a word is typed in the Glossary’s "find"
function, its definitions are displayed. If a letter is typed, the display moves 10 the first instance of
words begin.ing with that letter If the desired word is displayed in the window, double clicking on it
with the mouse displays the definition. The glossary is not yet specifically tailored to the Guideline.
Definitions can be saved by pushing the Add to Holder button, and then the Save button. The
definition can also be printed by pushing the button labsled Print.

Secondary Document Support Funchons. Searching the guidelines for a given term may be accom-
plished in three ways Pressing the Search button causes a dialogue box to be displayed that allows
the reviewer to enter the search term. Upon pressing the OK button, a field-independent search for
the term is initiated (see Figure 4.8). Clicking on the current search term (shown to the right of the
Search button) also initiates a field-independent search. Clicking in & specific field while holding
down the Shift key limits the search to the selected field All searches proceed from the current
guideline forward through the document. The search will continue forward past the last guideline in
the document and continue through the beginning (like searching through a circular ard file).

The Clear All Evaluations button causes all reviewer's evaluations and comments to be
removed. The reviewer is askcd three times if they are sure they wast 1o clear all evaluation.

When Report is selected, the report specification screen is presented (see Figure 49). The
scre.n displays the number of guidelines passed, failed, designated not applicable, or marked for later
review. The reviewer may chose to include aay or al of these evaluation categories in the summary.
Pressing the Build Summary button causes the specified summary to be generated and tl.e summary
report screen 10 be displayed (see Figure 4.10). The report can include all or as few as one guideline.
The guidelines included in the summary appear in 8 window. The content of the summary can be
viewed by using the navigation buttons (Page Up, Page Down, Top, Bottom) at the lower right of the
screen. From this screen it is also possible to print the summary 10 a text file (by pressing Export
Summary), send the summary 1o & printer (Print Sursmary), or retum to the Report Specification
screen.
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455  Sysiem Help

On-line help is available from the main screen through the Help button. When depressed,
the help window is displayed and the user is provided instructions on how to utilize the help function

(see Figure 4.11). While in help the reviewer can point to anything on the screen and the help
window describes the section of the screen and indicated how the selected function Operates. Help is

also available for the glossary and index functions.

At oA kSR b T e A AL AL AL

Quit He Help for ACR GLs |
cceede Click and Drag the Title Bar of this Message to move it 2222

e
B e T e
e o s o e e s ot

cceeeeed Te get help on an individual item, elick on the item 2333333
<<« To resize this message, Chick and Drag the Resize butten. ¥

1 This program contains a Hypertext version ef the Human Factors Guidelines
for Advanced Contrel Rosms developed by the Nuclear Regulatery
Commission.

Hyper ACRGLs follows the Card metaphor pepularized by Apple s HyperCard
program  Each guideline s contained ¥ a separate card. Each card has

PR AR At A g A
Figure 4.11. Help Screen Display
456 Guidelines Editing Functions
Simple text editing capabilities are available in HyperCard, such as block definition, text

deletion and text insertion, At this time, major editing is accomplished by exporting the guidelines to
a word processing program. When editing is completed the guidelines are read back into HyperCard.
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s GUIDELINE TESTS, EVALUATIONS, AND MODIFICATIONS

Thit section will describe the test and svaluation (T&E) program which is currently underway.
Section 8.1 wil! describe the general objeciives and approaches planned. At present, only the
development test is completed. A summary of this evaluation is presented in Section 52

51  Genersl Test Program
£1.1  Objectives

The primary purpose of the T&E program is to assess the Guideline in terms of its technical ment
for achieving the NRC goal of developing & 100l for the human factors review of advar 4 control room
technoiogy. A secondary purpose is 10 evaluate the general wsability of the docur ' at & an aid 10
reviewers for meeting the primary objective. Thus the overall objectives of the program can be
coaceptualized as being divided into two categories: technical content and case of Guideline
implementation as & review aid. The specific objectives in each category are elaborated below.

£1.1.1 Technicsl Content Objectives
. Guideline Technical Basis Validity

To determine if the technical basis of the guideline is valid, i, based upon
empirical research and/or consistent with current human engineering practice.

. Guideline Scope

. To determine if the guideline covers all aspects of advanced controls and displays
required ‘or the evaluation of advanced control rooms and/or advanced
technology resfits in existing plants (note that the scope of the Guideline was
limited 1o corapute * wsed HSI, thus it does not presently contain guidance for
tradition=t wontre! weom technologies such as those found in NUREG0700).

. To determine if toe review arsas for , svailatie guidance is deficient of
missing have ' =n identified.
. Guideiine Content
. To determine if the topical organization is appropriate for conducting a review.
. To determine if the guidelines presented in each section are adequate for the

evaluation of HSIs in the areas covered.

. To determine If the information available for each guideline is sufficient to
provide a basis for evaluation.

. To determine whether the informuticn is presented at an appropriate level of
resolution (e.g., enough detail but not overlv prescriptive).
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To determine If there are any internal conflicts of © antradictions in the

Guideline

£1.12 Guldeline Luplementistion Objectives

- Requirements Ansiysis "The intent of this sat of objectives is i determine whether the
(for inspection, & umeut funchi nality, hardware design, and genera

¢ a8 set forth in the Guidsune cevelopment process (see the Task 4 repor ) were

implemented)

reguirements

usab it
appropriste and properiy
if the Guiceline achieves the requirements as identified in the

To determine
i requirements analysis (described m st completely in the Task & report

of the specifiec

I To determine if the requirements are approprigie (arc an)

reqQuirements UNNECESSAry of do any require m dificanion)

o determine {f the requ rements are suffic'ent Of whether additional require
ments should be specified
9
Where appropt ate. 10 delermine {{ the reguirements hre rxlh)uh\(*» impiement
ed
. General User Interface Design
To determine if the interactive document conforms 10 humaa factors engineening
(HFE) guidelines for human-sysicht interface (HSI) design
+ Intersctive Document Functionallity
To determine if the HSI supports the primary task relaied functions ol
evaluation and guideline >diting
To determine if the built-in document functions (such as table of conienis
glossary, index) are nECESSary and sufficient
To determine if the bullt in Jocation landmark features (such &5 Section headers
e1c.) and navigation functions (such as the Hyp~rreard browsing functions and
launching features of the labie of contents and index) are necessary and
sufficient
Yo determine if the search functions Are DECESSar) and sufficient
To determine if the evaluation, note 1AKIRE and reporting functions are
necessary and sufficient
A
. Intersctive Document Usability
.
3 To determine if the document IS Cas) use (i.e., is its usage casy to 1eam
intuitive, and unobtrusive 10 the primarly task of conducting an evalualiof
'7
.
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their expertise in at least one of the following (1) human factors evalustions for advanced systems, (2)
inspections of NPP CRs, (3) NRC regulatory reviews and issues, and (4) advanced nuclear power plant
control room technology. Thus the Guideline will be evaluated by independen! experts. The workshop
will provide » different type of evaluation than the two testing tasks and can address the broader aspects
of the Guideline, such as the general approach 1o advanced control room review and the Guideline's
value in meeting the NRC's need 1o evaluate advanced HS1. The workshop will assess objectives which
cannot be adequately addressed in the other T&E tasks, {.¢., the validity and technical basis for the
Guideline. The workshop will also provide a g- d method to evaluate other Technical Content objectives
(which are also addressed in the testing tasks): Guideline Scope and Guideline Content However, given
the workshop participants’ more limited exposure 10 the Guideline in its electronic form, the workshop
is not As strong & method of evaluating the Guideline Implementation objectives in comparison to the
Development and User Tests; although selected aspects of the Requirements Analysis Evaluation will
be addressed in the workshop.

Results from the User Test and Workshop will be used 10 modify the Guideline (as Revision 3).
With Revision 3, the first complete draft of the Guideline will be completed.

§2  Development Test

The Development Test results are reported in BNL Technical Report No. L-13174-11/9] and
the modifications made to the Guideline based upon these results are presented in BNL Technical
Repont No. L-1317.5-1291.

£2.1 Test Objectives and Overview

The Development Test provided a preliminary evaluation of the untested prototype Guideline
and an opportunity to correct interface problems prior to subsequent testing. The Guideline was
evaluated by the project staff using a variety of review methodologies in order to assess the Guideline
Implementation objectives, especially the requirements analysis and general user interface design
objectives. The Development Test included a limited field evaluation, also conducted by the project staff
The field test was the first time the Guideline was used 10 assess & NPP human-system interface. The
purpose of the ficld test was to (1) provide the project staff with experience in the document's utilization
for its intended purpose, (2) to provide & preliminary and partial assessment of the Guideline Technical
Content objective, and (3) to provide a pilot test of the procedures and evaluation methods to be used
in the User Test. The results of the Development Test will be used to modify the Guideline, as well as
the testing protocol, in preparation for the more extensive User Test.

The Pioject-related objectives for the Development Test are as follows:

. Limited Guideline Content Assessment

. Requirements Analysis Evaluation
. General User Interface Design Evaluation
. Document Functionality Evaluation

. Usability as a Review Aid Evaluation
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Two additional Development Test objectives were 10

. develop recommendations for modifications to the Guideline 10 improve its use as &
evaluation too) for the User Test, and

. provide a pilot test of the test methodology and measures so they could be improved for
the User Test.

£22 General Methodology and Results

The Development Test consisted of three types of evaluations: & function implementation
evaluation, 8 human factors engineering (MFE) review, and A limited field test. The Function
Implementation Evaluation was designed to test the ease with wnich novice users understand the
interface and can use the document’s many functions. For the HFE review, the project staff evaluated
the user interface design of the electronic document using the guidelines contained in the Guideline itself.
The Field Test was designed so that the Project team could evaluate the Guideline's technical content
and interface for conducting an evaluati»o in & control reom environment, A variety of data were
collected during and following the evaluatiias, including rating scales, questionnaires, and both user and
test conductor comments. The major findings are discussed below. It should be noted that the
Development Test was not & formal experiment and that the results are based on a relatively small
number of participants v 0 were mainly project personnel (although not involved in the interactive
document development®  All results should be c-nsidered with this limitation in mind.

General Guideline usability was found 10 be quite good for an unte...d prototype. Most
interface charactoristics thought to be indicative of usability (such as visual clarity, consistency,
explicitness, ease of usc, ease of learning and remembering, response time, etc.) were rated highly. Some
difficulties were encountered mainly in the arcas of input devices, reporting and help functions. Thus,
good progress has been made toward the design objective of developing & straightforward and intuitive
interface for reviewers who are not already familiar the host computer system.

While u s indicated that improvemerts in screen desigr and organization can be achieved, the
Guideline was judged 10 be easy (0 use and readable. Some inconsistencies in appearance and
functioning across different display screens were noted. Most of the functions and controls were
evaluated as highly useful and easy 10 use. The exception to the highly useful category was the glossary
function. Since the glossary was not tailored to the Guideline, many terms for which cefinitions were
needed were not in the glossary. In addition, several controls/functions were evaluated as not being casy
1o use. This included the evaluation function, information input functions, and the teporting function.
The evaluation function was hindered by the lack of adequate guideline selection suppon. In addition,
users indicated a need for & method of identifying applicable guidelines for which they were unable 10
make an immediate pass/fail determinatioe, L.e., it was considered important 10 be able 1o distinguish
*pending” evaluations from guidelines that were judged "not applicable” or those that the reviewer had
not yet accessed. The exclusive reliance on using the mouseArackball for evaluation and nawvigation
functions was considered time consuming and tedious. Most users indicated a desire for using command
(keyboard) inputs for these functions. Finally, the reporting function did not always work properly and
was very time consuming.

The technical content of many guidelines was sufficiently abstract as to create difficulty when used

for cvaluaiion purpuses. This problem ieflects a generally recognized limitation of guidelines in the arca
of advanced technology human-sysiem interface and of human<omputer interface guidelines in particular.
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The reasons for this problem are many and include limitations in the technical basis for guidance
development due to defiaencies in both scientific knowledge and industry experience with advanced
technology. Inconsistent wording also contributed to the users' difficulty with some guidelines. In
addition, the guidelines were judged 10 be 100 detailed in some Areas and 1o contain redundancy. While
an effort 1o correct these problems had been made prior to the Development test, there were over 1900
guidelines and the complete elimination of all redundancy and clarification of all terminology had not

successfully been accomplished.

Based upon these results, modifications 10 the Guideline were recommended, including redesign
of the inspection/review screen (A now represented in Revision 2), improvements to existing functions
whe-e problems were noted, and the addition of several new functions. The Guideline was also reviewed

technically in order 10

. . The guidelines were reviewed 10 eliminate redundancy, review and
revise technical terminology to ensure better consistency throughout the document, and
1o ensure better consistency between the titles and contents of each section.

¢ Improve User Access 1o Guidelines - The tiered spproach 1o guideline access was
developed (as described in Section 3) o enable reviewers 10 begin at 4 higher level of
review without requiring them to access all individusl guidelines unless/until necessary.

These modifications resulted the present version of the Guideline (Revision 2) and the '
elimination of several hundred guidelines.
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. [DENTIFICATION OF HFE-HSI AREAS LACKING ADEQUATE GUIDELINES

New guidelines are indicated where gaps exist between the identification of areas for which
guidance is needed and the guidance available in the primary source documents. This comparison
resulied in & preliminary list topic areas requiring further guidance development. (A more comprehen-
sive list will be developed following testing of the Guideline document through actual application.)

As plants age and equipment is replaced, the opportunity to replace systems with digital
technology increases. As 8 result, the control room becomes an increasing mix of conventional and
advanced technology. The introduction of digital technology into & convendonal CR can pose safety
issues since the operator's tasks and methods of interacting witl; the system can change. Guidelines for
the review this integration are needed.

Alarr Sysiems

The buman factors issues of NPP alarm systems have been persistent. Recent efforts 10 improve
(hese systems have incorporated alarm filtering and prioritization techniques, and more sophisticated
method of alarm display (see O'Hara, 1991 for & review of human factors issues associated with advanced
alarm systems). Review guidance on these characteristics are needed (and the NRC currently has &
project underway to develop this guidance).

Computer-Based Procedures

Procedures (especially emergency operating procedures) play an important role in NPP safety.
In several ACR designs, procedures are presented in computerized form. In some cases the
computerization is simple and merely represents & VDU version of paper procedures. In other cases the
procedures are fully integrated with the plant DMS. Guidance for the review of the computerization of
procedures and for the integration of procedures with plant data are needed.

Automatior .dethodologies

Advanced reactor designs will likely involve more sophisticated interactions between Operators
and automated systems than currently exists (see LAEA, 1991). This will include task sharing, task
trading, &nd sequence automation, €.g., 8 certain way points the automated process stops until the
operator authorizes the system (0 proceed. Thus, the operator plays a more active *monitoring” rcle than

it traditionally the case with sutomated processes. Guidelines for these types of human-sysiem
interaction are not available and need 1o be developed.

Lnisllissnt Oneraioe Ald

Operators in future CRs will be provided with many different types of intelligent aids. Despite
the emergence many books on the subject, the availability of *validated® human factors guidelines for
these systems is limited as is industry experience with their use in actual systems (as opposed 10
laboratory studies).
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Flas Panel Risplays

Flat panel dis)»ays have been identified as a potential display technology for use in advanced NPP
CRs of the future. Among these flat pane! displays are light emitting diodes (LEDs), plasma displays,
thin film electroluminescence (TFEL), electrochromics, electrophoretics, and liquid crystals (LC).
According to manufacturer specifications, flat pane! technology appears 1o be quite compatible with
requirements of the human visual system (¢.g., in terms of contrast and viewing angles). However, little
human factors guidance exists on these technologies, at least within the primary documents surveyed.

New Input Devices

While many guidelines exist for the more traditional methods for interacting with VDTs (i.e.
displacement keyboards), guidance for some of the more recently developed input mediums is sparse.
For example, very little human factors guidance was found for membrane keyboards, head movement
controllers, glove controllers, and multi degree-of-freedom (>3) handcontrollers. While more puidance
was found for other devices (.., mice, light pens, touch input devices), the guidance available is not as
complete as that which exisis for displacement keyboards. Since keyboards have been the primary input
devices for computers, this is not surprising. However, with the recent advances made in display
technclogy, graphic displays are becoming more accessible. With the benefits associsted with graphic
(direct manipulation) user interfaces, new methods for interacting with these displays are being explored
and human factors guidelines for these “new” input devices are needed
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1.1.1-10  Consistent Format Organization (Tier 2 - Consistency)

A consistent organizaton should be adopted for the locauon of vanous display features from one
display 1o another.

COMMENT. For example, Ghe location might be used consisiently for a display utle, another area might be
reserved for data outpul by the compuler. and other areas dedicaied © display of control opuons. instrucuons, esTor
measages, and user command entry.  As an exceptian, il might be desirable o change display formats in some
dusti ictive way 1o help & user distnguish one tash or acuvity from another, but ¢ Splays of any parucular type
should still by formatied consistently among themselves The obgective 18 10 deve.up display formats that are
consisient with accepled usage and eusung user habits. Consisient display farmats will help establish and preserve
user orientation.  There is 1O fused display format that 1s oplamum for all data handlng applicanons, since
applicauons will vary in thew requirements. However, once a suitable format has been devised. it should be

maintained &¢ & PAMEMN 10 ensure consisient design of other displays. (E)

1.1.1-11  Familiar Wording (Tier 2 - Meaningfulness)

The wording of displayed data and labels should 'mco?om: famniliar terms and the task-onented
jargon of the users. and avoid the unfamiliar yargon © designers and programmers.

COMMENT. (AE)

1.1.1-12  Necessary Data Displayed (Tier 2 - Task Compatibility)

All dats required for any transacuon should be available for display.

COMMENT,. Displayed data should be wilored o user needs, providing only necessary and immediately usable dats
for any transacuon; disp)e: - shoukd not he overioaded with extraneous data (€)

1.1.1-12  Consclidation of Information (Tier 2 « Task Compatibility)
All data related 1 one task should be simultaneously displayed.
COMMENT: A uammldmmﬁwnmwmtrunmm\owhen (B)

1.1.1-14 User Control of Daota Display (Tier 2 - Task Compatibility)

Users should be able to control tie amount, format, and complexity of displayed data as necessary
o meet task requirements.

COMMENT: (AE)

1.1.1-15  Date’Time Annotation (Tier 2 - Task Compatibility)

When task performance requires of implies the need o AS€SS CUITENCY of information, displays
should be annotated with date-time informaton.

COMMENT: (A)

1.1.1-16 Context for Displayed Dats (Tier 2 + Memory Load)

Each data display should provide needed context, recapitulating prior data as necessary s that &
user does not have to rely on memory 1o interpret new data.

COMMENT: (CE)

1.1.1-17 Invariant Display Fields (Tier 2 - General)

An invariant field, including the page witle, an alphanumenic designator, the ume, and the date,
should be placed at the top of each display page.

COMMENT: The page title dewmmdmmy.hmaMImmmme.nd

1.1.1-18 Frame Identification (Tier 2 - General)

Every display frame should have a unique identification provide & reference for use in requestung
the display of that frame.

COMMENT: The frame identificapon should be an alphanumeri code or an abbreviation which is prominently
displayed in & consisient Jocation. 1t should be shon enough (3.7 charecters) and/or meaningful enough to be leamed

Section 1 Information Display Page 2



and remeanbered easily. ()

1.1.1:19 Display of Information (Tier 2 - General) ,
Whenever possible, users should be able to see the whole page on which they are working.

COMMENT: (A)

1.1.1:26 Information Density (Tier 2 - General)

Information density should be minimized in displays used for critical task sequences.

COMMENT For cniical informauon. & minimum of one Characler space should be left blank verucally above and
below critcal informanon, with & minimum of two character spaces lefl blank horizontally belore and afer

(ACD)

1.1.1.21 Display Background (Tier 2 - General) [ | ‘
Because the background color on a display does not present any information, it should not distract
the user from the data

COMMENT. (A)

1.1.1.22 Frame Identifier Demarcation (Tier 3 « Design Details)
At least one blank line betweun the title and the body of the display should be provided.
COMMENT. (AE)

1.1.1-23 Hierarchy of Titles (Tier 3 - Design Details)

Where displays have several levels of titles (and/ct labels), the system should provide visual cues
to aid users in distinguishing among the levels in the hierarchy.

COMMENT Character size Vanation and Indentation &re two common methods of expressing & hierarchy. Bolding,
umﬂmmgwlmmmmmmymwutmmodtuwnnpmmonumotmnwn
established. (D)

1.1.1.24 Variant Display Fields (Tier 3 - Design Details)

The last four lines (at least) of each display page should be reserved for vaniant fields.
COMMENT Vanani information might include alarm messages, data source identificanon. the page number for
consecutive pages, sysiem messages (€.8.. standby subsystams), EITor MESSARes, response Sntry Prompts, and
progr.n messages.  (B)

1.1.0.25 Screen Packin Density (Tier 3 « Desi Details)
Screen packing density should not exceed S0% and preferably should be Jess than 25%.
COMMENT: (B)

1.1.1-26 Display Background Color (Tier 3 - Design Details)

Only one background color should be used on a display.

COMMENT: Background Mmmnwunvuynutwudamuu..m.hm). When &
m.mwmnmumummm.ummmmwwdm
enclosed color. Fuewnpk.mmunﬂwmmw}mmhmmummammn
blue background. (A)

1.1.1.27 Display Blck‘sround Contrast (Tier 3 - Design Details)

The background color should be of an appropriate hue/contrast to allow the data (foreground) w be
easily visible,

COMMENT: (A)

1.1.1-28 Hardcopy Request (Tier 3 « Design Details)

Users should be able to obtain & paper COpY of the exact contents of the alphanumeric or digital
graphic displays

COMMENT: (A)

1.1.1-29 Fiexible Design for Dats Displey (Tier 3 - Design Details)

Section 1: Information Display Page 3
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1.0 INFORMATION DISPLAY
1.1 Screen Organization and Lavoul
1.1.2  Multiple Pages

1.12-1 Data Partitioning on Crowded Displays (Tier 1 « Use)

When a display contauns 100 much data for presentation in a single frame, the data should be
paititioned into separately displayable pages

COMMENT: (ACKE)

1.1.2:2 Important Information Displayed First (Tier 2 « Task Compatibility)
Required or frequently used data elements should be incluged on the earliest screens in the
application transacuon.

COMMENT: (B)

1.1.2.3 Position Within Functional Hierarchy (Tier 7 . Task Compatibility)
Information about & user's position in & functional hierarchy of tasks or task steps and their related
displays should be provided.

COMMENT: For example, by graphical representations. (D)

{.1.2-4 Navigation Through Functional Hierarchy (Tier 2 . Task Compatibility)

Users should be able to move to any other display in the display sequence.
COMMENT: For example, by selecung graphical representation of the display for a given task mep. )

1.1.2.5 Sequential Steps on Multipage Displays (Tier 2 - Task Compatibility)
When actions on one display in a sequence require completion of actions on & previous display. the
user should be able to move to a display only when all of the conditions have been met
COMMENT: Or when an intentional overnide procedure has been completed. (D)

1.1.2-6 Position Reference for Sequential Displays (Tier 2 - Task Compatibility)
User's working with a designed sequence of displays performing well-definsd sequence of task

steps should be provided with & position location reference within the display sequence.
COMMENT: (D)

1.1.2.7 Multitasking Independent Tasks (Tier 2 - Task Comp.atibility)

During multitasking where tasks do not require integration, they should be designed o present
informaton to different sensory modalities.

COMMENT: Foreumpk..aWWzMMMh.MM(MtW)MM&
concurrent because m.mmwmwn‘hmmmmmmwmmdeuanm
Wta-mmmmuwmmumy.um. )

1.12-8 Multitasking Dependent Tasks (Tier 2 - Task Comuatibility)

Whenever multitasking involves tasks that are not independent (1.e., vequire integration), the tasks
should be designed to access the same pools of processiag resources (i.e., verbal, spatial,
avuitory, visual, eic.).

COMMENT: mem.uMmmmuumm(mm).mmmumm visually,
rather than m&sphyadnmﬂlyummmmwmmmwuum-umm
ummqmmcsmmem\tpool. mmwmmmmmdmmnﬁm.pdmmb
benefitted if the mepoolotm'um D)

1.1.29 Minimize Memory Load (Tier 2 - Memory Load)
Page design and content planning should minimize requirements for operator memory.
COMMENT: (B)

1.1.2-10 On-Screen Help for Continuing (Tier 2 - Feedback)

Displays should indicate how to continue.
COMMENT: mwmmwuwywmunmmmuuummmd\mddu indicated on each

Section 1: Information Display Page 5
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1.1.3.10 Demarcation of Groups (Tier 2 - General)
Groups of information should be separated by blanks, lines, color coding, of other MEeans.

COMMENT: (ACE)

1.1.311 Grouplm Within High Density Displays (Tier 3 « Design Details)
Displays with high ormation density should have an intermediate number of groups (1.e., 1910
40 groups). If inherent functional groups of data exist, then they should be preserved.
COMMENT. Amuymmmmuotpwpswawmmmnmwmm with. A
mhywhquymymm-mdlyumumwdmuw. An

1.1.3.12 Spacing as & Redundant Demarcation Technique (Tier 5 - Design

Details)

Spatal distance should be used for redundant coding when possible.

COMMENT: um.hmmw;mwmnmlequWLmmem
has been generally wccusfulauwnmmyolw. mwlnwWWMantol

information 1o be displayed. (D)

1.1.3.13 Combining Dissimilar Data Groups (Tier 3 - Design Details)

Display items possessing two attribues shoul¢ not displayed between two groups of items
which share one attribute each with the double-atribute item.

COMMENT: Pmeumﬂe.domﬂohyumdwumdmwwmdmmumm
ofncunwdmmdm«wmahmmmhpwpofww Roron Recovery Sysiem elements.
Conyunctive stmuls which are displayed between two groups of elements shaning one dimension each with the
conjunctive sumulus are very difficult to desect. (D)

Seetion 1 Information Display Page 8



1.0 INFORMATION DISPLAY

1.1 Screen Organization and Layout
1.1.4  Windows

|

A
1.41 General

1.1.4.1:1 Temporal Proximity of Data (Tier 1« Use)
A sequence of displays with which the user will have 10 interact in close temporal proxXirmity should

be contained in separaie windows which can be displayed simultaneously or nearly

simultaneously.
CO. 'MENT: (D)

1.\ 1.2 Appropriate Use of Window (Tier 1 - Use)

* « the need to jointly view different data cannot be determined in advance, user s should be
abl 10 define and select separaie data windows that will share & single display frame.
COMMENT: Depending upon user need: (and system capability), data windows might appear simultaneous!y &
sepments of & joint display (i.¢.. tiled), might be overlaid in varying degrees SO as 10 obscure one another (1.,
layesed), nr might be dusplayed sequentially &l the users option. \n the latter condition, muluple displa windows
will Giffer litie from muluple display pages. except perhaps in speed of soquential access. (AE)

1.1.4.1-3 Consistent Window Control (iier 2 - Colpsistenry)
User control of windows should operate consistently from one display 10 another for each type of

cantents, window size and positioning on the display. Such window control must be learned by a user, and
consistent design of control logic aids that learming. (AE)

1.1.4.1-4 Selection of Window Functions (Tier 2 - Task Compatibility)

The :apabilmes present in & window should be 8 function of how the user will interact with the
wWIingow.

COMMENT: Fuempk.awmwnplypmum-mnmwbw.thuymwﬂnu
will only mdwmtm\dwmmwwuuymmﬁthw nmmnomdnumue,
movable, etc.  (A)

1.1.4.1.5 Window Functions (Tier 3 - Design Details)

As appropriate to the user task, windows should be capable of the following operztions:
scrolling/pannir. 3, resizing, moving, }iding, activating, deactivating, copying to/from. zooming
in/out, tabbing, and undo-last,

COMMENT: (A)

1.1.4.146 Keeping Track of Om Windows (Tier 3 - Design Details)
Within & session, the system should wack of the windows that are open (but not necessarily

activ . or displayed), and display them &S & menu.
COMMENT: (A)

Section 1: Information Display Page @



0 INFORMATION DISPLAY
Screen Organization and Layout
Windows

2 Display of Windows

1.1.4.2.1 Window Demarcation (Tier 2 - Gcreen Organizstion)

Windows should be visually separated from each other and from their background, preferably by
barders of similar demarcauon.

COMMENT: (A)

1.1.4.22 Tiled vs. Layered Windows (Tier 2 « Fiexibility of Use)
Users should have the capability to select between “tiling” and “overlapping” window
environments.

COMMENT: (D)

1.1.4.2.3 Distinction Between Window Types (Tier 2 - General)

Window types should be perceptually disunct

COMMENT: For example, interacuve windows in both the tiled and layered window environments should be
pmmnny-wtmw-wnwmm:wdan nww;mmmwmdhymdmw

environments should be perceptually disunct from & Other window rypes. (D)

1.1.4.2-4 Priorization of Caution and Warning Windows (Tier 2 - General)
Caution and warning windows should have display priority under emergency condinons.
COMMENT: (D)

1.1.42-5 Prioritization of Active Win, During Multitasking (Tier 2 -

General)
Active windows should have display priarity over all but the interactive window.

COMMENT: (D)

1.1.4.2.6 Nondestructive Overlay (Tier 2 - General)

When & window nmpomﬂyobwwucmmyedm the obscured data should not be
endyen..edbmudum;ppwﬁ&e is later removed.

COMMENT: (AZ)

1.1.4.2-7 Winaow Design (Ties 3 « Design Details)
Windows should have a rectangular shape mmndowshouldheﬁumdbylwdaofaﬁngle

line. The frame should expand and conm with the window.
COMMENT: (D)

1.1.4.2-8 Default Window Size Consistent with Content (Tier 3 - Design

Details)
The size and shape of the initia) presentation of & window should be consistent with its contents

(amount of information, number of menus, date fields, etc.)
COMMENT: (A)

1.1.42.9 Default Window Size for Scanning Dats (Tier 3 - Design Details)
The default size for text windows and windows used for scanning data shouid be at least four lines

COMMENT: wmmdmmmmmmamwhfmmtum
wmmmwmmmmmﬂntwmmmmmmm
mhme'us\owiml-mmmmhumtmmmnm).mmnumwwymg
7,13, and 19 line windows. (ADE)

1.1.42-10 Window Default Width (Tier 3 « Design Details)

Section 1: Information Display Page 10



The default width for & genenic & 1 window mouwcmmommoohfwmum..
COMMENT: mnummdeuuM'..dyuoummusnmmhywu).mmmufszmn
Mzmmummwm. (D)

1.1.42-11 Tile Default ‘or Multiple Windows (Tier 3 « Design Details)

When multiple windows are open simultaneously, the default condition should be a tiled window
envL onment, provided that the size for each window is sufficient t© hold usable, readable
information.

COMMENT: A lmemmwnmhloiﬁldwmfn. mmdmm-mmmmu
approximately 1/n of the svailable disnlay, where 1 is the number of windows. (D)

1.1.4.2:12 Layered Windows as Default (Tier 3 - Design Details)
When a tiled window environment results in windows of a size that would reduce the user's ability
{0 use the information in the window, & layered window environment should be employed.
&OMNT: T™he uymmmmmwmaumwm‘wmemwwmbymu,

)
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1.4.3.10 Movable Windows (Tier & - General)
Window movemen! capability showd De ;‘W\l.\.ﬂ' such that the user can m ve windows t
different areas of the display

COMMEN (D

1.1.4.3-11 Organizing Layvered Windows Tier 2 - General)

§ ) Y ' » > | "
& chouwld have the capat ity Of MOVINE & wingow t e 1ITon of or berund ainj
WINAOw

INI AL N

1.1.4.3.12 Overlapping Tiled Windows (Tier 2 - General)

prs S e the at v 10 move niel 'w indows SO tha thev overial

im Y 2
) e a4Vl 8

WL v

1.13  Smooth Window Movement (Tier 2 + General

. . v (5 v ok nA ) 11511 ¢
mt of a window Shouil appear 1o o nooth and Con  AUUu L {

Moving Windows off Display (Tier 2 - General

1 ~ 3\ \ ¢ nt e ' A .
| not be alloweld 10 1K ve windows entarely off the aispia)

1.1.4.3-15 Critical Funciion Area Obscurement  (Tier % . General)
Windows should not be moy able to obscure menu Dars, at cess 10 the command area,
and waming U'lf,w‘m}\’:,

AR WY TS
IMMEN (D

1.1.4.3-16 Indicate Active window (Tier 2 - General)

several windows are displayed at once, indication should be provide: « the user of which

window (if any) an action can currently be @aken

SOMMENT: Adding windows to & display can increase the conceptugl complexaty of control actons s well as the
fficulty of data assimuanon A promunent Cursor might be displayed in the currenly acuve window, Or pernaps the

displaved border of an active window 1o indicate 10 & user whicy window is currently "active.” AKE)

1.1.4.3-17 Hidden Windows (Tier 2 - General)
A window that is not Aisplayec should be capable of sending and receiv ing informanon
MMENT: (A

1.1.43-18 Alerting User to Information Availability (Tier 2 - General)
The system should be capabie 0l alerting the user to cnucal informanon that becomes avaiiable In
an inactive or non-displayed window

\ ol S
5 (_”\‘_'\"; N

1 1.4.3-19 User Alert to Prevent Loss of Information (Tier 2 - General)

if & user-requested acnior would result in lost or damaged data, the user sh.uld be alerted and
alternative actnons recommended

COMMENT: For exampiz S gve file before closing”™  (A)

1.1.4.3-20 Keyboard Entry Within Active Window (Tier 2 - General)
K evboard input should affect only the active window designated DY the Usel

COMMENT.: (A

3.21 Retrieval of Window Information (Tier 3 - Design Details)
~uld have the capability 1o bl information about any and all opet windows
‘OMMENT: At & minamum this informanor should include windew name, Type and anv process inigated

through wnd displayed in thal window, (D

\ 7 2 fryo tinm Dienl
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a window Of any st (i
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>

ccessibility to Partiall) Removed Windows [ier 3 - Design

should be made readily eccessibie with & singie acuol
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wility to scroll through the contends of a window DOU
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be ShOwT
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Contro! of Automatic Updatable Windows Tier 3 - Design
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A Wil Sl UM 4 & WAos Wd Y LiITALE Gaudia ¥

When 8 window CISPLaYys automancally updaled mformanon, the user showld
autormnagcally updaled scTRei xre scrolied £
.31 Management of Windows During Multitasking Tier 3




To help the user to manage active windows, the system should provide user aids when muluple

windows are acuve.

COMMENT: An example user ad might be & list of active windows, including the name (utle) of the window, the
ongoing acuvity, the ume elapsed since the beginning of the activity, the screen jocation of each wingow, 0*
relation betwy:en AcUVIUEs In the vanous windows (¢.g., if they are tuerarchically related as pan of the sam™ . ),
and a meny that would allow users 1 view the contents of & selected window in the layered environment. (D}
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1.0 INFORMATION DISPLAY
1.1 Screen Organization and Lzyout
1.1.§  Message Areas

1.1.5.1 Location of Message Areas (Tier 1 - Use)

Message areas should be displayed in & window. The windows used for Messapes from the
system and messages from other users shoulc be located at unigue, consistent locauons.
COMMENT: Once the window appesns on the display. it should be under the user's control. The user should be able
10 remove the message area from the screen. revive it move the window with™ the screen., and change the window s

size. Each of these acuions shoud requure only & single action by the user. (D)

1.1.5.2 System vs. User Message Areas (Tier 2 - General)

Visibly and spatially disunct arcas should display messages from the system and messages from
other users.

COMMENT: (D)

1.1.5.3 Notification of New Messages (Tier 2 - General) _ .
Wotification of messages received should be provided automatcally at log on and while the user 1§

logged on.
COMMENT: (D)

1.1.5.4 Nondisruptive Message Notification (Tier 2 -+ General)

Notificaton of tncoming messages while the user is logged on should be nondisruptive.
COMMENT: Notification of tncoming messages should not interrupt the user's current task and should not
automaucally overwnie the screen areas where the user is working. Far exampie, the sysiem might indicate message
amval tomwsexbymwnm-mmawﬁmofudﬂphyw{mmnpnpw. (D)

1.1.5.5 Notification of Incomplete Message (Tier 2 - General)

'clh?ne lu.r-n:r should be informed when & message extends beyond the area that the window 1s able 10
splay.

COMMENT: (D)

1.1.5.6 Message Area Dimensions Tier 3 - Design Details)

By default. the width of message areas should extend across the entire display width and the
default height should be three unes.

COMMENT: (D)

1.1.5.7 Time-Stamp Messages (Tier 3 - Design Details)
Fon ceal-time operanons. messages should be time-stamped.
COMMENT: (D)

1.1.5.8 Message Storage and Retrieval (Tier 3 - Design Details)

Messages should be stored in a message queue thai is available o the user.

COMMENT. For example, the user'nighthuhletomuwwghabgmeeor.mnmgmemsuemdmeme.

date. and ongin of the message. o)

1.1.5.9 Rearrangement of Message Order (Tier 3 - Design Details)
The user should be al.° to rearrange messages such that they can be reviewed regardiess of the

order in which they are queued.
COMMENT: (D)
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1.0  INFORMATION DISPLAY
1.1  Screen Organization and Layoul
1.1.6 Command Areas

1.1.6-1 Command Area Located in Window (Tier 1 - Use)

The command area should be contained in @ window that the user can open, close, or resize.
COMMENT: A user can only provide input into one command area &l a ume, even if the system in which the user
15 working permits multitasking. The presence of multiple command areas would increass the user's workload
without & COMMENSWALE INCTEAse In functionality. ()

1.1.6-2 Consistent Command Area Location (Tier 2 - Consistency)
A single command area should be in a cons tent location on the screen.
COMMENT: (D)

1.1.6-3 Cursor Location Within Command Area (Tier 2 - Minimizing User
Actions)

When & command area window 15 first opened, the placeholder cursor should be in the leftmost
position on the first line.

COMMENT: At other imes, the user should have the ability to place the placeholder cursor at any location in the

command area. (D)

1.1.6-4 Accessibility to Command Area (Tier 2 - General)

The user should always have ready access to the co

COMMENT: For example, the command area might be in 8 window that: (a) could not be covered by other

-(Sndows. or (b) could easily be “popped” © the front of all other windows by selecting & software-based bution.
)

1.1.6-5 Distinctive Command Area (Tier 2 - General)
The command area should be visibly distinct from all other screen STUCTUTES.
COMMENT: (D)

1.1.6-6 Command Area Buffer (Tier 2 - General)
Whenthecormundg:uisopene«idnm:houldum\edhmlybeablem(l)enwmcw
command for execution, 2) wcesswevioudymwconmﬂsm execute them as they appear,
or (3) modify previously entered commands and execuie them.

COMMENT: mdeuabknmemmmmwm&bymmemMnm
used in text input and editing. Mgmww:vﬂhmm;mvidemmmmwnmmm
mpuxepimdeundmyrdwmhupdivemh. (D)

1.1.6.7 Command Area Obscurement (Tier 3 « Design Details)

In general, opening the command arca window should not in with the user's ability to view
other display structures.

COMMENT: Howm.wmwmmmkmmwmmmm.mm“lmm
memeinm,conmmdunnpwunmuswhmitwmnom )
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0 INFORMATION DISPLAY
1 Screen Organization and Layout
1.7 General Information Areas

1.7-1 Consistent Location (Tier 2 - Consistency)
Date and Time informaton should be shown in @ consistent Jocation.

COMMENT: (D)
1.1.7-2 Time Display (Tier 1 . Design Dewails)
The information area should display appropriately formatted time information necessary for a

user's task and location.
COMMENT: (D)

1.1.7-3  Access to Software Version Number (Tier 3 . Design Details)

Users should havr: the capability to access and permanently display the version number of the
current applicanon.

COMMENT: (D)

1.1.7-4 Removal of General Interest Information (Tier 3 . Design Details)
Users should be able to remove any general information on the display.

COMMENT: Either for a single session (¢.8., by removing the window in which the information is contained) or

for all sessions (¢.g., by & change in their user profile) (D)
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) INFORMATION DISPLAY
3 Types of Displays

21 Tables and Lists

1.2.1-1 Appropriate Use of Tables (Tier 1 - Use)
When information handling require detailed compansol

¢r data display should be proviae

Lisis for Related Items (Tier 1 - Use)

§ A 4 - - - noerr Hran e
related 1€ words, phrases, 1 structon

L - : CW

{ aCcurale scanmng !

Logical Table Organization Tier 2 - Sequencing and Grouping)
' » organized 1in some recognizable order « facilitate scanning and assimuanol
¢ has order, the order shoul { be (ncreasing trow left to right. 1f the data i the

be increasing from top bhottom of the dispiay ALt

1.4 Logical List Oradering (Tier 2 - Sequencing and Grouping)
! ' rding to some 10g1Cal principie
in lists shall be arranged 1n & recognizable order, such & chronological
or importance. Where no Otnes principle applies, Lsi sliould be ordered

which should prevail rather thal the designer's logic, whes those are d:fferent

1.2.1-5 Consistent Spacing Within Tables (Tier 2 - Consistency)

Corsisient column spacing should be maintained within a table, and from one table to another

Similarly, spacing between TOWS should be consistent withun & wble and between related tables
WIMENT: As an exception, when columns are grouped unaer superheadings, cxira Space between superheadings
v help, in order 1o emphasize that the ~olumns under any single superheading are related.  (ACDE

1.2.1-6 Character Size (Tier 2 = Consistency)

3
| he =

WIMENT D
AIVLL | 1§

1.2.1-7 Character Font and Aspect Ratio (Tier 2 - Consistency)

e fonts and widths of alphanumenc characters should he consistent witiun @ wable, except when
word or set of characters 15 highlighted by varying the typeface

OMMENT: For example, through the use of italics or a "bold” funcuon (D)

2 1.8 Maintaining Significant Zeros (Tier 2 - General)
s should not be arbitrarily removed after & decimal point if they affect the meaning o1 The
r in terms of significant igits
OMMENT: For example, when an opersior may wan! to distinguish berween 19 003 and 19.000. (AXE)

Leading Zeros (Tier 2 - General)

os in numeric entries for whole numbers should be suppressed

Far example, 28 should be displayed rather than 0028. A leading zero should be provided if the
v & decimal, with no preceding Integer (iLe.. 0.43 rather than 43 (C.D)

Tables Referenced by First Column (Tier 2 - General

" ore nead for reference, the referenc vmre chaild b dicnlaved $1 ¢
s are usey ici reicIcing the It jerence 1Em SNOUWIG U5 aispiayex in e et C

ast relevant for user response should be dislayed in the nexi adjacent col
Associated but jess significan! material should be displayed n Columns further 10 the nght

Vo ; )
p——— &
Informallon i ISpLaY

sizes of alphanumenc ¢ haracters should be consistent within a table and between related tabies

(S




1.2.1-11 Table Access by Row and Column (Tier 2 - General) A
A table should be constructed so that row and column labels represent the information @ uset has

prior 10 consulting the table.
COMMENT: For example, the informanon that can be used 10 AcCess table entnes for a parucular Lask The left-

mos! column should contun the labels for the row varighles (that is. the \nformanon by which the user will RICEsS
other row ttems). The top row should contain the labels for the column variables (that 1. the informanon by wiuch

the user will access ather columnar items). (C.DE)

1.2.1:12 Column Scanning Cues (Tier 3 . Design Details)

The colurnns in a table should be separated by enough blank spaces, dots, o by somne other
distinctive feature, to ensure separation of entries within a TOW.

COMMENT. The spacing between columns should be greater than any internal spaces thal might be duspiayed

within 8 tabulated data item (ACDE)

1.2.1-13  Justification of Numeric Data (Tier 3 - besign Details) ‘
Columns of numenc data should be justified with respect 1o a fixed decimal point. if there 1s no
decimal point, then numbers should be nght-justified.

COMMENT: (ADE)

1.2.1-14 Numbered Items Start with "1" (Tier 2 - General)
ltem numbers should begin with one rather than 2er0.
COMMENT: (AE)

1.2.1-15 Repeated Elements in Hierarchic Numbering (Tier 2 - General)

For hierarchic lists with campound numbers, the complete numbers should be displayed; repeated
elements should not be omitted.

COMMENT: Implicit numbering may be acceptable for tasks involving perception of list structure. Complete
numbering is betier, however, for tasks requiring search &nd identification of individual iiems in the ist. (AE)

1.2.1-16 Single-Column List Format (Tier 2 - General)

Lists should be formated so that each itemn starts on a new ]

COMMENT. A list should be displayed as a single column. As an excepion, listing in muluple columns may he
considered where shartage of display space dictates & compact format (ACE)

1.2.1-17 Marking Muitiline Items in & List (Tier 2 - General)

When & single itern in & list continues for more than one line, items should be marked in some way
<o that the continuation of an itern is obvious.

CHOMMENT: For exampie, mﬁmacmﬁnudpuﬁmdoumwvbenwm. Items might be
separated by a blank w.ummmngmm-'mmumu Mﬁ.uad\mwghlbenumwnda

nwkndbyaqmmwmholmd\ummwabunu mmmumuMymemumu
comprisid  (ACE)

1.2.1-18 Hierarchic Structure for Long Lists (Tier 3 - Design Details)

For a long list, extending more than one displayed page, & hierarchic structure should be used to
permut its jogical parutioning into related shorter Lists.

COMMENT: (CE)

1.2.1-19 Justification of Alphabetic Data (Tier 3 - Design Details)

Columns of alphabetic data should be displayed with left justification to permit rapid scanning.
COMMENT: As an etcepuon, indentation can be used 1 indicatr subordinate elements in hierarchic lists. Also, 3
ghort List (of just toworfiveMs)mﬂdumwhmwymnmskm.mwmmdwmm
display format, if tha is done cosistently.  (ADE)

1.2.1-20 Justification it Numeric Entry (Tier 3 . Design Details)
Users should be allowed 12 make numeric entries in tables without concern for justification; the
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1.0 INFORMATION DISPLAY
1.2 Types of Displays
1.22 Data forms

1.2.2.1 Appropriate Use of Forms (Tier 1 - Use)
Forms should be used to display related sets of data items in separately labeled fields.
COMMENT: Forms can ad review of related data ems by displaying explanalory labels 1o caption each data field.

(ADE)

1.22.2 Comparing Data Fields (Tier 2 - Screen Organization)

Data fields to be compared on a character by character basis should be positioned one above the
other.

COMMENT: (A)

1.2.2-3 Consistent Format Across Displays (Tier 2 - Consistency)

The ordering and layout of corresponding data fields should be consistent from one display to
another.

COMMENT: (AE)

1.2.2-.4 Consistent Format Within Data Fields (Tier 2 - Consistency)

The i ternal format of frequently used data fields should be consistent from one display to another.
COMMENT: For example, uime recards might be consistently punctugted with colons, as HH:MM:ES or HH:MM,
whatever is appropriate. The convention chosen should be familiar 10 the Prospective Users. (AE)

1.2.2-5 Data Form Placeholder Cursor Location (Tier 2 - Minimizing User
Actions)
When the data form is first opened, the placeholder cursor should be in the left-most position of the

first available data field.
COMMENT: (D)

1.2.2-6 Dats Entry Error Acknowledgement (Tier 2 - Error Handling)

Users should receive an €rvar message only if they continue 1o make the same error. The error
message should describe the proper manner for entering data.

COMMENT: (D)

1.2.2-7 Visually Distinctive Data Fields (Tier 2 - General)

Clear visual definition of data fields should be provided so that the data are distinct from labels and
other display features.

COMMENT: (AE)

1.2.2-8 Field Definition/Delimiters (Tier 2 - General)

Special characters (such as underlining, data field "boxing") should be used to delineate data fields
and data field lengths.

COMMENT: (A)

1.2.2-9 Highlight Active Dsts Entry Field (Tier 2 - General)

The current field to be entered shot be highlighted.

COMMENT: lrrelevant obyects slow perceptual processing by competing for resources. Use of highlighting makes
mecmmdmﬁdddmwmmmm @)

1.2.2-10 Form Compatible for Dca Entry and Display (Tier 2 - Geneial)

When forms are used for data entry as well s for data display, the ‘ormat for data display should be
compatible with whatever format is vsed for data entry.

COMMENT: Use the same iizm labels and ordering for both. (ACE)
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1.0 INFORMATION DISPLAY
1.2 Types of Displays

1.2.3  Muimics

1.2.3.1 Consistent Use of Symbols (Tier 2 . Consistency)
Mimue symibols should be used consistently.

COMMENT: (B)

1.2.3.2 Mimic Detail (Tier 2 - General) _ ‘ ‘ i
A misa = should contain just the minimurm amount of detail required t0 vield a meaningful pictorial
repiesentaton.

COMMENT: (B)

1.2.3.3 Points of Origin (Tier 2 - General)
All rumic origin points should be labeled or begin at labeled components.
COMMENT: (B)

12.3.4 Mimic Termination pPoints (Tier 2 - General)
All mimic destination or terminal points should be labeled or end at labeled components.

COMMENT: (B)

1.2.3.5 Directional Arrowheads (Tier 2 - General)
Flow directions should be clearly indicated by distinctive arrowheads.
COMMENT: (B)

1.2.3-6 Use of Abstract Symbology (Tier 3 - Design Details) '
Abstract symbols should conform to commaon electrical and mechanical symbol conventions

whenever possible.
COMMENT: (B)

1.2.3.7 Mimic Line Width (Tier 3 - Design Details)
Differential line widths should be used to code flow paths.
COMMENT: For example, significance, volume, level  (B)

1.2.3.8 Overlappitug Lines (Tier 3 . Design Details)
Mimic lines should not overlap.
COMMENT: (B)

1.2.3.9 Symbolic Component Identifiers (Tier 3 - Design Details)
Component representatons on mimic lines should be identified.
COMMENT: (B)
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1.0 INFORMATION DISPLAY
1.2 Types of Displays

1.2.4 Graphics

1.24.1 General

1.2.4.1-1 Graphic Displays: Trends (Tier 1 - Use)

For display of data showing relations in space or ume @ graphic format should be used.

COMMENT: Relanons i space Or ume are data such as, wend informavon, spaually structured data, ume crincal
\nformauon of relanvely IMpreciss indormauon. People cannot readily assimilate detailed extual or tabular data,
although scmetimes such data are necessary. Therefore, a graphic display might be used where graphic slements
showing trends and differences are combined with 12X annOLANON and tabular presentation of deailed data In some
applications. it might prove helpful 1 supplement & primary graphic display with allernative display s of detailed data
available as a user-selected Opuon. (A.C.DE)

1.2.4.1.2 Gragphic Displays: Data Comparison (Tier 1 - Use)

When users must quickly scan and compare related sets of data, the data should be displayed in
graphic format

COMMENT: Graphic display might help users discern exTOrs in a data base, since deviant *outhiers” will appear
visually disunct from the body of correct data.  (ADE)

1.2.4.1-:3  Graphic Displays: Monitoring Data Change (Tier 1 - Use)

A graphic format should be used when users must moniter changing data.

COMMENT: Whenever possibie, the computer should handle daia monioning and should call abnormalitizs 1o the
user's attention. When that s not possible and a user must monitor data changes, graphic display will make it easier
for the user to detect cntical changes and/or values outside the normal range. (ADE)

1.2.4.1-4 Animation for Dynamic Display (Tier 1 - Use)

Movement of data elements under compuier control can be used for displaying @ temporal sequence
of changing events, or for the pictorial display of complex objects.

COMMENT: Animation can be used © enhance & variety of graphic dusplays. including scanerplots, curves. bar
graphs, flow charts, eic. (E)

1.2.4.1-5 Highlighting by Animation (Tier 1 - Use)

When sequential relations or other connectivity between display elements requires highlightng,
animation may be used for that purpose.

COMMENT; For exampie. connectivity might be emphasized by an armrow moving repeatedly berween wo
displaved elements.  (E)

1.2.4.1-6 Simplicity (Tier 2 . Screen Organization)

Graphical displays should maintain the visually simplest display consistent with their function. In
general, the fewest lines or objects in & graphical display should be used.

COMMENT: (D)

1.2.4.1.7 Consistency (Tier 2 - Consistency)

Consistent logic should be used in the design of graphic displays, and a standard format and
labeling pracuces should be maintained for each method of graphic presentagon.

COMMENT: Consistency in graphic design will allow ussrs to focus on changes in displayed data without being
distracted by changes in display formal. mwmwu»mﬁmuwcdmmmﬂu
design. not with intemal processing by graphics software.  (AE)

1.2.4.1-8 Consistent Annotation Format (Tier 2 - Consistency)

Any displayed annotation should be formatted consistently in relagon @ the graphic elements.
COMMENT: For example, labels mught always be placed over the displayed points with which they are associated.
Someumes, however, it might be necessary to displace a labe! from its *standard” position 1o avoid overiap or
crowding on the display. such excepuons should themselves be handled consistently. (AE)
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1.2.4.1.9 Emphasis (Tier 2 . Mcanmngfulness) A '
Graphical displays should be designed so that a user notices the most important “hings first.

COMMENT: (D)

1.2.4.1-10 Only Necessaiy :nformation Displayed (Tier 2 - Task Compatibility)
Graphic displays should be tailured 1o user needs and provide only those data necessary for user
tasks

COMMENT: (ADE)

1.2.4.1-11 Zooming for Display Expansion (Tier 2 « General) _
When needed to perceive graphic relations accurately, or to View flow diagrams in greater deail, a
200ming capability should he provided that allows expanion of the display of any selected ares.
COMMENT: Zooming can increase the degree of deta (i.¢.. can add data w a display). When used this way, 2
zooming capabilir implies that graphic data be *layered"” hierarchizally at different levels of aggregation, which may
require comples data files and dats management techniques. Zooming might be implemented as & conunuous
funcuon, by which & display can be expanded 1o any degree. analogous 10 @ CONUNUOUS panmng ility. Or
zooming might be implemented in discrete iHcrements, &s in INCTeasing the magnification of an opucal instrument 10
12, x4, etc. Incremental zooming. with abrupt changes in display scale, may tend to disonent & user, but might
prove acceptable in some applicavons. ZoOMing can Increase display spacing among crowded data items 5o that they
can be perceived betier, Thus a control room operator might expand a poruon of 8 Piping and Instrumentauon
Diagram to see more clearly the type of valves used within a parucular line-up. (ADE)

1.2.4.1-12 Reference Index or Baseline (Tier 2 - General)

When a user must compare graphic data to some significant level or crincal value, a reference index
or baseline should be included in the display.

COMMENT: (CE)

1.2.4.1-13 Higblighting Critical oF Abnormal Data (Tier 2 - General)

When & user's atter:tion must be directed to a portion of a hic display showing critical or off-
nominal data, some distinctive means of data coding should be used.

COMMENT: (CE)

1.2.4.1-14 Dats Annotation (Tier 2 - General)

When precise reading of a graphic displey is required, the display shou |d be annotated with actual
data values to supplement their graphic representanon.

COMMENT: Forewnpk.ndmmn-icmmﬂmmmbeddadmmemsofduphyedwonw graph,
numeric data might be displayed 1o mark the points of a plotied curve. (CE)

1.2.4.1-15 Text Annotation (Tier 2 - General)
When & graph contains some outstanding of discrepant feature that merits atention by & user,

COMMENT: Fampk.anowmun!amommlmummme.ncmtdvimmg
POSSIBLE PRESSURE VALVE FAILURE, as well as appropriate graphic indications of the problem. (E)

1.2 41-16 Changing Scale (Tier 3 - Design Details)

W .en a graphic display has been ﬁmmmﬂmmweu\dmduw
expansion factor should be provided.

COMMENT: Faamnplc.amh\dmacmlmnknﬁ:mbemmww.umsimply
a numeric indication of the display expansion factor (e.§.. x4 ). In many spplicanons it may be helpful to show the
swcemfaaduphywhhmmﬂ.mcmddm. (AE)

1.2.4.1:17  Overview Position of Visible Section (Tier 3 - Design Details)
Some graphic indicator of the position in the overall display of the visible section should be
provided when & display has been expanded from its normal coverage.

COMMENT: Ap:ﬁtuummdu:muwvmcdmwdnphywmwmmemmmmu
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whalpawrmainwnaccncmﬂaienuﬂonwmmevuiblepmwmcwhdcmpuymvluchuwm
has been expanded. Forewnplc.macamero(myMenfmexpmdodmphy.uempuumuhmwwa
ucnngknpremn‘mstheovualldisphy.mwhichummetnamgkispwedwmw;;wnmmdunmof
the currently visible poruon ol thas diplay. (AE)

1.2.4.1-18 Printing Graphic Displays (Tier 3 - Design Detaiis)

When on-line graphic displays must be printed, users should be allowed to display the material
exactly as i, will appear in the printed output

COMMENT: On-line displays can offer some advantages over printed graphics. in terms of animavon and
hughlighung. When a user i« prepanng & display for printed output, however, it is important tha! Limitauons of the
print medium can be taken realisucally into account. If the printed vursion does not appear satisfactory, it may be
necessary 10 reformat the display 11 some Way. (AE)

1.2.4.1-19 Use of Data Display Codes (Tier 3 - Design Detgils)
Data display codes should be used only if two or more conditions ;ieed to be represented in 2

display that consists of & graph, diagram or map.
COMMENT: (D)
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1.0 INFORMATION DISPLAY
1.2 Types of Displays

1.2.4 Graphics

1.2.4.2  Flowcharts

1.24.2-1 Appropriate Use of Flowcharts (Tier 1 - Use)

Flowcharts should be used for schematic representation of sequence information.

COMMENT. Flowchans should be used for schemanc representaton of sequence infarMAaton w display daws thut
are logically related in terms of sequential processes. (AE)

1.2.4.2.2 Flowcharts 1o Aid Problem Solving (Tier 1 - Use)

4 flowchart should be provided to aid problem solving when & solution can be reached by
answenng a series of quesuons, and when no tradeoffs will be required.

COMMENT A flowchan can add structure 1 complex problem solving by illustraung a set of discrete decision
points. With such & flowchar, @ user 1s grven specific seps W0 follow in solving a prohlem, helping to ensure that
all relevant factors are considered For smple problems, however, a wabular or text format may be read more quickly
than af flowchan. Flowchans are not useful when & user must make tradeoffs. For example. if a user must evaluate
alternative outcomes then using a flowchan would be cumbersome and time consuming. When 8 user must evaluate
alternatives, a tabular forma may be more efficient. For example, n process control, & flowchart might aud problem
diagnosis when B user must determmine the cause of abnormal condiuons and wake appropniate acuon. (E)

1.2.4.2-3 Consistent Wording (Tier 2 - Consistency)

The options displayed at the decision points in a flowchart should be worded in & consistent
format.

COMMENT. Someumes il may not be possible 10 use & consistent forma! for displaying opuons. However, the
more consistent a flowchart can be made in format and wording, the easier. (E)

1.2.4.2-4 Necessary Information (Tier 2 - Task Compatibility)

To the greatest exient possible, flowcharts should display only the data required by the user. The
user should be able to request mare detailed data with a single acuon.

COMMENT: (D)

1.2.4.2-§ Conventional Path Orientation (Tier 2 - General)

Flowcharts should be designed so thai the path of the logical sequence is consistent with familiar
onentauon convenuons.

COMMENT: For example, from left 10 right and from top to botiom, or clockwise. (ADE)

1.2.42-6 Ordering to Minimize Path Length (Tier 2 - General)

When there is no inherently logical order 10 the steps in a flowchart, steps should be ardered to
minimize flowchan size

COMMENT: In other words, © minimize average path lenyth. (AE)

I one element in & flowchart represents data of particular significance, implying a special need for
user attention, then that element should be highlighted.

COMMENT: Forempk.lmecodmlbycolaorholmmgmhcw w highlight duphyadpnhs.uwmm
Mummmmnmmnm,wdm (Cnhw;mybepuwnrlywumm
flowcharts. because of the effective primacy dwlafamuvwwuimmwwmwm.) Asa
cautionary example, the flowchan instrucuons for a critical safety function Sttus ee might highlight a box which
says "ensure Reacior Coolant System pressure less than X before opening valve ¥ (DE)

1.2.4.2-8 Consistent Ordering of Options (Tier 2 - General)

When 2 flowchart is designed so that a user must make decisions &t VANOUs SIeps, the available
options should be displayed in some consistent order from step 10 Si£P.

COMMENT: For example, *yes® might always be on the left and "no” on the nght The point here is thai for

Qeetion 1: Information Display Page 28



' | ¢ > nt mt n
some order should be consistently i posed. Conmsiel ordering

~h have no inherenly I0EICA oraet

o 1o review a flowChart mor quickly

UNS

Single D=cision al fach Step (Tier 3 - Design Details)

designed

must make decisions ai \u:x,,u steps, only & \;r.gaf

h not be combined 10 reduce flowchar

"-','-"’ N

1.2.4.2-10 Logizal Ordering of Hptmm Tier Design Details)

"owchart 1s designed so that & user nit ot make decisions at vanous sieps, the available
some 10FIC al orger

stapes of & process, those SRS should be listed in the oraer uf

chould not be determined MErei) by the amount O space

1 b Aict
o€ A -,‘:‘.ﬂ

¢ exampie, if options represent

isplay then

1 . Design Details

Flowe !mrl \\mtm' Set (Tier
b * csvmbols. To the greatest exient j

T s b
AWK

(Tier 3 - Design l\u.nts

xummn.n Use of Arrows
nhics dispiays, arm ywheads shouid e us~d 1n a convenul a) fashio
| relat the sequential links between vanous elements

Dvnamic Flowchart Sizing (Tier 3 . Design Details)
be able to enlarge or reduce the size of & flowchart. The line scale shou




0 INFORMATION DISPLAY
2 Types of Displays

2.4 yraphics

343 Pictures and Diagrams

1.2.4.3.1 Appropriate Use of Pictures (Tier 1 - Use) '
Pictonal displays should be used in applicatons where it is necessary to show acc - 1ely detailed
representations of real or imaginary ob)ects or processes.

COMMENT: Pictorial displays aid an the analysis of objects and events, as in the case of pmo prelalon.
Pict<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>