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AB STRACT

Strategic analysis (game theory) is a formal method for
model ing adversary situations that, when solved, yields an optimal
strategy that maximizes the expected payoff to the player.
As such, it appe. : to be potentially applicable in the nuclear
material accounti.. context in which there is potential for
an adversary attempting to divert special nuclear material.
The NRC has previously supported research to develop preliminary
strategic analysis models which has been considered tc be only
partially successful. This study reviewed previous efforts
and other game theory research and assessed the feasibility
of: 1) applying strategic analysis in a regulatory framework,
2) making strategic analysis understandable Ly licensees, and
3) assuring that strategic analysis can effectively be enforced.
This report includes a discussion of the role of strategic analysis
in material control and accounting, and of the mechanisms by
which the NRC could implement strategic analysis. A set of
feasibility criteria are described including both technical
feasibility and organizational/implementation feasibility.
Alternative strategic analysis model options are evaluated with
respect to these criteria, as is the current material accounting
practice. The assessment determined that the development of
a payoff function that adequately represented the NRC's (and
tharefore the public's) values with respect to the conseguences
of diversion and the actions taken to prevent it is the most
serious impediment to implementation. Given the limited role
of material accounting in safeguards and the uncertainty regarding
the development of a payoff function, the NRC should not proceed
with full-scale implementation of strategic analysis, It does,
however, have sufficient potential to warrant further development,
with first priority going to the development of an appropriate
payoff function.
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EXECUTIVE SUMMARY

This report describes the results of research undertaken
to investigate whether strategic analysis (game theory) can
and should be employed in the treatment of inventory differences
(ID's) of special nuclear material (SNM) at processing facilities,
Strategic analysis is a fornal method for modeling decision
contexts with more than one decision maker--often adversaries,
When solved, a strategic analysis model yields an optimal decision
that maximizes the player's expected payoff with payoffs previously
defined for the player. Previous NRC-supported research developed
two versions of a preliminary model (NUREG-0290 and NUREG/CR-
0490) which have been subsequently reviewed by a group of experts
(NUREG/CR-0950) . Drawing on this past research, other literature
on game theory, discussion with NRC staff, and analysis by the
projec. team, this report assesses the feasibility of: 1) applying
strategic analysis in a regulatory framework, 2) making strategic
analysis understandable by licensees, and 3) assuring that strategic
analysis can effectively be enforced,

As background, the role of material control and accounting
(MC&A), inclnding tie limited role of material accounting in
diversicn detection, is discussed., The most feasible instruments
that the NRC could potentially use tco implement strategic analysis
include: regulations, regulatory guides, and license conditions,

To assess the feasibility of strategic analysis, a framework
was created consisting of two parts: 1) a breakdown of feasibility
into major component criteria that are conceptually distinct
and may be independently addressed, and 2) a breakdown of methods
for applying strategic analysis into a set of roughly independent
features or options. The feasibility criteria include both
technical feasibility, which includes validity and practicality
and which are in turn further subdivided, and organizational
feasibility which is subdivided into subcriteria concerning
both implementation and enforcement by both the NRC and the
facility operator. The methods correspond to alternatives with
respect to each of the components of the strategic analysis
model and to NRC organizational/implementation options. The
model components include the players, the setting, the defender's
(NRC) strategies, the diverter's strategies, the defender's
payoff function, and the diverter's payoff functicn. The complete
set of technical model options and organizational options was
evaluated with respect to each of the feasibility criteria,
Then, a composite of the most promising strategic analysis options
was compared on the feasibility criteria with current practice.

This assessment process provided indications of the cost
and feasibility of resolving four specific questions that had
been posed by the NRC regarding: 1) the use of probabilistic
mixtures of strategies, 2) the formulation of the poyoff function,
3) the practicality of a model that is both va’ and solvable,
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and 4) the cost of using strategic analysis. This process also
assessed the value, cost, and likelihood of success of four
research questions: 1) optimal tradeoffs between false alarms
(Type I errors) and missed diversions (Type II errors), 2) develop-
ment of measures of effectiveness for the establishment of alarm
thresholds, 3) evaluation of selecticn procedures for alarm
thresholds at reprocessing and other breeder reactor cycle facil-
ities, and 4) the costs and benefits of implementing strategic
analysis,

As a result of this assessment, two issues were identified
as the most significant potential impediments to the implementation
of strategic analysis: 1) the formulation of a valid and acceptable
payoff function would be a difficult and probably costly endeavor,
and 2) the role of material accounting, particularly analysis
of ID's (and therefore strategic analysis when applied to ID
analysis) isquite limited for most safeguards functions, particular-
ly diversion detection, and therefore, any improvements in ID
analysis may have only limited effects on overall safeguards.
Therefore, we cannot recommend that the NRC proceed with full-
scale implementation of strategic anmalysis., It clearly, however,
has sufficient potential to warrant further development. Research
on the payoff function without the full strategic analysis model
could provide an initial payoff function and at the same time
could resolve several research issues that are relevant to safeguards
even if strategic analysis is not implemented. Such research
is indeed worth pursuing.



1.0 IRTRODUCTION

This report describes research undertaken to investigate
whether strategic analysis (game theory) can and should be employed
in the treatment of inventory differences (ID's) of spec:ial
nuclear material (SNM) at processing facilities, The NRC has
previously supported research that developed two versicns of
a preliminary model (NUREG-0290 and NUREG/CR-0490). Subsequently,
the NRC formed a group of experts on game theory and nuclear
safeguards (subsequently referred to as the "Peer Review Group")
to review this work and to make recommendations regarding the
future of strategic analysis in NRC's safeguards function (NUREG/
CR-0950). That review identified several technical difficulties
with the particular model formulated, but found game theory
to be a promising tool for safeguards. This study builds on
the findings of the Peer Review Group to address the feasibility
of resolving several technical and practical issues that must
be addressed before strategic analysis could be implemented.

1.1 Qverview of Game Theory

Before describing this effort further, a brief, non-technical
description of game theory is given to provide a basis for subseqguent
discussions. A more complete description is provided in the
Appendix., Game theory is a formally appropriate technigue for
model ing situations where two or more actors (players) are control-
ling some of the variables of the situation and the value or
utility received by each player depends at least in part on
the actions of the other players. Generally, the objectives
of the players will be at least partially conflicting so that
increased rewards for one player can result in decreased rewards
for another., Thus, generally, game theory is applicable in
adversary contexts, Once the rewards for each player are quanti-
tatively defined for the various combinations of actions available,
game theory defines and (assuming sufficient computational resources)
can solve for the "optimal" action for a player, taking into
account the actions of other players.

A game theory model consists of four elements:

- the players,
- the setting,
- the players' strategies, and
- the players' payoff functions.
Although game theory models need not be limited to two players,

two player games have been the focus of much of the game theory
research, including previous NRC-sponsored efforts, Two person
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games often provide a reasonable representation of the actors
involved, for example, a "defender"™ (e.g. NRC representing the
public), and a diverter,

The setting allows for numerous variations in game theory
models., For example, the NUREG-0290 and NUREG/CR-0490 model
deals with ID's in a single material balance areas, and (in
other literature) have been developed for multiple time periods.
Game theory models could be developed for multiple material
balance areas and for multiple time periods.

The players' strategies refer to the actions that each
player has available to take., For example, in the previocusly
developed model the defender's actions involve setting an alarm
threshold for the level of ID, as well as varying level's of
response depending upon whether the threshold is exceeded and
the amount of SNM estimated to be missing. The diverter's strategy
involves selecting the amount to be diverted, which can range
from nothing up to a fixed amount which is necessary to provide
a credible threat,

The payoff functions are the quantitative representation
of the costs and benefits to each player that would result from
each possible combination of actions by all the players. In
many two-player situations, the objectives of the players can
be assumed to be diametrically opposed so that any loss by one
player is a gain by another. Such games are called zero sum
games, and the previously developed model includes this assumption.
The payoff function in that model included terms representing
the cost of a clean-out inventory, the cost of the diverted
SNM, the cost of searching for the estimated amount of missing
SNM, the cost of an incorrect estimate of the amount missing,
and the utility of recovering the missing material.

1.2 Qbijective

The present research was undertaken to assess the feasibility
of integrating strategic analysis into current NRC material
control and accounting (MC&A) regulations, Specifically, the
objective was to investigate whether it is feasible to:

- apply strategic analysis in a regulatory framework,

- make strategic analysis understandable by licensees,
and

- assure that strategic analysis can effectively be enforced,

1.3 Scope

Our approach to assessing feasibility has been a broad
one, encompassing both the technical feasibility of strategic
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analysis models, and the organizational feasibility of implementing
strategic analysis within the current NRC regulatory environment,
In addition we have addressed, to some extent, whether strategic
analysis sk )uld as well as could be implemented.

At the outset of the effort, several limitations on the
scope of the ef ‘ort were agreed upon.

- Strateyic analysis was to be compared only with cur ~nt
regulations including formal NRC management positions
as written, and not with current practices beyond these
regulations, nor with changes in regulations currently
under consideration,

- The focus of the feasibility study should be on Category
I facilities.

- Strategic analysis should be explicitly considered
only in the context of material accounting and its
concern with inventory differences.

- Overall assessment of feasibility shculd be generic,
rather than dependent on particular features of specific
strategic analysis models.

Based on this approach, this research was carried out drawing
on the expertise and experience of the project staff, reviews
of relevant literature and documents, and discussions with appro-
priate NRC staff.

1.4 Organjzation of the Report

In addition to this introduction, the main body of this
report contains four major sections. Section 2.0 provides a
background discussion on the potential role of strategic analysis
in safeguards and on NRC options for implementing strategic
analysis. Section 3.0 describes the framework that was developed
for assessing the feasibility of strategic analysis. Then,
in Section 4.0, this framework is applied to evaluate strategic
analysis alternatives, and strategic analysis more generally,
with respect to current practice. Finally, in Section 5.0,
we summarize our findings in terms of spec fic questions and
issues developed by the NRC in its Request for Proposals for
this effort. This section also includes specific recommendations.

In addition to the main body, this report includes an appendix
as Volume II prepared by a member of the project team, Professor
Alan J. Goldman., This appendix provides additional detzil regarding
the study, providing an especially helpful review of related
literature and many insights into feasibility issues that are
addressed at best in a limited fashion in the main report.




2.0 BACKGROUND

One critical point, perhaps the major one in determining
the feasibility of a strategic analysis approach to acting on
measured inventory differences is, its effectiveness. It is
apparent that the usefulness of strategic analysis depends on
its leading to an expected net increase in effectiveness of
whatever changes would be required in material accounting practice.
Furthermore, this increase must be large enough to offset the
costs (economic and otherwise) of whatever changes would be
required in material accounting practice. If strategic analysis
were used strictly as an adjunct to current material accounting,
then the combination would perform no worse than current practice,
but cost (including acceptability) would be higher than if the
change substituted strategic analysis for some current material
accounting.

Measuring effectiveness of safeguards is not a trivial
matter. In fact, our inability to accurately assess the probability
and type of potential adversary actions ultimately limits our
ability to measure safeguards effectiveness. Various safeguards
effectiveness methods have been developed and used, but they
generally apply only to some limited portion of safeguards system
To analyze the incremental effectiveness of strategic analysis
relative to current material accounting, it is necessary to
outline the objectives and goals of nuclear safeguards and security,
and the elements of the safeguards system designed to achieve
these goals. This.information will help to identify: the role
of material accounting; its place among other parts of the safeguards
system; some questions which must be answered to assess safeguards
system effectiveness and the value of changes to that system;
and other potential areas of applicability for strategic analysis
in nuclear safeguards and security.

~

2.1 The Role c at
NRC

2.1.1 Scope. This section provides an overview of areas in
which NRC must make decisions to discharge responsibilities
in nuclear material control and accounting (MC&A). The emphasis
is on fairly general responsibilities, rather than on decisions
regarding the adequacy of a particular safeguards subsystem,
A particular goal of the discussion is to provide perspective
on the role and potential contribution of material accounting
with respect to overall NRC safeguards responsibilities,

Our approach to identify MC&A decisions is to characterize
safeguards in several ways and to associate relevant questions
with each characterization., Each question relates to the adequacy
of NPC safeguards; answering it represents an opportunity or
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requirement for NRC decisionmaking. Since each characterization
represents an alternative view of safeguards structure, the
questions are not independent of each other: though not duplicative,
In general, although not exclusively, the questions relate to
adequacy of the measurements or criteria of safeguards regulation,

Within this structure, we may further characterize the
role of material accounting and evaluate its potential contribution
to safeguards. The monumental assessment of strategic analysis
in material accounting relative to conventional accounting methods
should be considered in the perspective of the overall role
of material accounting. An appropriate gquestion may be, "Is
a modification of requirements to use strategic analysis of
inventory differences (ILDs) cost-effective given the bounded
contribution of accounting to overall nuclear materials safeguards?”
On the other hand, in stressing the relative contribution of
an accounting system change to safeguards, we should not bias
the outcome by assuming limitations on the role of accounting
which are based on inadequacies of current technigues not shared
by strategic analysis.

The overview presented in this report should also provide
a basis for identifying alternative safeguards applications
for strategic analysis. Although this study did not examine
such alternatives in detail, we note--as did the strategic analysis
Peer Review Group (NURBG/CR-0950)--that this basic methodology
could perhaps be fruitfully applied to other questions of safeguards
adequacy.

2.1.2 NRC Safequards Responsibilities. NRC safeguards responsi-

bilities stem from an overall objective, which is to protect
the public health and safety from death, injury, or property
damage which could result from malevolent activity directed
toward, or utilizing licensed nuclear materials or facilities,
These activities would hypothetically be conducted by an individual
referred to generically as an "adversary." There are several
alternative decompositions of the safeguards responsibilities
which help to illuminate their scope, and to focus the identification
of safeguards decision criteria. Some of these alternatives
represent distinct dimensions of safeguards (e.g., safeguards
system functions versus type of facility under safeguards).
The following represents the top levels of a hierarchy categorizing
NRC safeguards decision areas:

R. Regulatory Considerations

R.1 Measurement of Safeguards and Safeguards Criteria

R.2 NRC Functions (regulation, licensing, inspection,
other)



S. Safeguards (SGs) Systems

S.1 SGs Program Components (physical protection, material
control, material accounting, safeguards management)

§.2 PFacility Types (reactor, fuel cycle, transportation)

§.3 SGs System Functions (deterrence, prevention, response,
assurance)

S.4 SGs Risk (frequency of attempt, conditional proba-
bility of success, conseguence, adversary action
sequence)

At this poinc, we desire that any area which might illuminate
a pertinent SGs decision be examined. However, many such decisions
are not relevant to material accounting, per se, and so will
be eliminated from consideration for this study. Thus, we will
not attempt a unique, partitioned decomposition of these decisions.
Rather, we will temporarily treat each item at the same level
of the hierarchy as complementary. Specifically, we will regard
the decisions and questions which are meaningful for our purposes
as being constructed as "cross products" of items from different
branches of the hierarchy, as long as one is not dependent on
another., For instance, it would be sensible to ask if assessment
techniques were adeguate (R.1l) to assess the suitability of
a proposed regulation (R.2) for prevention of relevant acts
(S.1) directed at sabotage of a power reactor (S.2). This procedure
simplifies the identification of such decisions by reducing
them to separate ccicerns which can be combined. The determination
of the answer to . .ch a gquestion is an NRC safeguards decision.

Combining these areas will not make equally good sense,
but nonsensical cases produced by this systematic exhaustive
procedure can readily be identified and discarded as they arise.
For the balance of this section, questions implied in each area
will be identified and discussed separately, with the intent
that they be combined for future application freely within the
limits of meaningful juxtaposition.

NRC safeguards decisions may be immediately divided into
those components related to the regulatory role and those related
to safeguards system performance, It should be noted that NRC
has no statutory responsibility for design, implementation,
or operation of safeguards system, Its responsibility and authority
is to requlate and license activities. The subject of NRC safeguards
regulatory actions is, however, systems and operations. Thus,
the system characterization must be understood to assess safeguards
systems, and their cost effectiveness are also relevant inputs
to regulatory decisionmaking., In some cases, systems or measurements
are "conceptually designed®™ by NRC and specifically required
or strongly recommended. In these cases, NRC assumes a more
direct role in system implementation than it does when establishing




performance regquirements. Finally, certain NRC activities are
not really regulatory, but rather are a corollary of other agency
capabilities and responsibilities. 1In these instances, NRC
may fulfill a need not adequately met elsewhere. For instance,
NRC is involved in assessment of communicated threats involving
licensed material although such an event occurs outside the
framework of licensing and regulation. For all these reasons,
NRC safeguards responsibilities are integrally tied to the detailed
characteristics of safeguards systems as well as those of regula-
tion.

R. Regulatory Considerations

In terms of the upper level of the hierarchy discussed
above, the regulatory aspects of NRC safeguards decisions are
as follows:

R.1 Measurement of SGs and SGs Criteria

A fundamental distinction in the regulation of safety is
that between the measurement of safety level and the establishment
of criteria for adequacy of safety. Some guestions related
to each are:

R.1,1 Safeguards Performance Measurement

- Have detailed objectives for SGs systems been
established which, if met, would assure that the
overall SGs objectives are met?

- Have the parameters necessary to measure safeguards
system performance been identified?

Are methods available to assess SGs system performance
in terms of these parameters and relate them to
SGs (sub-) objectives? Are they comprehensive
and accurate? Is the modeling of uncertainty accept-
able?

Are the appropriate data available for input to
the assessment methods?

- Are regulatory and license requirements appropriately
tied to the performance assessment capability? (e.qg.,
will licensee reporting requirements provide the
necessary data for assessment?)

(Note that the assessment methods referenced here may range
from subjective and informal evaluation by a qualified person,
to use of formal, mathematical tools for model ing system performance
or for analyzing data, 1In fact, achievement of adequate tools
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for safeguards system assessment has so far required a mix of
methods including both of these extremes.)

R.1.2 SGs Criteria Development

Bave criteria been developed which are compatible
with the available assessment methods?

Is satisfaction of these criteria necessary and
sufficient for achieving the safeguards (sub-)
objectives? 1If not, is there a less stringent
criterionwhose satisfactionwould still be sufficient
to meet (sub-) objectives with "reasonable assur-
ance"? (This is a complex issue--but briefly,
two important points are the acceptability of
regulatory conservatism implied by "reasonable
assurance,” and the relative nature of "less string-
ent," i.e.,, less stringent for NRC or for the
licensed industry, etc.)

Does the regulatory entity satisfy the criteria? (By
entity we mean regulation, license, system, etc.)

1f not, what alternative entities could be developed
or adopted to the required performance?

R.2 NRC Functions

The discussion here is further amplified by the description
later in this section of NRC regulatory instruments., In particular,
that description outlines major points relevant to the choice
of instruments with which to implement a requirement. The following

will focus on

certain additional issues:

R.2.1 Regulation

Are the regulations or proposed legislations legal?
Can they be implemented?

Are they adequately clear to licensees and license-
applicants? If not, are supporting documents
available tp elaborate and clarify their intent?

Are they consistent internally, with other sections,
and with other regulated activities?

Will the regulations, if implemented, result in
licensee safeguards systems which satisfy all regu-
latory criteria?

10
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R.2.3

R.z .‘

Licensing

- Are requirements for license applications clear

and available to prospective licensees?
Are licensing criteria co)nsistent with regulations?

Is an effective process established for license
review?

Are license terms and conditions clear to the
licensee?

Are license terms and conditions inspectable and
enforceable, legally and practically?

Do license terms and conditions, if implemented,
satisfy the intent and letter of the regulations,
and any other regulatory criteria?

Inspection

Will NRC inspection activity adeguately verify
licensee compliance with the terms and conditions
of the license, and with the regulations?

Will the .nspection program alert NRC to other
potential safety problems?

- Will the inspection program verify that the activity,

as implemented, agrees with the design or plan
as submitted to NRC? (This iz actually part of
the first guestion, since license application
information 1s generally incorporated by reference
into a license.)

Other NRC Activity

Are sufficient NRC resources available to implement
regulatory decisions?

Are NRC mechanisms utilized to identify additionalor
incipient problems related to safeguards system
performance?

Are NRC mechanisms utilized to improve understanding
of safeguards performance and to reduce uncertainty?

Is NRC prepared to accomplish its interagency
responsibilities in safeguards? (Important instances
include emergency response and communicated threat-
assessment functions.)

Is the public confident that NRC safeguards criteria
are: sufficient to protect them; not unduly intru-
sive; representative of the achieved safeguard
level?

11



S. Safegquards Systems

S.1 NRC SGs Program Components

At this level of generality, the guestions and decisions
associated with each of the components below essentially are
covered by asking whether all other applicable guestions have
been answered with respect to each part of the program individually.
Relevant definitions and explanations are summarized below.
They are paraphrased from the MC&A Task Force Report (NUREG-0450):

S.1.1 Physical Protection

This is the safeguards program which encompasses
equipment and procedures to control physical access
to nuclear materials or facilities, to detect
unauthorized access, and to respond in a timely
manner to such intrusion.

S.1.2 Material Control

This portion of the safeguards program monitors
nuclear material location and gquantity, controls
its movement, and exercises responsibilitg for
its appropriate use and for cognizance of its
status.

§.1.3 Material Accounting

This portion of the safeguards program measures,
records, reports, and analyzes the guantities
of nuclear material from the time it initially
comes under regulatory or management controls,
until it is permanently disposed of, or transformed
into uncontrolled material., The material accounting
responsibilities shift among different parties
as they take possession of the material. The
intent is to maintain a continual "audit trail"”
of the material quantities, Sufficient control
should be maintained to be able to balance the
records to show that no net loss or gain of material
has occurred. In practice, this is possible for
unit accounting (i.e.,, accounting for discrete
items of material), but not for material in pro-
cess. For the latter material (for instance
liquids in a process stream at a reprocessing
plant), process variations prevent perfect material
balance., In these cases, statistical techniques
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are used to determine the acceptability of the
material balance,

S.1.4 Safeguards Management

The MCsA Task Force distinguishes the "NRC activities
necessary to assure the effectiveness and efficiency
of the safeguards program” by this name. It includes
all regulatory and licensing activities, intelligence
activities, safequards research, etc.

§.2 Facility Types

These categories are also self explanatory. They are,
however, relevant to the implementation of safeguards systems
and requirements as indicated below:

8.2.1 Nuclear Reactors

These facilities are of safeguards concern mainly
from the point of view of sabotage. The potentialto
initiate a reactor accident by malevolent means,
thereby using the energy generated by the accidentto
disperse hazardous material, is the principal safe-
guards consideration. Fresh fuel for power reactors
is generally low enriched and therefore not suitable
for building weapons (unless means for further
enrichment are available, a possibility outside
the spectrum of adversary capability which NRC
feels is prudent to consider). Irradiated fuel
contains special nuclear material (SNM) which
is extremely radioactive, and which would require
chemical processing even to achieve concentrated
low grade (not weapons grade) fissionable material.
The hazard and low utility of this irradiated
fuel makes it an unlikely target for theft, Certain
research reactors use (smaller) quantities of
high enriched fuel which could be more attractive
targets for theft, Thus, reactor safeguards consist
largely of physical protection.

S§.2.2 Fixed Site Fuel Cycle Facilities

These are all static facilities which use SNM.
They include such facilities as enrichment plants,
fuel fabrication plants, and reprocessing facilities,
Of these, only fuel fabrication facilities are
currently of concern with regard to NRC safeguards,
(There are no enrichment or reprocessing plants
currently subject to NRC safeguards.) Although
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criticality accidents caused by sabotage could
se some safeguards concerns, the major safeguards
nterest in this type of facility is to protect
against theft or diversion of material. Physical
protection, material control, and material accounting
are all important in achieving this protection.

§.2.3 Transportation Safeguards

SNM in transit, including spent fuel, is of concern
to safeguards due to the possibility of theft
including that of the entire vehicle. In the
case of spent fuel, this could be accompanied
by later sabotage in a populated area, cr the
threat to do so., Theft of other forms of SNM
is of concern., Material in transport provides
special problems for physical protection. Since
material is packaged in specially designed containers,
MC&A considerations are limited to material controls
and unit accounting.

8.3 SGs Functions

The four safeguards functions identified by the MC&A Task
Force are defined as follows:

(1) Deterrence: measures to discourage a potential adversary
from attempting a malevolent act.

(2) zggggnsiﬁn: measures to impede or stop a malevolent
act, including a hoax.

(3) Response: measures to detect and assess losses, and
to act in response to a real or alleged malevolent
act.

(4) Assurance: measures to enhance NRC and public confidence
that effective safeguards are in place and that nuclear
materials are controlled and accounted for.

1 ' The MC&A Task Force associated detailed objectives and
goals for the MC&A system with these functions. Each of these
goals and objectives can be turned into a question or questions--
i.e,, is the specified measure in place and is it effective?
We do not repeat these here. A more detailed analysis can do
s0o and would find the Task Force Report extremely useful for
this purpose, It should be noted that the goals of that report
are not part of current safeguards requirements., Below, we
summarize some general questions appropriate to each function,

\
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based on the Task Force recommendations (note that these are
particular to MC&A SGs):

S§.3.1. Deterrence

- Is detection and subsequent response sufficient
to achieve adequate deterrence?

- Are material controls adequate to ensure a timely
detection of unauthorized removal of SNM with high |
enough probability to create desired deterrence?

Will material controls trace and identify adversaries
with sufficient resolution to effect adequate deterrence?

- Is material accounting adeguate to augment detection
and to identify where loss may have occurred, or
records falsified, to aid in deterrence of potential
adversaries?

§.3.2 Prevention

- Will material controls detect unauthorized removal
or diversion of material in sufficient time to allow
effective response?

- Will material accounting augment detection of unauthor-
ized removal of diversion, in certain areas? Will
it help provide a baseline knowledge of material
holdings?

- Can this function affectively interface with physical
security to stop or impede amalevolent act in progress?

§.3.3 Response

- Are response mechanisms planned and reliable to
identify loss of material not previously detected?

- Are source materials adequate to identify the source -
and amount of loss?

- Is material accounting adequate to aid after a loss
of material in assessing the amount of loss, the
mode of removal, the location of the removal or
diversion, possible locations to which removal was
diverted, and potential insider suspects?
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S.4 Safeguards Risk

Safeguards risk concepts were developed and expressed in
*Societal Risk Approach to Safeguards Design and Evaluation”
(ERDA-7). One author of that report was also on the Strategic
Analysis Peer Review Group; another was the head of an initial
MC&A Task Force which preceded the one which generated the Task
Force Report. Safeguards risk, generally, is expressed as:

RSG(Total)Zij Mjj Pij Ci

where Mij = frequency of attempt using adversary action
sequence j to achieve event i

"lj = probability of success given an attempt
Ci = consequence of event i

Measurement of the total Rge. is probably impossible, due to
our inability to estimate nij-

It is commonly believed that [I;; depends on Pjs4 (which
is directly influenced by safeguards), and on C; or more prfecisely,
on the potential adversary's perception of these terms, Furthermore,
the common assumption is that this dependence is monotonic increasing
so that the greater the probability of success, the greater
the frequency of attempt would be. On this basis, the risk
equation has been used totgriority-rank SGs concerns., Some
pertinent considerations of e risk-based approach are:

- Is the overall risk acceptable? (It is unlikely that
this can be known precisely.) ‘

- Are all significant (e.g., risky) adversary action seguences
known and protected against.

- Are all significant events known and protected against?

- Are measures to decrease frequency of attempt adequate?

- Are safeqguards systems adegquately controlling P1j7

- Is any given event of such consequence, C;, that special
Teasuzes should be used to assess its risk and to safeguard

t?

- Is the variability in our knowledge of Rgg(Total) (i.e.,

uncertainty) acceptable?
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- Are risks balanced between events and adversary action
sequences (i.e., is Rij'ni'j' for each i,1',3,3'?).

- Is total SGs risk balanced against other societal risks
from other sources?

- Is public (and adversary) perception of the components
of SGs risk accurate? 1If not, what effect does this
have on nij7

2.1.3 Inventory Differences (IDs). The goal of the preceding
discussion was to generally identify safeguards system decisions
by describing them in a form amenable to elaboration, The format
provides some structure to assure a reasonably comprehensive
identification,

We do not intend at this time to identify in detail all
of the particular decisions regarding material accounting, and
in particular, inventory differences. These could be developed
as refinements of the existing hierarchy. Based upon the preceding
discussions, however, we note several points pertinent to 1IDs,

First, it is possible to characterize material accounting
using our structure., Obviously, it is not physicalqsfotection,
materials control, or safeguards management (S.3). e subject
of interest in this study, inventory difference, would be a
further refinement of hierarchy element S§.1.3. It is mainly
of interest for a fixed fuel cycle facilities, and in the case
of this study we are only concerned with a small number of Category
I facilities (S.2).

The MCs&A Task Force concluded that material accounting
is pertinent principally to the assurance function, although
it has a lesser role in deterrence, prevention, and response
as well, In particular, the Task Force Report minimizes the
role of material accounting in detection. It is not expected
to contribute significantly to "timely detection" (S8.3). Existing
SGs risk approaches do not really treat the "assurance® functicn
as described by the MC&A Task Force., Thus, the risk approach
(S.4) has little to say about material accounting, except perhaps
that by implication it may not be a large contributor to SGs
risk reduction. In terms of tequlatorx concerns, consideration
of strategic analysis in inventory difference is connected with
both measurement and criteria, (Even though IDs and LEIDS currently
have a role in measurement of SGs effectiveness, the application
of a different model to those statistics may affect the interpre~
tation of what is being measured (R.l).) Finally, application
of strategic analysis to IDs could influence all regulator{
functions (regulation, licensing, inspection, and other), althoug
it need not,




Thus, it appears that measurement of IDs represents only
a portion of MC&A decisions, which in turn play a relatively
small role in NRC safequards. In particular, its role in detection
and response is less significant than its contribution to assurance.
The game theory model being evaluated, however, is primarily
directed at the former two functions. For these reasons, we
recommend that the feasibility and cost effectiveness of modifying
safeguards requirements include the use cf strategic analysis
applied to IDs be considered in light of net contribution to
safeguards objectives. On the other hand, it is possible that
the gualitative role of material accounting could change if
more sensitive techniques were used., This possibility should
be addressed in any research related to use of strategic analysis
for timely detection, Furthermore, we note that there are many
other potential applications of game theory to safeguards not
directly addressed by this study. Finally, we suggest that
the following specific areas pertinent to ID measurement and
analysis be explored.

§.3 Elaborate specific pertinent decisions in deterrence,
prevention, and response.

S.4 Try to quantify the role and contribution of accounting
in risk reduction.

R.2 1Identify specific approaches to incorporating this
use of strategic analysis in regulatory instruments, Iden-
tify specific pros and cons of each, and if possible
estimate costs of each development. Focus on useof
regulations, regulatory guides, license conditions,
and informal reports (e.g., NUREGsS).

2.2 Regulatory Reguirements--NRC Options for Implementing
Reguirements

2.2.1 Scope. The premise of this section is that NRC has, in
theory and in practice, a variety of means by which it may implement
requirements, Our use of the term "requirements" for the purposes
of the discussion is rather imprecise and not in keeping with
its generally accepted regulatory denotation--which is to say
a set of legally binding rules, This departure from practice
is intentional, since the discussion will try to convey that
in a very real sense NRC discharges its regulatory duties utilizing
a variety of what we will term "regulatory instruments®" (documents
and procedures), including but not limited to regulations.

This section att mpts to characterize the regulatory process
via an examination of the variour regulatory instruments, The
purpose of doing so is to establish &« basis for later investigation
of the organizational effects of implementing strategic analysis
in material accounting. The discussion here will elaborate
on the differences in effects of each option for regulatory
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implementation, aswell as the factors influencing cost of implementa-
tion., The presentation is qualitative; neither measures of
effectiveness nor absolute or relative costs nor times to implement
are given., In fact, reliable guantitative estimates of these
factors will be difficult to achieve. Such estimates would
be, however, more appropriately produced in the context of
choice among alternative instruments as a means for achieving
some specific objective., This discussion will address only
the global view of alternatives for regulation implementation.

2.2,2 Qverview. One way to categorize regulatory practice is
by differentiating the distinct functional activities performed
by a regulatory agency. In the case of NRC, the main regulatory
functions have generally been identified as:

- promulgating standards
- licensing
- inspecting

There are, as well, additional NRC functions including performing
research; enforcing compliance; conducting business with other
Federal, state, and international agencies; and administering
the agency itself, It is clear that any number of functional
characterizations are possible. The above three, however, are
considered typical of regulatory as distinct from the other
agencies, It is interesting to note that the Energy Reorganization
Act of 1974 (P.L. 93-438), which created the U.S. Nuclear Regulation
Commission, created three statutory offices: The Office Of
Nuclear Reactor Regulation (NRR); the Office of Nuclear Material
Safety and Safeguards (NMSS); and the Office of Nuclear Regulatory
Research (RES)., Clearly, Congrcss did not organize the agency
along functional lines (or perceived a different view of function
than outlined above).

Associated with two of the three regulatory functions are
instruments which directly impose legally binding requirements
on NRC licensees., That is, regulations contained in Title 10
of the Code of Federal Regulations (10 CFR) are the rules promulgated
by NRC., Licenses are, of course, the regulatory instruments
associated with licensing, Licensees are inspected (the third
function) to determine compliance with both the regulations
and with their license, so this activity does not introduce
any new primary regulatory instruments., We will return to the
question of inspection briefly later.

Licensees are obligated to comply with both the set of
applicable regulations and with the conditions of their license.
Penalties for non-compliance include having their license revoked
or suspended, have operations suspended, and being fined. These
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penalties imply substantial costs, especially in the event operations
are suspended. The Energy Reorganization Act, in addition,
provides NRC the authority to conduct inspections as necessary
to ensure compliance (Section 206(d)). Thus, these two instruments,
i.e.,, the regulations in 10 CRF (Parts 0-199) and individual
licenses, constitute a legal, enforceable framework of NRC require-
ments with the opportunity for meaningful sanction in the event
of non-compliance, Furthermore, these two are directly authorized
by the NRC's enabling legislation, The Energy Reorganization
Act of 1974, in Section 201(f) transfers most of the Atomic
Energy Commission's (AEC's) "licensing and related regulatory
functions® to NRC. These functions derive in turn from the
authority provided by the Atomic Energy Act of 1954 (as amended),
Chapter 10 and Chapter 14, Section 161(b). Loosely speaking,
these laws provide that all production, acquisition, possession,
use, transfer, import, or export of nuclear facilities or material
in the U.S. will be governed by regulations to be promulgated
by the Commission and will be licensed in accordance with those
regulations and with the Act itself.

NRC regulations (10 CRF Parts 0-199) and NRC-issued licenses,
then, are similarly rooted in law going back to the earliest
days of commercial use of nuclear materials. They differ mainly
in their target audiences. 1In the case of a license, the coverage
extends only to a designated activity and licensee. Regulations
apply more generally to a class of licensees, which may be empty
or may have a single member (e.g., proposed high-level waste
disposal regulations). Most often, multiplelicenseesare affected.

The choice in . practice between these two mechanisms for
imposing requirements is instructive in identifying some of
the pragmatic concerns which have created the other regulatory
instruments which this discussion addresses. The key would
appear to be in the distinction between the two, namely generic
vs., facility- or activity-specific concerns., The decision to
use regulation or licensing to establish a criterion could according-
ly be decided depending on whether the regquirement applied to
many potential licensees or just one., 1In fact, this doesn't
fully explain certain instances and phenomena. Why, for instance,
has there been extensive effort to write regulations for a high-level
waste disposal facility which may be the only one of its kind,
and will almost surely belong to the sole licensee (i.e., the
Department of Energy)!? On the other hand, why are hundreds
of licenses for certain nuclear materials written with the same,
or highly similar, license conditions? Why do some licenses
include or paraphrase certain regulations and not others, while
other licenses do not repeat the regulation at all?

One answer to these questions is that there is ro specified

criteria which determines what shculd go into a regulation and
what should not. The regulations in 10 CFR have been written
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and modified over many years, according to prevailing concerns
and standards.

2.2.3 Regulatory Instruments. This section identifies a variety

of regulatory instruments and characterizes some aspects of
each recognizing that consistency is not necessarily a characteristic
of any of them.

2.2.3.1 Regulations. Regulations were discussed in the
previous section to some degree., They are (usually) generic
to a group (fossibly enrty) of licenses, are authorized by law,
and impose legally binding requirements on licensees, These
features all may act as selection criteria if a change in (effective)
requirements is desired. That is, a regulation change or addition
might be a useful approach if NRC judged that a requirement
were necessary in all but exceptional cases within some readily
identified groups of licensees., It should be noted that regulations
themselves do not normally apply absolutely. Rather, they may
be conditioned and exceptions may be granted at NRC's discretion.
A material control regulation in 10 CFR 70 58(a) is an instance
of a conditional requirement. It applied only to licensees
who are authorized to possess at any particular time and place
no more than one effective kilogram of special nuclear material.
Here, the condition is fixed and identified in the regulation.
Part 70.14, on the other hand, provides for exemption from Part
70 requirements based on no fixed condition,

Despite this possibility for regulatory flexibility, exceptions
to 10 CFR requirements are rare, Therefore, if site-specific
concerns are known to be important, the regulator might have
reason to prefer using a regulatory instrument which can he
tailored on a case-by-case basis (e.g., a license).

Consistent with the view of regulations as generic is the
notion that they tend to be general. This characterization
is useful, but again has its exceptions, Part 30, containing
generally applicable rules for domestic licensing of byproduct
material which governs a substantial number of licenses, provides
both an example and the counterexample. Most of the part defines
what materials and facilities are subject to these requirements
and how licenses may be obtained and maintained. There are
two brief sections defining criteria for granting a Part 30
license. The first, 30.33, "General requirements for issuance
of specific license, "states criteria at a level of detail typified
by the following:

(a) An application for a specific license will be approved
if: (1)...(2)Theapplicant's propcsed equipment and facilities
are adequate to protect health and minimize danger to life
or property...
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Similarly, 10 CFR 30.34, "Terms and Conditions of Licenses,"
states, in effect, that the Commission may add to the conditions
of any license at the time it is issued or subseguently "as
it deems appropriate or necessary in order to: (1) promote
the common defense and security; (2) protect health or to minimize
danger to life or property:..."

In the same section, however, we find 30.34(g):

Each licensee preparing technitium-99 in radiopharmaceuticals
from molybdenum-99/technitium-99m generators shall test
the generator eluates for molybdenum-99 breakthrough in
accordance with 35,14(b) (4) (i) through (iv) of this chapter.

The examples represent extremes of the relationship between
regulation and licensing practice. The very general regulations
cited here support detailed license application criteria requiring
specific equipment and facilities. The detailed requirements,
on the other hand, is repeated almost verbatim in licensing
guidance, with little additional elaboration in some cases.
Thus, we can say that although regulations may be a good choice
to implement generic or general requirements it is not necessary
that this be done. Conversely, a regulator can suitably condition
a requirement or rely on exemption to utilize a regulation which
may not apply to all cases.

Pragmatically, it is less frequent to see a specific requirement
implemented in the requlations than it is to see general requirements
expressed in another form of instrument. This observation is
based on some additional characteristics of regulations: they
have a long lead time for introduction, they are difficult and
costly to implement, and often stimulate more controversy than
lower level changes. Since regulations are law, there is a
prescribed process through which significant modifications must
go. The process includes advance publication in the Federal
Register, public comment, response to public comment, and likely
modification of the proposed rule. The cycle may be iterated
several times, and the result may be delay or indefinite postponement
of a final rule. This period may include, in complex cases,
involved public and industry meetings. Note that this process
is interleaved with a broad internal production and review cycle
within the NRC, often spanning several major offices at the
staff level, separate review by the ACRS (Advisory Committee
on Reactor Safeguards) and, of course, ultimate review by the
Commission itself (i.e., the five Commissioners). Finally,
it should be noted that 10 CFR 51 delineates requirements for
the Commission to satisfy criteria of the National Environmental
Policy Act of 1969 (NEPA). These include the requirement for
an Environmental Impact Statement for substantive changes to
10 CFR pParts 20, 30, 40, 50, 70, 71, 73, and 100 (from an environ-
mental impact point of view). Adopting a new approach to material
control and accounting could fall in this category. If not,
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an analysis would be required to demonstrate that the change
was not substantive (10 CFR 51.44(c)). It is likely, though,
that a negative declaration could be based on arguments that
no impact was expected since safeguards requirements had not
been relaxed.

Finally, two additional characterizations of regulations
as opposed to other regulatory instruments may be appropriate,.
First, although the enabling legislation does not appear to
explicitly require it, all NRC licensed activity is also covered
by the provisions of some part of the regulations. The coverage
may be very broad, adding no significant criteria for licensability
or operation, but to the best of our knowledge the applicable
regulations exist in each case., Second, the process of promulgating
a formal requirement, although painstaking, is valuable for
communication among interest groups, including the various agencies
of the Federal Covernment, the state governments, the regulated
industry, and tHe public at large. It would be unacceptavle
in certain cases to circumvent the process by failing to issue
a new or modified regulation.

2.2.3.2 Requlatory Guides. Regulatory Guides are a series
of documents providing elaboration of criteria in 10 CFR Parts

0-199, evaluation methods or assumptions which the staff has
found acceptable in assessing compliance with a requirement,
acceptable methods of implementing certain systems or functions,
or guidance in composing a license application. (They were
initially called "Safety Guides," and sowe early ones still
bear this title,) They are categorized into ten divisions,
as follows:
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Area

Power Reactors

Research and Test Reactors
Fuels and Materials Facilities
Environmental and Siting
Materials and Plant Protection
Products

Transportation

Occupational Health

Antitrust and Financial Review
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-]

General

—
o

These Regulatory Guides do not have the "force and effect of
law" as do regulations. They are, however, widely used in establish-
ing interpretations of rules and acceptability criteria for
them, A previous study by members of this study team found
that despite the admonition that the Guides are only guidance
aud that a licensee can propose acceptable alternatives, it
is highly unlikely that an applicant would have an alternative
accepted. In the area of reactor licensing, the applicant generally
takes a much more active role than do those small material users;
therefore, they may be more successful in establishing alternativ-s
to the positions in the applicable Regulatory Guides. In those
cases, however, the analysis is much more complex, and deviation
from the norm more risky. Thus, in practice, Regulatory Guides
are a common source of "requirements" in the sense of this discus-
sion. That is, in a non-deterministic sense, they are responsible
for a large degree of the uniformity seen in licenses which
is unexplained by common requirements in the regulations. Once
again, though, we must express caution regarding inconsistency.
Some Regulatory Guides are not even as explicit as the related
regulation. In many cases, however, Regulatory Guides provide
substantially more detailed criteria than do the regulations.

In terms of impact, production of Regulatory Guides tends
to be much less expensive and more flexible than is promulgation
of a regulation. This resclts directly from the fact that they
are not law nor issued by the Commission, but are in fact issued
by the Regulatory Staff. The review they undergo varies, but
for a consequential guide the review can be considerable, internal-
ly. A licencee is free, in principle, to deviate from the practice
or evaluation presented in the Guide, so that much of the negotiation
associated with public comment on rules may be deferred in the
cases of Guides to individual licensing case review rather than
wholesale conflict over the Guide,
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As mentioned before, reactor-related RGs differ from others
somewhat in practice and utilization, In the nuclear materials
area, the issuance of a Guide can be a relatively lengthy process
due to the relatively low priority of non-reactor Guides and
the limited visibility of an RG compared with a regulation.
In some cases, draft Regulatory Guides have existed for years
without being finalized. Since they are not binding, they are
still usable as guidance even in draft form if they express
the position of the licensing staff. 1In this form, however,
they may be less than adequate. Writing and approving a Regulatory
Guide can take resources from several offices, including the
relevant program office and the Office of Research. They are
also often subject to ACRS or other review, Finally, one must
consider the impact of the dichotomy between the nominal use
of an RG as "guidance" and its 1lik2ly use to define criteria
without the level of review and comment afforded regulations,
Qualitatively, it appears that NRC staff would be much more
likely to prefer to use guidance than to promulgate a regulation
and a formal Regulatory Guide is perhaps the most common form
of guidance.,

2.2.3.3 Standards. Standards here refers to the use of
industry standards, as opposed to the work performed by NRC's
former Office of Standards (now part of Research). NRC is often
represented on various standards committees and, in turn, often
incorporates such standards by reference in other instruments,
For instance, the American Society of Mechanical Engineers (ASME)
Boiler and Pressure Vessel Codes are incorporated by reference
in 10 CFR 50, and in several Regulatory Guides as well. NRC
is free in doing so to adopt only portions of the standard or
otherwise to modify it for use in a nuclear facility. These
standards have no independent effect on nuclear regulation apart
from use in another instrument, In practice, however, if a
broad, technically qualified group can reach a consensus, the
resulting standard is likely to have some value to a variety
of users, including NRC,

Standard setting outside NRC is generally a long, expensive
process in its own right. It is generally of value when a large
enough group has commercial interest in a common standard.
It is unlikely to be pertinent to use of strategic analysis
in MCsA.

2.2.3.4 Standard Review Plans. A standard review plan

is a blueprint for the license review process, including items
to be evaluated and criteria to be applied. It is therefore
of considerable value to an applicant as well as to a reviewer.
It has roughly the status of a Regulatory Guide, although it
is focused more on what the review process should be than on
what evaluation method is acceptable., A standard review plan,
in the sense intended here, exists only for reactor licensing.
Elsewhere in NRC licensing, review checklists and other less
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ambitious or formal plans exist, The development of particular
equipment would not indicate that a standard review plan was
needed, However, if a plan existed, a criterion could be effectively
implemented by incorporating it in the plan as standard practice.

2.2.3.5 License Condjtions. Licensing has already been

discussed to some extent. License conditions are the instruments
which justify the premise that many non-binding "requirements”
are actually binding. As pointedout in the discussion of Regulatory
Guides, a de facto standard is often extremely influential across
many licenses, even if it is not legally a requirement. A license
condition allows a license reviewer to "close the loop" on such
"requirements," by stipulating that the licensee must abide
by the terms of his final license application. This application
would reference or use the criteria found in a Regulatory Guide
or other instrument. The net effect is that of a legally binding
requirement,

Some license conditions establish common requirements without
any other instrument, 1In these cases as well, a common requirement
is incorporated in a condition to the license. Thus, even if
a criterion is not written elsewhere, it may act as a requirement
by virtue of appearing consistently in many licenses.

The impact of conditioning a single license is minimal,
It may be expensive if contested by a license applicant, but
one would presume that the applicant would object at least as
strongly to the requirement if published in some other form
(e.g., as a Regulatory Guide). The cost of repeatedly evaluating
and incorporating conditions on a case by case basis for each
license can be expensive, especially where there are many licensees
(e.q., materials licenses under Parts 30 and 40). However,
in the case of the Category I licensees, who are subject to
the stricter material control and accounting requirements, individual
license modifications could be a realistic approach to establishing
a new practice,

2.2.3.6 Other., Several other instruments are used or
have been used to impose criteria on licensed activities. One
such example is the Branch Technical Position, used at one time
within NRR, It has largely been superseded t_ use of Regulatory
Guides and the Standard Review Plan, although the regulations
still refer to some. The use of Branch Technical Positions
points out, however, that a position taken by even a small organi-
zational unit responsible for a given type of licensing effectively
imposes requirements with little overhead associated with review
and promulgation. Since the Branch is largely responsible for
that portion of licensing review and have considerable discretionary
power, the written position merely codified a standard practice.
By itself, it has no legal stature, but in conjunction with
the license review and approval process it can effectively implement
"requirements®™ in the sense used within this paper.
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NUREG reports are informational documents produced by NRC,
often reporting the results of a research program or other Commission
activities, Rather than rewriting them into a rule or a guide,
however, they are sometimes distributed and used as another
form of guidance, The incremental impact of this use (compared
with the original cost of producing the report) is low, although
its effectiveness relative to anuther instrument may be more
variable, depending on mutual acceptance of the approach by
licensing staff and the license applicant.

Finally, we should briefly note that although inspection
is not ostensibly a criterion-setting activity to the extent
that regulation and licensing are, it is, of necessity, judgmental.
Therefore, criteria are in effect established according to what
an inspector does or does not notice or utilize, There are
criteria and training for the inspection program which attempt
to standardize what "good inspection practice"™ should be. It
might be possible to make use of the inspection program as an
implementation vehicle for a new tegulatory practice, especially
one like the use of strategic analysis

2.3 The Uise of Strategic Analysis for Material Accounting

The existing strategic analysis model for material accounting
(NUREG/CR-0490) is principally directed toward selecting a defender
strategy for estimating actual material losses, and possibly
an alarm threshold, given measured inventory differences., It
assumes two players (defender and diverter) with opposing interests
(zero sum game) for a particular payoff function, It is used
as if material accounting were the only component of safeguards
evaluation, and as if timely detection were the only function
of material accounting. In particular, NUREG/CR-0490 (pp. 2-4)
states that "nuclear material accounting safeguards in the nuclear
industry relies on material balance accounting. This accounting
signals the occurrence of losses, if any, and may be the basis
for subsequent inspection and recovery actions.... The decision-
making problem is, given a MUF [material naccounted for] reading,
what action should be taken to verify possible theft and/or
recover méterial that may possibly have been diverted.... The
essential safeguards material accounting decision problem is
how to establish the alarm threshold in a manner to satisfy
safeguards objectives."

As noted earlier, this may not reflect the most accurate
impression of the role of material accounting, For instance,
the Material Control and Accounting Task Force identified assurance,
not detection, as the most significant role of material accounting.
Assurance is directed toward verifying whether the safeguards
system is under control and functioning as intended. It also
provides one means by which alarms may be assessed to aid in
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estimation of the probability, time, and amount of loss. Functioning
as an assurance mechanism, the material accounting system may
be used to respond to a variety of "signals," including alarms
(possible detections) resulting from inventory analysis or from
other parts of the safeguards system (e¢.g., material -control
system), In some cases, assurance is required to assess non-
alarm signals (e.g., communicated threat messages, intelligence
information), Finally, assurance plays a role in safeguards
management unrelated to response and alarm assessment; i.e.,
demonstrating that the system is under control and providing
a baseline for future measurements, Certainly, a greater degree
of effectiveness of material accounting as a timely detection
mechanism could shift the emphasis from accounting primarily
for assurance to accounting principally for detection. The
inadequacy of material accounting as the principal means of
timely detection, however, is at least partially based on inevitable
process noise in the measured data itself. Since this noise
is unrelated to adversary action, it would affect the efficacy
of strategic analysis as well as conventional material accounting.
In any case, the mccdel as formulated emphasizes what is currently
perceived by NRC as a secondary material accounting function,
If material accounting using an improved strategic analysis
model is to provide an adequate detection mechanism, some research
may be indicated to resolve a natural skepticism as to its absolute
effectiveness in that role (as distinguished from its effectiveness
relative to current practice),

In addition to the possible overemphasis on the img.ctance
of material accounting as a contributor to effective diversion
detection, the existing strategic analysis model appears to
underemphasize the contribution of the rest of the safeguards
system to safeguards decisions. Such an assumption is not necessary
to a strategic analysis model, and should be avoided in any
implementation-worthy model. NUREG/CR-0490 (p. 11) says, "The
defender's decisions are: given a MUF reading, whether to alarm
or not and what preliminary estimate of unauthorized diversion
to make, based upon the MUF reading. This preliminary diversion
estimate will influence the defender in the resources he allocates
for the post-alarm seaich. A final estimate of diversion should
be based upon nct only the results of the post-alarm search,
but also relevant information from other safeguards system (e.qg.,
the physical security system and the material control system)
as well as pertinent external intelligence information, police
reports, etc. This study, however, is concerned only with the
material accourting system, Conseguently when we talk about
the estimate oi the amount diverted, we mean only the preliminary

estimate based upon the MUF reading in and of itself." Despite
the acknowledgement of a role for other parts of the safeguards
system, this assumption does not account for the realistic role
played by these other subsystems in signaling, assessing, and
responding to an alarm,
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Subsequent sections of this report discuss certain technical
assumptions of the existing model (e.g., two-person, zero sum
assumptions). It should be noted here, however, that material
accounting roles are relevant to several of these considerations
as well, For instance, the framework for safeguards objectives,
goals, and functions discussed above from NRC's perspective
is actually part of a larger structure, with similar but not
identice’ features for operators, and for diverters as well,
Inventory data are recorded and material balances drawn at least
in part to satisfy the operator's payoffs that may reflect different
attributes and utilities than NRC's. Thus, the defender must
be carefully specified if a useful payoff function is to be
constructed.

In each of the above cases, discrepancies between the model's
assumptions and actual or perceived material accounting roles
may affect both the technical adequacy and the acceptability
of this application of strategic analysis. Some of these points
will be discussed further in the balance of this report,
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3.0 FRAMEWORK FOR FEASIBILITY EVALUATION

3.1 Need for a Framework

Assessing the feasibility of applying strategic analysis
in a regulatory context involves the examination of a large
number of analytic and organizational options with respect to
numerous criteria or dimensions of feasibility. It is critical,
for example, that strategic analysis as such not be pronounced
infeasible due to flaws in a single proposed model, or, converse-
ly, that important obstacles to its implementation not be over-
looked. Confidence in the conclusions of such an assessment
depends on some assurance of completeness, both with respect
to options and criteria. To provide such assurance, a systematic
framework has been created within which both opticns and criteria
of feasibility may be placed. The framework is meant to include
all, or at least most, of the major options facing the NRC and
all, or at least most, of the features relevant for selection
of an option for actual implementations.

Otilizing this framework, each option can be analyzed with
respect to each relevant evaluative criterion. The goal, however,
is not a final pronouncement regarding feasibility in each case.
Rather, the advantages of structuring the discussion in this
way are threefold: first, it provides a powerful means of organ-
izing currently available information about the relative merits
and feasibility of different approaches to the analysis of inventory
differences; second, we can pinpoint areas where the feasibility
of an approach has not been proved or disproved, but where additional
evaluative research is required; finally, we can suggest directions
for the development of new analytic or organizational approaches
to strategic analysis that retain the advantages but avoid the
shortcomings of currently proposed methods.

3.2 Overview of the Framework

The framework for feasibility evalunation consists of two
parts:

- a breakdown of feasibility into major component criteria
that are conceptually distinct and may be independently
addressed

- a breakdown of methods for applying strategic analysis
into a set of roughly independent features or options

Feasibility criteria (Exhibit 3-1) fall under two main
headings: technical and organizational., Technical feasibility,
in turn, breaks down into validity and practicality; organizational
feasibility is subdivided into subcriteria concerning both imple-
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mentation and enforcement with respect to both the NRC and to
the relevant facility.

Options for the implementation of a strategic analysis
model also fall under technical organizational categories.
Technical options (Exhibit 3-2) involve the common set of elements
possessed by all game-theoretic models: players, setting, strate-
gies (of the defender and diverter), and payoff functions (of
the defender and diverter). The NUREG/CR-0490 model is only
one i?int in a rather large space of strategic analysis approaches
which might be considered (along with current practices) as
methods for analyzing inventory differences., Organizational
opticns (Exhibit 3-3) concern methods of implementation and
of enforcement,

3.3 Role of Material Accounting Objectives

In evaluating the options (laid out in Exhibits 3-2 and
3-3) against the criteria (in Exhibit 3-1), an important additional
concern is the object.ve or set of objectives which strategic
analysis and material accounting are thought to be serving (see
Section 2.0 above). The Material Control and Material Accounting
Task Force (NUREG-0450) identifies four potential objectives:
deterrence, prevention, response, and assurance, Exhibit 3-
4 describes in broad terms the functions that material accounting
would have to perform to contribute to each of these objectives.
Thus, any contribution of material accounting to prevention
(i.e., the disruption of an on-going diversion attempt) would
require either timely detection based on material accounting
or timely use of material accounting to verify (i.e., back-up)
the results of other systems (e.g., physical security or material
control). In fact, as noted in Section 2.0, a timely detection
role for material accounting seems highly improbable.

A contribution of material accounting to the response objective
(where the extent of an already-accomplished diversion must
be assessed) requires either that it be the initial source of
the detection or that it verify or rectify the conclusion of
some other system, Material accounting contributes to assurance
by demonstrating that the process of measuring inventory differences
falls within statistically acceptable limits,

The framework or merit of a particular method of analyzing
inventory differences may depend in a dramatic fashion on which
of these functional reguirements is thought to .Le preeminent,
The objectives and requirements establish the relative importance
of the feasibility criteria laid out in Exhibit 3-1, For example,
prevention emphasizes practicable methods that can be applied
quickly, even if at some expense in accuracy, while assurance
sets the opposite priority. As another example, both prevention
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Exhibit 3-1
Criteria for reasibility Evaluation

FEASIBILITY OF STRATEGIC ANALYSIS

| B
Technical Organizational/Implementation '
| N ’ I 4 1
Validity Practicality NRC Facility
Formal Justifi- Analytic Imnlementation Costs Implementation Costs
cation Tractability
Enforcement Costs Enforcement Costs
" Plausibility of Input
g Assumptions Availability Disruption Acceptability
OQutput Completeness Understandability




Exhibit 3-2
Technical Options for Strategic Analysis

OPTIONS
1
Technical Organizational
l l ' ' Defender's Diverter's
Defender's Diverter's Payoff Payoff
Players Setting Strategies Strategies Function Function
® Multiple ° Multiple ® Fixed Versus ® Upper Limit Accounting ° Zero Sum
Players Time Variable Versus On Amount Accuracy Versus Versus
Periods Imperfectly Diverted Detection Versus Non-Zero
° No Diverter : Known Fixed Deterrence Sum
° Multiple Threshold
Facilities Functional Form
° Multiple (e.g., linear
Thresholds versus non-1linear
(and re- versus ordinal)
sponses)

Social Versus
Financial Costs

Adjustable to
Individual
Facilities?



Exhibit 3-3
Organizational Options for Strategic Analysis

OPTIONS
[ ¥ |
Technical Organizational
|
.
Implementation Enforcement
® Regulations ® Allocation between NRC
and Facility Operator
® Regulatory Guides (e.g., selecting alarm
threshold in mixed
® License Conditions strategy)
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Exhibit 3-4
Material Accounting Functions and Objectives

Functions : Safeguards
Required To Achieve Objectives
Timely Detection
or > Prevention Deterrence

Timely Verification

Detection Deterrence
or >  Response (of long-term
Verification diversions)
Statistical Control >» Assurance
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and response (in contrast with assurance) require that conclusions
regarding the possible occurrence of a diversion be utilized
in potential actions against the diverter (not just in actions
to improve the measurement process). As a result, the importance
of conditions of formal validity based on decision theory and
strategic analysis is much heightened. Finally, verification
{(as opposed to detection) requires a capability to provide,
as part of the method's output, an integrated assessment incor-
porating the outputs of the systems, such as physical security
and material control, into the conclusions of material accounting.

3.4 Technical Feasibility

In subsequent sections of this report, technical and organi-
zational options, respectively, for implementing strategic analysis
will be reviewed in terms of the feasibility criteria in Exhibit
3-1. In this section, we discuss each technical criterion briefly,
mentioning the technical options upon which it has particular
impact.

3.4.1 Pormal Justification. Formal justification refers to

the prescriptive adequacy of an analytic technique as a method
for drawing conclusions or recommending action in the face of
uncertainty and competing objectives., Perhaps the most significant
application of this criterion is to the comparison of current
practice (based on classical statistics) and strategic analysis
per se (as a general approach). The classical hypothesis testing
method indicates when an observed inventory difference exceeds
thresholds that would only rarely (e.g., 5% of the time) be
exceeded by chance if there were no diversion., But unlike strategic
analysis, no explicit justification is offered concerning the
choice of a particular threshold for "alarm" or for taking action
(e.g., clean-out inventory). Strategic analysis, by contrast,
offers a systematically justified method for balancing the costs
of a false alarm against the benefits of detection.

A second important application of this criterion is in
the choice among specific strategic analysis models, For example,
in NUREG-0290 the defender's alarm threshold is regarded as
a fixed parameter within the solution of the game; recommendations
regarding the threshold are made by optimizing defender payoffs
with respect to that parameter. NUREG/CR-0490 shows that defender
payoffs may be substantially improved by treating the alarm
threshold as a strategic variable which is optimized within
the game solution. (The latter approach, for that particular
model, yields a random mix of thresholds as the optimal strategy.)
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3.4.2 Plausjbility of Assumptions. Analytically tractable models,
with readily available inputs, typically involve a variety of
simplifying assumptions. The icsue raised by this criterion
is whether those assumptions are adequately realistic within
the intended scope of application of the model, either because
they are strictly true or because when they fail to hold, model
ocutput and defender payoffs are insensitive to violations.

Among the assumptions incorporated in the NUREG/CR-0490
model, and to be discussed in greater detail in Section 4.0,
are the following:

- There is at least one, and only one, potential diverter;
- Diversions take place within a single inventory period;
- Diversion attempts are focused on a single facility;

- Diverter paycffs are exactly opposite to the defender's
(the zero sum assumption);

- The cost of diversion is linear in the amount diverted;

- The diverter has not interfered with records or with
the measurement process.

3.4.3 Qutput Com teness. This criterion refers to the extent
to which desired information is included within the output of
a model., For example, NUREG/CR-0490 model posits a single alarm
threshold, hence, can make recommendations regarding only a
single action alternative (e.g., inventory or no inventory).
A more complete model might specify a variety of thresholds
corresponding to the severity of the situation and the disruptiveness
of the recommended action., The NUREG/CR-04%90 model is also
incomplete in not providing an integrated output capable of
incorporating information that might, in some circumstances,
be available from other components of the safeguards system,
Finally, in many instances non-zero sum strategic models fail
to specify a stable optimal action alternative at all, or specify
several "optimal" actions.

3.4.4 Analvtic Tractability. To be successful, a model must
not only be valid (i.e., formally justifiable based on realistic

assumptions, providing appropriate output), but it must be practic-
able. Analytic tractability is relative to the computational
resources available and to the urgency with which a solution
is required, Nonetheless, the tradeoff between validity and
practicality can be severe, Generalizations of strategic analysis
which drop the simplifying assumptions mentioned previously
entail a cost in workability; e.g., provision for multiple or
no diverters, multiple defenders, multiple time period, and
multiple facilities, non-linear utility functions, and diverter
strategies which include interference with the measurement process.
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The same is true of models which include interference with the
measurement process, The same is true of models which provide
more complete output; e.g., multiple action thresholds and output
integrated with information from other safeguard systems., Each
recommended extension of the strategic analysis model must involve
a careful weighing of costs and benefits,

3.4.5 Input Availabjlity. A second aspect of practicality is
the practical obtainability of inputs at the level of reliability
and accuracy required by a model, Inputs for which obtainability
is an issue include:

Errors in the estimation of inventory differences in
the absence of diversion, including such potential sources
of error as interference with records, holdover of material,
and bookkeeping errors.

- The probability of no diverter and the probabilities
of various different types of diverter groups.

- Payoff functions for different types of diverter groups.
- A comprehensive listing of plausible diverter strategies.

3.5 Organizational/Implementation Feasibility

In addition to the technical criteria, feasibility must
also include criteria reflecting the costs (not just financial)
of implementing strategic analysis. Even if strategic analysis
is shown to be both valid and technically practical, the effort
involved in implementing it may be such that the potential safeguards
gains are not sufficient to offset the organizational costs
required., 1In the following, we briefly describe the organizational/
implementation criteria that must be considered. Again, various
options will be evaluated with respect to these criteria in
the subsequent section.

3.5.1 NRC Implementation Cost. This criterion refers to the

monetary costs associated with developing and implementing a
strategic analysis model (or models). In particular, it includes
personnel costs for any NRC staff that would be involved in
the effort and costs for outside contract research. Obviously
such costs would not be incurred if strategic analysis were
not pursued. The extent of these costs will vary depending
upon the strategic analysis model developed (particularly research
costs) and the type of instrument (e.g., regulation, Regulatory
Guide) used for implementation.

3.5.2 NRC Enforcement Costs. These costs are associated with
NRC enforcement of the use of strategic analysis. They reflect

differences between costs associated with enforcement of strategic
analysis and costs of enforcing the currently used material
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accounting procedures. Both routine inspection costs and costs
of responding to alarms are included. The latter costs will
depend in part, for example, on the number of false alarms pr«duced
by using strategic analysis versus current practices.

3.5.3 NRC Disruption. This criterion refers to the "hassles"
involve’  in changing or expanding from the current procedures
to a new procedure based on strategic analysis. It goes beyond
financial effects to incorporate what might be called organizational
stress, It includes, for example, any difficulties in negotiating
with facility operators, the non-monetary administrativedifficulties
of interacting with and responding to the public, and any requirement
to interact with Congress, as well as internal NRC discussion
and and negotiation, This criterion is affected primarily by
the instrument used to implement strategic analysis if it is

impl emented.
3.5.4 Facility Implementation Costs. These costs are those

incurred by the facility operator in implementing strategic
analysis, They include primarily personnel costs, and costs
associated with training staff in new procedures, and costs
resulting from the need to collect and/or analyze new information
(e.g., costs for incorporation into the payoff function).

3.5.5 Facility &€nforcement Costs. The facility will also incur

costs in the on-going use of strategic analysis which may differ
from costs associated with current practice., These costs include
both routine costs such as record keeping and data collection,
and costs associated with responding to alarms,

3.5.6 Facilicy Acceptability. while the NRC clearly does not
have to have the voluntary agreement of facility operators to
implement strategic analysis, industry support is still desirable
and would probably lead to more efficient implementation and
more effective use of strategic analysis. Thus, this criterion
is included.

3.5.7 Understandability by Facility. This criterion is not
independent of the previous one, but separate consideration
is desirable to point out potential difficulties, Again strategic
analysis need not be fully understood by the facility operator
to be implemented, but if it is not, additional guidance from
the NRC may be required as may be training programs., This criterion
is included because it is particularly relevant to certain options
(e.g., use of mixed strategies).
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4.0 EVALUATION OF STRATEGIC ANALYSIS OPTIONS

As noted in section 3.0, many options for implementing
strategic analysis are available, including both alternative
game-theoretic models (technical options) such as the NUREG/CR-
0450 model, and alternative NRC implementation approaches.
The feasibility of strategic analysis as a safeguards system
is highly dependent upon which of these options are selected
for development and possible implementation. Therefore, we
have chosen to evaluate the feasibility of independent parts
of a total strategic analysis system using the framework described
above, This evaluation will provide the necessary analysis
to suggest which parts would be combined to produce the most
feasible strategic analysis approach, and whether such an approach
is to be preferred over the current practice,

Our feasibility evaluation here follows the organization
of options presented in Exhibit 3-2, The following discussion
describes these options in more detail and evaluates their feasi-
bility using the criteria described in Section 3.3. 1In addition,
more technical detail regarding the technical options and their
feasibility can be found in the Appendix, along with a discussion
of relevant literature, After assessing the feasibility of
the various options, both technical and organizational, we again
apply the feasibility criteria to compare strategic analysis
more generally with current practice.

4.1 Te ca t'o'

The technical options are divided into the common elements
of game-theoretic models: players, setting, strategies, and
payoff functions., Options available for each of these elements
are described and evaluated below, :

4.1.1 Players. A primary technical question is whether the
material accounting process should be modeled using a two-person
game-theoretic model or a multiple-player (more than two players)
model., The previously developed model is a two-person game
with a single diverter and a single defender, Initial consideration
of the nuclear safeguards context might suggest that such a
simpl ified game does not adequately represent this complex context.
In particular, some might argue that both the NRC and the facility
operator should be incorporated because their objectives do
not necessarily coincide as is implied by a single defender.
In addition, multiple diverters may be present, possibly with
different objectives and therefore payoff functions. The public,
or even different segments of the public, could alsc be included
explicitly as players.
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Several of the feasibility criteria distinguish between
two-person and multiple-player games. While both have adeguate
formal justification, the assumptions required for the two-person
game are somewhat less plausible, All other things being equal,
multiple-player games clearly have the ability to more accurately
model the safeguards context. The two-person game, however,
is generally an adequate representation of the context, if payoff
functions are properly developed. For example, the defender's
payoff function can include potential effects on the public
that make the need for the public to be a separate player less
important, A similar argument suggests that the facility operator's
payoffs can also be incorporated into the defender's payoff
function. Whilemultiple diverters is clearly a credible assumpticn,
the use of a two-person, zero sum game in which the diverter's
objectives are assumed to be diametrically opposed to the defender's
represents a worse-case, and therefore conservative assumption.
(This is discussed more extensively in the subsequent discussion
of the diverter's payoff function.)

Since the plausibility of assumptions is the only criterion
on which multiple player games are more feasible than two-player
games, the effects on other criteria indicate that a two-person
game model is more feasible overall, With respect to technical
criteria, two-player games are to be preferred because of output
completeness, analytic tractability, and input availability.
One of the important output capabilities of any such model is
sensitivity analyses., Sensitivity analyses, at least certain
types, are relatively straight-forward with two-player games.
They can be very difficult, on the other hand, with multiple-
player games. In addition, multiple-player games may be quite
difficult to solve, requiring relatively onerous numerical methods.
Finally, multiple-player games obviously require considerably
more inputs than two-player games, including the strategies
and payoff functions for each player. Given the difficulties
in developing such inputs, particularly the payoff function,
this is a critical advantage for two-player games,

Two-player games are also more feasible in terms of the
organization/implementation criteria., Because of their added
complexity, multiple-player games would have higher implementation
costs for both NRC and facility operators. While enforcement
costs would not be appreciably different for the two models,
a two-player game is likely to be more understandable to facility
operators, This will help with the acceptability, particularly
if the facility operator can see its own values (costs) represented
in the defender's payoff function.

A second option with respect to players is whether the
diverter should be considered surely to be present. The NUREG/CR-
0490 model assumes, as would any traditional two-player game,
that the diverter is indeed present with intent to obtain SNM.
This may be an overly conservative assumption., In a model which
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gives no "credit" to the capabilities of other safeguards, this
further degree of conservatism may be excessive rather than
prudential., Modifications could be made in the strategic analysis
model to introduce a probabilistic representation of the diverter's
presence, i.e, the diverter can be assumed to be present with
some probability p. While this is a more realistic representation,
the determination of p would be difficult (reducing input avail-
ability) and the assumption that p is an exogenous gquantity
independent of the defender's strategy would itself be contro-
versial, The criticality of precision in the determination
of this parameter, however, could be assessed rather easily
using sensitivity analysis.

This option would have little effect on organizational/imple-
mentation criteria. Therefore, with respect to overall feasibility,
if strategic analysis is pursued, this option could be investigated
at least to the point of developing the appropriate model modifica-
tions and performing the sensitivity analyses.

4.1.2 Setting. The primary options available in modeling the
setting are to extend the single time period, single facility
game to multiple time periods and/or multiple facilities. Neither
of these options particularly affects the formal justification
of the model, but both make the underlying assumptions more
plausible., A multiple time period game in which the diverter's
and defender's actions at any time are linked to actions at
previous times better represents the true situation. For example,
it is reasonable to assume that the amount of SNM a diverter
attempts to obtain depends upon whether any SNM has been previously
obtained, Similarly, actions at one facility may depend upon
occurrences at other facilities. An organized diverter group
could attempt to spread its efforts to obtain SNM across several
facilities, thus affecting its objectives and actions at any
single facility.

The advantages of multiple time period and multiple facility
models in terms of their plausibility of assumptions and realism
are offset to some extent by some increases in the difficulty
of developing and solving the models (NRC implementation costs
and analytic tractability). Both types of models should generally
prove solvable (with heightened effort) if the comparable single
period, single facility model is solvable, The additional costs
involved in developing such modifications do not appear to be
large, suggesting that they should be investigated. If strate.ic
analysis is to be further developed, however, a moderating strategy
could include first the development of the basic single pericd,
single facility model, and subsequently its extension after
initial testing.

4.1.3 Defender's Strategies. Options to be considered for the
defender's strategy include the use of variable (possibly mixed

random) alarm thresholds, the withholding of information regarding
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thresholds, and the use of multiple alarm thresholds with appro-
priately varying responses. In a context such as the SNM safeguards
context, information regarding other actors' strategies is clearly
valuable. The more a diverter knows about the defender's strategy,
the better the diverter's chances are of obtaining desired objec-
tives., One way to deny information to the diverter is for the
defender to use a variable strategy--one that is not the same
in each situation even though the situation is comparable (e.g.,
the same ID is obtained). 1In particular, a randomized mixture
of strategies in which each of several strategies, s;, may be
selected with probabilities, p;, provides a variable strategy
that obviously denies tle diverier information regarding the
defender's strategy since even the defender does not know which
strategy will be implemented until the random selection process
is completed. Such a mixed strategy is typically the optimal
strategy in game-theory models. The advantages of including
such randomization in strategies were demonstrated by the modifi-
cation to the original game theory model (NUREG-0290) made in
NUREG/CR-0490 which included the randomized selection of the
alarm threshold.

With respect to formal justification, use of mixed strategies
is to be preferred to use of only a pure (not mixed) strategy.
The player using a mixed strategy will always do at least as
well in terms of the payoff function as if a pure strategy is
used. This technical feasibility, however, must be balanced
against effects on implementation criteria including enforcement
costs and possible acceptability.

Although the use of a random device to determine what action
for the defender to take may initially seem inappropriate and
therefore appear to affect acceptability; a careful explanation
of the advantages of mixed strategies and a demonstration of
their improvement over pure strategies should be possible.
This could be expected to reduce the effect of mixed strategies

on acceptability to a negligible level,

On the other hand, the use of a mixed strategy will increase
enforcement costs, Mixed strategies require that several different
actions be possible. 1In the safeguards context, this would
require that plans be made for each action, rather than for
only a single action as required for a pure strategy. Development
of these plans would lead to additional expense. The amount
of this expense would depend on the number of possible actions
included in the mixed strategy, and their similarity. The fewer
and the more similar the actions (i.e., those that can benefit
from some joint planning), the less the expense, However, few
and similar actions also limit the advantages of mixed strategies
since they produce less uncertainty in the diverter. The optimal
number and type of actions to be included in a mixed strategy
is one topic that should be addressed if strategic analysis
is to be further developed by the NRC,
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Some of the advantages achieved by using mixed strategies
can also be obtained by using other methods to deny information
regarding the defender's strategies to the diverter, For example,
if a single fixed alarm threshold were to be used as a pure
strategy, denying this information to the diverter would improve
the defender's payoff. Such information could be classified,
though that does not provide complete assurance that the diverter
does not have the information. 1In general, regardless of the
strategic analysis model used, as much information as possible
should be kept from the diverter.

Another option is the use of multiple thresholds each with
different responses required. Such a model would reflect the
reality that different levels of IDs can lead to fundamentally
different actions on the part of the NRC and the facility operator.
This option would also provide a mechanism for incorporating
other aspects of the total safeguards system into the strategic
analysis model. For example, response actions could be based
on physical security information as well as measured IDs.

This option represents a more realistic model of the safeguards
problem, thus rendering the assumptions more plausible., The
output is more complete because the response actions are more
comprehensively determined and are used explicitly in this model,
Multiple thresholds will, however, require additional input,
In particular, the responses must be adequately defined and
the costs associated with them must be determined for inclusion
in the payoff function.

For these reasons, the multiple threshold model would also
be somewhat more expensive to develop and implement. The added
expense does not appear to be excessive, however, since it involves
primarily the development of needed input to the payoff function,
This input, which involves primarily NRC and facility operator
costs for various actions, is a relatively inexpensive part
of the payoff function to develop, relative to the scale of
possible societal costs resulting from successful diversion.
Furthermore, analysis of alternative response levels and their
costs is a natural NRC activity whether or not strategic analysis
is adopted. Therefore, the added expense is probably justified.

4.1.4 Diverter's Strategies. The previously developed model

assumed an upper limit on the amount of SNM that a diverter
would attempt to obtain., While this assumption may approximately
represent the situation where a diverter would like to obtain
SNM up to a fixed amount (e.g., the amount necessary for a bomb)
above which additional SNM may have little value, it may be
unnecessarily restrictive. This fixed limit assumption improves
the analytic tractability of the model, making it easier to
solve, At this point, it is unclear how much more difficult
to solve a model would be without this restriction. I£, fox
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numerical convenience, such an upper limit is used in future
models, model developers and potential users should be suspicious
if the optimal action of the diverter is driven to this limit
or if the model's solution is particularly sensitive to the
amount of the limit, For example, the optimal strategy in the
previously developed model was not sensitive to the assumed
upper limit,

4.1.5 Defender's Pavoff Function. 1In the previously developed
model, the payoff functior was one of the most controversial
parts of the model (see e.g. NUREG/CR-0950). This is not surprising
since it is undoubtedly one of the most difficult parts of the
game to formulate in the safeguards context., Rather than discussing
particular difficulties with the specific payoff function in
NUREG-0290 and NUREG/CR-0490, that have been reviewed in NUREG/CR-
0950, here we address the feasibility of more general options
in the development of the payoff function. :

In developing any payoff function, the specific objectives
of the use of strategic analysis must be determined. In particular,
is strategic analysis to be used for accounting accuracy, timely
detection, deterrence, assurance, or some combination of objectives
with some specified relative emphases, Different answers to
this question imply different payoff functions. For example,
if accounting accuracy is the only objective of the material
accounting system in which strategic analysis could be deployed,
then strategic analysis is probably inappropriate. Accounting
accuracy does not involve a diverter and therefore should not
be in the payoff function even if accounting accuracy is part
of the relevant safeguards objectives., If a deterrence objective
is taken to imply that the defender would be hurt by an attempted
diversion, not just an actual diversion, then diversion attempts
even with no loss of SNM should be considered in developing
the defender's payoff function.

Once the objectives of the strategic analysis have been
determined, a specific payoff function representing these objectives
can begin to be developed. Generally, such a function will
take the form of a multiple objective or multiattribute utility
function (e.g., Keeney and Raiffa, 1976). The development of
such functions has proved to be feasible in numerous social
utility contexts (Keeney and Raiffa, 1976), but whether such
a function can be developed in the safeguards context depends
on several issues,

In general, a linear payoff function (one in which all
terms are linear function of certain variables) will be the
most analytically tractable and the easiest on which to perform
sensitivity analyses. Sensitivity analyses can be performed,
for example, in a two-person zero-sum game without re-solving
the model, Alternatively, nonlinear functions may more accurately
represent real values, and therefore be more plausible, For
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example, if the function contains a term representing the cost
of searching for SNM potentially diverted, and if this cost
is not proportional to the amount of SNM estimated to be missing
(e.g., the cost goes up at a faster rate than the amount missing),
then a nonlinear term is required. Thus, in order to adequately
represent defender values (i.e., the public as represented by
the NRC), a nonlinear function is almost certainly needed,
Such a function comes with some negative effects on output complete-
ness in terms of sensitivity analyses and on analytic tractability.
As long as the model used is a two-person zero-sum model, however,
the game is solvable at least by using numeric methods and certain
types of sensitivity analyses are possible.

An alternative to use of linear and nonl inear payoff functions
is the use of ordinal functions. These functions simply provide
a preference rank order on the value of the outcomes of various
actions rather than a numerical representation of the value,
To solve a game with an ordinal payoff function reguires that
some level of confidence (e.g., 90%) be selected a priori,
The solution then identifies a strategy (possibly mixed) that
assures achievement of the highest possible outcome-rank attainable
with the selected level of confidence regardless of the opponent's
strategy. (See Appendix for additional discussion and relevant
literature.)

The advantage of using ordinal functions to represent payoffs
is that the required input may be easier to obtain, particularly
to the extent that judgment must be used. It may be easier
and more acceptable for policy makers, using whatever additional
expertise is available, to rank order different outcomes than
it would be to specify certain tradeoffs (e.g., search costs
versus social costs of bomb explosion), even though such tradeoffs
might be implicit in the rank ordering. Also, no assumptions
are required on what the opponent's preference ranking is, or
‘how it relates to one's own,

The completeness of output of the ordinal model would be
less than for a linear or nonlinear model. Sensitive analysis
techniques have not been developed for such models. Also, the
optimal strategy only achieves the highest rank with some probability
not with certainty, and no attention is paid to how bad, bad
outcomes are or the chances they will occur,

Given the current status of research on ordinal game theory
models, they should be pursued only as a research adjunct to
the development of a nonlinear model., The research effort could
prove to be very valuable, if appropriate payoff functions cannot
be otherwise developed.

Probably the most critical aspect of the payoff function
is the incorporation of social costs, This, of course, is also
likely to be the most difficult, For example, some measure
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of the social cost of not recovering diverted material is needed.

Such a measure will most likely be based, at least in part,

on expert judgment, It will require some determination of what

will happen if a diverter has some amount of SNM. These inputs

will be difficult to obtain since most feople will not be willing
n

to be responsible for such a determination. However, these
inputs may possibly best be obtained using a group of experts
with subsequent review and concurrence by other experts and
policy makers.

Perhaps even more difficult inputs are the parameters which
would be needed to specify tradeoffs between various terms in
the payoff function., For example, even if only implicitly,
somehow the social effects of detonating a bomb must be nquated
with search costs. Again, such inputs are primarily subjective
and should be specified by senior policy makers., Although policy
makers are willing to make such tradeoffs in some social contexts
(e.g., Reeney and Raiffa, 1976), in a situation as controversial
and open to public reaction as the safeguards context, it is
not clear that such tradeoffs can be obtained. The NRC has
previously attempted to specify similar types of tradeoffs in
the development of safety goals. While some quantitative tradeoffs
were specified, e.g. radiation exposure related to dollars,
the process was difficult, time consuming, and expensive; and
the results were not comprehensive in terms of all possible
safety effects and remain controversial, One can appear to
finesse such controversies by seeking to optimize a payoff pot
involving "big bang®™ or "big threat"™ costs, subject to a limit
on the allowable "missed alarm®™ probability. But then the contro-
versy has merely been concealed within the issue of how that
limit should be set. -

4.1.6 Diverter's Payoff Function. The development of strategic

analysis in the safeguards context to date has focused on zero
sum game where the diverter's payoff function is assumed to
be diametrically opposed to the defender's. This is a conservative
assumption that allows the defender to do the best possible
(in terms of the payoff function) against the worst possible
opponent, The price for such protection is that such a model
may not be realistic in its assumpticns and as a result may
lead to a lower expected payoff to the defender than would a
model that did not include the zero sum assumption,

Non-zero sum situatiors are by no means implausible., For
example, the diverter's chief fear may well be apprehension.
But the defender's chief goal need not be apprehension of diverter,
but rather deterrence of diversion. (If defender succeeded
totally in the latter, the defender would, quite happily, nct
have any more diverters to apprehend!) Thus, the defender may
exploit the diverter's tendency to rationally pursue his goal
(avoid apprehension) in order to achieve his own goal of reducing
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the frequency of diversions. Deterrence as an objective is
impossible in a zero sum game.

Exhibit 4-1 illustrates this argument with a highly simplitied
non-zero sum games., We suppose that the defender can either
conduct a clean-out inventory (I) or not (I); and the diverter
may either divert material (D) or not (D). Defender and diverter
preferences for outcomes are ordered as follows:

Def ender Diverter
D D
1D 1D
1D iD
1D ) §))

Note the deferder most prefers the outcome of no inventory and
no diversion (ID), while the diverter most dislikes the situation
in which the diversion is detected (ID). We consider two ways
of playing this game:

(i) Defender plays a zero sum game based cn his own payofts,
ensuring himself a minimum payoff acgainst a rational
and totally hostile adversary. This game has a sacdle
point (always !nventory) with a security level of zero.

(ii) The defender seeks an equilibrium pair of strategies
in the full non-zero sum game., Such an eguilibrium
for the defender involves a mixed strategy of inventorying
with probability P; = 1/(1l+a+c) and a game value of
éb/(1+b+d) for the defender. Thus, defender can improve
payoffs over his security level by playing against
the actual, rather than the hypothetical diverter.
However, choosing the correct strategy requires the
defender to know the values of a and ¢ in the diverters
payoff function (or at least in their sum). Misestimation
of these quantities could leave the defender worse
off than in ci.

It might be expected that the use of non-zero sum models
would reduce the sensitivity of payoffs to detection threshold
location. But the presence and magnitude of any such eftect
would have to be examined for particular types of models.

To change the zero sum assumption, however, would require
the explicit modeling of diverter objectives. Even with the
zero sum assumption, diverter's objectives must be considered.
For example, although the existing strategic analysis model
represents the defender's payoffs, not the divecter's, those
payoffs are a function of the deiender's perception of potential
adversaries. For instance, the model has a term representing
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Diverter

Exhibit 4-1
Simplified Non-Zero Sum Game

Defender
I
°a.0 l’-d
c,b 0,1

Note: First entry is Diverter payoff,
second is Defender payoff.

0<a,b,cx<l1
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the value to the defender, of recovery of the material diverted.
This value, if it is to include the value of withholding material
of strategic value to an adversary, will depend on the defender's
perception of the adversary's motivations, intentions with regard
to utilization of the material, capabilities to carry out these
intentions, and the defender's estimation of the potential conse-
quences resulting (directly or indirectly) from this implementation.
Thus, adversary characteristics and motivations are at least
implicit in any reasonable choice of defender payoft function.

Aside from their presence in the defender's payoff function,
adversary characteristics and motivations may be pertinent in
evaluating the appropriateness of certain modeling choices.
For instance, the zero sum assumption implies that adversary
payoffs are opposite to those of the defender. Information
on the credible spectrum of adversaries could help determine
the degree of conservatism inherent in this (zero sum) assumption.
Unfortunately, despite the need for this understanding to design,
implement, and assess a strategic analysis safeguards system,
it is difficult or impossible to accurately and authoritatively
assess these adversary characteristics and motivations. Potential
adversaries span a tremendous range, from trivial to incredible.
None of the generally utilized assessments of adversary character-
istics and motivations proposes an unbounded adversary profile,
Clearly, given any safeguards system one could postulate an
adversary with sufficient capabilities to breach the system,
and sufficient motivation and capabilities to utilize the material
so as to create great harm. What, then, is acceptable as a
design basis safeguards threat? Several studies have been performed
and used to attempt to answer this question., (Most of those
used and recognized by NRC are listed in the bibliography of
the Appendix). The methods used in these studies help to illuminate
the difficulties inherent in projecting adversary characteristics
and motivations.

Even if payoff functions for a non-zero sum model could
be developed, they would create certain additional technical
difficulties. Non-zero sum games can have multiple solutions
which do not necessarily give the same payoff to the defender.
Finding the sclution or solutions for a non-zero sum game is
much more difficult and finding all the possible solutions can
be very difficult (expensive and time consuming). And once
multiple solutions are identified there is no clear cut process
by which to select a single solution for implementation,

A more general point is that potential diverters may vary
in their motivations and objectives, and a variety of zero sum
and non-zero sum models might be required to model such diversity.
Strategic techniques described by Harsanyi (1967) may be useful
in this context, but the difficulty of applying game theoretic
techniques successfully would be expected to grow considerably.
The gain in simplicity and solvability achieved by using a single
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zero sum model should be carefully weighed against the expected
loss in payoffs due to excessive conservatism,

In addition to the technical difticulties, implementation
of a non-zero sum model would be considerably more expensive
because of the need to develop a separate payoff function for
the diverter, 1In addition, the reduction in conservatism from
the zero sum model as well as the availability of multiple solutions
may make the model less acceptable to facility operators. This
loss in acceptability may be offset somewhat by an increase
in acceptability produced by the relatively higher payoff of
using a non-zero sum game and decreased risks to the public.

4.2 Organizational Options

As with the development of a strategic analysis model,
there are several options with respect to how strategic analysis
would be implemented and enforced by the NRC and facility operators.
These options do not affect the technical feasibility of strategic
analysis, so in terms of the framework described in Section
3.0, they are evaluated only with respect to the organizational/
implementation criteria.

While we recognize that the effort called for in this contract
did not explicitly request consideration of how strategic analysis
could be implemented and enforced organizationally, the objective
of this study implicitly suggecsts this should be considered.
In particular the feasibility of "applying strategic analysis
in a requlatory framework™ and "assuring that strategic analysis
can be effectively enforced" cannot be assessed without this
type of consideration. Determining that strategic analysis
is technically feasible would be pointless unless the NRC has
some feasible instrument for implementing and enforcing it.

4.2.1 Implementation. Various instruments that the NRC could
use to implement strategic analysis were described in Section
2.0, Thiee deserve explicit consideration: regulations, license

conditions, and regulatory guides.

With respect to implementation costs for the NRC, regulations
are clearly the most costly, followed by license conditions,
with regulatory guides being considerably less costly. The
development of regulations and the necessary public review and
comment would be a relatively costly and time consuming process
requiring several staff-years of effort, Recent experience
with the development and promulgation of regulations at the
NRC indicates that such an effort would be cspread over several
years, This is in addition to any research time and suppcrt
required for the development of the specific model(s). (We
have assumed here for the purpose of a comparative evaluation
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among the three options, that the research required would not
be affected by the instrument chosen for implementation.)

Use of license conditions would shitt NRC costs from developing
regulations to reviewing license applications and/or amendments.
Civen the small number of Category I facilities currently licensed
or expected to apply for licenses in the near future, the number
of such reviews would not be large (i.e. probably no more than
a half dozen). Some guidance would have to be provided to facility
operators so that use of license conditions might also include
the development of a regulatory guide. Once the necessary research
has been conducted, a regulatory guide could probably be developed
with less than one staff-year of NRC effort. Review of all
immediate applications could probably also be accomplished with
less than a staff-year of effort,.

NRC enforcement costs should not be significantly aftected
by the implementation instrument. Once the appropriate model
is implemented, its costs for enforcement should be comparable,
regardless of how it was implemented. The exception to this
could be the use of only a regulatory guide if a licensee chose
to try to meet regulatory requirements using a procedure other
than that suggested in the Guide. This would then require the
NRC to have alternative enforcement procedures, thereby increasing
enforcement costs, Experience with other regulatory guides
suggests, however, that this situation is very unlikely to occur.

The ef fects on NRC disruption are similar to costs. Development
of regulations produces the most disruption through the public
comment process and the effort to negotiate some agreement among
groups with diverse viewpoints, License conditions reduce the
disruption by making any negotiations primarily between the
NRC and facility operators. Regulatory guides are the least
disruptive, probably requiring some negotiations with facility
operators, but a lesser degree,

For the facility operators, implementation costs would
vary only slightly among the options., Regulations and license
conditions would be somewhat more expensive because of the formal
approval reguired and the accompanying paperwork needed. Costs
involved in obtaining any needed data and specifying appropriate
parameter values would be similar for each option.

Similarly enforcement costs would vary little, Acceptability,
however, could be better with regulatory guides because they
allow the operator somewhat more freedom., No particular differential
effects on understandability are obvious.

4.2.2 Enforcement. Enforcement options refer primarily to how
enforcement efforts would be allocated between the NRC and facility
operators, One option in particular could be used to improve
facility operator acceptability--have the NRC make any random
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selections needed for a mixed strategy. This may help facility
operators to feel less capricious in their response actions
and may also make safeguards based on strategic analysie less
susceptible to inside adversaries. This option would also put
enforcement of safeguards under more NRC control,

Numerous other options for enforcement allocation could
also be considered. The primary effect, however, of any allocations
will be on NRC and facility operator enforcement costs. Specific
cost data are not presently available. From a broad, but reasonable,
perspective, the distribution of these costs may not very salient,
particularly in determining the feasibility of alternative enforce-
ment options, since most Category I facilities are operated
under contract to the U.S. Government with operating costs being
reimbursed., One practical implication is, however, that funding
for such costs may be easier to obtain for the facility operators
than for the NRC.

4.3 Strategic Analysis Versus Current Practice

With the evaluation of the feasibility of strategic analysis
alternatives presented above, it is now possible to evaluate
the overall feasibility of using strategic analysis by comparing
it with current practice. It is important to note at the outset
of this comparison that strategic analysis and the approach
to material accounting based on classical statistical hypothesis
testing are not intrinsically competitive and in practice could
address different parts of the material accounting functions.
This potential complementarily has been previously emphasized
by the Peer Review Group (NUREG/CR-0950). Thus, while for evaluation
purposes here we compare strategic analysis with current practice,
if strategic analysis were to be implemented it would probably
not displace statistical hypothesis testing, but instead would
be implemented in addition to statistical hypothesis testing.

The statistical hypothesis testing approach really has
nothing to say about whether a diversion has occurred given
a particular ID. Rather, it primarily provides evidence regarding
whether the process is in control, i.e. whether the ID is within
the range of variation that is to be expected given errors in
measuring inventory. Strategic analysis, on the other hang,
proceeds as if a diverter were present, and optimizes the defender's
actions against this presence.

Current practice grows out of the statistical hypothesis
testing approach. It has, however, gone beyond this classical
approach to incorporate practical considerations. In particular,
because the measured ID is assumed to be true ID plus some error,
it is necessary to estimate the error associated with determining
ID. This error can arise from many sources of which only measurement
error is currently known with any reasonable degree of certainty.
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Thus, a classical hypothesis testing approach based on only
measurement error, which s an underestimate of toctal error,
is likely to produce too many false alarm (measured ID is above
threshold when true ID is zero).

Current NRC practice as spelled out in 10 CFR 70 and NRC
management action (Page, 1974) attempts to alleviate this potential
false alarm problem by establishing limits on the limit of error
for inventory differences (LEID). The LEID is meant to define
a 95 percent confidence limit around ID measures and is consistent
in spirit with the statistical hypothesis testing approach,
implying that when ID=0, the probability that ID will exceed
LEID (false alarm) is ,05. 10 CFR 70 defines limits on the
LEID (LEID-limit) based on specified percentages of additions
to or removals from the material in process. The so-called
"page letter"™ (Page, 1974) then specifies actions that facility
cperators are to take based on comparing ID with LEID and LEID-
limit,

In order to compare the feasibility of strategic analysis
to this current practice, we specify some details of the strategic
analysis model. These details are based on the evaluation of
the feasibility of various strategic analysis options discussed
above, While certain comparisons are dependent upon the specific
model assumed, much of the feasibility is generic, though feasibility
limitations discussed above should be kept in mind. Specifically,
strategic analysis as we envision its operational form includes:

- only two players,

- capability to assume diverter is not always present
or free to act,

- multiple time periods,

- multiple facilities,

- mixed strategies,

- multiple thresholds,

- upper limit on the amount diverted,

- nonlinear payoff function based on realistic objectives
including social costs, and

- the zero sum assumption,

The following discussion assesses the feasibility of strategic
analysis with respect to the criteria presented in Section 3.0.

4.3.1 Formal Justification. Both statistical hypothesis testing

and game theory are well-bas:d theories., Current practice,
however, as noted above has been extended beyond standard hypothesis
testing to incorporate limits of LEID. Thus, some of its formal
justification has been reduced. Current practice is based on
maximizing the number of correct detections of loss for a fixed
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false alarm rate, with no explicit consideration given to the
relative costs associated with false alarms, correct detections,
and undetected losses., Strategic analysis, however, takes explicit
account of these coste in determining appropriate actions.
Thus, in this regard, strategic analysis is considered to have
a somewhat better justification although current practice does
have a theoretical basis.

4.3.2 Flausibility of Assumptions. Theprimary assumption underlying
current practice is that measured ID is equal to the true ID
plus error and that the error is measured at least approximately
by the LEID-limit., While the measurement error in the error
term is known reasonably well, other components of error are
not and the LEID-limit is a rather arbitrary term. NRC has,
however, undertaken research to improve the determination of
the error term that can eventually be used to improve the assumptions
regarding error., In addition, the current practice does not
explicitly consider the presence of a diverter. While in most
situations with an ID, this assumption may be reasonable, in
any circumstance where a diverter is present, it may be very
misleading and result in high potential costs.

Strategic analysis, as typically applied, woulu assume
that a diverter is always present, a very conservative assumption
that may lead to excessive costs. This difficulty can be alleviated
to some extent, by the specific options discussed above. With
the option to incorporate the probability of a diverter being
present, the strategic analysis model can include the most appro-
priate assumption regarding the presence of a diverter.

The strategic analysis model also assumes that payoffs
can be measured at least to a reasonable degree explicitly by
a multiple objective utility function., 1In addition, the zero
sum assumption treats the diverter's payoffs as diametrically
opposed to the defender's. As discussed above, this latter
assumption, while clearly not realistic, probably is an adequate
and feasiblerepresentation. The former assumption, while reasonable
in theory based on multiattribute utility theory, has some practical
drawbacks as is discussed below for input availability. Thus,
with respect to plausibility of assumptions, strategic analysis
again appears to be feasible and to be preferred to current
practice,

4.3.3 Qutput Completeness. Current practice, while specifying
actions for various ID levels (Page, 1974), does so on a rather
arbitrary basis, Strategic analysis, however, specifies actions
based on optimal considerations with respect to the costs of
different actions and possible outcomes., Both approaches allow
for sensitivity analyses although because of the relative simplicity
of current practice, sensitivity analyses are much easier than
for strategic analysis, Strategic analysis also, in theory,
could include some consideration of the uncertainty with respect
to diverter objectives, although the zero sum assumption needed
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to help ensure feasibility would inhibhit such modeling. Current
practice does not explicitly consider possible diverter objectives.
Neither approach as presently formulated, takes into account
other aspects of the safeguards system. On the basis of these
factors, strategic analysis appears to be neither more nor less
feasible than current practice in terms of output completeness.

4.3.4 Analytic Tractability. Current practice is obviously
sufficiently tractable to be used, having been in practice for
many years. A strategic analysis model, with the features described
above is also analytically tractable, though requiring considerably
more computation than current practice. Given the current state-
of-the-art in solving games and the capabilities of existing
computing facilities, this additional computation should prove
a relatively negligible effect.

4.3.5 Input Availabjlity. The primary inputs needed for current

practice are estimates of the measurement error in IDs needed
to derive LEIDs and the throughput of facilities need for LEID-
limits. Both inputs are readily available., However, as noted
above, current practice would be much more soundly based if
it were based on including all scurces of error, not just measurement
error, in LEIDs and not using LEID-limits., Current research
supported by the NRC is developing these needed error estimates.

This error estimate (or more precisely, the distribution
of ID in the absence of diversion) is also needed for strategic
analysis. The need for this input, thus, does not distinguish
between strategic analysis and current practice, so strategic
analysis can also benefit from current research,

For strategic analysis, the major technical obstacle to
feasibility is the need for a payoff function. While the outputs
of strategic analysis are more directly relevant to decision
making, they are, of course, only as good as the extent to which
the payoff function represents the actual values of the defender.
Given the complexity of these values for the defender (e.g. the
NRC representing the public), an explicit formulation of the
payoff function is extremely difficult.

Among the NRC staff and outside experts such as the Peer
Review Group (NUREG/CR-0950), there is near-unanimous consensus
that the payoff function formulated in NUREG-0290 and NUREG/CR-
0490 is not adequate, This viewpoint, however, does not all
all imply that strategic analysis is not feasible. Rather,
it only suggests that this particular part of strategic analysis
is critical and shou!d be given special consideration in assessing
feasibility.

The problem faced in developing an appropriate payoff function

is how to measure the value of non-quantitative outcomes such
as the reaction of society to a nuclear incident; and how to
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trade off such values against quantitative measures such as
financial costs of searching for potentially missing SNM. The
development of such a function will require judgmentai inputs
from experte and from policy and decision makers. It will also
require a broad acceptance of these judgmental inputs. Techniques
have been developed to obtain such needed judgments in the context
of multiattribute utility theory and have been successfully
applied to develop functions measuring social values (Keeney
and Raiffa, 1976). Thus, we can say with considerable assurance
that experts and decision makers can make the needed judgments.
Whether they will is another question, and the acceptability
of such judgments is far from assured, and can only be answered
through the actual process of obtaining concurrence., Progress
along these lines would obviously be very valuable to NRC safeguards
systems analysis in general, not only to a strategic analysis
approach.

The recent development of the "safety goal" by the NRC
is the most analogous situation., A similar process of several
workshops in conjunction with contractor and NRC staft efforts
could be used to develop a proposed function, This function
could then be subjected to public review and ultimately to Commission
approval.

In summary, we feel that the development of an appropriate
payoff function is technically feasible through a process that
has some precedent--though a controversial one--within the NRC,
Such development would, however, entail considerable costs,
as is discussed below, Discussion regarding this and other
tradeoffs to determine the overall feasibility and desirability
of strategic analysis is reserved for Section 5.0.

4.3.6 Implementation Costs. Our discussion here does not distinguish
between NRC and facility operators' costs, because the allocation
of these costs would be up to the NRC and the facility operators.
The costs of implementing strategic analysis within the NRC
regulatory framework fall into two areas: research and operations,
The costs to licensees are for all practical purposes in the
operational area., In NRC's case, the greatest costs appear
to be in the research area, The status of the existing model
is such that a significant level of activity is required to
bring strategic analysis to a point where it could play an active
role in MC&A regulatory programs, Estimating research costs
is difficult and particularly so when the program entails the
kind of basic rescarch needed for this application of strategic
analysis. The still unanswered questions concerning the "best®
model, and the benefits of the approach suggest that considerable
additional investment would be required, New investments, as
with any research program, will entail a risk that no truly
useful approach will be found.
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Operational costs for the NRC would begin with a decision
that research has been successful and that the staff should
proceed with implementaticon. The extent of these costs depends
on which regulatory function (see Section 2..) NRC selects.
If the full regulatory piocess is the choice, then costs begin
with dedication of safeguards staff members to the development
of a new rule and supporting documentation., The cost of rule
development is not easily estimated, but if recent efforts in
the safeguards and security area are proper indicators, the
process will entail at least several person-years of professional
staff time. The new safeguards "Insider"™ rule has been in the
development process for seven years and the new MC&A rule has
been in devzlopment for five years, Each of these two rules
has involved the dedication of several NRC staff members and
significant support funding for technical assistance contracts.
Rule development activities for strategic analysis can be expected
to be of comparable costs.

Should NRC decide on an approach less demanding then the
full regulatory program, the costs will be correspondingly less.
If the approach is at the level of publishing a NUREG for industry's
information, the costs would be minimal. If the Safeguards
staff undertakes an internal program supporting its oversight
responsibilities, the costs will be considerably less than the
full regulatory approach, but the assets required will still
be significant, As staff involvement increases, NRC operational
costs, including training in the application of strategic analysis,
increase.

From these discussions of NRC costs, it is clear that research
and operations are closely linked and dependent. The decision
as to which regulatory approach to pursue affects the level
of confirmatory research required to support that approach and
conversely the success of confirmatory research in large part
determines the level of regulation that is appropriate and workable,
Thus it is an interactive process that should be re-evaluated
as new information becomes available, if the NRC makes an initial
decision to pursue a strategic analysis program,

Industry costs would be minor compared to NRC costs, particular-
ly if the strategic analysis approach selected does not increase
inventory or shutdown frequency. Furthermore, within the small
industry of interest to strategic analysis, the Category I fuel
cycle facilities, safeguards and security costs are in most
cases borne by the Government,

Should strategic analysis for MC&A take a form consistent
with the existing game theory model, there would be little in
the way of increased staffing or data collection required of
licensees, Some training of existing MC&A staff would be required
so that licensees understand the model, but otherwise no requirement
for additional significant expenditures is evident,
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4.3.7 Enforcement Costs. Again we do not distinguish here speci-
fically between NRC and facility operator costs, Strategic
analysis would have some effect on enforcement costs., Additional
costs would be incurred in order to regularly update strategic
analysis models so as to ensure particularly that the payoff
function remains an appropriate representation of current costs

and values,

It is unclear at this time whether the use of strategic
analysis would lead to higher costs because of response actions
required (e.g. more clean-out inventories). It is impossible
to tell how close current practice is to the optimal approach
that would be indicated by strategic analysis. Response costs
under current practice could be lower than they would be using
strategic analysis simply because we have been lucky, i.e. there
have been few, if any, diversions, If, however, strategic analysis
does lead to higher response costs, we can be assured that these
costs are more than compensated for by increased safeguards
effectiveness, since all such costs are included in the payoft
function that is used to optimize responses.

4.3.8 Acceptabjlity. Acceptability of new regulations in general
is a broad issue, involving the reaction within the NRC, the
licensee management and professional staff, industry as a whole,
and the public, including special interest and intervenor groups.
The concerns of all these groups are important considerations
during the process of developing and implementing any regulations
or regulatory approach, In the case of strategic analysis for
MC&A, the challenge of acceptability may be greater than normal.
The innovative nature of the approach will present special problems
in an area where innovation and changes have been infrequent,.
Analytic techniques and mathematical models have experienced
difficulty becoming a formal part of NRC's regulatory programs,
The reactor "safety goal" and probabilistic risk assessment
(PRA) are mathematical concepts that only recently are gaining
acceptance. Even these concepts, which have been in development
for many years, gained prominence only in response to the difficult
questions concerning the NRC's safety objectives and programs
that grew out of the accident at Three Mile Island. Furthermore,
these techniques are still experiencing acceptability problems,
both inside and outside the NRC,

Strategic analysis can expect at least the same acceptability
problems as PRA and the safety goal, if it becomes a formal
regulatory instrument., Less formal implementation can be expected
to mean fewer acceptability problems, primarily because the
impact of the new approach on the NRC and industry will not
be as great., Historically, the use of strategic analysis for
MC&A has been an internal issue within the NRC, where the majority
of the safeguards staff has not been enthusiastic about its
potential, Comments written during the development of the existing
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model generally recognize the theoretical superiority of strategic
analysis for the adversarial situation that underlies and is
the reason for MC&A safeguards programs. However, the ditfficulties
that most have had with the formulation of the payoff function
and with the results that the existing model has produced have
led to a general skepticism within the NRC that the technique
can become a formal regulatory instrument. The acceptability
of the existing model has been hampered by the structure of
the payoff function, which many involved in safeguards (as well
as game theory experts in the Peer Review Croup) view as arbitrary.
Also the actions the model entails have been questioned as arbitrary
and counterintuitive, The functional relationships established
by the payoff functions between the size of a theft and such
parameters as the amount-searched-for and the various "costs,"
that are expressed in unusual units, have contributed to the
general hesitance to accept the approach., The defender actions
required by the models, particularly the mixed strategy model,
represent a unique departure from standard regulatory methods.
Searching for "lost"™ material when there is no indication of
a loss, or when there is even an apparent "gain" of material,
and utilizing a random process to select a mandatory regulatory
action may be demonstrably the optimum theoretical approach,
To gain acceptability, however, will require a continuous involvement
of NRC and industry staff in the development of the appropriate
strategic analysis model so they can learn to appreciate the
value of particular components (e.g, mixed strategies) and that
all pcevious game theory results are not necessarily inherent
to all strategic analysis models, 1If strategic analysis is
demonstrably better than the current practice, which it has
the potential to be, it can be expected to be accepted. If,
however, the uncertainty and controversy surrounding the previously
developed models cannot substantially be dispelled by a further
research program, then it is unlikely that the NRC staft, industry,
or other interested groups will find strategic analysis acceptable.
Our belief is that additional research can dispell the uncertainty
and controversy.

4.3.9 Understandability. At times questions have been raised
regarding whether industry will be able to understand the approach.
However, there is no reason to believe that industry will experience
any problem understanding the approach if the NRC staft understands
it. The tenets of game theory are relatively simple, although
the mathematics associated with optimization and the logic needed
to formulate appropriate payoff func:ions can be very involved.
Both the mathematics and the logic muct be rigorous and tractable
before NRC can ever develop a regulatory program, Industry
and other groups will assure this., Therefore, the ability of
industry or any other knowledgable group to understand strategic
analysis is not an issue and should have no effect on feasibility
if strategic analysis is properly developed.
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5.0 CONCLUSIONS AND RECOMMENDATIONS

In this section we draw conclusions regarding the feasibility
of strategic analysis and make recommendations regarding further
development by the NRC. To help structure the conclusions,
we draw on the specific questions and issues raised by the NRC
in its RFP for this work. Thus, the first subsection addresses
four questions that were raised regarding the feasibility and
cost of strategic analysis. Then the second subsection discusses
four research activities that are relevant to the development
of strategic analysis., The third subsection expands the discussion
of feasibility to include some additional important issues that
were identified in the course of this work, Finally, the last
subsection draws together these conclusions and presents recom-
mendations with respect to how the NRC should proceed.

5.1 Cost and Feasibility of Implementing Strategic Analysis

Our investigation of the feasibility of strategic analysis
has attempted to take a very practical approach., This approach
should help to provide the NRC with the information it needs
to make decisions regarding the future of strategic analysis,
This investigation has been guided in part by the NRC-identified
need to determine the cost and feasibility c¢f resolving the
following four issues.

5.1.1 Can a Probabilistic Mixture of Strategies, the Solution
WMBMWMM

of Day-to-Day Plant Operation? Based on our assessment, the
key points of which were discussed in Section 4.1.3, a probabilistic

mixture of strategies is feasible provided NRC and plant personnel
are actively involved or at least regularly informed in the
development of the strategic analysis mecdel, WwWith careful explana-
tion, the advantages of a mixed strategy are intuitive, Denying
the diverter information regarding the defender's strategy,
as is done with a mixed strategy, improves the payoff to the
defender. Making the explanation for mixed strategies intuitive
and carefully pointing out the economic as well as social cost
advantages (in terms of the payoff function) of mixed strategies
should make mixed strategies acceptable.

Acceptability may also be improved once the strategic analysis
" model is developed, by a careful examination of the optimal
strategy and the use of sensitivity analyses, Non-intuitive
strategies in the probabilistic mixture can be thrown out with
changes in payoffs computed for the remaining mixture, If only
small changes in payoffs are obtained, it may be 1dlesirable to
throw out some strategies in the model that is implemented in
order to improve its acceptability,
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The increased costs associated with use of a mixed strategy
result from the need to be prepared for any one of the several
possible actions included in the mixed strategy. Complete response
plans would be needed for each action rather than a single plan
for a pure strategy. Thus, the development of response plans
for a mived strategy could be several times as expensive as
for a pure strategy. With adeguate plans, however, the cost
of actually responding with a mixed strategy should be only
slightly higher than with a pure strategy with the added costs
coming from the need to maintain the capability for several

responses.

These additional costs should be offset by the improvement
in the expected payoff to the defender achieved by using a mixed
strategy. If sensitivity analyses suggest that improvements
in payoffs are not large, then a pure strategy could be used
to reduce these costs,

5.1.2 Can the Present Formulation of the Payoff Function (NUREG-
0290 and NUREG/CR-0490) Be Modified In Composition and Behavior

a t i i i ? If an appropriate
payoff function is to be developed, it should be developed from
scratch rather than by modifying the function in the previously
developed model, Both the Peer Review Group (NUREG/CR-0950)
and our review of this payoff function have identified numerous
deficiencies, The theory and technology (multiattribute utility
theory) do exist, however, to develop the necessary payoff function,
The difficulty in applying this technology is the need for consider-
able judgmental inputs. These inputs, which must come from
policy and decision makers as well as from other experts, would
be rather controversial and subject to extensive scrutiny and
discussion, Thus, the people who would make these inputs can
be expected to be reluctant to do so., Judgments such as how
many dollars is it worth to avoid potential terrorists obtaining
five kg, of SNM are not ones with which anyone would feel comfort-
able. Many methods can be employed by the model developers
to make the required judgments as easy as possible, and many
people can be involved in making the judgments to help diffuse
the responsibility, but still the judgments must be made.

The NRC has some precedent for specifying the types of
judgmental tradeoffs that would be required in the payoff function,
The development of the safety goal included development of tradeoffs,
for example, between dollars and radiation exposure., A similar
process could be used to develop the payoff function, but would
be very expensive and time consuming, requiring several person-
years of NRC staff and contractor effort, and several years
to develop.

Alternatively, the paynff function could be developed as
a research effort by some combination of NRC staff and contractor
efforlL with little outside participation except some consultation
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with facility operators regarding costs. This would result
in a payoff function, probably as appropriate as one developed
through the more public process, but more difficult to defend
and open to extensive criticism without the broader consensus
of support. 3Such development would require approximately one
to two person-years of effort., While the payoff function developed
in such a research project might not provide the function to
ultimately be used in strategic analysis because of the problems
just mentioned, it would provide a very reasonable starting
point and would also provide support for other safeguards problems
including those discussed below in Section 5.2,

5.1.3 Can Game Theory Yield a Fu 111 Qgg;atxonal Model That Is

ved?
While predicting the success of a research and develo;ment effort
always involves some uncertainty, the answer to this guestion
appears to be a solid "yes." The extension of the two-person
zero sum game to include multiple time periods and multiple
facilities increases the validity of the model, yet should still
lead to a solvable model, as should the inclusion of multiple
thresholds and responses, Again, the primary validity issue
is the payoff function., Assuming a suitable payoff function
is developed, which the previous subsection indicates is feasible,
then the resolution of this question is certainly feasible,

In addition to the cost for developing the payoff function,
the costs for resolving this question would entail research
efforts to develop the model with features as outlined above.
As with most research efforts, the costs could vary over a wide
range depending upon the depth and breadth of research undertaken,
The effort here could range from one person-year to several,

51.4mu_g_qgm_mggr_e_tu_ug.dﬂ_ﬂ_g_u_u_c_&£u_u&lhm

? A preliminary assessment of
the relative costs of the two approaches was discussed in Section
4.3.7. The two areas identified there in which costs could
be higher for strategic analysis were the need to regularly
update parameters in the payoff function and the costs of response
actions., The former type of costs could be estimated fairly
accurately as part of the research to develop the payoff function,
This effort, with very little additional cost, could identify
which parameters would need regular updating, how the updating
would be done, and what it would cost,

Since the response costs should be included in the payoff
function, any increased response costs should be more than offset
by improvements in other objectives represented in the payoff
function. Once the strategic analysis model is developed, however,
simulation could be used to determine differences in costs,
A sample of typical ID's could be run through the strategic
analysis model, Based on the indicated responses, the cost
of responding could be estimated using information from the
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payoff function., These costs could then be compared to those
that would be incurred if responses were based on a classical
statistical model, or some variation of it such as current NRC
practice, Most of the information necessary to estimate these
costs would also be readily available because of its use in
the strategic analysis payoff function. The cost for such a
simulation would not be large, once the strategic analysis model
is developed, certainly well-less than a person-year of effort.

5.2 Value, Cost, and Likelihood of Success of Research Activities

In addition to directly addressing the feasibility of strategic
analysis, the NRC is also interested in several related research
areas. These research areas while not absolutely necessary
for the development of strategic analysis could lead to results
that would enhance its use., For each of the following research
activities, we assess its value, cost, and likel ihood of success,

5.2.1 Investigation of Optimal Tradeoff Between Tvpe I and Type
Il _Errors. In setting alarm thresholds, consideration should
be given to two types of errors, False alarms, in which the
alarm is sounded (i,e. ID exceeds threshold) when the true ID
is zero are called Type I errors; and misses, in which the alarm
is not sounded even though the true ID is not zero are called
Type II errors, Different costs are associated with these two
types of errors and should be appropriately balanced to set
a threshold that determines the relative likelihood of the two
types of errors, Clearly as the threshold goes up, the likelihood
of false alarms decreases while the 1ikel ihood of misses increases,

Classical statistical hypothesis testing sets the threshold
so that the probability of a false alarm is fixed (e.g., .05).
Strategic analysis, on the other hand, finds an optimal threshold
so that the maximum payoff is received based on the cocts of
the various errors, Thus, if the payoff function in strategic
analysis is appropriate, it specifies the optimal tradeoffs
between the two types of errors., Avenhaus and Fricke (Avenhaus
and Fricke, 1977; Fricke, 1978) have developed game theory models
in the international nuclear safeguards context with solutions
that minimize the miss rate for a fixed false alarm rate, This
variation on game theory partitions the problem into the analytics
of solving the game and the cost/benefit type considerations
that are appropriate to set the desired false alarm rate. This
neat partitioning can be somewhat misleading, however, because
the miss rate must be known in order to set the optimal false
alarm rate, and it cannot be known until the game is solved.
Thus, determining the optimal false alarm rate would be an iterative
process, The cited models lack the relative valuations of Type
I and Type II errors needed to drive such a process,
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The value of finding an optimal tradeoff between Type I
and Type II errors lies in improving the expected payoff to
the defender in a strategic analysis model, or to the NRC and/or
facility operator under current practice. Thus, the value of
any such research would not depend upon the implementation of
strategic analysis. The classical statistical hypothesis testing
approach could be modified into a statistical decision theory
approach with the Type I/Type II error tradeoffs specified.
For strategic analysis, however, the development of this tradeoff
would be an integral part of the model development,

Thus, research on this tradeoff for strategic analysis
would not add any cost to the development effort., As an independent
research effort not tied to the development of strategic analysis,
this research would be comparable to that needed to develop
the payoff function for strategic analysis as discussed in Section
5.1.2, costing approximately one to two person-years of effort.
The discussion in that section regarding the likelihood that
such a function could be developed also applies to the likelihood
of success of this research., Our belief is that it can be done,
but it would require some willingness on the part of the NRC
to make required judgments,

5.2.2 Development of Measures o ectivene £ tab
a esholds. Again this research activity is very closely

tied to the development of the payoff function for strategic
analysis, though it too could be undertaken independently.
The components of the payoff function would specify appropriate
measures of safeguards effectiveness, As we noted 1in Section
4.1.5, the first step in the development of the payoff function
is the specification of objectives, and in particular which
safeguards objectives are to be achieved at least in part through
the setting of alarm thresholds and resulting actions, The
payoff function is then the translation of these objectives
into specific measures, Therefore, the value of such research
is that it would provide better measures of the results of safeguards
action, and thus allow the actions to be defined in a more nearly
optimal manner.

This research activity, if undertaken as part of the development
of strategic analysis, would not add any cost., If undertaken
independently, it would have approximately the same cost as
the development of the payoff function of the Type I/Type II
tradeoff research activity, approximately one to two person-
years, with the same likelihood of success., Because the basic
research required for this research area is mostly the same
as that for the Type I/Type II tradeoff research, both areas
could be addressed simultaneously with very little additional
cost,
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$S.2.3 o o it ions for ectio
o d R ces acilities and Qther eed

c a ities. Our assessment of this research activity
determined no reason why strategic analysis would not be as
workable for these types of facilities as well as for the current
Category I facilities. The primary modification that would
be required to implement strategic analysis for a reprccessing
or other breeder reactor cycle facility is in the payoff function.
This modification would supply appropriate parametric values
(e.g. clean-out inventory costs) to represent the specific facility.

The potential value of using strategic analysis to improve
the setting of alarm thresholds at such facilities is probably
greater than for existing facilities, because of the higher
potential damage of diversions from such facilities. This value
could be estimated once an appropriate payoff function was develop-
ed. Thus, the value of the research, consisting primarily of
specifying parameters in the payoff function, would be to determine
whether the improvements in safeguards produced by using strategic
analysis have value to society. This issue is discussed more
generally in the following subsection,

The cost of the research needed to modify the payoff function
for a reprocessing or other breeder reactor cycle facility,
would be less than for the initial development of the payoff
function--somewhat less than a person-year of effort, If the
more general payoff function can be developed, there is little
chgnce that these needed modifications could not be successfully
made. :

5.2.4 Evaluvation of the Costs and Benefits From Implementation
of Strategic Analiysis. This research activity is also strongly
dependent upon the development of an appropriate payoff function,
If such a payoff function was an adequate representation of
safeguards objectives and costs, once it was developed it could
be used to determine the expected payoff of using strategic
analysis and also of current practice or other possible approaches,
Dividing payoffs into the various components of the payoff function
will also help determine who pays the costs and receives the
benefits, e.g. the NRC, licensees, or the public more generally,

Ultimately, however, the value of strategic analysis (or
any other safeguards approach) is dependent upon the rate at
which diversions would "naturally” (i.e, independent of deterrence
effects) be attempted, For example, if we knew there would
never be any diversion attempts then strategic analysis could
not possibly have any value. (If there were no attempts, but
we did not know, strategic analysis could have value in assuring
against threats and hoaxes.,) One of the components that we
suggested is feasible and desirable for a strategic analysis
model is the capacity to allow for the possibility that a diverter
is or is not present, With such a model, sensitivity analyses
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could be run to compare expected payoffs for strategic analysis
and current practice with varying diverter presence. If such
analyses showed, as presumably they would, that the difference
between the payoffs of the two approaches was highly dependent
npon the extent of diverter presence, thenmore careful consideration
would have to be given to how likely the presence of a diverter
is in reality.

Such a question is not an easy one to resolve, Precise
estimates of the probability of a diverter being present cannot
be obtained. Rather, a determination will have to be made regarding
what likelihood of presence should be protected against and
then the relative costs and benefits for the two (or other)
approaches could be determined.

This research activity, in contrast to the previous three,
cannot be undertaken until a full strategic analysis model is
available, since the model must be applied to determine what
costs and payoffs are expected. The value of this research would
be in its resolution of whether strategic analysis should be
implemented; and if it were implemented, to demonstrate why
it is better and to enhance its acceptability,

Including the development of the full strategic analysis
model, this research would probably require two to three person-
years of effort. Much of this would be in model development
with much less effort devoted to a comparison of the expected
costs and benefits of strategic analysis.

All of the caveats discussed previously regarding the feas-
ibility of strategic analysis of course apply to the likelihood
that this research activity would be successful. If an appropriate
strategic analysis model is developed, the subseguent determination
of its relative costs and benefits will most likely be achievable,

$.3 Role o trateai nalysis in feguard

In Section 3.0 we presented a framework for evaluating
the feasibility of strategic analysis which included several
criteria., While these criteria do determine whether strategic
analysis can be implemented (is feasible), they do not determine
whether it should be implemented (is desirable). This desirability
of implementing strategic analysis cannot be determined without
careful examination of the role of strategic analysis, in its
suggested use, in the overall safeguards program, As presently
conceived, strategic analysis is viewed as being potentially
applicable to setting alarm thresholds for ID's. While strategic
analysis may be formally appropriate for this function, if for
practical reasons the primary objective of this function is
assurance, then implementing strategic analysis may not be desirable,
since ultimately it may have little, if any, eoffect on diversion,
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The attractiveness of strategic analysis is that it addresses
the underlying adversarial nature of the safeguards and security
programs., Safeguards and security planning by definition is
an adversarial function, wherein two parties plan so as to "defeat"
each other. Strategic analysis in the form of game theory grew
out of a desire to optimize decisions in such an adversarial
situation. The NRC's current MC&A practices do not explicitly
incorporate the optimization of adversarial payoffs in the formal
sense that game theory does,

Since strategic analysis does include optimization in an
adversarial situation, theoretically it offers an attractive
approach for most safeguards and security decision making situa-
tions. Therefore, the answer to the guestion of whether the
technique can be applied to areas other than evaluation of inventory
differences is theoretically "yes." However, this affirmative
answer must be conditioned by the important caveat that successful
application in any area may be no less difficult than it is
for inventory difference analysis., Successful application in
other areas of MC&A or in physical security may be feasible,
but significant research and development efforts are a prerequisite
to any definitive judgments--just as they are for inventory
differences analysis.

Perhaps the most reliably promising appl ications of strategic
analysis are those that address relatively narrow issues that
can be isolated from the larger picture. Inventory difference
analysis and regulatory actions presented a particularly difficult
area for the initial application of a relatively novel technical
approach, an area in which its reception has been severely hampered
by the difficulty of justifying the optimality of the results,
The broad implications of the regulatory actions that result
from optimization of the total spectrum of defender's objectives,
i.e., the payoff function, have been attacked not only because
of the way those objectives are formulated, but because they
do not account for safeguard and security measures other than
material accounting. The approach has been very ambitious,.

Examples of less ambitious, but practical and intuitively
appeal ing applications of strategic analysis are limited actions
such as the randomization of the patterns of security force
patrols, the frequency of audit, and the frequency of personnel
and vehicle searches at portals, The defender can obviously
benefit from randomization in these areas by increasing the
level of uncertainty in the adversary planning. Randomization
in such limited areas can be optimized by well establ ished strategic
analysis techniques, Thus, narrow applications of strategic
analysis to relatively simple and well-defined situations will
with all likelihood be successful, Broad applications to problems
with significant regulatory implications have greater risks
(effort and uncertainty) associated with their success, but
of ccurse offer higher payoffs from success, There is a whole
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spectrum of applications between these two extremes with success
potential proportional to their position within the spectrum,
This spectrum is dimensioned both by the complexity of the decision
to be made and the position and responcibilities of the decision

maker.

5.4 Recommendations

On the basis of this study, we cannot recommend that the
NRC proceed with full-scale implementation of strategic analysis.
It clearly, however, has sufficient potential to warrant further
development. Since the necessary research (in particular to
develop a suitable payoff function) can be undertaken without
large costs, we conclude that such research is indeed worth
pursuing.

As we have noted above, development of an appropriate payoff
function is the critical element of strategic analysis. A relatively
low level research effort (i.e. on the order of one to two person-
years) could attempt to develop the payoff function., If this
effort were successful, the development of strategic analysis
including a comprehensive, public process for reviewing and
modifying the payoff function couird proceed. If it were not,
strategic analysis, at least in this application, could be dropped.
With relatively little additional effort, this research could
also include the research activities discussed in Sections 5.2.1,
5.2.2, and 5.2.3. Such an investment in research by the NRC
would appear to have a relatively high payoff. Even if strategic
analysis were not to be further developed, the results of this
research with respect to finding optimal solutions to tradeoffs
between Type I and Type II errors and suitable measures of effective~-
ness based on safeguards objectives would be of value for current
safeguards practice,

We also suggest that consideration be given to other uses
of strategic analysis in the safeguards and security program,
Although an examination of where use might be made is beyond
the scope of this effort, such applications appear to be appropriate,
valuable, and less costly and controversial than use in the
present context,
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