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ABSTRACT

Proposed criteria for the application of stored program, digital computers in com-
mercial nuclear power plants is presented. This report emphasizes recommer.dations

.

~ for the design of computer systems and recommends a method for the regulatory
~

review of computer system designs. More restrictive requirements are made for pro-
tection systems than control systems or other plant computer systems. In making these
recommendations, the study _ team reviewed-current regulations, past Nuclear

~

Regulatory Commission reviews of computer systems, the work done by other govern-
ment agencies, and the work done by many other countries. The results of this study -

- provide a dassification of systems, a recommended design method, and a specifica-
. tion of design issues to be resolved during the design and development of digital com-
puter systems. Also included is a recommendation of subject areas that need further
research activity. This report is part of a larger program to research computer system
design issues, to develop design criteria (hardware and software) for Safety Parameter -

'

,
' -Display Systems, to research software quality assurance, to provide a comparative

risk assessment of digital technology, and to develop electrical isolation criteria.
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SUMMARY

This report defines a set of recommended require- system to safety. These classes are then used to
ments for stored program computers used in the restrict interclass communications for the purposes
protection and ' control systems of commercial of independence, separation, and diversity. A

- nuclear power plants. The requirements .are design method is described as a phase-by-phase
designed to take advantage of computer capabilities recommended development process. Each phase
and, at the same time, ensur: that precautions are briefly describes what should be included. As a

-engineered into these systems _to minimize their review method, we recommend that each of the
- disadvantages. To achieve this purpose, a review design issues (the major headings include Defense-
:was made of the current criteria including the Code in-Depth, Susceptibility of Computers, and
of Federal Regulations, Regulatory Guides, Reliability) be audited at each design phase. Fur-

_

- NUREGs, and industry standards, it was concluded thermore, recommendations and requirements are
that although these criteria were developed before given for each class of computer system and each

- the maturation of computer technology, these design issue.
- criteria do not restrict the use of computers. Fur-
thermore, the design fundamentals expressed in

Finally, there are subject areas in the body of this
these criteria are sound. report that require more research. These subject

In this report, computer systems are grouped into areas are identified and summarized at the end of
.three classes according to the importance of the the report.

~
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ACRONYMS

A/D Analog to digital

ANS American Nuclear Society

ANSI American National Standards Institute
,

|

ASME . American Society of Mechanical Enginects )
1
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DOD Department of Defense

EMC- Electromagnetic compatibility

EMI Electromagnetic interference
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ISA . Instrument Society of America
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,

!
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|
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|INTERIM CRITERIA FOR THE USE OF
PROGRAMMABLE DIGITAL DEVICES IN SAFETY AND

CONTROL SYSTEMS

1. SCOPE

This document defines interim design criteria, tion 4.1)is a statement of typical engineering design
recommended by EG&G to the Nuclear Regulatory steps used during development. The design issues
Comndssion (NRC), for the design and review of (Sections 4.2,4.3, and 4.4) are those items normally
stored program digital computers (hence referred resolved during each of the steps in the design
to as computers) in commercial nuclear power method. The NRC may choose to audit a system's
pl mts. These criteria, although designed primarily design through the investigation of one or all of the
for protection and control systems, express fun- design issues in each step of the design method. A
damental design issues that are applicable to most thorough review of computer systems by the NRC
computer systems. is probably not possible. It is hoped that a defin-

itive, technical statement can both inform the indus-
Computer technology, w hen properly used,I can try as to expected requirements and serve as a guide

improve nuclear power plant protection and con- to the NRC staff during a review. This report does
trol systems and thus enhance the safety of these not focus on the mechanics of the review cycle but,
plants. Computer technology can also provide new rather, makes recommendations at the engineering
capabilities and improve the reliability of these and design levels. The mechanics of the review cycle
systems, but may also in:roduce aew problems. The is left to the NRC staff.
scope of this document is to detme these new poten-
tial problems and recommend criteria for their solu- 1.2 Current Criteriation. Background research work for this report is
contained in a related report.2This previous report
examines typical computer hardware and software Instrumentation and control system design stan-
capabilitics in a process control environment, iden- dards are goserned in law by the Code of Federa'
tifies safety issues, and sumraarizes the NRC's Regulations (CFRs)(primarily 10 CFR 50, includ-
reviews of two major computer control and pro- ing Appendix A and B).3 Further clarification and
tection systems. guidance can be found in NRC's Regulatory

Guides, NRC's Branch Technical Positions,
American National Standards Institute (ANSI)1.1 Purpose Standards, Instrument Society of America (ISA)
Standards, American Society of Mechanical

The purpose of this document is to outline criteria Engineers (ASME) Standards, American Nuclear
for computer technology n commercial nuclear Society (ANS) Standards, and Institute of Electrical
power plants by: not restricting or specifying func- and Electronics Engineers (IEEE) Standards.
tional requirements of systems, where possible; Appendix A contains a list of relevant criteria-
adv xating computer designs that exploit the cap- related documents,
ab'fity of this technology; requiring that computer
systems be designed to minimize the adverse effects Although many of these standards and guides
due to the disadvantages of digital technology; were written prior to the maturation of computer
minimizing cost; and providing a guide for the technology, a careful review of these standards and
design of computer systems to aid both the guides establishes that they do not prohibit the use
engineering design community and the NRC licens- of computers. The concepts and engineering
ing staff. To accomplish these goals, this report development methods expressed in these documents
develops a comprehensive set of recomraended are fundamentally sound and for the most part
practices formulated with respect to a design independent of the technology used to formulate
method and design issues. The design method (Sec- the concept. These standards and guides establi_sh

I
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1

the reliability and defense-in-depth concepts at a SPECS requirements. The use of selected 511L-
general or overall level of detail. The scope of this SPECS should enhance the reliability of nuclear
research effort is to clarify these standards and systems, provide data for reliability analysis of
guides for computer technc!ogy at lower levels of systems, and minimize difficulties in specifying
detail. hardware and software. We recommend that a for- |

mal effort be made to determine which portions of
While,it is not the purpose of this document to the 511L-SPECS are applicable to microelectronic

restate all existing standards, certain standards and components used in nuclear power plant
requirements will be emphasized because of their applications.
importance to computers. In addition, assertions
will be made to alleviate the uncertainty associated 1.3 Format of Report
with usmg computers m protection and control
systems.

Certain lines and paragraphs in the remainder of
This document references military specifications this report are marked with a "'TBC'" or a

(h11L-SPECS) in several places. The Department of "*llOLD*." The "*TBC*" indicates that this sub-
Defense (DOD) has developed and established ject is "To Be Completed" at a later date and that
extensive manufacturing and testing requirements a significant amount of additional work will be
for microelectronic components. DOD mair.tains required to formulate a justifiable position on the
a large data base on the reliability of these com- subject. The "* HOLD *" indicates that the stated
ponents. The hill-SPECS reflect this effort. Fur- position represents current thinking, but EG&G
thermore, the microelectronic industry already reserves the right to do additional research in this
understands and manufactures components to hill- area.

.

2
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The following are definitiu t of errs t sed it this ' hex cltssif ations (Class I,11, and 111) are y f- 1-
.

report. These terms represent common usage and similar in purpose to the three categories used ir. .:. - f. .q.!.;

b.: are derived from relevant standards given in Appen- Regulatory Guide 1.97. However, the 1.97 cate- ; u.4 i
'1 dix A. Several terms require additional discussion, gories are written for accident variable monitoring (jf-T : ..

namely the def' ition of " safety related," "non- instrumentation, and qualification of equipment. - ''' 'm
safety related," and "important to safety." . f 7,'A

N'Also, note that the Safety Parameter Display
Equipment "important to safety" is commonly System (SPDS), under the conditions imposed by E O.

.;.1 referred to as " safety related" (which NRC inter- the NRC [SECY-82-111, March 11,1982, and >?M?
:r- prets as essentially " Class 1E" equipment defined Supplement I to NUREG-0737, Requirementsfor k d '., -

in IEEE 323-1974).a Safety-related structures, Emergency Response Capability (Generic Letter 9. . . .7
< systems, and components are those relied upon t No. 82-33)], is used in addition to the basic instru- 2.1. .D

remain functional during and following design-basis mentation components and serves to aid and aug-
_

# 1i '
':

events (see definition below). ment these components. According to the NRC, the f..

Also of significance in this report is "nonsafety- SPDS need not meet requirements for the single- .F,.fy
related" electric equipment.b Nonsaf ty-related failure criteria and it need not be qualified to meet y;j'y

{ electric equipment is a part of the non-lE equip. Class IE requirements. f. . .p

ment group where a failure, under postulated envi- . -#+ ; *'

, ]7gyThe following is an alphabeticallisting of the ter-[J ronmental conditions, could prevent the satisfactory
accomplishment of required safety functions by mmology as used m this report:

A safety-related equipment. Typically, nonsafety- W- '.
Aliasing-A folding of frequency spectra ) N . .,T ." related equipment can: (a) inhibit a safety function, * -

L (b) give rise to a situation that challenges a safety- ia a sampling system which prevents the [T.
related system, (c) be a part of a system necessary onginal signal spectrum from being com- ;?;y
to maintain a safe shutdown and, (d) be associated pletely reclaimed from the sampled data, nd;--

4 with the operation of safety systems but not be This is usually a problem when the sam- I .y , , ,
L- included in IEEE 603 or 308. pling rate is low compared with the sam- ;X .N

pled signal bandwidth. '' - ~ 5

y Finally, according to current NRC definitions, ~ 7.s e.-

the term "important to safety" represents a broader Architecture -Theinterrelationshipof the i.4*

.

category of equipment such that nonsafety-related components (registers, memory, accum- 0,j#.
4

equipment may still be "important to safety." ulators, CPUs, clock, etc.) and the bus j< Q
Work is continuing at Brockhaven National structure organization of a stored program

(' .% .g=

'. Laboratory and within the IEEE (P-827) concern. computer or seseral stored program -g|
ing the definitions of safety and the development computers. ./ '*- -

'

D of a "2E" classification of equipment. In this k.?[
5

@[yg.%
Availability -TLe characteristic of ank report, we choose not to use the 2E designation *

|. since work is ongoing in this area. Instead, we have item expressed by the probability that it will -

'; adopted a designation of Class ' lus II, and be (functionally) operational at a randomly
)*./(; : :,

.
-

Class III systems to provide a gradec, pproach to selected future instant in time. -

A requirements for computer systems as used in ; ? ,y'

..

Bus-A standard protocol for the electrical ;ynuclear power plants. These designations are *,

.,4 defineu in the alphabetical listing of terminology signals interconnecting the components of / . v, s
at the end of this section. a computer system. %.[[

p'y ' ls " *
- g:

Class I System (s)-Electric equipment j 1,.p~- *
a. Environmental Qualification of Electric Equipment impor-

". i T..' tant to Safety for Nuclcar Power Plants.10 CFR 50. Federal "related to safety" that is required for the
.} Register Vol. 48, No.15 January 21,1983 Rules and safe shutdown of a r.uclear reactor. Class I . Y#

.
Regulanon' systems are typically iE systems as defined $.

7.Qh;b. ib.d. in IEEE 323-1974.e

:.; , . j,-

.k .

'

'. -' ) y .h ;.-
y a. : v. .:
- ' i'
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Class IISystem(s)-Equipment defined as provided to maintain variables and systems*

nonsafety-related (but important to safety) over their anticipated ranges for normal
whose failure under postulated envi- operation, for anticipated operational
ronmental conditions could (a) prevent the occurrences, and for accident conditions as
satisfactory accomplishment of required appropriate to ensure adequate safety,
safety functions by safety-related (Class I including those variables and systems that
equipment, important to safety) equip- can affect the fission process, the integrity
ment, or (b) equipment that could give rise of the reactor core, and the containment
to a situation (state of the reactor) that and its associated systems. These systems
challenges a Class I system. are typically Class 11 systems as defined in

this report. Class I systems may con'rol
Class III System (s)-Equipment which plant variables in the classical sense but are*

includes those components that (a) are used called protection systems since they are
in the development or testing of either more important to safety and defined as
Class I or Class 11 systems, or (b) may related to safety.
impact or inhibit the satisfactcry operation
of a Class II (or a Class 1) system. Central Processing Unit (CPU)-The*

registers and logic required to perform the
Code-A term used synonymously with basic logical and arithmetic operations*

computer programs. which constitute a program.

Com non-Afode Failure-Multiple failures 6*
Defense-in-Dept /3 -The defense-in-depth*

attributable to a common cause; causally includes, as a general principle, design
related failures of identical, redundant features oroviding for plant and public
blocks in different channels, or of different safety by the use overlapping and redun-
subsystems with common elements in dif-

dant echelons of defense [ sic).
ferent echelons of defense. Common-mode
failures may include failures due to severe Design-Basis Events-Conditions or nor-*
environment, design errors, implementa- ~

, mal operation, including anticipated opera-
tion errors, calibration, trammg, design- tional occurrences, design-basis accidents,bas,s events, maintenance, etc. (seei external events and natural phenomena for
* ''"''

which the plant must be designed to ensure
the functions of " safety-related" equip-

Computer-As used in the text, computer ment and systems (see definition of safety-
*

refers to a stored program digital
related).

computer.

Computer Family-A group of computer Direct Afemory Access-Memory which*
*

devices or systems related by common can be accessed by input / output (1/0)
devices without utilization of the CPU incharacteristics or properties, usually

developed by one company. For example, rder to increase system performance.

the Intel 8008, 8080, 8086, and probably
Diversity-The design approach for*the 80286 constitute a computer family.
achieving a reduced probability of func- -

Computer Security -Protection against tional failure as a result of (postulated)*

threats or perturbations that may affect common-mode failures by providing dif-
safety. ferent equipment or methods as redundant

_.

backup.

Configuration Afanagement-A design*

Electromagnetic Interference (EAII)-Theissue that ensures theintegrity of the system *

components. coupling of unwanted electromagnetic
signals (conducted or radiated) that

Cont.of System-Equipment (defined as penetrate systems and produce undesirable*

nonsafety-related but important to safety) effects.

..

4
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Electromagnetic Compatibility (EAIC)- (a) inhibit a safety function, (b) give rise*

The capability of electronic equipment or to a situation that challenges a safety-
systems to be operated in the intended related system, (c) be a part of a systemt

'

operational electromagnetic environment neccssary to maintain a safe shutdown, or
at designed levels of efficiency. (d) be associated with the operation of

safety systems but not be included in IEEE
Engineered Safety Features (Actuation) 603 or 308.*

System (ESFAS)-A system consisting of
sensors, signal processors, logic and Operational fault-An unspecified.

actuation-initiation devices necessary to (failure-induced) change in the value of one
effect functioning of endneered safety or more logic variables in the hardware of
features (e.g., auxiliary feedwater, ccntain- the system. It is the immediate consequence
ment isolation, emergency core cooling, of a physical failure event. The event may
emergency power), including essential aux- be a permanent component failure, a tem-
iliary systems. This echelon of defense per- porary or intermittent component malfunc-
forms a safety function. tion, or externally originating interference

with the operation of the system.
Equipment-System components that may*

include both hardware and software. Operations Afonitor-An independent*

device that performs the function of deter-
Error-Correction Code-The use of an* mining the integrity of the system.
algorithm that detects and corrects errors
in arithmetic processors as well as errors

Program (Computer Program)-A set of*
caused by faulty transmissions. Many

, ordered instructions and data that specifyalgorithms exist, typically two bit error ;g g ; ; 7 ;g gg
detection and smgle bit error correction.

ecution by a stored program computer.
Also called " code."

Fault Tolerant-A computing system hav-*

ing the built-in capability (without exter-
Af-Random access memory.*

nal assistance) to preserve the continued
correct execution of its programs and I/O
functions in the presence of a certain set Redundancy (a redundant system)-A*

of operational faults. system that duplicates the essential fune-
tion of another system to the extent that

Fold-Orer-An undesirable condition either may perform the required function*

where the output signal from a device regardless of the state of operation er

decreases from full scale as the input signal failure of the other system.

continues to increase beyond full scale.
Register-A hardware device (usually flip-*

Isolation-The electrical and information flops) that can be set and reset to high or*

(signal) separation between redundant low values used by the CPU to perform

systems, the trip system, the com ol perations on computer words.

system, and the engineered safety system
Reliability-The characteristic of an itemensuring independence and integrity of *

function. expressed by the probability that it will per- 1

form a required mission under stated con-
ditions for a stated mission time.Nonsafety-Related (but important to*

safety)-Those systems that are a part of
ROAf-Read only memory.the non-lE group (not Class I) whose *

failure under postulated environmental and
7Safety Group -A given minimal set ofoperational conditions could prevent the *

satisfactory accomplishment of required interconnected components, modules, and
safety functions by safety-related systems. equipment that can accomplish a safety
Monsafety-related equipment can typically function.

.:

5
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Safety-Related-Those equipment or responsive to requirements, structured, and*

systems related to safety, commonly called changeable. Software practices typically
"lE safety systems" (" Class IE" equip- include selecting programming languages,
ment defined in IEEE 323-1974); ClassI establishing design procedures, structure,
systems as used in this report. Equipment plausibility checks, coding details, and
and systems that are relied upon to remain testing provisions.
functional during and following design-

Stored Program Computer-A computerbasis events to ensure: *

that executes programmed instructions
- The integrity of the reactor coolant from a stored medium as opposed to

pressure boundary dedicated logic (function is fixed at the
design stage using combinational and

- The capability to shut down the reac- sequential circuits) and analog (linear)
tor and maintain it in a safe shutdown circuits.
condition

Susceptibility of Digital Systems-The*

- The capability to prevent or mitigate design and successful operation of stored
the consequences of accidents which program digital systems is dependent on
could result in potential off-site expo- several design issues that need to be
sures comparable to the 10 CFR 100 addressed in each of the design phases to

i

guidelines. ensure safe system operation.'

System-A functionally related group ofSecurity-Those design practices and **

administrative procedures / controls ensur- hardware and software ele:nents; the entire
ing that the availability of the computer assembled equipment.
system is not jeopardized through

Virtual Memory-A hardware and soft-malevolent, unintentir,nal, or unauthorized *

access and/or perturbation. ware scheme allowing large programs to
execute on small machines by maintaining

Software Practices-Thote design prac- only the most recently used program sec-*

tices, standards, and g' . 'ines which are tions in the computer's limited memory.
followed to ensure that he developed soft- The least useful sections are left on disk
ware is acceptcbly error free, maintainable, until they are needed.

6
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3. CLASSIFICATION OF SYSTEMS
f

The following classifications, defined in 3.1 Class |
Section 2, " Definitions and Termi1 ology," ensure 4
that more stringent requirementi are applied t Class I systems are those systems that are safety
systems related to safety. These classifications are related and required for the safe shutdown of the
also used to relax requirements or avoid over:peci- plant (see further definitions in Section 2). These
fication of systems that are not as important t systems typically include the Reactor Trip System
safety (e.g., Class 11 systems). (RTS) and Engineered Safety Feature (Actuation) -

Systems (ESFAS).
The classifications listed below provide a graded

approach for establishing safety requirements with 3.2 Class 11
respect to the function performed and the poten-
tialimpact on safety systems (the intent of General y

Design Criterion 1). These classifications are also Class 11 systems represent non-lE equipment, -
;

consistent with the recommendations made by the nonsafety related but important to safety, that can
affect the satisfactory operation of a Class I system

President's Commission on the Accident at Three
hiite Island (October 1979). The Commission's

(see definitions in Section 2). Class II equipment,

recommendations include (a) that a set of rules be
for example, may effect reactivity, neutron flux,
coolant temperature, and turbine load. .j

developed which delineates the significance of -

various components and systems for the overall
safety of the plant, and (b) that the discrepancy in 3.3 Class 111 -

regulations between those systems which are safety
$related and those systems which are not safety Class 111 systems are not important to safety and

related is inappropriate. include those components that (a) were used in the
development or testing of either Class I or Class II

Also, the January 1980 report, "Three hiile systems, (b) may impact or inhibit the satisfactory --

Island, An NRC Report to the Commissioners and operation of a Class 11 (or a Class I) system, or
to the Public," states that: (c) had applications that use computers but are not

-

Class Il systems. Equipment in this category
"The current classification of systems and typically does not perform a control or safety func-

equipment into ' safety-related' and 'nonsafety- tion and may include, for example, data logging,

related' is especially unsatisfactory." special purpose computer development systems, _

compilers, linkers, assemblers, graphics packages,
-

test data (input and output), and equipment used .

The report goes on to state: to calculate calibration parameters and operational
-

_

-

* * '# * ** I "**

"The process is r.ot good enough to pinpoint
many design wenknesses or to address all rele- 3.4 Safety Parameter D,isplay

'

vant design issues. Some important accidents
are outside or not adequately assessed within Systems
the ' design envelope'; key systems are not

-

' safety-related' .." The SPDS logically fits within our Class 11
designation since it is not important to safety and

For these reasons, this report attempts to provide need not meet IE requirements. The only current
a systems approach for the design and utilization guidelines for the SPDS can be found in
of computers in commercial nuclear power plants. (a) SECY-82-111, htarch 11,1982, and (b) Supple- __

To meet the needs of this approach and the above ment I to NUREG-0737, Requirements for
_

recomme idations, we developed the following three Emergency Response Capability (Generic Letter -

classifications and formulated rules in each class. No. 82-33). Our requirements, as stated in the -

_

2
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remainder of this report, constitute recommenda- Class I channels is allowed. Only one-way data
tions to the NRC for the development, review, and transfer to coincidence logic is allowed.
use of computer-based systems in control and pro-
tection, including SPDS equipment. 3.5.2 Class I to Class 11. There are no restrictions

on ecmmunication from Class I to Class 11 chan-
3.5 Inter-Class and/or Channel nels, provided that timing requirements of the

Communications Class I channels or safety groups are not impaired
by such communication.

Associated with the classification of systems are
3.5.3 Class 11 to Class I. Class 11 to Class I chan-the requirements established for interclass com-

munications or transfer of data. These requirements nel communication is allowed only in one channel

maintain the integrity of class designations and meet or safety group at a time. Such communication

the intent of defense-in-depth requirements. The requires admimstrative control, manual ,mtiation,i

method and characteristics of the communication and bypass indication to the operators. Data and

shall follow a standard protocol and be specified instructions transferred will be qualified by pre-

in the System Specification phase of the Design testing, editing and verification, and will be

hiethod (Secticn 4.1). described in the System Requirements Specification

(see Section 4.1.1).
In Figure 1, the arrows indicate acceptable com-

munication paths and directions of allowed data 3.5.4 Class 11 to Class ll. No restrictions on com-
transfer (or instruction transfer) under normal munications are required for Class 11 to Class 11
operating conditions. Other bus structures may exist channel communication other than imposed by the
within Class 11 and 111, but are not shown. The design considerations of Section 4.
numerics on the restricted buses refer to the
paragraphs in the text. The isolation lines in the 3.5.5 Class || to Class Ill. No restrictions on com-
figure refer to minimum electricalisolation require- munications from Class 11 to Class 111 systems are
ments. The communication restrictions constitute required, provided that the timing and functional
mformation isolation requirements. Figure I shows requirements of the Class 11 systems are met.
a typical reactor configuration that separates reac-
tor trip functions from engineered safety features.

3.5.6 Class lit to Class 11. There are no restrictionsNote: no mterchannel communication is allowed,
n c mmunic tions from Class Ill to Class 11and an operations monitor is required for each

systems, provided that the System Specification is
,

Class I channel. The three dimensionality of this
met and that'the operation of Class 11 systems is

figure amplifies the requirements for independence
n t impaired.

and redundancy.

3.5.1 Class I to Class I. No interchannel(Figure 1) 3.5.7 Class ill to Class Ill. There are no restric-
or intersafety group communication between tions on communications within this class.

8
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4. DESIGN AND REVIEW REQUIREMENTS

The design of real-time computer sptems tot use documented, deselopment history to judge com-
~

' in commercial nuclear power plants requires that pleteness and quality of the product. f he f ollow -
~

; numerous design nsues he anal > /ed and, if ing recommended design steps include toth
necessary, pr ecautions and or const raint s be hardware and software and shall melude esphch

engineered mto the setem to minimize the impact pro.isions f or the design issues in Secnons. 4.2. 4.3,

of these design issues. The nsues importam to the and 4.4. %'resiew ot digital computers are grouped in the
f ollowing sections under the maior subject headmgs 4.1.1 System Requirements Specification. I hn '@
of 4.2 Defense-m Depth, 4.3 'susceptibihty of Com- phase of the d sign process detines the attnbutes g"<

puters, and 41 Reliabihty . I hese nsues can be and scope of the hardware and smtware sptem to

resobed by analysis, but w hen posuble, actual tests be deseloped and the design-basis reymrements the

are preterred The paragraphs of Secuon 4.1 spec:t> sptem must meet . It is a maior effort smce the*
7

a typical design method for resoking design nsues remaming <lesign phases depend heasily on the

The design me' hod shall proside informanon to sptem funcnonal requirements and their reah/a-

audit the design process, demonstrate the trncuonal tion I s pically , tha phase det mes 'w hat is

.' requirements of the sptem and demonstrate the needed ' the functions to be performed, the details
m 'u hat is needed, and a rankmg of those needs.-

resolution of design nsues
T his phase should also detine the orgam/ation and
responsibilines of the managemer the respon-We recommend that the NRC as a inhw

= nethod fo. dig tal computer reuew or auda eah sibihnes of the designers, the requirements f or the
-

of the design asue- m 'section 4.2 (Defense-m- s enfi<ation and s alidatic n team. and t he ; ream /a- -

?- Depth), Sectmn 4.3 (Seceptibihts of ( ompmera tion and responubilities it t he quam , . ' orance
'

and Section 4.4 (Reliabil,ty ) at cauh pha,e o: the .u o u p .

Design \lethod m Sect on 11. I ne NR( ~ inmgi

discretion, may choose. howeser, to audit o+ one 41.2 Engineering Deesn Alternatives. Ihn
or two design issues in each step of the design desien phase t y pically ev 1.ates t he abos e require- .-

ments. Inc ptem so nt ri ints. and the reasons w hsmethod.
the design should proceed m a gnen direction f or ..

'
b"' h h "' " ""' "" d ' It " "" ""' d '" F " " " "

-

4.1 Design Method natnes t y pica!ly may be bas C on enginec ing .
s

soc ience w:th a gnen reactoranah us. compar . r

4 design n,ethod shall be sed I.iat ma a n t r umentano.1 lesig i or with comput?r com-
-

iequirements of the followmg su:; mgranh or rsonents (or tan ihes of components), test equ:pn nt
*

t heir intent. The des n method A il p,os ; ic teu Jacihties f or a microcomputer f am6, c \11 - ~

documentanon of succewes md failurm anoth' impat0 ihty, and rehabTtv. I he purf o f thn

resolunon of all nsues and desien ps Elems ihe ph .sc is to es aluate the he; way to realize the

design method shall proside f or 's <tr m operaoon > stem requiien ents ard pchaps elirmn''e ;;
A

Juring all phases of plar operanon uncludmg unnece sary or ambigte , aun ernents

design-basis es ent s. stariun. core c .angeout ,

,

emergency suuations, and operatione anomalies > 4.1.3 Sp 's Spe . ificatic r phase of design ..~

C

,

throughout the lite at the piam. The design method defines 6 m , detaik as po b : of t he system to

shall specifs: the functienal requircments of the be des ehned and the design, ens neenng, s erifica-

= system, the sptem mterf aces, the standards used non and salidatico and test a:ctnods to be used

.

req mrement s for miegration with esisting equip- Tbn phase is the product of tne two pr es ious . . .

' ment, requ:rements to human tactors. and the p h a ses. it specite' the operanng ensironment the
~

-

system concepts and constraints. The desig method degn phdosophy , the mterf ace- and the moin-

shall not separate the development ot i ar tware and inance procedures to be used. The Systm Speci-
'

{k software since real-time systems rek on the highly ticatio i shoula m& vie a list of Clas I, !!, and

interrelated aspects of both hardware and sof tware. 111 sy ems, t h . mected process and control

,

The purpose of the structured design method, d> nan cs, the hardw are components (both des elop-

among other thmgs, is to proside the NRC with a ment and lnal hardware components), the sof tware
_
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components (both deselopment and final software 4.2 Defense-in-Depth -

h?I [
components), the calculations to be performed, the

[* h.1tests to be conducted, and the test data to be used. The defense-in-depth principle is firmi3
established in the safety design of nuclear power f.: '7'-

h4.1.4 Development. This design phase includes the pla n t s . Def ense-in-depth is implemented by pro-
'd- $steps and actisities necessary to produce and or s ding oserlapping and successne echelons of

procure the hardware and software components anJ defense sy stems. 1 undamental to the defense-in- . O-'..I)
the tests required to deselop and to serify the depth concept n the reliance on dnersn), redun- .[%,

iJ - ' i ..t em. Typically, this phase will also melude the dancy, and mdependence as means of m1 prosing
'

des clopment of prototypes or " breadboards." the sy stem reliabihty and asoidmg common-mode 2
kIc'[.4 edocumentation of problems and their resolution, failuret ? y # .<;

and the deselopment of an audit trail for both hard- '.bb .ware and software module testing. The method' 4.2.1 Diversity. The ( ode of Federal Regulations
-

'Q / $1used shall be those defined in the presious deselop- ( 10 G R 50, Appendis A. Critenon 22), states

I;, . i ,,
'*

mem phases with all exceptions documented The t hat :

veritica: ion and salidation team shall design, a j4y
44p |y,,deselop, md oecute tests independently in accord. ' Design techniques, such as f unctional dner-

^. g .{ c.ance with the System Requirements Specification. sity or disersity in component design and prin-
ciples of operation, shall be used to the estent .1.s Hf4. .o

4.1.5 System Qualification. This phase practical to present loss of the protection ( :

t uncuon. :.|.p ;; , ; yIsometimes referred to as the certification phase)
' , >%+.-.iis that salidation actiuty which merges the actual Class I systems shall be dis erse in both hardware . w. .. ;

hardware and software in a test ensironment for y . zgand sof.tware. Some acceptable types of dnerse m.

system-lesel testing prior to iastallation. The sy' tem gns re gnen below. ;
qualification shallinclude a review of the hardware

Class I. Independent soft w are design NP kIensironmental tests designed to meet the anticipated * I'V' '

design-basis es ents for the system, a demonstration "eroups can design code from a mutually N hof all ;uretional requFements, and ssstem compo- dese'oped functional requirements docu-
nent interactions, when possible. The requirements ment. The number of independent design k% .. ? E .

2 N
for the System QdaMication phase shall be defined emups shall be consistent with comeidence

_ .

in the presious deselopment phases and exceptions log c such that the system shall neser rely .NN
shall be documented. on only one software design. The code will ,c .

run on different families of computers (dif- ' T.t ' *f

/ IE'"
. ; 4.1.6 installation. Tb; phase includes the actual ferent manufacturers with substantially dif-

installation of the system in tnt plant, meluding all ferent instruction sets) and wili be UI. ' h
N21"ertaces to other harhare. This phase also deseloped using differen* compilers and ' hi bl"cludes comprehensise testing to show conform- test beds. Verification and salidation can
-

'

ce to the Specification, recording of test data, be met bv an exchange of designs at the end /~.
nonstration of maintenance prwedures, and of devel$pment, ea[h design group testing ;k ')1
ining. Formal 5ystem Operation (S4 testingwill and reviewing the other group's D A .$ i

i ;; ' bpart of this activity. The serifice in and sam"~ des elopment.
. ion team shall specif y and audit 50 testing. -g y(*-

Class I. Systems can be made diserse by . h, f*

Post-Instal?ation Review. This phase using technologies other than stored pro- . y ,% .-
'?..'mes the effectiveness of the system design and gram comnuters on some channels, ftJ,

f.Vnance after installation. The resiew shall be prosided that redundancy and inde- o

Q[.
! .?

'

eriodically for the liStime of the plant and pendence requirements can also be met.
,3melude verification of the system usmg installation

Class I. Systems can be designed and not ,J J]gand deselopment test. , analysis of system discrepan- *

,. . $.qs
eies, recommendations for changes in the system, be diverse provided that the functions being

and evaluation of these recommerded changes. The performed are simplistic in nature, and the af ',y :-

serification and validation team shall participate in number of executable statements and hard- ' e ?. -

$Y f y (w are com ponents ace minimized andthe post-installation resiew and initiate actisities *
proven so that significant confidence in the ,.;, qand define requirements for changes or

y 4,a |system can be deseloped through actual 2 :, e b|re<tes elopment .
+

Q *_.% k 2

A; y ~ -

1l 9 > , f (;N
? y .

_,

./._.,<,
k

* '4d - , li:
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testing. Statistical techniques can be used . * Class I, II. Information independence of
to characterize and qualify the system. An : Class I shall be maintamed by restrictings

'

upper limit on the number of program communication. Class 11 to Class I com-
statements is on the~ order of 1000 to munications are allowed only in one chan- ;

2000 statements with the number of pro- nel at a time and require manualinitiation )
gram loops minimized. and bypass indication to the operator. Data -

transferred shall be qualified by pretesting,
Class II. Computers should perform all editing, and verifying as defined in the*

reactor protection functions in a diverse System Specification (Section 4.1.3).
and redundant mode from Class I com-
puters. Class 11 cor"puters must not exe-- 4.3 Susceptibility of Computerscute software on hardware that is similar
in instruction sets, compilers, and
developal code. The same computer design The term susceptibility identifies a group of prop-
group shall not develop the protection erties that a.e important for the design of real-time
system code for both Class I and Class 11 computer systems. The issues identified in the
systems. The restrictions of para- following paragraphs shall also be identified in the
graph 3.5.3 shall apply. design methods of Section 4.1. Identification will

be such that the steps taken to design for (and
Class II, III. Diversity in Class 11 and 111 mitigate) problems related to these issues can be*

systems is not required. audited and reviewed at each design step.

4.2.2 Redundancy 4.3.1 Electromagnetic Compatibility (EMC).

' Class I, II. Redundancy for these computer Computers shall be designed to operate in a*

systems is required to meet (a) the func. prescribed electromagnetic environment and shall
be compatible with other equipment in that environ-tional requirements of the system,

(b) system operating bypasses and ment for all system states, including design-basis

maintenance bypasses (IEEE Std 603 and events. A methodology shall be developed to define

10 CFR 50, Appendix A, Criterion 21), credible electromagnetic interference (EMI) threats,

and (c) the reliability and availability develop methods to minimize the threat, and t <t
i show EMI threats can be tolerated. Table I listsrequirements of each class of system (also
the areas important m the design of computerCriterion 21). The capability for manual

control of all major Class I and Class 11 systems for electromagnetic compatibility (EMC)

functions is also required. which should be evaluated with respect to the
equipment used.

Class III. Redundancy is not required for*

Class lil systems. 4.11.1 Electromagnetic interference (EMI). EMI is
defined as the coupling of unwanted elec-

84.2.3 Independence tromagnetic signals (conducted or radiated) which
may penetrate systems and produce undesirable

Class I, II. The independence of Class I effects. EMI includes radio frequency interference*

and Class 11 systems is required 'as specified (RFI), and ' electromagnetic pulse (EMP) which
by (a) Criterion 24 (10 CFR 50, Appen- includes static discharge. Computers, in general, are
dix A), Separation of Protection and Con- susceptible to EMI of virtually all bandwidths given
trol Systems, and (b),as indicated in . energy of enough magnitude. The bandwidth to

Section 3.5 (Interclass and/or' Channel which the digital system is most sensitive depends ~;
. Communications). Electrical isolation shall on the type of logic used. Furthermore, the degree -
be ' used - between Class I and Class II of sensitivity is'also dependent on how and where
systems in each direction and between it is applied to the logic elements, including the
Class 11 and Class III systems in each signal inputs, signal outputs, power inputs, and
direction. Electrical isolation is recom- : grounds. The susceptibility of logic circuits to EMI
mended. between major components-in is a function of geometry as determined by com-
each class. No electrical connections are ponent layout, signal path loop area, conductor
allowed between Class I channels. lengths, lead routing, and location.

12
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4.21.2 sec cwee,de ~ It shall be shown through contain manufacturing identification -
testing, analysis, or examination that the following number, calibration number and date, inte-
requirements are met: grated circuits flCs), fabrication site, mask

set number, and parity check sum values
casse I, n, ni-All digital systems shall not for error detection purposes.

.

*

7 exceed radiation emissions as'specified by
FCC Docke; 20730. cans:1. n-No development activities are*

allowed on these systems
L* *nsw' cisse t-Digital systems shall meet

_ the specifications of Military Standard 461 * cd ssI, n-If second source hardware is

and 462. used, proof of compatibility is required in
. the verification and validation procedures

*) cases I, #-A procedure to qualify com-
puter systems for all anticipated EMI con- * csses 1-Off-site communication shall not

- ditions shall be developed and used at be allowed by modems or any other device.
' installation. The procedure will also be
used to requalify the system periodically. * cisss n-Off-site communication is

restricted to a " read only" mode, from the~

..

4.3.2 Radiation. Depending on the anticipated Class 11 systems to the off-site location,
nuclear radiation environment, computer systems provided that the timing requirements and
shall be designed u:ing packaging and/or shieldm, g functions of the Class 11 systems are not
techniques and using digital logic that is resistant impaired by such activity.
to radiation such that:

-

cassein-There is no specific provision for*
' CJsss I, II. Short term-flux density does*

ff-site communication in this class.
not cause a loss of function in Class I and
Class 11 systems.

cases i, n, ni-Spares shall be handled undere

. strict administrative and environmental* Class I, II. Long' term-the devices shall c ntrol
be replaced before the projected integrated
dose ~ rate predicts failures.

cases I, n, m-Any changes and/or upgrades*

4.3.3 Configuration Management. Configura- to the systg shall be h-nted and under
strict adaumstrative control.

r . tion management-shall be provided using both
- administrative and automated techniques to ensure

4.112 sonwe,.that the correct, verified, and validated hardware
and software is in place, is operational, and can-

cass I, n, in-Strict control over all soft-not be modified without following established pro- *

cedures. The following items are required: ware (including test case input and output
- data) used in the development of the system

j4.zar_us,w.s,. shall provide an audit trail.

- Casas I, n, ns-No revisions or changes shall'* casse1. n-Keyed circuit cards and cable *

connectors shall be used such that each - be allowed to the editor, compiler, linker, *

<

3 connector and card or type of card has a locator, or libraries after verification and
~ unique orientation, connection, and loca- . validation of the system, without a formal

- tion within an enclosure. prescribed revision, and reverification and
- revalidation process.

* L ' casesi, # *New'-Cards shall be hardware
casseI, n-Data may be changed by the: labeled such that the computer can read - *

. and verify these labels for hardware revi ; operator only if.the data variables and
: sions. The system must identify incorrect ranges are prescribed as normal. planned -'

- : revisions and not operate unless the proper changes in the System Requirements
: labels are read. Data to be included may Specification.

13
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Table 1. Subjects important in design of computer systems for electromagnetic
compatibility, conditions and equipment to be evaluated, and areas to be evaluated

Line Power Conditioning Equipment

i
Primary-to-secondary voltage isolation I-vels

J
*

Primary-to-secondary and secondary-to-primary conducted Eh!! rejection characteristics*

Ehti emission levels*

dc Power Supplies Linear Design

Input-to-output conducted Eh11 characteristics*

Ing A to-output voltage isolation*

Switching Design

Input-to-output and output-to-input conducted Eh11 rejection*

Input-to-output voltage isolation*

* Radiated Ehti

Enclosures

Radiated Eh11 attenuation (both electrostatic and magnetic)*

Degradation of EN11 gasketing because of maintenance, time, corrosive environment, vibra-*

tion and shock

Conducted EN11 attenuation at enclosure penetration*

System Component Emissicns

Display devices (CRTs, printers-electrostatic, plotters, keyboards)*

Inherent Eh11 rejection of the system*

Special Design Effort

Decouple signal and power lines penetrating shielded enclosures, and*

isolate process signals from ether equipment (use of filtering and isolation techniques) l*

hiinimize lengths and loop areas of signal conductors*

Use systematic and recognized grounding and shielding philosophy.*
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i chse 1. n, m-All ac epted and operational cedures, use of error codes, structure of the code,
revisions shall be saved for historical and plausibility che:ks, coding details, and testing pro-
backup purposes.- visions. The development of software practices is

influenced by the characteristics of the hardware
' 4.3.4 Security *TBCo. Security :is defined as selected for use, including the hardware-word
|those design practices and administrative pro- length, addressing modes, cycle time, architecture
cedures and/or controls that ensure the availabil- of the system, and the availability of supporting,

ity of the computer system is not jeopardized hardware. Typical supporting hardware may
L through malevolent, unintentional, or unauthorized include: memory management modules, graphics
access ar.d/or perturbation. Security practices shall devices, error-correction chips, bus management

- be defined in the System Requirements Specifica- modules, communications devices, and mathe-
tion and used throughout the life of the plant. In matics processors. The development of software

_ general, these practices should include: practices is also influenced by the development
hardware, the available software for both the

Class I, II, III. - Distribution of access development system (test beds), and the end prod-*

responsibility (hardware and software keys) . uct. Development software typically includes
among several individuals. operating systems, com>ilers, assemblers, linkers,

loaders, editors, graphics packages, and specifica- - -

- Cisss I, II, III. Use of "need to know tion languages.*

criteria" with respect to the hardware and
software keys, and the details of how the Unfortunately, there does not exist a standard set

: system operates with respect to job of software practices that, if used in a particular
responsibilities. . application, will guarantee that error-free, reliable

software will be written. The state of the art is such
- Class I, II, III. Classification and marking that code development must be written using top:*

of all data and disposal control of all down design, structured, and modular development
detailed information about the system techniques. The following requirements and/or

- being developed or in use. recommendations are made for software practices.

Class I, II, III. A software standard shall' Ciss:I. No modem access to the system is **

allowed. be written for the system being developed
in conjunction with the design phases of

Class I. No operator data input is allowed Section 4. The standard will emphasize+
directly into a Class I system. modularity, simplicity, and auditability as

follows:
Class II. All operator data input to the*

Tests shall be designed such that bothsystem requires an online edit for integrity -

~

checking prior to acceptance and use. . input and expected output are defined
prior to use for each module and func-

, + : Cisss I, II. Restrictions are placed on port- tional requirement. Tests will also be
able electrical equipment that may be designed to ensure that' bad data is
brought in proximity to the computers and rejected and appropriate action taken.
not previously tested for EMI generation.

- Practices shall be defined to allow each
- Class I, II. Once data entry is initiated, team (development teams or verifica-*

-_ data entry shall be completed or the system tion and validation teams) independent .'

will revert to previous data set. access to the code being developed.

:4.3.5 Software Practices. Software practices are - Group reviews and audit procedures
M : those design practices, standards, and guidelines shall I e defined.

'which are followed to ensure that the developed
Methods shall be defined to ensure thatisoftware is acceptably error free, maintainable, -

responsive to requirements, and changeable. Soft- the code meets the System Require-
ware practices typically include: selection and use ments Specification and the code is

~_ of computer languages, establishment of design pro- simpic to understand.

~

|
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class I, it, ///-The A/D converters shall- hiethods shall be defined to establish a

the file management techniques and exhibit a long-term stability greater than
access methods used to manage the the time between re .tlibration and/or
system development. scheduled maintenance.

class I, it-Calibration of the A/D con-aClass I, II, III. Assembly language code*

should be avoided. Strongly typed high- verters should not require removal of wires

level languages shall be used with three from terminal blocks (connectors are
ex:eptions: (a) timing requirements are acceptab.e) or modules from equipment

such that assembly code is required; (b) the racks.

functions or utilities are not readily
* Ci*88 1 11 ///-The A/D resolution,achievable in the high-level language; and

(c) upgrades to existing systems written in accuracy, and linearity shall be equal to or

an older language, better than that specified in the System
Specification.

Class I. A certified or verified compiler*

# 8 82 Di8"''' 1"#"' 8/ ""#88and/or operating system shall be used. Cer-
tification may be done in parallel with C#'ssI,it,ili-A method shall be provided*
system development by system developers. in hardware or software to effectively

debounce contact state transitions, or it
Class I. The use of interrupts shall be*

shall be demonstrated that these transitions
minimized.

have no detrimental effect.

Class II. A controlled compiler and/or*
4.3.83 Analog output signatinterface

operating system shall be selected and used
based on applicability to the problem, Class i it, tit-Digital-to-Analog (D/A) con-*

maturity of the software, and available version devices shall have their outputs suf-
support. ficiently filtered to prevent noise (typically

from high-speed switching) from causing
Class I, II, III. It shall be shown that the spurious output.*

assumptions made m the reliability analysis
(fault trees, failure modes, effects analysis) class I, it, sii-The D/A converters shalle

and defense-in-depth requirements are exhibit long-term stability greater than the
preserved in the software. time between recalibration and/or

scheduled maintenance.
4.3.6 Signal Conditioning. A standard, mature
protocol (bus) will be used. The bus structure shall class t, //, tit-The D/A converters' iesolu-*

be selected based on the functional and hardware tion, accuracy, and linearity shall be equal
requirements. Communications design shall include to or better than that specified in the
consideration for the following: System Specification.

Class i, li-Common mode, overvoltage,4.3.81 Analog input Signalinterface *

and/or frequency applied to the output of
class i, it, ///-The Analog-to-Digital (A/D) the D/A shall be isolated from the digital*

conversion units shall not exhibit fold-over side.
for an input differential or common mode

classi, //-The bandwidth of tne D/A shallovervoltage condition. The A/D units must a

withstand the maximum credible voltage be consistent with the phase and timing
(and frequency) associated with their loca- requirements of the process being
tion and use. controlled.

class 1. //-Calibration of the D/A con-classi,11,Ili-The bandwidth of the A/D **

converter and computer combination shall verters shall not require the removal of
be of a value sufficient to reconstruct the wires from terminal blocks (connectors are
signal to the accuracy specified in the acceptable) or removal of modules from !

System Specification. equipment racks.
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4.3.E4 aiserete output signatInter/aee design will allow control to be returned in
order that other functions can be processed

class 1. It-The power-down failure mode within required time limits.*

shall be consistent with the System Require-
ments Specification. 4.3.72 intercomputer Module riming

class I, It-The output circuits drive*
class I-If intercomputer synchronization*

capability, threshold levels, isolation levels, (only allowed in the coincidence logic
and delay shall be compatible with the between channels) is employed, it is
sterfacing equipment. required that synchronization errors or loss

f synchronization shall not result in the
4.3.7 Tim *ng. Timing is a critical issue in the design

I 55 f a protective function.and response of anv real-time system because that

'Y. stem must perform functions in response t ClassI, //-During Class I to Class Il com-*
stimuh within a specified time frame. A single com- . n, c mmunic tion errors or los.smumcaputer system which typically executes functions in

of c mmunic ti n shall not result m thea sequential, time multiplexed manner differs from
I 55 f a protective function.

its analog counterpart which typically executes func-
tions in parallel and continuously. This means that

classI,It, ///-Standard protocols shall be*
satisfymg the system 'esel requirements using a

used'
digital computer imposes new areas of concern that
are dependent on both hardware and software

* ##"** #' ##' ###- Ve rec mmend asyn-characteristics. The following requirements for tim-
chronous computmg module operation.

.

ing are divided into three groups where timing is
critical.

4.3.73 Internal Computing Module Timing

4.3.71 Process and/or Function level Timing
Class I-A simple loop structure is required*

classI,II-The System Specification shall that minimizes the number of paths anda

specify timing requirements for each func. branches necessary to define the software

tion required for the system. cycle time.

class I-A bus contention time-out feature*classI, //-It shall be demonstrated through*

testing and, if necessary, through analysis with error handling shall be used to prevent

that the system will meet the specified tim. processor latch-up and to detect address-

ing requirements. This analysis shall ing errors.

include determination of system bandwidth
including worst-case software cycle time, class //-The preceding paragraph is*

sample period, and response time, recommended.

class I, //-It shall also be demonstated 4.3.8 Single Failure |*

that the bandwidth of the signal condition-
Class I, ll-As required in 10 CFR 50,ing and filters is compatible with the tim- *

ing requirements for each signal and system Appendix A, Criterion 21:
bandwidth; this will eliminate signal alias- )
ing due to discrete sampling. "(1) no single failure (shall result) in

loss of the protective function and
class I, //-System timing reference shall (2) removal from service of any com-a

not be derived from sources subject to ponent or channel does not result ine

common mode or single point failure. the loss of the required minimum
System timing shall not be derived from a redundancy.. "
reference power grid source frequency.

As applied to computer systems, the single
class I, it-If external interrupt handlers failure applies to both hardware and soft-*

cannot be successfully completed, the ware components.
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4.3.9 Power. Digital computer systems are suscep- can contribute to the development of a reliable
tible to power-line noise, power loss, ac and/or de system. Reliability is defined as the characteristic
vc!tage fluctuations, and ac frequency deviations. of a component expressed by the probability that
The requirements of a power system are a function it will perform a required mission (function) under |

of'dw System Requirements Specification, and the stated conditions for a stated mission time (IEEE |
hardware and software selected ta realize the Std 352). Perhaps a more important characteristic
rer uirements, is the availability of the system to perform the ;

4

required function. Availability is defined as the
4.2s.1 C/ess i, //~ac Power Conditioning. It is characteristic of a com9onent expressed by the

recommended that is .iation/ regulation trans- probability that is will be operational at a randomly
formers be used. Care should be exercised in the selected future instant in time (IEEE Std 352). The
selection and use of the transformer. Single cycle following is a statement of reliability requirements
loss " ride through," lir e frequency versus regula- followed by requirements for design issues that
tion, line regulation, ;d regulation, isolation affect the reliability of computer systems, including
breakdown, and transient rejection (frequency error detection and/or corrective action, quality
response) shall be analyzed. assurance, verification and validation, maintenance,

system architecture, and obsolescence.
4.19.2 Class I, ll-dc Power Supplies. Similar ,

characteristics apply for both ac and de power 4.4.1 General Reliability Requirement
systems and shall be analyzed. Also, for de power

Class I, II. A reliability analysis must besystems, the nonvolatile memory requires additional *

stored energy capacity for purposes of graceful performed during the early phases of
power-dowr. This additional requirement shall be design (typically during the Engineering
proven through test and analysis. Design Alternatives phase). This study will

be conducted in accordance with the
4.as.3 Ctess i, //-Power-Up/Down Detection Cir- techniques described in IEEE Std 352

cuitry. Care should be exercised in the selection of (General Principles of Reliability A nalysis
power-up and/or power-down detection circuitry. ofNuclear Power Generating Station Pro-
The circuitry shall be capable of handling the lection Systems) for both hardware and
following power perturbations: a partial power up, software. The reliability analysis shall be
then power down, full power up, a partial power used as a design guide throughout the
down, then power up, and a full power down. The remaining design phases and shall constrain

specific requirement is stated as follows: the system design for both hardware and
software. The assumptions made in the

The digital computer system's power source, in Failure Mode and Effects Analysis shall be -

conjunction with the System Requirements demonstrated by test for both the hardware

Specification, the software design, and the hard- and software.
ware (vital bus, uninterruptible power supply, line

Class I, II. If the fault tree indicates thatvoltage regulators, line filters, and de power sup- *

plies), shall be capable of providing power such that a software function is only dependent on

Class I systems shall continue to operate in the a gr ap of functions, tests will be made to
presence of a design-basis power perturbation zero all common block variables, data
without the loss of a safety function. inputs, and all other subroutines not in the

dependent group to verify that the relia-
bility analysis is valid and constraints are4.4 Reliability bemg observed. Similar tests are required
for hardware. These tests can be performed

Reliability describes a fundamental design prin- by the development team and shall be per-,

- ciple that includes the selection of components, formed by the verification and validation

specification of component interaction, and the team.

establishment of procedures necessary to minimize
risks to the completed computer system. Certainly, 4.4.2 Error Detection and/or Corrective Action.
most of the design issues previously discussed under Error detection and/or corrective action (sometimes
the headings of Defense-in-Depth and Susceptibility called fault-tolerant computing) represents a signifi-

. of Computers (Sections 4.2 and 4.3, respectively) ' cant advantage of digital computers over analog
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systems because fault-tolerant techniques 9 can be This definition and the further supporting material
used to perform substantial real-time checking of in Quality Assurance Program Requirements for
both hardware and software. On the other hand, Nuclear Power Plants, ANSI /ASNIE NQA-1-1979
although fault-toleram techniques are recom- shall apply for hardware and software equipment.
mended (even required for Class I systems), the The additional requirements as specified in this
overuse or extensive use (for example the syn- document shall be included in the quality assurance
chronizathn of computer modules between chan- program. Additional quality assurance require-
nels) tends to become overly complicated if these ments are as follows:
techniques are not carefully designed. Note that
detection of a failure or error (and, therefore, cor- Class ( *I/OLD*. N!icroelectronic com-*

rective action) is implicit in the application of the ponents and circuits (microprocessors,
single-failure criterion.a Fault-tolerant * hniques isolation devices, and memories) shall be
shall be used within the design const mts pre- manufactured and tested in accordance
viously discussed, including timing requirements, with military specifications. The anplicable
interclass communication requirements, hardware military specifications are to be
speed, and software practices. The following determined.
requirements are made for fault-tolerant
computing:

Class I, II *llOLD*. Lead personnel on*

Class I-Fault-tolerant techniques shall be the design teams, the verification and*

used to mitigate the consequences of both validation team, and the quality assurance
hard and soft errors and to perform team shall have a minimum of five years
analytical checks necessary to provide con- har.ds-on design experience.

fidence that each function of the Class I
system is performing normally or as 4.4.4 Verification and Validation. Verification is
designed. An independent system monitor the comparison of the step-by-step requirements for
is required for each channel in the Class I software and hardware development to determine
system to monitor the status of the system, that there has been a faithful translation from
the bus activity, and take corrective action requirements of one design step to the requirements
if necessary. Also, as a minimum, single bit of the next design step. Validation is the determina-
correction is required for memory data and tion of the correctness of the final system, that the
instructions. integrated hardware and software product meets the

System Requirements Specification as installed inClass II, III-The use of real-time hard.*

the plant. The specific requirements for verificationware and software techniques to verify the
and validation are as follows:integrity of the control function is strongly

recommended. The use of recovery blocks,
Class I, II, Ill. A verification and valida-limit checks, error correction (single bit *

correction with two bit detection or even tion team or group shall be organized and

two bit correction), bus tests, memory operate independently from the design
checks, and recovery methods are recom. group with administrative authority to
mended as appropriate for the design of the (a) rcquire that specific test hardware and

system being developed. software be purchased, and (b) to hire con-
,

sultants necessary to perform the verifica- |4.4.3 Quality Assurance.10 CFR 50, Appendix B tion and validation function. Resolution of
staten design issues or differences of opinion with

" Quality Assurance comprises all those planned respect to meeting the design requirements ,

and systematic actions necessary to provide shall be resolved by the order of the I

fadequate confidence that a . . system, or com. verification and validation team.

ponent will perform satisfactorily in
service . .." Class I, II, Ill. The verification and.

validation team shall develop, design, and,
if necessary, purchase hardware and soft-

a. ANSI /IEEE Std 379-1977,"IEEE Standard Application of
the Single Failure Criterion for Nuclear Power Generating Sia- ware components (test beds) required to
tion Class IE Systems." perform independent tests.
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Class I. The methods used by the verifica- 4.4.5 Maintenance. Maintenance has two defini-*

tion and validation team shall be consistent tions. First, when applied to hardware, maintenance
with the type of hardware and software means the execution of diagnostics and tests to
diversity used in the design, detect problems and keep the hardware operational

and within specifications. Second, when applied to
Class I, II, III. A verification and valida- software, maintenance is the phase in the software*

tion plan shall be deseloped independently life cycle, following development, where repairs and
(with respect to the development activity) improvements to operation are made. The follow- !

and shall be consistent with the design steps ing requirements ar: necessary for maintenance of !
specified in Section 4.1 (Design Method). both hardware and/or so'tware: )

Class I, II. A manual override shall be*Class I, II, III. The verification and*

validation team shall certify through test available, as defined in IEEE Std 603, to
and analysis at each design step that the bypass (or tc inhibit) the capability of a por-

requirements have been met. tion of the hardware or software system for
accomplishing a safety function. This shall

Class I, II, III. Verification and validation only be permitted under administrative*

shall include interaction and testing during control.
software development.

* Class I, II. Only those hardware

Class I, II, III. The verification and
m inter.ance procedures shall be allowed as*

validation team shall certify that a software indicated in the System Specification.

design standard is developed, is satisfac- Class I, II, III. In accord with the require-*

tory, and followed. They shall also certify
ments for Error Detection and/or Correc-that the implications and restrictions

imposed on the design, due to the reliability tm Actmn ytmn M2), we reconimend
. . .

,

that extensive use be made of real-timeanalysis [(fault trees, failure modes and
effects analysis (FMEA)] have been *8" .st es f r detectmg problems and for

venfying th systent afta routine
followed. maintenance (during normal cperation).

Class I, II, III. The verification and* Class I, II, III. Maintenance shall be per-*

validation team shall conduct static and formed periodically with a period deter-
dynamic tests to ensure that the system per' mined by the component design life, duty
forms according to the System Require- cycle, reliability, failure modes, envi-
ments Specification. Tests shall be ronmental stress, and component or system
configured to ensure that the system history. This period shall be reviewed and
operates correctly with " good" data and adjusted as necessary.
that it also rejects " bad" data.

Class I, II, III. Hardware maintenance*

Class I, II, III. The verification and shall be performed to maintain each com-*

validation team shall determine the level of ponent and system within its specifications.
' detail necessary to requalify the system

Class I, II, III. All changes to the hard-after changes or maintenance have been *

made. It is anticipated that a substantial ware and software not included in the
number of tests will be executed during the System Requirements Specification or the
system development, and that most of System Specification shall require a
these tests will be repeated after the changes reverification and revalidation. The level of
are made. The results of these tests will be detail required for the reverification and
compared to previous results. revalidation shall be commensurate with

the class of the system, the magnitude of
Class I, II, III. All software maintenance, the change, and the relative importance of-*

validation test software, and validation test the functions being modified. Major
. data input and output shall be under changes may require a totai redevelopment,
administrative change control. reverification, and revalidation.
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4.4.6 Architecture. The term " architecture" is rience a short production time. Although most com-
used to discuss the interrelationship of the com- ponents are upward compatible with the next
ponents of the system; the functional modules that generation of components, the expected life time
provide erior correction, virtual memory of computer components is about 10 to 15 years.

- capabilities, extended mathematical calculations, This lifetime depends on the duty cycle and environ-
direct memory acces ec.,ntrol, and data communica- ment in which the components are used. Nuclear

- tions. The term "aahitecture" typically refers to power plants are expected to last about 30 to
the internal arctitectare of the CPU's memory, 40 years, but they will probably be in use for a
registers, accur:a lat 3rs, etc. The architecture of the greater period of time since it may be e.asier to refur-
computing hardware can enhance the reliability of bish an existing plant than to license and construct
the system being designed, increase the throughput a new plant. From a regulatory point of view, com-
of the system (speed of calculations), and enhance puter systems should be de3igned in anticipation of
the iunctionality of the system. The architecture of obsolescence of the hardware, and possibly the soft-
the system is also a determining factor in what the ware, which ulumately may not be supported by the
software is required to accomplish. The following manufacturer. As a minimum, the following recom-
requirements shall be imposed on the architecture mendations are made:
of a computer protection and control system:

Class I, II, III. We recommend flexibility*

Class I, II, III. The system shall be con- of design, with provision for change, and*

figured to meet the interclass communica- adherence to standard practices for both
tions requirements of Section 3.5. hardware and software.

Class I, II. The system architecture shall Class I, II, III. We recommend high-level* *

be configured to meet the diversity, redun. languages whose definition includes
dancy, independence, and reliability primitives for real-time, and multitasking
analysis requirements. operations.

Class I, II, III. We recommend that a suf .Class I. Each Class I channel shall have **

an operations monitor. ficient inventory of computer componerts
be maintained for the expected life of the

4.4.7 Obsolescence. Obsolescence is the process plant.
of phasing a component or system out of use
because of outmoded design or construction. Class I, II, III. We recommend that soft-*

excessive maintenance, or new operational require- ware be developed in a portable fashion,-
ments. The computer industry utilizes a rapidly isolating the system dependancies in one or
changing technology whose components may expe- two modules.

|
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5. RECOMMENDATIONS FOR ADDITIONAL STUDIES-

- In several places in this report, indications are tional studies should be conducted to establish
- made that additional work needs to be done in par- reliability goals for each class of computer equip-
- ticular subjects or issues. Rese subject areas include ment, to evaluate software quantitatively, to deter-
(a) diversity of hardware and software, (b) criteria mine fault-tolerant computer architecture and

- for EMC, (c) requirements for computer security, techniques applicable to Class I and Class 11 com-
and (d) quality assurance issues, in addition, due puters, and to esaluate military specifications for
to the state of the art in computer systems, addi- use in nuclear power p' ant computer systems.
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APPENDIX A

CURRENT CRITERIA

Licensing for construction and operation of a 2. Regulatory Guides and
Nuclear Power Plant is based on numerous codes, Regulations
guides, and standards. Because the use of computers
in safety systems is a relatively new application, there
are few documents which specifically address their To assist those in this industry in determining

( use. The following lists include documents which compliance to 10 CFR 50 and to provide detailed

relate to Plant Protection and Safety Systems. These guidance, numerous Regulatory Guides (RG),

documents presently are used to evaluate the applica. NUREGs, and Branch Technical Positions have

tion of computers in Safety Systems. been prepared by the NRC. The purpose of these
doctments is to assist those in the injustry in

1* law understanding the position taken by the NRC on
various issues as related to 10 CFR 50. The licensee
is required by law to meet some, but not all, of the

As related to Plant Protection and Safety criteria in these documents. However, since these
Systems, a licensee, by law, must meet the require- documents reflect the NRC's recommendations for
ments of NPS's 10 CFR 50, including Appendix A conformance to 10 CFR 50, and since it is incum-
and Appendix B. These systems are designed, built, bent on the licensee to conform to 10 CFR 50, it
qualified, installed, tested, and operated in con- is often easier and quicker for the licensee to obtain
formance with the requirements of 10 CFR 50. NRC approval (a license) by following the guides
Some of the Regulatory Guides, Regulations, and and regulations rather than to propose designs or
Industry Standards listed in Sections 2 and 3 of this methods which depart from them. More toimally,
Appendix must also be met by law because they are NUREG-0800 states:
required by 10 CFR 50 or the NRC.

" Regulatory Guides amplify specific regula-
NRC-10 CFR 50, Domestic Licensing of tions, describe acceptable methods for meeting
1981 Production and Utiliza- requirements and provide guidance to apph,-

tion Facilities. cants. Industry codes and standards set forth

NRC-10 CFR 50 General Design Criteria requirements and recommended practices

Appendix A,1981 for Nuclear Power Plants applicable to I and C systems for nuclear power
plants. These standards, as modified by the

NRC-10 CFR 50 Quality Assurance Pro- regulatory guides which endorse them, also pro-

Appendix B,1981 Eram Requirements for vide acceptable methods for meeting the
i Nuclear Power Plants cequirements of the regulations."
|
|

| NRC RG 1.22-1979 Periodic Testing of Protection System Actuation Functions

NRC RG 1.28-1979 Quality Assurance Program Recuirements (Design and Construction)

NRC RG 1.29-1978 Seismic Design Classification

NRC RG 1.33-1978 Quality Assurance Program Requirements (Operation)

NRC RG l.47-1973 Bypassed and Inoperable Status Indication for Nuclear Power Plant Safety
Systems

NRC RG 1.53-1973 Applice. tion of the Single-Failure Criterion to Nuclear Power Plant Protection
Systems
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NRC RG 1.62-1973 Manual Initiation of Protective Actions

NRC RG 1.68-1978 Initial Test Programs for Water-Cooled Nuclear Power Plants

NRC RG 1.75-1978 Physical Independence of Electric Systems

NRC RG 1.89-1974 Qualification of Class IE Equipment for Nuclear Power Plants

I
NRC RG 1.97-1980 Instrumentation for Light-Water-Cooled Nucl:ar Power Plants to Assess Plant i

and Environs Conditions During and Following an \ccident i

NRC RG 1.100-1977 Seismic Qualifica: ion of Electric Equipment for Nuclear Power Plants

NRC RG 1.105-1976 Instrument Set Points

NRC RG 1.118-1978 Periodic Testing of Electric Power and Protection Systems

NRC RG 1.131-1977 Qualification Tests of Electric Cables, Field Splices, and Connections for Light-
Water-Cooled Nuclear Power Plants

- NUREG-0308 1977 Safety Evaluation Report Related to Operation of Arkansas Nuclear One, Unit 2

NUREG-0491-1978 Safety Evaluation Report Related to the Preliminary Design of tlie Standard
Reference System RESAR-414

NUREG-0493-1979 A Defense-in-Depth and Diversity Assessment of the RESAR-414 Integrated Pro-
tection System

NUREG-0588-1979 Interim Staff Position on Environmental Qualification of Safety-Related Elec-
trical Equipment

NUREG-0696-1981 Functional Criteria for Emergency Response Facilities

NUREG-0737-1981 Claritication of TM1 Acdon Plan Requirements

NUREG-0800-1981 U.S. NRC Standard Review Plan (Formerly NUREG-75/087)

BTP ICSB-12a Protection 5 6 tem Trip Point Changes for Operation with Reactor Coolant Pumps
Out of Service

BTP ICSB-13a Design Criteria for Auxiliary Feedwater Systems

BTP ICSB-14a Spurious Withdrawals of Single Cor* l Rods in Pressurized-Water Reactors

BTP 'CSB-16a Control Element Assembly (CEA) Interlocks in Combustion Engineering Reactors

BTP ICSB-20a Design of Instrumentation and Controls Provided to Accomplish Char.geover
from Injection to Recirculation Mcde

BTP-ICSB-21a Guidance For Application of RG 1.47t

BTP-ICSB-22a Guidance for Application of RG 1.22

,

a. HTPs are located in NtJREG-0800.
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3. Industry Standards Society or Niechanical Engineers (ASN1E). Some of
these standards must be met by law because of a

Professional societies and institutes which have requirement by 10 CFR 50(e.g., IEEE Std 279) or
expertise related to the Nuclear Power Industry have by the NRC. As stated previously, it is usually easier
prepared numerous Industrial Standards which are for the licensee to obtain NRC approval by com-
endorsed by the NRC. These organizations include plying to t!'e applicable standards rather than
the Institute of Electrical and Electronics Engineers deviating from them. The NRC has made inter-
(IEEE), American National Standards Institute pretations of some of these standards with
(ANSI), American Nuclear Society (ANS), Instru- Regulatory Guides. This has been done to modify
ment Society of America (ISA), and American and clarify these standards when needed.

ANSI C37.90-1978 Relays and Relay Systems Associated with Electric Power Apparatus

ANSI /ANS-4.1-1978 Design Basis Criteria for Safety Systems in Nuclear Power Generating
Stations

ANSI /IEEE-ANS-7-4.3.2-1982 Application Criteria for Programmable Digital Computer Systems in
Safety Systems of Nuclear Power Generating Stations

ANSI /ASN1E NQA-1-1979 Quality Assurance Program Requirements for Nuclear Power Plants
(Supersedes ANSI /ASN1E

N45.2-1977)

IEEE 279-1971 Criteria for Protection Systems for Nuclear Power Generating Stations

IEEE 308-1980 Criteria for Class IE Electric Systems for Nuclear Power Generating
Stations

IEEE 323-1974 Qualifying Class IE Equipment for Nuclear Power Generating Stations

IEEE 336-1977 Installation, inspection, and Testing Requirements for Instramenta-
tion and Electric Equipment During the Construction of Nt. clear Power
Generating Stations

IEEE 338-1977 Criteria for the Periodic Testing of Nuclear Power Generating Station
Safety Systems

IEEE 34.t-1973 Recommended Practices for Seismic Qualification of Class IE Equip-
ment for Nuclear Power Gen: rating Stations (Ntodified by NRC
Regulatory Guide 1.100)

IEEE 352-1975 Guide for General Principles for Reliability Analysis of Nuclear Power
Generating Station Protection Systems

IEEE 379-1977 Application of the Single Failure Criterion to Nuclear Power Generating
Station Class IE Systems

IFEE 381-1977 Criteria for Type Tests of Class IE Niodules Used in Nuclear Power
Generating Stations

IEEE 383-1974 Standard for Type Test of Class IE Electric Cables, Field Splices, and
Connections for Nuclear Power Generating Stations (Ntodified by NRC
Regulatory Guide 1.131-1977)
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IEEE 384-1980 Criteria for Independence of Class IE Equipment and Circuits
(Modified by NRC Regulatory Guide 1.75-1978)

. IEEE 420-1973 Trial-Use Guide for Class IE Control Switchboards for Nuclear Power
Generating Stations

*

IEEE 467-1980 Quality Assurance Program Requirements for the Design and Alanufac-
ture of Class IE Instrumentation and Electrical Equipment for Nuclear
Power Generating Stations

IEEE 472-1974/ Guide for Surge Withstand Capability (SWC) Tests
ANSI C37.90a-1974

IEEE 494-1974 Method for Identification of Documents Related to Class IE Equip-
ment and Systems for Nuclear Power Generating Stations

IEEE 497-1981 Criteria for Accident Monitoring Instrumentation for Nuclear Power
Generating Stations

IEEE 566-1977 Recommended Practice for the resign of Display and Control Facilities
for Central Control Rooms of Nuclear Power Generating Stations

IEEE 577-1976 Requirements for Reliability Analysis in the Design and Operation of
Safety Systems for Nuclear Power Generating Stations

IEEE 603-1980 Criteria for Safety Systems for Nuclear Power Generating Stations

IEEE 627-1980 Design Qua!!fication of Safety Systems Equipment Used in Nuclear
Power Generating Stations

IEEE 729-1983 IEEE Standard Glossary of Software Engineering Terminology

IEEE 730-1981 Standard for Software Quality Assurance Plans (Provides general
guidance; not approved by IEEE for Nuclear Power Generating
Stations)

ISA-RP55.1 Recommended Practice, Hardware Testing of Digital Process
Computers.

b

.
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