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'U. S. NUCLEAR REGULATORY COMMISSION

REGION 1

Report No. 50 271/92-11

Docket No. 50-271

License No. DPR 28

Lidensee: yermont Yankee Nuclear Power comoration

Facility Name: . Vermont' Yankee Nuclear Power Station

Inspection At: Vernon. Vermont

inspection Conducted: May 18-22.1992

i % /f- f AInspector: >

'R. E Albert, lysical Security inspector Date
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Approved 13yr- -

- . R. KelmigJ:h Safeguards Section Date |
Division of Radia ' n Safety and Safeguards

. Areas Insoected: - A previously reported licensee security event; management support,
security program plans and audits; protected and vital area physical barriers, detection and
assessment aids; protected and vital area access control of personnel and vehicles;' power
supply; and compensatory measures.

The inspection was followed by a Management Meeting on May 22. A summary of that ;

meeting is docurnented in this inspection report.

Esiulls:| The lleensee's security program is directed toward public health and safety. The -
licensee was in compliance with NRC requirements in the areas inspected. Potential

Lweaknesses were identified in the design of the access control facility, access control of-
, vehicles, and in the licensce's ability to assess security events.
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DETAILS

1.0 Kev Personnel Contacted

Lktnice

'R. Grippardi, Quality Assurance Supervisor
*G. Morgan, Security Manager (effective 06-22 92)
*J. Moriarity Security Supervisor
*R. Pagodin, Technical Services Supervisor
*R. Putnam, Security Technical Assistant
*D. Reid, Plant Manager
*M. Varno, Plant Services Supervisor

- Contractor '

*F. Harper, Security Training Supervisor, Orcen Mountain Security Services
(GMSS)

*W. Jacobson, Security Operations Supervisor, GMSS

U. S. Nuclear Regulatory CommissiQu

*P. Harris, Pesident inspector

* Indicates those present at the exit meeting

The inspector also interviewed other licensee personnel and members of the contract
security force during this inspe', tion.

2.0 Follow Un of Previously identined items

(Closed) Violations 50 'ui/90-11-03 and 50-271/91 17-04: Failure to complete a
one-hour report on a security event. Inspection Report No. 50-271/92-05, Section
2,2,2, indicated that violations 90-11-03 and 91-17-04 (erroneously listed as .93-17-04)
would remain open pending NRC review of a security event that occurred in January
1992 (Licensee Event Report (LER) No. 92-S01).

NRC review of the I ER found that the licensee had promptly reported the event to
the NRC whea con 6rmation of a reportable condition was received. Therefore,
failure to report an event was not involved in this case. However, a common
problem exists in all three cases in that the licensee did not comprehensively evaluate
the information at hand to determine whether the given conditions were suf6ciently
signi6 cant to warrant prompt implementation of compensatory measures and
consideration as reportable events.

_ _ . . _ ____-
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During this inspection, the inspector discussed this matter with the licensee. The
licensee committed to (1) conduct training to increase sensitivity of supervisory
personnel regarding the evaluation of events; and (2) review the procedure for
initiating compensatory measures and for event reporting to determine its adequacy.

This matter is considered an inspection follow-up item (IFl 50 271/921101) and will
be reviewed during a subsequent inspection. The previously identified violations,90
11-03 and 91-17-04 are closed administratively, and NRC review of the licensec's
corrective actions regarding those violations are included under this IFl.

3.0 Manacement Supoor1. Security Program Plans and Audits

01 Managunent Support

Management support for the licensee's physical security program was
determined to be adequate by the inspector. This determination was based
upon the inspector's review of various aspects of the licensee's program during
this inspection, as documented in this report.

The initiatives taken by the licensee in response to the Operational Safeguards
Response Evaluation (OSRE) findings reflected good management support.
Through those initiatives, such as modifying some existing weapons,
purchasing new weapons, and hiring consultants to evaluate and test security
capabilities, it appears that the licensee is taking appropriate actions.

3.2 Security Program Plans

The inspector verified that changes to the licensee'1 Security, Contingency,
and Guard Training and Qualification Plans, as implemented, did not decrease
the effectiveness of the respective plans, and had been submitted in accordance
with NRC requirements.

3.3 Audits

The inspector reviewed the VY-92-04 annual security program audit report and
verified that the audit had been conducted in accordance with the NRC-
approved physical security plan (the Plan). The inspector's review found that
the res.ilts of the audit were reported to the appropriate levels of management.
Management actions to resolve the audit finding were generally acceptable.
However, there were three findings which require further evaluation:

- - - - . . - - . .
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3.3.1 A Vital Area is Protected By A Single 13arrier

THIS PARAGRAPH CONTAINS SAFEGUARDS
INFORMAil0N ANDIS NOT FOR PUBllC
DISCLOSUREliISINTENTIONALLY
LEFT BLANK.

- The NRC permits exceptions, in certain cases, and allows a vital area
to be protected by a single barrier, as indicated in NRC Review
Guideline Number 13, dated January 10, 1979. The licensec's
response to this audit finding invoked Review Guideline Number 13,
but there is no exception noted in the NRC approved physical security
plan (the Plan).

The NRC will review this matter further and determine the applicability
of the Review Guideline in this instance. The licensee will be notified
when a determination is made.

3.3.2 ^ Potential Existed To Circumvent Certain Access Search
Reauirements

. THG PARAGRAFH CONiMNHMEGUARDS
INFORMAliON /C D NOT FOR Pur!tC
DISClOSUU IT i5 iNiBniONALLY
LEFT BLANK.

The licensee's corrective actions included writing specific post
instructions for thu security officers who perform acceas control duties.
The inspector reviewed the corrective actions and found that the post
instructions did not adequately address the vulnerability.

The licensee revised the post instructions and committed to reevaluate
this matter to ensure effectiveness, nis matter will be reviewed in a
subsequent inspection.-

3.3.3 Vehicle Search Deficiency

THB PARAG9APM COtsus WE3:JA,3s
INi? WTM t' dun Mo? m c ?

C!!Cl0EUU itis MENT!ONA!Ly
lEff ELANK,
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The licensee committed to evaluate this matter, and it will be reviewed
during a subsequent inspection.

4.0 Protected and Vital Area Physical Barriers. Detection and Assessment Aids
,

4.1 Protected Area Barriers

The inspector conducted a physical inspection of the protected area (PA)
barrier on May 18,1992, and determined by observation that the barrier is
installed and maintained as described in the Plan. No deficiencies were noted.

4.2 Protected Area Detection Aids

The inspector requested that the licensee conduct tests of the PA perimeter
intnision detection system on May 19, 1992. Numerous tests were conducted
around the entire perimeter, and the inspector determined that the detection
system was installed, maintained and operated as committed to in the Plan.

Two areas were found to be marginally acceptable. The licensee immediately
implemented compensatory measures. Those areas were adjusted, and
satisfactorily retested within several hours.

4.3 Isolation Zones

The inspector verified that the isolation zones were adequately maintained to
permit observation of activities on both sides of the PA barrier. No
deficiencies were noted.

4.4 Assessmerit Aids

The inspector observed the PA perimeter assessinent aids and determined that
they were installed and operated as committed to in the Plan. No deficiencies
were noted.

4.5 Vital Area Barriers

The inspector conducted a physical inspection of selected vital area (VA)
barriers on May 21,1992, and determined by observation that the barriers
were installed and maintained as described in the Plan. No deficiencies were
noted.

,
. . . . . ... . . . . . . . . . .
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4.6 Vital Area Detection Aidj ,

The inspector observed and requested testing of selected VA detection aids on,

Ma; 21,1992, and determined that they were installed, maintained and i

operated as committed to in the Plan. No deDelencies were noted. !

5.0 Protected and Vital Area Access Control of Personnel and Vehicles f

5.1 Personnel Access Control

'1he inspector determined that the licensee was exercising positive control over
personnel access to the PA and VAs. This determination was based on the
following:

5.1.1 The inspector verified that the licensee has a program to conDrm the
trustworthiness and reliability of employees and contractor personnel.

5.1.2 The inspector verified that the licensee took immediate measures to
prevent unescorted access to the PA and VAs when employees and
contractor personnel were terminated or transferred for cause. The
measures included changing keys, locks, combinations or related access
control devices to which the individual had access.

5.1.3 The inspector verified that the licensee took precautions to ensure that
an unauthorized name cannot be added to the access authorization t

program.

5.1.4 The intpector verified that the licentee has a mechanism for expediting
access to vital equipment during ernergencies and that the mechanism is
adequr.tc for its purpose.

5.1.5 The inspector verified that unescorted access to VAs is limited to
authorized individuals. The access list is revalidated at least once every
31 days as committed to in the Plan.

5.2 Vehicle Access Control

The inspector determined that the licensee properly controls access to and
- ,

within the PA. The inspector verified that vehicles are properly processed
prior to entering the PA. The process was consistent with commitments in the
Plan.
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The licensee committed to review this aspect of its program and take -
e

appropriate corrective actions. This area will be reviewed during a subsequent
inspection.

6.0 - Emercency Power Supply

The inspector veriGed that there are several systems (batteries, dedicated diesel
generator within a VA, and plant on site AC power) that provide backup power to the
security systems. No deGelencies were noted.

7.0 - Comnensatory Measuta

The inspector reviewed the licensee's use of compensatory measures and determined
them to be as cammitted tv in the Plan. No discrepancies were noted.

8.0 Exit Interview

'The inspector met with the licensee representatives indicated in Paragraph 1.0 at the
-

conclusion of the inspection on hiay 22,1992._ At that time, the purpop and scope
of the inspection were reviewed and the Gndings were presented. Tb* l'censee's

,

y

commitments, as documented in this report, were reviewed and confirmed with the
licensee.

- 9.0 hianagement Meeting

9.1 Mr. D. Ih 'i and other members of the licensee's staff met with Mr. J. Joyner
and other NRC staff members on May 224 1492, at the Vermont Yankee
Nuclear Power Station. The purpose of tn .nceting was to discuss tne currents

status of the physical security program being implemented at the station.

The discussions centered on (1) proposed organizational changes affecting the
seemity program, (2) licensee actions on OSRE findings, (3) security training

_

and performance - problem feedbacx, (4) CCTV upgrade, (5) implementation
of access authorization rule, (6) the No. 2 Gatehouse, and (7) overtime and

_ . .. -. . . .. . - . _ _ _ __ _ ___ _ _
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other staffing issues. Specific details of the discussions are deemed to be
safeguards information and are exempt from public disclosure in accordance
with 10 CPR 73.21.

Of particular interest to the NRC were the organizational changes that will
take effect on June 22,1992. On that date, the security program will be
placed under the auspices of a security mai,ager, a position created during a
reorganization, reporting to the Technical Services Superintendent, who reports
directly to the Plant Manager. Previously, the program was included under
the responsibilities of the Plant Services Supervisor and a Security Supervisor.
The licensee indicated that the change would allow more direct attention to the
program fram upper-level plant management. The security manager position
is to be filled by an individual, with prior military security experience, from
the Opetational Quality Assurance Department of Yankee Nuclear Services
Division.

In conclusion, the meeting provided the NRC with an overview of the existing
and planned activities in the area of security for the station.

9.2 Following is a listing of personnel who participated in the Management
Meeting:

,

9.2.1 Licmsg:

G. Morgan, Security Manager (Effective 06-22 92)
J. Moriarity, Secunty Supervisar
R. Pagodin, Technical Services Supcivisor i

R. Putnam, Security Technical Assistant '

D. Reid, Plant Manager
M. Varno, Plant Services Supervisor

9.2.2 U. S. Nuclear Regulatory Commission:

R. Albert, Physical Security inspector
H. Eichenholz, Senior Resident inspector
P. Harris, Resident inspector
J. Joyner, Chief, Facilities Radiological Scfety and Safeguards Branch

(FRSSB), Division of Radiation Safety and Safeguards (DRSS)
R. Kcimig, Chief, Safeguards Section, FRSSB, DRSS
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