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SUMMARY
.

Scope:

This routine announced inspection was conducted in the various aspects of the
Physical Security Program for Power Reactors. Specifically, security program
plans and implementing procedures; testing, mainter.ance and compensatory
measures; assessment aids; detection aids; alarm stations; and communications
were reviewed. Also, the inspectors reviewed the facility's Final Safety
Analysis Report in the area of Security.

Results: 1

|
In the areas inspected, violations or deviations were not identified. |
Observation and inspection results confirmed operational effectiveness of the !
security program. Security plans and procedures were found to be detailed to |
fully implement the Physical Security Plan requirements. The testing program
for the newly installed security system was detailed and provided for a |

thorough review of the system requirements before acceptance. A review of the
licensee's documentation determined that testing and maintenance of security
related equipment was completed and in accordance with the Physical Security
Plan. Cameras provided good assessment and newly installed monitors were
clear and precise. Protected and vital area detection aids were properly
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installed and annunciated accordingly. Nuisance alarms had increased recently
due to birds gathering around the intake area. Alarm stations and
communications equipment were found to be properly installed and fully

4

supported the requirements of the Physical Security Plan. Alarm station
operators were observed and determined to be well trained and capable of
properly operating the new computer and communications equipment.
Communication equipment was appropriate to meet Physical Security Plan
requirements. LER 94-S02-00 was closed.
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REPORT DETAILS

1.0 Persons Contacted
I

!1.1 Licensee Employees

*A. Brittan, Site Security Manager, Brunswick Nuclear Plant (BNP),
,

Carolina Power and Light Company (CPAL) |
*M. Calloway, Manager, Access Authorization, CP&L
*W. Hatcher, Director, Nuclear Security, CP&L
*S. Holth, Security Specialist, BNP ,

i

*G. Honma, Manager, Licensing and Regulatory Programs, BNP i
*R. Kester, Project Manager, Security, BNP
*W. Levis, Director of Site Operations, BNP l
*R. Lopriore, Plant Manager, BNP 1

*S. Tabor, Senior Specialist, Regulatory Affairs, BNP
*J. Thompson, Manager, Security, BNP

1.2 Other licensee employees contacted during this inspection included i

craftst.,en, engineers, mechanics, security force members, technicians, '

and administrative personnel.

1. '. U.S. Nuclear Regulatory Commission

*C. Patterson, Senior Resident Inspector
*E. Brown, Intern

9

* Attended Exit Interview

2.0 Physical Security Program for Power Reactors (81700) !

2.1 Security Plan and Implementing Procedures

The licensee's Physical Security Plan (PSP), Revision 0, dated August 8,1995,
and implementing procedures were reviewed by the inspectors to ensure they |
were written to meet regulatory requirements.

The inspectors noted that the licensee had established a mechanism for
establishing, maintaining, and enforcing written security procedures. The
licensee also documented the structure of the security organization, which
details the duties of officers and other individuals responsible for security.

The inspectors verified that the licensee had established adequate procedures
as required by the PSP and regulatory requirements. The implementing
procedures did not conflict with safety and did not impede movement and access
of operation of support personnel during emergency response situations. The
inspectors verified that procedures and revisions were approved by the person
responsible for the security function and were properly distributed and
appropriately protected.
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Based on the inspectors' review, it was determined that the licensee had,

. developed adequate plans'and procedures to support the site's physical' security operation.
.

There were no violations of regulatory requirements noted in this area.
'

2.2 Testing and Maintenance

The inspectors reviewed the licensee's established program for testing and
maintenance of the security system. As part of the inspection, the inspectors
reviewed OSP-PM94004-5, " Security Computer System Dynamic Site Acceptance
Test," Rev. 3, dated October 28, 1995. In addition, OSP-PM94004-3,
" Acceptance Test for Security Telecommunications System Modification", Rev. O,
dated July 28, 1995, was also evaluated. The inspectors determined that both
test procedures were in-depth and fully tested each component of the new
security system to ensure compliance with the PSP before acceptance. '

During the inspection, the inspectors observed the licensee's test of portions L

of the installed microwave and E-Field detection equipment around the
protected area perimeter. The inspectors did not have the licensee attempt to
jump, crawl, or run through the detection equipment. The inspectors did

;

request the licensee to walk through detection zones to cause an alarm to ~

review camera call-up and to verify assessment aids. All zones tested
functioned as intended. Assessment aids are further discussed in
paragraph 2.4.

I

In addition, the inspectors reviewed random seven day testing records for the )
month of January 1996. All records indicated tests were done in accordance
with licensee procedures and within the requirements of the PSP. J2

l

Based on review of procedures and observation during the course of the )
inspection, the inspectors concluded that the licensee had an established I

maintenance capability that was responsive to the testing and maintenance I
program. |

There were no violations of regulatory requirements noted in this area.

2.3 Compensatory Measures

The inspectors reviewed security related work orders for the period of
January 1, 1995 to December 31, 1995, and learned that the licensee had
limited compensatory measures during the year. The inspectors determined that
turnover time on compensatory measures averaged approximately 12 hours. The
licensee had 504 hours of compensatory measures in place for the year of 1995
which is below the Region II average. There were no long standing
compensatory measures noted by the inspectors.

There were no violations of regulatory requirements noted in this area.
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2.4 Assessment Aids

On February 8, the inspectors conducted a test of the assessment aids during -

day operations to ensure that the assessment aids were in accordance with the
requirements of the PSP..

The insp'ectors observed the assessment aids for select zones of detection
around the protected area. The review determined that during daytime ,

operations there were no deficiencies. Based on the inspectors' findings '

during testing, it was determined that the licensee had in place assessments
aids that provided adequate assessment to detect an intruder within the
protected area.

There were no violations of regulatory requirements noted in this area.

2.5 Detection Aids - Protected Areas / Vital Areas

The inspector verified, by observing the licensee's testing of selected
protected and vital area detection aids, that the licensee was capable of
detecting attempted penetration of the protected area.

The inspectors determined by document review and a walkdown of the system that
the licensee had installed the intrusion detection equipment in accordance-
with PSP requirements. Based on observation and review of alarm records for
the period of January 1 - 7, 1996, the inspectors determined that the alarm
system was receiving very few false alarms from perimeter alarms. However,
nuisance alarms had increased due to birds entering the field of detection
around the intake area. As of February 10, the licensee's Fix It Now Team
(FINT) installed additional fencing to keep the birds away from the detection
devicest The licensee currently has a commitment in their PSP not to exceed

,

one false and one nuisance alarm per day per zone. The inspectors made a
determination that this commitment was not capable of being met. The licensee
plans to submit a plan change to have a generic PSP for all three sites in the
near future, which will include a different commitment for determining
false / nuisance alarm rates.

2.6 Alarm Stations

Discussion with the Security Technical Support Manager and observation of
operational activities within the Central Alarm Station (CAS) confirmed that
the alarm stations were operating as required by the PSP, to include all of :
the muxes and associated wiring which were operational during the inspection. |

The inspectors verified that the licensee had established and maintained a CAS
and Secondary Alarm Station (SAS) to meet the requirements of the PSP. Both
alarm stations were equipped with alarm, surveillance, and communications
equipment as required by the PSP. The CAS was manned by one trained operator
and the SAS was manned by two trained operators. Both alarm stations were
capable of contacting local law enforcement agencies (LLEAs).

.
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The inspectors verified that both alarm stations were independent and provided
redundancy and diversity so that the failure of alarm annunciators in one of
the alarm stations would not prevent annunciation of alarms in the other alarm
station as required by the PSP.

The inspectors verified that the CAS operator did not have any operational
activities that would interfere with the execution of assessment and response
functions to meet the requirements of the PSP.

Based on review of alarm station operation, the inspectors concluded that both
CAS/SAS operations were capable of supporting site security operations. The
inspectors further verified, while observing CAS operations, that the
operators were trained to properly respond to alarm situations.

There were no violations of regulatory requirements noted in this area.

2.7 Communications

The insp'ectors ascertained that the licensee had established and maintained
the required internal and external communication links in accordance with the
PSP.

The inspectors verified that each officer, watch-person, or armed responder on
duty could maintain continuous' communication with an individual in each of the
continuously manned alarm stations. Further, the inspectors, while observing
CAS/SAS operations, noted that the operators were capable of continuous
communication with each officer, and were capable of calling for assistance
from other members of the security force and from LLEA as defined in the PSP.
In addition, the inspectors reviewed daily radio status forms and shift 1

communication records for all shifts for the period of January 1 - January 7,
,

1996. All records reviewed denoted that radio communications were properly |
tested and maintained in accordance with Security Instruction OSI-03,
" Security Communications," Rev. 24C, dated October 11, 1995.

The inspectors verified that hard-wired communication systems, such as
telephone and intercom met the diversity and redundancy requirement and both
alarm stations were capable of establishing telephone communication with LLEA
as required by the PSP.

The inspectors verified that the radio communication systems were diverse,
redundant, and both alarm stations had the capability to maintain continuous
two-way radio communication with LLEA.

The inspectors verified that the access control facilities and alarm stations
had the capability to summon assistance by the use of a duress system.

1

Based on the above, the inspectors determined that the licensee's
{communications equipment met the requirements of the PSP.
|

There were no violations of regulatory requirements noted in this area.
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3.0 Action on Previous Inspection Findings

CLOSED - LER 94-S02-00, Worker Granted Unescorted Access. The licensee
generated Condition Report 94-01239, dated July 22, 1994 in response to this
event. Previously, the licensee was issuing I hour notifications in the area
of falsification of employment applications, but the NRC has clarified
reportirfg requirements to log such events in the quarterly safeguards event
logs. As an immediate corrective action, the licensee audited William Power
Corporation, the self-screener who originally granted access to the
contractor. As of January 1,1995, CP&L performed all aspects of the access
authorization process. The inspectors concluded that licensee actions were
prompt and appropriate.

4.0 Review of Updated Final Safety Analysis (UFSAR) Commitments
]

A recent discovery of a licensee operating their facility in a manner contrary
to the UFSAR description highlighted the need for a special focused review
that compares plant practices, procedures and/or parameters to the UFSAR

,

descriptions. While performing the inspection discussed in this report, the ;
inspectors reviewed the applicable portions of the UFSAR that related to the

|
areas inspected. The inspectors verified that the UFSAR wording was
consistent with the observed plant practices, procedures and/or parameters. |

5.0 Exit Interview

The inspection scope and results were summarized on February 9, 1996, with
those persons indicated in paragraph 1. The inspectors described the areas-

inspected and discussed in detail the inspection results listed below. The
licenses was informed that no violations of regulatory requirements were noted
during this inspection. In addition, the licensee was informed that a

iperformance test of the capabilities of the security force and security '

hardware to support the Physical Security Plan requirements had verified that ,

the licensee was capable of implementing the areas of the Physical Security
Plan inspected. The licensee was informed that the new security equipment
reviewed during the inspection was very well installed, pre-operationally
tested and was providing excellent support to the security program.
Dissenting comments were not received from the licensee.

Item Number Status DescriDtion and Reference

LER 94-S02-00 Closed Worker who falsified application for
employment granted unescorted access.
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