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Scope:
1

This routine,. announced inspection was conducted in the area of Physical I
-

' Security Programs for Power Reactors. Specific areas evaluated were audits, '

-corrective actions, management support, security program plans, and i
effectiveness of management control. Also, the inspector reviewed the
facilities Final Safety Analysis Report in the area of security.

Results:
'

In the areas inspected, violations were not identified. Effectiveness of
management controls and management support to the security program was a
strength. Management's involvement implementing the security program was-

timely and productive. Internal and external audits were thorough, complete,
and effective in uncovering weaknesses in the security program. Corrective
actions reviewed to audit findings, security event log entries and licensee
event reports were. competent and responsive.
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REPORTfDETAILS

1. Persons Contacted
;.

Licensee Employees4

*E. Grecheck, Acting Assistant Station Manager, Operations and
Maintenance, North Anna Power Station (NAPS)

'

*D. Heacock,' Assistant' Station Manager, NAPS
*L. Jones, Nuclear Specialist, Nuclear Oversight, NAPS
*J. Smith, Superintendent, Engineering, NAPS
*A. Stall, Station Manager, NAPS
*M. Whalen, Licensing, Technician' Analyst, NAPS
*L. Wilson, Supervisor Security Operations, NAPS

Other licensee employees contacted during this inspection included
operators, security force members, technicians, and administrative
personnel.

U.- S. Nuclear Regulatory Commission
'

*L. Garner, Project Engineer, Division of Reactor Projects
*R. McWhorter, Senior Resident Inspector

* Attended exit interview

2.0 . Physical Security Program for Power Reactors. (81700)

'2.1 Audits

Based on the commitments of the Physical . Security Plan (PSP), the inspector
evaluated the licensee's audit program. This was to ensure compliance with
the requirement for an annual audit of the security and contingency programs.

-Also, the inspector evaluated the qualifications and independence of the
auditors.

'

2.1.1 Internal Security Audits

Security Department Self-Assessment Program conducted by the North Anna Power
Station (NAPS) Security Department was conducted quarterly. Twenty three
areas were annually reviewed. During the four quarters of 1995, 18
nonregulatory concerns were identified.

Security internal audits were conducted annually. The last audit (95-N-01)
was completed December 5-7, 1995 by personnel from the Surry Power Station
(SPS) Security Department. Seven areas were reviewed. Five strengths, four
enhancement items, and three findings were found.
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Security Department 1995 Annual Maintenance Analysis Report, dated January 25,
; 1996, was conducted by the NAPS's Technical Security Coordinator. This report

was a summation of the quarterly reports. This audit found that the increase
in total work requests were attributed to additional equipment under security ;

cognizance and several repeat requests for the same deficiencies. The audit
noted a significant increase in NRC reportable events due to hardware
failures, special purpose detectors, security doors, lighting, and security
turnstiles. Equipment replacement and repairs have significantly reduced the
number of reportable events.

2.1.2 Security External Audits

Quality Assurance Audit Report (C95-01) dated March 16, 1995, reviewed
Security and Fitness For Duty (FFD) Programs at the licensee's Corporate
office and NAPS and SPS. This audit was conducted from January 19 to
February 16, 1995. Twenty-five security program attributes were evaluated.
Seventeen FFD program attributes also were evaluated. The C95-01 audit i

concluded that the programs evaluated met regulatory requirements and these
requirements were effectively implemented. The audit noted that the security
and FFD personnel were knowledgeable, well trained, motivated and continued to :
demonstrate a proactive and professional attitude. The audit results were two '

strengths, one finding, and no enhancements. The one finding indicated that
no objective evidence could be found to confirm that periodic communication ,

testing between the Central and Secondary Alarm Stations and the Main Control
Room (MCR) were being performed. Thorough licensee discussion, the -

inspector's determined that the tests were being performed, but were not being
documented.

|

The findings from the above audits were not safety significant or violations Jof regulatory requirements. The auditors of the external audit sent those
findings to the licensee's plant and corporate management at least one level i

higher than that having responsibility for day-to-day plant operation. Audit ;
reports were available for inspection at the plant for at least three years. i

Licensee-conducted audits were thorough, complete, and effective in terms of
uncovering weaknesses in the security system, procedures, and practices. The '

audit reports concluded that the security program continued to be. effective in ~

most areas. Problems identified were not prceranatic; but indicated an
improved awareness of certain procedure requh ements was needed. The licensee
had acted appropriately in response to the findings and reconuendations made

,

in the audit reports.
|

There were no violations of regulatory requirements fourd in this area.

2.2 Corrective Actions

During the inspection, a small representative sample of the problems
identified by audits, inspections, and Safeguards Event Logs (SEls) were
evaluated by the inspector to determine whether review and analysis were
appropriately ~ assigned, analyzed and prioritized for corrective action and
whether the corrective action taken was technically adequate and performed in
a timely manner. There were no licensee event reports (LERs) pertaining to
security since the last inspection. In addition, audit corrective actions are
discussed in paragraph 2.1.

!
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2.2.1 SELs '

A review of the quarterly SELs revealed the following:

Human / Personnel Errors - During a steam generator outage, 3rd quarter 1995,
there was a large number (30) of lost security access badges. At that time

| there were 1458 contractors onsite. This problem should decrease and be more
manageable, when the biometrics system is installed in early Fall 1996.

Hardware Errors - The hardware events have increased since 1995:

1995 - 25
1994 - 11 ,

1993 - 5 !
|

Fifteen of the 25 events were attributed to search equipment, security !

inverter and Unit 2 control room door failures. The metal detectors and
security inverter were replaced and new hinges were installed on the Unit 2 ;

control room doors. Since implementation, no additional problems wera i
er. countered involving these areas. i

There was an increase in total work order requests since 1994. This increase I
is attributed to additional equipment under security cognizance and several
repeat requests for the same deficiencies.

1993 = 521
1994 - 461
1995 - 527 !

Communication, balanced magnetic switch, perimeter detection equipment, card
readers and multiplexers, vital area doors, and miscellaneous work order
requests had decreased since 1993.

The inspector determined that all the above items were reviewed, appropriately
assigned, analyzed and prioritized for corrective action. The corrective ;

actions taken were technically adequate and performed in a timely manner.

There were no violations of regulatory requirements found in this area.

2.3 Management Support

The inspector evaluated the degree of the licensee's management support to the
site physical security program. Based on the requirements contained in the
PSP, the inspector reviewed audits and the SEL entries. This support was
determined by reviewing the security organizational structure, level of
staffing, the time allowed for training, frequency of training, provisions for
motivation of the security staff, and monetary resources allocated for the
program.
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! The licensee had an onsite physical protection system and security
; organization. Their objective was to provide assurance against an :

i unreasonable risk to public health and safety. The security organization and
. physical protection system were designed to protect against the design basis
: threat of radiological sabotage. A proprietary security force implemented the
; site security program. At least one full-time manager of the security organi-
1 zation was always onsite. This indivioual had the authority to direct the

physical protection activities of the organization. The management system
included a mechanism for establishing, maintaining, and enforcing written

isecurity procedures. Licensee's management system provided for written
approval of procedures and revisions by an individual who had general
responsibility for security functions. Licensee management exhibited an
awareness and favorable attitude toward physical protection requirements.

The security organizational structure has not significantly changed since the
|last inspection. The level of staffing has decreased from 98 in January 1995 '

to 93 as of this inspection. The decreasing manning level has been constant I
since 1988. The current manning level was 5 below authorized strength and 60
below the 1988 authorized strength. This downsizing did not have any |
observable negative effect upon the operational performance of the security '

force. The relief shift schedule had been changed from a 5 day /8 hour work
schedule to a 4 day /10 hour work schedule. This allowed relief shift
personnel to better support the on-duty shifts during the 44 hour work week

i

and give additional manning when it was needed. Training had been improved by '

adding the following training; drug interdiction, hostage negotiation,
enhanced tactical, investigative techniques, and violence in the workplace.
The training schedule had been revised to reduce the number of hours spent

,

'

away from site to requalify. Computer based training had been implemented to
support the flexibility of the new training schedule. New incident scenarios
were created to enhance and challenge the alarm station operators performance .

of duty.

The inspector found that the licensee provided appropriate and adequate l

support for the physical security program. The low number of human error
events, low number of backlogged maintenance report requests (2) and enhanced

.

'

training demonstrated that there were appropriate station personnel and
organizational support. This also was based on review of records and

;

interviews with management support, and security personnel.

There were no violations of regulatory requirements found in this area.

2.4 Security Program Plans :

The inspector reviewed appropriate chapters of the licensee's PSP, revision ;

36, dated October 2,1995; the Safeguards Coa.tingency Plan, revision 4, dated 1

January 14, 1994; and the Security Personnel Training and Qualification Plan I
(T&QP), revision 0, dated October 1, 1995. Site Procedure VPAP - 1801, j
" Quality Assurance Audit Program" and Security Plan Implementing Procedure :

(SPIP) - 004, " Security Safeguards Event Reportability" were also reviewed. l
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Review of the October 1995 plan changes to the PSP and T&QP submitted for
approval verified the licensee's compliance to the requirements of 10 CFR
50.54(p). The random review by the inspector of plans, records, reports and
logs, and interviews with appropriate individuals verified that plan changes
had not decreased the effectiveness of the physical security program. '

There were no violations of regulatory requirements found in this area. ;

2.5 Effectiveness of Management Control

The inspector evaluated the effectiveness of the licensee's controls for
identifying, resolving and preventing problems by reviewing such areas as
corrective action systems, root cause analyses, and self-assessment in the
areas of physical security.. Also the. licensee's controls were reviewed to
determine whether there were strengths or weaknesses for identification and
resolution of the issues which could enhance or degrade plant operations or
safety.

1

Initial identification of problems was accomplished basically by foue <

. indicator systems: I

- Quality Assurance Audits
- Safeguards Event Log
- Security Maintenance Work Order Requests 4

- Licensee Events Reports !

The quality assurance audits were discussed in paragraph 2.1. The SELs and
LERs were discussed in paragraphs 2.2 and 2.3. The low number (2) of security
maintenance work order requests was discussed in paragraph 2.3. The above
indicators / items demonstrated the following strengths and weaknesses in the
effectiveness of management control:

- Strengths - Minimal back orders of maintenance / repair requests.
- SEL reportable events were responded to in an effective

manner.
- Effective security maintenance analysis program.
- Thorough internal and external audit programs.
- Constant and continuous enhancement of the security

training program.
- Efficient security hardware upgrade program.

- Weaknesses - Reportable events trend had slightly increased.

Evaluation of the effectiveness of management control of the above noted areas
indicated that management was adequately controlling and managing the security
program.

There were no violations of regulatory requirements found in this area.
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3.0 Action on Previous Inspection Findings (92702)

(CLOSED) IFI 50-338 and 339/95-13-01, Access Authorization Supervisor
Training:

Lesson plans and handouts for the supervisor's FFDSIT and FFDSR programs were
changed to address the aberrant behavior issue. Since these were common
training programs at SPS and NAPS, the Nuclear Training organization at the
Innsbrook Technical Center made the changes.

(CLOSED) IFI 50-338 and 339/95-13-02, Reportability of Arrests in the Access
Authorization Program:

The inspector interviewed six contract personnel to ascertain if they were
aware of the requirement to report all arrests except traffic violations. All
individual indicated that they were aware of their responsibility to report
all arrests. Several individuals also said that they had to report also
traffic violations to their supervisors.

4.0 Review of UFSAR Commitments

A recent discovery of a licensee operating their facility in a manner contrary
to the Updated Final Safety Analysis Report (UFSAR) description highlighted
the need for a special focused review that compares plant practices,
procedures and/or parameters to the UFSAR descriptions. During a portion of
the inspection period (February 12-16,1996) the inspector reviewed the
applicable sections of the UFSAR and Security Program Plans that related to
the inspection areas discussed in this report. The inspector verified that
the UFSAR wording was consistent with the observed plant practices, procedures
and/or parameters.

5.0 Exit Interview

The inspection scope and results were summarized on February 16, 1996, with
those persons indicated in paragraph 1. The inspector described the areas
inspected and discussed in detail the inspection results. Although reviewed
during this inspection, proprietary information 1:; not contained in this
report. Dissenting comments were not received from the licensee.
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