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Areas Inspected: Previously identified items; corrective action program;
alarm stations and communications; and security training and qualifications.

Results: The licensee's Physical Security program was directed toward
assuring public health and safety. No safety concerns or violations of NRC
regulatory requirements were identified. However, a minor problem with
assessment-aid capabilities was identified, and some inconsistencies were
identified in security training. An inspector follow-up item relative to
fitness-for-duty program record retention was closed. The licensee also
committed to initiate corrective measures relative to a potential weakness in
the access control of vehicles.
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DETAILS

1.0 INDIVIDUALS CONTACTED

1.1 Principal Licensee Employees'

*H. Christensen, Manager - Nuclear Security
B. Boismenu, Fitness-for-Duty (FFD) Specialist
J. Dilk, Nuclear Security Specialist / Trainer

*C. DuBord, System Engineer
*S. Eusepi, Supervisor - Security I & C Maintenance
*R. Franssen, Supervisor - Nuclear Security Support
*F. McCarthy, Nuclear Security Investigator
B. Menikheim, Supervisor - Personnel Administration (FFD Program)
E. Miller, FFD Specialist

*R. Miller, Nuclear Security Site Supervisor
*E. Pearson, System Engineer
*D. Pierce, Nuclear Security Supervisor
*N. Sterio, Nuclear Security Specialist

1.2 NRC Employees

|
' B. Norris, Senior Resident Inspector

* denotes those present at the exit meeting on January, 19, 1996
j

The inspector also interviewed other licensee personnel.

|

2.0 PURPOSE OF INSPECTION
I

This inspection was performed to evaluate key aspects of the physical security
.

program and to determine the effectiveness of the program with regard to the
! protection of public health and safety.

| 3.0 PREVIOUSLY IDENTIFIED ITEMS

During inspection 50-220/95-14 and 50-410/95-14, conducted from May 22-26,
1995, the inspectoi identified an inspector follow-up item (IFI) relative to
retention of fitness-for-duty (FFD) program records, and a potential weakness
relative to access control of vehicles.

3.1 IFI 50-220/95-14-01 and 50-410/95-14-01 (CLOSED)

Revision 7 of procedure S-FFD-2.0, " Sample Collection," stipulated a 2-year
retention of a " permanent log book," the licensee's name for the " permanent
record book," which, as the name implies, is a " permanent" record. The

'licensee indicated that its FFD record retention procedure was based on 10 CFR
Part 26, Appendix A, Subpart B, Paragraph 2.7(n), " Documentation." That part
of the regulation does specify a 2-year retention for certain records, but the
permanent record book is not included. Even though the procedure only
required a 2-year retention, no permanent record book had been discarded. The
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licensee agreed to review and revise its FFD procedures to ensure that the
permanent record book and other records were retained in accordance with
regulatory requirements.

During this inspection, the inspector reviewed revision 8 to S-FFD-2.0,
effective January 17, 1996. Based on that review and discussions with FFD-
program administrators, the inspector determined that FFD records were being
appropriately retained. Therefore, IFI 50-220/95-14-01 and 50-410/95-14-01
are closed.

3.2 Access Control of Vehicles

THIS PARAGRAPH CONTAINS SAFEGUARDS

INFORMAil0N AND IS NOT FOR PUBLIC
DISCLOSURE IT IS INTENil0NALLY
LEFT BLANK.

During this inspection, the inspector reviewed and discussed this aspect of
the security program with the licensee. Based on those discussions, the
inspector determined that the exemption discussed above was still in effect.
This time, however, the licensee was able to provide the inspector with
historical documentation to support its basis.

THIS PARAGRAPH CONTAINS SAFEGUARDS
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After the inspection, the NRC reviewed this matter further from a contemporary
basis and concluded that the licensee's exemption was unacceptable. This
matter was discussed with the licensee via telephone on January 25, 1996.
Upon being made aware of the NRC's position, the licensee committed to retract
the exemption immediately and to submit reflective changes to the Plan within
30 days. This is an IFI (50-220/96-03-01 and 50-410/96-03-01)
that will be reviewed during a subsequent inspection.
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4.0 CORRECTIVE ACTION PROGRAM

The inspector reviewed a sample of corrective actions that had been'

implemented since the last inspection. Corrective actions reviewed had either
resulted from adverse findings during implementation of the licensee's
Commitment to Excellence Program (CEP) or NRC previous inspections. The

significant findings resulted in generation of Deviation Event Reports (DER).
A sample of the DERs were also reviewed.

Based on those reviews, the inspector determined that the licensee had
appropriately assigned, analyzed and prioritized the findings. The inspector1

further determined that the reviewed corrective actions were technically sound
and performed in a timely manner.

5.0 ALARM STATIONS AND COMMUNICATIONS

5.1 Alarm Stations

The inspector observed Central Alarm Station (CAS) and Secondary Alarm Station
(SAS) operations. Both the CAS and the SAS were being maintained and operated
as committed to in the Plan. The inspector interviewed CAS and SAS operators
and found that they were knowledgeable of their duties and responsibilities.
The inspector verified that the CAS did not contain any operational activities'

that would interfere with the execution of detection, assessment and response
functions.'

While in the CAS, the inspector observed the licensee conduct operability
testing of the intrusion detection system (IDS) in seven zones. Each zone 1

-

tested satisfactory. However, a minor problem with assessment-aid 1

capabilities was identified.
,
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The inspector disciissed this matter with the licensee. During the inspection,
the licensee began an evaluation ano indicated that appropriate corrective
measures would be forthcoming. This is an IFI (50-220/96-03-02 and 50-410/
96-03-02) that will be reviewed during a subsequent inspection,

i 5.2 Comunications

! The inspector verified that the licensee had communications capabilities with
j local law enforcement agencies and tested them as committed to in the Plan and

that both CAS and SAS maintained continuous communications and communications
with security force members.'

6.0 SECURITY TRAINING AND QUALIFICATIONS

The inspector reviewed training and qualification records for seven security-

force members (SFMs), including supervisory personnel . In general, training
i

had been appropriately documented. However, there was some confusion relative"

to documentation of firearms qualifications. It was not always apparent from
documentation or discussions with training personnel which courses of fire
were for qualification, as opposed to familiarization.

Further, two of the firearms qualification records reflected a lack of
attention to detail. The records reflected a computed score for some aspects
of qualification while other aspects merely reflected the number of hits. At
first glance, the non-computed scores appeared as failure to achieve a
qualifying score. Each raw score was post-computed (the number of hits
multiplied by a quality factor), and the inspector verified that the computed
scores met the qualification standard.

Relative to the different we>.: n types used at the station, qualification
standards were not consister; y captured in higher tier documents such as
security operating procedures or the Guard Training and Qualification Plan.
The inspector was informed that, in some cases, a lesson plan was the single
source of a particular standard. The licensee agreed to review this area and
take action as appropriate.

The inspector interviewed a number of SFMs to determine if they possessed
adequate knowledge and ability to carry out their assigned duties and
responsibilities. The SFMs were alert, knowledgeable and equipped to perform
their duties in accordance with the Plan.

7.0 EXIT MEETING

The inspector met with licensee representatives at the conclusion of the
inspection on January 19, 1996. The inspector summarized the purpose, scope,
and findings of the inspection. The licensee acknowledged the inspection
findings.
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