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ABSTRACT

This report presents a long-term research plan for addressing human fac-
cors which can adversely affect safeguards at nuclear power plants. It was
developed in order to prioritize and propose research for NRC in reguiating
power plant safeguards.

In 1982, the Human Factors Society developed, under NRC contract, a long-
term research plan for studying human factors in power plant operations. That
plan, published in NURIG/CR-2833, specifically excluded from consideration
fuel cycle, waste disposal, health physics, and plant security activities.
The purpose of this report is to address human factors in plant security.
This research effort did not address human factors associated NRC activities,
such as the use of mandatory reporting systems, or areas of research outside
of plant operation, such as probabilistic risk assessment (PRA). Instead, it
focused on the performance of security activities by safeguards personnel at
operating power plants. For the purposes of this research, the terms “safe-
guards" and "security" can be considered synonymous.

The first task was to identify and rank human factors affecting the qual-
ity of nuclear power plant safeguards in terms of their importance. The opin-
ions of over 85 experts were solicited and 28 responses were received. These
responses were rigorously analyzed to ascertain what human factors could be
considered important to power plant safeguards. In addition, the Safeguards
Summary Event List (NUREG-0525) was systematically analyzed for human factors
influences. Also, relevant government and industry literature was reviewed.
These data sources were then aggregated and an overall importance ranking of
human factors issues was developed. This part of the research effort is fully
documented and described in Chapter 2 of Volume II.

The second part of this effort involved determining the feasibility of
conducting research in the areas found to be important to power plant safe-
guards. A determination of research feasibility was based on the practicai-
ity, usefulness, and acceptability of conducting research and using the re-
sults in a requlatory context. This part of the effort is fully documented in
Chapter 3 of Volume II.

Research efforts addressing human factors in safeguards were then de-
veloped and prioritized according to the importance of human factors areas
derived in the first part of the study and the feasibility of research deter-
mined in the second part. Research was also grouped to take advantage of
common research approdches and data sources where appropriate. Chapter 4 of
Volume I details the development of methodological groupings for optimizing
resource use.

Four main program clements emerged from the analysis, namely (1) Training
and Performance Evaluation, (2) Organizational Factors, (3) Man-Machine Inter-
face, and (4) Trustworthiness and Reliability. Within each program element,



ABSTRACT (CONT'D)

projects are proposed with results and i formation flowing between program
elements where useful. An overall research plan was developed for a 4-year
period and it would lead ultimately to regulatory activities including rule-
making, regulatory guides, and technical bases for regulatory action. The
entire plan is summarized in Volume [ of this report.
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attitude, etc.), response capabilities (e.q., format and wording of contin-
gency plans, use of force, etc.), and use of security equipment (e.q., alarm
station design, communications eguipment, etc.). The functions and structure
of NRC actions and personnel were not examined, nor were subjects such as NRC
mandated reporting requirements, fuel cycle facility safequards, and sabotage
inout for probabilistic risk assessrent. These subjects should he fully
examined in separate studies.

1.3 Human Factors in Safequards

Since the accident at Three Mile Island, a great deal of attention has
focused on how the inadequate performance of personnel can adversely affect
the safety of plant operation and as a result, increase risk to the public.
The response to this has been a larae body of study on the performance of
operational personnel at power plants and development of methods for better
assessing, understanding, and improving their performance.

Previous research, principally conducted as part of an overall research
effort called Probablistic Risk Assessment* (PRA), has revealed that human per-
formance deficiencies can sometimes be dominant contributers to potentially
significant nuclear power plant accidents., However, PRA research on human
factors has been primarily aimed at the actions of operations personnel--
mainly plant operators in the control roam of the reactor. Relatively little
research has focused on safequards personnel, What human factors oriented
safequards research has heen done has heen generally conducted in an ad hoc
manner dealing with isolated issues as they arose. Because of this, devel p-
ment of a comprehensive, integrated research plan was viewed as necessary,

Safequards at nuclear power plants are aimed at minimizing the potential
for radiological sabotage, therefore minimizing risk, The acts of deterring,
detecting, and defeating potential adversaries are aspects of the "defense-
in-depth" concept of reactor safety developed by NRC for requlation of nuclear
power plants, Defense-in-depth means requiring, as an overall requlatory phi-
Tosophy, multiple obstacles against events that may compromise safety., As a
result, more than one level of defense acainst potential accidents is always
required, The general ahsence of significant sahotage events against nuclear
power plants can be attributed to the deterrence aspect of safequards in that
potential adversaries have heen deterred against assault of these well-pro-
tected facilities, To NRC's and industry's credit in this reqard, there have
heen no reported acts of intrusion by dedicated outside adversaries aimed at
radiological sabotage. However, industry and NRC have recognized the poten-
tial of knowledgeahle insiders committing acts of sabotage as well as the
potential for performance breakdowns if safequards personnel are required to
detect and defeat adversarial action. In other words, the deterrence function
of nuclear power plant safequards has proven to be substantial, but questions
still exist concerning how to provide assurance that safequards personnel can

*PRA involves the use of system reliability models to identify critical events
in potential accidents and estimate probahilities of failure.




detect and defeat adversaries acting with or without the assistance of know-
ledgeable insiders if deterrence fails. The same lack of significant safe-
guard events that supports the conclusion that deterrence has worked well
makes judgements about detect and defeat capabilities difficult to make with
much certainty. A consideration in formulating this research plan vas to
develop means for assuring the adequacy of detect and defeat capabilities at
NRC-licensed power plants through regulatory policies and actions.

This research plan represents an integrated, comprehensive research plan
designed to emphasize important issues, consider the feasibility of alterna-
tive research approaches, make optimal use of results by factoring them into
subsequent, related studies, and best allocate limited resources among issues.
The results of the research efforts contained in this plan are specifically
designed to support NRC efforts and needs. This will be done by recommending
research program elements and related projects aimed at specific technical
development, feasibility studies and procedures development.

1.4 Organization of this Document

Volume | of this report is organized as a user's guide to the human fac-
tors in nuclear power plant safequards research plan. It documents the
methods used to assess the importance and research feasibility of studying
specific human factors issues associated with safeguards. Section 2 describes
the method and results used to identify and rank human factors in terms of
their importance to safeguards at nuclear power plants. Section 3 details the
method and results used to establish the feasibility of research approaches
which can be adopted to study how the human factors identified affect safe-
guards. At the end of Section 3, research approaches are grouped to form
Program Elements. In Section 4, each Program Element is discussed and their
interrelationships described. Section 5 contains the project descriptive
statements which comprise the research projects in the research plan.




2.  IDENTIFICATION AND RANKING OF HUMAN FACTORS ISSUES AFFECTING SAFEGUARDS*

The first part of the study leading to this research plan was aimed at
identifying human factors issues affecting safequards personnel and then rank
them in order of importance. A comprehensive list of human factors issues
which might affect safequards performance was developed in consultation with
NRC and a variety of safequards and human factors professionals. All human
factors issues which were believed to be relevant to safequards and security
at nuclear power plants were included in the initial list.

The human factors issues which affect plant operations have been well de-
lineated in the study of reactor safety subsequent to the Three Mile island
accident, However, a similar consensus on what human factors affect the per-
formance of safequards at power plants was not found to exist at tne initia-
tion of this study. Instead, views of importance and approaches tended to
vary somewhat according to personal views of safequards and security.

In order to identify what human factors issues are important in the qual-
ity of safequards at nuclear power plants, a consensus amona professionals in
safequards and/or operational safety human factors research was sought. To
accomodate bias amonq experts reported safequards events at licensee plants,
compiled in the Safequards Summary Event List (SSEL, NUREG-0525), were ex-
amined for the importance of human factors in responding to actual safequards
events. A ranking of the same set of human factors issues the experts ranked
was developed for reported events., Relevant literature was then reviewed and
recommendations made for further research were ranked according to each human
factors issue in temms of the strenqth and frequency of the recammendations.
These rankings from three data sources were then integrated to arrive at a
final rankina of human factors affecting safequards according to their impor-
tance. The final ranking is shown in Table 2.1.

2.1 Consensus of Opinion Amonq Professionals

A means for collecting the opinions and views of a set of safequards
professionals and human factors experts was developed. A formal, scientific
survey was ruled out hecause of time constraints and administrative require-
ments. In addition, it was recognized that a reliable set of respondents
would include a broad variety of experts including safequards professionals,
human factors experts, and behavioral scientists, In order to effectively
solicit expert opinions, a discussion paper which described safequards at
nuclear power plants and defined each human factor issue included on the
original list was developed. A sample of 85 subjects was selected from at-
tendance lists at safequards professional meetings and human factors confer-
ences, as well as from a list of authors who have performed research in these
fields. A cover letter was attached asking relevent questions and the solici-
tations were mailed. (The discussion paper and cover letter are in Appendix B

*This analysis, including a comprehensive discussion and description of the
method, data collected, and results, is contained in Volume 11, Chapter 2.




Tabie 2.1 Final Importance Ranking.

1 2 3 4 5
SSEL* Literature Weighted
Rank Comments X2 Analysis Review Total
Training 11 22 11 4 37
Trustworthiness ) 12 8 14 34
Format and Working
of Contingency Plans 8 16 13 5 34
Commun ications Equipment 4 8 10 14 32
Human Reliability** 6 12 14 1 27
At titude 8 16 6 5 27
CAS/SAS Design 6 12 7 4 23
Staff Coordination 6 12 6 3 21
Viqilance 3 6 10 5 21
Behavioral 0Observations 5 10 0 10 20
Oraanizational
Communication 5 10 6 3 19
Shiftwork 3 6 1 11 18
Performance Evaluation** 7 14 3 0 17
Environmental Influence 3 6 6 4 16
llse of Force 4 8 1 5 14
Maintenance 4 8 0 5 13
Fitness for Nuty 3 6 1 4 11
Nuisance and False
Alams** 2 4 0 7 11
Mu'tiple-Man Rules ? 0 4 8

*Safequards Summary Event List.
**4uman factors not on the list before response.

of Volume 11, Chapter 2., Twenty-eight responses were received and 23 subject
to analysis. There were no follow-up calls and respondents were free to air

their views to whatever extent they thought appropriate. Responses tended to
be lenghty, detailed, ind open.

Upon analysis, several more human factors, not previously on the list
were added. These are indicated hy asterisks on Table 2.1. Each human fac-
tors issue was "indexed" throughout each response and the perceived impor-
tance of each was derived by systematically examining the importance attached
and frequency of discussion for each human factor. This was done by two in-
dependent reviewers and recults combined to minimize rater bias. Each human
factor received an overall weight and a ranking was developed. Column 1 on
Table 2.1 Tists the percent cf total weight assigned from the responses for
each human factors issue. (In addition, a topical analysis of all responses
was conducted so that the specific canments on each human factors i1ssue were
described. It is contained on pages 2-9 to 2-19 of Volume 11, Chapter 2).



2.2 MHuman Factors Analysis of the Safequards Surmary Event List (SSEL)

The SSEL (NIREG-0525) is a campilation of all safequards events which are
reported to NRC, Although the quidelines for what events must be reported
have changed over time, many events of a diverse nature are listed and it
represents a data source for attempting to make judgrments ahout the importance
of various human factors in power plant safequards. While the SSEL cannot be
considered a comprehensive data source, it should be considered along with
others to provide diversified imput.

In order to best conforu the analysis of the SSEL with the analysis of
the expert responses in the previous section, the same set of human factors
issues were used, Specific criteria for the presence or ahsence of a human
factor's impact on an evenc were developed and each intrusion event in the
5-1/2 year period from 1976 until June 1981 were analyzed. Intrusion events
were chosen hecause they represent the most clear evidence of performance
capabilities as opposed to events in the banb-threats or transportation-
related categories for example.

A weight was assigned for the presence of each human factor's impact in
each event., Column 3 of Tahle 2.1 represents the findings of this analysis in
terms of percent of total weighiu among all events analyzed.

Analysis of vandalism events was conducted, but only specific situational
variables were examined. For instance, two of the situational variables con-
sidered were the potential or proof that knowledgeable insiders were involved
and the situation that no fuel was on-site. Analysis showed that the poten-
tial involvement of insiders was considerable, but most events occurred at
sites where fuel was not yet present (i.e., plants under construction). More
recent additions to the SSEL have shown an increase in vandalism events so a
potential trend toward more acts of vandalism may be occurring. This analysis
of the vandalism events in the SSEL was not used in the importance ranking,
but rather to assist in formulating the final research plan.

2.3 Review of Relevant Literature

There have been siqnificant studies of human factors affecting safequards
and security done by the industry and qovernment. However, a comprehensive
review has not been located. Instead, human factors problems have tended to
he addressed in the security context when automated compensatory measures were
not possible or practical. For instance, much study has focussed on the prob-
lem posed by knowledgeable insiders sabotaqing the plant. However, the
problem of concealed weapons detection is effectively handled by using a mag-
netometer (metal detector) so relatively little attention to is paid to
thwarting the problems posed by the use of concealed weapons beyond their de-
tection. This is possil.le because of the availability of automated search
techniques. A full complement of automated devices to assure trustworthiness
does not exist so that human factors research in that area is being
undertaken,




A literature search was conducted by two independent teams with somewhat
different objectives., One team comorised of BNL personnel examined literature
generated by qovermment, qovermment contractors, and industry. The primary
qoal of this review, besides providing an understanding of the state-of-know-
ledge in the field, was to campile the recammendations of the authors for
further research. It was decided that these authors' recommendations provide
an additional indicator of what research should be done to support an under-
standing of human factors in safequards. Using the same set of human factors
issues as used in analysis of the expert responses and SSEL research, recam-
mendations were screened and weights assigned to each human factor in each
piece of literature. Column 4 in Table 2.1 contains the weights for each
human factors issue for the analysis of literature. Pages 2-31 to 2-41 of
Volume 11 describe this search in detail.

The second team was camposed of a sociologist, a psychologist, and an
information specialist. Fach had an understanding of nucle=ar power plant
safequards from previous research and was active in their particular research
field. They set out to search the open and academic literature fur studies
that would be of use in performing research in these human factors in safe-
quards and to develop optimal research designs for studying important human
factors issues. Literature was collected from an extensive set of camputer-
ized bibliographic data bases in the behaviorial sciences, management, and
private security. References and authors' other works in relevant literature
were also examined., Optimal research designs are also recommended. This
literature searca is documented in Volume I, Chapter 4,

2.4 Aqgregate Ranking by Importance

Many approaches to cambining the results of these three data sources,
expert responses, the SSFL, and the relevent literature, could be undertaken.
However, overly rigorqus analysis of the data shown in Table 2.1 would prob-
ably tend to obfuscate the results which are judament:? in nature. Instead,
it was detemined that expert response represented the pest source of data for
iudgments because they were directly solicited from experts familiar with
safeauards and human factors, However, those judaments could be corrob-
orated and verified by usina reported events and relevant literature, As a
result, expert responsns were weighted by a factor of two and the SSEL data
and analysis of literature hy one., Column 2 in Tahle 2.1 represents the
weiahted value given to expert responses and column 5 the resulting over all
weights in terms of importance.

Traininag was determined to he the most important human factors issue in
nuc lear power plant safequards followed by the issues of trustworthiness,
format, and wording of continagency plans, communications equipment, human
reliahility, attitude, and alam station desian., A full ranking is aiven in
Tahle 2.1,



3. EXAMINATION OF RESEARCH FEASIBILITY AND GROUPINGS*

While a particular type of research may be desirable because it involves
an important human factors issue in safequards performance, it is necessary to
assess the practicality, usefulness, and acceptability of obtaining and using
the results, This is necessary because of the constraints imposed by lim-
ited research resources for these studies. For instance, if certain types of
research are overly expensive or results will be difficult to use in the requ-
lation of safeouards, they are defined as less feasible than other research.

In order to detemine the feasihility of researching these human factors
a systematic method was developed. It is described and discussed in detail in
Volume 11, Chapter 3. To conform to the gemeral method of this study, the
same list of human factors issues as developed in Section 2 of this report was
used and each examined separately. While this approach ignores many poten-
tially useful ways of combining research, it does order the same set of human
factors in temms of research feasihility to facilitate direct comparison.
(Research is grouped later in this section to form Program Elements.)

3.1 Method for Determining Feasibility

The feasibility of research is dictated by the practicality, usefulness,
and acceptability of conducting studies and using the results. In order to
systematically examine these issues, each human factors issue was reviewed in
terms of work done to date and the state-of-affairs in present regulations
requlatory quidance, and licensee practices. A background statement on each
human factors issue was developed to detail questions relevant to further
research and requlatory actions.

Potential research approaches were then developed for each human factors
issue along with qraded judgments concerning the practicality, usefulness, and
acceptability of each research approach. Tahle 3.1 contains the factors and
criteria used to assess the feasibility of research for each human factor
considered., The resulting rankina of human factors and research approaches is
shown in Table 3.2, It must be emphasized that the judgments made concerning
the valves in Tahle 3.2 were based on analysis and reason. As a result, this
rankina is an "open judgment” process and not a rigorous empirical analysis.

3.2 Research Approaches

As can be seen in Table 3.1, the research approaches considered were
experimental , data analysis, extrapolation, and further research formulation.

An experimental approach involves the use of a means for collecting and
analyzing primary (new) data. The aim of an experiment is to mode! the human
factor of interest in a controlled manner and collect data either through

*This analysis, includina a comprehensive discussion and description of the
me . hod, data collected, and results, is contained in Volume 11, Chapter 3.



Table 3.1 Feasibility Index Measures.

Research Approacheas:

Practicality:

Cost

Time

Data availability

Equipment availability

Usefulness:

Regulatory needs

Risk reduction

Acceptability:

[ndustry

—N W — N W — N W N W — N W DO >
T ¥ ¥ 3

N W

—_— N W

Experimental

Data analysis

Extrapolation

Further research formulation

- 0-$75,000

$75,000-200,000
Over $200,000

1/2 year to 1 year
1 to 2 years
More than 2 years

- Easily available or already obtained

Obtainable but must be collected
Not easily available

Easily available or not needed
Significant procurement necessary
Not easily available

Currently needed
Potentially useful
No current requlatory neec

Probable risk reduction
Possible risk reductior
Negligible risk reduction

Requested o' desired by industry
Tacit acceptance by industry
Opposition by industry




Table 3.2 Research Feasibility Analysis and Ranking.

Hurman Factor 1 2 3 4 5 [} 7 8
Wank and Approach Cost Time NData Equipment Need Risk  Accept, Tota!

1 Trustworthiness - 0 3 ] K 3 3 2 k] 20
1 Attitude - 0 3 3 3 3 3 3 2 20
1 Contingency Plans - D 3 2 3 i 3 k| 3 z0
1 Use of Force - A 3 3 3 3 3 3 2 20
1 Performance Eval, - C 3l 3 3 3 3 2 3 20
6 Staff Coordination - A 1 3 k] 3 3 2 2 19
) Staff Coordination - B 3 | 3 3 2 k] 2 19
6 Performance of Eval, - 8 1 3 3l 3 3 2 2 19
6 Cammunication Eq. - 8 k] 3 3 3 ? 2 3 19
10 Training -« 0 2 3 ? 3 3 k] 2 18
10 Maintenance - N 3 3 2 3 3 2 2 18
12 Human Reliability - B F 2 3 2 2 3 2 17
12 Shiftwork - B 3 3 3 k) ? 2 1 17
12 iise of force - N 3 3 2 3 1 k| 2 17
12 Performance Eval, - 0 k] k| 3 i 2 1 2 17
12 CAS/SAS destan - C 2 3 3 k] 2 2 2 17
12 Maintenance - B 3 3 2 3 2 2 2 17
12 Environmental 3 3 3 2 2 2 2 17
12 Influences - A
12 Nuisance Alams - D k) 3 3 2 2 2 2 17
20 Oraanizational Cawm, - B 2 3 2 3 2 3 2 16
20 Fitness«for-duty - R 7 2 ? 2 3 K} 16
20 Human Reliahility - B ? ? 3 2 2 3 2 16
20 Human Reliahility - C 2 1 3 3 2 3 2 16
20 Tratning - R 1 ? 2 k] 3 3 2 16
20 Nui sance Alams - R 3 k] 2 3 2 1 2 16
26 Rehavioral Ohser, - B 1 2 ? i 3 k] 1 15
76 Trustworthiness « € ? 3l ? 3 1 2 ? 15
26 Viatlance - § 3 ? 2 3 1 2 ? 1%
26 Viotlance « C ? ? 3 3 1 2 2 15
26 Attitude - A 1 ? k] k] 2 3 1 15
2% Tratning « A 1 2 e 2 3 3 2 15
26 Performance Eval, - A 1 2 3 2 3 3 1 15
1 Two-man rule - A ? 3 2 3 1 2 1 14
13 Contingency Plans - A 1 1 2 1 3 3 3 14
5 Trustworthiness - B 2 ? 1 k| 1 2 2 13
15 Orqanizationa! Comm, - A | 7 ? 2 2 3 1 13
35 Contingency Plans - N 2 ? 1 2 2 2 2 13
kL Vigtlance - A 1 2 1 2 1 2 2 11

A - Experimental, B - Dats analysis, C - Extrapolation, N - Further research formulation,

ohservation or more direct investigation (e.q., interviews). Data analysis,
as a research approach ‘nvolves the use of data which has already been col-
lected for related or unrelated purposes. For example, inspection and en-
forcement records, safequards procedures, the SSEL, license documents, and
security studies done for DOD and DOE contain aata which may be applicable to
NRC licensee safequards at nuclear power plants. Extrapolation characterizes
a research approach which uses studies in contexts outside that of a directly
nuclear-related or qovernment activity., For instance, the effects of shift-
work have heen extensively studied in the organizational studies literature,
but not as it applies to nuclear power plant safequards personnel. The use of
these studies would represent extrapolation. Lastly, further research for-
mu'ation involves human factors research problems which have not been suff-
iciently formulated from a research standpoint to conduct directly applied
research. In such cases, more work is necessary to further formulate the
issues to he addressed.

10



When more than one research approach could he used to address a single
human factors issue, they are treated separately. As a result, some issues
are subject to more than one research approach in this part of the analysis.

3.3 Practicality

The practicality of conducting research was assessed using the factors of
coct, time required, and equipment and data availability. Costs were esti-
mated on the basis of necessary equipment plus $100,000 per staff-year effort.
If costs were above $200,h00 for useful results it was considered expensive.
If cost were below $75,000 it was considered desirable. Time required was
considered excessive if research would take more than two years and desirable
if one year or less. The availability of data required for the research
approach and needed equipment was estimated hy reviewing similar efforts and
consulting with researchers in the field. Practicality values for each human
factor and research approach are in columns 1-4 of Table 3.2. The reason for
the assianed values in each cell is explained in detail in Section 2 of Volume
I1, Chapter 3.

3.4 Usefulness

The usefulness of research and its results were developed by considering
requlatory need and potential for risk reduction. Requlatory need was ascer-
tained from examining recent regulatory activity, current issues under con-
sideration, and issues considered closed by NRC. In addition, when results
could not be useful in a timely manner, for instance when relevent requlations
have just recently been put in place, reaulatory usefulness of research was
considered lower, The potential for risk reduction was estimated using judg-
ment about the current state-of-affairs and potential for improvement in
safequards performance. !lsefulness values for each human factor are shown in
columns 5 and 6 of Table 3.2.

3.5 Acceptability

Industry interests concerning each human factor were obtained by examin-
ina expect responses from Section 2,1 that came from industry. When industry
has actively sought requlatory quidance, acceptability is deemed to be high
and, conversely, when active opposition has been voiced, acceptability is
deemed low, Acceptability values for each hum.n factor are in column 7 of
Tahle 3.2.

3.6 Determination of Research Feasibility Ranking

Tahle 3.2 is ordered according to a final ranking which was developed by
the unweighted agaregation of totals shown in column 8 of Table 3.2. The cell
values used are hest estimates and are explicitly judamental in nature, How-
ever, an important conclusion is that no research approach considered turned
out to he "unresearchable," however, some approaches are more feasible than
others.
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3.7 Grouping Research

Many human factors research problems are related in terms of the issues
involved, the data needed, and subsequent analysis. In addition, human fac-
tors are interrelated in their effects on performance. As a result, it is
effective to combine studies into groups which take advantage of common re-
search approaches and human factors considerations.

Based on an analysis of the importance of issues established in Section 2
and assessment of practicality, usefulness, and acceptability of research es-
tablished in Section 3, research was grouped in order to minimize resource
requirements. These groupings, which were also based on extensive discussions
with behavioral scientists, safequards egperts, and human factors profes-
sionals as well as the research designs presented i1n Chapter 4 of Volume II,
have resulted in four Program Elements. These are: (1) Training and Perfor-
mance Evaluation, (2) Organizational Factors, (2) Man-Machine Interface, and
(4) Trustworthiness and Reliability. These Program Elements and associated
human factors issues are prestented in Table 3.3 and described in Section 4.



vable 3.3 Human Factors for Grouping of Research.

Training and performance evaluation program element:

Training (1-10)*
Performance evaluation (13-1)
Envirommental influences (14-12)

Trustworthiness and reliability program element:

Trustworthiness (2-1)

Human reliability (5-12)

Behaviorial observation programs (10-26)
Fitness-for duty (17-20)

Two-man rule (19-33)

Organizational factors program element:

Attitude (5-1)

Staff coordination (8-6)
Organizational communication (11-20)
Shiftwork (12-12)

Use of force (15-1)

Man-machine interface program element:

Format and wording of contingency plans (2-1)
Communications equipment (4-6)

CAS/SAS design 87-12)

Vigilance (8-26

Maintenance (16-10)

Nuisance and false alarms (17-12)

*First number i importance ranking and second is the
feasibility ranking.
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Figqure 4.2 Resource Requirements.

Proaram FY 1984 FY 1985 FY 1986 FY 1987 FY 1988
Elements PY Fundinqg PY Funding PY Funding PY Funding PY Funding
(5.2) .3 130K 53 130k - - .3 100k o -
Training &
Performance
Evaluation
(5.3) 03 10“ 03 gm 02 G(K .2 w - -
Organizational
Factors

(5.4) Man- -- - 23 100K g 100K 2 50K - -
Machine
Interface

(5.5) Trust- .3 100K o3 100K - - M 8K .3 12
worthiness and
Reliability

TOTALS 9 3B 1.2 2k .5 160k 1.0 31 3 12K

aspects of training that vary most significantly among licensees. This should
be done so as to allow the identification of training practices which can be
related to the quality of performance as it is evaluated by the licensee and
NRC,

Performance evaluation methods and practices are also to be investinated
during this project by reviewing gqovermment, industry, and open literature to
identify the best methods of measuring and improving the quality of personnel
performance, This is necessary to measure proqress and identify problems
which hoth provide feedhack to trainina proaram design. This investigation
will include the methods presently in use and under development by DOD and NOE
for fixed site security as well as those used by public and private sector
high performance organizations found during this study. The results of this
part of the project will be used to establish means of measuring performance
which can potentially be related to variations in safequards training
programs,

This project includes consideration of how licensees evaluate their per-
sonnel, Tt has heen shown in this study that organizational ly based perfor-
mance evaluation proarams can stronqly affect the performance of personnel in
organizations (see Section 2.14 of Chapter 3, Volume I1). In addition, per-
formance evaluation can be directly used for feedback to desian training
proarams. These types of evaluations are generally used for raises and
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5.3 Orqganizational Factors Proaram Element Projects (see Section 4.3)

5.3.1 Safety/Safeauards Interaction Analysis Project

Purpose: A one-year (Auqust 1983 - September 1984) project to identify
organizational conflicts and coordination prohlems which may affect nuclear
power plant safety, Particular emphasis will he put on the safeguards,
health/physics, and operational organizations as they affect plant safety dur-
ing hoth normal and of f-nomal events. This project will be aimed at identi-
fication of prohlems and potential mitigation strategies.

Research Requirement: Established by the "Report of the Committee to
Review Safequards Requirements at Power Plants,"” NUREG-N992,

Description of Work: Project work includes: (1) Analysis of Safety/
Safequards Committee report focusing on potential human interaction problems
and (2) formulation of specific proposals for improvement,

Anticipated Results: Results will include a NUREG report detailing
(September T9RZ) potentially troublesome situations and conditions involving
safety /safequards interactions and proposals for mitigating deleter Jus
effects Information developed in the project will be used in the Man-Machine
Interface and Training and Performance Evaluation Program Elements.

Potential iser Groups: NMSS for reviewing contingency plans and access
controls, NRR for reviewin operational procedures and radiation protection
standards, IR2E for assiste . in inspections and audits.

Other Related Research: Literature Review and Industrial Survey Project
(Section 5.2.1), Trusworthiness and Reliability Measures Project /Section
5.5.1)s

Resources: FY 1984
Funding 100 K
RES Staff «3 SY

References: NUREG-N992, NUREG/CR-3196, NUREG/CR-3215, SECY-83-179,
NIR EG/CR-3520,
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5.5 Trustworthiness and Reliahility Proqram Element Projects (see Section
4.5

5.5.1 Trustworthiness and Reliability Measurement Project

Purpose: A one-year (October 1983 - September 1984) project to assess
the feasibility of developing measures of personnel trustworthiness and
reliahility with particular emphasis on site security aqainst radiological
sahotage. This project is aimed at systematically assessing the impact of
safequards activ'ties undertaken to assure personnel trustworthiness and
reliability.

Research Requirement: Requirements for this research comes from the
potential implementation of the Insider Rule Packace ard recent increases in
vandalism at power plants. In addition, potential relaxation of access
controls as a recult of improved assurances of trustworthiness have heen
recently considered,

Description of Work: Project work includes: (1) Formulation of method
for identification of measures related to trustworthiness and reliahility in
nuc lear power plants (i.e., direct and surrogate measures demonstrated to be
reasonable indicators for requlatory use), (2) development of a means for
acquiring data relevant to measures identified, and (3) preliminary analysis
of existing data sources for their practicality, usefulness, and
acceptability.

Anticipated Results: Results will include a N'REG report (September
1984) discussing in detail the use of measurement and analysis techniques
potential ly applicabie to assessing trustworthiness and reliability in
licensee plants.

Potential liser Groups: NMSS to develop acceptance criteria to system-
atically evaluate licensee proarams (e.q. screening programs, access controls)
submitted during license reviews and as conditions of present licenses. I&E
to support inspection of licensee programs during audits.

Other Related Research: Literatr - and Industrial Survey Project
(Section 5.7.T), Safequards,/Safety Ir -action Analysis Project (Section
9251},

Resources: FY 1984
“unding 100 K
RES Staff et ST

References: NUREG-0768, NIREG-0703, NUREG/CR-2075, NUREG/CR-2076,
NIREG/CR-2643, NUREG/CR-1254, NUREG/CR-1031, NUREG/CR-1032, NUREG/CR-3196,
NUREG/CR-3520,
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5.5.3 Final Assessment Criteria Project

Purpose: A one-y2ar (April 1987 - March 1988) project to develop mea-
sures of personnel trustworthiness and reliability with particular emphasis on
site security against radioloaical sabotage. This project is aimed at assess-
ina the impact of safequards activities undertaken tn assure personnel trust-
worthiness and reliability and providing final acceptance criteria for licen-
see proarams.

Research Requirement: Reguirements for this research comes from the
implementation of the Insider Rule Package and increases in vandalism at power
plants. In addition, potential relaxation of access controls as a result of
improved assurances of trustworthiness are being considered. - Evaluation of
programs which have been functioning for more than 24 rmonths can be
undertaken,

Nescription of Work: Proj2ct work includes (1) formulation of a method
for collecting data identified “he first project of .this program element, (2)
collection and analysis of relevant data, (3) systematic evaluation of activ-
ities undertaken by licensees for assurinag trustworthiness and reliability and
(4) develompent of final acceptance criteria for licensee programs.

Anticipated Results: The results of this project include final accep-
tance criteria for licensee programs aimed at assuring trustworthiness and
reliability and a technical basis for requlatory action if necessary to amend
insider rule package.

Potential User Groups: NMSS to develop acceptance criteria to system-
atically evaluate licensee programs (e.g., screening programs, access con-
trols) submitted during license reviews and as conditions of present licenses.
I& to support inspection of licensee programs durinaq audits.

Nther Related Research:

Resources: FY 1987 FY 1988
Fundi ng 80 K 120 X
RES Staff <3 5% «3 SY

References: NUREG-0768, NUREG-0703, NUREG/CR-2075, NUREG/CR-2076,
NUREG/CR-7643, NUREG/CR-1254, NIREG,CR-1031, NUREG/CR-1032, NUREG/CR-3196,
NUREG/CR-3520,

32



-~ o )
' 4
§
A - EPORT NUMBER (Asgrew D w e
BIBLIOGRAPHIC DATA SHEET - o .
veve oom . N
- —— . —— 4 4
£ AN - ' L . B ACCH s NUMBE @
len Te Pe Plan for n Factny A€fortina CSafe { S
all b
- A 1 '
jards at ] Wer nts, ¢ o ” e 4
MON
e ! 4
ST e
ebhruary
—— —. N RS (ML et 1 A A8 e a—
A ATE REPORT T
T ———— e — 4
| MONTH Trean
' A '
hn ) rier r nthor inbher | A 5 "
t - 1
—— h —— w——
[ A SIS L MBER
. . |
B PEREORMIN AGANIZA N PPN, ' . -
epartment f Nuclear nerdq
’ y ——— —
N M E R
khaven MNationa s hAra g
- i |
Int " MY 11 B | a A
} ’ A v
p—— - - - - - - S T —— — _—
+ VNG ORGA atiON « v a P v . | 10 T "
e Fhednr ’ s Brasnl {
yman 1 4 in juar ranch - .
Favrm
Office f Nuclear e itory Research -
ila : R ————— S— e ————————
T A 1 . ~ T " T
. o J ear eaquiator mmiceinn
}:f‘a""‘,’ n, n EEE
- - - S —————
- . ' L = + SRS SRS PRSI R
‘AR 0 - *
Th Fipet + $ 1 ¢ 1
¢ r 15K Was ity f ciear
nOwe lant v p
powey )Tecu er 5 expert
were soli ted r rc ] nalyzed
+ N » -
1SCE r t imar nYant cafe 1 prde
Ty adAS¢ " T fa N A
’ d Ina d: for
b 1
imar tactor nt 1ence ture was re
l W -
Viewe he t 1Y ~a rankinn £
hiyyman ¢ + ; . . 19
Jjma r £ W £ nril e
nontad nd A 1
{ e ) £ . ¢ r
he ¢ y napt £ +4 r ctir re-
search in the are § A Aot Smad "
T rese n fe t ty 3 antabhilie £
nd $3n »aCHA r Ty £ +he
pffart ¢ v d or
Ve arc?t fF¢ t idy ir v oy iy § . ard hars ) A el ndd sl
¥ f f Y ] an itequar WE T he 'Qt_: £ 3 Y -
riti7¢ . rdir $ + he . ,A‘ar € £ B ¥ n fartnrec IVOAC 1¢ od i, + he Firrct nart _#
+h $01d 4 K14 " n r
. . the fea ¢ £ rocoarcth tormine in the c¢ nd part esearch was
1 v r i ¢ 4
1 € take advantag Of m n recgarch apnroache r ta seurces where
’ wiat b $ay . . Ty 1 . 4 ] s + 1 1
3 Y e, € : . ume pt he eV man £ oth i ne v ndnnc
for ntinr r re " ¢
" N N ANA - . —
< fi y rd § t r tor
! nin ! t r Y ¥ ¢ r
Manm_.Marhir Intoré . $ rthinace
3 ISP LIS £ A LALY . ~
o Ay AL A x = = v = — —
oo
21 4 b d ne la 'y 4
! | 2
A N .
-y~
r ] fied $







