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ABSTRACT

This report presents a long-term research plan for addressing human fac-
tors which can adversely affect safeguards at muclear power plants. It was
developed in order to prioritize and propose research for NRC in regulating
power plant safeguards.

In 1982, the Human Factors Society developed, under NRC contract, a long-
term research plan for studying human factors in power plant operations. That
plau, published in NUREG/CR-2833, specifically excluded from consideration
fuel cycle, waste disposal, health physics, and plant security activities.
The purpose of this report is to address human factors in plant security.
This research effort did not address human factors associated NRC activities,
such as the use of mandatory reporting systems, or areas of research outside
of plant operation, such as probabilistic risk assessment (PRA). Instead, it
focused on the performance of security activities by safeguards personnel at
operating power plants. For the purposes of this research, the terms "safe-
guards” and "security” can be considered synonymous.

The first task was to identify and rank human factors affecting the qual-
ity of nuclear power plant safeguards in terms of their importance. The opin-
ions of over 85 experts were solicited and 28 responses were received. These
responses were rigorously analyzea to ascertain what human factors could be
considered impoitant to power plant safeguards. In addition, the Safeguards
Summary Event List (NUREG-0525) was systematically analyzed for human factors
influences. Also, relevant govermment and industry literature was reviewed.
These data sources were then aggregated and an overall importance ranking of
human factors issues was developed. This part of the research effort is fully
documented and described in Chapter 2 of Volume II.

The second part of this effort involved determining the feasibility of
conducting research in the areas found to be important to power plant safe-
guards. A determination of research feasibility was based on the practical-
ity, usefulness, and acceptability of conducting research and using the re-
sults in a regulatory context. This part of the effort is fully documented in
vhapter 3 of Volume II.

Research efforts addressing human factors in safeguards were then de-
veloped and prioritized according to the importance of human factors areas
derived in the first part of the study aad the feasibility of research deter-
mined in the second part. Research was also grouped to take advantage of
common research approaches and data sources where appropriate. Chapter 4 of
Volume II details the development of methodological groupings for optimizing
resource use.

Four main program elements emerged from the analysis, namely (1) Training

and Performance Evaluation, (%) Organizational Factors, (3) Man-Machine Inter-
face, and (4) Trustworthiness and Reliability. Within each program element,
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ABSTRACT (CONT'D)

projects are proposed with results and information flowing between program
elements where useful. An overall research plan was developed for a 4-year
period and it would lead ultimately to regulatory activities including rule-
making, regulatory guides, and technical bases for regulatory action. The
entire plan is summarized in Volume I of this report.
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Chapter 1

1. INTRODUCTION

Brookhaven National Laboratory was contracted by the Nuclear Regulatory Com-
miesion =u develop a long-term research plan for studying human factors
associated with nuclear power plant safeguards. That plan is presented along
with a summary of research performed in Volume I of this report. In Volume II
(this volume), all relevant analyses leading to the research plan are fully
descrired.

2. ORGANIZATION OF THIS DOCUMENT

Three different phases of research are presented in this volume. Chapter
2 documents the research which led to the identification and ranking of human
factors safeguards issues in terms of their importance to site security. Chap-
ter 3 asesses the feasibility of performing research on the issues identified in
Chapter 2. Chapter 4 is an independent review of the open literature aimed at
formulating optimal research design for studying human factors issues. These
chapters are summarized in Sections 2 and 3 of Volume I.



Summary of Chapter 2

The purpose of this chapter is to identify and rank human factors which af-
fect the quality of safeguards at nuclear power plants. The resulting ranking
of human factors is based on a consensus on what human factors present
“problems" that NRC should consider in its future research plans.

The method used to arrive at rankings is a consensus method based on expert
opinion, analysis of reported safeguards events, and review of relevant litera-
ture. In order to access these data sources, an initial list of human factors
issues relevant to nuclear power plant safeguards was developed by consulting
Brookhaven National Laboratory (BNL) staff, NRC personnel, and contractor
organizations. This list contains all human factors which are generally held to
affect the performance of safeguards personnel. The term "problem" was then
defined as a state of affairs for which there ies a consensus that some improve-
ment in the quality of safeguards can be achieved, but appropriate means and/or
justification for achieving a solution is lacking. The list of human factors
issues was then annotated to provide background on each item. This list was
then sent to eighty-five professionals in the nuciear energy safeguards and/or
human factors fields. A cover letter explained the project and asked specific
inquiries concerning the list. Twenty-three responses were received (321 re-
sponse rate). Responses were analyzed by topic and empirically and a ranking of
human factors issues as problems was developed.

Using the same initial list of human faccors affecting nuclear power plant
safeguards the safeguard Summary Event List was analyzed, event by eveut, for
the influence of human factors in safeguards responses. Human factors were
ranked in terms of their influence on responses. Relevant literature was
identified and reviewed. Recommendations for further research or regulatory ac-
tions were analyzed in terms of t'e human factors list and ranked.

A final set of rankings is presented which are held to be a consensus on
what human factors pose problems in nuclear power plant safeguards.



CHAPTER 2
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1.0 Introduction

The term "huma factors" has been used in many contexts concerning nuclear
reactor safety, most significantly since the accident at Three Mile Island. How~
ever, a common definit:ion of what constitutes human factors is not evident in
the accumulated 'iterature. Human factors are defined here as those identifi-
able factors which are he'd to affect the performance of personnel in executing
their job related responsibilities. These include engineering, personnel, and
administrative factors at play in a nuclear powar plant. The objective of this
first part of the overall human factors in nuclear power plant safeguards pro-
ject is to sy:.ematically enumerate the human factors that should be considered
in the protection of nuclear power plants from sabotage and to determine their
relative importance.

1.1 Background

The risks from operating nuclear power plants have been examined by NRC by
using the techniques of Probabilistic Risk Assessment (PRA). This research has
shown that a major factor dictating the risk to society from nuclear power plant
operation is how well the personnel taking part in the overall plant organiza-
tion perform their job tasks.! If performance is not optimal, then plant safety
may be suboptimal and risk, consequently, higher. Therefore, a large effort has
been made to determine how risk is affected by the performance of most personnel
in nuclear power plants? with the goal of identifying dominant factors and
correcting deficiencies. PRA research has shown that human error may often be
the dominant factor in the potential for a major reactor accident occurring or
being avoided.

Safeguards and security at nuclear power plants have long been viewed as
primarily concerned with reducing risk due to operation of these facilities by
reducing the probability of radiological sabotage. However, the study of PRA
has been aimed almost exclusively at determining human contributions to risk by
operational personnel, for instance, human factors concerning the performance of
operators in the control room and maintenance personnel in the plant.” Human
factors affecting risk associated with the behavior of safeguards and security
personnel have not been examined in any comparable fashion.

In order to determine which human factors affect risk from safeguards
events and to develop a plan for dealing with those risks, a systematic approach
is used. An examination of appropriate literature and consultation with industry
and government personnel, as well as of event and compliance reports, were used
to develop data and a list of those human factors in safeguards that affect
risk. Ultimately the contribution of safeguards personnel to overall risk may
be assessed, however, that assessment is beyond the scope of this present ef-
fort.

The purpose of this chapter is to develop a list of human factors in
safeguards and security that may .apact risk. In the context of this study,
risk is regarded as a threat to health and welfare of the public so that an
off-site release of radioactivity is viewed as the consequence of importance
(i.e., radiological sabotage) rather than industrial safety. Accordingly,
weight is given to those human factors which could most predictably affect the
probability of core damage. Human factors affecting overall risk stemming from
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transportation of nuclear materials and abuse of fuel cycle facilities are not
directly covered in thie project because they are outside the statement of work
provided by NRC. 1In addition, fuel cycle facilities and transportation
activities do not directly affect risk from reactor operation. However, it is
likely that many of the human factors discussed in this report will apply to
safeguards for bot' r-ansportation and fuel cycle facilities.

1.2 Method

In order to identify human factors issues in nuclear power plant safeguards
logically, all human factors held to affect the performance of safeguards person-
nel should be considered. A technique must then be employed to systematically
identify those human factors issues which can be considered "problems." While
safeguards systems have worked well for many y2ars at many nuclear reactor
sites, it is not clear that nuclear power plant safeguards, as they exist today,
are optimal given current resources. That is to say, it is unrealistic to ac-
cept the lack of significant events as the index of safeguards quality, because
of the acknowledged low probability and high consequences of such an event
should it occur. Therefore, other indexes must be developed to assess-
safeguards quality. A "problem" is defined here as a state of affair for which
there is a consensus that some improvement in the quality of safeguards can be
achieved, but the appropriate means and/or justification for achieving a solu-
tion is lacking. Human factors issues which do not pose problems, as defined
here, will not be considered as topics for potential study in the final long~
term research plan to be produced by this project.

The process for achieving a consensus on what actually constitutes a set of
problems must be sufficiently broad based to take into account several relevant,
but diverse data sources. For instance, data referring to actual safeguards
events reported by licensees must be considered since these are a partial ac-
counting of the nature of events actually faced by nuclear power plant
safeguards personnel. However, the biases attendant upon a required reporting
system must be taken into account. The operational safety literature shows,
that many Licensee Event Reports (L!l.; were classified as equipment failure
when, in fact, they were human errors.’” LERs are those reports required by NRC
which pertain to operational safety events that may adversely affect plant
safety. Safeguards Event Reports are r:quired for safeguards-related events and
can be analyzed similarly. The opinions of professionals can also provide valu-
able insights into the nature of human factors which adversely affect the perfor-
mance of safeguards personnel. However, expert opinion alone may not ba
sufficiently comprehensive or capable of being subject to rigorous analysis un~
less a scientifically designed survey is used. The vast literature on human fac-
tors in personnel performance can also be brought to bear on this consensus pro-
cess through examining the findings and recommended research in relevant
studies. Since recommendations are generally formulated at the completion of a
study, they arise, for the most part, from state-of-the-art thinking. Using all
of these data sources, a system for setting priorities on the importance of the
human factors which are identified as problems can also be developed.

To begin with, an initial attempt to enumerate all human factors that may
affect human performance in nuclear power plant safeguards was undertaken. The
Office of Nuclear Materials Safety and Safeguards (NMSS) at NRC informally
polled their staff and supplied the results for consideration. This list was

2-2



statedly not comprehensive and was to be used only as a starting point. 1In addi-
tion, staff suggestions were solicited from more than twenty Brookhaven National
Labor- .ry (BNL) scientists (Engineering Analysis and Human Factors Group and
Techa:cal Support Organization for Nuclear Safeguards) and all the results were
combined to arrive at an overall initial list. This was then divided into the
categor es of 1) material control and accounting and 2) physical security.

At fuel cycle facilities strict material control and accounting measures
are required to assure that sensitive nuclear materials which are usable in an
explosive device or capable of being dispersed as a radiological toxin are kept
secure from theft or diversion. At a nuclear power plant no similar threat
exists. Studies have shown that new fuel is not a radiological health or safety
threat to the public and that spent fuel is not an attractive target for theft,
and therefore not very sensitive. Analylis'hal shown that sabotage aimed at
spent fuel is similarly difficult and an unlikely threat to the public health
and safety.* At nuclear power plants accounting for spent fuel elements is done
by recording identification numbers and location of all elements in storage. Be-
cause of the relestively low sensitivity of spent fuel and relatively minimal
level of accountancy at nuclear power plants an investigation of human factors
affecting material control and accounti g should properly be done in the context
of fuel cycle facilities. As a resul*, this report is limited in scope to nu-
clear power plants so only human factors affecting physical security are
considered. The list of material control and accounting human factors are in Ap-
pendix A. The resulting list of human factors affecting nuclear power plant
safeguards (Table 1) was then considered to be reasonably comprehensive.

Two major ®onsiderations dictated the form of the solicitation for comments
from safeguards and human factors professionals. First, a scientifically
designed survey was considered, but because of administrative requirements and
time constraints, the use of a formal scientific survey was ruled out. Second,
because the general intent of the required research method is to expand the
range of expertise in this analysis to include both professionals from the field
of human factors in operational safety and safeguards profession.is, a very
broad-based solicitation instrument had to be used. Accordingly, it was deter-
mined that a-discussion paper along with general questions on the discussion
paper itself sent to various experts, would be an appropriate, albeit not rigor-
ous, way to gather expert opinion. The results of the expert solicitation, anal-
ysis of reported events and an analysis of relevant literature can be combined
for an overall ranking of human factors issues in safeguards.

The discussion paper (contained in Appendix B) which accompanied each re-
quest for comments was in two parts. First, a general discussion of what physi-
cal security at nuclear power plants actually consists of was given. This
amounted to a description of the requirements in 10 CFR 73.55 (the section of
the Federal Regulations which requires specific safeguards measures for nuclear
power plants) along with a discussion of relevant rulemaking actions (from the
Federal Register) and SETY (internal NRC) documents. This was provided in the
solicitation as a basis for 1) apprising human factors specialists of the types

*'Final Environmental Impact Statement: U.S. Spent Fuel Policy," Vol. 2, U.S.
DOE, DOE/EIS-0015, May 1980, pp. 4.112-3; E.E. Voiland et al., "Sabotage
Analysis for Spent Fuel at Morris, General Electric Co., NEDM-20682, 1974,
P Te




of tasks and human performance expected of safeguards personnel, 2) disagreement
or consensus among safeguards professionals as to the actual requirements of the
regulations, and 3) a contemporary review of existing regulatory actions and
issues. The second p.rt of the discussion paper was aimed at summarizing the sa-
lient aspects of each human factor. Equal treatment of each faclor was
attempted in order to minimize bias. To facilitate the use of this list, human
factors were grouped under four general headings presented in Table 2. A para-
graph on each item described the human factor and its potential effects on secu-
rity. The reader is referred to the discussion paper in Appendix B for specific
descriptions of human factors in nuclear power plant safeguards.

The resulting list which became the basis for the common analysis of the
data sources, was developed primsrily from expert opinion, reported events, and
reviewed literature.



Table 1

Initial List of Human Factors in Nuclear Power Plant Safeguards

Two-Man Rule

Communications

Format and Wording of Contingency Plans
Task Variety/Rotation

Vigilance

Adequate Manpower and Staffing

Self Preservation Manifested as Reluctance
Personnel Screening

intructional Programs

Safety/Safeguards Interactions
Behavioral Observation

Fitness for Duty

Corporate Attitude

Equipment Induced Error

Maintenance of Equipment and Alarms
Proper Levels of Automation

Reporting Requirements and Analysis
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Table 2

Human Factors in Nuclear Power Plant Safeguards Grouping
for Discussion Paper and Subsequent Analysis

A. Insider Threat
A.1 Two-Man Rule
A.2 Behavioral Observation Programs
A.3 Trustworthiness
A.4 Fitness for Duty
B. Organization
B.l Boredom Reduction - Vigilance
B.2 Communication
B.3 Rotation/Shiftwork/Manpower
B.4 Corporate Attitude
B.5 Instruction
C. Response Capabilities
C.1 Format and Wording of Contingency Plans
C.2 Self-Preservation and the Use of Deadly Force
C.3 Coordination Between Operation and Security Staffs
D. Equipment and Facilities - the Man-Machine Interface
D.1 CAS/SAS Design
D.2 Maintenance

D.3 Communications Equipment

D.4 Environmental Influences on Security




NOTES for Section 1

T.G. Ryan, "NRC Human Factors Research on Nuclear Industry Organization and
Management: Assumption:, Objectives, and Milestones," Presented at the
Tenth Light Water Reactor Safety Research Informatio. Meeting, National Bu-
reau of Standards, Oct. 1982; "Reactor Safety Study: An Assessment of Acci-
deat Risks in U.S. Commercial Nuclear Power Plants," NRC Report WASH-1400,
NUREG-75/014, 1975.

A.D. Swain and H.E. Guttmann, "Handbook of Human Reliability Analysis with
Emphasis on Nuclear Power Plant Operations," NUREG/CR-1278, 1980.

T.G. Ryan, note 1.

See for example: R.A. Kisner and P.R. Frey, "Functions and Operations of Nu-
clear Power Plant Crews," NUREG/CR-2587, April 1982; S. Baron et al., "An Ap-

proach to Modeling Supervisory Control of a Nuclear Power Plant," NUREG/CR-
2988, 1982.

D.M. Speaker, S.R. Thompson, W.J. Luckas, Jr., "Identification and Analysis
of Human Errors Underlying Pump and Valve Related Fvents Repor7ed by Nuclear
Power Plant Licensees," NUREG/CR-2417, 1982.
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2.0 Solicitation and Analysis of Comments

Part of the research for this project included solicitation of comments
from industry and government experts on the importance of various human factors
as they related to quality of nuclear power plant safeguards. It was deter-
mined that the short time allowed before the project completion date coupled
with the need for administrative clearance from the Office of Management and
Budget for a formal survey worked against a scientifically developed survey
instrument and rigorous statistical analysis. Instead, as a means of soliciting
opinion, the document described in the previous section (contained in Appendix
B), which discussed safeguards at nuclear power plants and associated human
factors issues, was developed at BNL. This document was reviewed by both safeguar
professionals and reactor safety human factors professionals on the BNL research
staff. It was then revised to reflect comments and suggestions.

A solicitation for comments was then sent to 85 safeguards and/or human fac-
tors professionals from industry, industry organizations and major universities
with relevant programs. These individuals were systematically selected from at-
tendance lists of human tactors professional meetings and safeguards
conferences. An attempt was made to include all major industry organizations
and contractors while compiling the mailing list for the solicitation. A brief
background of the project was provided and certain questions of interest
specified in the cover letter. The reader is referred to Appendix B of this re-
port which contains the letter and solicitation document.

Seven specific areas of inquiry concerning the discussion piece were
addressed in the cover letter. They were:

1. Are there human factors/safeguards issues which are not addressed or
addressed inadequately?

2. Are any of the issues covered unimportant in your opinion?

3. Are there studies addressing these issues which can be brought to bear
in the development of a long-term research plan (i.e., can we avoid
reinventing the wheel)?
|
4. Wnat is the relative importance of these issues with respect to each 1
other? |

5. Who else should have provided input to this report now or at subsequent
stages?

6. Are any of these issues impractical to study or would they require cor-
rective measures unacceptable to Government or industry?

7. Can any of these issues be "clustered" in order to better study them?

As a result of the informal structure of the inquiry, responses varied with
regard to their comprehensiveness and emphasis. Twenty-eight separate responses
containing hundreds of comments were received., These comments were analyzed
empirically and by topic to assist in ranking the issues.



Typically mail surveys receive a 10 to 202 response rate exc.pt where the
sub ject population is very specifically selected to maximize the response rate
and follow-up are used. As such, the return rate of 32% (28 of 85) for this so-
licitation can be considered good. In addition, since responses came from pro-
fessionals in the field, an analysis of responses can be considered a reliable
indicator of what human factors are held to be "problems" and to what extent
they are believed to affect the quality of safeguards at nuclear power plants.

2.1 Analysis of Comments by Topic
2.1.1 General Comments by Respondeats

It was suggested that the present study cannot be a parallel study to
NUREG/CR-2833 /"~ itical Human Factors Issues in Nuclear Power Regulation and A
Recommended Comprehensive Human Factors Long-Range Plan," August 1982) which was
principally a review of prior research costing several million dollars in the
area of operational safety. Very little human factors/safeguards work has ever
been undertaken except by the Defense Nuclear Agency (DNA) for the Department of
Defense (DOD) which was cited as relevant by several commentators. (DNA-
sponsored research was examined in order to evaluate its usefulness in
regulating, assessing, ard improving nuclear power plant safeguards.)

It was suggested that the solicitation instrument was comprehensive,
logical, and creative, fairly accu-ate, and thorough. One comment reflected con-
cern that the investigation was overly broad.

As comments were analyzed it became apparent that the original list of
human factors affecting safeguards lacked three items which were often
mentioned. First, the lack of a means to accurately evaluate the performance of
safeguards personnel was cited repeatedly as a factor contributing to potential
deficiencies in safeguards. Evaluations based on actual performance, rather
than surrogate determinates (quality of recordkeeping, frequency of patrols,
etc.), were suggested as necessary for an accurate evaluation of personnel per-
formance. Second, the notion that safeguards is mainly concerned with inten-
tional acts and not, as in operational safety, unintentional errors was widely
refuted. Human error can cause breakdowns in safeguards at least as easily as
in operational safety according to several comments and therefore should be
considered in this study. Third, the pervasive effect of false and nuisance
alarms was mentioned and, as a result, was added to the list. In addition, the
category of Instruction was broadened to "Instruction, Training, and Selection"
because of the large number of comments combining these factors. Signal detec-
tion theory was suggested as a good method to use in judging the integrity of
some safeguards measures.

2.1.2 Comments on Specific Human Factors lssues
A. The Insider Threat

A.l Two-Man Rule - In certain secure areas NRC has required in the
past that no individual be free to move about alone. This mea-
sure assumes that two individuals are less likely to attempt
sabotage than a lone individual.
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It was pointed out that the NRC has decided the two-man rule will not
be required at power reactors in the foreseeable future. This is due to the sig-
nificant cost and safety impacts to the licensees. Other comments reflected the
following concerns: the two-men rule may be appropriate for certain critical
areas; a form of supervisory inspection function should he used instead, which
will serve the dual purpose of quality control and security; and multiple-man
rules are very expensive: and they may not be effective against human reliabil-
ity breakdowns. One comment expressed concern that a two-man rule may actually
dilute responsibility among individuals as shown by some evidence from research
in social psychology.

A.2 Behavioral Observation Programs - NRC has considered various pro-
grams designed to detect emotional instability in licensee
employees. This may be accomplished through observation of subor-
dinates by supervisors who typically refer individual employees
to an employee assistance program.

The concern emerged that no satisfactory research or behavioral obser-
vation programs currently exist, despite their importunce. In some comments it
was suggested that this type of r._search should have very high priority. Union
labor was cited as very important in the potential acceptance of a behavioral ob-
servation program; and the FAA and Air Force programs were suggested as models.
Adverse impacts on employee civil liberties were also cited as a major factor in
the design of a program in order to mitigate adverse effects. It was urged that
any research in this area should be a follow-up of previous NRC work (e.g.,
"Behavioral Observation Program for the Nuclear Industry," NUREG/CR-2076).

A.3 Trustworthiness - Complete control of employee actions is not
achievable. Instead, some method of assuring individual trustwor-
thiness is needed. Currently, NKC recommends a background inves-
tigation and psychological screening of applicants for sensitive

positions. The exact nature of an optimal system is still under
discussion, however.

According to one comment, this issue has been addressed by many govern-
ment agencies and in industry because sabotage events are increasingly common.
It was pointed out that trustworthiness is determined on the basis of using psy-
chological screening and background investigations which are assumed to be rea-
sonable determinants of future behavior. Concern was expressed over the
vagueness of the American National Standards Institute/American Nuclear Society
(ANSI/ANS) 3.3 standard currently used to assure trustworthiness of individuals
at nuclear power plants. The need to formulate a rigorous classical selection
program was cited. It was suggested that NRC fund development and maintenance
of a national nuclear security system to include Department of Energy (DOE),
NRC, military, and nuclear utility personnel. Job analysis was suggested as a

way to assist development of better training in order to directly enhance trust-
worthiness.

A.4 Fitness for Duty - Some employees in all industries, at times,
work in a physical condition which is considered unfit, These
conditions may include the results of alcohol and/or drug use, fa-
tigue, illness and other physical or mental states which can af-
fect performance.




Fitness for duty may be affected by shift work and rotation practices,
as well as by extraneous factors such as chemical dependences. Appropriate
aptitudes, background screening for drug or alcohol abuse, major law violations,
and so on, were given as obvious examples. Empleoyee attitudes were cited simi~
larly. Annual or semiannual recertification by a physician or psychologist for
all personnel in sensitive positions was suggested. It was pointed out that re-
search in this area may be better combined with the behavioral observation re-
search.

A.5 Human Reliability - People do make mistakes. The issue here is
to determine what organizational and systems designs minimize
human error. Because human performance is an essential part of

most safeguards activities it was added to the original list in
this solicitation.

Concern was voiced about the degree to whilh actual human error could
cause deterioration of safeguards. Errors in assessing closed circuit TV imag-
ery, in command and control of security resources, in tactics employed bdy
investigative teams, and in mistaken assumptions about the probable cause of
alarm sources are extensively documented according to one comment. Human relia-
bility was suggested as an important area for research. An example of a human
reliability issue was made of the lack of required safeguard personnel night
qualification with weapons in NRC regulations althoigh threat assessment sug-
gests that intruders are likely to use darkness as a cover. The DOE does re-
quire night certification. Thus, the reliability of safeguards personnel at DOE

sites and NRC licensees may, particularly in stressful situations, differ at
night.

B. Organization

B.1 Boredom and Vigilance - It is well established that human atten-
tion will degrade under certain conditions, including long times
without stimulus. An individual's ability to maintain proper
levels of vigilance and the effects of vigilance deterioration
are important to the quality of safeguards.

According to comments, boredom and vigilance are human factors which
do respond to training and drills. The frequency of critical events for which
security guards are trained may approach zero, and under these circumstances
human performance and alertness may not be maintained at sufficiently high
levels unless provisions are made for the personnel to exercise their skills
against meaningful albeit simulated intrusions. False alarms are also cited as
contributing significautly to vigilance deterioration. The integrity of site
surveillance was cited both as important in the quality of safeguards and as a
condition for which there is no empirical evidence as to whether or not it
exists. Further, it was suggested that it may not be appropriate to link bore-
dom and vigilance together. Boredom may also be examined in the light of the
types of personnel lost through attrition out of the career. It was pointed out
that excellent candidates may be turned off by being strictly overqualified
and/or uninformed about the relative importance of their respcnsibilities as
safeguards personnel at a nuclear power plant. Vigilance, as an area of re-
search, has been extensively examined and further research on its causes may he



unnecessary. Instead, research may be better aimed at job structure as well as
equipment reliability.

B.2 Organizational Communication - The organization which operates
power plants is composed of organizational units which operate in
a coordinated fashion to minimize risk to the public. The abil-
ity of these units t> coordinate normal responsibilities and emer-
gency responses is important to minimizing risks.

Communications among the individuals and organizational subunits can
be critical in the integrity of safeguards. Feedback on how well or poorly the
security system is working is rarely given to the security subunit. Prcblems
can arise because of poorly defined management and organization structure and
their roles in physical security. Research may be better aimed at the role defi-
nition problem.

B.3 Rotation/Manpowe -/Shiftwork - Many of the positions on the

safeguards staff of a nuclear power plant require shift work and
rotation. The basic issue of manpower refers to over- and
understaffing for certain tasks.

Comments tended to indicate a need to study the effects of shiftwork
as part of the job structure on guard performance. The potential for attitude
conditioning caused by these human factors may be especially important. The De-
partment of Defense (DOD) has sponsored work in this area which should be used.
It includes analyses of salary incentives, adequate staffing levels, and advance-
ment opportunities for personnel. Another comment indicates that most classic
research focuses on the area of shiftwork for complex tasks, and the literature
that is available consists almost entirely of laboratory studies of arbitrary
laboratory tasks. Studies aimed directly at security forces at nuclear power
plants may also be very expensive. These studies may be effectively combined
with those in the boredom and vigilance area.

B.4 Corporate Attitude - The licensee organization as a whole has a
characteristic attitude which is rooted in the basic values,
norms, and goals of all management and employees. As such, corpo~
. te attitude is not limited to those attitudes of management,
but includes those reflected by all licensee employees.

Corporate attitude was repeatedly cited as a major, if not the major,
factor in dictating the quality of safeguards at nuclear power plants. Corpo-
rate attitude, as an issue, includes all aspects of how the safeguards unit is
designed, placed, and treated within the organization as a whole., It was point~
ed out that there is no model of how a guard force should be designed. Some
plants use an industrial security model while others use miniaturized army or
local police force models. It was asserted that some preferred model must
exist, Concern was expressed that without objective evidence of flawed secu-
rity it was unlikely that security managers would easily cccept changes. Con-
versely, if they are confronted with objective evidence of a deficiency in
safeguards, they will usually pursue changes with vigor.

It was pointed out that the productivity and morale of maintenance per~
gonnel in nuclear power plants is sl nificantly influenced by security
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regulations. If carried to the extreme, maximum security could be achieved,
but operational safety effectiveness almost completely degraded.

A problem which, according to comments, should not be underemphasized
is the perceived importance of safeguards and the place of security managemenc
within the utility management and overall organization hierarchy. While most in-
dividual security problems may be solvable with a piecemeal approach, the
overall functioning of an effective security organization is best approached
from the top down. A management program must be established with security as a
top priority to provide the foundation for an effective, integrated security pro-
gram., It was suggested that a Safeguards and Security Council comprised of divi-
sion heads, plant management, and security representatives be established at
each facility. The council would promote awareness, coordination, and coopera-
tion among these organizational units. Periodic meetings would help assure
continuity between safeguards and operaticnal requirements.

Corporate attitude has been suggested as a potential and occasionally
manifest source of friction between employees and management. At one site, the
difference in management approaches between two separate licensees appears to
have caused the one security force, which was subject to authoritarian manage-
ment, to unionize while the the other security force showed no such inclination.

Guidelines for management and organization which place plant security
at the corporate level were suggested. In addition, NRC may consider scrutiny
of its own practices in assessing the role of utility management and organiza-
tion in physical security. Career path and advancement, reflections of corpo-
rate attitude, were cited as major contributors to the quality of plant
safeguards.

User acceptance of any actions aimed at improving corporate attitude
was cited as very important. It was suggested that selected representatives of
utilities should be allowed to participate in and review the feasibility and
cost effectiveness of resultant programs. The need for rank and file support
was suggested as critical to the success of any proposed program.

B.5 Instruction, Training, and Selection - In order to assure optimal
individual performance, selection procedures must pick appropri-
ate individuals for each position, and training and instruction
programs must prepare them to best handle the tasks they are
required to perform.

Instruction, training, and selection were mentioned frequently as crit=
ical human factors in safeguards. It was suggested that a standard selection
battery and a standard set of norms for security personnel be made available in-
stead of generic guidance. This has been done according to one comment and
inquiries as to its effectiveness have been initiated. Qualification, it was
asserted, cannot be reliably based on such secondary criteria as how well the in-
dividual keeps his log book or subjective appraisals of appearance, trustworthi-
ness, and other traits. Instead, performance-based appraisals must be made. It
has been shown that safeguards personnel are often unaware of some of the rather
subtle detection and localization problems they may encounter; on the other
hand, they quickly learn to cope with these problems once appropriate exercise
and feedback systems have been employed. There should be a correlation between



the practical application of emergency techniques and regular training exercises
practiced weekly on every shift. The feasibility of increased security audits
or drills should be studied. The appropriate level of experience or law
enforcement background and training that would enable safeguards perscnnel to de-
termine the appropriate tactics for dealing with threats should be studied. It
may be that training can be used directly in establishing appropriate roles for
all levels of security personne' during a security threat.

It was suggested that training should be conducted in such a way as to
allow for some type of measurably improved performance. In particular, a crite-
rion of improved performance should include the ability to cope with novel
problems, i.e., to extrapolate past experience to new situations.

It was pointed out that considerable research in training theory
exists and should be directly applicable to nuclear power plant safeguards per-
sonnel. Training programs should be based on job requirements as determined by
good behaviorally based job/task analysis. The results of such analysis could
also be used in the development of selection training tools.

One comment referred to a site where one license's guard force had
undergone a 200-hour basic training program while a second licensee's program
lasted only 40 hours. Security officers for both licensees were provided by the
same Contract Security Manager and were screened and hired according to the same
criteria. The organizational policy of one licensee included adequate training,
good labor relations, and management by cooperation; the other's included mini-
mal training (a cost-control measure), authoritarian guard force management, and
contract administration through the imposition of penalty clauses. Perhaps as
a result, security officers for the second licensee sought and gained a labor
union while the first licensee's officers did not. The unionized licensee then
compounded its problem by hiring in-house shift supervisors to keep security
forces "honest." When the in-house supervisors rejected several officers tor
reasons other than security or personality aberrations, they were reassigned to
the first licensee and, with additional training, performed above average in
every case. This is currently being examined to assess its relevance to train~
ing as well as corporate attitude.

€. Response Capabilities

C.1 Format and Wording of Contingency Plans - All licensees are
required to prepare and nub.!t to NRC for approval cont ngency
plans for safeguards events. Those plans are to be fuilowed dur~
ing any emergeacy situation requiring a safeguards personnel
response.

It was suggested that a minimum response capability should be defined
operationally. The DOD has funded development of a data recording system which
can contribute to the capability for measuring response performance. This sys~
tem could also provide criteria measures necessary for assessing the
acceptability of contingency plans and could provide both local management and
the NRC with objective data capable of assessing the adequacy of these plans.

Adversary penetration was characterized as the most important and
least tractable of all safeguards issues. Improving the capability of a gnard



force to identify potential intruders though training is one way to cope with
this problem.

It was pointed out that because of a lack of standardization, contin-
gency plans are seldom practiced. It was recommended that exercises should be
established which implement some parts of the contingency plans at least quar-
terly and they should include one full-scale exercise annually.

One comment pointed out that classes of security responses could be
established to dictate types, number, and timeline response curves for security
personnel. The use of matrices or computer-aided decision making for response
selection may be useful.

C.2 Self-Preservation and Us: of Deadly Force - Security guards, in
particular, can be instantly placed in a position of great person-
al risk if adversaries are thought to be present on site. The ef-
fects of civil and criminal liabilities for improper use of
deadly force combined with the personal consequences of not using
it when in danger may lead *o eroded guard performance.

It was suggested in one comment that the conflict of NRC regulations
with various state laws and local ordinances is a major problem, but one that
NRC has not been considered in a systematic or generic fashion. On the other
hand another comment stated that NRC policy has been based on exhaustive legal
research so that further legal analysis is unlikely to alter these policies.
However, there may be a need for periodic, realistic exercises under conditions
that are not actually life threatening but prepare personnel for decision making
under duress.

One comment described the issues of deadly force and self-preservation
as overemphasized. They may also be described as decision making problems that
can be made very difficult, as in the case of a security guard who, while not
fully qualified in the use of weapons at night, may have to decide very quickly
on the use of lethal weapons against an individual in darkness. It is likely
that untrained personnel will make a less deliberate decision. Training is
cited as a good means of coping with those factors that affer. th- decision
mak ing process on whether or not to use deadly force.

It was pointed out that since the arrest powers of a security guard
are vecy limited compared to those of a peace officer (i.e., police or deputized
personnel), security guards may be too cautious in performing their duties. If
a guard performs .a improper arrest, he can be subject to private civil suits
brought by the arrested individual. If such a deficiency in performance can be
validly demonstrated, it may be addressable thro'gh proper training.

The use of duress words/codes, as in the military, to increase covert
resistance capability should also be investigated according to one comment.

€.3 Coordination Between Safety and Safeguards - This issue is simi~-
Tar to Organization Communication (B.2), but is unique because op-
erational and security measures may be in direct conflict during
an emergency. For instance, in some cases radiological
emergencies require a different organizational response from sabo-




tage emergencies, but the distinction may be lost if, for exam-
ple, a sabotage event escalates into a radiological safety event.

Coordination, it was suggested, plays a large role in determining how
well a facility's overall staff can responi to an off-normal situation. The ef-
f