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ABSTRACT

This report presents a long-term research plan for addressing human fac-
tors which can adversely affect safeguards at nuclear power plants. It was
dtveloped in order to prioritize and propose research for NRC in regulating
power plant safeguards.

In 1982, the Human Factors Society developed, under NRC contract, a long-
term research plan for studying human factors in power plant o pera tions . That
plan, published in NUREG/CR-2833, specifically excluded from consideration
fuel cycle, waste disposal, health physics, and plant security activities.
The purpose of this report is to address human factors in plant security.
This research ef fort did not address human factors associated NRC activities,

cuch as the use of mandatory reporting systems, or areas of research outside
of plant operation, such as probabilistic risk assessment (FRA). Instead, it
focused on the performance of security activities by safeguards personnel at
operating power plants. For the purposes of this research, the terms " safe-
guards" and " security" can be considered synonymous.

The first task was to identify and rank human factors affecting the qual-
ity of nuclear power plant safeguards in terms of their importance. The opin-
ions of over 85 experts were solicited and 28 responses were received. These
responses were rigorously analyzec to ascertain what human factors could be
considered important to power plant safeguards. In addition, the Safeguards
Susmary Event List (NUREG-0525) was systematically analyzed for human f actors
influe nces . Also, relevant government and industry literature was reviewed.
These data sources were then aggregated and an overall importance ranking of
human factors issues was developed. This part of the research ef fort is fully
documented and described in Chapter 2 of Volume II.

The second part of this effort involved determining the feasibility of
conducting research in the areas found to be important to power plant safe-
guards. A determination of research feasibility was based on the practical-
ity, usefulness, and acceptability of conducting research and using the re-
sults in a regulatory context. This part of the ef fort is f ully documented in
Chapter 3 of Volume II.

Research ef forts addressing human factors in safeguards were then de-
veloped and prioritized according to the importance of human factors areas
derived in the firs t pa rt of the study aad the feasibility of research deter-
mined in the second part. Research was also grouped to take advantage of
cosmon research approaches and data sources where appropriate. Chapter 4 of
Volume II details the development of methodological groupings for optimizing
resource use.

Four main program elements emerged f rom the analysis, namely (1) Training
and Performance Evaluation, (1) Organizational Factors, (3) Man-Machine Inter-
f ace, and (4) Trustworthiness and Reliability. Within each program element,
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ABSTRACT (CONT'D) l

l

projects are proposed with results and information flowing between program
elements where useful. An overall research plan was developed for a 4-year
~ period and it would lead ultimately to regulatory activities including rule-
making , regulatory guides, and technical bases for regulatory action. The
entire plan is summarized in Volume I of. this report.
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Chapter 1

1. INTRODUCTION

Brookhaven National Laboratory was contracted by the Nuclear Regulatory Com-
missien to develop a long-tern research plan for studying human factors
associated with nuclear power plant safeguards. That plan is presented along
with a summary of research performed in Volume I of this report. In Volume II
(this volume), all relevant analyses leading to the research plan are fully
described.

2. ORGANIZATION OF THIS DOCUMENT

Three different phases of research are presented in this volume. Chapter
2 documents the research which led to the identification and ranking of human
factors safeguards issues in terms of their importance to site security. Chap-
ter 3 asesses the feasibility of performing research on the issues identified in
Chapter 2. Chapter 4 is an independent review of the open literature aimed at
formulating optimal research design for studying human factors issues. These
chapters are summarized in Sections 2 and 3 of Volume I.

.
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Summary of Chapter 2 |

The purpose of this chapter is to identify and rank human factors which af--
feet the quality of safeguards at nuclear power plants. The resulting ranking
of human factors is based on a consensus on what human factors present
" problems" that NRC should consider in its future research plans.

The method used to arrive at rankings is a consensus method based on expert
opinion, analysis of reported safeguards events, and review of relevant litera-
ture. In order to access these data sources, an initial list of human factors
issues relevant to nuclear power plant safeguards was developed by consulting
Brookhaven National Laboratory (BNL) staff, NRC personnel, and contractor
organizations . This list contains all human factors which are generally held to
affect the performance of safeguards personnel. The term " problem" was then
defined as a state of affairs for which there is a consensus that some improve-
ment. in the quality of safeguards can be achieved, but appropriate means and/or
justification for achieving a solution is lacking. The list of human factors
issues was then annotated to provide background on each item. This list was
then sent to eighty-five professionals in the nuclear energy safeguards and/or'

human factors fields. A cover letter explained the project and asked specific
inquiries concerning the list. Twenty-three responses were received (32% re-
sponse rate). Responses were analyzed by topic and empirically and a ranking of
human factors issues as problems.was developed.

Using the same initial list of human factors affecting nuclear power plant
safeguards the safeguard Summary Event List was analyzed, event by event, for

i the influence of human factors in safeguards responses. Human factors were
ranked in terms of their influence on responses. Relevant literature was
identified and reviewed. Recommendations for further research or regulatory ac-
tions were analyzed in terms of the human factors list and ranked.

A final set of r'ankings is presented which are held to be a consensus on
what human factors pose problems in nuclear power plant safeguards.

1
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1.0 Introduction

The term " human factors" has been used in many contexts concerning nuclear
rzactor safety, most significantly since the accident at Three Mile Island. How-
cver, a common definition of what constitutes human factors is not evident in

the accumulated literature. Human factors are defined here as those identifi-
(ble factors which are he?d to affect the performance of personnel in executing
their job related responsibilities. These include engineering, personnel, and
administrative factors at play in a nuclear powar plant. The objective of this
first part of the overall human factors in nuclear power plant safeguards pro-
jset is to sys';ematically enumerate the human factors that should be considered
in the protection of nuclear power plants from sabotage and to determine their
relative importance.

1.1 Background

The risks fram operating nuclear power plants have been examined by NRC by
using the techniques of Probabilistic Risk Assessment (PRA). This research has
shown that a major factor dictating the risk to society from nuclear power plant
operation is how well the personnel taking part in the overall plant organiza-
tion perform their job tasks.1 If performance is not optimal, then plant safety
may be suboptimal and risk, consequently, higher. Therefore, a large ef fort has
been made to determine how risk is af fected by the performance of most personnel
in nuclear power plants 2 with the goal of identifying dominant factors and
correcting deficiencies. PRA research has shown that human error may of ten be
the dominant factor in the potential for a major reactor accident occurring or
being avoided.3

Safeguards and security at nuclear power plants have long been viewed as
primarily concerned with reducing risk due to operation of these facilities by
reducing the probability of radiological sabotage. However, the study of PRA
has been aimed almost exclusively at determining human contributions to risk by
operational personnel, for instance, human factors concerning the per{ormance of
operators in the control room and maintenance personnel in the plant. Human
factors affecting risk associated with the behavior of safeguards and security
personnel have not been examined in any comparable fashion.

In order to determine which human factors affect risk from safeguards
events and to develop a plan for dealing with those risks, a systematic approach
is used. An examination of appropriate literature and consultation with industry
end government personnel, as well as of event and compliance reports, were used
to develop data and a list of those human factors in safeguards that affect
risk. Ultimately the contribution of safeguards personnel to overall risk may
bs assessed, however, that assessment is beyond the scope of this present ef-
fort.

The purpose of this chapter is to develop a list of human factors in
safeguards and security that may impact risk. In the context of this study,
risk is regarded as a threat to health and welfare of the public so that an
off-site release of radioactivity is viewed as the consequence of importance
(i.e., radiological sabotage) rather than industrial safety. Accordingly,
w2ight is given to those human factors which could most predictably af fect the
probability of core damage. Human factors affecting overall risk stemming from

2-1
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tr:nsportation of nuc10sr matoricis cnd cbusa cf fu21 cyclo fccilitico cro n:t
directly covered in thic project because they are outside the statement of work
provided by NRC. In addition, fuel cycle facilities and transportation
activities do not directly affect risk from reactor operation.. However, it is
likely that many of the human factors discussed in this report will apply to
safeguards for bot * ransportation and fuel cycle facilities.

1.2 Method

In order to identify human factors issues in nuclear power plant safeguards
logically, all human factors held to affect the performance of safeguards person-
nel should be considered. A technique must then be employed to systematically
identify those human factors issues which can be considered " problems." While
safeguards systems have worked well for many years at many nuclear reactor
sites, it is not clear that nuclear power plant safeguards, as they exist today,
are optimal given current resources. That is to say, it is unrealistic to ac-'

cept the lack of significant events as the index of safeguards quality, because
of the acknowledged low probability and high consequences of such an event
should it occur. Therefore, other indexes must be developed to assess-
safeguards quality. A " problem" is defined here as a state of af faira for which
there is a consensus that some improvement in the quality of safeguards can be
achieved, but the appropriate means and/or justification for achieving a solu-
tion is lacking. Human factors , issues which do not pose problems, as defined
here, will not be considered as topics for potential study in the final long-
term research plan to be produced by this project.

The process for achieving a consensus on what actually constitutes a set of
problems must be sufficiently broad based to take into account several relevant,
but diverse data sources. For instance, data referring to actual safeguards
events reported by licensees must be considered since these are a partial ac- ,

counting of the nature of events actually faced by nuclear power plant4

' safeguards personnel, However, the biases attendant upon a required reporting
system must be taken into account. The operational safety literature shows,
that many Licensee Event Reports (LERs were classified as equipment failure
when, in fact, they were human errors. LERs are those reports required by NRC
which pertain to operational safety events that may adversely affect plant
sa fe ty. Safeguards Event Reports are rJquired for safeguards-related events and
can be analyzed similarly. The opinions of professionals can also provide valu-
able insights into the nature of human factors which adversely affect the perfor-
mance of safeguards personnel. However, expert opinion alone may not be
sufficiently comprehensive or capable of being subject to rigorous analysis un-

1 less a scientifically designed survey is used. The vast literature on human fac-
tors in personnel performance can also be brought to bear on this consensus pro-

";
ces through examining the findings and recossmended research in relevant

s tud ie s . Since recommendations are generally formulated at the completion of a
study, they arise, for the most part, from state-of-the-art thinking. Using alla

of these data sources, a system for setting priorities on the importance of the
human factors which are identified as problems can also be developed.

To begin with, an initial attempt to enumerate all human factors that may
affect human performance in nuclear power plant safeguards was undertaken. The
Office of Nuclear Materials Safety and Safeguards (NMSS) at NRC informally
polled their staff and supplied the results for consideration. This list was

1
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ctct dly n:t comprsh;nciva cnd wzo to be un:d enly ca o etcrting point. In tddi-
tion, staff suggestions were solicited from more than twenty Brookhaven National
Labor'' ary (BNL) scientists (Engineering Analysis and Human Factors Group and
Technical Support Organization for Nuclear Safeguards) and all the results were
combined to arrive at an overall initial list. This was then divided into the
categories of 1) material control and accounting and 2) physical security.

At fuel cycle facilities strict material control and accounting measures
are required to assure that sensitive nuclear materials which are usable in an
explosive device or capable of being dispersed as a radiological toxin are kept
secure from theft or diversion. At a nuclear power plant no similar threat
rexis ts . Studies have shown that new fuel is not a radiological health or safety
threat to the public and that spent fuel is not an attractive target for theft,
and therefore not very sensitive. Analysis has shown that sabotage aimed at
spent fuel is similarly difficult and an unlikely threat to the public health
and sa fety.* At nuclear power plants accounting for s' ent fuel elements is donep
by recording identification numbers and location of all elements in storage. Be-
cause of the reletively low sensitivity of spent fuel and relatively minimal
level of accountancy at riuclear power plants an investigation of human factors
af fecting material control and accounti g should properly be done in the context
of fuel cycle facilities. As a result, this report is limited in scope to nu-
clear power plants so only human factors af fecting physical security are
considered. The list of material control and account'ing human factors are in Ap-
pendix A. The resulting list of human factors affecting nuclear power plant
safeguards (Table 1) was then considered to be reasonably comprehensive.

Two major considerations dictated the form of the solicitation for comments

from safeguards and human factors professionals. First, a scientifically
designed survey was considered, but because of administrative requirements and
time constraints, the use of a formal scientific survey was ruled out. Second,
because the general intent of the required research method is to expand the
range of expertise in this analysis to include both professionals from the field
of buman factors in operational safety and safeguards profession als, a very
broad-based solicitation instrument had to be used. Accordingly, it was deter-
mined that a4iscussion paper along with general questions on the discussion
paper itself sent to various experts, would be an appropriate, albeit not rigor-
ous, way to gather expert opinion. The results of the expert solicitation, anal-
ysis of reported events and an analysis of relevant literature can be combined
for an overall ranking of human factors issues in sa feguards.

The discussion paper (contained in Appendix B) which accompanied each re-
quest for comments was in two parts. First, a general discussion of what physi-
cal security at nuclear power plants actually consists of was given. This
amounted to a description of the requirements in 10 CFR 73.55 (the section of
the Federal Regulations which requires specific safeguards n'easures for nuclear
power plants) along with a discussion of relevant rulemaking actions (from the
Federal Register) and SECY (internal NRC) documents. This was provided in the
solicitation as a basis for 1) apprising human factors specialists of the types

*" Final Environmental Impact Statement: U.S. Spent Fuel Policy," Vol. 2, U.S.
DOE, DOE /EIS-0015, May 1980, pp. 4.112-3; E.E Voiland et al. , " Sabotage
Analysis for Spent Fuel at Morris , General Electric Co. , NEDM-20682,1974,
p. 7.
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of tasko cnd human perfcrmance expsctsd of cofsguntdo parscnn21, 2) diergrsament
or consensus among safeguards professionals as to the actual requirements of the
regulations, and 3) a contemporary review of existing regulatory actions and <

issues. The second part of the discussion paper was aimed at summarizing the sa- )
lient aspects of each human factor. Equal treatment of each factor was i
attempted in order to minimize bias. To facilitate the use of this list, human I

factors were grouped under four general headings presented in Table 2. A para- |

graph on each item described the human factor and its potential effects on secu-
rity. The reader is referred to the discussion paper in Appendix B for specific
descriptions of human factors in nuclear power plant safeguards.

The resulting list which became the basis for the common analysis of the
data sources, was developed primarily from expert opinion, reported events, and
reviewed literature.

.
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Initial-List of Human Factors in Nuclear Power Plant Safeguards

-Two-Man Rule

Communications

Format and Wording of Contingency Plans

Task Variety / Rotation.
I

Vigilance

Adequate Manpower'and Staffing

Self Preservation Manifested as Reluctance

Personnel Screening

Intructional Programs

Safety / Safeguards Interactions

Behavioral Observation

Fitness for Duty

Corporate Attitude

Equipment Induced Error -

Maintenance of Equipment and Alarms

Proper Levels of Automation

Reporting Requirements and Analysis

t
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Tchls 2

Human Factors in Nuclear Power Plant Safeguards Crouping
for Discussion Paper and Subsequent Analysis

A. Insider Threat ,

A.1 Two-Man Rule

A.2 Behavioral Observation Programs

A.3 Trustworthiness
.

A.4 Fitness for Duty 1

B. Organization

B.1 Boredom Reduction - Vigilance

B.2 Communication

B.3 Rotation /Shif twork/ Manpower

B.4 Corporate Attitude

B.5 Instruction

C. Response Capabilities

C.1 Format and Wording of Contingency Plans

C.2 Self-Preservation and the Use of Deadly Force

C.3 Coordination Between Operation and Security Staffs

D. Equipment and Facilities - the Man-Machine Interface

D.1 CAS/SAS Design

D.2 Maintenance

D.3 Communications Equipment

D.4 Environmental Influences on Security

2-6
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2.0 Solicitrtion rnd Analysic of Comments
i

Part of the research for this project included solicitation of coments i

from industry and government experts on the importance of various human factors |
as they related to quality of nuclear power plant safeguards. It was deter-
mined that the short time allowed before the project completion date coupled
with the need for administrative clearance from the Office of Management and
Budget for a formal survey worked against a scientifically developed survey
instrument and rigorous statistical analysis. Instead, as a means of soliciting
opinion, the document described in the previous section (contained in Appendix
B), which discussed safeguards at nuclear power plants and associated human
factors issues, was developed at BNL. This document was reviewed by both safeguard
professionals and reactor safety human factors professionals on the BNL research
staff. It was then revised to reflect comments and suggestions.

A solicitation for coments was then sent to 85 safeguards and/or human fac-
tors professionals from industry, industry organizations and major universities
with relevant programs. These individuals were systematically selected from at-
tendance lists of human factors professional meetings and safeguards
conferences. An attempt was made to include all major industry organizations
and contractors while compiling the mailing list for the solicitation. A brief
background of the project was provided and certain questions of interest
specified in the cover letter. The reader is referred to Appendix B of this re-
port which contains the letter and solicitation document.

Seven specific areas of inquiry concerning the discussion piece were
addressed in the cover letter. They were:

1. Are there human factors / safeguards issues which are not addressed or
addressed inadequately?

2. Are any of the issues covered unimportant in your opinion?

3. Are there studies addressing these issues which can be brought to bear
in the development of a long-term research plan (i.e. , can we avoid
reinventing the wheel)?

4. What is the relative importance of these issues with respect to each
other?

5. Who else should have provided input to this report now or at subsequent
stages?

6. Are any of these issues impractical to study or would they require cor-
rective measures unacceptable to Government or industry?

7. Can any of these issues be " clustered" in order to better study them?

As a result of the informal structure of the inquiry, responses varied with
regard to their comprehensiveness and emphasis. Twenty-eight separate responses
containing hundreds of coments were received. These coments were analyzed

,

empirically and by topic to assist in ranking the issues. I
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Typically mail surviys r:coiva o 10 to 20% rs'p:nn rcto sxcept wh;ra tha
cubject population is very specifically selected to maximize the response rate
cnd follow up are used. As such, the return rate of 32% (28 of 85) for this so-
licitation can be considered good. In addition, since responses came from pro-
fassionals in the field, an analysis of responses can be considered a reliable
indicator of what human factors are held to be " problems" and to what extent
they are believed to affect the quality of safeguards at nuclear power plants.

2.1 Analysis of Coments by Topic

2.1.1 General Coments by Respondents

It was suggested that the present study cannot be a parallel study to
NUREG/CR-2833 ("Oritical Human Factors Issues in Nuclear Power Regulation and A
R: commended Comprehensive Human Factors Long-Range Plan," August 1982) which was
principally a review of prior research costing several million dollars in the
crea of operational safety. Very little human factors / safeguards work has ever
b;en undertaken except by the Defense Nuclear Agency (DNA) for the Department of
Dafense (D0D) which was cited as relevant by several comentators. (DNA-
cponsored research was examined in order to evaluate its usefulness in
r:gulating, assessing, and improving nuclear power plant safeguards.)

It was suggested that the solicitation instrument was comprehensive,
logical, and creative, fairly accu ate, and thorough. One comment reflected con-
corn that the investigation was overly broad.

As coments were analyzed it became apparent that the original list of
human factors affecting safeguards lacked three items which were of ten
mentioned. First, the lack of a means to accurately evaluate the performance of
cefeguards personnel was cited repeatedly as a factor contributing to potential
daficiencies in safeguards. Evaluations based on actual performance, rather
than surrogate determinates (quality of recordkeeping, frequency of patrols,
etc.), were suggested as necessary for an accurate evaluation of personnel per-
formance. Second, the notion that safeguards is mainly concerned with inten-
tional acts and not, as in operational safety, unintentional errors was widely
refuted. Human error can cause breakdowns in safeguards at least as easily as
in operational safety according to several coments and therefore should be
considered in this study. Third, the pervasive effect of false and nuisance
clarms was mentioned and, as a result, was added to the list. In addition, the
category of Instruction was broadened to " Instruction, Training, and Selection"
bscause of the large number of coments combining these factors. Signal detec-
tion theory was suggested as a good method to use in judging the integrity of
some safeguards measures.

2.1.2 Coments on Specific Human Factors Issues

A. The Insider Threat

A.1 Two-Man Rule - In certain secure areas NRC has required in the
past that no individual be free to move about slone. This mea-
sure assumes that two individuals are less likely to attempt
sabotage than a lone individual.
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It wa3 point:d out th:t th3 NRC h o d:cid:d th2 two-man ru19 will n t
be required at power reactors in the foreseeable future. This is due to the sig-
nificant cost and safety impacts to the licensees. Other conenents reflected the
following concerns: the two-men rule may be appropriate for certain critical
areas; a form of supervisory inspection function should be used instead, which
will serve the dual purpose of quality control and security; and multiple man '

rules are very expensive; and they may not be ef fective against human reliabil- |

ity breakdowns. One conenent expressed concern that a two-man rule may actually
dilute responsibility among individuals as shown by some evidence from research
in social psychology.

A.2 Behavioral Observation Programs - NRC has considered various pro-
grams designed to detect emotional instability in licensee
employees. This may be accomplished through observation of subor-
dinates by supervisors who typically refer individual employees
to an employee assistance program.

The concern emerged that no satisfactory research or behavioral obser-
vation programs currently exist, despite their importance. In some comments it
was suggested that this type of research should have very high priority. Union
labor was cited as very important in the potential acceptance of a behavioral ob-
servation program; and the FAA and Air Force programs were suggested as models.
Adverse impacts on employee civil liberties were also cited as a major factor in
the design of a program in order to mitigate adverse effects. It was urged that
any research in this area should be a follow-up of previous NRC Vork (e.g. ,
" Behavioral Observation Program for the Nuclear Industry," NUREC/CR-2076).

A.3 Trustworthiness - Complete control of employee actions is not
achievable. Instead, some method of assuring individual trustwor-
thiness is needed. Currently, NkC recommends a background inves-
tigation and psychological screening of applicants for sensitive
positions. The exact nature of an optimal system is still under
discussion, however.

According to one comment, this issue has been addressed by many govern-
ment agencies and in industry because sabotage events are increasingly common.
It was pointed out that trustworthiness is determined on the basis of using psy-
chological screening and background investigations which are assumed to be rea-
sonable determinants of future behavior. Concern was expressed over the
vagueness of the American National Standards Institute /American Nuclear Society
(ANSI /ANS) 3.3 standard currently used to assure trustworthiness of individuals
at nuclear power plants. The need to formulate a rigorous classical selection
program was cited. It was suggested that NRC fund development and maintenance
of a national nuclear security system to include Department of Energy (DOE),
NRC, military, and nuclear utility personnel. Job analysis was suggested as a
way to assist development of better training in order to directly enhance trust-
worthiness.

A.4 Fitness for Duty - Some employees in all industries, at times,
work in a physical condition which is considered unfit. These
conditions may include the results of alcohol and/or drug use, fa-
tigue, illness and other physical or montal states which can af-
feet performance.
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Fitnes] f:r d:ty may b3 cf f:ct d by chif t work cnd r:tttia peccticca,
cs well as by extraneous factors such as chemical dependences. Appropriate
Cptitudes, background screening for drug or alcohol abuse, major law violations,
cnd so on, were given as obvious examples. Empicyee attitudes were cited simi-
larly. Annual or semiannual recertification by a physician or psychologist for
cil personnel in sensitive positions was suggested. It was pointed out that re-
cearch in this area may be better combined with the behavioral observation re-
cearch.

A.5 Human Reliability - People do make mistakes. The issue here is
to determine what organizational and systems designs minimize
human error. Because human performance is an essential part of
most safeguards activities it was added to the original list in
this solicitation.

Concern was voiced about the degree to whiah actual human error could
cause deterioration of safeguards. Errors in assessing closed circuit TV imag-
cry, in command and control of security resources, in tactics employed by
investigative teams, and in mistaken assumptions about the pro ~oable cause of
clarm sources are extensively documented according to one comment. Human relia-
bility was suggested as an important area for research. An example of a human
reliability issue was made of the lack of required safeguard personnel night
qualification with weapons in NRC regulations although threat assessment sug-
gests that intruders are likely to use darkness as a cover. The DOE does re-
quire night certification. Thus, the reliability of safeguards personnel at DOE
sites and NRC licensees may, particularly in stressful situations, differ at
night.

B. Organization

B.1 Boredom and Vigilance - It is well established that human atten-

tion will degrade under certain conditions, including long times
without stimulus. An individual's tbility to maintain proper
levels of vigilance and the effects of vigilance deterioration

important to the quality of safeguards.are

According to comments, boredom and vigilance are human factors which
do respond to training and drills. The frequency of critical events for which
security guards are trained may approach zero, and under these circumstances
human performance and alertness may not be maintained at suf ficiently high
levels unless provisions are made for the personnel to exercise their skills
cgainst meaningful albeit simulated intrusions. False alarms are also cited as
contributing significaatly to vigilance deterioration. The integrity of site
curveillance was cited both as important in the quality of safeguards and as a
condition for which there is no empirical evidence as to whether or not it
exists. Further, it was suggested that it may not be appropriate to link bore-
dom and vigilance together. Boredom may also be examined in the light of the
types of personnel lost through attrition out of the career. It was pointed out
that excellent candidates may be turned off by being strictly overqualified
cnd/or uninformed about the relative importance of their responsibilities as
safeguards personnel at a nuclear power plant. Vigilance, as an area of re-
cearch, has been extensively examined and further research on its causes may be
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unnec :: Cry. I;;te:d, rocc rch may be bett:r cimed ct jrb structur2 ca call c3
equipment reliability.

B.2 Organizational Communication - The organization which operates
power plants is composed of organizational units which operate in
a coordinated fashion to minimize risk to the public. The abil-
ity of these units to coordinate normal responsibilities and emer-
gency responses is important to minimizing risks.

Communications among the individuals and organizational subunits can
be critical in the integrity of safeguards. Feedback on how well or poorly the
security system is working is rarely given to the security subunit. Problems
can arise because of poorly defined management and organization structure and
their roles in physical security. Research may be better aimed at the role defi-
nition problem.

B.3 Rotation /&npowe r/Shif twork - kny of the positions on the
safeguards staff of a nuclear power plant require shift work and
rotation. The basic issue of manpower refers to over- and
understaffing for certain tasks.

Consnents tended to indicate a need to study the effects of shiftwork
as part of the job structure on guard performance. The potential for attitude
conditioning caused by these human factors may be especially important. The De-
partment of Defense (DOD) has sponsored work in this area which should be used.
It includes analyses of salary incentives, adequate staf fing levels, and advance-
ment opportunities for personnel. Another comment indicates that most classic
research focuses on the area of shif twork for complex tasks, and the literature
that is available consists almost entirely of laboratory studies of arbitrary
laboratory tasks. Studies aimed directly at security forces at nuclear power
plants may also be very expensive. These studies may be ef fectively combined
with those in the boredom and vigilance area.

B.4 Corporate Attitude - The licensee organization as a whole has a
characteristic attitude which is rooted in the basic values,
norms, and goals of all management and employees. As such, corpo-
ute attitude is not limited to those attitudes of management,
but includes those reflected by all licensee employees.

Corporate attitude was repeatedly cited as a major, if not the major,
factor in dictating the quality of safeguards at nuclear power plants. Corpo-
rate attitude, as an issue, includes all aspects of how the safeguards unit is
designed, placed, and treated within the organization as a whole. It was point-
ed out that there is no model of how a guard force should be designed. Some
plants use an industrial security model while others use miniaturized army or
local police force models. It was asserted that some preferred model must
exist. Concern was expressed that without objective evidence of flawed secu-
rity it was unlikely that security managers would easily accept changes. Con-
versely, if they are confronted with objective evidence of a deficiency in
safeguards, they will usually pursue changes with vigor.

It was pointed out that the productivity and morale of maintenance per-
sonnel in nuclear power planta is aQtificantly influenced by security
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r:gulctions. If carrisd to tha sxtrime, maximum escurity could ba schisvad,
but operational safety effectiveness almost completely degraded.

A problem which, according to comments, should not be underemphasized
is the perceived importance of safeguards and the place of security management
within the utility management and overall organization hierarchy. While most in-
dividual security problems may be solvable with a piecemeal approach, the
overall functioning of an effective security organization is best approached
-from the top down. A management program must be established with security as a
top priority to provide the foundation for an ef fective, integrated security pro-
gram. It was suggested that a Safeguards and Security Council comprised of divi-
cion heads, plant management, and security representatives be established at
each facility. The council would promote awareness, coordination, and coopera-

,

tion cmong these organizational units. Periodic meetings would help assure
continuity between safeguards and opetational requirements.

Corporate attitude has been suggested as a potential and occasionally
manifest source of friction between employees and management. At one site, the
dif ference in management approaches between two separate licensees appears to
have caused the one security force, which was subject to authoritarian manage-
ment, to unionize while the the other security force showed no such inclination.

Guidelines for management and organization which place plant security
at the corporate level were suggested. In addition, NRC may consider scrutiny
of its own practices in assessing the role of utility management and organiza-
tion in physical security. Career path and advancement, reflections of corpo-
rate attitude, were cited as major contributors to the quality of plant
safeguards.

User acceptance of any actions aimed at improving corporate attitude
was cited as very important. It was suggested that selected representatives of
utilities should be allowed to participate in and review the feasibility and
cost effectiveness of resultant programs. The need for rank and file support'

was suggested as critical to the success of any proposed program.

B.5 Instruction, Training, and Selection - In order to assure optimal
individual performance, selection procedures must pick appropri-
ate individuals for each position, and training and instruction
programs must prepare them to best handle the tasks they are
required to perform.

Instruction, training, and selection were mentioned frequently as crit-
I ical human factors in safeguards. It was suggested that a standard selection

battery and a standard set of norms for security personnel be made available in-
stead of generic guidance. This has been done according to one comment and
inquiries as to its effectiveness have been initiated. Qualification, it was
asserted, cannot be reliably based on such secondary criteria as how well the in-
dividual keeps his log book or subjective appraisals of appearance, trustworthi-
nass, and other traits. Instead, performance-based appraisals must be made. It
hss been shown that safeguards personnel are of ten unaware of some of the rather
subtle detection and localization problems they may encounter; on the other
hsnd, they quickly learn to cope with these problems once appropriate exercise
end feedback systems have been employed. There should be a correlation between
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tha pr:cticci cpplication cf cmergincy techniquso cnd ragulcr training cxsrcicsa
practiced weekly on every shif t. The feasibility of increased security audits
or drills should be studied. The appropriate level of experience or law
enforcement background and training that would enable safeguards personnel to de-
termine the appropriate tactics for dealing with threats should be studied. It

may be that training can be used directly in establishing appropriate roles for
*all levels of security personne1. during a security threat.
1

It was suggested that training should be conducted in such a way as to '

allow for some type of measurably improved performance. In particular, a crite-
rion of improved performance should include the ability to cope with novel
problems, i.e., to extrapolate past experience to new situations.

It was pointed out that considerable research in training theory
exists and should be directly applicable to nuclear power plant safeguards per-
sonnel. Training programs should be based on job requirements as determined by
good behaviorally based job / task analysis. The results of such analysis could
also be used in the development of selection training tools.

One comment referred to a site where one license's guard force had
undergone a 200-hour basic training program while a second licensee's program
lasted only 40 hours. Security officers for both licensees were provided by the
same Contract Security Manager and were screened and hired according to the same
criteria. The organizational policy of one licensee included adequate training,
good labor relations, and management by cooperation; the other's included mini-
mal training (a cost-control measure), authoritarian guard force management, and
contract administration through the imposition of penalty clauses. Perhaps as
a result, security officers for the second licensee sought and gained a labor
union while the first licensee's of ficers did not. The unionized licensee then
compounded its problem by hiring in-house shif t supervisors to keep security
forces " honest." When the in-house supervisors rejected several officers for
reasons other than security or personality aberrations, they were reassigned to
the first licensee and, with additional training, performed above average in
every case. This is currently being examined to assess its relevance to train-
ing as well as corporate attitude.

C. Response Capabilities

C.1 Format and Wording of Contingency Plans - All licensees are
required to prepare and submit to NRC for approval cont *.ngency
plans for safeguards events. Those plans are to be followed dur-
ing any emergency situation requiring a safeguards personnel
response.

It was suggested that a minimum response capability should be defined
operationally. The D0D has funded development of a data recording system which
can contribute to the capability for measuring response performance. This sys-
tem could also provide criteria measures necessary for assessing the
acceptability of contingency plans and could provide both local management and
the NRC with objective data capable of assessing the adequacy of these plans.

Adversary penetration was characterized as the most important and
Icast tractable of all safeguards issues. Improving the capability of a guard
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fcres to id:ntify potsntial intrudsrs though trcining ic on2 w:y to copa with
this problem.

It was pointed out that because of a lack of standardization, contin-
g :ncy plans are seldom practiced. It was recommended that exercises should be
cotablished which implement some parts of the contingency plans at least quar-
torly and they should include one full-scale exercise annually.

One conunent pointed out that classes of security responses could be
established to dictate types *, number, and timeline response curves for security
parsonnel. The use of matrices or computer-aided decision making for response
calection may be useful.

C.2 Self-Preservation and Usr of Deadly Force - Security guards, in
particular, can be instantly placed in a position of great person-
al risk if adversaries are thought to be present on site. The ef-
fects of civil and criminal liabilities for impropar use of
deadly force combined with the personal consequences of not using
it when in langer may lead to eroded guard performance.

It was suggested in one comment that the conflict of NRC regulations
with various state laws and local ordinances is a major problem, but one that
NRC has not been considered in a systematic or generic fashion. On the other
hand another comment stated that NRC policy has been based on exhaustive legal
research so that further legal analysis is unlikely to alter these policies.
However, there may be a need for periodic, realistic exercises under conditions
that are not actually life threatening but prepare personnel for decision making
under duress.

One comment described the issues of deadly force and self preservation
as overemphasized. They may also be described as decision making problems that
can be made very dif ficult, as in the case of a security guard who, while not
fully qualified in the use of weapons at night, may have to decide very quickly
on the use of lethal weapons against an individual in darkness. It is likely
that untrained personnel will make a less deliberate decision. Training is
cited as a good means of coping with those factors that affec:. the decision
making process on whether or not to use deadly force.

It was pointed out that since the arrest powers of a security guard
are very limited compared to those of a peace of ficer (i.e., police or deputized
personnel), security guards may be too cautious in performing their duties. If

a guard performs aa improper arrest, he can be subject to private civil suits
brought by the arrested individual. If such a deficiency in performance can be
validly demonstrated, it may be addressable through proper training.

The use of duress words/ codes, as in the military, to increase covert
resistance capsbility should also be investigated according to one comment.

C.3 Coordination Between Safety and Safeguards - This issue is sieni-
lar to Organization Communication (B.2), but is unique because op-
erational and security measures may be in direct conflict during
an emergency. For instance, in some cases radiological
emergencies require a dif ferent organizational response from sabo-

|
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tcg1 cmerg:ncisa, but th2 dictincticn may b2 lect if, for cx c-
ple, a sabotage event escalates into a radiological safety event. ,

Coordination, it was suggested, plays a large role in determining how
well a facility's overall staff can responi to an off-normal situation. The ef-
fectiveness of command, control, and comunications , including those between the
Control Room and Central Alarm Station, are very important, as are comunication
and coordination with local law enforcement authorities important. Methods of
assessing coordination and communication abilities should be developed. Strict
lines of authority between the various elements of the plant staff for off-
normal situations should be established.

Some conunents were directed at normal operations and staff coordina-
tion. When card-keys failed, there have been instances of two individuals using
the same card key to gain access to protected and vital areas. Restricted ac-
cess can and does have a marked effect on the productivity and morale of mainte-
nance personnel. It was further mentioned that safeguards issues cannot be
taken out of the context of the overall process of operation and nuclear power
plant safety. Key operational personnel have been denied access by safeguards
personnel because of, among other reasons, poor interpersonal relationships.

According to research presently being conducted there are many cases
where timely physical access to manual valves, repair of incorrectly set torque
switches on motor operated valves, or restoration of circuit breakers makes the
difference between recovering systems and preventing core melt and a major acci-
dent. Safeguards access control requirements will play a major role in
permitting or preventing such an event.

C.4 Performance Evaluation - When personnel operate in an organiza-
tion some method of evaluation must be used to assess their per-
formance. Many methods have been used, but the unique nature of
safeguards at nuclear power plants (i.e., few if any real events)
dictates that special methods be investigated.

It was asserted that no performance based evaluation techniques are
used in safeguards and security. There is a need to understand the skill and
task structure of guard forces. Assessment techniques need to be developed, per-
haps similar to those used by the Department of Defense. What appears to be
needed, according to comments, are sensitive, objective measures of all major
system functions , including surveillance, intruder detection, localization,
interdiction, and apprehension or neutralization. In other words, operacionally
meaningful system performance et iteria need to be developed. Meaningful stan-
dards of performance can then be set so that response performance can be
measured. .

It was suggested that only tools and methodologies designed to deter-
mine the effectiveness of implemented human factors measures will truly reveal
overall security system operational effectiveness. Performance needs should be
analyzed in terms of desired goals, regulatory mandates, and the
management / enforcement approach adopted to date by NRC and its licensees.
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D. S:curity Equipment cnd Fccilitico

D.1 Central Alarm Station (CAS)/ Secondary Alarm Station (SAS)
Design - At any operating reactor there is an integrated intrt.sion
alarm system. This system's design can vary depending on the
state-of-the-art employed and particular needs at any facility.
The quality of the CAS/SAS design (which includes all intrusion
alarms and sensors) may be critical to the quality of site
security.

It was suggested that security systems and equipment should be subject
to the same human engineering review requirements as other plant control
stations. Plant security equipment is rarely installed as a system according to
comments, but instead a mix of vendors is usually represented in numerous
ccmeras, video monitors, sensors, monitoring systems, and other hardware. The
implications are that equipment components are of ten incompatible and less effi-
cient in terms of cost and operation. A review of currently used systems is in
order including consideration of functional requirements and performance specifi-
cctions (e.g. , reliability) . Camera misalignment, illumination deficiencies,
w2ather, and environmental factors can seriously degrade site surveillance,
permitting adversaries to take advantage of resulting concealment opportunities.

It was pointed out that there are significant man / machine interface
problems in military security system equipment which probably exist in indus-
trial security systems as well. In D0D research, very important interface prob-
icms have surfaced with respect to surveillance, intruder localization, and
command / control which only became apparent in post-exercise analysis of system
failures in D0D systems. It has been shown that the machine elements of the sys-
tcm clearly provide the potential for far superior performance to systems which
dspend on unaided human capabilities.

It was also stated that in some cases security closed circuit TVs have
bsen placed in the middle of the plant control room where operators have to walk i

cround the security guards to perform their tasks. A pliot stuly to determine
if there is a problem and whether a generic solution exists may be usefully r

undertaken.

D.2 Maintenance - Equipment can always break down regardless of
design. For this reason redundant systems are of ten employed.
To minimize dependence on secondary systems, equipment must
be maintale.ed. However, the common maintenance of redundant
systems has been shown tc reduce the integrity of the overall
system through common-mode failures. As sach, maintenance
can play a large role in overall system integrity.

It was suggested that maintenance of physical security systems is an
of ten overlooked human factor that can profoundly af fect safeguards. Mainte-
n nce records are seldem kept in most industries and even more seldom
evaluated. On the other hand, it was also stated that maintenance does not ap-
p2ar to be a significant human factors issue. It may u9 necessary to estab-
lish a means by which the integrity of maintenance procedures can be measured as
v211 as the effectiveness of compensatory actions takes in the event of falture
in some physical component of the security system. Dependence on directives
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cnd equipment was eclied my:pic cnd inad:q::to sinco br:ckdowns cra n:rmally !
discovered after the fact and thus too late to mitigate an event. It was

i

asserted that data on security equipment downtime are available since require- i

ments stipulate that historical racords of availability be maintained for alarm,
sensor, and access control equipment. It was suggested that a sensitivity
study be conducted to determine whether maintenance, in fact, significantly af-

| fects the integrity of safeguards.

| D.3 Communications Equipment - Safeguards personnel are particularly
' dependent on equipment to conmunicate at a site. If personnel or

equipment performs inadequately safeguards can be compromised.;

Good conseunications are very important to the security of the site.
Objective testing of communications equipment is vitally necessary. Cosesuni-,

'

cations equipment can also be used to enhance performance and attitude by
establishing and maintaining interpersonal relationships during shifts.

|

D.4 Environmental influences - Various factors can af fect the perfor-

| mance of personnel, but because safeguards personnel typically
| operate in many environments (i.e., plant, buildings, around the

site terrain, alarm stations, etc.) those influences may have a
|
'

more profound ef fect on their performance.

Department of Defense research has shown that failures or inordinate
delays in security team response are often associated with an interaction of
equipment, procedural, and environmental variables. Environmental variables

| (terrain, weather, vegetation, physical obstructions, etc.) may not only af fect
! the reliability of security equipment but also the ability of guards to deter-
| mine whether an unauthorized intrusion has occurred. A knowledgeable adversary,

or even a reasonably intelligent one, can take considerable advantage of environ-
mental factors to reduce the likelihood that the intrusion will he detected or

'increase the likelihood that detection will be delayed. Security personnel are
| of ten unaware of the extent to which such factors af fect their performance.
!

! It was suggested that the design of leolation zones can lead potential
| Intruders to take certain routes of entry. Design of these sones will cause
l entry routes to be nonrandom so that some method of predicting the most likely

routes of entry should be developed. One comment stated that environmental in-
fluences are not a significant human factors issue.

D.5 Nulsance and False Alarms - Any alarm system ef fective enough to
alert the alarm station to the presence of intruders w!!! neces-
sarily be affected by nonthreatening occurrences (e.g. animals,

| wind, inadvertent personnel stimoll, etc.). The level of nul-
sance and false alarms may af fect the quality of unfeguards.

| Respondents suggested that the expectancy of an actual intrusion is
very low and the expectancy for falso alarms is typically quite high. There ap-
pear to be no physical security systems where the falso or nuisance alarm rate
is not of suf ficient magnitude to preclude inappropriate expectancies on the
part of security personnel. These problems can lead to a deterioration in the
vigilance of security personnel.
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It was suggestad.that rigorous use of signal datsetion thsory and
buman factors research could lead to an understanding of optimal false alarm I

; rates. This is a very significant problem which dictates the need for equipment
with tested reliability -and a continuing, effective maintenance program -
including preventive maintenance.

2.2 Empirical Analysis of Comments -

The number,' form, and vaciety of comments received do not allow statisti-
cally significant statements concerning the relative importance of issues. How-
ever, a rational scheme for empirically ranking issues was developed and ap-
plied.

In al1~, there were 17 human factors issues discussed in the solicitation

document. Three were added before the analysis was conducted to capture issues,

which- comments indicated were worthy of consideration 'but were not included in
the original-list. These were performance evaluation (C.4), human reliability
(A.5), and nuisance and false alarms (D.5).

Each comment was reviewed and rated for how it perceived each human factor.
A five point liekert-type scale was used to assign a value to each cell and a

3

data matrix was generated. The scale used was -2 (not important at all), -1
i (relatively unimportant), 0 (neutral or unmentioned), +1 (relatively important)

and +2 (very important). The assignment of cell values was necessarily somewhat4

^

subjective. To minimize rater bias, each issue was indexed in each comment by
' two separate judges (one operational safety professional and one safeguards

professional) so that the initial review was made as objective as reasonably pos-
i sible. Both independent ratings of each response were then cross-compared with

a third judge (a methodological social scientist) and a final rating was deter-
mined for each cell. Because five comments did not mention any issues, but in-

; stead asked to be kept aware of progress 'in this project and others arrived too
! late for this analysis only eighteen comments are included in the analysis. The

data matrix and results are in Tables 3 and 4.
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Tible 4

Importance Ranking of Human Factors Issues in Nuclear Power Plant Safeguards
As Derived from Comments

% of Total
Ranked Issue Weight Weight

1. Instruction, Training, and Selection (B.5) 27 11
2. Format and Wording of Contingency Plans (C.1) 22 8

Corporate Attitude (B.4) 22 8
4. Performance Evaluation * (C.4) 18 7
5. CAS/SAS Design (D.1) 16 6

Trustworthiness (A.3) 16 6
7. Human Reliability * (A.5) 15 6
8. Coordination Between Safety and Safeguards (C.3) 14 6
9. Behavioral Observation Programs (A.2) 13 5

10. Organizational Communication (B.2) 12 5
11. Maintenance (D.2) 11 4
12. Communications Equipment (D.3) 11 3
13. Self Preservation and Deadly Force (C.2) 9 3
14. Boredom and Vigilance (B.1) 8 3

Fitness for Duty (A.4) 8 3
16. Rotation / Man Power /Shif twork (B.3) 7 3

Environmental Influences (D.4) 7 3
18. Two-Man Rule (A.1) 6 2

Nuisance and False Alarms * (D.R) 6 2
248

*Added subseq nt to receiving comments.

.
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3.0 S f;gurrdo Summary Ev2nt List (SSEL) NUREG-0525

The SSEL was used to examine the frequency and impact of human factors in
various safeguards events reported to NRC by licensees. The SSEL is an NRC pub-
lication which contains brief summaries of safeguards-related events reported to
NRC and is intended to provide a broad perspective on the nature of safeguards
incidents in the licensed nuclear industry. Events reported (both routine and
unusual) are placed among several categories of events in the SSEL which is
completely updated and reissued annually. The analysis presented here is from
data in the SSEL (Revision 4) on events which occurred over the Sh year period
between 1976 and the first hsif of 1981. While the SSEL does not represent
a complete data base such an analysis can be useful. However, the results
of this analysis taken alone may be an overly broad conclusion based on
extrapolation of limited data.

The first category in the SSEL is " Bomb-Related Events," which involves ex-
plosives and incendiary devices or materials and related threats. This category
is split into two subcategories, one involving actual bombs and the other in
which no such device was discovered. The second major category of events in the
SSEL is " Intrusion Events," which includes incidents of attempted or actual pene-
tration of a facility's barriers or safeguards systems. " Missing and/or Alleg-
edly Stolen" is the third category and includes events in which licensed mate-
rial was stolen, alleged to be stolen, misplaced, found missing or inadvertently
disposed of. Category four is " Transportation-Related Events," where licensed
material was misrouted, involved in an accident, or lost during transportation.
" Vandalism" is the fifth category including any acts which involve low-level de-
structive or harrassing activities directed against the licensee. " Arson," the
sixth category, includes intentional acts involving incendiary materials
resulting in serious damage. The seventh category, " Firearms-Related Events",
describes discharge, discovery, or loss of firearms at or near licensed
fac ilities . " Sabotage," the eighth category, includes deliberate acts directed
against a licensee which culminate in direct or in-direct danger to the public.
The last category, " Miscellaneous Events ," includes all reported events which do
not fit in any of the first eight categories.

These categories are analyzed in order to identify those events involving
human factors which are more frequent and/or more serious than others. Judg-
ments concerning the relative effects of human factors are then made.
(Judgments were first made by one judge, then a validity check was carried out
by another.) It must be noted, however, that event-reporting requirements have
changed over the last several years so that judgments about trends and varia-
tions cannot be rigorously made, but rather read from an overview of these data
as they have been collected.

3.1 Bomb-Related Events

The bomb-related events against nuclear reactors are, by far, the most fre-
quent of reported sa feguards-related events. In all, 296 of the 410 reactor-
related events during the 1976 - mid 1981 period involved bombs or bomb threats.
Only six events reported to NRC actually involved an explosive or incendiary de-
vice, and of these only two occurred during the period for which these statis-

! tics were compiled (the other four occurred before 1976). In no case did use of

L a device pose a direct threat to the public.

i
t

I
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A datailed cnslysis of the SSEL dats and other svailable information
ecncerning bomb related events was conducted by Mazur* using data from 1969
until the first half of 1980. There were 371 bomb threats during that pe-
riod. From 1969 to 1975, 64% of these threats were directed against reactor
fscilities as opposed to other licensed facilities such as fuel cycle and
waste facilities. After 1975, 91% were directed against reactors.

- Threats nearly always come by phone and approximately 80% were from male
ecliers. Most calls went directly to the target (the licensee), but occasion-
ally also went to local law enforcement, news media, and offices of corporations
associated with the target facilities. About 10% of the calls can be attributed
to employees because they came from a phone on site rather than through the main
cwitchboard.

Mazur's work was directed at investigating the correlation between bonb
threats against nuclear facilities and media coverage of the nuclear power
issue. Using article events from the Reader's Guide to Periodic Literature,
trend data obtained from Television Evening News Covers Nuclear Energy: A Ten

'

Yaar Perspective by the Media Institute, column inches listed in the New York
Times Index, and the number of pages on the Three Mile Island Accident in Time
and Newsweek, it was found that the occurrence of bomb threats against licensed
facilities shows a remarkable correspondence with media coverage of nuclear
power. Although Mazur does not give a definitive interpretation of the data,
the close correspondence of media coverage indicates that some measure of
" normal" bomb threats frequency could be predicted using these media coverage
indexes.

3.2 Intrusion Events

During the period 1976 through June 1981 ;5 intrusion events occurred, all
at reactor sites. This represents 8% of all reactor related events. These 35
events can be broken down into three genersi categories: (1) those potentially
or actually involving an unauthorized knowledgeable insider, (2) those involving
outside intruders and guard force response, and (3) those involving clear false
alarms or warnings. There vere 16 events in the first category indicating the
vnauthorized presence of knowledgeable insiders. They range from inspectors or
reporters gaining unauthorized access to restricted areas, including vital areas
and control rooms, to the sighting of an individual scaliag the perimeter fence
in a certain area and a check of all personnel there revealing that only
authorized individuals (i.e. , knowledgeable insiders) are present. There were
17 events due to outside intruders which resulted in subsequent guard force re-
sponse. These ranged from intoxicated individuals ramming the fence or gate
with an automobile to a hunter approaching the perimeter and individuals seeking
help after a boating accident. Interestingly, 5 of these 17 response events
involved intoxicated individuals. This may indicate a need to include methods
of dealing with intoxicated individuals in training. Two events involved false
alarms--those being a hoax and a rumor--both threats of intrusion.

*A. Mazur, " Bomb Threats and the Mass Media: Evidence for a Theory of
Suggestion," American Sociological Review, June 1982, pp. 407-411.
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Intru3i:n cvants listid in th2 SSEL wero cn:1yzcd in order to accortsin
which human factors came into play most frequently. Each reported intrusion
event was examined and scored so that all intrusion events could be included.
Each event was scored by whether or not each human factor was or was not
involved. Criteria used to indicate the presence of a human factors concern in i

an intrusion event are
I

A.1 Two-Man Rule - where a lone authorized individual was found to be, or
thought to be, responsible for the event.

A.2 Behavioral Observation Programs - where authorized individuals actu-
ally committed some act indicating that a behavioral observation program may
have been desirable.

A.3 Trustworthiness - where an individual or individuals gained
undetected, unauthorized entry to the facility and where unauthorized individ-
uals were detected after entry. The reason these are both included is that
the distinction between them is not clear from a reading of some events.

A.4 Fitness for Duty - where an authorized individual was found to be
. unfit for duty.

A.5 Human Reliability - where the performance of safeguards personnel was
a dominant factor in the success or failure of a response by the security force.

B.1 Boredom / Vigilance - where deterioration of vigilance did contribute or
could have contributed to faulty security.

B.2 Organizational Communication - where the security force was not ade-
quately informed of events such as the presence of inspectors or emergency per-
sonnel.

B.3 Rotation / Manpower /Shif twork - where these factors had a direct effect
on the response of the security force.

B.4 Corporate Attitude - where an event involved or was influenced by some
aspect of employee or employer attitude.

B.5 Instruction, Training, and Selection - where some aspect of security
force performance indicated the use of or need for better performance and/or
training in a response.

C.1 Format and Wording of Contingency Plans - where contingency plans
were, or were supposed to be, the basis for a response.

C.2 Self-Preservation and the Use of Deadly Force - where it can be shown
that consideration of these human factors affected guard performance.

C.3 Coordination Between Staffs - where security personnel had to interact
with other staff elements.

C.4 Performance Evaluation - where performance was or needed to be
measured.

2-24
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D.1 CAS/SAS D2 sign - where the intrusion system was or was not activsted
or did or did not contribute to an event.

D.2 Maintenance - where security equipment was found to be compromised or
not useful.

D.3 Communications Equipment - where any communications equipment was used
during or subsequent to an event.

D.4 Environmental Influences - where some environmental influence had an
effect on the response or contributed to an event.

D.5 Nuisance and False Alarms - where an alarm was disregarded or
nisinterpreted for any reason.

The results of applying these criteria to each intrusion event in the SSEL
are p_2sented in Tables 5 and 6. Of the 35 events analyzed, 26 (74%) involved
human reliability as a dominant factor in security responses. This indicates
that the reliability of safeguards personnel to successfully execute their tasks
is very important in assuring optimal site security. Twenty-five events (69%)
involved the use or supposed use of contingency plans, which is evidence of the
pervasive nature of contingency planning in properly responding to safeguards
events involving intrusions. Identifying the appropriate format for contingency
plans in order to facilitate their use during off-normal events seems to be im-
portant if their use will improve safeguards. Twenty events (55%) involved
activities for which training is drawn upon or a lack of proper response could
be attributed to training. Having the proper safeguards personnel and whether
or not they are adequately trained bear strongly on the quality of safeguards at
licensed facilities. Boredom and viligance as human factors contributed or
could have contributed to the quality of response in 18 events (51%). The ef-
fects of vigilance deterioration may cause site security to degrade, but the man-
ner in which that may occur is not now understood. Communications equipment was
used in 18 of the 35 events reported (51%). This indicates the need for high-
quality and well-maintained communications equipment and personnel well trained
with its use during an emergency situation. The issue of trustworthiness arose
15 times (42%) and there were many cases of violated access controls. Examples
of these violations ranged from NRC inspectors gaining unauthorized access to
vital areas to maintenance workers using common card-keys. The design of
CAS/SAS and its intrusion alarm system were involved in 13 events (37%). Corpo-
rate attitude, coordination between staf fs, and environmental influences each
were factors in 11 intrusion events (31%). Organizational communication was
involved in nine events (25%) and the need for or use of performance evaluation
was present in 5 events (14%).

As a percent of total events all of the above issues are important ranging
from human reliabitity in 74% of all reported events to performance evaluation
in 8%. It must be noted, however, that the nature of the data, that is what
events are and are not reported, can bias these percentages to a significant de-
gree. With that caveat, these percentages are reasonable indicators of the per-
vasive influence of human factors on the quality of safeguards at nuclear power
plants.

,
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Table 5

Events from SSEL

Human Factors Issues

1976 1977 1978 1979 1980 1981 Total

1 2 3 4 5 6 7 8 9 10 1 2 1 2 3 4 5 1 2 3 1 2 3 4 5 6 7 8 9 to 11 12 13 14 1 35

A.1 x x x 3
A.2 0

A.3 x x x x x x x x x x x x x x x 15
A.4 x !

A.5 x x x x x x x x x x x x x x x x x x x x x x x x x x 26
B.I x x x x x x x x x x x x x x x x x x 18

B.2 x x x x x x x x x 9
B.3 x -1

9 B.4 x x x x x x x x x x x 11

h B.5 x x x x x x x x x x x x x x x x x x x x 20
m

C.1 x x x x x x x x x x x x x x x x x x x x x x x x x 25
c.2 x 1

C.3 x x x x x x x x x x x 11
C.4 x x x x x 5

D.1 x x x x x x x x x x x x x 13
D.2 0

D.3 x x x x x x x x x x x x x x x x x x 18
D.4 x x x x x x x x. x. x x 11

D.5

!

.
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Table 6

Ranking of Human Factors Issues for Intrusion Events

Number of % of Total % of Total
Events Events Score

1. Human Reliability (A.5) 26 74% 14
.

2. Format and Wording of Contingency
Plans (C.1) 25 69 13

3. Instruction, Training and Selection
(B.5) 20 55 11

4. Boredom and Vigilance (B.1) 18 51 10
*

Communications Equipmene (D.3) 18 51 10,

! 6. Trustworthiness / Access Controls (A.3) 15 42 8
,

,

7. CAS/SAS Design (D.1) 13 37 7

8. Corporate Attitude (B.4) 11 31 6

Coordination Between Staffs (C.3) 11 31 6

Environmental Influences (D.4) 11 31 6

11. Communication (B.2) 9 25 5

12. Performance Evaluation (C.4) 5 14 3

13. Two-Man Rule (A.1) 3 8 2

14. Fitness for Duty (A.4) 1 2 1

Rotation / Manpower /Shiftwork (B.3) 1 2 1,

Self Preservation and Deadly Force (C.2) 1 2 1

188

;

i

$

|
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3.3. Mi2 sing /Allcgtdly Stoltn

There were 121 missing / allegedly stolen events between 1976 and the first
half of 1981. Virtually all of these events occurred at research reactors and
fuel cycle facilities, whereas only two occurred at power reactors. This is be-
cause no nuclear material on site at a power reactor can be easily misplaced or
stolen. New fuel comes in large bundles too heavy to be moved without special
equipment, and spent (used) fuel is so highly radioactive that it is considered !

"self protecting." The start up neutron source is burned up in the reactor dur- !
ing the startup so it cannot be removed or misplaced. Therefore, further consid- !

eration of events in this category was not undertaken.

3.4. Transportation

There were 43 transportation related events. Thirty-three involved events
listed under missing / allegedly stolen. Three events involved normal mishaps
such as shipping a low level waste container to the incorrect disposal site.
Two involved drivers viciating access controls such as covertly bringing a
sleeping child through the security gate in the truck cab. Two events involved
gunfire on a truck. Two involved material lost in transport, e.g., a set of
sources falling overboard off a transport ship. In only one case did an individ-
ual improperly transport material. Since transportation of nuclear materials is
not within the scope of this report it is given no further consideration.

3.5. Vandalism

There were 22 vandalism events during the period under consideration, all
but one at power reactor sites. Of these, 8 were attributable to insiders.
Nine events involved unknown individuals, but the descriptions of most of these
events leave the direct impression that insiders were involved although that has
n'ot been conclusively shown. Only 2 events involved outsiders -- one an anti-
nuclear protestor and one children.

Vandalism events are not as diverse i nature as intrusion events, since
normally they are discovered af ter the fact. It can only be deduced that the
breakdown in security associated with these events indicates some type of weak-
ness in safeguards and that knowledgeable insiders contribute to many events.
Twelve events involved sites under construction or where fuel was not on site.
This indicates that most (12 of 20) events occurred when personnel movements
were not as closely controlled as under normal operating conditions. The re-
sults of an analysis of these using modified criteria events are presented in
Table 7.

Criteria used to indicate the presence of an event condition (i.e. , human
factors) in each SSEL vandalism event were:

Actual Safety-Related Threat - where fuel was present on site , actual
plant safety depended upon or could possibly have depended on the object which
was vandalized.

Insider Possible - where a knowledgeable insider could have played a role
in the event. If it was impossible to assume the greater likelihood of an
insider over an intruder, then this condition was not deemed present.

2-28
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Table 7

Analysis of Vandalism Events from SSEL

1978 1979 1980 1981
Event Conditions 1 2 1 2 3 4 5 6 7 1 2 3 4 5 6 7 8 1 2 3 4 5 Total

Actual Safety
Related Threat x x x x x 5

Insider Possible x x x x x x x x x 9

Insider Probable x x x x x x x x 8

Alarm x x x x 4

Under Construction /
No Fuel on Site x x x x x x .- x x x x x 12

Y
y Compromised Locks x x x x x x 6

Outsider Intruders x x 2

_

_ - _ - - - - _ - _



Insid2r Prtb;bla - whsra thsro was dirset cvid:nes that a knowledgtble
insider was involved in the event.

Alarm - where an alarm was or can be assumed to be relevant to the event j

such that an alarm should have indicated the presence of an intruder.

Under Construction /No Fuel On Site - where the reactor was being built or
unfueled so that no radiological threat to the public was possible.

Compromised Locks - where a lock was compromised or where such compromise
would be necessary for the event to have occurred.

Outsiders - where direct evidence exists that outside intruders committed
the event.

These conditions were used to analyze vandalism events instead of the full
list of human factors because of the lack of substantial diversity among them.

3.6. Arson

There were only five arson-related events during the period of interest,
all at power reactor sites. There were no suspects in any of these events, but,
as with vandalism, it is reasonable to conclude that some, if not all, of these
events involved knowledgeable insiders.

3.7. Firearms-Related Events

There were 19 firearm-related events during the period of interest, 15
occurring at power reactors. Of these 19 events, 6 involved authorized
insiders, 5 lost weapons or illegal possession, 2 accidental discharges by
guards, 3 guards being fired on or returning fire, and two were hoaxes and I was
a guard committing suicide.

3.8. Sabotage

There were no sabotage events reported in the SSEL.

2-30
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| 4.0 Literetura and Studies on Human Factora and Safeguards

Having examined expert opinion and reported safeguards events a remaining
consideration is the relevant literature. Several comments stated that research
in many areas of interest has already been undertaken. In addition, research
which is recommended by studies already completed should receive explicit consid-
eration in the development of a long-term research plan.

In this chapter, studies which have been undertaken by government agencies,
government contractors, and industry organizations are reviewed. A brief de-
scription of the objective, method, and results of each study is given along
with the recommendations received for further research. A more broad based lit-
erature review is presented in Chapter 4.

Beyond using expert opinion and past history of safeguards-related events
to project human factors issues, it is also necessary to look at the research
and studies that have already been done in this field. There is a sizable body
of literature on work in the area during the past few years , both government
egency-sponsored work and academic studies. The results of our survey of this
literature are presented in the followirg sections.

4.1 Government and Contractor Studies

In this section, studies which have been undertaken by government agencies,
government contractors, and industry organizations are reviewed. For each work
covered, brief descriptions of the objective, methods, and results are given.
In addition, the recommendations made by the authors for further paths of re-
search are presented. At the end of the section, a matrix, similar to that in
Figure 2 above, is shown, with recommendations grouped under the same headings
used in Table 2.

The selection of studies and reports gathered here should not be construed
as exhaustive. Nevertheless, the sample is representative and large enough to
draw some tentative conclusions as to which hur:an factors topics are likely to
be productive as subjects for future research according to government and con-
tractor experts.

4.1.1 People-Related Problem Survey: Method, Analysis , and Results,
G. Spies et al., U.S. N.R.C., NUREG-0768, March 1981.

This report contains the results of an investigation by the Safeguards
Division in the Office of Nuclear Materials Safety and Safeguards of the U.S.
Nuclear Regulatory Commission to uncover possible problems relating to human fac-
tors which could affect security in NRC-licensed facilities. The method used
was to interview security personnel at 36 facilities, and, in addition, to con-
sult with law enforcement officials and others defined by this report (see
p.1 of the report).

Much of the report's evidence is somewhat anecdotal in nature. Exam-
ples of the effects of corporate attitude on security figured prominently.
Other concerns were security officer selection and training, security manage-
ment, security force morale, and human compensatory measures for inadequate
equipment. A list of recommendations was produced af ter an analysis of the sur-
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: vry cnd intervitw3. Some of these recommandations deal with the ragulatory pro-
cess,-including some suggestions for modifications and additions to NRC
regulations. -These are listed below.

.1. Communications with licensees during rule making. It is proposed
that seminars dealing with ' security matters be given 'for. licensees, and that
better routine communications be established between NRC and licensees. Also,

the clarification of the . licensing roles of NMSS and NRR would be helpful'.

-2. Licensees should be allowed to test any new part of a proposed in-
provement on the physical protection system for effectiveness, without being
irrevocably committed to it in advance.

.

3. Modifications are suggested in the NRC rulemaking process, particu-
.

larly regarding implementation schedules and increased visibility for guidanceI

and acceptance criteria.

[ -4. NRC should help licensees in their contacts with Local Law
,

Enforcement Agencies, if necessary .

!
5. NRC should provide licensees with information on the state of the

art in security equipment, as regards - improvements and modifications.

6. Prolonged human-based compensatory measures for periods when equip-,

ment is unavailable should be discouraged.

7. Inspectors should oversee possible human factors problems more
closely than is now the case.

8. The authority of licensee security managers should. be regulated by
the NRC, basically to strengthen their influence within the organization of the<

i licensee.

9. Overtime should be limited for security personnel, both because ef-
.

fectiveness is reduced and because morale may be negatively affected.I

10. Non-security-related duties should be restricted because of the
bad effect on morale.;

11. The terms " guard" and " watchman" should be replaced in the regula-
tions by more authoritative sounding words.

12. Field tests of security force should be devised and used to de--,

velop a capability - to evaluate the ef fectiveness ' of the force.4

13. There should be some kind of nationwide licensing of security offi-
'

cers and managers to assure some kind of uniformity among licensees.

It should be remarked that some of the data analysis and reduction
j which are used to justify the above conclusions are not completely rigorous. Ap-
| pendix A of the report contains the results of the above-mentioned survey,

presented in the form _ of contingency tables. The security force morale is'

examined .for independence from many sociological variables using a chi-square
.

1
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tast. In c:.vsrsi carss, the results era insignificent, es noted by the cuthors
cf the report. In at least one case, however, involving the correlation of secu-
rity force morale with non-security duties, the data clearly show an inverse cor-
relation, which escaped the author's attention. The chi-square test can only
thow independence between variables; it cannot show whether the correlation is
positive or negative or how great the correlating is. The conclusion reflected
in 10 above is, therefore, not justified by the data presented in the report.

4.1.2. Standards for Psychological Assessment of Nuclear Facility Per-
sonnel, F.D. Frank et al., Assessment Designs Inc., NUREG/CR-
2075, July 1981.

The purpose of this report is to detail the development of standards
for the assessment of emotional instability in applicants for nuclear facility
positions. It also addresses the issue of on-the-job behavioral reliability to
a limited extent, but is principally aimed at the selection system administered
before an applicant is actually hired.

The methodology used to conduct this research is rigorous in that the
breadth of the investigation is comprehensive and feedback mechanisms were
included as the study progressed to refine its findings. It follows six steps
beginning with site visits and interviews aimed at assembling a job analysis for
cecurity guards and supervisors. Then a literature search was conducted to iden-
tify instruments capable of measuring emotional instability. On' the basis of
those instruments identified as potentially useful tentative standard criteria
were developed. A panel of experts was then assembled including subject matter
experts on the nuclear industry with specific expertise including psychometrics;
clinical, industrial, physiological, and counseling psychology; psychiatry; and
law. The expert panel provided inputs in order to redefine the standard
criteria to more closely reflect the nuclear industry. Using the redefined stan-
dard criteria, those measurement instruments identified previously were
reevaluated and those most applicable to a nuclear facility were identified. In
addition, additional research needs are identified.

The findings of the report indicate that because emotional instability
is multidimensional no single instrument is sufficient to measure its presence.
The predictive validity of instruments aimed at behaviorally oriented measure-
ment of on-the-job emotional instability was found to be very weak. This led to
the conclusion that those instruments shown to be valid and of use in the selec-
tion system should be required. Specific instruments which were recommended
from among over 15 considered include the Minnesota Multiphase Personality Inven-
tory, the Sixteen Personality Factors Questionnaire, situational simulations,
and the clinical interview.

Specific caveats and qualifications accompany the report's
conc lus ions . A major consideration is that of the employees' rights to
confidentiality and appeals. To fully assure these rights, the report advocates
that only qualified professionals be used in psychological assessment and that
standard criteria applying to positions of dif fering sensitivity be developed
from methods shown to be valid. Standards for instruments and professionals are
extensively covered in separate chapters of the report.
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Among tha sptcific ' recommendations made in the report aret

1. ~ Criterion-oriented validity studies using multidimensional, multi-
ple regression methods aimed at determining the predictive value of indicators.,

It is recommended that rigorous scientific method be applied in order to screen )
out moderator variables and internal bias.

)

2. Content and construct validity studies en those indicators found
,

effective, including consideracion of task congruency between job task elements
and tasks associated with various measurement instruments as well as between
convergent and discriminant validity indexes.

3. Studies to identify and accougt for false positives found during
assessments.

4. Studies aimed at determining intra- an' inter-rater reliability
for those instruments selected.

5 Research on the effects of career path and compensation plans
opportunities on the pool of applicants.

6. Research on the ef fects of compensation plans and job rotation on
the incidence of on-the-job emotional instability.

4.1.3 Behavioral Reliability Program for the Nuclear Industry
J.C. Buchanan et al. , Personnel Decisions , Inc. ,

NUREG/CR-2075, July 1981.

A program for promoting behavioral reliability at . nuclear plants has
been developed in great detail. The study begins with a survey of the field of

I.
behavioral observation, as applied to personnel reliability. Prior and current
work in the field are reviewed. Next, the pathologies of emotional disorders ap-
plicable to those in a working environment are described. Iae rates of inci-;

1 dence and the potential causes of the disorders are presented.

Methodologies for early detection of behavioral instability are given.
These include interviews, objective techniques (tests), projective techniques,!

observation of behavior, and establishment of a set of criteria for determining
,

behavioral instability. !

In order to establish standards for a behavioral reliability program,
site visits to nuclear plans were conducted and interviews were held with person-
nel at many levels at the sites. Expert opinion was solicited from psycholo-
gists and lawyers, as well as from some union representatives. Finally, a train-
ing workshop was held for supervisory personnel from some participating
utilities, and the workshop was evaluated by the authors for how effectively it

! trained the participants in observation of behavior which could be a precursor
to unreliability. .The program would include professional assistance for those
employees with apparent problems, to aid in resolving them.

This report is summarized in Appendix B of the " People-Related" study
covered in Section 4.1.1.'
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This rzpert ' states that thara cre potential problems with the approach-
of asking supervisors to, in effect, " spy" on employees to avoid behavioral prob-
lims on the job. It is not clear that such a program would meet with acceptance
cn the part of the general work force, who could well resent the interference of
the ' company into their personal . lives. The approach, if implemented, vould have
to be done very tactfully and carefully, with worker participation and accord at
all levels. There is also the danger that supervisors, being trained in what to
look for, would be able to mask their own aberrant behavior before their own

cupe rvisors . Finally, there could be a massive disregard and evasion of the pro-
gram on the part of all personnel, if those concerned are not convinced of its
utility.

:

The study recommends:

1. a workshop and training program incorporated into management train-
ing;<

2. a sharing of techniques and results among facilities so that the
industry may benefit overall from a steady improvement in developing these train-
ing and complementary programs for behavioral observation.

4.1.4 Stress and Duress Monitoring at NRC Licensed Facilities,4

A. Fainberg, Brookhaven National Laboratory, NUREG/CR-1031,
September 1979,

This report investigates the hardware possibilities for stress
monitoring of employees by the employer to assure fitness for duty. The
capabilities of various techniques are discussed, including voice stress anal-
ysis, observation of metabolism indicators (e.g., blood pressure, pulse rate),
and skin secretions. Also considered were various techniques to allow duress
monitoring of individual members of a guard force during an cmergency situation,
such as an attack on or the capture of an individual guard. In the case of
stress, it was found that none of the techniques were sufficiently developed to,

'

provide a reasonable barrier against admission of employees to the plant who may
be temporarily unfit for duty. As for the duress monitors, several techniques,

were found to be feasible, although some needed more development.

4.1.5 The Role of Security Clearances and Personnel Reliability Pro-
grams in Protecting Against Insider Threats, R.W. Perry et al.,1

Battelle Human Affairs Research Centers, B-HARC-411-018, July
1979.

,

The- report discusses the effectiveness of security clearances and per-
sonnel reliability programs in protecting against insider threats to any
facilities with Special Nuclear Material. It concludes that security clearances
are aimed at " loyalty" and questions of national security and are thus less sen-?

sitive to many insider threats. Redesigning of clearance criteria would be nec-
essary to render clearances reasonably effective in predicting threats from
employees of screening them out.

Personnel reliability programs are aimed at detecting deteriorating be-
hevior or other signs which could indicate a future threat from a given individ-
un1. They have in the past, however, been directed at safety and accident prob-

2-35

J

,- .. -~ ,-

. . . , ,-



,
- . _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

la rethsr than malevolent acts. Problen bsyond this are ambiguous criteric
for determining unreliability and capabilities of nonprofessional observers in
applying unreliability criteria (normally, work supervisors would fill this
role). The report recournends that personnel reliability programs be developed
to protect against insider acts, rather than to rely too strongly on security
clearances. This study was presumably a reason for the later detailed report
which developed a behavioral reliability program for the US NRC, mentioned
above. (Section 4.1.3). The same caveats noted in that section apply here, as )
well. |

i

4.1.6 A Review of Selected Methods for Protecting Against Sabotage by
an Insider, L. Goldman and P. Lobner, SAI, NUREG/CR-2643,
August 1982

This report is mainly a compendium and detailed study of hardware and
procedural methods of preventing and protecting against insider sabotage.
Analyses of safeguards material control and physical security systems are made,
using such computer-based techniques as SAI'e MAIT and Generic Sabotage Fault
Tree. Then, fixes are suggested, such as separation of duties on a spatial or
temporal basis, n-man rules, and so on. The report is a useful description of
the ways of dealing with insider sabotage, using current safeguards
technologies. Recommended improvements include:

1. procedural modifications, which are relatively easy to implement;

2. mod if ications in hardware and sensor monitoring;

3. response plans for sabotage.

4.1.7 A Method for Determining the Susceptibility of a Facility to
Sensor System Nullification by Insiders, D. Boozer and R.
Worell, Sandia National Laboratories, SAND-77-1916C, 1977.

This study is a report on the developmeat of a computer study of the levels
of collusion necessary between insider adversaries to defeat a sensor system
protecting a nuclear facility. No recommendations are made.

4.1.8 The Insider Threat to Secure Facilities: Data Analysis, J.M.
Heineke and Associates, NUREG/CR-1234, June 1980

This study investigates data of insider crimes in three areas of concern:
banks, computers, and drug manufacturing. With banks, the major crimes are
fraud and embezzlement. With computers, in addition to theft of services, manip-
ulation of accounting data was a prime concern. In the drug industry, diversion
of drugs by employees, usually for resale on the black market, is importa.,,
and, in fact, is closely analogous to problems of diversion of nuclear
materials. Analogies are also drawn between the other crimes and problems of
safeguards in the nuclear industry. One conclusion is that many drugs are
" lost" in transit (i.e., stolen). A clear warning is inherent for the nuclear

industry: safeguards are not always as effective during transportation as at
a fixed site. Another was that increasing the severity of the charges, as a mea-
sure of the level of law enforcement in the drug field, has a deterrent ef fect.
Increasing the number of perfunctory penalties, as opposed to fewer but more se-
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; vara pen 21 ties, may sctually encourags illegal activities. Finally, it is held
that economics is an important determining factor in the level of crimes, and j
that this may have ominous implications for the nuclear industry, considering '

the potential value on the black market of special nuclear materials.

Beyond these comments, no specific recommendations were made, and it
is a matter of conjecture as to how close the analogy really is to the nuclear
industry; in fact, since there is no established thef t industry in the nuclear
field as there is in other fields,-there is some question as to the relevance
of, say, increasing the number of arrests as a palliative.

4.1.9 Nuclear Power Plant Perimeter Intrusion Alarm Systems
E-Systems, Inc. , EPRI-NR-2355, April 1982.

This report extends .the NRC sabotage design basis threat and makes rec-
ommendations as to performance standards to improve the response time of a guard
force to an external assault by improving the perimeter intrusion alarm system.

! .
It suggests that guard force disposition and logistics be aimed at making a4

rapid response to an intrusion. Further, layering and signal processing tech-
niques for reducing false and nuisance alarms are suggested. Beyond this, the

,

report consists of a detailed analysis of the state of the art of perimeter de-
; tection. A baseline system is suggested, along with costs and reliability

testing methods.
t

i 4.1.10 Potential Threat to Licensed Nuclear Activities from Insiders
(Insider Study), S.A. Mullen et al. , US NRC, NUREG-0703, July
1980.

This report gives the results of a study made of past insider theft-
and sabotage incidents at nuclear and nonnuclear facilities. Nonnuclear
industries were surveyed as well, since the database for incidents in the nu-4

clear industry is relatively small. An attempt was made to choose those
industries where an analog to safeguards exists. As a result of the survey, typ-#

ical profiles of insider thieves and saboteurs were developed. Additionally,
conclusions were drawn with respect to detecting and preventing insider malevo-
lence.

Detection

1. Employees can have an important role in detecting abnormalities,

resulting from criminal acts; security awareness programs and a good,

management / security employee relationship would be helpful.

2. Inventory manipulations might be more detectable during periods of,

enforced absence (mandatory vacations, for example) when cover up ac-
tion would be imposs ible.

3. Audits, inventories, and inspections, particularly if frequent and
unannounced, are successful detectors of diversions.

i

i
i

|
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4. Infarmanto cecount fer 20% of thsf t datsetirn2; cn cn:nymous informant
program might be useful for licensees. The Atomic Weapons and Special
Nuclear Materials Rewards Act offers rewards to informers on thef t of
SNM; publicity of these rewards could be of help.

5. Relative to transportation of material, close accountability of transac-
Itions and of shipper / receiver differences is indicated. Close coopera-

tion between licensee and local law enforcement authorities would also
be useful in promoting outsider awareness of any improprieties.

Prevention

1. Screening is an effective control strategy, at least for preventing
conspiracies to commit thef t. This may be in disagreement with the con-
clusions of Section 4.1.5, above'.

2. Clearances can reduce the likelihood of infiltration by terrorist and
criminal elements. They can also reduce the probability that persons
who misrepresent their histories, persons with a history of criminal. or
pathological behavior, or those sosceptible to coercion or blackmail
will be hired.

3. A behavioral observation program could be useful if a baseline of behav-
ior for each employee is established at hiring time, if supervisory per-
sonnel are properly trained in this sort of observation, and if the
program's criteria are applied equitably and unambiguously.

4. Psychological assessments could be of some use but are dangerous in
terms of possible misuse and potential demoralizing effect on the work
force.

5. The use of all of the above four techniques cannot substitute for
" strict internal procedural controls."

6. Useful activities by the management of nuclear facilities would in-
clude: a) maintenance of a good rapport with the workforce; b) support
and help for the security division; and c) encouragement of a healthy
awareness among employees regarding safeguards against the insider
threat.

7. Frequent internal inspections are the most effective technique to guard
against successful internal storage.

8. A " dynamic and multifaceted program" is the best posture against the
insider threat in the nuclear industry.

4.1.11 Stress and Duress Detection for NRC-Licensed Facilities: A
Constitutional and Regulatory Analysis, John N. O'Brien,
Brookhaven National Laboratory, NUREG/CR-1032, Sept. 1979

This report is a companion report to NUREG/CR-1031 (Section 4.1.4,
above) which examined the physical and technical aspects of remote methods for
establishing fitness-for-duty by stress detection and the well-being of
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patrolling guards by dureca sensors. Thic r: port sn21yzos edninistrative and
legal problems associated with implementation of these systems.

Legal requirements for access control at licensed facilities are
described and likely legal challenges analyzed. Issues covered are: 1) exten-
cion of public employee rights to licensee employees, 2) search and seizure,
3) general personal search laws, 4) self-incrimination, 5) right to privacy,
6) tortious intrusion, and 7) analogies to the FAA antihijacking program.
M:thods of stress detection examined in light ot &se issues are 1) voice
stress analysis, 2) skin secretions, and 3) biophysical monitoring.

Conclusions drawn concerning duress detection center around the consid-
eration that guards who are " wired" to the central alarm station should be sub-
j ct to monitoring aimed mainly at seeking an indication of duress. The use of
duress monitors may have a detrimental effect if used to " check up" on
#stfeguards personnel and their continuous activities.

Appendices included contain discussions of Equal Opportunity law and
union concerns in addition to a detailed discussion of each legel are cited
above. No recommendations for further research are made.

4.1.12 Reactor Facility Threat and Tactical Response Procedures, J.J.
Cadwell et al., Brookhaven National Laboratory, Oct. 1979

The purpose of this report is to provide recommendations to NRC
licensees of nuclear power plants for the guard force initial reaction to
alarms, for the threat analysis, and for the guard mobilization and tactical re-
eponse to a threat. Specific procedures are given for each of the 32 representa-
tive alarm postulated in the report.

The initial reactions recommended consist of combinations of circuit
inquiry of alarm electronics to check operability, CCTV monitoring, sending a
guard to inspect and assess the alarm, query of redundant alarms, waiting on-
alert for the next alarm, and requesting visual observation from a guard already
in place.

Each alarm was classified according to the degree of seriousness as
Class A (clearly a threat of substantial magnitude), Class B (clearly a threat),
Class C (real possibility of a threat - degree unknown), and Class D
(potentially a threat - likelihood low) . The 13 alarms in Classes A and B are

considered alarms credible on their face such that no threat asseasment is
required before guard mobilization and tactical response begins. However,
as a parallel activity while the mobilization and tactical response is taking
place, an alarm assessment and threat level determination technique is
recommended. This means that threat analysis techniques are given for all 32
clarms, even though 13 alarms are considered powerful enough to cause immediate
guard mobilization without waiting for a threat level determination. The tech-
nique recommended avoids the procedure of calling for maximum ef fort by the en-
tire guard force for each type of alarm every time an alarm is sounded. A list
of information required for the security supervisor's threat analysis is given
for each alarm. This list includes techniques for obtaining this information,
such as " view the intruder while a guard is held in reserve out of view of the
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intrudsr" cnd typical information to cbtain such co numbsr of intrudnrs, sgae,
arms, demeanor, direction of travel, and so on.

Once a threat is confirmed, the nature of the threat is used to dic-
tate a guard mobilization and tactical response. Guard response to intruders is
developed by considering the regulatory requirements, the legal restraints, and
the techniques which the guards may use to respond to intrusions. Guard actions
necessary to protect the facility against sabotage are also developed. General
recommendations and schematic diagrams are given for the seven sample tactical
responses. Response scenarios are covered comprehensively and discussed
extansively for each alarm.

Some methods of surveying barriers are provided in Appendix B.
Recommended barrier-survey methods consist of combinations of guard visual in-
spection, CCTV, and passive alarms. The primary recommendations are that guards
on barrier patrol not be given other duties which would degrade the barrier pa-
trol and that these patrols be at random times.

4.1.13 The White-Collar Challenge to Nuclear Safeguards, Herbert
Edelhertz and Marilyn Walsh, Lexington, Mass. ,1978.

The authors start from the beginning in assessing the white-collar
threat to the commercial nuclear energy industry. The first obstacle is the
inapplicability of empirical analysis relied upon so heavily in other contexts
of nuclear regulation. The dependence of both the probability of failure and
the consequences on deliberate human action combined with the questionable avail-
ability of basic data concerning the ef fectiveness of specific safeguards sys-
tems dilutes the value of such analysis.

Instead, the study uses the descriptive method in an exhaustively exam-
ination of the concept of white collar crime, aiming at pinpointing potential
safeguards vulnerabilities rather than ferreting out problem areas in current
regulations. The approach taken is to integrate the body of knowledge developed
in the area of white-collar crime with nuclear regulation. Particular
vulnerabilities of nuclear facilities to criminal activities by management per-
sonnel in those facilities are not specifically examined in this study.

The approach, first, gives a general description of the accepted defi-
nitions and background of white-collar crime as it is understood today. The
operating characteristics of the white-collar criminal are discussed in detail
using recent studies on the general topic to fonn an integrated and workable con-
cept of white-collar crime. Then the book sets out to develop, through general
scenarios, the concept of crime in the nuclear energy industry. The motivations
and opportunities for nuclear thef t are examined, but only in a general way. Fi-
aally, the general aspects of nuclear safeguards regulation which may be applica-
ble to coping with the threat of white collar crime are scrutinized to reveal
how safeguards resea ch should be shaped to deal most ef ficiently with the prob-
lem.

The study makes several important points. First, the existence of a
market for illicitly obtained nuclear materials may foster an impetus for nu-
clear white-collar crime which does not exist currently. The authors maintain
that increased worldwide proliferation of nuclear energy along with increasing
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cin2trainto en 1sgitimato markats will undrubrdly featcr cuch a markst. Sscend-
ly, safeguards threats have, up to now, received selective attention in an arbi-
trcry manner. In fact, there are strong arguments for suggesting that current
ecfeguards regulation is off base, considering past experience. Much atteation
is given to the overt or terrorist threats to nuclear facilities and materials,
while covert threats receive relatively little regulatory attention. However,
no armed adversary assault has been made to date and it is not possible to state
with complete confidence .how likely and/or inaninent such an assault may be.
While the same argument can be made concerning white-collar crime, it is impor-
tcnt to note that no one can state with complete confidence that a white-collar
cdversary action has not taken place to date.

This book is useful for those initiating regulatory research in this
urgent and important area of nuclear safeguards. It must be borne in mind by
th2 safeguards professional that the book is not meant to suggest safeguards mea-
cures but rather to construct a workable framework for examining this difficult
problem through the discipline of white-collar crime research.

4.2 Summary and Analysis of Literature

A preliminary reduction of recommendations found in the literature to
matrix form is presented in Table 8. Table 9 contains the derived ranking. The
s me method used in the analysis of comments was used except 'that ratings where
compiled by individual reviewers with an independent validity check.

|
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Table 9

Importance Ranking of Human Factors Issues in Nuclear
Power Plant Safeguards

Derived from Literature

% of Total
Issue Weight We igh t -

.

1 .- Trustworthiness (A.3) 10 14
Commuications Equipment (D.3) 10 14

3. Shiftwork/ Rotation (B.3) 8 11
4. Behavioral Observation (A.2) 7 10-
5. False Alarms (D.5) 5 7J

6. Attitude (B.4) 4 5<

Contigency-Plans (C.1)- 4 5
Use of Force (C.2) 4 5*

,

Maintenance (D.2) 4 5

] 10. Fitness-for-duty (A.4) 3 4
~

Instruction and Training (B.5) 3 4
i CAS/SAS Design (D.1) 3 4

Environmental Influences (D.4) 3 4*

14. Organizational Communications (B.2) 2 3.

Staff Coordination (C.3) 2 3
j 15. Human Reliability (A.5) 1 1.

16. Two-man Rule (A.1) 0 0
i Vigilance (B.1) 0 0

Performance Evaluation (C.4) 0 04
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5.0 c:nclusiona end Summary

This chapter has arrived at three sets of data, summarized in tables 4, 6,
and 9. Each Table displays a ranking of the human factors issues developed as
part of this task. The ranking is in terms of need for research and development
with a view to usefulness for safeguards at nuclear power plants. Each table of
priority ranking arises from a different source; each has been produced with its |

own set of biases. The expert opinions are shaped, to some degree, by the ini-
tial set of human factors issues submitted as part of the letter of solicitation
(see Appendix B); it is true that some additional issues were drawn out of the
expert responses (since those arose spontaneously they should receive more
weight--they are indicated by asterisk in Table 4), but most were originally j
suggested in the solicitation. There is also a bias arising from the natural

J
tendency of experts to emphasize those areas in which they are working. This ef-
feet should, however, be canceled if a large number (18) of opinions are used.

In analyzing the other two sources of information, the set of issues
assembled by the authors and supplemented by the expert responses was used as a
framework for classification. The classification of actual history past
safeguards-related events - has its own particular problems. In this case, it
is net always easy to assign areas of deficiency for a given incident. As an ex-
ample, an event may indicate poor security force response, but it could be
unclear whether such a problem shows failures in performance evaluation, train-
ing and qualification, man-machine interface, other factors, or a combination
thereof. This difficulty in assigning events to particular human factors may be
compensated to a degree by reasoned judgment on the part of the raters.
Nevertheless, a bias against some factors for which events are difficult to clas-
sify may exist.

For this part of an overall ranking only intrusion events are used because
they cover the broadest range of events reported and generally indicate a mani-
festation of safeguards actions.

In a literature search a different sort of bias may occur. Researchere
will generally emphasize the areas in which they themselves are working. The
overall result will be a set of discovered human factors problems which repre-
sent an aggregate of current research directions. These may or may not be the
directions to support most heavily in the future.

It is hoped that, to some degree, adding the fractional occurrences for
each issue from each of the three techniques will tend to reduce the biases in-
herent in each technique alone. The combined rankings are presented in Table
10a. First, the straight, nonweighted approach is given for combining data. As
a type of sensitivity test, we show, in Tables 10b, c, and d the results
obtained by weighting experts, then events, and finally literature by a factor
of 2. Stressing one of the techniques at the expense of the others does not
radically change rankings (with a few exceptions). It is seen, for example,
that B.5 (Instruction, Training, and Selectica), C.1 (Format and Wording of Con-
tingency Plans) and A.3 (Trustworthiness) remain highly ranked.

From these analysis an action plan will be developed from which an overall,
long-term research plan can be established.
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Table 10s

COMBINED RANKING-
,

Issue Combined Weight

1. A3 - Trustworthiness 28
2. D3 - Communications Equipment '27
3. B5 - Instruction, Training, Selection 26
4. C1 - Format of Contingency Plans 26

,

5. A5 - Human Reliability 21
6. B4 - Corporate Attitude 19<

.' 7. D1 - CAS/SAS 17
i 8. A2 - Behaviorial Observation 15
. B3 - Rotation / Manpower /Shif twork 15
'

C3 - Staff Coordination 15,

4

1

4

. Table 10b
!

3 Combined Ranking - Expert Comments Weighted by Factor 2

Issue Combined Weight
!

1. B5 - Instruction, Training, Selection 37
,

2. A3 - Trustworthiness 34
j C1 - Format of Contingency Plans 34 ,

4. D3 - Communications Equipment 30 ;
J 5. A5 - Human Reliability 27 i

'
B4 - Corporate Attitude 27.

7.. D1 - CAS/SAS 23
8. C3 - Staff Coordination 21
9. A2 - Behavioral Observation 20

'

j 10. B2 - Communication within Corporation 18
j 11. B3 - Rotation / Manpower /Shiftwork 18
i

f

1

1

? -

!

|

i

e

t

,
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Tcblo 10c

Combined Ranking - Events Weighted by Factor 2

Issue Combined Weight

1. C1 - Format of Contingency Plans 39
2. B5 - Instruction, Training, Selection 37

D3 - Communications Equipment 37
4. A3 - Trustworthiness 36
5. A5 - Human Reliabilitf 35
6. B4 - Corporate Attitude 25
7. D1 - CAS/SAS 24
8. B1 - Boredom and Vigilance 23
9. C3 - Staff Coordination 21

10. D4 - Environmental Influence 19

Table 10d

Combined Ranking - Literature Weighted by Factor 2

Issue Combined Weight

1. A3 - Trustworthiness 42
2. D3 - Communications Equipment 42
3. C1 - Format of Contingency Plans 31
4. B5 - Instruction, Training, Selection 40
5. B3 - Rotation / Manpower /Shiftwork 26
6. A2 - Behavioral Observation 25
7. B4 - Corporate Attitude 24
8. AS - Human Reliability 22
9. D1 - CAS/SAS 21

10. C3 - Staff Coordination 18
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)) BROOKHAVEN NATIONAL LABORATORY

((' ASSOCIATED UNIVERSITIES, INC.

Upton. Long istond. New York 11973

(516) 282 3698FTS 666

October 25, 1982

Dear

As you know, there has been a great deal of interest how human factors af-
fact nuclear power plant operations since the Three Mile Island (TMI) accident
in March of 1979. During the last two years, the Nuclear Regulatory Commis-
sion (NRC) staf f has been reorganized to accommodate this surge of interest by
establishing the Division of Human Factors Safety in the Of fice of Nuclear
Reactor Regulation and the Human Factors Branch in the Office of Nuclear
Regulatory Rt. search (RES). Both of these new entities have established pro-
grama designed to integrate human factors research and findings with opera-
tional regulations and guidance.

In 1980, the Human Factors Society (HFS) was contracted by the Human Fac-
tors Branch to develop a long-term research plan for NRC. In August 1982
their report was published (NUREG/CR-2833) including a critique of current hu-
man factors research programs and recommendations for improving NRC staffing
in key positions. The HFS report specifically excluded safeguards and secur-
ity problems.

Also this past August the Safeguards Branch of RES contracted Brookhaven
National Laboratory to produce a long-tenn (5-7 year) plan for conducting
research on human f actors in nuclear power plant safeguards. We are currently
in the process of developing that pla n.

This study of human factors in safeguards does not directly benefit from
the multitude of information developed on operational safety and human factors
which came as a result of the IMI accident. Instead , an initial complication
of safeguards / human factors issues must be developed. The objective of the
overall program is to develop and prioritize 10 '15 research programs which NRC
can effectively undertake. As a result, the initial ef fort of identifying and
_ generally assessing safeguards / human factors issues in the power plant context
is important.
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Enclossd is a discussicn on human fcctors/safagucrds issues which may be ep-
propriate for NRC to address in research. The importance of each issue is being ;

weighed at this_ stage in the project. Their' amenability to meaningful research 1

and practicality of the expected results will be considered in the next stage. I
'It is, however, very important not to overlook critical issues and equally impor-

tant not to overemphasize issues of minor significance.

As a member of the nuclear energy community, any comments you have regard-
ing this discussion would -be very helpful. Keep in mind that this study does
not consider safeguards for' transportation or fuel cycle facilities, although
comments on these activities in terms of human factors will certainly be

appreciated.

Specific questions about the enclosed discussion are:

1) Are there human factors / safeguards issues which are not addressed or
addressed inadequately?

2) Are any of the issues covered unimportant in your opinion?

3) Are there studies addressing these issues which can be brought to bear
in developing a long-term research plan (i.e., can we avoid reinventing
the wheel?)

4) What is the relative importance of these issues with respect to each
other?

5) Who else should have input to this report now or at subsequent stages?

6) Are any of these issues impractical to study or would they require cor-
rective measures unacceptable to Government or industry?

7) Can any of these issues be " clustered" in order to more effectively
study them?.

Comments should be sent to me at Brookhaven. Thank you for your time and
interest. Your input is appreciated and will be used in this study.

Sincerely,

,

| John N. O'Brien, Associate Scientist
' Engineering Analysis and Human

Factors Group

JN0'B:jf,

I enclosure

!

!
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Human Factors in Nuc1cer Power Plant Safeguardo

The human factors aspects of operational safety in nuclear power plants
have been extensively examined during the past 4 years. No such activity has
yet been undertaken in safeguards. Brookhaven National Laboratory (BNL) has
been contracted by the Nuclear Regulatory Commission (NRC) to develop a 5-7
year research plan for integrating human factors work into research and develop-
ment in safeguards regulation. This program is sponsored by the Safeguards
Branch of The Office of Nuclear Regulatory Research.

The first task involves identification of " safeguards related facilities,
equipment and activities which are impacted by or asociated with human factors,
and asess whether there is a need for research in any of these areas." The task
goes on to require a survey of " appropriate NRC and industry staff and
organizations, investigating reports of safeguard accident / events, and other rel-
evant documents and reports" in order to complete that task. This program is
aimed only at power plants and excludes fuel cycle facilities and transportation
of nuclear materials.

As a first step toward completion of this task, this description of
safeguards requirements and activities will be used. The Office of Nuclear Mate-
rials Safety and Safeguards (NMSS) has supplied a list of human factors
safeguards issues developed inernally by NMSS staff. That list was used to de-
velop this docuent in addition to suggestions from BNL and NRC staff.

This discussion is aimed mainly at the physical security aspects of
safeguards at nuclear power plants. By and large, material control and account-
ing activities are limited at power plants because the only nuclear materials
present are the fuel and a few items such as the isotopic neutron source for
start up which is consumed during the start up. New fuel cannot be used in any
way as an explosive or toxicological threat. Spent fuel contains some plutonium
which could be reprocessed to produce fissionable plutonium which can be used
both for explosives and as a toxin. However, spent fuel is highly radioactive
and very difficult to move so that the act of clandestinely reprocessing it is
not a credible threat. In fact, the most serious safeguards threat facing
a utility licensee is that of sabotage and not theft or diversion of nuclear
materials.

I. PROTECTION OF NUCLEAR POWER PLANTS FROM SABOTAGE

The Code of Federal Regulations contains requirements for safeguarding nuclear
powerplants. In particular, 10 CFR 73.55 details NRC requirements. These re-
quirements are outlined below. There are several applicable regulatory guides
and proposed rules. In addition, a revised ANSI /ANS standard for security for
nuclear power plant has been issued (ANSI /ANS-3.3-1982).

The physical protection in place at power plants is designed to protect against
the design basis threat of radiological sabotage as described in 10 CFR 73.l(a)
which states:

(1) Radiological sabotage. (i) A determined violent external assault,
attack by stealth, or deceptive actions, of several persons with the
following attributes, assistance and equipment: (A) well-trained

,

i
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(including militcry training cnd skills) cnd drdiccted individuals,
(B) inside assistance which may include a knowledgeable individual
who attempts to participate in a passive role (e.g., provide in-
formation), an active role (e.g., facilitate entrance and exit,
disable alarms and communications, participate in violent attack),
or both, (C) suitable weapons, up to and including hand-held auto-
matic weapons, equipped with silencers and having effective long
range accuracy, (D) hand-carried equipment, including incapaci-
tating agents and explosives for use as tools of entry or for
othervir.e destroying reactor, facility, transporter, or container
integrity or features of the safeguards system, and (ii) An internal
threat of an insider, including an employee (in any position).

The definitions of the terms used in this requirement are given in 10 CFR 73.2,
and should be referred to if any are unfamiliar.

The standard of administrative review for determining adequacy of safeguards is
similar to that used for safety determinations; namely that the licensee
" provide high assurance that activities involving special nuclear materials are
not inimical to the common defense and security, and do not constitute an
unreasoanble risk to the public health and safety."

The regulations require licensees to establish a " security organization" which
may be a contract organization. However, the licensee is always ultimately re-
sponsible for site security, all records and reports must be available to NRC,
and the security organization must demonstrate its ability to carry out the pro-
visions of the licensee's security plans. At least one full-time member of the
security organization with authority to direct security activities must be on
site at all times. A licensee management system is required "to provide for the
development, revision, implementation, and enforcement of security procedures."
Security procedures, which are required for an operating license, document the
structure of the security organization and detail the duties of guards (security
officers), watchmen, and other responsible individuals.

The licensee is not permitted to hire individuals for its security force
unless they are qualified under the " general criteria for security personnel" in
10 CFR 73, Appendix B. These criteria include employment suitability and quali-
fication (education, criminal records, age, prior experience, physical fitness,
vision, hearing, diseases, addictions, mental alertness, emotional stability,
behavioral observation, and requalification), general training (security knowl-
edge including tactics, knowledge of facility and plans, and over ninety other
categories of knowledge) and weapons training and qualification. Two current
regulatory activities have direct bearing on these requirements. A new rule on
" fitness for duty" has been proposed (covered later) and a rule on
" trustworthiness" is currently under internal review by the NRC staf f and not
presently available for comment. Each licensee security employee must be
requalified every 12 months under current regulations.

The licensee is required to establish physical barriers and defensible spaces
around vital equipment. These take the form of a " vital area" within a
" protected area" surrounded by an " isolation zone." Vital equipment is defined
as:
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"cny equipment, cystrm, devica, or material, the failure, destruc-
tion, or release of which could directly or indirectly endanger
the public health and safety by exposure to radiation. Equipment
or systems which would be required to function to protect public |
public health and safety following such failure, destruction or I

release are also considered to be vital."

Vital equipment, which is so designated according to a method, is to be located
only in a vital area which in turn is within a protected area. The issue of
what constitutes vital equipment may not be in step with the current trend in op-
erational safety to reclassify "non-safety" equipment as "important to safety"
when it has been shown to impact risk. Since physical barriers surround vital
and protected areas, access to vital equipment requires passage through at least
two barriers. An isolation zone must be maintained around the perimeter of any
protected area such that the activities of people on either side of the perime-
ter can be observed in the event of an intrusion. In addition, the reactor con-
trol room must be subject to positive access control and completely bullet
proof.

The licensee is required to control all points of access into any protected
area. Entrants are to be searched for firearms, explosives, and incendiary
devices. The security officer ultimately in charge of controlling access
through any access control point must be isolated within a locked, bullet-
resisting structure. All packages and vehicles entering a protected area must
also be searched. This search can be done by remote means (e.g., magneto-meter)
or physical means (e.g., pat-down search). Licensee vehicles are to be limited
in their use and are to remain in the protected area except for operational,
maintenance, repair, security, and emergency purposes.

NRC has proposed rules which would require the mandatory use of remote search
equipment for employee searches and pat-down searches of all visitors (45 Fed.
Reg. 79492, Dec . 1, 1980) . Regular employees would not need to be subject to
routine pat-down searches.

A numbered picture-badge system is required for all individuals authorized
for unescorted access to protected areas. For all others, an escort must be
used and a badge indicating the need for an escort msut be worn by the
unauthorized individual at all times.

Access to vital areas is required to be highly restricted. For instance, access
for the purpose of general familiarization and other non-work related activities
cannot be authorized. All unoccupied vital areas must be locked and equipped
with intrusion alarms. Access hatches and doors to the reactor containment are
to be alarmed and equipped with locks of " substantial construction to offer pen-
etration resistance and impede both surreptitious and forced entry." All keys,
locks, combinations , and related equipment are to be controlled and c~nanged
whenever there is any evidence of compromise or termination of an employee under
adverse circumstances. There may have been very little consideration of human
factors such as moral, efficiency, attitudes, and operations / safety coordiation
in arriving at these requirements.

NRC has proposed rules (45 Fed. Reg.15937, March 12,1980) which would require
that access to vital areas be allowed to authorized personnel only for a
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cpecific tm k to be und rtrk;n. If cny cuthorizId individuc1 does n:t need to
enter a vital area, then access would not be allowed. Current licensee practice
is to grant blanket access authorizations to individuals with limited control
on specific need for access.

The licensee is required to maintain a " continuously manned central alarm sta-

tion (CAS)locatedwthintheprotecedareaad..).at least one other
"continuously manned secondary alarm station SAS The interior of the CAS

cannot be visible from the perimeter of the protected area and is not to be used
for any operational activities which could potentially interfere with alarm re-
sponse functions. All alarms must be self-checking and indicate the type and lo-
cation of any break or malfunction. The CAS is, itself, considered a vital
area.

1

Each security officer is required to carry communications equipment capable of
continuous communication with the CAS and SAS which, in turn, are required to be
capable of telephone and radio communciation with other personnel and local law
enforcement agencies. All communications equipment must be operable from inde-
pendent power sources. The reliability of communcations equipment has been
questioned by several sources including EPRI (EPRI NP-1567).

The licensee is required to establish test and maintenance procedures for all se-
curity related equipment. For example, each intrusion alarm must be tested a
minimum of once every seven days and all communciations equipment tested at the
beginning of every shift. Redundancy in security equipment is required:

"The licensee shall develop and employ compensatory measures in-
cluding equipment, additional security personnel and specific
procedures to assure that the effectiveness of the security system is
not reduced by failure or other contingencies affecting the operation
of the security related equipment or structures."

In addition, it is required that all alarms be maintained in operable conditions
at all times. While this is not possible, it indicates that all maintenance pro-
cedures be of high integrity and repair activities carried out immediate ly .
The revised ANSI /ANS security standard suggests that complete security equipment
maintenance records should be kept for five years.

A annual internal review of all security procedures, testing and maintenance
programs, local law enforcement response plans, and the effectiveness of the
physical protection system is required. The individuals conducting the review
must be independent of both management and security supervision. The review it-
self must be documented and delivered to licensee management at least one level
higher than that having day-to-day responsibility for plant operations. These
reviews are to be kept available for NRC inspection for a minimum of five years.

The licensee is required to be capable of minimum response capability as
outlined in the regulations. " Safeguards contingency plans" are required and
the necessary contents are outlined in 10 CFR 73, Appendix C. The licensee must
also establish and fully document liaison with local law enforcement agencies.
At least ten armed, trained personnel must be onsite at all times including at
least five uniformed security officers. Some licensees have trained and armed
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n n-acurity (cp;rstional) pirscnnal for tha purpose of meeting this requirement
while minimizing the number of uniformed security officers needed.

If an intrusion does occur the licensee is required to determine the existence

of the threat, assess its extent, and neutralize it if necessary. Security offi-
cars are required to " interpose themselves between vital areas and. .. any adver-
cery attempting eatry for the purpose of radiological sabotage.. ." and
simultaneously inform the local law enforcement agencies of the threat and re-
quest assistance. The level of force authorized by NRC to prevent radiological
esbotage is:

" force sufficient o counter the force directed at him (the
responding officer () including the use of deadly force when the
guard or other armed response person hps a reasonable belief it
is necessary in self-defense or in the defense of others.

The ANSI /ANS security standard suggests that all policies on the use of force be
consistent with all federal, state and local laws. In some states, because of
the " retreat requirement" in the face of deadly force, interposition may not be
allowable under state law.

The CAS is required to have remote means of detection and assessment of threats,
such as closed circuit (CC) TV, in order to minimize security personnel exposure
to dangerous threats.

II. HUMAN FACTORS AND SAFEGUARDS

The security organization is charged with detering, detecting, and defeating any
cdversary action against the plant. The perceived adversary threats include ex-
ternal (e.g., armed terrorists), internal (e.g. , authorized insider) and combina-
tions (e.g., authorized insiders subject to terrorist extortion). Security con-
siderations surrounding the transportation and processing of nisclear materials
are not covered under the current work scope, but this study abould seek to ac-
commodate their eventual inclusion.

Human factors problems in security differ to a degree from operational safety
human factors problems. First, operational safety assumes that personnel will
respond only in ways intended to return the plant to safe operating conditions.
The range of human failure is broader for security since " intentional failure"
must be considered. In other words, error is not the only case of human failure
in safeguards, so the study of human factors in security is not simply an anal-
ysis of making mistakes and assessing their effects on risk.

Second, the consequence of a core melt (the top end operational safety event) is
en additional step away from a safeguards event for the purpose of risk anal-
yois. In operational safety it is less difficult to link human actions with the
top event than in safeguards where an event may or may not lead to an opera-
tional safety event. It is probably not possible to defensibly place most
safeguards events into the typical fault tree much less assign any type of proba-
bility for their influence on the integrity of the reactor core. While risk
renalysis is not useful some relittbility methods may be of use, however.
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Third, th;ra ha b :n a significtnt Icek of dtta on sofaguarde ev nts dua to
both poor collection techniques and the infrequency of events. The Licensee
Event Reporting system has been deficient in reporting human errors in
safeguards activities. Inspection and enforcement records are more instructive, i

but still generally deficient for any rigorous analysis. In adoition, the
events which do infrequently occur tend to be varied to the extent that particu-

,

lar types of events or trends do not readily s trface.

Fourth, the man machine interface in safeguards is limited compared to that of
operational safety. A failure of all safeguards related equipment at a reactor
site would not necessarily result in an accident of any kind. Safeguarda equip-
ment is mainly sampling and measuring devices for material control and account-
ing (MCA) and physical security equipment such as barriers and alarms for protec-
tion of the plant from adversaries. At a reactor site MCA activities amount to
keeping track of fresh and spent fuel in the storage areas and reactor core. In
addition, radioactive materials, such as the start-up source, must be accounted
for and secured. There are no materials on site at a nuclear power reactor
which can be readily used to fabricate an explosive or dispersal (toxicological)
device. Physical security equipment includes alarms, locks, closed circuit TVs,
doorway monitors, card-key systems, and individual equipment and arms. A cen-
tral alarm station (CAS) is far less complicated than a reactor control room,
but more importantly, the CAS does not " control" anything. Rather, it
" coordinates" the movements of security officers around the site. The " front
line" of control is the individual of ficers themselves , not the " operators" in
the CAS. A typical man-machine interface problem in safeguards occurs when an
alarm malfunctions or a method of circumventing a security system is discovered.
The failure of a safeguards " machine" usually means only that a method for
monitoring the integrity of the site is compromised. It is less likely in
safeguards than operations safety that a signal in the CAS could be
misinterpreted to the degree that it causes an action which directly threatens
the safety of the plant. However, CAS and SAS design can effect the performance
of the security force if not designed with sound human factors design practices
in mind. For instance, a high false alarm rate could cause CAS personnel to dis-
regard what may be an actual intrusion.

The following categories of safeguards human factors issues are derived mainly
from the list provided to RES by NMSS for this study. Each item is briefly
described.'

A. The Insider Threat

It seems generally accepted in the safeguards field that the threat posed by
authorized individuals (insiders) who turn bad and sabotage the facility is more
serious than that posed by outside intruders. In fact, the insider threat has
been and is a subject of debate within the safeguards community. This was not
the case until the last several years so that most safeguards requirements are
still aimed at outside intruders. The typical response to the insider threat
has been similar to those measures aimed at intruders, for example, preventing
access to authorize individuals unless a guard is present to unlock the area.
Several studies of the insider issue have been made. However, these studies
have generally viewed the insider as in intruder so solutions generally stress
obstructing the insidet rather than dealing with the causes or prevention of the
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ma'evolence. Saversi specific safeguards regulatory issues stem from the
,

insider threat.
|

1. Two-man Rule - In early safeguards regulatory development most emphasis |

was put on MCA and very little concern was paid to physical security, which was
left to the licensees to conduct as normal industrial security. In order to op-
timize the performance of MCA workers they were sometimes required to work in
pairs, both to assure the quality of the measurements taken and assure that mate-
rials which were to be transferred from one inventory ares to another were, in
fac t , transferred. When the insider was recognized as a sabotage threat it was
assumed that people in pairs would be less likely to take malevolent actions
than individuals by themselves. As a result of this unproven assumption, the
two-man rule was adopted for some physical security purposes. The usefulness of
the two-man rule is currently a subject of discussion in the safeguards commu-
nity. It is noteworthy that the presence of two individuals is relied on in the
banking industry to foster honesty.

2. Behavioral Observation Programs, - It has been widely recognized that
good people can turn bad. The decision to sabotage a facility can be made for
various reasons, of which many can manifest af ter a period of employment (e.g.,
disgrunted by promotion passover, marital or personal stress, psychosis,
blackmail). In order to identify employees who may potentially become threats,
NRC has considered requiring licensees to establish behavioral observation
programs. The optimal mix of relevant considerations such as methodological va-
lidity, civil liberties concerns, and ef fects on employee attitudes and motiva-
tion has not been systematically examined.

3. Trustworthiness - All employees in sensitive positions must undergo
some form of security check. At this time, licensees are required to apply
ANSI /ANS standard 3.3 (or its equivalent) which deals with the fitness of
employees. The ANSI /ANS standard is fairly vague containing only a requirement
for written personality tests administered by licensed psychologists so these
programs are not uniform. At times licensees have been unable to acquire infor-
mation on applicants about their criminal records or, in some cases, even past
employment. NRC has been unable to require federal security clearances for
plant personnel because, among other things, nuclear power plant security it is
not considered a u.stter of national security "under the law". In order to com-
pel standard federal security clearances, the information to be protected must
concern a matter which could threate, the national security (i.e., the existence
of the Federal Government'. "'h : NPC staff is currently reviewing a proposed
rule on truPtworthiness they atend to send to the commission in the next few
months. Once this proposed rule is r.ade availabic, it can be analyzed for human
factors significance. There is a pat. :ity of literature or research on assessing
the trustworthiness of individuals.

4. Fitness for Duty - T>e number of drug related security incidents at nu-
clear power plants has increased substantially during the past three years. As
a result, the NRC staff has developed a proposed rule (SECY-82-196) which would
require NRC licensed utilities "to establish and implement adequate written pro-
cedures to assure that personnel with unescorted access to protected arcan are
not under the influence of drugs or alcohol or not otherwise unfit for duty."
The term "otherwise unfit for duty" is meant to include fa t igue , stress, ill-
ness, and temporary physical impairments. The actual constitution of such
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c cct cf proccdurac would b2 loft to th2 licens:a, alth: ugh NRC may chreca
to provide guidance in the form of NUREC documents or Regulatory Guides.

B. MANAGEMENT AND ORGANIZATION

Early safeguards regulation developed primarily from an MCA standpoint because
physical security at a nuclear power plant was considered normal industrial secu-
rity which should properly be left to the licensee. During the early 1970's,
significant physical security requirements were added to those for MCA. Physi-
cal security requirements underwent a further " upgrade" in the late 1970's and ;

presently constitute the majority of safeguards requirements at nuclear |

reactors. This developmental pattern rarely included a comprehensive approach |

to nuclear power plant safeguards management, which was lef t mainly to security |
managers hired or contracted by the licensee. As a result, management tech-

I niques for power plant security have been derived largely from police, military,
and inductrial security sciences. The shortcomings of such techniques for civil-
ian nuclear power plant protection have been dealt with by adjustment rather
than any comprehensive approach. Several issues important to safeguard manage-
ment have been suggested and they are described below.

1. Boredom Reduction - Vigilance - Safeguards personnel are mainly physi-
cal security oriented at a nuclear power plant. In the classic sense, the vigi-
lance problem is similar in both safeguards and operational safety in that indi-
viduals must maintain attention focussed on detecting a rare event - an abnormal-
ity at the facility. An operator must maintain vigilance over indicators of
many plant conditions, as well as being aware of annunciators. At the CAS, a se-
curity officer may have to maintain vigilance over many indicators of site secu-
rity (e.g. , CCTV), as well as annunciators (e.g. , perimeter alarms) . An officer
on patrol must maintain a sufficient level of concentration throughout his
rounds to notice veiled threats. Vigiliance may be a more important problem in

,
safeguards however, sime, in a relative sense, events are far less frequent and

j the preceived likelihood and consequences of an eveet are of ten far less than in
operational safety.

2. Communication - The type of communciation channels used within the
overall operating orga.tization are very important in dictating the ultimate
safety of plant operation. The security organization is administrative 1y sepa-
rate from the overall organization, but there must be good communication between
and within suborganizations in spite of the administrative isolation of the secu-
rity organization. In the nuclear power plant context many suborganizations,
including health physics, maintenance, operation, quality control, and manage-
ment must effectively communicate with the security suborganization to minimize
risk of operation.

3. Rotation /Sbif twork/ Manpower - These are classic management issues in
any organizational endeavor. In most contexts, these issues are settled accord-
ing to productivity measures and constrained by labor laws and practices. Per-
formance in the context of nuclear power plant operation, while not measurable
strictly in terms of productivity, can be assessed using techniques such as sur-
rogate variable measurement. There has been some work done in the operational
safety field dealing with these issues, but this work to date has not been vary
instructive. The literature from the management discipline of organizational
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b;htvior contains m:ny studies on thsce issues, but it has rarely been used by
| cafeguards or operational authorities.

l 4. Corporate Attitude - Truly good security can only occur where the en-
tire organization at a plant views it as very important. For instance, the gen-c

'

eral lack of any financial incentive for security upgrading may tend to lessen ]the overall commitment of corporate management toward security. A lack of com-
citment by upper management can manifest itself in unexpected, but simple ways.
For example, if security is a high priority within the overall organization,
then all personnel will be aware to look for the " hole-in-the-fence".
Otherwise, a "that's security's job" type of organizational attitude may emerge
nr. king good site security far more difficult, if not impossible, to attain.
Every individual from the highest corporate officer to part-time custodians must
be highly and sincerely committed to good security for optimal plant protection.
Methods for dealing with this problem have beeh elusive because of NRC resis-
tance to regulating the management aspects of plant security and operation. How-
ever, because of the general recognition that management deficiencies
contributed to the severity of the TMI accident, that resistance seems to be gen-
erally breaking down.

5. Instruction - The requirements for assessing and training safeguards
,

personnel in order to qualify for employment under NRC regulations are looselya

! outlined in the 10 CFR Part 73, Appendix B, and in Reg. Guide 1.8. These
requirements, which include a wide range of concerns including physical and men-
tal suitability, weapons qualification, and security expertise, have been
developed in a generally ad hoc manner as needs seemed to dictate. No general,1

comprehensive assessment of these requirements has been undertaken, and evidence
! has surfaced (e.g. drug use, sleeping on duty) that security personnel perfor-

mance has not been wholly acceptable. This is not to indict security personnel
generally, but rather to question the selection and qualification techniques

i currently used.

C. RESPONSE CAPABILITIES

As in operational safety, safeguards regulation is aimed at assuring as effec-
tive response to events which do occur, as well as avoiding them to begin with.
If an intruder does activate an alarm, the proper CAS response is similar to
that of a control room operator. The difference is that the actual manifesta-
tion of the response is usually human instead of mechanical. For instance, a se-
curity officer is dispatched to visually inspect the alarmed area instead of a
train of valves being realigned. This adds another level to the interaction of
humans with the integrity of the plant. It also provides a very good level of
feedback from the " system" since security of ficers can answer questions about
the status of the system by observation - valves cannot articulate a description
of the situation for the control room. This occasionally necessitates complex
control room diagnostics not generally necessary in a security response.

" 1. Format and Wording of Contingency Plans - All nuclear power plant
licensees are required to have contingency plans to deal with potential security
threats. Guidance for preparing contingency plans is given in 10 CFR 73.55, Ap-
pendix C. The goals of these plans are: 1) to organize a licensee response, 2)
provide for predetermined, structured responses , 3) insure integration in an
overall response, and 4) achieve a measarable response capability. An accept-
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cbla contingancy plen must centain 1) pr:datzrminid d:cisiona gnd tetions, id:n-
tification of data, criteria, procedure, and mechanisms necessary to effect deci-
sions and actions, and 2) designation of individuals at ountable for response
decisions. Licensees submit contingency plans which are then classified and
retained by the security organization and NRC. When a security event occurs at
a site (e.g., an alarm goes off and an intruder is found), NRC compares the ac-
tual licensee response.which must be reported to NRC by the licensee to that
contained in the contingency plan. If they are inconsistent, punitive or correc-
tive action may be taken. It is possible that the format and wording of contin-
gency plans could be improved in light of experience gained since contingency
plan regulations have only been recently promulgatged. There is also a problem
when the reality of a situation dictates that the security plan procedures may
not be optimal or appropriate.

2. Self-Presevation and the Use of Deadly Force - When a security officer
responds to an alarm or incident, it is always possible that he will enter a
life-threatening situation. In an instant, an officer can be confronted with
many contradictory objectives. For instance, if an officer were confronted with
a hostile intruder, the officer may have to use force. The use of force puts an
officer in great personal risk, but probably lowers the level of risk to the
palnt. If deadly force is necessary (and it is not really clear in all situa-
tions when it is necessary of justifiable), then the officer may be risking his
life. Self preservation is the tendency for an officer under duress to maximize
his own safety as opposed to that of the facility. This is a particularly sensi-
tive area when considering the regulatory requirement for interposition of secu-
rity officers between an armed adversary and the plant during an assault. The
officer must also be wary of using deadly force because unjustified use of
deadly force can result in subjecting the officer and the licensee to criminal
and civil charges up to and including murder. The effects of the deadly force
and self preservation issues on security force performance are not well under-
stood.

3. Coordination Between Operational and Security Staffs - Sabatoge of a nu-
clear power plant can take many forms and originate from many sources. As a re-
sult, it is not possible to postulate suf ficiently detailed procedures for
handling all possible security events. Instead of having extensive and detailed
procedures, generic planning for security events is adjusted to specific situa-
tions by the officer in charge of security at the time of the incident. When a
security breach occurs, it is important for the operational staff to be capable
of dealing with potentially damaged equipment. This could be made significantly
more difficult if an insider with operational knowledge were manipulating the
situation to mislead the control room operators. Another problem area in staf f
coordination was demonstrated by the breakdown of security which occured during
the Three Mile Island accident. At that time, access controls were not fully in
force and officers were sometimes relegated to support functions. Lastly, if an
all-out assault did take place and some safety systems were damaged, a high de-
gree of communication, cooperation, and understanding would have to exist be-
tween all elements of the suborganizational staf fs to keep the plant in a safe
mode.
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. . .

D. EQUIPMENT AND FACILITIES - THE MAN-MACHINE INTERFACE

| Unlike the operational staff of a nuclear power plant the security staff does
! ' not maintain a highly dynamic electrical generating system. Instead the secu-

rity staff monitors the site for any indication of a security breach. In order
- to deter, detect, and defeat potential adversaries many types of equipment are
used. In a ~ sense, however, security equipment usually substitutes for what
could be purely human functions. For instance, alarms and CCTV substitute for
the presence of officers to monitor an area, arms substitute for use of human,

force, doorway monitors substitute for pat-down searches of individuals, I.D.'

cards substitute for personal knowledge of authorized individuals, and card-keys
substitute for a stationed officer at an access way. Most equipment functions
in security can be taken over by security officers, but the number of officers
and skill necessary can become excessive. As a result, security equipment is
used mainly to increase the efficiency of the security force by freeing humans
to serve those functions which cannot be reliably served by an equipment

,

j substitute. Thit, however, does not mean that man-equipment interfaces do not
! present potential for increased risks which are not necessary or could be

improved on.
1

; 1. CAS/SAS Design - There is very little guidance available for licensees
j to design their central and secondary alarm stations (CAS and SAS). The level
j of performance required for alarms is dictated in 10 CFR 73.50 (CSA Interim Fed-
j eral Specification W-A-00450B (GSA-FSS)), but beyond that licensees are rela-
| tively free to design their own alarms stations. Thera has been less attention
I paid to alarm station design than control room design, but the relative simplic-
! ity of the alarm station may allow a greater level of improvement if it is
'

warranted. In addition, it is not clear that security personnal would be
sufficiently competent to perform in an SAS if under duress. The CAS and SAS1

i are not required to be similar.

i
2. Maintenance - it is impossible to presently assess the level and ef fect

,

of down-time associated with security equipment, but there is reason to believe
it is not ins ign '.ficant . While licensees are required to have maintenance
programs, with possible exception of examining internal security reviews there;

is no way of acquiring equipment reliability data. Maintenance of security
equipment includes testing alarms, cleaning and repairing weapons, checking,

communciations equipment, and assuring the ready availability of personal equip-
3 ment such as riot control gear. No comprehensive review of security equipment

relaibility cad maintenance has yet been undertaken by NRC. Perhaps such a re-
t

I view could capitalize and the development of the FRANTIC program which is
j designed to track equipment reliability.
1 !

; 3. Communications Equipment - At any reactor site, an on-site CAS is
| required along with a SAS in case the CAS is seized or otherwise compromised.
j At any time ten armed personnel are on duty performing various functions such as
4 checking alarms and monitors, observing performance of operational activities

(eg. fuel shipment arrivals) locking and unlocking vital areas, escorting guests
,

j and unauthorized workers, routine patrols, among others. Some armed, trained '

personnel may be operational employees. Sophisticated communication systems,,

i both wire and wireless, are required by NRC. The major concern in designing reg-
1 ulatory requirements for communications abilities was to keep adversaries from i

;
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bsing crp:bla of ecaily diccbling communicsticns. Sscondary c:nsrna were th2
ease of use of the system during an emergency and overall efficacy of the total
system.

4. Environmental Influences on Security - The ultimate bottom line in site
,

security is the capability of the security officers to physically carry out re-
sponses to threats. This capability can be influenced by environental factors |

such as illumination, noise, radiation, and physical terrain. It is important )
to recognized that a nuclear power reactor site is an industrial production site )
with all attendant activities. For instance, it is not unusual to find low- j

level waste contained in steel drums piled near the reactor, roped off and
placarded for radioactivity. Will a security officer search among these drums
for a suspected intruder despite the radiation warning? If an intruder is
suspectei to be in the turbine building the noise level may make apprehensive
more difficult. If the terrain around the perimeter is not level it will re-
quire more effort to visually inspect the isolation zone. All of these factors
contribute to the integrity of site security and their affects have not been
comprehensively examined.

,

III. CONCLUSIONS

The types of human factors regulatory issues associated with safeguarding nu-i

clear power plants are similar in some respects to operational safety human fac-
tors issues and very different in others. Where the gains made in operational
safety research can be of use in resolving safeguards regulatory issues, the sub-
stance of that research should be made available to those regulating safeguards.a

This will require identification of relevant research and reformating it for
safeguards needs. Where safeguards issues are suf ficiently unique, other areas
of human performance analysis, such as ascertaining the causes of personnel ma-I

levolence, will be appropriate for investigation.
,

The ultimate product of this study will be 10 to 15 project descriptions for re-
search in safeguards related human factors areas. These project descriptions
must be prioritized and include a statement of objectives, recommended research
methodology, and anticipated products. The final report is due April 30, 1983.

:

1

2

,
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CHAPTER 3

ABSTRACT

This chapter details an effort to assess the feasibility of conducting
'

research on human factors which affect nuclear power plant safeguards. The
prior chapter identified and ranked human factors issues in tenas of their
importance to safeguards. This chapter examines the same set of human factors
issues -identified in Chapter 2 in terms of research feasibility. |

Section 1 describes the method used to assess the feasibility of research
on various human factors issues. Each human factors issue is assigned index
values according to the practicality, usefulness, and acceptibility of research I.

i in each area. Index values were assigned according to the criteria set forth in
this section.

'

f

| Section 2 is an analysis of each human factor including a background
statement which details the state-of-affairs and state-of ' knowledge about each

$ human factor and the reasons for assignment of specific index values. These
index values were then integrated to form a final ranking of human factors in
terms of research feasibility.

Section 3 is an integration of research into groups according to common
research approaches and other similar characteristics. Groupings are developed

,
according to methodological perspectives in order to minimize resource

; requirements needed for study.
4

i -- The results of this chapter will be integrated with the rankings of human
I factors in terms of importance to develop an integrated long-term research plan

presented in Volume I to be considered by the Nuclear Regulatory Commission.
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|

1.0. Introduction
|

1.1. Purpose

The purpose of this chapter is to determine and rank the feasibility of
conducting research on each of the safeguards-related human factors identified
in Chapter 2 which ranked the human factors presented in Table i by importance.
The rankings which resulted are in Appendix B. They reflect a professional con-
sinsus on what human factors need to be addressed (and are therefore
"important") in nuclear power plant safeguards, integrated with supporting anal-
ysis from actuarial data (i.e., reported events) and a review of relevant litera-
ture. The product of this chapter is a ranking of those same human factors
ranked in Chapter 2 according to the feasibility of researching them. In addi-
tion, research approaches are grouped to minimize resource requirements by tak-
ing advantage of similar research methods. The two rankings, from Chapter 2 and
from this chapter, will be integrated to formulate a set of prioritized human
factors research projects in a long-term research plan.

1.2. Feasibility Ranking Method

There are three central considerations which must be examined in assessing
the feasibility of researching human factors affecting nuclear power plant
sa feguards . These considerations are the 1) practicality, 2) usefulness and 3)
ceceptability of conducting research and employing the potential findings.
Since different research approaches to the same research problem may entail dif-
ferent considerations, alternative approaches available must be included in the
analysis as well.

A systematic analysis of these three considerations was conducted. A data
matrix was developed for integrating these considerations (Table 3) and a final
ranking in terms of the feasibility of researching these safeguards-related
human factors was arrived at (Table 4) .

In order to conduct this analysis specific attributes of practicality,
use fulness, and acceptability were assigned index values of 1, 2, or 3. Each
index is scaled to reflect higher feasibility with higher scores. As such re-
search which is highly desirable would have an average score approaching 3. The
assignment of values was made by reason and judgement as well as actual data
when available. Because these values are best judgements, this approach is
characterized as an "open-judgement" process rather than a rigorous empirical ap-
proach which was not considered feasible.

The index values which were assigned for each research approach considered
for each human factor are cost, time required, data availability, equipment
evallability, regulatory need, risk reduction, and acceptability. Using this ap-
proach, analyses of the resulting data matrix can be made so as to vary weights
given to the various attributes considered. In that way, if the reader has a
particular perception of the relative importance of each attribute, an analysis
can be easily performed by assigning weights. A summary of index values is
presented in Table 2.
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1.2.1. Rss urch Apprccchao

Frequently a research problem can be approached using more than one re-
search method. For !.nstance, in some cases there are existing data which can be
analyzed and applied to a problem. However, those data may not be as applicable
as others developed in an experiment designed to directly model the problem of
interest. In some cases studies of analogous problems have been conducted in
non-nuclear contexts and academic studies. In that case, results can be ,

extrapolated to the research problem of interest. Other times, more research (
must be done to better formulate the problem. Descriptions of these research i

approaches are given in the following section.

1.2.1.1. Eynerimentation

An experiment can be characterized as a means of collecting primary
(i.e., new) data concerning an identified research problem. The means for
collecting appropriate data involve either a controlled environment designed to
model the situation in which specific human factors of interest come into play
or by observation of the actual situation of interest itself. For most
safeguards situations, some form of experimental modeling must be used because
of the relative infrequency of appropriate events and difficulty with arranging

I direct observation. The aim of proper experimental design management is to mini-
| mize the biases in the model which can make the results less transferable to the
| real situation of interest. As a result, the better the information available,

| the better the design and management.
|

| Any activity which involves an exercise or activity to collect new
| data on a human factors of interest is characterized as " Experimental" in this

chapter.

1.2.1.2. Data Analysis

Frequently data are available which can be brought to bear on a spe-
cific research problem. Many data sources exist which are used for many
purposes. These include Licensee Event Reports, the Safeguards Summary Event
List, inspection and enforcement reports, license applications and files,
licensee records required to be on file by NRC, security data from D0D, DOE and
DNA, previous NRC reports and industry studies.

In some cases, a research problem can be meaningfully approached using
data developed for some other purpose. It is also important to recognize that
NRC and the licensees have extensive documentation which was of ten colleeted

|
without specific purpose, but rather to be availabic as a regulatory reference

' or for future research. The main advantage of using existing data is that it

| eliminates the need for experimentation which can be both expensive and
; intrusive. The main disadvantage is the potential biases on existing data be-

cause it was collected for other purposes which may make analyses less transfer-
able to the situation of interest. Any research approach which involves

i

identifying and analyzing existing data from government or nuclear industry!

sources will be considered " Data Analysis."

3-2
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Tchla 1

Safeguards-Related Human Factors Identified in Chapter 2

A. Insider Threat
A.I. Two-Man Rule
A.2. Behavioral Observation Programs
A.3. Trustworthiness
A.4. Fitness for Duty
A.S. Human Reliability

B. Organization
B.I. Vigilance
B.2. Organizational Communication
B.3. Shiftwork/ Manpower
B.4. Corporate Attitudes
B.S. Training and Instruction,

C. Response Capabilities
C.I. Format and Wording of Contingency Plans
C.2. Deadly Force and Self Preservation
C.3. Safeguards / Operational Staf f coordination
C.4. Performance Evaluation

D. Equipment and Facilities - The Man-Machine Interface
D.I. Central and Secondary Alarm Station Design
D.2. Maintenance
D.3. Communications Equipment ;

D.4. Environmental Influences '

D.S. False and Nuisance Alarms
a

|

l

I

q
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1.2.1.3. Extrcpolati:n

The influences of human factors on personnel performance generally op-
erste in a far broader context than that of government or nuclear industry
ac t ivit ies . For instance, the effects of shiftwork have been extensively stud-
led in terms of how they affect human performance. The resulting findings may
be of use in the nuclear safeguards context. Other studies on human factors
performed outside the nuclear context include, for example, many aimed at under- 1

standing the roles of individuals in small, mission-oriented groups. However,
the applicability of these studies to nuclear safeguards is not as clear as
those studies examining shif twork.

Whenever data from one setting is being used to understand another,
the biases and conditions which bear on the accuracy of extrapolating the re-
suits must be examined and evaluated. Extrapolation is most useful if a ratio-
nal and systematic attempt is made to minimize inherent biases. Any research ap-
proach which involves using data or other information from contexts besides
those related to nuclear and government contexts is characterized in this chap-
ter as an " Extrapolation" method.

1.2.1.4. Further Research FormulationI

The level of effort for. this overall project is not adequate to fully
address all of the methodological problems which would arise in a uniform level
of development of research feasibility considerations for each human factor. As
shown in Section 2, some subjects are more methodologically developed than
others. In some cases further development of issues is still needed to opti-
mally formulate an ef fective and meaningful research approach. Any research ap-
proach which involves or requires significant further methodological development
is characterized as "Further Research Formulation" in this chapter.

1.2.2. Practicality

Dif ferent research problems and methods entail different costs, time, and
constraints. In order for research to be practical it must be within the re-

'

I sources available for the overall study of human factors affecting safeguards.
It is not likely that resources available for this type of research will be suf-
ficient to comprehensively study all or even most of the human factors found to
be important in Chaptar 2 so that a means of assessing the relative practicality
of researching these human factors must be used.

,

An assessment of the practicality of research involves its costs, time
required, and the availability of needed data and equipment. It must be
recognized that this is a dif ficult area to study quantitatively. Therefore, it
must be reiterated that the analysis which is presented here is more of an open
judgement process than a rigorous empirical analysis. The principal reasons for
dif ferent ranklngs can be tracked through the process and the source of differ-
enees identified.

1.2 2.1. Cost

For any research approach an estimate can be made of the probable
costs. These costs are estimated in staff years of research personnel ef fort

3-4
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(staff y:;cr = $100,000) in this rap rt cnd do not include NRC Ed2inistrativa and
cversight costs. Equipment costs can also be estimated for projects involving
u:e of special equipment.

According to NRC staff, a reasonable size (substantial, but not overly
Icrge) project involves about one staff year of effort ($100,000). As such,
crats are split into three regimes for the purpose of this analysis. These are
0 - $75,000, 75,000 to 200,000, and over $200,000 per year. These are assigned
cest indexes of 3, 2 and 1 respectively reflecting the relative costs of
proposed research approaches.

1.2.2.2. Time Required

Projects may take more than one year to complete in which case they
cre called "multiyear projects." Priority is given to those projects which will
yield timely results. Estimates of time necessary to complete projects can be
made based on time required for similar research. It is assumed that NRC would
prefer results and products on a fiscal year basis so that time requirements are
divided into three regimes. These are one-half to one year, one to two years,
end three and more years. The assigned time indexes are 3, 2, and 1 respec-
tively.

1.2.2.3. Data Availability

For any research approach, the data (i.e., information) required to
conduct the research may or may not be easily available. If required data will
ba dif ficult to obtain, then that research approach will be less practical. A
judgment can be made for any specific research approach and research problem as
to the availability of required data. This consideration includes data neces-
scry to properly design and manage an experiment as well as for data analysis or
extrapolation. The three regimes which data availability is divided into are,
easily available from known sources or already obtained, obtainable through iden-
tifiable sources but will need to be collected, and not easily identifiable or
obtainable. These are assigned data availability indexes of 3, 2 and I respec-
tively.

1.2.2.4. Equipment Availability

Certain research approaches involve special or unique equipment which
must be used to conduct the project. While the cost of the equipment *is
fcetored into the cost index, if it is dif ficult to obtain, in spite of cost, it
will be less practical to conduct the research. The three regimes of equipment
cvailability are, easily available, some significant procurement activity neces-
scry, and not easily available. The equipment availability indexes are then 3,
2 and 1 for each respectively. If no equipment is required, an index of 3 is
casigned to prevent a systematic bias against projects not requiring equipment.

:

1 2.3. Usefulness

The usefulness of any research will be a measure of two principal factors.
These are the near and medium-term needs of NRC for a technical basis for regula-
tory actions and the potential for risk reduction stemming from research
results.
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1.2.3.1. R:gulatory Nada

NRC has certain research interests which at any given time are more im-
portant than others. For instance, NRC has announced that it is about to pub-
lish an Insider Rule Package and Fitness-For-Duty rule. With regulatory compli-
ance programs coming into place over the next several years, studying their ef-
fectiveness could not be currently undertaken and expected to yield useful
results. Instead, NRC may wish to examine these systems once in place (i.e. ,
three to five years hence) so relevant data for analysis can be collected. (It
should be noted that for those data to be optimally collected, some mechanism
could be established earlier.) Other issues are more timely with regard to NRC
needs. For instance, licensees have recently made efforts to reduce complexity
and detail in their Contingency Plans. NRC may wish to have technical guidance
in evaluating the newer, simpler plans. This could be done by investigating the
usefulneau of new formats capable of simplifying and reducing ambiguity
concerning selection and presentation of appropriate response tactics for com-
plex situations.

The three regimes of regulatory need are currently needed, potentially
useful, and no current regulatory need. These are assigned regulatory need
indexes of 3, 2 and 1.

1.2.3.2. Risk Reduction

The ultimate goal of all NRC regulatory activity is to assure the
health and safety of the public so that negative impacts stemming from operation
of a nuclear power plant are minimized through regulation to acceptable levels.
As such, some estimation of expected risk reduction from an improvement in
safeguards must be made. This determinant should distinguish between research
projects which will probably have a negligible effect on risk from those that
can potentially reduce risk. As such three regimes, probable risk reduction,
possible risk reduction, negligible risk reduction can be estimated for each
human factor given some improvement in performance. These correspond to risk re-
duction indexes 3, 2, and 1 respectively.

1.2.4. Acceptability

1.2.4.1 Industry Interests

It is important, in terms of practicality, that research conducted on
human factors and safeguards entail methods and yield results which are not ac-
tively opposed by licensees and/or their employees. In some instances, industry
has requested better regulation or guidance (e.g., uniform and transferable ac-
cess authorization programs) and, in others, a stated opposition to certain
types of rules (e.g. routine pat-down searches, two-man rules in radioactively
contaminated areas). As a measure of acceptability the three regimes are
requested or desired by industry, tacit acceptance by industry, and opposed by
industry. These are assigned acceptability indexes of 3, 2, and 1.

1.3. Grouping of Research Approaches

Af ter the human factors are ranked according to the feasibility of research
(Section 2.0), they will be grouped methodological 1y in order to take advantage
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(- cf common raccorch cpproachss to sililcr prcbicm3 (Szetien 3.0). It must ba
i- 'r: cognized that the human factors which are identified and analyzed in Section

2.0 are not strictly research topics, but rather a set of issues to be addrecsed
in research. As a result, estimates made with regard to practicality, '

',
ucefulness, and acceptability are not made with a view toward an overall re-
c: arch plan but, instead, to address each human factor separately. By doing so,
cources of consensus and disagreement concerning each human factor can be'
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-icolated among all those human factors considered and addressed in a systematic
1 manner. - An overall research plan will address these issues in a manner which in-

t: grates many research measurement and analysis techniques with different goals
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Tcblo 2

Feasibility Index Measures

Research Approaches - A - Experimental

B - Data Analysis
|

C - Extrapolation
1

l D - Further Research Formulation
,

1

Practicality

Cost 3 - 0-$75,000
2 - $75,000-200,000
1 - over $200,000

|

| Time 3 - h year to 1 year
| 2 - one to two years

| I - more than two years
I Data Availabiltty 3 - easily available or already obtained

2 - obtainable but must be collected
1 - not easily available

Equipment Availability 3 - easily available or not needed
2 - significant procurement necessary

i
1 - not easily availabic

Usefulness

Regulatory Needs 3 - currently needed
2 potentially useful
1 - no current regulatory need

Risk Reduction 3 probable risk reduction
2 possible risk reduction <

1 - negligible risk reduction

|
Acceptability

i

Inde_s t ry 3 - requested or desired by Industry
2 - tacit acceptance by industry
1 - opposition by industry

I
|
!
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2.0 An2 lysis of Individual Human Fcctors Research Feasibility

This section examines each human factors issue identified in Chapter 2 in
order to assess the feasibility of conducting research. Feasibility indexes are
essigned according to the criteria set forth in the previous section. Each
human factor is first discussed with regard to the nature of its ef fect on nu-
clear power plant security and the state of knowledge concerning those effects.

'

There are many areas that overlap among the human factors examined so that the
feasibility indexes are not to be taken as completely reflective of those which
would arise in an overall comprehensive program. Instead analysis has shown
that many of these human factors issues are related and can be studied
concurrently using common methods.

2.1 Two-Man Rule
,

2.1.1. Background s

Recently, the NRC .ha's decided that the two-man rule will not be required
for vital areas at nuclear power plants for safety and cost reasons.1 In radia-
tion areas the two-man' rule can be argued to be unsafe and at odds with NRC pol-
icy concerning exposures! This could terminate consideration of this option,
however, the topic may be worthy of some further consideration for selected re-
search. This could be undertaken to determine whether there are possible uses
of the rule which would add significantly to safeguards quality and have a mini-
mal negative impact on the licensee.

The suggestion that implementation of the rule may even have the effect of
degrading safeguards capability at = power plants is of interest;2 if this is
found to be true, the option could immedia,tely be rejected.

The existence of several sophisticated systems analysis methodologies,3
which have already been used to evaluate the effectiveness of safeguards at DOE
nuclear facilities and nuclear power plants, leads to the suggestion that it
would be useful to use such techniques to determine the incremental increase in
safeguards protection which could be achieved by selectively instituting a
two-man rule in power plants. This cou?d be done by examining areas individu-
ally where a two-man rule may be appropriate. It should be noted that the
threat which is to be guarded against it ? radiological sabotage by an insider,
not the diversion of special nuclear material. That fact may have an impact on
the need for a two-man rule since sabotage is probably a more overt act than di-
version. It t;ould be necessary to rigorously determine whether the incremental
increase would be worth the interference with facility operation as well as the
additional costs and exposures, incurred. If thd results of such an analysis in-
dicate that the two-ean rule does not merit consideration, no further findings
would be necessary. However, no such rigorous analysis has been located.

Another question concerns the possible utility of using the two-man rule to
improve response capabilities in areas dealing with guard force deployment or
safety related matters. The former alternative is more appropriately discussed
in the section dealing with contingency plans (2.11) and the latter goes beyond
the scope of the present study which deals with safeguards.

.

\

'
,
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2.1.2. R:srcrch AppreIch

2.1.2.1. Data Analysis and Experimental

Computer simulations of facilities, organizational structure, and resultant
vulnerabilities are feasible and, in fact, have been performed for several nu-
clear power plants and DOE production plants. These can reveal weaknesses in
safeguards effectiveness which may be closed by application of the two-man rule.
Much recent work in this regard has been gone where integrated safeguards sys-

'

i

tems are designed using the two-man rule. In principle, if the two man rule
works as it is supposed to, gaps would be narrowed or closed. However, addi- j
tional work needs to be done to ascertain whether it would, indeed, be likely ;

that the written rule would be adhered to in practice, and what its value actu.
ally is given the other human factors involved. A field test conducted as an ex-
periment (or as an inspection activity) would be an appropriate means for
assuring that a rule of this sort would be correctly and usefully implemented
after its value has been shown.

2.1.3. Practicality

2.1.3.1. Cost - Since licensees have already conducted surveys of
their facilities in order to assign vital area designations those same data can
be used to identify areas where a two-man rule may be appropriate. Criteria for
determining where the two-man rule may be desirable must be developed and the
the utility of the two-man rule verified. Such analysis would take 1 co 2 staf f
years and therefore is assigned a cost index of 2. If an experiment is needed
to verify use then the cost may be slightly higher.

2.1.3.2. Time Required - If a data analysis is conducted with nega-
tive results for the usefulness of the two-man rule, it could be done in less
than one year. If an experiment is needed to validate its usefulness then it
may take longer, however, not significantly so a time index of 3 is assigned.

2.1.3.3. Data Availability - The data needed to analyze areas for
their potential for using a two-man rule must be collected so a data availabil-
ity index of 2 is assigned. NRC may have more ready access to this information
than a contractor.

2.1.3.4. Equipment Availability - No equipment, except possibly eas-
ily available computer equipment and sof tware would be needed so that an equip-
ment availability index of 3 is assigned.

2.1.4. Usefulness

2.1.4.1. Regulatory Needs - To an extent, this has already been
evaluated implicitly in the NRC decision to no longer require the rule at power
plants. Therefore, a need index of 1 is appropriate.

2.1.4.2. Risk Reduction - If the two-man rule could be reasonably ap-
plied, some potential reduction in vulnerability may result. Since the data anal

,

!ysis would reveal that, a risk reduction index of 2 is assigned.

;
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2.1.5. -Accspecnca

'
;. .2 1.5.1. Industry Interests - The industry has and would continue to
| oppose imposition of the two-man rule, because of high costs so an acceptance

index of 1 is assigned.!"

,

!
.2.1.6. Summary of Index Values

i

Data Analysis
and Experimental

Practicality
'

Cost 2
Time 3
Data Availability 2
Equipment Availability 3

Usefulness
Regulatory Needs 1

,

Risk Decrement 2

Acceptance
Industry Interests 1

,
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| 2.2. Bthavioral Observation Prograns
|

2.2.1. Background

The idea of instituting behavioral observation techniques at the supervisor
level and above as a means of protecting organizations, and more specifically,
protecting nuclear power plants, has already been studied by NRC in some
detail;l a discussion and summary of the conclusions of this study has been
given reference 2. The theoretical aspects of the topic have been studied as
well, and it is not likely that further theoretical work is needed at this

3point. Privately communicated opinions on the topic have not been optimistic
as to the practicality of using behavioral observation techniques exercised by
facility supervisors in predicting the wide range of anti-social behavior which
could be detrimental to the facility.

4Nevertheless, it is clear from the literature , and the recent burgeoning
interest in the field of behavioral observation and assessment, that a consider-

able number of experts in the field of behavioral psychology do believe that
behavioral observation could provide useful information and reduce risk.

Because of NRC's recent proposal go require facilities to establish and doc-
ument a behavioral observation program there will be a need for critria and mea-
sures to assess their adequacy. Appropriate measures have not been developed.

2.2.2. Research Approach

2.2.2.1. Experimental or Data Analysis - It appears logical to sug-
gest a test which could measure the ef fectiveness of such a program. A
suggested behavioral observation program such as that put forth in reference 1
could be put into place at a nuclear power plant. Such a test need not be rigor-
ous, but rather aimed at making more informed judgements about ef fectiveness. If
there is some difficulty in obtaining the agreement of a licensee for collecting
data on a field test of such program, it might be possible to make the test at
an analogous DOE contractor site or facility. However, since several utilities
already have such programs the data may be available without an experiment. Ac-
quisition of licensee data concerning the effectiveness of their programs would
be worth while. Such data would be necessary to establish criteria and measures
by which the usefulness and effectiveness of the test program could be assessed.

2.2.3. Practicality

2.2.3.1. Cost - The scope of a test program vill require trained so-
cial scientists and security experts to examine data collection and conduct
analyses. In terms of staf f years, it is estimated that the total effort to de-
velop criteria, measures and findings regarding effectiveness will be great,
meriting an assignment an index of 1 if programs are to be implemented requiring
experimentation. However, if data can be made available from existing programs
a higher index would be appropriate.

( 2.2.3.2. Time - It is estiaated that the time for implementation and I

analysis of such a program would be on the order of one to two years, justifying i
Ian index of 2.
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2.2.3.3. Data Av2ilcbility - Lcrge amounts of date will hevn to bs
taken and analyzed to set up a proper experiment. There is no intrinsic problem
in this once the experiment is set up, but a great deal of ef fort will be
required to set up an experiment with appropriate measures. If data are avail-
able it will have to be collected so a data availability index of 2 is assigned.

1

2.2.3.4. Equipment Availability - No special equipment need be j

procured for this experiment beyond those normally used in the field of j
behavioral science. An index of 3 is assigned.

i

|

2.2.4. Acceptability

2.2.4.1. Regulatory Need - If it can be shown that the impact of a
behavioral observation program on safeguards personnel performance or likelihood
of insider malevolence is significant, the need for and value of appropriate reg-
ulations would then be indicated. The Insider Rule package about to be
announced by NRC includes guidance requiring establishment and documentation of
a behavioral observation program.5 There will be a need to assess the adequacy
of programs submitted to NRC. As such, a regulatory need index of 3 is
assigned.

2.2.4.2. Risk Reduction - There is little question that a probable
risk reduction would be attained if behavioral observation programs were success-
ful in reducing the threat from malevolent insiders: personnel who, for one rea-
son or another are not trustworthy, reliable, or are temporarily unfit for duty.
There is, in fact, a strong overlap with these human factors and they can be
studied together. Because of the significance of an insider threat against a
plant, a risk reduction index is assigned a value of 3.

2.2.5. Acceptance

2.2.5.1. Industry Interests - Industry has comm uid-
ance on behavioral observation programs rather than rules.gnted it needsmSince the Insider
Rule Package addresses these programs it is assumed that industry would actively
oppose additional measures warranting an acceptance index of 1.

2.2.6. Summary of Index Values

Experiment or Data Analysis

Practicality

Cost 1

Time 2
Data Availability 2
Equipment Availability 3

Usefulness
Regulatory Needs 3
Risk Reduction 3

Acceptance
Industry Interests 1
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2.3. Tru:tworthinass

2.3.1. Background

NRC has long sought a solution to the problems posed by threats from knowl-
edgeable insiders. Strict access controla were first required at reactors in
the ud-1970s due to the growing recognition of the " insider threat". The devel-
opment of access controls also included consideration of intruder threats. Ac-
cess controls include all on-site measures, both procedural and mechanical,
aimed at restricting human access to areas containing equipment critical to.the
safe operation of the plant. Those physical security measures aimed specifi-
cally at outside intruders, such as perimeter fences and isolation zones (areas
just outside the perimeter fence), are not considered access controls for this
discussion on trustworthiness.

Access controls include manned access points, pat-down searches of person- I

nel, magnetometer searches, card-key doorways, vehicle searches, numbered pic-
ture badges, escort requirements, internal alarms and closed circuit TV, lock
changes subsequent to employee termination, and tamper indicating security equip-
ment. All of these measures which restrict access to vital equipment can poten-
tially impact safety if expeditious access is necessitated by an accident se-
quence. As such, a policy of lessening access controls where trustworthiness
can be established has emerged and is being considered.

NRC has also sought to minimize insider threats by promulgating administra-
tive personnel selection requirements which include the use of psychological as-
sessment and background investigations as measures of trustworthiness. If per-
sonnel can be considered more trustworthy, less access controls are necessary.I
NRC Regulatory Guide 1.;7 cites the ANSI-N-18.17 standard is a reference for
satisfying NRC personnel selection regulatory requirements (beth were published
in 1973). In 1977 new regulatory requirements for physical security at power
plants were published (10 CFR 73.55). As a result, ANSI-N-18.17 was superseded
by ANSI /ANS-3.3 in 1982. The new standard was designed to conform with the 1977
regulations. (For a discussion of the background and explanation of these fed-
eral regulations and industry standards see Appendix A.)

The means for assessing trustworthiness are a psychological assessment and
a background investigation. A backgrouind investigation, according to the forth-
coming Insider Rule Package will require licensees to verify an applicant's true
identity, and then investigate his employment, educational, credit, military and
criminal history, in addition to obtaining personnel reference checks. If this
check reveals involvement with acts of sabotage, falsification of the applica-
tion, any illness affecting judgement, habitual criminal tendencies, or use of
controlled substances or alcohol to excess, no authorization is to be granted.
A psychological test may not end up being in the proposed rules as a firm
requ iremen t. 2 This is presumably due to the need for further development of reg-
ulatory policy on phychological testing, although substantial research has al-
ready been conducted.3 It should be noted that an NRC-sponsored study found
that the typical insider saboteur (in other industries) was usually motivated by
psychological problems, disgruntlement or revenge early in job tenure.4 This in-
dicates the critical nature of an initial review of job applicants for trustwor-
th ine s s . Industry has voiced concern that criminal records cannot be examined
in some states due to privacy laws (in Massachusetts, for example, such access
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is specifically allow d by law while in New York it is not). Industry has
requested that NRC propose legislation that would allow all licensees access to
applicants' criminal records and, fur the r , that NRC develop guidance for a plan
to train evaluators how to make proper judgements.5

,

!

| Many utilities already practice some form of psychological evaluation as
recommended in ANSI /ANS 3.3. Some claim great success and total legal
compliance.6 In addition, many security systems at nuclear power plants are
being upgraded to include software capable of locating all personnel anywhere in
the protected area on a real-time basis.7 Access controls of this type that are
less restrictive can improve site security without downgrading access to safety
equipment.

2.3.2. Research Approach

2.3.2.1. Data Analysis - Data on historical occurrences of security
breaches which happened in spite of trustworthiness measures are available. For
instance, cross comparisons of facilities with differing policies could be
undertaken. This area has has been analyzed to some limited extent; however a
larger scale effort may be appropriate. The objective would be to establish
that certain policies result in better assurances of trustworthiness than
others.

2.3.2.2. Extrapolation - As in data analysis, extrapolation from
other fields has been already undertaken. Industries such as banking and pharma-
ceuticals have been studied, but the biases in the data due to the different na-

ture of the threat have made data of questionable applicability. Better methods
of extrapolation could be developed although the results may still be less than
accurate for the nuclear industry.

2.3.2.3. Further Research Formulation - There will be issues which
are not addressed by the Insider Rule Package. For example, how to adequately
deal with access authorization for outside contractor personnel. Since the new
TMI-related requirements imposed by NRC were instituted, a need for hundreds of
contractor personnel to have access to vital and protected areas has surfaced.
The best way to handle access for temporary site personnel could be investigated
along with other areas not covered by the Insider Rule Package. In addition, op-
timal data collection methods could be formulated now to assist in future
analyses by collecting useful data in a meaningful form as it evolves.

2.3.3. Practicality

2.3.3.1. Cost - Data analysis may be costly depending on whether or
not good data can be located. Most data which presently exist are not easily re-
ducible and analysis could easily take several staff years of effort. If data
were available (e.g., in the future) then analysis could be conducted more eas-
ily. This suggests that a data collection system should be sec up as soon as
practical. A cost index of 2 is assigned in anticipation of better data being
available in the future. Extrapolation has already been conducted in Jeveral
studies and further work, beyond that dont to date, could be costly and is like-
wise assigned a cost index of 2. Further research formulation aimed at
identifying and addressing those problems not addressed by new regulations could
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b2 d::ns vary cost effectivaly (less then one-staff year) snd is therefore
assigned a cost index of 3.

2.3.3.2. Time Required

To collect the data necessary for an advance in this area by data anal-
ysis would take one to _ two years so a time index of 2 is assigned. For extrapo-
lation less time would be required so a time index of 3 is assigned. Further re-
search formulation could also be completed within one year and is assigned an
index of 3.

2.3.3.3. Data Availability
1

IData analysis could not be easily performed because applicable data do
|not presently exist due to the imminent release of new regulatory requirements.

Since these requirements will change trustworthiness programs to a great extent,
historical data may not be applicable. Therefore, a data availability index of
1 is assigned. For extrapolation, data are more readily available but must
still be collected so an index of 2 is assigned. For further research formula-
tion data needed will be available from the rulemaking proceeding on the insider
rules and can be analyzed to isolate issues not treated so that a data availabil-
ity index of 3 is assigned.

2.3.3.4. Equipment Availability

None of the research approaches discussed requires equipment so an
index of 3 is assigned.

2.3.4. Usefulness

2.3.4.1. NRC Regulatory Needs - Since NRC has gone through extensive
staff-level negotiations on the new insider rules it is very doubtful that-fur-
ther data analysis is needed by NRC on these issues at this time so a regulatory
need index of 1 is assigned. Extrapolation is likewise not useful so that a
index of 1 is also assigned. Further research formulation aimed at those iasues
not addressed in new rules and at means for collecting usable data from programs
being implemented could be of great use to NRC and is, therefore, assigned a
value of 3.

2.3.4.2. Risk Reduction

Trustworthiness of individuals is a problem which has been shown to af-
feet the safe operation of power plants. Therefore, since there is some possi-
ble risk reduction, an index of 2 is assigned. This index could be arguably
higher.

2.3.5. Acceptability

2.3.5.1. Industry Interest

Industry has indicated a need for guidance in these areas. However,
further data analysis or extrapolation is not as useful to industry as a method
for addressing special problems such as those posed by contractor personnel.
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Tharafora, ~d:ta annlysis and extrapolation are cach assignsd an ecceptability
index of 2 and further research formulation, especially aimed at providing in-

! structions for evaluators and guidance on contractor personnel, an index of 3.

2.3.6. Summary of Index Values

Further
Data Analysis Extrapolation Research Formulation

Practicality
Cost 2 2 3
The 2 3 3
Data Av. 1 2 3
Equipment Av. 3 3 3

Usefulness
Regulatory Needs 1 1 3
Risk Reduction 2 2 2

Acceptability
;

Industry Interests '2 2 3
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2.4. Fitnnss for Duty

2.4.1. Background

This topic involves a number of different safeguards concerns. From the
point of view of the ability of an employee to reliably fulfill his
safeguards-related functions, it would be desirable to assure that he is not
impaired (i.e. using drugs, consuming alcohol, suffering acute psychological
stress) on a routine basis. This problem is similar to the corresponding human
factors concerns fo: safety-related operational personnel. More deep seated
problems (i.e. physiological disorders, chronic psychological stress) could be I

monitored on a longer term basis by a behavioral observation program (section 4

'

2.2).

There is another dimension of concern on the subject of fitness for duty.
It deals with the insider threat. One would like to ascertain that employees,
particularly those with access to vital areas, do not intend, for reasons of job
d is sat is f ac tion , ideology, extortion or any other motivations, to damage the fa-
cility through actions of sabotage, or by attempting to aid others in sabotage
attempts. It has been assumed in some past research that when such activity is
being carried out, the potential perpetrators will be highly stressed. The
question is, whether such stress is amenable to detection in ways which are
constitutionally acceptable, and acceptable to employees and employee unions.
Some studies have been made of the feasibility of detecting stress among
employees from both the technical and the legal perspectives.1 At the time of
those works, it appeared that technical means were not yet reliable, and that
there were serious legal problems with at least some of the proposed wr.thods. It
is technically possible to detect many drugs in body fluids, so that the first
part of the fitness for duty problem may be technically tractable; however,
there may still be legal and personnel problems.

NRC is currently developing a " Fitness for Duty" rule which has been
proposed. These rules once officially published will define means for meeting
requirements for assessing fitness for duty at nuclear power plants.2 This rule
is being proposed because of the substantial increase of reported drug-related
employee incidents at power plants. Instead of integrating that rulemaking with
the Access Authorization Rule (10 CFR 73.56 part of the Insider Rule Package)
the seriousness of the pcoblem led NRC to separate regulatory actions.

The proposed rule would require licensed facilities to establish, document,
and implement procedures to assure that personnel with unescorted access to the
protected area of the facility are not unfit for duty. The exact form of these
procedures is left to the licensees. The Commission will seek public comment
on: U the establishment of specific fitness criteria for nuclear plant person-
nel (not just safeguards per*onnel), 2) specific methods of implementation
including the use of breath tests, background investigations, psychological
tests, behavioral observati'on programs, employee awareness programs, employee as-
sistance programs, among others and 3) limiting the scope of the rule to
unescorted access to vital areas.3 As such, it is clear that NRC has yet to de-
cide these issues. The NRC Office of Inspection and Enforcement has published
a report titled " Survey of Industry and Government Programs to Combat Drug and
Alcohol Abuse" (NUREG-0903) to assist licensees in setting up their programs.
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|
| It is worth noting that many human fcetors besides fitness are opened to comment

in this rulemaking which may be a very constructive source of information.

2.4.2. Research Approach

2.4.2.1. Data Analysis - NRC must develop a means for assessing the
adequacy of programs submitted to NRC for review. Work in this area should in-
clude a review oi the current feasibility of technical methods of detecting
stress and chemical addictions in an individual, as well as a legal review of
the implications of the various control methods suggested. Next, the problem of
Lnplementation of such a program in the field must be dealt with, involving
either more review of data, or extrapolation of similar experiences in other
industries or situations where similar control over personnel has either been
instituted, or where there have been attempts to do so. It is anticipated that
the main methodology needed on this human factor will be the data analysis ap-
proach, including discussions with representatives of organizations where such
attempts to control fitness for duty have been successful. Since NRC is going
to publish the fitness for duty rule such an analysis should be aimed at provid-
ing regulatory guidance for meeting the new regulatory requirements as well as
establishing assessment criteria.

2.4.3. Practicality

2.4.3.1. Cost - The necessary data analysis could be performed using
two staf f years of ef fort, covering all the needs discussed in the above section
including time to gather al.1 relevant data. This results in the assignment of
an index of 2 for the cost.

2.4.3.2. Time - An estimate for the amount of time needed for an eval-
untion is from one to two years. Even though several (technical, legal, human
and organizational matters) areas need to be further explored, these could run
in parallel using expertise from the appropriate dif ferent fields. This results
in an index of 2. This index will be higher af ter data from programs going into
place become available.

2.4.3.3. Data Availability - The data on methods shown to be ef fec-
tive in other contexts may be easily available, however data on the nuclear
power industry is not. Once fitness for duty programs are put into place at
utilities, data concerning the effectiveness of there programs will be avail-
able. Some measure of effectiveness must be developed to assess these programs.
The Edison Electric Institute has developed a model drug abuse program which
will be ready in late 1983.5 As a result a data availability index of 2 is
assigned and expectea to rise in the future.

2.4.3.4. Equipment Availability - In order to implement a program,
state-of-the-art equipment for determining fitness will be needed. Costs may |not be high, but some equipment availability currently appears problematic. An
index of 2 is assigned. 1

1

2.4.4. Usefulness
i

2.4.4.1. Regulatory Need - Since the fitness for duty rule is about i

to be proposed, NRC would have little need for extensive research except that
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. cised -st to assassing the adaqutcy of licenses progra:s submitted for review.y.

4 Therefore, an index of 2.is assigned.

2.4.4.2. Risk Reduction - The insider threat or the possibility of
negligence on duty due to drug- or stress-related problems must be regarded as<

significant. Indeed, on the latter matter, there have been numerous examples of
personnel at power plants beingoon duty, but' unfit to. function reliably. If
this . problem could be successfully countered, this would be a significant contri-
bution to improving safeguards. A risk reduction index of 3 is assigned. |

|

I2.4.5. Acceptance

2.4 . 5. l '. Industry Interests - If a satisfactory means of assuring fit--

ness could be found, one would anticipate. industry acceptance, especially as it
would help assure reliability of employees without causing employee and union

~

;

problems, leading to improved operations.. An index of 3 is therefore assigned.
It is doubtful, however, that industry would accept a program which intrudes on,

employee civil liberties or rights or would cause a deterioration in employee at-
titude.

t.

2.4.6. Summary of Index Values
i

Data Analysis
Practicality

Cost 2-

1 Time 2
j Data Availability 2

Equipment Availability 2
Usefulness;

| Regulatory Need 2
Risk Reduction 3

' Acceptance
Industry Interests 3

References for Section 2.4
i

1. J.N. O'Brien, "S tress Duress: Detection for NRC-licenses Facilities: A Con-
stitutional and Regulatory Analysis," NUREG/CR-1032, Sept. 1979; A.;-

; Fainberg, " Stress and Duress Monitoring at NRC-Licensed Facilities,"
j NUREG/CR-1031, Brookhaven National Laboratory, Sept. 1979.

2. " Proposed Rulemaking Requiring Fitness for Duty for Personnel with
; Unescorted Access to Protected Areas", SECY-82-196, May 18, 1982; 47 Fed.
3 Reg. 33980, Aug. 5, 1982.

3. Id.

4. Private Correspondence, Atomic Industrial Forum, May 2,1983.

5. Id.

.
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2.5. Famin Reliability

2.5.1. Background

Since the accident at Three Mile Island the issue of how reliable humans ac-
tually are has received substantial attention. It has been shown that human re-
liability breakdowns (i.e., errors) can profoundly affect the quality of a re-
sponse directed at recovery of safety systems. For instance, safety equipment

|

| must be reliably maintained, calibrated and tested at periodic i cervals.
| Faulty maintenance can cause common-mode failures of redundant equipment as

recently happened at the Salem plant. (In that case adequate procedures were
not in pDee so that no maintenance of redundant circuit breakers occurred.) At
Three Mile Island, operators did not correctly diagnose the problem until hours
had gonc by because of the interp'.ay of equipment failures and inadequate
proceduras. Similar types of human reliability breakdowns have been identified
in PRA research as dominant risk contributors.

In the context of nuclear power plant safeguards, the reliability of humans
in executing their tasks can be viewed as a major determinant of the quality of
security. Human reliability can be viewed as those factors af fecting physical
response capabilities, mental preparedness, the man-machine interface, and aware-
ness.

2.5.1.1. Physical Response Capabilities

In 1978 the Department of Energy implemented medical and physical fit-
ness standards for U.S. DOE Security Inspectors. Because of the lack of informa-
tion validating the legitimacy of using the standard adapted (i.e. , " Police
Officer's Agility Test" used by many police departments), the requirements were
permanently suspended in 1980. DOE then undertook a study to determine what
physical qualifications could be used to best assure the physical reliability of
personnel in executing their job-related duties. The results of that study were
announced as DOE policy in 1982.1

The study attempting to validate physical fitness requirements
involved visits to over fifty offices and sites where data were collected
pertaining to safeguards job tasks and their relative physical demands. It was
determined that the most physically demanding duties would occur during a
hostile act against the facility. It was assumed, then that personnel shown ca-
pable of executing duties involving " defensive combatics" could reliably execute
lesser tasks. (Defensive combatics is a term expressly defined in the study and
is exclusive of offensive combatics.) The objective of the study was to select
and validate measures of physical fitness that would constitute reasonable assur-
ance of reliability in performance of defensive combatics.

A sample of DOE Security Inspectors (Guards) was selected and analyzed
demographically (i.e. , sex, age, etc.). A battery of sample qualification tasks
were then conducted including 1-mile run, h-mile run, 40 yard prone-to-running
dash, 80 yard shuttle run, and the 40 yard agility run. Approximately 70 person-
nel were tested in each of these qualification tasks for ability and speed.

The MILES system (described in Sec. 2.14) was used to simulate the exe-
cution of defensive combatics activities in a systematic manner for each sub-
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jact. Aftsr practice trials, subjrets were monitored for heart rats and
breathing while executing defensive combatics tactics. By statistically
comparing the data from simulated tactics and qualification tasks it was deter-
mined that for defensive combatics the best single prediction of physical relia-
bility was the h-mile run and the best combination to be the h-mile run and the''

40 yard dash.

Threshold scores were determined using the criteria that the test
should produce no false negatives (disqualifying actually qualifiable personnel)
regardless of the number of false positives. The findings of the report are
that guards should be able to run the -mile run in 4:40 minutes and the 40 yard
dash in 8.2 seconds in order to assure physical reliability. This report ap-
pears to offer a partial basis for NRC determinations of adequacy for the Train-
ing and Qualification Plan required for an Operating License. |

l
2.5.1.2. Mental Preparedness

In order for safeguards personnel to perform reliably they must be
prepared to understand and execute what may be complex tasks. Mental
preparedness includes the necessary knowledge and competence to carry out these
tasks effectively.

While it is relatively straightforward to determine criteria for physi-
cal fitness requirements it is very difficult to determine such criteria for men-
tal preparedness. Drills and subsequent evaluations have been shown to be very
effective for improving personnel reliability by increasing mental
preparedness.2 The degree of mental preparedness which can be achieved is
largely dependent on training and instruction which is covered in section 2.10.

2 5.1.3. Man-Machine Interface

This area of human reliability is addressed in the CAS/SAS design sec-
tion (2.15).

2.5.1.4. Awareness

Personnel who are acutely aware of the importance of security in the
overall risk of operating a nuclear power plant will more likely maintain a high
awareness of security. Awareness is a trait of attitude and organizational cli-
mate and culture which is covered in section 2.9

2.5.2. Research Approach

2.5.2.1. Experimental - Approaches similar to that used in the study
! of physical fitness requirements can be used to verify requirements. The rela-

tionship between mental preparedness and awareness to specific requirements may;

| be very dif ficult to establish, however, criteria for the man-machine interface
| may be developed by using ergonomic data from operational safety research and ex-
| periments aimed at the security environment.

!
!
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2.5.2.2. Data Analysis

A sensitivity study aimed at identifying situations where human relia-
bility is crucial to safeguards quality would reveal the contexts in which spe-
cial measures aimed at assuring reliability may be warranted. Where human relia-
bility is backed up or checked by technical or administrative measures no re-
scarch need be done. Issues identified as crucial could then be made the basis
for further study or recommendations.

2.5.2.3. Extrapolation

Although human reliability has been extensively studied in terms of op-
erational safety, no comparable studies of safgguards personnel exists. As
such, data from operational studies could bc " extrapolated" and applied to
safeguards problems. (This may be considered another form of data analysis as
well.)

2.5.3. Practicality

2.5.3.1. Cost

An experimental approach aimed at establishing standards for human re-
liability across the board could be very costly. Unless a data analysis takes

| place to identify crucial tasks the cost index must be 1. However, since such
a data analysis is considered likely an index of 2 is assigned. Extrapolation,

j of human reliability data from nuclear safety research could involve a large ef-
fort so an index of 2 is appropriate.

2.5 3.2. T ime

An appropriate study of human reliability must be conducted over a
long period of time to assure optimal results. A proper approach would involve
a data analysis sensitivity study with experiments and extrapolation to follow.
As such a time index of 1 is assigned. If only data analysis is performed a
time index of 2 is appropriate.

2.5.3.3. Data Avai. lability

Data on human reliability has been generated in large volume in the op-
erational safety field. The particular applicability of these data must yet be
determined however, because of the extensive availability of human reliability
data an index of 3 is assigned.

2.5.3.4. Equipment Availability

; Equipment may have tc be procured for an experimental approach
warranting an index of 2. No equipment would be necessary for a data analysis
or extrapolation so an index of 3 is assigned.

|
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2.5.4. Ucafulnass

2.5.4.1. Regulatory Need

Human reliability has been pointed out as an important factor in the
quality of safeguards. As a result, a regulatory need index of 2 is assigned in
light of the potential usefulness of information generated.

2.5.4.2. Risk Reduction

The demonstrated ability of human unreliability to af fect site
safeguards indicates that a probable risk reduction can be attained warranting
an index of 3.

!
2.5.5. Acceptance

2.5.5.1 Industry Interests

Industry would not object to a program aimed at assessing the
safeguards impact of human reliability and subsequent study of those tasks
deemed sensitive. Therefore an acceptance index of 2 is assigned.

2.5.6. Summary of Index Values

Data Analysis Data Analysis
Only and Experimental Extrapolation

Practicality
Cost 2 2 2
T he 2 1 1

Data Availability 3 3 3
Equipment Availability 2 3 3

Usefulness
Regulatory Need 2 2 2
Risk Reduction 3 3 3

Acceptability
Industry Interests 2 2 2

References for Section 2.5

1. W.D. Telfair, et al., " United States Department of Energy Physical Standards
Validation Study," Sept. 30, 1982, Referenced in W.D. Telfair, " Validation
of Physical Fitness Standards," presented at ANS Conference on Power Plant
Security, April 25, 1983.

2. R. Kindilien and R.K. Harper, " Practical Implementation of Security at Nu-
clear Power Plants - Impacts on Costs, Operations and Safety: Practical
Armed Response Training for Commerical Nuclear Facilities," presented at ANS
Workshop on Power Plant Security, April 25, 1983; SSORA, HFR, L.D. Chapman,
et al. , " Tactical Improvement and Security Force Evaluation Program,"
presented at ANS Workshop, April 25, 1983.
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2.6. Boredos and Vigilance

2.6.1. Background

A large number of studies have been made since the Second World War to de-
termine the ability of personnel to respond correctly to infrequent alarms while
having to maintain vigilance for hours at a time. Sonar and radar operators are

| prime examples of such personnel who must perfom duties of this kind. There
heve been many such effortsl. 11oweve r , little if any experimental work has been
done. on the problem of vigilance of guard force personnel at nuclear plants, al-
though similar ef forts have been made at other types of protected facilities
using guard forces. Significant work on reducing the need for human vigilance
through automated compensatory measures is currently under investigation by the
Defense Nuclear Agency.2

2.6.2. Research Approach

2.6.2.1. Experimental - Although cuch work has been done in other
industries and services,3 lititle scientific work has yet been done on the prob-
lems of boredom and vigilance at nuclear plants. Pilot experimental work along
these lines at one or two facilities may be appropriate, in order to probe
similarities and differences relative to other situations already examined. The

I SSORA system described in Section 2.14 will reveal some vigilance sensitivities
in site security.

2.6.2.2. Data Analysis - There may be useful boredom and vigilance in-
formation already available from past safeguards-related incidents and from nor-
mal operations at power plants. Some effort at using these data may be very pro-
ductive for limited expenditure resources. A comparison of current practices as
outlined in procedures and vulnerabilities due to vigilance deterioration could
be undertaken. A comparison of current practices as outlined in procedures and
vulnerabilities due to vigilance deterioration could be undertaken.

2.6.2.3. Extrapolation - A survey of the copious literature on bore-
dom and vigilance, which has been produced in the pase forty years, could be
highly productive. An effort at drawing the conclusivns from all this research
for applicability at nuclear plants could be worthwhile. A qualified behavioral
social scientist working with a security expert, both capable of understanding
and elucidating similarities between the situation where existing data were
developed and the power plant situation, would be required.

2.6.3. Practicality

2.6.3.1. Cost - An experimental program at a reactor would probably
require more than 2 staff years of effort, which merits a cost index of 1. The
data analysis option would require an index of 3, since it would amount only to
gathering and analyzing available data from operating plants. The extrapolation
approach is estimated to demand about a staff year's ef fort, and rates an index
of 2.

2.6.3.2. Time - All proposed programs should require no more than 2
years; therefore all rate an index off 2 for time requirements.
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2.6.3.3. DIts Availtbility - The expsrimental cpprorch will rrquire
taking data at one or two facilities. An index of 1 is judged appropriate for
th is . The data analysis and extrapolation approaches are simpler; in the former
case, the data must be assembled so index of 2 is assigned and in the latter,
the data are available in published form warranting an index of 3.

2.6.3.4. Equipment Availability - Equipment requirements are small in
the first case yielding an index of 2 and negligible in the other two cases ,

warranting an index of 3. |

2.6.4. Usefulness

2.6.4.1. Regulatory Need - The regulatory need in this field is proba-
bly limited relative to other areas meriting an index of 1. Some useful informa-
tion on guard force procedures could result but is not currently needed by NRC.

2.6.4.2. Risk Reduction - If procedures were to be developed as re-
sult of these efforts which could help mitigate inefficiencies due to boredom,
a more effective and rapid response to alarm stimuli could be achieved meriting
an index of 2.

2.6.5. Acceptance

2.6.5.1. Industry Interests - The intrusion upon ind'ustry is likely
to be minimal if only procedures and manpower distribution are involved in
suggested ameliorative actions. If with the need of a minimum of expense, the
facility can significantly improve its response capability to alarms, one would
anticipate a minimal resistance. This would rate an index of 2 for all avenues
of research.

2.6.6. Summary of Values

Method Experiment Data Analysis Extrapolation

Practicality
Cost 1 3 2
The 2 2 2
Data Availability 1 2 3
Equipment Availability 2 3 3

Use fulnes s
Regulatory Needs 1 1 1

Risk Reduction 2 2 2

Acceptance
Industry Interests 2 2 2

References for Section 2.6

1. One summary of a series of studies in this area is R. Mackie, "S ix Years
of Research on Human Factor Problems in ASW: A Summary," Technical Report
206-25, Human Factors Research, Inc., November, 1964.
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2. P. Bitrra, "Te:ching Human and Artificial Intellsg:nca fer High Productivity
Security Systems," in "The Human Element in Organizational Sensitivity,"
DNA-TR-82-13, November, 1982; Z. Kravets and D.L. Rockford," The
Configuration, Development, and Interface of Nuclear Power Plant Security
System," presented and Interface of a Nuclear Power Plant Security System,"
presented at the ANS workshop on Power Plant Security, April 25, 1983.

3. Mackie, Note 1.
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2.7. OrgIniz tionn1 Communic: tion

2.7.1. Background

The typical compartmentalization of the licensee's organization has led to
the development of relatively discrete organizational units such as
health / physics, security, operations, maintenance and so on. These organiza-
tional units function in discrete contexts in which procedures have been sepa-
rately developed, sometimes resulting in conflicts. For instance, health phys-
ics and safeguards access controls can limit operator access to manually
operated valves. However, the organizational units are functionally defined by
normal operations so that during normal conditions these conflicts will come to
light infrequently. When an off-normal situation occurs the actions necessary
to maintain plant safety may cut across the normal administrative boundaries of
several organizational units necessitating a highly coordinated response. It

has been shown that rotating persgnnel among the various organizational units
can vastly improve communications but that may not be practical for all units !
at a nuclear power plants. Some utilities currently rotate certain managers to !

improve communications. Communication during an off-normal situation is )
characterized in this study as Staff Coordination and is covered in Section 2.13
rather than have methodologically, both problems are related, but are treated
separately in this section of the report.

1

It has been shown that conflicts occasionally arise among the procedures of 1
various units. For instance, operators have been held up at access points by se- |
curity procedures, but not during emergencies. The health / physics unit imposes
rigid access restraints in various safety-related areas of the plant, but
emergencies have not occurred in such a manner as to necessitate overexposure
while dealing with a critical safety problem. As a result, these conflicts may
not have surfaced in a manner which threatens the public health and safety. At
one power plant, the D.C. Cook facility, the use of an integrated safeguards -
health / physics computer system for tracking personnel exposures and vital area
entry data has been successfully installed.2 Some additional risk is imposed on
the public if an emergency does raise these conflicts to dominant factors in a
plant fa ilure . This section, however, concerns only normal opeational communica-
tion problems between organizaticnal units. It must be recognized that the
separation between normal and off-normal procedural conflicts is some what
artificial, but it is likely that an overall analysis of these conflicts
would begin with normal situations and extend to the off-normal situation.

In addition, organizational communication is highly related to attitudes
covered in Section 2.9.

.

2.7.2. Method

2.7.2.1. Experimental - In order to remedy these normal operational
conflicts they should be identified in a systematic manner. Drills involving
performance of operational and security procedures have been shown to be a reli-
able way to identify any clear conflicts and point to potential methods for
resolving those conflicts. Simulation of events using models developed from the
procedures of the organizational units could also be used to identify potential
conflicts for various normal operational situations. Simulation may include the
use of logic trees or influence diagrams. Another approach would be to poll
plant personnel in a systematic manner to reveal conflicts.
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2.7.2.2. Date Analysis - Procedures could be selectively extmintd
using postulated normal operational events as stimuli. Potential conflicts,
once identified, could be subject to examination by a review of relevant person-
nal. The NRC's Regulatory Effectiveness Review Program already does this to
some extent and has operated with very good results.

2.7.3. Practicality

2.7.3.1. Cost - An experimental approach to identifying potential con-
flicts between organizational units during normal situations could be costly. A
full scale drill could cost a substantial amount to run and monitor so it is
assigned a cost index of 1. If a simulation approach involving data analysis
wzs used a large cost savings would result in a necessary ef tort of about one
staff year so that a cost index of 2 is assigned.

2.7.3.2. Time - An experimental approach would require time to ar-
range, set-up, run and analyze. This could take from one to two years to com-
plete and is assigned a time index of 2. If simulation involving data was used
it would take less time but it would take a mini ~um of one year to receive valid
results applicable to the industry as a whole. here fore the time index for sim-
ulation is 3.

2.7.3.3. Data Availability - The data needed to set up an experimen-
tal research approach to the problem of procedural conflicts is available.
These are procedures, postulated normal events and monitoring information.
These data would have to be assembled so that a data availability index of 2 is
assigned. Since a simulated approach and data analysis would require virtually
the same data they are both assigned indexes of 2.

2.7.3.4. Equipment Availability - An experimental approach would re-
quire equipment to monitor and test the overall response to identify conflicts.
This could involve procurement so that an equipment availability index of 2 is
assigned. For simulated data analysis approaches all equipment needed is easily
available so they are each assigned a index of 3.

2.7.4. Usefulness

2.7.4.1. Regulatory Need - There are currently investigations being
conducted to examine the need for NRC actica involving possible conflicts in pro-
cedures during normal situations indicatit g that while these conflicts have
not been shown to be significantly danger us their existence requires attention.'

However, a program aimed at analyzing normal conditions is not needed presently
relative to the need to study off-normal events. As such a regulatory need
index of 2 is assigned.

2.7.4.2. Risk Reduction - Studies have shown that a potential for or-
ganizational unit procedure conflicts playing a dominant role in safe reactor op-
eration in some off-normal situations. The fact that such conflicts have also
been shown to exist during normal operations leads to the conclusion that

,

| improved coordination could potentially reduce risk of normal situations
'

becoming off-normal so it is assigned a risk reduction index of 3.

!
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2.7.3. Acesptanca

2.7.3.1. Industry Interests - An experimental approach imposed on .
licensees to identifying conflicts in procedures at a power reactor site would
almost surely be opposed by industry so it is assigned an acceptance index of 1
A data analysis research approach would not be opposed if consultation and par-
ticipation as in the case of D.C. Cook were used so that an index of 2 is
assigned.

2.7.4. . Summary of Values

Simulation and
Method Exper imental Data Analysis

Practicality
i Cost 1 2

Time Required 2 3
Data Availability 2 2
Equipment Availability 2 3

Usefulness
,! Regulatory Need 2 2

Risk Reduction 3 3
,

!
'

Acceptance
j Industry Interests 1 2

! References for Section 2.7

j 1. W.C. Ouchi, Theory Z, Addison-Wesley, Reading, MA, 1981.

2. G.M. Curican, et al., "A Combined Security and RE&M System Operational
Experience at the D.C. Cock Nuclear Plant," presented at ANS Workshop

j on Power Plant Security, April 25, 1983.
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2.8. Rotation /Shiftwork/ Manpower

2.8.1. Background

! There are many industries in which shif twork is common; in fact about one
quarter of all U.S. workers are employed in shif twork.I These industries in-!

volve use of equipment and buildings on a continuous basis either because of
economies of scale or because the facility cannot be shut down overnight. In

the nuclear energy industry, twenty-four hour-staf fing is necessary for the lat-
ter reason. Accordingly, the issue of how shif twork af fects the performance of
scfeguards personnel at nuclear power plants must be focussed on whether
shif twork actually affects performance and, if so, how to remedy any adverse
effects. It is not possible to eliminate shif twork for these personnel.

NRC has issued regulatory guidance on shif twork but it applies only to "the
plant staff who perform safety-related functions (e.g., senior reactor
operators, reactor operators, auxiliary operators, health physicists, and key
maintenance personnel"). Safeguards personnel are not included.la

There have been many studies of how shif twork affects individuals in terms
of physical health, social and solitary activities, productivity and satisfac-
tion. There have also been studies attempting to focus on the causes for these
ef fects by examining the relative frequency of these problems in communities
adapted to shif twork and those that are not. These studies are discussed below.

This is not a discussion of rotating among jobs within an organization
which is a matter of organizational communication (Section 2.7) and attitude

(Section 2.9).

2.8.1.1. Physical Health

Studies have shown that shif tworkers generally obtain fewer hours of
sleep than day warkers.2 These problems have been attributed largely to noises

3 and from deviations from normal social rhythms.4in the home and community
Increased appetite and digestive disturbances have been well documented for
shif tworkers over day workers. These disturbances have been attributed to
changes in rhythmic cycles for eating.5

toinanewworkschedule.giminationResearch has shown that e
rhythms are the most difficult to adapt Upper gas-
trointestinal disorders have been shown to be more associated with shif tworkers
than day workers, however that effect has been primarily attributed to sleep
d isorders .7

The adjustment period for adapting to a new shif t has been shown to
vary greatly among individuals having a range of four days to two weeks. Re-
search has shown that workers on a weekly rotating schedule have more health dis-
orders than those of larger rotation duration.8 It has also been demonstrated
that some rhythm adjustment problems directly affect mental ef ficiency.9 Acci-
dent rates are higher for nightshif t workers than day workers.10 These health
effects have all been found to have roots in the social and physical environment
as well as purely physical body adjustment.II
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2.8.1.2. Social sad Solitary Activities

Shif tworkers show a tendency toward less social contact with friends
but show no effect on contacts with relatives.12 They also participcte less in
social organizations presumably because their schedule usually precludes serious
involvement. Shif tworkers also show an increased tendency toward solitary
activities over social activities.13 General family disturbances were more

14
of ten found among gif tworkers tha day workers along with a higher incidence
of sexual problems and divorcesl

2.8.1.3. Productivity

Nightwork has been shown to have a cumulative effect causing produc-
tion levels to decrease.17 Nightworkers are also more likely to make more mis-
takes than dayworkers.18

2.8.1.4. Satisfaction

The level of satisfaction shif t forkers find in their jobs appears to
be directly related to how their social environment provides for them. In
comunities where there is a high shif tworker concentration, the level of satis-
faction is very high, but in communities without many shiftworkers it is very
low.19

2.8.1.5. Role of the Workers's Environment

Most communities are strongly oriented toward a normal day work sched-
ule. It is well established that certain segments of the day have fixed social
value that cannot be easily replaced.20 The shif tworker does not typically have
free time when most social activities are scheduled: when children are at home
and awake, business and recreational facilities are open, organizational meet-
ings occur, adult TV programs are broadcast, friends and relatives visit, the
spouse is awake and not busy, and eating and drinking establishments are open.21
Shif tworkers have been shown to feel like outsiders in their own communities due
to their work schedules.22 It has also been shown that physical adaptation to
new shif t schedules take longer for shif tworkers living with persons on non-
similar schedules.23 However, it has been demonstrated that shif tworkers have
an easier time adapting in communities where the shif tworker population is rela-
tively high and the community has so adjusted.23

2.8.2. Research Approach

2.8.2.1. Data Analysis

There has been considerable research on shiftwork and the data from
these studies are generally available. The interest of NRC in safeguards person-
nel shif twork practices is that performance may be degraded or alienation occur.
The literature already contains many studies on performance and shif twork so
that application of' those data may improve the system by which shif twork is
administered (e.g. weekly or monthly rotation). However, because community
alienation may contribute to poor attitudes (and even "disgruntlement") measures
aimed at minimizing potential alienation may be appropriate.
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The issun to be exznintd is whethsr the established ef fects of
| chiftwork have a derogatory affect on the performance of safeguards personnel at

power plar ts .or contributes to any tendency toward malevolence (e.g. becoming
- d isgruntled) . If either of these effects were found to be present in safeguards,

|- p2rsonnel, NRC could consider extending the current shif twork rules to cover
i them as well as those important to safety.

2.8.3. Practicality

2.8.3.1. Cost

A data analysis effort aimed first at establishing and assessing the
effects of shif twork on safeguards personnel could be undertaken with little dif-
ficulty. Such an approach may involve the use of a survey (i.e. , experimental)

.

and/or analysis of data (i.e. data analysis comparing shif twork practice and per-
formance indicators) . This could be accomplished within h-staff year so is
assigned a cost index of 3.

2.8.3.2. Time

A study aimed at establishing and assessing the effects of shif twork
could be accomplished in less than one year so a time index of 3 is assigned.

2.8.3.3. Data Availability

All data needed to study and assess the effects of shiftwork are avail-
eble so an index of 3 is assigned.<

2.8.3.4. Equipment Availability

No equipment is necessary so an index of 3 is assigned.
,

2.8.4. Usefulness

'
2.8.4.1. Regulatory Need

i

NRC has addressed the practice of shif twork for these positions it con-
! siders appropriate. As such NRC probably has less interest in the area of

shif twork than other areas. An index of 2 is assigned.'

2.8.4.2. Risk Reduction-
4

1

; If it can be established that safeguards personnel are, in fact,
negatively affected by shif twork, a commensurate decrease in risk is possible.
Beca:ise of the potential for risk reduction, an index of 2 is assigned.i

,

2.8.5. Acceptability

2.8.5.1. Industry Interests'

Licensees would not welcome regulation in this area beyond that al-
ready published. Industry may choose to actively oppose further regulation so
it is assigned an index of 1.

|

|
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2.8.6 Summary of IndIx Valuss

Data Analysis

Practicality
Cost 3

,

Time 3 |

Data Availability 3

Equipment Availability 3
Use fulne ss

Regulatory Need 2

Risk Reduction 2

Acceptability
Industry Interests 1
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2.9. Attituda

2.9.1 Background

At the initiation of this project a human factor suggested for study by NRC
and various industry sources was " corporate attitude". After examination of the
issue it became clear that the term " organizational attitude" more accurately re-
flects the issue of how attitudes affect the performance of safeguards person-
nel. It has been repeatedly asserted that safeguards must be considered impor-
tant by the organization as a whole for security to be optimal. This is a sa-
lient aspect of safeguards quality.

It has been well established both that organizations differ significantly
with regard to attitudes and that those differences manifest themselves in terms
of the quality of personnel performance. Organizational attitudes have been suc-
cessfully altered in many industrial contests resulting in significantly
improved organizational performance.I Such methods may be of use in improving
the performance of safeguards personnel. Some licensee have already attempted
to use progressive management techniques for improving safeguards.2 To now, NRC
has not sought to regulate in areas in order to alter attitudes so an indepth
discussion of the literature or attitudes is presented.

The organization operating a nuclear power plant, like any other organiza-
tion, will develop and foster a set of general attitudes toward work. It has
been well established that those attitudes contribute greatly to the level of
performance of all personnel. It has been shown that an individual will perform
optimally when "the goals of the organization and those of the individual became
increasingly integrated or congruent."3 Optimal attitude represents a state in
which an individual identifies with a particular organization and its goals and
wishes to maintain membership in order to facilitate these goals.4

Attitudes are a broader indication of general performance, differing
in scope from that of job satisfaction. Attitude is a more global concept
which reflects a general response to the organization as a whole emphasizing
personal attachment to the organization. It has also been demonstrated that
attitude is a more stable performance indicator over time than job satifaction.5
Optimal attitude is attained when individuals feel 1) a strong belief in and ac-
ceptance of the organization's goals and values, 2) a willingness to exert con-
siderable effort on behalf of the or
tain membership in the organization.ganization, and 3) a strong desire to main-

For safeguards personnel optimal attitude is important in two different
respects. First, performance margins which may exist will be better performed.
For instance research has shown that guards sometimes tend to patrol least
thoroughly during the last tour of their shif t. This example of performance mar-
gins capable of being affected by attitudes. In addition, a general attitude
among employees that security is important can greatly increase awareness
(Section 2.5.1.4). Second, the threat posed by malevolence of a dissatisfied in-
dividual in the safeguards organization will be minimized if attitudes are opti-

i

mal. As such risk may be substantially reduced by measures aimed at assuring op i

timal attitudes. '

1

I
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The general field of ettitudes is usus11y described under the title of
" organizational culture," which can be defined to be a set of beliefs and values
which are widely held in an organization. Organizational culture has received
considerable recent attention. Managers, researchers, and consultants have
concluded that differences in culture can explain why some organizations perform
better than others. Despite the current level of interest, however culture is
not a new concept. Much work was done in the 1960's and early 1970's on the re-
leted topic of " organizational climate," but was discontinued until recently.

Much of the best-known recent work on organizational culture was inspired
by the unquestionable success of Japanese companies, relative to their American

! counterparts, in slowly growing, unattractive industries (e.g. , steel, farm
equipment, automob iles) . Prompted by this difference in performance procedures
initially studied a number of Japanese and American companies and found that
they differed significantly on the following dimensions: duration of employment,
are held accountable, and the degree to which organizations concern themselves
with employees' well-being.7 These are normally considered personnel practices,
but they clearly reflect differences in beliefs about the way people and careers
are to be managed in organizations. For instance, the concept of rotating
employees among job in different organizational units has been shown to improve
organizational communication. It was found that several very successful
American corporations were operating in a manner which was consistent with many
of the beliefs and values first observed only in Japanese companies. In ef fect,

it was demonstrated in studies that differences in performance had more to do
with organizational culture than with national culture.

Work that has been published since, echoes and elaborates this initial re-
search. Other researchers have attempted to explain excellent organizational
performance and, not suprisingly, have found that many factors are inolved.8
Strategy, leadership, appropriate organizational structures, a bias for action,
being close to the customer, encouraging entrepreneurship within a large organi-
zation, all play a significant role in dictating performance. However, both
sets of authors assign culture an important role. More recent research has gone
as far as expanding the definition of culture beyond the confines of personnel
practices.9 Many organizational cultures, in reality, are statements of beliefs
about how to compete in the external environment. For example, Caterpillar
Tractor's attitude can be paraphrased as "24-hour parts service anywhere in the
world;" Sears Roebuck's can be stated as " Quality at a good price;" and IBM's
and Delta Airline's cultures reflect an overrriding emphasis on customer ser-
v ic e . In nuclear power plants an analogy can be made to commitment to safety
and safeguards as a set of values and beliefs. While it is difficult to estab-
lish explicit linkage to safety (i.e. no significant events), there is
overwhelming evidence that safety and safeguards could be improved where these
factors are not optimized.

The above-discussed studies derive their conclusions from carefully-done
case studies. As such, their results are subject to two criticisms. First, sam-
ple sizes are small. Second, the uncover a qualitative relationship between cul-
ture and organizational performance. Nevertheless, the evidence they provide is
exceedingly convincing.

Organizational climate has been defined as the set of characteristics that
describe an organization and that (a) distinguish the organization from other
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crg:niz2tiena, (b) cra relr.tively cnduring ovsr time, s.nd (c) influ nco the bs-
havior of people in the organization.10 Four specific dimensions of climate
were later identified. They are individual autonomy, degree of structured
imposed on a position, reward orientation, and consideration, warmth and sup-
port. Measurement of these climate dimensions reveals something about what it
is like to work in a particular organization. It is noteworthy that these cli- |

mate dimensions are almost identical to the terms initially used to describe or- |
ganizational culture.12 Nevertheless, the newer cultural research has made very ;
little use of the earlier work on climate.

large-sample, questionaire-based, rather than case-based.goss-sectional,
Empirical research on climate is almost universally

As such, it has

shown that differences in climate dimensions are definitely associated with dif-
ferences in organizational and individual performance. However, because so many
oth_er variables are involved, the variance explained by cultural variables alone
is generally small.

Anthropologists have always considered culture to be central to their disci-
pline. They have pioneered and refined the longitudinal case method for
studying culture. However, anthropologists' results are of limited use to man-
agers and organizational researchers because their purpose has almost always
been descriptive. They describe a culture and its evolution, but seldom if ever
consider the relationship between pulture and performance and the issue of pur-
poseful cultural change.

A recent study has resulted in a reconceptualization which accommodates the
newer work on culture and the earlier work on climate.14 Organizational culture
is defined to have two components, technical and social . Culture's technical
component describes the beliefs widely-held in the organization, regarding which
functions, policies, and practices are necessary for successful interaction with
the external environment. Culture's social component describes the widely-held
beliefs about personnel practices which are appropriate for managing employees.
The concept of technical culture is consistent with the findings of the newer re-
search, while social culture is virtually identical to the concept of climate.

2.9.2 Research Approach

2.9.2.1 Experimental. As mentioned above, most of the recent cul-
tural studies are products of in-depth case research. The case method requires
gathering background data from secondary sources, arul extensive interviewing of
large numbers of organization members and others familiar with the organization.
It may also involve structured observation whereby the researcher observes the
organization over time, but does so according to a structured plan.15 Case re-
search is generally conducted over an extended period of time.

Because the method is time consuming, the results of case method research
are limited by typically small sample sizes (usually one particular firm). On
the other hand, case research leads to an understanding of cause and effect rela-
tionships which other methods, specifically large-sample questionnaire studies,
cannot provide. Also, a variant of this method, " action research," is useful if
the objective is to change the organization under study.

3-40

_ _ _ _ _ _ _ _



In contrast, most climate studies ere cross-sectional. That is, they look
et climate variables and their relationship to performance at one particular
point in time. Also, they use standardized questionnaires administered to a sta-
tistically large sample of organization members. Examples of standardized in-
struments abound.16

For example, a survey was recently conducted to measure the climate
perceived by nurses at Beth Israel Hospital, a major teaching institution in
Boston. A standardized instrument was administered to a very large percentage
of the nursing staff. The instrument asked nurses to respond to questions in
three areas; the nature of their jobs (in terms of job content, learning
opportunities, skills utilized, perceived importance, pay and benefits, level of
autonomy required, ambiguity regarding responsibilities, and work place
cesthetics); the quality of their supervision (in terms of head nurse feedback,
support, and improvement in decisions); and, individual performance (in terms of
job satisfaction and stress).

Climate surveys of this kind produce associations that are statistically
valid, however, they are short on explanation. The recipient of the survey re-
sults is of ten lef t to speculate about the nature of the cause and ef fect rela-
tionship between climate and performance. Thus, the recipient may discover that
performance is not optimal and that climate may be associated with that 1cvel of
performance. However, desirable changes may not be clear.

Optimally, a study of culture at a nuclear power plant would include ele-
ments of both the case-based and questionnaire-based methodologies. Interviews
and observation would be employed to generate a set of hypotheses about the
level of organizational and individual performance characterizing an organiza-
tion. Similar hypotheses about the culture would also be generated. Then
hypotheses which connect culture and performance in a case-and-effect way would
be generated. A large-sample questionnaire survey, using readily available
instruments, would then be conducted to support or disprove the hypotheses

It is important to note that isolating a single organizational unit and
studying its culture and climate separately from the overall organization is
very difficult and inefficient. Such a study should be based on the organiza-
tion as a whole. In this manner baselines are established which can then be ap-
plied to each organizational unit (i.e. safeguards).

2.9.2.2 Further Rcsearch Formulation

An important consideration is that of how NRC can exercise jurisdic-
tion in this area. To a certain extent such exercises have already taken
place.I7 However, efforts to date have stressed optimal static organizational
structures and personnel qualifications. The issue of how to best utilize the
considerable technical literature on organizational attitudes (i.e. culture and
climate) through NRC regulation is not resolved. As a result, further research
formulation may lend to a more coherent and rational means for NRC actions. For
example, NRC may expand its assessment of organizational aspects of licensees,
it may wish to conduct its own research at licensees which rate lower on
licensee performance ratings compiled by NRC, it may use these methods in its
Regulatory Effectiveness Review Program, and so on. Resolution of these issues
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would ccaict grantly in more realistically recomm:nding furthsr rereerch in a
more effective and efficient manner.

2.9.3 Usefulness

2.9.3.1 Cost. An expermental approach could involve a small sample of
utilities perhaps 2 or 3. This would involve substantial costs including pro-
curement of relevant experts, travel, data collection, data analysis, and
reporting findings. Therefore a cost index of 1 is assigned. Further research
formulation would involve only research on these methods and how they could be
used with regard to NRC's general regulating authority. This could be conducted
using less effort justifying a cost index of 3. j

2 9.3.2 Time. A full scale experimental approach would take one to
two years so a time index of 2 is assigned. Further research formulation could
be conducted in less than one year indicating an index of 3.

2.9.3.3 Data Availability. The data needed to design and manage an
experimental approach or further research formulation are readily available
meriting an index of 3.

2.9.3.4 Equipment Availability. No equipment is needed for either re-
search approach so an index of 3 is assigned.

2.9.4 Usefulness

2.9.4.1 Regulatory Need. NRC has not formulated a general approach
to assessing the organizational aspects of licensees. As a result, an experimen-
tal approach may be viewed as premature. This is especially true if only the
safeguards organization is examined. However, an experimental approach may be
a good point of departure especially if a pilot experiment aimed at assessing
the impact of attitudes or performance were performed so an index of 2 is
assigned. Further research formulation in this area could be of great use in
preparing a regulatory position so an index of 3 is assigned.

2.9.4.2 Risk Reduction. It has been demostrated in NRC's ranking of
licensees interms of performance th_c there are dif fering levels of organiza-
tional performance. It is important to note that these ranking are based primar-
ily on how the organizations perform - not how hardware and equipment perform.
As such, it can be assumed that a potential for risk reduction exists meriting
an index of 3.

2.9.5. Acceptance.

2.9.5.1 Industry Interest - It is probable that licensees would
strongly object to an experimental approach so an acceptance index of 1 is
assigned. Further research formulation would face less objection so an index of
2 is assigned.
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2.9.6 Sumac.ry of Indzx Veluse

Further
Practicality Experimental Research Formulation

Cost 1 3
Time 2 3
Data Availability 3 3
Equipment Availability 3 3

Use fulnass
Regulatory Needs 2 3
Risk Reduction 3 3

Acceptability
Industry Interests 1 2
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2.10. Inctruction t.nd Training

2.10.1. Background

A principal question to resolve in this area is whether it would be advis-
able to promulgate more uniform standards for instruction, training, and selec-
tion of guard force personnel at nuclear power plants. At present, there are
wide ranges of operational practice in all three domains. Training and instruc-

tion programs vary enormously from site to site.1 NRC has published guidance on
training programs but this study has indicated that training still varies among
licensees. Likewise, selection is left in large part to local discretion, in
spite of a large number of highly specific qualifications required in 10 CFR
73.55, Appendix C. Some sites hire and train their own guard forces, others

hire outside contractors to be responsible for hiring and training physical secu-
rity forces .

It has been suggested that instruction be required to include specific
training to gauge and improve guard force reactions to realistic safeguards situ-
ations by simulating possible safeguards events and having trainees respond.
This kind of training closely overlaps with improved drills which will be
covered in section 2.14 dealing with performance evaluation. Evaluations pro-
vide feedback to improve training programs. Further, there exists a consider-
able body of knowledge in training theory which should be of use in the case of
safeguards personnel at power plants.

Future work should investigate the practicality and desirability of impos-
ing more uniform standards on the nuclear industry, as well as the possibilities
for improving selection criteria, guard training techniques using realistic emer-
gency conditions, and devising new or additional instruction, training and selec-
tion criteria which are more closely task related than some of those currently
in ure. At a minimum specific and detailed criteria for assessing the adequacy
of licensed training and qualifications plans should be developed.

In terms of selectioa preemployment, aptitute tests have proven to be of
At Duke Power Company, the use of a scientifically designed test to selectuse.

people who are primarily oriented toward security has lowered their attrition
rate to 7-8% for employees and 10-12% for contractor personnel.3 These attri-
tion rates are well below normal for safeguards personnel nuclear power plants.

Research has shown that the important questions with regard to training and
instruction are:

Determining the scope of the training - Are all security personnel.

trained equally or just selected persons on all shifts?

Securing appropriate, cost effective training materials - Are they easily.

available?

. The availability of training facilities and equipment - Live ammunition
obviously cannot be used, but are there suitable alternatives?

I
!
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. Ov reming (ny resistence from othsr pitnt orgnizationml unito to having
security training taking place onsite.

. Creating realistic drills which will provide beneficial training experi-
ences that rise above playing " cops and robbers".3

NRC currently receives for review a Training and Qualifications Plan for
safeguards personnel which documents the licensee's training and instruction
plan. The development of performance evaluation criteria based on determinants

,

which have been demonstrated to be related to the quality of training programs
i

could be of use to NRC as an alternative to specific training requirements. How-)
ever, specific assessment criteria for reviewing licensee plans is still desir- '

able.

2.10.2. Research Approach

2.10.2.1. Experimental

An experimental approach would involve drills aimed at performance
evaluation to generate data related to the effectiveness of selection and train-
ing programs. This type of job performance is not necessarily restricted to nu-
clear power plant security so that alternative facilities could be used (e.g.
Department of Defense or Department of Energy) . The purpose of such an experi-
ment would be to establish valid criteria for determining the adequacy of selec-
tion and training programs.

2.10.2.2. Data Analysis

An evaluation of data on power plant safeguards selection and training
programs and indicators of performance could be undertaken. A method for
classifying aspects of training programs and the outcome in terms of performance
could be devised as appropriate measurement instruments are developed.

2.10.2.3. Further Research Formulation

The area of selection, instruction and training ties indirectly with
several other areas in this study (i.e., performance evaluation (2.14), human re-
liability (2.5), use of force (2.12), staf f coordination (2.13), etc.). There
are many promising new techniques available for training involving drills (MILES
and SSORA, Section 2.14). Options for attaining improved selection and training
through regulation or further guidance could be explored along with the poten-
tial of using new techniques.

2.10.3. Practicality

2.10.3.1. Cost

A well-defined, comprehensive effort in this area could be quite
costly. To adequately assess drills as an experimental approach would involve
in excess of two staff years warranting a cost index of 1. If data analysis
were pursued, similar costs may be encountered. Further research formulation
could probably be accomplished for less than two staff years of resources
therefore receiving a cost index of 2.
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2.10.3.2. Time

An experimental project and/or data analysis could possibly be fin-
,

| iched in one to two years receiving at time index of 2. Further research formu-
lation could be accomplished in less than one year warranting a time index of 3.

j 2.10.3.3. Data Availability

The data needed for any of the research approaches considered are
isys lable but would have to be collected warranting a data availability index ;

|- . of 2.
,

2.10.3.4. Equipment Availability.

For an experimental approach equipment capable of recording data from
drills must be used. Since it can be obtained through normal procurement an
index of 2 is assigned. For data analysis and further research formulation no
equipment is needed so an index of 3 is assigned.,

3

2.10.4. Use fulness
i

2.10.4.1. Regulatory Needs

NRC currently evaluates the adequacy of Training and Qualification
Plans submitted by the licensees. No detailed, comprehensive set of assessment
criteria are presently used in this determination. Because of the highly diver-i

gent nature of individual programs, it can be assumed NRC would find criteria of
substantial use so that an index of 3 is assigned.

2.10.4.2. Risk Reduction
e

The assurance of safeguards personnel effectiveness which could result
from a valid set training program assessment criteria could be substantial. As

'
such an index of 3 is assigned.

.
2.10.5. Acceptability

)
,

2.10.5.1. Industry Interests
, ,

j While industry may not actively object to better assessment criteria
they probably would oppose a set of uniform requirements. Assuming the objec-
tive will be to develop assessment criteria on acceptability index of 2 is
assigned. Comprehensive training requirements would probably be highly
resisted.

;

I

'i !
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2.10.6. Summary of Indsx Valuss

Further Research
Experimental Data Analysis Formulation

Practicality
Cost 1 1 2
Time 2 2 3
Data Availability 2 2 2
Equipment Availability 2 3 3

)

Usefulness -|
Regulatory Need 3 3 3 |
Risk Reduction 3 3 3 j

Acceptability
Industry Interests 2 2 2

References for Section 2.10

1. R. Kindilien and R.K. Harper, " Practical Implementation of Security at
Nuclear Power Plants - Impact on Cost, Operations and Safety," presented
at ANS Workshop on Power Plant Security, April 25, 1983.

2. " Site Security Personnel Training Manual," NUREG-0464; " Vehicle Access and
Search Training Manual," NUREG/CR-0485; " Nuclear Power Reactor Security Per-
sonnel Training and Qualification Criteria,'! NCREG-0576; " Security Personnel
Training and Qualification Criteria," NUREG/CR-1327.

3. Private Correspondence, Atomic Industrial Forum, May 2,1983.

4. Kindilien, note 1.
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2.11. Format and Wording of Contingency Plans

2.11.1. Background

This topic deals both with procedures for selecting appropriate guard re-
sponses and with the format for displaying those responses. The guard force is
assumed to follow contingency plans given a series of alarms indicating either
a safeguards-related event or a false alarm. Much research and study has al-

ready been accomplished regarding the appropriate tactical response of a gugrd
force in case of defined contingency events involvin NRC
has published guidance on acceptable security plans.g design basis threats.Practical exercises to
test the effectiveness of the tactics developed have also been widely used. How-
ever, the usefulness of contingency plans as a procedures document has been
widely questioned. Contingency planning documents may function more as a state-
ment of procedural security policy than anything else since expeditious refer-
ence to them during an event is hampered by their format. For more complex
threats in which there is time available for consultation NRC, has formed an In-
formation Assessment Team which is on-call to assist in assessing the
seriousness of threats involving licensed facilities.3 Problems outstanding in-
clude: methods of imp roving the assessment accuracy of alarms in the minimum
reasonable time; means of making available to the CAS/SAS the correct procedures
to follow in the event of possible combinations of alarms; doing the latter in
the most ef ficient way possible which minimizes the possibility of human error;
developing means of testing the effectiveness of the previously developed tac-
tics and human-machine interface systems. A substantial amount of work in this
area has already been completed.

2.11.2. Research Approach

2.11.2.1. Experiment - Use could be made of evaluative methodologies
of format presentation aimed at testing the ef fectiveness of systems for
communicating rapidly to the guard force the correct procedures to follow in the
event of a contingency. In addition, practical exercises could be developed
which test the ability of the guard force to follow procedures correctly. Apart
from the efficient display of the correct procedures to the CAS/SAS, the ques-
tion of whether the guard force can and will perform the correct procedures even
when available can also be addressed.

2.11.2.2. Data Analysis - There is a need to review the tactics to be
used by guard forces in light of previous analyses and the results of the sev-
eral drill-type exercise techniques such as MILES and SSORA (section 2.14). How-
ever, the data are easily available and it would be useful to correlate them to
develop modifications for optimal responses. Data analysis could be aimed at
prior safety related display technologies (e.g. Safety Parameter Display
System).

2 11.2.3. Further Research Formulation - This research approach in-
volves the study of new methods for aiding the CAS/SAS to correctly assess any
alarm or set of alarms as quickly as possible, in a correct manner, and accu-
rately distinguishing real from false alarms. A rapid and correct response is
most vital in reducing plant vulnerability to an external assault and providing
increased deterrence to potential events. Many new studies have been conducted
and can be comprehensively reviewed in the context of this issue. For instance,
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it hn b:In sugg:sted thtt esitetivs ucs of the two-man rule may irprove re-
sponse capabilities.

2.11.3. Practicality

2.11.3.1. Cost

For the experimental program, at least two staf f years of effort are
needed to accomplish the required tasks warranting an index of 1. For the data
analysis approach, the work to be done requires a few months of staf f ef fort 1

Imeriting an index of 3. For work under further research formulation, between
one and two staff year's worth of effort is anticipated yielding an index of 2.

2.11.3.2. Time - The experimental tests may require several year's
worth of effort, indicating an index 1. The data analysis approach would be sub-
stantially more rapid, giving an index level 2. Further research formulation
would, like the experimental program may take time to formulate better research
meriting an index of 2.

2.11.3.3. Data Availability - For the experimental methodology, data
needed for experimental design and management should be obtainable. Since appro-
priate data would have to be collected an index of 2 is assigned. For the data
analysis of this topic, the availability of data is high and an index of 3 is
justified. Further formulations in this area probably require much work in
devising experiments and in data reduction. An index of 1 is assigned.

2.11.3.4. Equipment Availability - For the tests of developed
methodologies, some procurement of equipment would be necessary. Developing
practical exercises and measuring guard responses might also necessitate the de-
signing of equipment. All this argues for an assignment of an index 1. For
data analysis, equipment requirements are minimal warranting an index of 3. F i-
nally, future research formulation may entail procurement of specialized
equipment and is assigned an index of 2.

2.11.4. Usefulness

2.11.4.1. Regulatory Needs - Regarding the development of tactical re-
sponses or testing the effectiveness of newly-developed alarm display and assess-
ment techniques, the need is perceived as reasonably great. If there are
deficiencies in either of these areas, they should be understood and remedied as

3soon as possible. New software and procedures are currently being introduced
so an index of 3 is justified. As far as efforts toward further research formu-
lations are concerned they less directly af fect the needs of NRC so an index of
2 is assigned.

2.11.4.2. Risk Reduction - Similarly to the preceding section, the re-
suits from experimental evaluations and data analysis of current techniques have
a great effect on risk reduction warranting an index of 3. The longer term fur- 1

ther research formulation ef fort would again probably have a lower effect on i

risk rating an index of 2 until measures are implemented.

|

|
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j 2.11.5. ~ Acceptance

I 2.11.5.'1. Industry Interests - For experimental and data analysis
_

j 'spproaches - to improving guard force response reliability, particularly if
'

l; methods are developed at nominal cost using current equipment, industry accep-
tance -is likely to be high warranting an index of 3. For the further research
formulation approach, there is probably going to be some resistance in expecta-;

tion ;of more "ratcheting" in the area, unless clear *y improved performance is
'

certain to result so an index of 2 is assigned.

2.11.6. Summary of Values
I .

Experimental Data Analysis Further Formulation

L Practicality
Cost 1 3 2

! Time 1 2 2
j! Data Availability 2 3 1

| Equipment Availability 'l 3 2
!

j Usefulness
' Regulatory Needs 3 3 2

Risk Redueticn 3 3 2

4 Acceptance
1 Industry Interests 3 3 2
1
;-

| References for Section 2.11 i
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i Sensitivity," DNA-TR-82-13, November, 1982.

I
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2.12. -Un of Fcrea

This human factor was originally named "the use of deadly force and self-
preservation." During the course of this study it was recognized that the "use

.of force" included all aspects of police p3wer including arrest, search, seizure
and deadly force, and is, therefore, more appropriate. The impact of this human 1

factor has been argued to be both significant and meaningless so resolution of
this issue is desireable. I

2.12.1. Background !

A guard may have to use force against an individual in order to stop an act
against the facility. The guard's willingness to use force and the justifica-

i tions for such use are important to the quality of site security. Legal prob-
less have been asserted to exist, however these problems may not affect the qual-
ity of a safeguard.

Historically, nuclear power plants have been primarily regulated by the fed-
eral government with state involvement limited to matters such as zoning and
land use permits. Early Atomic Energy Commission facilities were heavily
guarded with strict paramilitary security requirements. Early commercial nu-
clear power plants, however, provided only industrial level security until the
NRC (AEC's successor) began to im;ilement increasingly stringent regulations
requiring additional security at licensed facilities. These increased security
requirements, which have been imposed for the most part in the last ten years
were in response to the NRC's growing awareness of the potential risk from the
possibility that a nuclear facility could be sabotaged causing radioactive mate-
rials to be released.I

,

Regulation of radiological hazards is a sghere of authority specifically
granted to NRC by the Atomic Energy Agency Act and confirmed in many court
cases.3 Using the Atomic Energy Act as authority, the NRC has required
utilities to provide physical barriers and an armed guard force to protect
licensed reactor sites.

The states and localities have always been free to regulate most aspects of
electrical generation including price rates, siting, non-radioactive ef fluents,
air pollution, location of power lines and so on. As a result, states and
localities have had control over most regulatory aspects of fossil fuel and hy-
droelectric generating stations. This is not the case for nuclear stations.

; The traditional regulatory relationship utilities have had with states on fossil
' or hydro plants has changed in the case of nuclear stations because they pose a

very serious public health and safety threat if sabotaged. Because of the,

threat of radiological sabotage the level of security required by NRC for nu-
clear sites is far higher than the normal industrial security measures employed
at fossil or hydro sites.

Industrial security is regulated by the states under an exercise of their
constitutional police power. As a result, it has always been clear that secu-
rity guards and activities at fossil and hydro sites are subject to state legal
jurisdiction and are, therefore, state regulated.4 Security guards at any indus-
trial site, unless specifically deputized (i.e., designated as a public peace of-
ficer or police officer), possess no more legal authority to arrest or use force

,
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thrn cny priv2ta percen. Th;y cra, in fcit, concidsrzd "priv:ts psrson;" in cny
Icgal proceeding.

!

| The security practices at nuclear power plants are extremely rigorous rela- |
tive to industrial security generally. However, the state and local laws which '

h:ve traditionally governed security practices still control security activity
undertaken to conform with federally mandated security requirements. In this
interface between state and federal requirements some commentators have alleged
that federal and state requirements may conflict. However, no conflict has been
r;vealed by examination.

The legal exercise of force is an evolving subject which, although heavily
litigated and studied, varies from state to state. Because the jurisdictional
iocues of state-versus-federal, involved in nuclear power plant security, are
ralatively new, there are some unresolved practical issues concerning the use of
force by nuclear power plant safeguards personnel. It is important to note, how-
cv:r, that these unresolved issues can only be realistically resolved by the
courts or legislation. NRC administrative decisions or opinions in this area
era not helpful because the subject involves fundamental constitutional
qu2stions5 such as equal protection, substantive due process, eighth amendment
cruel and unusual punishment, procedural due process, right to trial and fourth
cmendment excessive use of force tort questions. IIence, further legal research
in the area is not likely to be helpful to the further resolution of any
existing conflicts. In addition, NRC policy has been repeatedly stated that all
plcnt security practices and particularly those involving the use of force, must
conform to state and local law.6

What is at issue, however, is how safeguards personnel performance may be
offected by any legal or policy ambiguities in these areas. For example, it can-
not be made completely clear in advance under the law whether the use of deadly
force is justifiable in all circumstances. Hence, a security guard using deadly
force in a marginal situation may be subject to prosecution under the state laws
which have traditionally governed such conduct. Ilowever, no amount of NRC re-
sacrch can resolve these conflicts except where they are obvious. The best ap-
proach is to assure that the safeguards personnel understand the law and its con-
straints so that an informed decision can be reliably made when the occasion
crises.

Safeguards personnel who are now standing on the cutting edge of this legal
iscue must be properly trained or they may use overly conservative judgements in
conducting their job related responsibilities. The use of conservative security
at a site may degrade the level of protection sought to be provided.

2 2.2. Research Approach

2.12.2.1. Experimental - It may be reasonable to conduct an experimen-
tal data gathering exercise aimed at assessing the impact in terms of personnel
parformance of ambiguities involved in authority to use force. This could be ac-
complished using standardized measurement instruments and interviews. If it can
ba shown that safeguards personnel do perceive a potential for degraded perfor-
mance stemming from these legal ambiguities then a mitigating strategy can be
developed. However, it is important to first establish whether there is a poten-
tici performance problem involving legal ambiguities.
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2.12.2.2. Furth2r Racscrch Formulcticn - If a probita can b2
identified which . links potential performance deficiencies with ambiguity
concerning the use of force then a mitigation strategy must be developed. This,

-would probably require an extensive examination of training and drills in this
j context.

. . |
2.12.3. Practicality

.

| 2.12.3.1. Cost - An experimental approach can be used to determine
] the existence 'of a problem such as this. The cost would be minimal' (under one

staff year) so a cost index of 3 is assigned. Further research formulation!

could be done for a similar cost and is assigned an index of 3..

! :

!' 2.12.3.2. Time - Neither experimentation or further research formula-
* tion would take more than one year so that a time index of 3 is assigned.

j 2.12.3.3. Availability of Data - The data needed to set up an experi-
i mental approach to this problem are easily available. They are principally re- '

j lated to methodological issues so an index of 3 is assigned. For further re-
| search formulation data are available but must be collected so an index of 2 is
| assigned.

) 2.12.3.4. Availability of Equipment - No equipment is needed for
j either approach so an index of 3 is assigned.
I :

} 2 12.4. Use fulness
!

j 2.12.4.1. Regulatory Need - There persists a question of whether
j there is a problem in nuclear power plant safeguards due to these legal
! ambiguities. The real nature of the legal ambiguities can even be questioned ,

{ since, for u. cat postulated situations, safeguards personnel can reliably decide
'

whether force is justified using the general rules of law. The issue is whether3
<

j safeguards personnel understand the general law and can work comfortably with
j it. As a result, a reliabla data collection exercise aimed at measuring the
' real nature of the pr6 1em if it exists would be very useful. Therefore, a regu-

1 story need index nf 3 is assigned. For further research formulation little of

j real practical use could result so an index of 1 is assigned.
i
i 2 12.4.2. Risk Reduction - If real life threatenink safeguards
! contingencies involving threats to the reactor arise, then an increase in risk
j to the public may exist at that time. It would be in these situations, specifi-
I cally, where both higher risk and increased performance demands are simultan-
| eously at work. It has been shown that guards respond better when made aware of

the difficulties they may face in advance. If a problem does exist, then any in '
I provement in personnel performance during the time in which they are most needed

could greatly reduce risk. As a result, development of a mitigation strategy
could potentially reduce risk. A risk reduction index of 3 is assigned.

1 2.12 5. Acceptability

2.12.5 1. Industry Interests - It is certainly in the interests of a
power plant owner to have the laws concerning the use of force correctly

| followed by their gused force. A strategy that identifies the problem and in-
!

i
! I

'
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v01v;c o Gitig;titn otrctsgy would ba of great use. Howevar en expariment alcna
cruid only serve to focus attention _on it so industry-may chose to oppose a sur-
vey of guards., It is doubtful however that active opposition would arise to an

| G:ceptability value of 2 is assigned. Further research formulation may-be more
l' cceeptable than experimentation however it is also assigned a value of 2.

2.12.6. _ Summary of Factor Values

Further
Experimental Research Formulation.

.

Prccticality.
Cost 3 3

Time Required 3 3
Data Availability 3 2
Equipment Availability _3 3

|

Usefulness
Regulatory Needs 3 1

Risk Reduction 3 3

Acceptability
Industry Interests 2 2

References for Section 2.12

1. 10 CFR 73.55.

2. Atomic Energy Act of 1954, as amended.

3. Northern States Power Co. v. State of Minnesota, 447 F2d 1143 (CA 8th,
1971), affd., 405 US 1035, 31 L Ed 2d 576, 92 S Ct 1307 (1972).

4. Kakalik and Wildhorn, Private Police in the United States: Findings and
Recommendations, 1971.

5. " Deadly Force _ to Arrest: Triggering Constitutional Review," 19
Harvard Civil Rights - Civil Liberties Law Review, p. 1976, p. 361.

6.. See Lester B. Orfield, criminal Procedure Under the Federal Rules, Vol.
I 4.6, 140.

7. " Deadly Force to Arrest," Note 5, p. 384. !
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2.13. Staff C=rdin, tion

2.13.1. Background

The Three Mile Island incident, among others, suggested that security
forces at nuclear reactors could respond more effectively during safety-related
emergenc ies . In addition, concern has surfaced over the possibility of opera-
tional personnel not being sufficiently aware of security procedures to cooper-
ate in neutralizing a security threat.

Regulatory requirements for emergencies at power plants are set forth in I
Title 10 of the Code of Federal Regulations Parts 50 and 73 (10 CFR 50, 73). The |

,

required emergency plan outlined in Appendix E to 10 CFR 50 is intended
principally to be advanced planning for handling radiological consequences of ac-i

cidente at licensed plants. 10 CFR 50.34(c) requires a physical security plan
in accordance with criteria in 10 CFR 73.55, and 10 CFR 50.34(d) requires that
a safeguards contingency plan be developed as set forth in 10 CFR 73, Appendix
C. Little is said in regulatory guidance concerning the actions of security
guards during safety-related emergenices or visa versa. In a recent paper, the
author points out:

It is noteworthy that minimal mention is made in applicable regulations and
guidance materials regarding security actions during an emergency. Appen-
dix E to 10 CFR Part 50 indicates that security personnel must be trained
to perform their duties during (a safety-related event) and NUREG-
0654/ FEMA-REP-1 in Table B-1 indicates that security personnel should per-
form site access control and personnel accountability "per the security
plan." Regulatory Guide 1.101 infers that security personnel may be
involved in events triggering the declaration of an emergency action level
and that an emergency action level may be initiated by sabotage. The regu-
latory guide also indicates that security is a functional area that must be
addressed in the emergency response plan for purposes of shif t assignments.
Other than this, the actions of security personnel, and the interface be-
tween emergency planning and security planning are not addressed in detail
in appropriate regulatory materials.

In terms of safeguards contingency planning, licensees are required to de-
velop a series of actions to respond to events involving progressively more
serious threats to the security of the plant, to define the objectives of
the response to each event, to identify the information required and the
necessary decisions to support the response, and to indicate the conditions
under which response to an initiating event should be upgraded. In addi-
tion to the information in the safeguards contingency plan, a set of proce-
dures must be developed which details the actions to be taken and decisions
to be made by each position or entry assigned responsibilities in the
safeguards contingency plan. Depending on the guidance used, approximately
22 events must. be covered by the safeguards contingency plan.I

When examining the procedures for operational and safeguards personnel to
follow during site emergenices it becomes clear that procedures tend to segre-
gate security responses to safeguards threat situations from security response
to operational emergencies. Planning has not generally considered an opera-
tional emergency intertwined with a security threat. The resulting gap in proce-
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duras aunt ba Eddraestd in an ad hoc faghion during an event and coordination -
problems could occur. Studies have shown that the following aspects of |
safeguards contingency and emergency response should be addressed:

1 1

(1) identification and description of any special security for functions,
' reorganization, or responsibilities required during a safety related event.

(2) the likelihood of sabotage or threat of sabotage occurring during a
safety-related event,

;

(3) special equipment and training required by ' security,

(4) implementing procedures that cover all functions required of security
during a safety related event including necessary deviations from approved secu-
rity plans, and

(5) provisions for drills and traini to develop the necessary practical
abilities to accomplish the planning goals

Issues which arise from these considerations include organizational (i.e.,
how the security organization functions within the overall emergency response
organization), training (e.g., the use of radiation protection equipment), and
manpower (i.e. the need for reserve personnel).

It has also been suggested that a glossary of terms be developed to allow
safeguards and operational personnel to communicate more effectively. This
would allow nontechnical personnel (safeguards) and technical personnel
(operational) to communicate and understand plant status and determine security
priorities during an emergency.3

Work has been done to analyze the operational impact of access control
systems. A methodological approach using personnel transit times into and out
of vital areas was developed as part of the International Training Course on the
Physical Protection of Nuclear Facilities and Materials. While more work is
needed on that particular method to make it useful, it points out potentially
fruitful research.4

1

NRC currently conducts the Regulatory Effectiveness Review Program which
has several iec t ives. These are 1) to evaluate the overall ef fectiveness of
physical prov : tion systems as implemented on a site basis, 2) to identify ge-

,

neric issues and validate the regulatory basis, 3) to assist licensees in cost+

ef fective application of security assets, and 4) to identify safety problems
resulting from safegurds procedures.5

The forth objective directly and the others indirectly address the issue of
| staff coordination during emergencies. This program has been found to be effec-
| tive in improving staf f coordination.

plant safety.glso released a study which investigates the impact of security on
NRC has

4

i
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2.13.2. Resecrch Approach '

2.13.2.1. Experimental

Cc11ection of primary data could be accomplished through drills that:
i are designed to reveal when and how staff coordination can become difficult. !

Resarch has shown that drills are necessary to develop the." practical abilities I
to accomplish planning goals."7 The information necessary to design and manage |

- drills such as job task analyses for safeguards personnel during emergencies is |
8available. The cost of conducting drills has been shown to be reasonable -and

data collection could be done systematically. The objective of such an experi-
ment would be to verify the existence of coordination problems and identify the

i scope and nature of these problems.

2.13.2.2. Data Analysis

Analysis of existing procedures to reveal potential coordination prob-
lems is-ongoing internally at some power plants. In addition, a large part of;

NRC's Regulatory Effectiveness Review Program is aimed at such data analysis.
- The review team examines the licensee's final safety diagrams and a vital area
analysis to identify routes toward radiological sabotage. Then a set of site

j specific data sheets are developed for documenting relevant features of site
; safeguards hardware and procedures. To collect sufficient information to per-
j form meaningful data analysis on safety and safeguards procedures, schedules,

practices, and so on would be useful in identifying such problems.
' 2.13.2. Practicality
4

2.13.2.1. Cost

Assuming that some type of drill program is 'in place at a facility, an
experiment designed specifically to identify staff coordination problems could!

be accomplished at a relatively low cost. The problem with this research is!

that results will be relatively site-specific necessitating such an approach at -

' each reactor site. It will be assumed here that NRC would simply want to verify
an experimental drill method that can be demonstrated to identify problems in

!,
and improve staff coordination. As such only two or 'three trials would be neces-

9sary. This could be accomplished for less than $50,000 and is assigned a value
of 3. Data analysis would have similar site specific disadvantages, however,

i both NRC's Regulatory Effectiveness Review Program and industry's internal ef-
forts have been aimed at data analysis, so a project to verify the usefulness of
data analysis in identifying problems in and improve staff coordination could be
done without great difficulty. Therefore a cost value of 3 is assigned.

I
2.13.2.2. Time

i Using either technique a project aimed at verifying the use of either
,

}' experimental (drills) or data analysis (procedures) to develop improved staff co- '

ordination could be done in under one year. As a result a time value of 3 is,

; assigned.
4

i

i
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2.13.2.3. Data Avsilability

The data and information needed to design and manage a drill experi-
ment aimed at revealing problems in staff cooperation is available so a data
svailability value of 3 is assigned. This will be especially true if organiza-
tional communication is previously addressed (Sec. 2.7).

2.13.2.4. Equipment Availability

To conduct a drill procurement is necessary for simulated weapons and
equipment used to record the event for later analysis. Equipment availability
for an experimental approach is 2. For a data analysis approach no additional
equipment is needed so a value of 3 is assigned.

2.13.3. Usefulness

2.13.3.1. Regulatory Need

It has been recogriized that the functional organizational structure at
nuclear power plants does not fully account for procedures and related events
during off-normal situatiens. NRC may opt to perform a Regulatory Effectiveness
Review at all facilities which is an activity which would encompass a data anal-r

ysis project although the depth of that review may not be as great as is
warranted. In that case, the review team could simply increase the scope and
rigor of their data analysis. As a result, a project aimed solely at data anal-
ysis techniques would be of possible use to NRC they are assigned a regulatory
need value of 2.

For an experimental approach regulatory guidance may be more appropri-
ate. As noted in Section 2.14, there is limited existing guidance on designing
and managing drills. As a result, a regulatory need of 3 is assigned to
developing an experimental drill approach to identifying and improving staf f co-i

ordination problems.

2.13.3.2. Risk Reduction

Since risk is at its highest during a site emergency, whether it is a
safeguards contingency or safety related event, considerabic risk reduction may
potentially result from improved staf f coordination during emergencies. As a re-*

sult a risk reduction value of 3 is assigned.

2.13.4. Acceptability

2.13.4.1. Industry Interests

Licensees are generally willing to pursue research in this area on
their own when evidence of a problem actually exists. Different licensees may
hcve different views as to the existence of a problem. It is not likely that in-

,

dustry would oppose guidance in these areas if that guidance were aimed at assis-
tance and voluntary corrective activities as in the Regulatory Ef fectiveness Re-
view Program. Therefore an acceptability value of 2 is assigned.

3-59

____ - . . . - . - - .- , _.



.___ ___ _ _ _ - ___ _ _ _ _ _ _ _ _ - _ _ _ _ _ _ _ _ _ _ . _ _ _ _ _ _ _

2.13.5. Summary of F;20ibility Fcetcrs

Experimental Data Analysis

Practicality
Cost 3 3 |

Time 3 3 |

Data Availability 3 3 1
,

Equipment Availabiltty 2 3 )
Usefulness

Regulatory Need 3 2

Risk Reduction 3 3

Acceptability
Industry Interests 2 2

References for Section 2.13
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Operations," presented at the ANS Workshop on Power Plant Security,
April 25, 1983.
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at the ANS Workshop on Power Plant Security, April 25, 1983.

6. " Report of the Committee to Review Safeguards Requirements at Power
Reactors," NUREG-0992, May 1983.
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Plant Security Workshop, April 25, 1983.
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2.14. Performance Evalustion

2.14.1 Background

There are two types of performance evaluation techniques which can be used
to evaluate safeguards personnel at nuclear power plants. These are 1) evalua-
tions drawn from drille and exercises meant to stimulate actual safeguards
events and 2) evaluations made by superiors of individual performance based on
organizational practices. These are two discrete activities which can be used
in combination or separately. These techniques provide feedback in terms of
training program design and selection criteria.

Presently NRC requires physical, mental, training, and weapons
requalification annually.I Requalification activities are aimed at assuring ade-
quate performance if a safeguards event should occur. NRC Regulatory Guide
1.172 3stipulates that ANSI /ANS 18.17 he used as a reference for satisfying fed-
eral requirements. The ANSI /ANS standard calls for " appropriate training with
particular emphasis on those matters for which the person has responsibility.
This training shall be conducted by or under the direction gf the owner
organization...and retraining shall be conducted annually." No where in the
regulations or related guidance does any particular means evaluation of perfor-
mance directly appear as a requirement. However, under the regulations there is
a general requirement that safeguards personnel:

" demonstrate mental alertness and the capability to exercise good
judgement, implement instructions, assimilate assigned security
tasks and possess the acuity of senses and ability of expression
su f ficient to permit accurate communication 1y written, spoken,
audible, visible, or other signals required by assigned job duties."5

The ANSI /ANS standard does not address this generalized requirement for a perfor-
mance evaluation program.

In addition, regulations require requalification of general and weapons
training abilities.6 The original version of the ANSI /ANS standard published in
19737 did contain a section on drills and tests:

4.8 Drills and Tests. Periodic drills and tests shall be conducted to
provide reasonable assurance of the effectiveness of security measures,
to assess the adequacy of performance of employees and security force
personnel and to demonstrate operability of equipment. Full participation
of off-site support groups need not be a part of drills; however,
communications with such groups should be verified during such drills.8

Howevgr this language was deleted from the upgraded ANSI standard released in1982. As such, there is no current guidance on whether licensees should conduct
del 11e except as contained in each licensee's approved Training and Qualifica-
tions Plan which varies from site to site. In addition, drills are generally

conducted more as a practice and training exercise than as a performance evalua-
tion tool so that formal evaluations may not be practical.

i
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The two typs2 of p;rformance e.v31untion methods cre discuss:d belcw.

2.14.1.1. Task Based Performance Evaluation )
i

i

A reliable indicator of how an individual will perform a job task is
to observe the individual performing the task itself. For safeguards personnel,
tha t is not a viable practice because real events do not occur with any type of
frequency. Indeed, safeguards activities are designed to minimize the possibil-
ity of such events through deterrence. Exercises which simulate safeguards |

events must, therefore, be used to observe the actual performance of safeguards
personnel.

While standard drills can be used, they are not direct surrogates for
real situations. Drills are normally aimed at practice and training rather than
evaluations. Systems which increase the evaluative nature of drills have been
developed. For example, the Multiple Integrated Laser Engagement Simulation
(MILES)l0 was developed to simulate actual armed intrusions by using laser
rifles and laser sensitive vests worn by intruders and security personnel. It
has been used by DOE and D0D to simulate security events. Another system
developed to simulate intrusions and record security personnel response is the
Security System Operational Recording and Analysis (SSORA) system. It is

connected to record all site security systems (e.g. alarms, communications equip-
ment, etc.) for approximately ten days and video tapes guard force responses to
stimuli from the SSORA team. All recorded information is then analyzed.II

Both of the systems described above have been used to evaluate site se-
curity with good results. Improvements in security can be measurably
demonstrated. For instance, the SSORA system has been used at five military in-
sta11ations in the U.S. and Europe in over 140 simulated intrusions. Follow up
SSORA exercises have shown dramatic changes in search behavior, in attention
paid to equipment calibration and alignment, and in a better understanding of en-
vironmental factors.12

These and other systems may be employed to evaluate the performance of
safeguards personnel with a high degree of confidence in the results including
pinpointing areas needing improvement.

2.14.1.2. Organizational Practice Performance Evaluation

While the real measure of performance is how individuals perform at
their specific tasks (i.e. responses for safeguards personnel) the
ur. availability of real events makes that type of measurement impractical for
safeguards. However, every licensee has some system for evaluating individual
employees with regard to performance in order to reasonably decide on
pror.o t ions , raises and other standard incentives for better performance.

Performance evaluations are an inextricable part of any organization's
mode of operation. They range from informal modes (such as that of a sole pro-
prietor evaluating his sirple employee by intuition and observation) to very for-
mal mechanisms (such as those rendered in large organizations which include spe-
cific criteria and written rating statements).
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In tha organizational litsrcture there is a resserch concept eclied
"p;rformance appraisal criteria"13 which is aimed at developing optimal methods
f7r conducting performance evaluations. The literature draws some basic conclu-
ciens which may be applicable to performance evaluations at nuclear power
plcnts.

l

2.14.1.2.1. Purposes of Organizational Practice Performance Appraisal

There are two major purposes in conducting performance appraisals in
organizations. These are organizational control and individual development.I4
Organizational control is aimed at obtaining information needed for making admin-
istrative decisions and to promote organizational efficiency and goal
attainment. Individual development is aimed at assisting the employee in
id:ntifying areas for improvement and growth. The basic function of an effec-
tive organizational control system is the specification of a
andexplicitlylinkingthosebehaviorstotherewardsystem.gropriatebehaviorsOther
researchers have concluded that optimal organizational ef fectiveness cannot be
attained without such an arrangement.16

The assertion that an explicit linkage between behavior and rewards is
n:cessary is supported by studies in the application of motivational theory in
organizational behavior. Motivation theory, which has developed theoretical and
prcetical models of organizational behavior, has been shown to be a meaningful
fcetor in successfully run organizations.17

The second goal, that of individual development, is beneficial to the
organization as a whole, in addition to the individual. Recognition of individ-
ual employee strengths and weaknesses as related to performance and provision
for employee participation in determining the exact form and content of the ap-
praisal are necessary components of an optimal system.18

2.14.1.2.2. Research on Performance Appraisal Systems

Research on actual operating organizations has shown that three fac-
tors can cause serious deficiencies in appraisal systems. First, supervisors
are of ten unaware of the actual reward-behavior relationships reflected in their
appraisal of subordinates.19 Second, supervisors of ten combine performance in-
formation inconsistently when making overall ratings.20 Third, subordinates are
often unable to perceive clear relationships between job behavior and subsequent
performance ratings.21

There have been many studies aimed at systematically determining and
establishing the relationship between behaviors and rewards in particular types
of organizations. Usually a scientific methodology such as " policy capturing"

i is used22 This particular method is characterized by using an organization's
appraisal raters and (1) presenting them with a series of profiles consisting of
scores on job d,imensions, (2) instructions to review each profile then assign
each an overall evaluation, and (3) multiple regression analysis to calculate
statistics from responses.i

Pro file determinants (i.e. , job dimensions) can be developed from (1)
reviews of current evaluation policies, (2) interviews with managers and key ad-

!

!
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cinistraters cod (3) int rview2 with subsrdinat2s cubj:ct to cvaluati:ns. Defi-
nitions of behaviors for performance are then developed for below average, aver-
age, and above average performance. The resulting matrix (three performance
categories and n determinants) is then issued to supervisors who normally do per-
formance appraisals. Each supervisor is asked to come up with an overall perfor-
mance rating for each of approximately 100 systematically generated behavior
profiles. Statistical analysis of results is conducted by using a squared multi-
ple-correlation coefficient to measure the raters' consistency. A systematic
evaluation of each determinan 's importance is conducted (e.g., Hof fman's (1960)
Formula for Relative Weights)g3 Relative weights indicate the percentage of I

total predictable variagee accounted for by each single determinant.2Hierarchial clustering can be used to attempt combining determinants into a
smaller number of composite clusters. Clusters can then be prioritized using re-
gression analysis validated by a multivariate analysis of variance (MANOVA)
test 25,

The main advantage of this particular method of formalizing perfor-
mance appraisal criteria is that it appears to address all three major problems
cited earlier. F ir s t , the lack of supervisor awareness of actual reward-
behavior ratings reflected in appraisals can be remedied by providing each
supervisor with a statistical description of their rating behavior which can
then be used as a benchmark for future appraisals. Second, a standard
combinational system can be given to each rater to assist in providing consis-
tency to the process of determining an overall appraisal. Third, inaccurate sub-
ordinate perceptions can be corrected by
supervisors' captured statistical policy.2groviding subordinates with the

Performance evaluation systems developed using the method described
above have shown measurable improvements in organizational performance. The use
of these technologies for organizational analysis and assessment may provide a
good start for improving performance evaluation of safeguards personnel at nu-
clear power plants.

.

2.14.2. Research Approach

All four methods of research could be used to study performance evaluation
for safeguards personnel at nuclear power plants.

2.14.2.1. Experimental

An experimental approach to attdying performance evaluation would in-
volve generation of new data to be analyzed in such a way as to reveal
deficiencies in site security. Methods of realistic simulation such as SSORA
and MILES could be examined as an experimental means of generating and
collecting data on performance.

2.14.2.2. Data Analysi's

Performance evaluation could be examined by analyzing existing data on
performance contained in event reports, licensee flies, and inspection and
enforcement records. This could be done with the aim of determining how
licensee's evaluate their own personnel and developing criteria for assessing
licensee programs.

3-64



7 o- -- - _ . _ _ _ ._ - .. - - - -

t s

!

2.14.2.3. Extrapolation-
\%s

' Yn the field of management science many researchers have studied the
cptimal means of deeigrping performance evaluation mechanisms which will best in-
prove performance. 'these studies, described in the first part of this section,
could be examined and recommendations for. personnel evaluation methods made.

f >i$ .

,' 2.14.2.4. Further Research FormulationE

A plan to attempt combining the methods above into a more comprehen-
sive study could be developed. This would involve available data, extrapolation
from related fields and experimentation. This would lead to a larger study.~

- 2.14.3. Practicality

2.14.3.1. Cost and Time?
g *,

To run an experiment using the SSORA system would involve approxi-
,

mately two staff years and about $40,000 to 80,000 worth of equipment. It wouldj,'g, involve two sites (minimum) in order to assure applicability to nuclear power
W. i plant sites generally. If the experiment proved to significantly improve perfor-

( mance evaluation it could be ma'de available to licensees or used by NRC di-
rectly. The overall cost of an experimental approach is estimated to be
$200,000-300,000 and is assigned index value of 1.

'
t

(i7'
An analysis of existing data would center on gathering event reports,

inspection and enforcement records and licensee files to analyze their relation-
D ship and ascertain the current stice-of-affairs in performance evaluation. This

would take between one-half and one staff year and is assigned a cost index of
3.,

.
.

<>
! An overall review of existing technologies for performance evaluation4

and extrapolation'iobid be conducted in order to recommend optimal methods for
! licensee ute. ' This#would req'uire one-half to one staff year and is assigned a

cost index of 3. x

A. project could be initiated to formulate a comprehensive approach to
research in performance evaluation combining the three previous methods. The
cost of developing such a plan would require approximately one-half staff year
and is assigned's cos'; index of 3.
, ,

jf 2.14.3.2. T ime,>,

. 3
'

,3 The experimental research approach suggested would take less than two
' years to accomplish so a time index of 2 is assigned. For data analysis, extrap-
olation and further research formulation, a shorter time frame is reasonable so
a time index of 3 is assigned.

2.14.3.3. Data Availabilityt

1

Data needed for a analysis is available through public records and3

those that the licensees are required to keep under NRC regulations. Therefore,
the data availability index is 3.

,

|

*

|
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Th2 ralty:nt data for extrcpolction from othsr fields is cvailcble
through open literature as well as from management consulting agencies handling
similar problems. The data availability index is, then, 3.

Data needed for future research formulation are available so that a
data availability value of 3 is assigned.

'

The data needed to set up such a system is freely available through I

other agencies sponsoring such research (i.e. DNA and DOE). Therefore the data I

! availability value is 3.

2.14.3.4. Equipment Availability

Both DOE and D0D presently have significant available for experimental
testing of performance under realistically simulated conditions. If this equip-
ment could be borrowed, for instance DNA's SSORA system, it would cut costs but
it cannot be assumed that such interagency agreements could be easily reached.
If appropriate equipment cannot be borrowed then it can be purchased through nor-
mal channels. Therefore, equipment availability value of 2 is assigned. Equip-
ment is not specifically needed for data analysis, extrapolation or further re-
search formulation so an equipment availability index of 3 is assigned to each.

2.14.4. Use fulness

2.14.4.1. Regulatory Need

NRC has been moving into the area of monitoring licensee performance
to an increasing degree. A preference for performance based, rather than stan-
dards-based, requirements has also surfaced. In addition, the issue of
safeguards adequacy can be directly addressed using the results from experimen-
tal methods, data analysis, or extrapolation. Regulatory need indexes are 3 for
each of these methods. Further research formulation is not as clearly needed so
that an index of 2 is assigned.

2.14.4.2. Risk Reduction

There is a consensus that better performance evaluation techniques
will improve safeguards in general and some methods have been shown to do so in
similar contexts. Therefore, data analysis and extrapolation methods are judged
to potentially decrease risk. Experimental methods have been demonstrated to
probably reduce risk. Further research formulation would, in itself, negligibly
affect risk. Therefore, experimental techniques are assigned a risk reduction
index of 3, data analysis and extrapolation an index of 2 and further research
formulation an index of 1.

2.14.5. Acceptability

2.14.5.1. Industry Interests

The industry probably would not welcome experimental approaches to
site security and may object strongly. The experimental approach is assigned an
acceptance index of 1. Data analysis would most likely not face strong
oppositon and is assigned an inder 'f 2. Extrapolation of data from other
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finids would prcbzbly ba welcomed by industry cod is esaigntd en index of
3. Further research formulation would not meet with opposition and is assigned
cn index of 2.

| 2.14.6. Summary of Index Values

Data Further Research
Exper imental Analysis Extrapolation Formulation

Practicality
Cost 1 3 3 3
T ime 2 3 3 3
Data Availability 3 3 3 3
Equipment Avail. 2 3 3 3

Usefulness
Regulatory Need 3 3 3 2
Risk Reduction 3 2 2 1

Acceptability
Industry Interests 1 2 3 2
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2.15. Csntral Alarm Station / Secondary Alarm Station (CAS/SAS) Design

2.15.1. Background

Since the Three Mile Island accident, considerable effort has been put into
| i:: proving the man-machine interface at nuclear power plants, particularly regard-
! ing the reactor control room, because obvious serious deficiencies in operator
| interaction with instrumentation and controls occurred. A similar problem,

largely in the domain of the field of ergonomics, exists in the presentation and
disposition of information to the CAS/SAS operator. Every reactor is required
to have twc hardened protected alarm stations in which all alarms and communica-
tions are monitored and the guard force is directed. The man-machine interface
in alarm stations contains the most straight-forward parallel between similar
problems which exist in operational safety.' NRC has already performed signifi-
cant safeguards studies on this matterl and further work has continued.2

Specific areas which need to be addressed in future research include: 1)
the integration of all the physical security systems and controls into one coher-
ent and easily operable system, 2) the optimal arrangement and formats of dials
and CRT terminals, 3) the optimal display of alarms in the system to ensure the
best and most timely response, and 4) proper control in CAS/SAS of alarms,
sensors and CCTV in real time to ensure maximum effectiveness of the detection3
system.

2.15.2. Research Approach

2.15.2.1. Extrapolation

Some data analysis of current system should be included in this work,
but a great wealth of ergonomic data has been produced by the study of reactor
control rooms and can be of use. Great care must be taken to accurately trans-
fer results between the systems already studied in detail (i.e. control rooms)
and the ones to which the studied methods are meant to be applied (i.e. alarm
stations). There are many close parallels which can be drawn between those sys-
tems already analyzed and the CAS/SAS of nuclear power plants.

2.15.3. Practicality

2.15.3.1. Cost - The cost for such a detailed survey of past data and
work is likely to be one staff year or more. An index of 2 is assigned, al-
though a complete and detailed survey could possibly rate an index of 1.

2.15.3.2. Time - The time necessary should be about one year, rating
an index of 3. This would include a study of the literature, together with
derived recommendations by behavioral scientists.

2.15.3.3. Data Availability - The data for this study are readily
available, although some small portion of them may be classified information. An
index of 3 is meritied.

2.15.3.4. Equipment Availability - Virtually no equipment will be
needed for this study, beyond possible use of a small computer. The results
could eventually be tested at a site or simulator. This step, if considered
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part of tscking undsr thic effert, could require ths procurcment of equipment.
Overall, an index of 3 is felt to be most appropriate.

2.15.4. Usefulness

2.15.4.1. Regulatory Needs

It is not of high priority to provide mandated changes in the details
of CAS/SAS equipment disposition at this time, but eventually information from
this effort could be useful in determining future additions to equipment require-
ments and criteria for assessment of adequacy. In addition, review of training
programs could include consideration of critical man-machine interface problems. I
As a result an index of 2 is assigned. I

i
2.15.4.2. Risk Reduction - The importance of this topic in reducing j

vulnerability to sabotage is substantial, but less than in other areas. The ;

present designs have proven adequate to the point is that there is little reason
to think that response could still be significantly improved solely by changes
in the CAS/SAS design.

An index of 2 is assigned.

2.15.5. Acceptance

2.15.5.1. Industry Interests - New regulations in this field would re-
sult in some costs to the industry and would encounter resistance. However, in
general, the cost-effectiveness of any suggested changes is most likely to be
very positive. An index of 2 is assigned.

2.15.6. Summary of Values

Method Extrapolation
.

Practicality
Cost 2
Time 3
Data Availability 3
Equipment Availability 3

Usefulness
Regulatory Needs 2
Risk Reduction 2

Acceptance
Industry Interests 2

|
t

.
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1. H. Wait and H. Manning, " Design Concepts for Independent Control Alarm
Station and Secondary Alarm Station Intrusion Detection Systems," NUREG/CR-
1468, November,1980; " Basic Considerations for Assembling a Closed-Circuit
Television System," NUREG-0178; " Interior Intrusion Alarm Systems," NUREG-
0320; " Security Communications for Nuclear Fixed-Site Facilities," NUREG-
0508; " Central Alarm Station and Secondary Alarm Station Planning Document,"
NUREG/CR-0543.

2. Z. Kravets and D. Rockford, "The Configuration, Development, and Interface
of a Nuclear Power Plant Security System," presented at the ANS Workshop on
Power Plant Security, April 25, 1983; A.E. Windblad, "An Integrated Sabo-
tage Protection System Concept," SAND-82- 2963C, April 1983; C.E. H igg ins ,"
Cost Effective Security", presented at the ANS Workshop on Power Plant Secu-
rity, April 25, 1983.

3. D. Stedinak, "Sof tware Enhancements to Security System Computers,"
American Nuclear Society Power Plant Security Workshop, Savannah,
Georgia, April,1983.

d

3-71



n

-2.'16.. Maintantnce

2.16.1. Background

As the Three Mile Island accident focussed attention on the man-machine
interface, the Salem malfunction drew direct attention to the human element in

the field. of maintenance of equipment. Analogously, just as vital ' safety re-
lated equipment can be compromised by inadequate maintenance, so could
safeguards-related equipment, such as sensors, alarms, CCTV, and so on. Proper
maintenance can lower false alarm rates which have been shown to have a
detrimental effect on security.

It is _ suggested that as well as examining the sensitivity of safeguards
equipment to maintenance failures, it would be useful to require more stringent
upkeep of maintenance records and possibly to require more specific standards
for equipment maintenance that. is now the case.

2.16.2. Methods

2.16.2.1. Data Analysis

Current failure rates for commercial alarms, sensors, cameras, and
other safeguards-related equipment should be studied for correlation with fail-

|ures in proper maintenance. In particular, past instances of failure should be-
'examined for the possibility that poor maintenance, and not normal wear and tear

or manufacturing defects were responsible. A reasonable subsample of such equip-
ment would be adequate for the purposes of such a study, since a rigorously ,

exhaustive. work would be an unmanageably large ef fort. These data may be avail- '

able from vendors and testing labs.

2.16.2.2. Future Formulation - Possible techniques or regulatory re-
quirements for assuring the proper standards of maintenance for important
safeguards-related equipment should be proposed and examined for effectiveness.
in providing reasonable certainty that no equipment failure caused by mainte-
nance errors will significantly increase vulnerabilities at a licensee site. -

2.16.3. Practicality

2.16.3.1. Cost - For the data analysis work, an estimate of a staff

year appears appropriate and for the future formulation, probably 's staf f year
would be adequate indicating indexes of 3.

2.16.3.2. Time - About a year would be necessary for the- data anal-
ysis work and somewhat less time for the examination of possible changes in re-
quirements indicating indexes of 3.

2.16.3.3. Data Availability - A significant amount of data would have
to be amassed and understood in order to determine with confidence the ef fects
on vulnerability of improper maintenance. An index of 2 is assigned.

2.16.3.4. Equipment Availability - For both cases, minimum equipment -
-is needed to do the proposed research, and an index of 3 is given.
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2.16.4. Uce fulnass
j

!
2.16.4.1. Regulatory Needs - At this point, the best estimate is,

|that both avenues of research would lead to filling some needs for equipment Imaintenance. It is difficult to estimate the level of need for such work but it ;

cppears re,asonable that the data analysis studies could lead to satisfying needs
to an index of 2 is assigned and the future formulation could satisfy to a
higher level than that, meriting index of 3.

2.16.4.2. Risk Reduction - Moderate risk reduction could be
enticipated in both cases if Laprovements in regulatory requirements are found
necessary. It is anticipated that this will be the case. An index of 2 is
assigned.

2.16.5. Acceptance

2.16.5.1. Industry Interests - Moderate resistance to future regula-
tory suggeations on maintenance should be expected because of additional costs.
An index of 2 is considered reasonable.

2.16.5. Summary of Values

Methods Data Analysis Future Formultion

P rac ticality
Cost 3 3
T he 3 3
Data Availability 2 2
Equipment Availability 3 3

Use fulnes s
Regulatory Needs 2 3
Risk Reduction 2 2

1

Acceptance
Industry Interest 2 2
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2.17.. Communications Equipment

2.17.1. Background

In addition to providing improvements in morale, performance, and attitude,
communications equipment is vital in giving the guard force the capability of an
effective, rapid response in a coordinated fashion to a safeguards-related inci-
dent. There is also the element in increased safety for the force if one con-
siders the duress alarm option in protecting the individual guard.1 (This is a
part of the conununications system which is sometimes overlooked in addressing |
the subject.) NRC has forth guidance on safeguards jcommunications systems.gommitted research and put

|

It remains to determine whether current requirements for communications sys-
tems and backups in the case of emergencies are adequate in a rigorous fashion.
A review of the current requirements, together with a study of a representative,
state-of-the-art systems should be sufficient to determine whether current equip-
ment is adequate.

2.17.2. Method

2.17.2.1. Data Analysis - The study of the current system only need
involve data analysis, including system characteristics and the data from past
safeguards-related events which may have involved failures or inadequacies in
the communications system. In addition, the possible uses and improvements in
duress systems should be studied, using past tests and in-field experience.

2.17.3. Practicality

2.17.3.1. Cost - Such a review of data on communication systems per-
formance and capabilities at power plants should require no more than one half
a staff year and therefore would rate an index of 3.

2.17.3.2. Time - Likewise, the time needed for such a review would be
small, less than a year, warranting an index of 3.

2.17.3.3. Data Availability - Data to study currently used communica-
tions systems are readily available and open indicating an index of 3.

2.17.3.4. Equipment Availability - Study of the equipment may require
visiting one or two sites, where the current communications system would be al-
ready installed, or to vendors or laboratories, where new equipment may be in
the process of development. An index of 3 is assigned, because no significant
procurement is necessary.

2.17.4. Usefulness

2.17.4.1. Regulatory Needs - There are already fairly comprehensive
specifications for required communications systems, and changes are not of the
highest priority. However, particularly in regards to duress monitoring
systems, there are some areas where modifications may be advisable. An index 2
appears appropriate.
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2.17.4.2. Rick R duction - Similarly, while currant communications
systems have redundancies and are significant improvements over practices of sev-
eral years ago, some risk reduction could be accomplished in some areas,
dapending on the results of the suggested study. An index of 2 is assigned.

2.17.5. Acceptance

2.17.5.1. Industrj Interests - It is suggested that modifications are
likely to be minimal in cost and could add substar. ially to the morale and capa-
bility of the guard force. Therefore, an index of 3 is assigned.

2.17.6. Summary of Index Values

Method Data Analysis
Practicality

Cost 3
The 3
Data Availability 3
Equipment Availability 3

Usefulness
Regulatory Needs 2

Risk Reduction 2

Acceptance
Industry Interests 3

Reference for 2.17

1. A. Fainberg " Stress and Duress Monitoring at NRC-Licensed Facilities,"
NUREG/CR-1031, 1979.

2. " Security Communication Systems for Nuclear Fixed-Site Facilities," NUREG-
0508.
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2.18. Envircnmental Influznces

2.18.1. Background

To a great extent those areas which are to be maintained in a secure fash-
ion are environmentally altered. For instance, trees and foliage surrounding
the site perimeter are usually cut down to allow an unimpeded view. However, en- t

vironmental influences such as weather cannot be controlled and must be
T' rrain and physical obstructions can sometimes be aotherwise accommodated. e

problem as well. Even physical movement can be made difficult if all-weather
walking surfaces are not used in secure areas. (The ANSI /ANS 3.3 standard recom-
mends all-weather walkways.) Environmental influences can affect personnel
viewing closed circuit TV monitors as well. Presently DNA and the National Bu-
reau of Standards are sponsoring research on a system which is aimed at
digitizing video data to provide better performance of surveillance.

Environmental influences are influences on performance and reliability. Re-
alistic drills have been shown to reveal security deficiencies due to environmen-
tal influences. For instance, DNA's SSORA system (section 2.14) has revealed en-
vironmental influences which affect security such as grass at the fence which is
too high and insufficient illumination.

The Regulatory Effectivenes's Review Program reviews the environmental physi-
cal aspects of the sites visited by examining site maps and drawings. A re-
search program could be designed to reveal the optimal methods for assessing the
impact of environmental influences during reviews.

2.18.2. Research Approach

2.18.2.1. Experimental

Environmental influences are usually site specific in terms of impact.
For instance grass which is too long at one site may not be at another depending
on surveillance capabilities. As a result i. "ay be better to identify environ-
mental influences in the context of drills designed and managed to reveal these
influences. The subject of drills conducted for analysis has been covered in
section 2.14.

2.18.3. Practicality

2.18.3.1. Cost

The cost of developing standards for design and management of drills
in terms of environmental influence would not be much in the context of
conducting drills for other purposes. As a result, a cost index of 3 is
assigned. This does not consider the cost of the drills which are presumed to
be conducted for other related reasons (e.g. training and performance
evaluation).

2.18.3.2. Time

A standard, as described above, could be developed within a year so
that a time index of 3 is assigned.
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2.18.3.3. Data Availability

There are sufficient data already available to design pilot experi-
ments aimed at identifying impacts of environmental influences on safeguards.
- As a result a data availability indcx of 3 is assigned.

~2.18.3.4. Equipment Availability

The equipment necessary for an experimental approach would involve
' video and audio recording equipment to record data for later analysis. This

equipment availability index of 2 is assigned.

2.18.4. Usefulness
1

:2.18.4.1. Regulatory Needs

NRC has requirements for dealing with environmental influences (e.g.
required isolation zones, minimum illumination requirements, etc.) The Regula-
tory Effectiveness Review Program already examines environmental influences on
security as does the licensing process itself. As a result a regulatory need
index of 2 is assigned.

i 2.18.4.2. Risk Reduction

NRC licensed sites have already been examined for obvious environmen-
tal influences which would degrade security. It is possible that drills specifi-
cally designed and managed to identify and rectify significant environmental in-
fluences could reduce risk so a risk reduction index of 2 is assigned.

2.18.5. Acceptability
4

2.18.5.1. Industry Interests

Licensees may view additional requirements for dealing with envi onmen-
tal influences as unreasonable. However, guidance aimed at the design and man-
agement of such drills would probably not be opposed. As such, an acceptability
index of 2 is assigned.

2.18.6. Summary of Index values.
.

I
j Exper imental
i.

Practicality
Cost 3

i Time 3

Data Availability 3
) Equipment Availability 2

Usefulness
Regulatory Need 2
Risk Reduction 2
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Acc;ptr.b ility
Industry Interests 2

!

!
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2.19. Nuisence and Falsa Alarma

2.19.1. Background

The efficiency of guard force response to alarms is greatly af fected by the
rztes of alarms caused, not by intruders or other safeguards-related events, but
by sensor malfunction, winds, animals, and so on. There is, in fact an overlap
between this topic and the previous section's subject of environmental factors
and that an vigilance (section 2.6). Under normal circumstances, the incidence
of actual intrusions is extremely low so that even in the absence of false
alarms, there are problems in maintaining guard vigilance and effectiveness.
This difficulty is aggravated when the only alarms are false ones, and is
cggravated further when the incidence of such false alarms is high. Research as
how best to lower false alarm rates by using advanced techniques such as artifi-
cial intelligence is currently being conducted.1

It would be useful to study current false alarm levels in typical plant se-
curity systems with a view to determining: obvious needs for improvement in par-
ticular sensors or other related instrumentation; state-of-the-art developments
which could reduce false alarms systems improvements (taking advantage of
redundancies, artificial intellegence or signal processing techniques) which
would reduce alarms which would have to be dealt with by the guard force.

2.19.2. Methods

2.19.2.1. Data Analysis - A first step would be to analyze rates and
sources of false alarms in currently used systems. The results could provide in-
formation on where, or for which types of sensors , improvements are most appro-
priate. Also, a study of recent developments in the field of sensors, including
either the development of new devices with inherently lower false alarm rates or
improvements in existing devices, would appear advisable.

2.19.2.2. Further Research Formulation - A study of potential
modifications in integrated alarms would be useful. Physical security systems
which could be used to reduce nuisance and false signal processing techniques
could be cost effective in reducing unwanted alarms. This could provide sugges-
cions on the regulatory guide level which would aid licensees in dealing with
the problem.

2.19.3. Practicality

2.19.3.1. Cost - Both studies could be accomplished within the limit
of one-half staff year of work. This justifies an index of 3.

2.19.3.2. Time - Both studies would be able to be accomplished within
a calendar yeer, yielding an index of 3.

2.19.3.3. Data Availability - For the data analysis approach, all
data are readily available but will have to be assembled for analysis. The
amount of such data could be substantial. An index of 2 is appropriate. A simi-
1er observation applies to the further formulation study.

|
|

[
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2.19.3.4. Equipment Av2ilibility - For th2s2 Approcchsa, tha cquip-
ment needed to be examined would be present and available either at licensee
facilities or, in the case of state-of-the-art equipment at vendors'
laboratories. An index of 3 is justified.

2.19.4. Usefulness

2.19.4.1. Regulatory Needs - Some assistance in terms of suggested
approaches in reducing false alarms could be provided by the results of such
studies. This would more likely apply to regulatory guides than to mandates
contained in potential regulations. An index of 2 is appropriate.

2.19.4.2. Risk Reduction - Some potential reduction on in risk, be-
cause of improved guard force response, could be obtained by reducing nuisance
alarms. However, it is felt that the reduction of risk is less significant here
than in most other areas discussed. An index of 1 is assigned.

2.19.5. Acceptance

2.19.5.1. Industry Interests - The data analysis study could result
in the suggestion that licensees purchase more equipment with only a marginal
or, at least, not so obvious a benefit. The study itself would not, of course,
interfere with any facility to any imporcant degree. A level of 2 is given. Re-
garding the future formulation study, it could produce result which would not re-
quire expensive modifications but would improve guard force (although only to a
degree). Since the industry could attain some benefits for little effort or
cost, an index of 3 is assigned.

2.19.6. Summary of Values

Method Data Analysis Future Formualtion

Practicality
Cost 3 3

The 3 3

Data Availability 2 2

Equipment Availability 3 3

Usefulness
Regulatory Needs 2 2

Risk Reduction 1 1

Acceptance
Industry Interests 2 3

Reference for Section 19

1. P. Bierre, " Teaming Human and Artificial Intelligence for High Productivity
Security Systems," presented at the ANS Workshop on Power Plant Security,
April 25,1983; " Nuclear Power Plant Perimeter Intrusion Alarm Systems,"
E-Systems, Inc., EPRI-NR-2355, April 1982.
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Tabla 3. Summary Matrix

Project Cost Time Data Equip. Need Risk Accept

2.1.2.1 2 3 2 3 1 2 1

2.2.2.1 1 2 2 3 3 3 1

2.3.2.1 2 2 1 3 1 2 2
2.3.2.2 2 3 2 3 1 2 2

2.3.2.3 3 3 3 3 3 2 3
'

2.4.2.1 2 2 2 2 2 3 3
2.5.2.1 2 2 3 2 2 3 2

2.5.2.2 2 1 3 2 2 3 2

2.5.2.3 2 1 3 3 2 3 2
2.6.2.1 1 2 1 2 1 2 2

2.6.2.2 3 2 2 3 1 2 2

2.6.2.3 2 2 3 3 1 2 2

2.7.2.1 1 2 2 2 2 3 1

2.7.2.2 2 3 2 3 2 3 2

2.8.2.1 3 3 3 3 2 2 1

2.9.2.1 1 2 3 3 2 3 1

2.9.2.2 3 3 3 3 3 3 2
2.10.2.1 1 2 2 2 3 3 2

2.10.2.2 1 2 2 3 3 3 2
2.10.2.3 2 3 2 3 3 3 2
2.11.2.1 1 1 2 1 3 3 3
2.11.2.2 3 2 3 3 3 3 3
2.11.2.3 2 2 1 2 2 2 2
2.12.2.1 3 3 3 3 3 3 2
2.12.2.2 3 3 2 3 1 3 2
2.13.2.1 3 3 3 2 3 3 2
2.13.2.2 3 3 3 3 2 3 2
2.14.2.1 1 2 3 2 3 3 1

2.14.2.2 3 3 3 3 3 2 2
2.14.2.3 3 3 3 3 3 2 3
2.14.2.4 3 3 3 3 2 1 2
2.15.2.1 2 3 3 3 2 2 2
2.16.2.1 3 3 2 3 2 2 2

2.16.2.2 3 3 2 3 3 2 2

2.17.2.1 3 3 3 3 2 2 3
2.18.2.1 3 3 3 2 2 2 2

2.19.2.1 3 3 2 3 2 1 2
2.19.2.2 3 3 2 3 2 1 3
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Table 4. Unweightsd Fassibility Rankings

Sum

Trustworthiness - Further- Research Formulation 20
Attitude - Further Research Formulation 20
Format and Wording of Contingency Plans - Data Analysis 20
Use of Force - Experimental 20
Performance Evaluation - Extrapolation 20
Staff Coordination - Experimental 19
Staff Coordination - Data Analysis 19
Performance Evaluation - Data Analysis 19. ;

Communications Equipment - Data Analysis 19 I

Training - Further Research Formulation 18
Maintenance - Further Research Formulation 18
Human Reliability - Data Analysis 17 !

Organizational Communication - Data Analysis with Simulation 17
Shif twork - Data Analysis 17
Use of Force - Further Research Formulation 17 I

Performance Evaluation - Further Research Formulation 17
CAS/SAS Design - Extrapolation 17
Maintenance *- Data Analysis 17
Environ:nental Influences - Experimental 17
Nuisance and False Alarms - Further Research Formulation 17 I

Fitness for Duty - Data Analysis 16
Fuman Reliability - Data Analysis and Equipment 16
Human Reliability - Extrapolation 16
Training - Data Analysis 16
Nuisance and False Alarms - Data Analysis 16
Behavioral Observation Programs - Data Analysis and Experiment 15
Trustworthiness - Extrapolation 15
Vigilance - Data Analysis 15
Vigilance Extrapolation 15
Attitude - Experimental 15
Training - Experimental 15
Performance Evaluation - Experimental 15
Two-man Rule-Experimental and Data Analysis 14
Format and Wading of Contingency Plans - Experimental 14
Trustworthiness - Data Extrapolation 13
Organizational Conununication - Experimental 13
Formal and Wording of Contingency Plans - Further Research Formulation 13
Vigilance - Experimental 11
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2.20 Canclusions
,

,

Table 3 contains all index values and Table 4 is an unweighted ranking of
human factors research in terms of research feasibility. .These data were also-
cnalyzed using hierarchical aggregative clustering and no strong associations
cmerged.

The ranking which results should be thought of as approximate and not as a
rigid means for prioritization. An important result of the analysis is that
none of these issues were found to "unresearchable". However, some are clearly
more amenable to practical and meaningful research than others. This analysis

| will be used to design the final research plan.

.
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3.0. Devalspment of Resacrch Groups

In Section 2 each humaa factor was examined separately in terms of research
approach and feasibility. Many human factors have been shown to be related and
can be studied using common research approaches and results. Grouping research
involves putting together research approaches and similar human factors to mini-
mize resource requirements. In this section human factors will be grouped into
. program elements according to 1) common research approaches , 2) similar human
factors impacts, 3) importance of human factors to safeguards, and 4) feasibil-
ity of research.

3.1. How Reseach is Grouped

Research in human factors associated with nuclear power plant safeguards
must be oriented toward behavioral sciences as well as the traditional areas of
nuclear power plant human factors such as control room ergonomics and cognitive
decision making. This .is due to the great breadth and complexity of human ac-
tions required to be taken by safeguards personnel in being able to perform
their job-related duties. Psychology, sociology, and management sciences all
bear strongly on the various aspects of security which are affected by
safeguards personnel. Each of these fields has a long history of methodological
development and numerous . subdisciplines which can contribute to a better under-
standing of plant security and opportunities for improvement if deficiencies are
found to exist.

In order to structure a research plan which takes advantage of these disci-
plines and their associated methodologies , research projects can be " grouped."
This process can start by developing conceptual models which more clearly re-
flect a behavioral science oriented methodological view of these human factors.
Once conceptual models are developed then specific methodological groupings are
made. Three such models are described below. These models will be used to
structure the final research plan.

Tne groups which are described below are meant to suggest a means for
clustering research to take advantage of similarities in human factors and the
methods available for studying them. Since there are various methodological
approaches to measurement and analysis three groupings are described. Not
suprisingly these three approaches yield very similar groupings.. These group-
ings are the results of extensive discussions with safeguards professionals,
behavioral scientists , and traditional human factors experts. Various groupings
are possible depending on the number of methodological perspectives considered.
However, three presented appear to best address the variety of human factors
under examination in this project. The results of the ranking from section 2.0,
Chapter 2, and the following groups will be used to develop priorities for a
long-term research plan.

3.2. Organizational Approaches

An organizational view of the human factors found to affect safeguards at
nuclear power plants treats the organization and its activities as the central
frame of reference on the overall question of how security may be affected and
how to improve it. Three somewhat distinct groups of organizational activities
can be identified in power plant safeguards which include all of the human fac-
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tors consid: red in this project. These are 1) individuti entry, 2) normel orga-
nizational operation and 3) off-normal organizational operation. The grouping
for an organizational approach is summarized in Table 5. Each is described in
the following sections.

3.2.1. Individual Entry

The organization which operates a nuclear power plant is made up of a large
group of individuals acting in concert to safely operate the plant. The
ezfeguards organization is either proprietary (utility personnel) or contract
(outside personnel) . In either case the licensee (utility) is ultimately respon-
sible for the action of each individual in the safeguards organization as it af-
fects the safety of the plant. As such, there is typically a screening process
which attempts to assure that each individual gwill act correctly and in the best
interests of the licensee.

Individual entry involves the means for filling personnel positions so that
each individual is assessed for reliability and trustworthiness before being
hired. For safeguards personnel this screening process involves a prior
employment check and minimum qualification requirements to assure reliability
and a psychological test and background investigation to assure trustworthiness.
Once an individual is subject to the entry screening process and found accept-
able, means for further assuring reliability and trustworthiness are based
mainly on the individual's organizational practices rather than prior history.
As a result, initial screening is a different process. Organizational practices
are assessed by behavioral observation, performance evaluations , and
requalification. In terms of individual entry the applicant is viewed and
appraised on the basis of factors developed entirely from outside the licensee's
organization and af ter that by developed from factors within the organization.
As such, activities aimed at individual entry entail some fundamental differ-
ences from normal organizational practices, but mainly the need to rely on
determinante developed outside of the licensee context.

3.2.2. Normal Organizational Operation

Once individuals are employed by the licensee organization it is the ac-
tions of each individual that both affects safety and provides input for perfor-
mance evaluations . Effects on safety can occur in three major modes. These are
1) errors , 2) procedural conflicts, and 3) purposeful malevolence. In terms of
errors , human reliability, vigilance deterioration, fitness for duty, attitudes,
inadequate training, over reliance on shif twork, and environmental influe'nces
are all important. Procedural conflicts can occur because of inadequate consid-
eration of one organizational unit's interrelated responsibilities with
another's and inadequate attention to maintenance and required compensatory
measures. Purposefully malevolent acts can be countered with behavioral observa-
tion, multiple-man rules and requalification programs. Performance evaluation
for personnel must generally take place in the context of normal or simulated
situations. Measures taken to appraise a performance include both assessment of
an individual's organizational practices and performancc of duties (i.e. drills)
subject to data collection and analysis.

I

l
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3.2.3. Off-Normal Orgrnizstiencl Responsa

When an off-normal situation occurs appropriate procedures are to be
expected. For many off-normal situations , procedures contained mainly in contin-
gency plans cover actions to be taken by CAS/SAS operators and the guard force.
As a result , the format and wording of contingency plans can become very impor-
tant. Contingency plans, in addition to specifying particular responses for cer-
tain situations, often include general instructions for dealing with
unanticipated situations. There fore , there are cases when ad hoc planning must
take place involving staff coordination, command and control, communications
equipment, and consideration of the use of force.

3.2.4. Application of An Organizational Approach to Human Factors
Affectin;; Safeguards

3.2.4.1. Measurement of Effectiveness |
|

1

When assessing the effectiveness of changes implemented to improve per-
formance of any kind, a reliable means of measuring improvement is necessary.
There have been various attempts to develop personnel performance measures both
in and oct of the nuclear power plant context. However, the measurement tech-
niques necessary to study particular changes in safeguards may vary substan-
tially from case to case. For this reason a generic performance measurement
technique for nuclear power plant safeguards personnel has not emerged. In-
stead, either organizational performance or analysis of drills have served as
general indicators of the quality of site security from an organizational per-
spective (see section 2.14). In the nuclear power industry there are few
uniform practices for measuring general or specific improvements in site secu-
rity. In fact, there is no singular, concrete notion of what distinguishes a
very good safeguards organization from others.

The measurment technique used for each of the three groups of organiza-
tional safeguards activities described above (i.e. individual entry, normal orga-
nizational operation, and off-normal organizational response) can be specifi-
cally developed for each group. In this way measurement of several activities
(i.e. a group) can be examined using a consistent set of data collected for each
group. Measurement issues are described below.

3.2.4.2. Individual Entry

Criteria for determining whether an individual is suitable for

employment are used by all licensees. For safeguards personnel reliability and
trustworthiness are assessed. The result of a good program can be characterized
organizationally. Individuals have success by remaining in the organization by
performing well within its structure and mission. To adequately assess whether
certain criteria are more effective than others , some reliable measure of suc-
cess must be established. Studies of screening results have been done so data
do exist. The success measure must be amenable to data which can be collected
or otherwise obcained. Once suitable success measures are established for indi-
vidual entry criteria then, the desirability and accuracy of those criteria can
be evaluated. As a result, grouping of research having to do with individual
entry criteria appears to be appropriate from an organizational viewpoint in
order to take advantage of common data sources (i.e., terminations performance,
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Table 5
.

Organizational Approach Grouping

. Individual Entry
|

Trustworthiness (A.3)
!

Psychological testing
,

Background Investigation

Reliability (A.5)
,

Prior Employment
Qualifications

Normal Organizational Operationi

Errors in Performance
Human Reliability (A.5).-
Vigilance Deterioration (B.1)

Fitness for Duty (A.4)
Attitudes (B.4)
Inadequate Training (B.5)
Overreliance on Shiftwork (B.3)
Environmental Influences -(D.4)
False and Nuisance Alarms (D.5)

Procedural Conflicts (B.2)
i

!
. Interrelated Responsibilities
i Compensatory Measures
; Inadequate Maintenance (D.2)
i
; Malevolence
:

I Multiple-Man Rules (A.1)
| Behavioral Observation (A.2)
} Requalification

; Performance Evaluation (C.4)

q Organizational Performance Appraisals
4. Drills, Data Collection and Analysis
:

Off-Normal Organizational Response

Procedural Response
~

CAS/SAS Design (D.1)
'

Format and Wording of Contingency Plans (C.1)

;
1
4

3-87

1-

.. : - -- . . . - . . , - , - . , , . _ , , . - . ~ . - . - ,~ - -,,,,.,..---..-,n,-- . . . - -



_ _ _ _ - _ _ _ _

Tchis 5 (cent)

.

Ad Hoc Response

Staff Coordination (C.3)
Commaand and Control
Comununications Equipment (D.3)
Use of Force (C.2)
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etc.). An orgtnizational ptrspective also includes considsrations of the nasde
of administrators in screening personnel successfully such as access to specific,

| form of evidence.

3.2.4.3. Normal Organization Operation

3.1.5.3.1. Personnel Errors

As an issue, human reliability in terms of error has received a
great deal of attention in the context of operational personnel actions. The
techniques used in probabilistic risk assessment have recently involved the use
of human error probabilities derived from extensive analysis of relevant human
factors. Ibman reliability impacts for safeguards personnel have undergone no
similar analysis . In order to measure the irspact of human reliability on physi- j

cal security some type of task analysis as it relates to safety must be carried i

out for each position in the security organization. Th.is could be done in such
a way as to identify in a sensitivity analysis those types of human reliability
problems that are most important to safety; this has been done to a limited ex-
tent. The type of human reliability deficiencies which can be considered are
vigilance deterioration, fitness for duty, attitudes , inadequate training,
overreliance on shift work, and environmental influences. By comparing the rela-
tive impact on safety of various positions in the security organization and
those human reliability deficiencies associated with each position the relative
importance of each human factor could be established. As a result, it is reason-
able to group human reliability issues together to rationally address and deter-
mine the relative importance of these factors in terms of safety as a basis for
common analysis. This importance ranking would be based on an analysis of plant
safety as opposed to that developed in Chapter 2.

3.2.4.3.2. Procedural Conflicts

Analysis of procedural conflicts among organizational units can
be grouped together. Relevant data (i.e., normal operational procedures) can be
analyzed using various techniques for determining where procedural conflicts
exist. Clear lines of authority and responsibility must be established to mini-
mize ambiguities capable of causing deficiencies in safety and/or security. Ap-
propriate compensatory measures can be established which maintain security while
easing difficulties posed during normal operation. Analysis of this group will
also provide input for studying ad hoc responses (section 3.2.4.2.) and to de-
sign and manage drills.

3.2.4.3.3. Malevolent Behavior

The potential for malevolent behavior by an employee who is
disgruntled or otherwise prone to malevolence has been cited as a major factor
in risk due to radiological sabotage. While there has been no instance of suc-
cessful radiological sabotage by a knowledgeable insider, the high consequences
of such an event should it occur require that continual attention be paid to its
potential occurrance. This is done to maintain a deterrence and prevention func-
tion. Activities aimed at dealing with malevolence are multiple-man rules ,
requalification, and behavioral observation. The impact of these activities on
the potential for radiological sabotage are difficult to establish, however some
measures of risk reduction can be made. By considering both the various tech-
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niques cvailtble to perfcrm etch of thace activitica and. their ralstiva centribu-
tion to reduction'in risk due to potential sabotage an optimal set of procedures
can. be developed. Jb such, it appears reasonable to group together research for
behavioral observation, requalification and multiple-man rules.

3.2.4.3.4. Performance Evaluation

Tecnniques for conducting performance evaluation in organizations
have been shown to be strong influences improving performance when designed
correctly '(see Section 2.14.). The use of organizational practice indicators
and analysis of data derived from drills can be studied _ together to take advan-
tage of their mutual similarities. 'Both techniques , if properly | designed, are
aimed at. providing personnel with positive feedback, clear goals and visible
means for attaining them. As a result , organizational performance evaluation
and evaluations of drills can be grouped together for study.

3.2.4.4. Off-Normal Organizational Response

3.2.4.4.1. Procedural Response

For many situations the apporpriater response to a security event
or site emergency is contained in the contingency plans. In those cases re-
sponses are required to be carried out according to the means specified in the
contingency plans . The CAS/SAS design and the format and wording of contingency
plans come into play during procedural off-normal ' responses. The indicators of
quality relative to a response will be associated with both of these factors and
therefore, can be grouped together for study.

3.2.4.4.2. Ad Hoc Response

) When an event occurs which is not specifically covered in the con-
tingency plans .the policy set forth in the contingency plans for unanticipated,

events must be used. The quality of the response will involve staff coordina-
tion, command and control, and communications equipment, and consideration
of the use of force. Information developed from procedural conflicts (section,

' 3.3.3.2.) can be used as input to the grouped study of these human factors from
a behavioral scientific standpoint.

3.3 Evaluative Approaches
I

Another behavioral scientific approach can reflect different methodological'

b considerations which center around the concept of performance evaluation. This
concept yields three relatively distinct evaluation activities which are not pri-,

marily organizational functions, but which address human factors affecting nu-
clear power plant safeguards. These are 1) individual personnel performance
evaluation, 2) organizational performance evaluation, and 3) response to threat,

performance evaluation. The evaluative approach is summarized in Table 6.

3.3.1 Individual Personnel Evaluation

In order to assess the performance of individuals in nuclear power plant,

rafeguards several considerations arise. These are trustworthiness , behavioral
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cbrarvation, fitneas for duty, esisction, Knd parformance evaluation. Esch of
these activities is aimed at individuals and they are, thus, related. No dis-
tinction is made with regard to entry versus continued tenure. Instead this ap-
proach focusses on how to best assure an individual's performance is adequate
while performing job related duties.

3.3.2. Organizational Performance Evaluation

As a concept the performance of an organization depends not only on individ-
ual performance but also on how individuals act in concert. In order to evalu-
ste organizational performance several considerations can be grouped. These are
training, vigilance, organizational communication, multiple-man rules, human re-
liability, attitude, maintenance, nusiance and false alarms, and shiftwork. All
of these considerations can be viewed as more dependent an organizational perfor-
mance than individual performance.

3.3.3. Response to Threat Performance Evaluation

When a stimulus triggers a response several considerations concerning per-
fonnance arise. These are the format and wording of contingency plane, use of

i

force, staff coordination, CAS/SAS design, communications equipment, and perfor- |
mance evaluation. These considerations all center an the performance of re-
sponse activities by both individuals and the organization.

Table 6

Evaluative Approach Grouping

Individual Personnel Evaluation
Trust worthiness (A.3)
Behavioral Observation (A.2)

Fitness for Duty (A.4)
Selection (B.5)
Performance Evaluation (C.4)

Organizational Performance Evaluation
Traning (B.5)
Human Reliability (A.5)
Boredome and Vigilance (B.1)
Organizational Communication (B.2)
Multiple-Man Rules (A.1)
Attitude (B.4)
Maintenance (D.2)
Nusiance and False Alarms (D.5)
Shiftwork (B.3)

-

-
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Responta to Thraat.Parfcrmanca Evaluaticn
Format and Wording-Contingency Plans (C.1)
Use of Force (C.2)
Staff Coordination (C.3)
CAS/SAS Design (D.1)
Communications Equipment (D.3) l
Performance Evaluation (C.4)
Environmental Influences (D.4)

3.3.4. . Application of An Evaluative Approach to Human Factors Affecting Nu-'
clear Power Plant Safeguards

3.3.4.1 ' Measurement of Effectiveness

As discussed previously (Section 3.1.5.1.) in order to judge the effec-
tiveness of changes made in safeguards to improve site security a means of mea-
surement must be developed. In a performance evaluation approach various human
factors can be viewed as to how they affect performance and can be specifically
measured for that purpose..

3.3.4.2. Individual Personnel Performance

Individual personnel performance differs from individual entry
| (Section 3.2.4.2.) in that the data used to indicate success include all data ap-

| plicable to individuals regardless of the source. This approach combines anal-

'

ysis of all safeguards programs and activities aimed at assessing individuals.;

Because of the similarity of data used for performance evaluation all of the mea-
sures aimed at individuals then can be grouped for research.

3.3.4.3. Organizational Performance Evaluation

Organizationa1 performance evaluation includes all human factors that '

effect the concerted efforts of the organization aside from those related solely
to each individual. Measurements made are of organizational performance with re-
spect to the human factors in this group. The effect of change in each human,

factor is then related to an improvement in organizational performance. In most .

regards organizational performance evaluation is the same as normal organiza-
tional operation (section 3.2.4.3)

3.3.4.4. Response to Threat Performance Evaluation

This group is again very similar to off-normal response (section
3.1.5.4) and can be described similarly.

.

3.4. Functional Approaches
i

A functional approach combines the organizational and evaluative approach.

| by viewing the actual functions of a safeguards organization, rather than organi-
zational or evaluative activities, and using research methods from the previous
approaches to address the resulting research issues. Four final groups emerged.
These are 1) training and performance evaluation, 2) organizational factors, 3)*

man-machine interface, and 4) trustworthiness and reliability. The functional
.

'approach is summarized in Table 7.

3-92

. - - _ . . - -- - - . - ... - - _ - . . - .--



,

3.4.1 Training end Performanca Evaluation
1

[ All safeguards organizations perform the function of selecting, training,
- rnd evaluating personnel. Selection is a function which is in the trustworthi-
nsss and reliability group (Section 3.4.4). Training was identified as a criti-
cally important factor in nuclear power plant safeguards in Chapter 2. Because
of the lack of real safeguards events, guard forces and individuals are gener-
tily evaluated in simulated situations (i.e. , drills) and by their organiza-
tional practices (i.e., work habits, absenteeism). As a result, these forms of
parformance evaluation constitute the primary means of obtaining feedback on
training program design and administration. As such they are tied together in
this group. In addition, a properly designed performance evaluation program
(i.e., including well designed drills) would reveal environmental influences
which adversely affect security.

Table 7

Functional Approach Grouping

Training and Performance Evan ation
,

Training (B.5)

Performance (C.4),

; Environmental Influences (D.4)

Organizational Factors

Attitude (B.4)
Staff Coordination (C.3)

i Organizational Communication (B.2)
a Shif twork (B.3)

Use of Force (C.2)

Man-Machine Interface

j Format and Working of Contingency Plans (C.1)
Communications Equipment (D.3)
CAS/SAS Design (D.1)
Vigilance (B.1)
Maintenance (D.2)
Nuisance and False Alarms (D.5)

Tru s tt - 'liness and Reliability

a e

Trustworthiness (A.3)''

Human Reliability (A.5)
Behavioral Observation Programs (A.2)
Fitness for Duty (A.4)
Multiple Man Rules (A.1)
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3.4.2. . Orgtnisctionni Fcetors-

' The organization which operates a nuclear power -plant is divided into de-
. partments which handle separate functions. . For example, the operations depart-
ment is responsible for adjusting plant functions Eto operate safely, the health
physics department is responsible ~ for minimizing and recording personnel expo-

, . sures to radiation. .The-instrumentation and control department is' responsible ,

'for assuring that measurement instruments in the plant are correctly calibrated,
and the security department is responsible for the integrity of the site against
adversarial action.- The functions of these departments can become a ' problem if !

their responsibilities come into conflict. In addition, when the functions of I
' these departments becomes sufficiently fragmented the overall sense of responsi-

bility for the safe operation of the plant. can become diluted. For example,
maintenance' personnel must hold the attitude that security is important if the,

adequacy of security is to be assured. ' As a result, the organizational factors,

which affect the quality of security can be clustered into a single group. 1

[ 3.4.3 Man-Machine Interface

-In order for safeguards personnel to effectively function, they must
competently use systems and equipment designed for site security. Security sys- '

tems are becoming highly sophisticated due - to the demonstrated advantages, in
terms- of both cost and effectiveness, of automation. Systems which interpret

|

. . and- simplify signals to the alarm station can degrade security if personnel are 1

I - not fully aware of the system's functions and limitations. Likewise, equipment
j. failures can compromise site security.
1

The man-machine interface involves any situation where personnel must use
: a device to assist in a safeguards action. That includes automatic access
! controls, communications equipment, alarm systems, surveillance systems,
!- firearms , and systems for selecting and presenting appropriate events and

responses. The training and performance evaluation' group contains the concept
.

of designing optimal training for the man-machine interface, but research should!

be done to examine the rapidly advancing state-of-the-art in security systems.
| That information could be effectively used as input for training programs and as

a technical basis for regulatory action concerning the security aspects of the3

man-machine interface.

3.4.4. Trustworthiness and Reliability

As a function of plant management new applicants are screenad for trustwor-
thiness and reliability before being hired and current employees are observed to
assure their continued reliability (end trustworthiness) . This group is similar
to that presented in the evaluative approach (Section 3.3.1 and 3.3.4.2)'and
reader is referrad to those sections.,

,

d

f

.),

!

i-
|
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4.0. . Conclusions

This document has presented an examination of the feasibility of conducting
r search on human factors in nuclear power plant safeguards. The aspects of
practicality, usefulness and acceptability were studied for each human factor
- identified in the previous chapter. Then human factors were grouped according
to research approaches and other common characteristics. The information
etutained in ' this chapter will be used to formulate an integrated, long-term re-
c arch plan.
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1. INTRODUCTION

1.1 Purpose

Chapter 2 identified and ranked human factors issues which affect
cafeguards and Chapter 3 assessed the feasibility of research on those same
human factors issues. This chapter develops a general review of the open
literature for research which could be brought to bear on the human factors
issues identified in the second chapter as important to safeguards and
recommends research designs for optimally studying them.

The research designs which are recommended are based entirely on scientific
methodological considerations. Problems of acceptability and practicality
associated with research on nuclear power plant personnel are addressed in
Chapter 3 and not here. As such, the research designs which are suggested in
chapter 4 are not being recommended solely as NRC projects, but rather as
research designs which could also be used or modified for use by the industry
itself or other related organizations interested in these issues. Some of these
research designs may not be appropriate or practical for NRC-sponsored research.

1.2 Scope of Inquiry

Since the accident at Three Mile Island, there has been increased concern
with " human factors" as a determinant of safe or unsafe operation of nuclear
power plants (Cordes, 1983). Here we discuss human factors related to the guard
forces that are employed at all nuclear power plants to prevent breeches of
security, whether sabotage by knowledgeable insiders (Edelhertz and Walsh,1978)
or assault from the outside. The underlying assumption of this work is that
nuclear power plant safeguards can be improved by a better understanding of
security forces. Naturally, before extensive new rescarch is begun, it is
worthwhile reviewing the existing literature for promising leads and to avoid
dead ends already taken by others. We have searched security industry journals
and the litercture in social science and psychology (but no government or
industry reports which are reviewed in Chaper 3) to locate research results that
are relevant to conducting specific research on security forces. After
assessing what has been done, we suggest research on the behavior of security
forces.

This chapter does not attend to sensitive nuclear materials diversion and
the ft or to the behavior of potential adversaries, both of which have been
de fined as outside the scope of this inquiry, but instead with the response of
the plant security force to such threats. While this chapter focuses on
security personnel, some findings are relevant to other members of the nuclear
power plant work force as well.

2. CLUSTERING ISSUES

Chapter 2 identified 19 human factors issues of particular concern in
nuclear power plant sa feguards . While these issues have been useful in setting
our research priorities, they are not convenient topics for an efficient search
of the literature. Some are so broad (e.g., Instruction, Training, and Selec-

f tion) that they would produce long lists of research titles which are mostly
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I

irralevant to our purposes; cthers are so specialized (e.g., Two-man Ruls) that
they cannot be used as key words in a bibliographic data base.

Fortunately, the issues cluster into ti.ree clear-cut groupings which
formed the basis of our literature search. We have named the first of these
groupings " Personnel' Evaluation" because its topics are primarily concerned

~with the question: How do you select new employees for the security force
- and once selected, how do you evaluate the efficiency of their performance?
Issues in the second cluster, " Organizational Evaluation," are all concerned
with the question: How-do you keep your security force attentive, with good
morale, during the ordinary (and sometimes boring) routine of security opera-
tion? The third cluster, " Response-to-Threat Evaluation," is concerned with
the rare occasion when a real threat emerges, asking: How do you assure
that the guard force operates properly in an actual threat situation? Table
2.1 shows the division of the issues identified in Chapter 2 into these three

c lus ters .

Single articles located in our search often address two (or more) issues
within .a cluster, but the same article rarely addresses issues in different
clusters attesting to the coherence of the groupings as we have defined them.
Moreover, as we began to develop new research strategies, we .found that the
several issues within a cluster could be researched in a similar way, whereas

the different clusters require different research design strategies.

In summary, the use of these clusters greatly simplified both the task
of reviewing the literature and that of suggesting new research, for each
cluster corresponds to a basic problem of evaluation, first of personnel,
then of the organization's routine operation, and finally of the organization's
response to threats.

Table 2.1 The Human Factor Issues Divided into Three Clusters.

Persoinel Evaluation:
Trustworthines s - ( A.3)
Behavorial Observation (A.2)
Fitness for Duty (A.4)
Selection (B.5)
(Individual) Performance Evaluation (C.4)

Organizational Evaluation:
Instruction and Training (B.5)
Human Reliability (A.5)
Boredom and Vigilance (B.1)
Organizational Communication (B.2)
Corporate Attitude (B.4)
Maintenance (D.2)
Communications Equipment (D.3)
Nuisance and False Alarms (D.5)
Rotation / Manpower /Shiftwork (B.3)
Two-Man Rule (A.1)
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Responza-to-Thrcet Evaluction:
(Security Force) Performance Evaluation (C.4)
Format and Wording of Contingency Plans (C.1)
Self Preservation and Deadly Force (C.2)
Coordination Between Staffs (C.3)
CAS/SAS Design (D.1)

3. LITERATURE SEARCH

We have searched the professional literature in the behavioral sciences
(and adjacent fields) for research that is directly relevant to nuclear power
plant safeguards. While pertinent material exists in government and industry
reports, these were defined outside of our scope and are instead reviewed in
Chapters 2 and 3.

3.1 Method

It was necessary at the onset to form an efficient search strategy, since
the literature is voluminous and our resources limited. A computer search was
chosen over a manual search for more exhaustive coverage across disciplines and
subjects, and for its great time saving. We chose three computer databases,
which together encompass most of the recent behavioral science literature.
These are Psychology Abstracts, covering the psychology literature back to 1967;
Sociological Abstracts, covering sociology and organizational behavior back to
1963; and ABI/ Inform, covering business, management, and human resources back to
1971. We excluded dissertations and foreign language works from the search
because of the cost of obtaining readable copies.

During a search, a subject or " keyword" is entered into the computer, which
then generates a list of relevant titles with abstracts. Important tradeoffs
must be considered in chosing subjects for the search. If a subject is too
general, a lengthy list of titles will be produced, most having little bearing
on the problem at hand and the efficiency of computer searching is lost. If one
is too specific, it is easy to miss relevant articles. We attempted a mid-
course, retriving what was important without overwhelming ourselves with
irre levant ab strac t.s . Subjects were anproached on three levels:

1. Literature directly related to nuclear power plants - security,
threats , human factors .

2. Literature on the security guard profession - industrial security,
personnel selection, training, motivation, job attitudes.

3. Related literature on military and police organizations.

Over 400 abstracts were generated in this manner. Each was read by
everyone in our group and if it was thought that an article looked worthwhile,
a hard copy was obtained. The bibliographies of these articles were further
searched for relevant pieces that had been missed by the computer. We also
compiled names of researchers in the field (including those who had authored
relevant government and industry reports) and searched for their publications.
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Finally, we_dr&w cn our own expartise in psychology, sociology, organizational
behavior, and information studies to add articles which appear to be relevant.

-3.2 Resu lts

Overall, we did not find a well developed literature that is directly
re levant to nuclear power plant safeguards. Of nearly 60 articles located in
the search, many are anecdotal or progransnatic in nature; relatively few are
methodologically strong studies. Our conclusion is that human factors related
to guard forces, whether at nuclear power plants or comparable industrial

l
facilities, have been little researched--at least, such research'does not appear !
in the published, open literature.

At this point, our strategy became not only to review what studies are
available, but more important, to draw on our own background in the behavioral
sciences in order to suggest research designs which optimally address these
topics.

4. SUGGESTIONS FOR RESEARCH

In the remainder of this report, we take up each of the three clusters,
review the pertinent literature, and suggest optimal research designs.

4.1 Personnel Evaluation

Personnel screening at the entry level is aimed at identifying all appli-
cants who have a high probability of manifesting unreliable or untrustworthy
behavior as members of a security guard force at a nuclear power plant. Back-
ground information and psychological assessment are the major sources of in-
formation for screening.

With respect to background information, the search of the literature in-
dicates that major security firms collect medical, residential, and employment
histories (Kmet, 1979). The Department of Defense has applicants for security
clearance interviewed by a psychiatrist for indicators of vocational instability
and psychopathology (Linn, 1973). Specific indicators, such as tendency to act
out abnormal behavior patterns and history of alcohol abuse have been associated
with rejection of security clearance. We found only one study that related
background factors with job performance. A study of Air Force Security Police
investigated the correlation between pre-training biographic factors and
supervisors' performance evaluation (McFarlane, Kantor, and Guinn, 1980). The
significant correlates of job performance were not those usually found in a
background information investigation, but instead were the self-reported atti-
tudes of the trainees, such as attitudes toward parents 'and former teachers. It
has been suggested that applicants for security force positions undergo the same
type of background investigation used in screening people for access to
classified military information (Menkys,1979) . Such suggestions may be
premature since the research supporting this sytem which was located is mainly
limited to stating what the criteria for rejection are, or have been, and offers
little evidence for the validity of such criteria.
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4.1.1 Psychological Assescrent

It is not clear what type of psychological assessment to use in evaluating
the trustworthiness and reliability of prospective employees, both operational
end security. We found that psychological assessment focuses mainly on

; personality characteristics with assessment of attitudes, values, and motives as
I subsidiary concerns.

Literature on personality characteristics of security force applicants was
mainly descriptive, usually showing and discussing frequency distributions from
various tests used in the security industry and the nuclear power industry.

The Minnesota Multiphasic Personality Inventory (MMPI) is the most popular
instrument among professionals serving the nuclear power industry (Baird and
Hammond, 1982). Bernstein (1981) found that the Psychopathic Deviancy Scale of
the MMPI consistently identified applicants for security force positions who had
committed criminal acts. Kmet (1979) reports that 12% of applicants for
security force positions who showed elevation on one of six particular MMPI
scales were judged to be high risk. Bernstein (1980) provides normative data on
MMPI profiles for a sample of 4,500 actual security guards. Bernstein (1981)
also reports that elevated scores on the Pd (Psychological Deviancy) and the Ma
(Excitability) scales of the MMPI are of ten related to problems in the security
force industry, including high employee turnover.i

Other personality assessment instruments that have been used are the Myer-
Briggs test (Hanewicz, 1978), Gough and Heilbrun's Adjective Check Test
(Murre ll, Lester , and Arcuri, 1978), Eysenck Personality Inventory (Hester and
Brown, 1981), and Catte11's 16 Personality Factors Questionnaire (Baird, 1981;
Krug, 1981).

The literature on the uses of these instruments does not of fer much
guidance on how to select a security force that will be trustworthy, reliable,
and competent. The cutoff scores on these instruments, which are used to define
high risk individuals, are usually arbitrary. There are no comparisons between
the profiles of security force samples and adults in the genera population. In
addition, an appropriate comparison group is difficult to specify since the pool
of applicants for security force positions may come from a relatively
disadvantaged segment of society.

4.1.2 Assessment of Attitudes, Motives, and Role Expectations

Although hard data on turnover of security personnel in the nuclear power
industry were not located, it is known that the turnover in private security
agencies is very high (Parry, 1976). Employee dissatisfaction in both contract
and proprietary security agencies is high. Clark (1982) reports that major
areas of employee dissatisfaction in such agencies are: (1) inadequate pay and
benefits, (2) boredom on the job, (3) feeling that other employees regard
security personnel, as inferior, (4) no room for personal growth, (5) fear of
mistakes, (6) personal problems, and (7) inadequate or poor supervision. Many
of these sources of dissatisfution are organizational problems discussed in
Section 4.2. However, it appears that these problems may be mitigated by
careful screening of the attitudes, motives, and role expectations of
applicants.

4-5
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Th;ra is cvid:nen thct frustration of motivsc snd violction of role ex-
pectations can lead employees to participate in anti-social behavior. In a
study of white collar crime, De11heim (1979) found these crimes associated with
such job frustration factors as: (1) not being allowed to make decisions and
express preferences , (2) lack of variety in the job, and (3) no room for
personal growth. Goldsmith (1979) includes lack of pride in work, wage dis-
. putes, and personal problems as characteristic of the employee thief profile. I

Clark and Hollinger (1980), in a questionnaire study, found that employees most
concerned with improving themselves and meeting career goals were involved in
employees theft at an above average rate.

From this , it seems that un.ealistic attitudes, inappropriate motives, and
inflated role expectations can contribute significantly to employee dis-
satisfaction which is associated with high turnover, employee thef t, incompetent
execution of duties, tardiness, absenteeism, violation of rules and other
behavior counter productive to safeguards objectives. A study of Air Force
Security Police (McFarlane, Kantor, and Guinn, 1980) found four such job ex-
perience-attitudinal factors related to job performance ratings.

4.1.3 Establishing Criteria for Psychological Assessments

The major problem in using psychological assessments appears to be the es-
tablishment of some validity criteria for the assessment techniques. An example
of such an effort has been reported by Guinn, Wilbourne, and Kantor (1977).
They administered a battery of measurement instruments to 4,502 basic airmen,
prior to their entering technical training for Air Force Security Police, and
then checked to see if the original scores predicted who would complete the
training successfully.

An optimal research design would involve the use of such instruments for
the collection of existing data on the personality characteristics of actual
guards frca two licensees. These data can then be used to discriminate between
two groups of guards identified as demonstrating different degrees of
performance on the basis of such criteria as supervisor's evaluations, history
of absenteeism, interpersonal difficulties on the job, reports of alcohol and
drug problems, and other performance criteria found to be relevant. Stepwise
Discriminant Analysis (Jennrick and Sampan,1981) is a convenient statistical
technique leading to the elimination of those personality variables that do not
contribute to the discriminant function. We estimate that the collection and
analyses of such existing data would require the time of one person for six
months.

A next step would be to validate the findings of this analysis at other
sites. This would entail predicting the performance evaluations of guards from
the data on their personality characteristics. We estimate this would also
require one person part-time for two years. If it is not possible to use actual
licensee sites, other industrial sites or DOE facilities might be used with
proper cautions on extrapolation biases.
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4.1.4 Idsntifying Appropricta Attitudss, Motivas, and Role Exp;ctation2
for Prospective Security Guards

Research found during this literature review has suggested that attitudes,
motives, and role expectations have a strong relationship with the guard's
performance and satisfaction with the job. There fore , it seems useful to
investigate how attitudes, motives, and role expectations actually affect
criteria of performance such as turnover in security forces. The interview
method is appropriate for this inquiry.

Exit interviews (Lapides , 1979) could be conducted with both those who
leave the security force voluntarily and those who are terminated. Inte rviews
with presently employees guards would be conducted to determine their percep-
tions of the position and restrictive aspects of the job as has been done with
prison guards (Jacobs, 1978; Piretti and Hooker, 1976). As an example, Jocobs
(1978) found that prison guards regard job security as one of the main advan-
tages of their jobs. Having such a motive may, in some manner, determine
whether or not an applicant will become a satisfied employee in a security
force. At one reactor site, the use of an attitudes and motives screening
process resulted in a very low turnover rate (see Vol. 2, Chapter 3, Section
2.10).

Elicitation of such perceptions would contribute information concerning
which attitudes, motives, and role expectations are congruent with the job and
can be used in s:reening for applicants who possess them. This information
wonid be derived from content analyses of the interviews. The results would be
used to construct an interview schedule that would identify inappropriate
attitudes, motives, and role expectations. We estimate this would require two
people for one year.

A finni step would be to implement the use of the interview schedule at a
few sites while using others as controls. The success of the additional
screening provided by the interview schedule could be evaluated against the
criterion of job turnover. We estimate that it would take two years to collect
sufficient data for such an evaluation, but the actual work effort associated
with the analysis of the data would require only one person for three months.

4.2 Organizational Evaluation

|

The behavioral literature on security organizations is remarkably scant,
most of it simply personal accounts of particular safeguards programs. A theme

! which occurs frequently in these accounts is the problem of low morale and
consequently poor performance among guards in security forces (e.g., Higgins,
1980 ; Ho f fman , 1980).

These published accounts strongly suggest that a major cause of poor morale
is the general alienation (or "apartness") of the security force, reinforced by
the low status and salaries of guards. Langer (1982) reports an average
security guted's salary as only $15,000 in 1981, and security supervisors do not
make much more unless employed by a large company having many subordinates. The
common perception of the security guard is one of low occupational status, low

i education , and low income (Grant , 1980). This view of ten affects relations
within the company, so security managers seem particularly concerned with

,

4-7

. - _ _ _ _ _ _ _ _ _ - _ _ _ _ _ _ - _ _ _ _ _ _ - _ _ _ _ _ _ _ _ _ _ _ - _ _ _ _ _ - - - _ _ _ _ _ _ _ _ _ _ - _ - _ _ _ _ _ - .



_ _ _ _ _ _ _ _ _ _ _ _ _ _ -

c hrncing th2ir imag:2 cc profsssiennis cnd cvoiding tha tcg of " comp ny ccp"
(Evans, 1978). Such image improvement may be dif ficult in a corporate setting
where the function of the security force is not always well understood or
appreciated (Kmet, 1979). In any case, one attempt to raise the p ofessional
image of prison guards did not have a very beneficial effect on attitudes
(Regoli, et al.,1981), though it would be invalid to generalize from the
hostile prison setting to the friendlier climate at a nuclear power plant.
Nonetheless, the very function of the guard carries the potential for
adversarial relations with others on the site, as when it is necessary to j
control personnel access or search employees. These actions sometimes promote |
antagonism between guards and other personnel (Hof fman,1980) . Even local i

'police, who have many commonalities with security guards (Chang and Jenekesla,
1977), hold guards in lower esteem than they do other policemen (Ha11 crest,
1981).

|

i Several researchers have asserted that the solution to this problem is to

| integrate the guard force into the body of the corporation, or to raise its
status, or both. Thus, proprietary security forces are of ten seen as prefer-

; able to contract forces because they are an integral part of the company and,
there fore, presumably have higher status and morale (Cohen,1979) . We have

| located no firm evidence that this is the case. While there are assertions
about the superiority of proprietary forces (e.g., Bitter,1982), others claim
that contract guards are fully satisfactory when properly trained (Cumbow,
1979).

It is clear that a guard force has the same dynamics as other small work
groups (Ridgeway,1983), though the particular setting of the guards in their
work place, and their special organizational problems, seem virtually unstudied.
At this point, it is not possible to identify the factors which make one guard
force work well and another poorly, except for assertions about the kinds of
proprietary / contract differences discussed above. Occasional claims that
" corporate attitude" makes the difference may be empty because corporate
attitude has never been measured independently of the behavior of the guard
force. Instead, when a poorly appearing guard force is encountered, it is often
assumed to be an indicator of poor corporate attitude. Thus, the reasoning here
appears to be circular.

An optimal research design to study these factors would involve a three-
step research strategy aimed at improving the routine operation of guard forces.
In the first step, case studies would be prepared of three sites where guard
forces are widely acknowledged to work exceptionally well in routine operation,
and also of three other less knowledges sites. A comparison of these cases
would allow for the generation of hypotheses to account for the difference in
ef ficacy among working security forces. This method has been routinely applied
to other kinds of projects to discern possible causes of weak and strong
performances , and is an effective means of generating hypotheses for improvement
(Mazur and Boyko, 1981). Such a study would require about two persons for one
year.

Once such hypotheses are formed, the second stage of research would test
them using correlational data from a survey of about 30 sites. The guard force
at each site would be rated on its e f ficacy of routine performance, perhaps by
reputational means supplemented with inspection and reporting data. (Reliable
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p;rformancs evaluation techniquas Enat ba dsvelopad.) All other factors
hypothesized to affect guard performance would also be measured at each site,
including contract vs. proprietary status, salary levels of the guards, type and |

daration of training programs, corporate attitude (properly measured), and
whatever other factors appeared from the case studies to distinguish good from
weak security organizations. This data from approximately 30 sites would allow
statistical correlation of security force performance (the dependent variable)
with each of the hypothesized causes (the independent variables) in order to
discern which ones are in fact related to performance according to statistical
taalysis. Such a survey could be completed in one year with the work of two to
four persons, depending upon the scope of the survey.

In the survey of plant sites in step two, factors that correlate with guard
performance, and therefore show promise of improving performance (if they are
implemented) are identified. However, correlation does not imply causation.
There fore , the third step in th'e research is experimental, actually implementing
some of these changes on a trial basis in order to see if they do in fact
improve the operation of the security force. It is not possible to specify the
time or manpower needed for this stage until the desired experimental designs
are known in some detail.

4.3 Response-to-Threat Evaluation

A central task of human fa: tors research is to develop means to assess and
improve the security force's response to a threat. In order to do this, there
must be some reliable way to evaluate the guards' response efficacy; otherwise
there is no way to know if there is an improvement or not. This task would be
simple if threats occurred frequently because it would be possible to judge the
security force's response in precisely those situations that it was trained to
meet. However, serious threats are rare in actual experience, so there is
little opportunity to reliably appraise the security forces' response to true
crises.

In current practice, indirect means are used to evaluate guard force
preparedness, these usually being formal inspections by the NRC or the nuclear
industry (Perry, 1981; Bush, 1981; Bailey, 1981). NRC inspectors do not nor-
mally watch the guards in operational drills or simulations, instead basing
their evaluations on the adequacy of written procedures the completeness of

Jrecord keeping, equipment maintenance, appearance of the guards, and the like.
|Implicit here is an assumption that guards who follow procedures and have the i

correct appearance will perform adequately in a crisis.

To test this hypothesis, in one pilot study, safeguards inspection results
for the period 1978-80 were collated for nuclear plants included in NRC's Region
I computer data-base (Mazur, 1981). These plants were then ranked from "high"
to " low" on their success in passing inspections. During 1979-80, there were
nine intrusion events recorded at these plants (in the Safeguards Summary Event
List, NUREG-0525), none major threats but rather instances such as an
unauthorized person or contraband on the site. The security forces were then
judged to have responded properly in three o5 these events and improperly in
six. These judgments allow plants to be scored on their adequacy of response to
real (if minor) threats to security. When the two variables were
crosstabulated, there was little correlation. According to this, guard forces

|
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~thct in:pect well da n:t nzcauserily raspond any batter to en retual brazch of
security than forces that inspect poorly. While this result should be regarded
as tentative until it is replicated on a larger number of sites and more
comprehensive data (requiring about one person month of effort), it

s provisionally suggests that formal inspections, as presently done, may not be
,

entirely inadequate for evaluating guard force preparedness. ]
1

In view of this potential inadequacy, a three-step strategy is !
recommended for research on security forces' response to threat, the first step
being to develop reliable indicators of the efficacy of security force response.
Until that is done, NRC will not be a good position to reliably evaluate
potential improvement in security force behavior. Once indicators of adequate
threat response are available, .he second research step would be a survey,
covering a large number of plants, to identify the correlates of effective
response. Factors which promote effective response, identified in this second
step, will be further evaluated in a third (experimental) step, to determine if
their implementation would indeed enhance guard response to threat. The logical
flow from one step to another will be clearer as we describe each -in more
detail.,

4.3.1 Developing Indicators of Response-to-Threat
4

This literature review has indicated that several kinds of indicators
should be considered as potential criteria for evaluating response-to-threat
e f ficacy, including:

4

| 1. Tests taken by individual guards. While each guard's knowledge of
relevant information does not by itself assure that he/she, much less,
the whole guard force, will respond properly in a crisis, nonetheless,
command of relevant information is a minimum requirement for proper
response.

2. Performance of the guard force during simulated events. While the

nuclear industry uses simulations for training purposes (Kriessman,
1981; Ho11nagel, et al.,1981), they are not generally used to measure

; safeguards efficacy, through experience in other security settings
'

suggests their desirability for this purpose (Otway and Misenta, 1980;
Sloan et al., 1978; Shirar, 1978). Since guards are aware of the
simulated nature of these exercises, they lack the stress and urgency

2 of real situations, however, such drills should allow evaluation of
i important features of the response, particularly those requiring

coordination among team members and with other plant and law'

enforcement personnel, and problems posed by environmental factors.

3. Response to real intrusions. We have already referred to NRC's routine
tabulation of real (though usually minor) intrusions which occasionally
occur at plant sites (SSEL-NUREG-0515) . An indicator of response

!

efficacy, based on guards' proper or improper reactions to such!

intrusions, has the advantage of realism, though at a low level of I

Idegrad2d security.

4. Inspections. Although the result described above casts doubt on the i

Ivalidity of cursory inspections as an indicator or response efficancy,
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o mor2 thorough study might show otherwise. Also, other forms of
,

inspection than those currently used by NRC may have better validity.
!

5. Covert attempts to breach security. While it is not reasonable to )
Isuggest full scale " black hat" assaults on a nuclear site for the
'

purpose of testing the security force, more innocuous attempts to
breach security may be acceptable, including ostensibly unauthorized
approaches to fences or limited access areas, or attempts to bring
contraband on site (Bean and Prell,1978; Rose,1960) . Such actions
have occasionally been taken by NRC inspectors, and they may allow the
most realistic evaluation of guard force response, short of a true
threat.

It could simply be assumed that each of these indicators measures re-
sponse-to-threat efficacy, however, we will be on firmer ground if we actually
test the assumption. Consideration ought to be given to applying all of these
indicators to security forces at several sites, and then examining the inter-
correlation among indicators. If all indicators do indeed measure response-to-
threat efficacy, then security forces that score high on one should score high
on the others as well, so the intercorrelations would be generally high.
However, if we find that one indicator (e.g. , inspections) does not intercor-
relate with the others, then we would conclude that it fails to measure response
efficacy. By this method of " convergent validity" (Cook and Campbell,1979), we
identify that subset of indicators which " hang together," as common measures of
response efficacy.

The resources needed to develop response-to-threat indicators will depend
on how extensive a research project is planned. Data on intrusions are avail-
tmble in NUREG-0525, while NRC inspection results are stored in each region's
data computer, so these are easily obtainable. More time and labor is required
to design guard tests, simulations, and covert security breeches, if these were
included in the study. One calendar year should suffice for this design,
assuming one or two persons working. Once indicators are developed, they should
be applied to a sample of 30 or more sites in order to provide clear correlation
results, a task that could take one or two years, and one or two persons (not
counting site personnel), depending on the scope of the study. In total,
the development of response-to-threat indicators should take one or two persons
from one to three years, depending upon the scope of the work.

4.3.2 Correlates of Response Efficacy

once trustworthy indicators of response-to-threat efficacy have been
drveloped, we are in a position to identify potential improvements in guard
response, which is the purpose of step two in the three-step research strategy.

Some of the factors which might contribute to response efficacy have
c1 ready been discussed in Section 4.2. Good training and positive corporate
attitude should not only improve the routine operation of a security force, but
its response during a crisis as well. Additional factors not discussed in
S:ction 4.2 seem particularly pertinent to crisis management. An obvious
example is consideration of the use of deadly force. Less discussed, though
parhaps more important, are the format and wording of contingency plans which
guards must expeditiously consult during an emergency. As security forces
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incr :cingly mova toward computcr dispicyo to en11 up this infctmatica r2gcrd
must be paid to the generalization from human factors research in operational
safety that people should not have to reply on unfamiliar equipment as part of
their response to a stressful event. Unless guards are trained to the point
where computer displays become "second nature," these are as likely to inhibit
as facilitate theic response to a threat. Similar problems arise in the
coordination of central and secondary alarm stations (Natali, et al.,1975), so
that what appears, at first blush, to be an improvement sometimes turns out to
produce unforeseen difficulties in practice.

The purpose of step two is to see which of the many factors that might
conceivable influence the quality of threat response do in fact correlate with
it. Do guard forces which use computer digplays respond better to threats than
those which do not? To answer such questions, we use the same sample of
approximately 30 sites that is utilized in step one. At the same time that the
various criteria of response efficacy are being measured at each site (for step
one), we also obtain measures of all those factors which are hypothesized to
influence the quality of the threat response. These would include type and
duration of training, format and wording of contingency plans, use of sidearms
or not, whether the guard force is contract or proprietary, and the like. Once,

' these measures are obtained, they can be crosstabulated against the criteria of
response efficacy in order to see which ones are, in fact, associated with
quality of response, and which are not.

| The efforts required here are, first, specification of the factors to be
; measured at the sites, then collection of data (during the same site visits used
| for step one), and finally the correlation analysis. These tasks are easily

merged with step-one chores and should require no additional time or manpower.
|

4.3.3 Experimental Test of Promising Factors

As we have already discussed in Section 4.2, correlation does not imply
| causation. Before changes in regulations or procedures are instituted, experi-

montal testing of these factors to assure that they do indeed bring about the'

desired changes is recommended. Frequently policies which are implemented on
theoretical, anecdotal, or correlational grounds turn out, in practice, to fail
in their intended efforts. Experimental tests give firmer ground on which to
proceed. Experiments have shown, for example, that police especially trained in
crisis intervention techniques are no better at handling real crises than those
who are untrained (Mulvey and Dickson, 1981), thus raising doubts about the
cost-effectiveness of such training programs. On the other hand, instruction in
self de fense has been effective in making unarmed guards feel more confident and
secure (Coldberg,1980), thus verifying the wisdom of that policy.

I It is difficult to project the cost of experimental tests since their scope
I depends on the factor being tested, the effects that are expected, and the

number and type of sites used for testing. An experimental evaluation of two
different forms of contingency plans, to see which gave the clearest information

| to guards, might require only a few person-months of effort at one or two sites.
! On the other hand, an elaborate comparison of two dif ferent alarm station

arrangements, to see which produced better guard response during simulated
threats, may require a more ambitious experiment, probably involving several
sites and much equipment.

|

!
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5. SUMMARY AND CONCLUSION

Chapter 2 identified 19 human factors issues of particular concern to
nuclear safeguards experts. It is likely that behavioral research on some of
these issues will lead directly to recommendations for regulatory policy, so we
h;ve taken preliminary steps in planning a cost-effective research program.

The 19 human factors issues of concern fall into three natural clusters,

ecch focused on one broad research question. The first cluster pertains to
Personal Evaluation and asks, "How do you select new employees for the guard
force, and once selected, how do you evaluate the efficacy of their perfor-
m nee?" The second cluster pertains to Organizational Evaluation and asks, "How
do you keep your guards prepared, with good morale, during the ordinary routine
of security operations?" The third cluster pertains to Response-to-Threat,

| Evaluation, asking "How do you assure that the guard force operates properly in
j an actual threat situation?"

We have searched the behavior science journals (but not government or
industry reports) for research that is directly relevant to these questions.
While there are va:* literatures on the topics of " personnel" or "organiza-
tions," most of it has little direct bearing on our present concerns, so we have
focused in on security-like situations.-

Overall, we found little by way of a developed body of behavioral research
in the security and safeguards area. It is likely that in the future, as very
specific research questions become articulated, more specialized behavioral-
science literature will provide useful sources. At present, however, human
factors related safeguards research is in its infancy.

We have suggested research strategies to be pursued in each of the separate
clusters on personnel, organization, and response to threat. To coordinate
these, and economize on overlapping efforts, we bring these three research
agendas together here, into a unified program, as shown in Figure 5.1.

1

Easy, inexpensive, preliminary studies were suggested for each cluster,
none requiring more than one calendar year of more than one or two people. For

! personnel evaluation, we recommend validation studies on existing data by
relating personal characteristics of people who have been hired as guards (e.g.,
prior work experience, personality test results) with criteria of success as
guards (e.g., supervisor ratings, longevity on the job); we also suggest
interviews of good and poor functioning guards to discern differences between
them which might be used in screening. For organizational evaluation, we
recommend case studies of three sites noted for very good routine performance of
guards, and three sites noted for less good performance, comparing these for
systematic differences that may explain performance levels. For response-to-
threat evaluation, we recommend the design of several alternate indicators which
might measure the response efficacy of a guard force. All of these studies are
precursors to follow-up work, and therefore in an optimal research design all
chould be done during the first year of the research program.'

If the results of the first year's work on personnel evaluation appear
use ful, we propose that they be implemented on a trail basis at one or two

.
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| Year 1 | Year 2 | Year 3 |

Cluster

1. Pe rsonnel Validation and Trial of new personnel evaluation procedures
Evaluation interview studies. at a few sites.

I 2. Organizational Compares 3 good sites Experimental
E Evaluation with 3 normal sites. Survey of tests.

approximately 30
3. Res po nse-to-Threat i Design indicators of sites. Expe rimental

Evaluation | response efficacy. / tests.

Figure 5.1 Suggestions for a unified research program.

,

!
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sites, tnd that tha sites be monitored over the next two years in order to
determine if these new evaluation practices produce satisfactory results.

The first year's work on organizations and response-to-threat leads, in
both cases , to a second step (during Year 2) in which approximately 30 sites are
surveyed. For economy's sake, these surveys should be merged, since both can be
done simultaneously for nearly the price of one (which we judge to be 2-4
person years, depending on scope).

With correlation results from the Year 2 survey in hand, we will be ready
to do experimental tests on the specific policy options identified in this work.
It is difficult to estimate the cost of these experiments without further
specification of the policies to be tested; they may range from modest to
elaborate efforts, and the larger ones would presumably be justified on an ad
hoc basis.

By the end of Year 3, firm experimental findings ought to be available
which translate directly into recommendations for regulatory policy, and a
long-term behavioral-research program on safeguards will be well underway.

I

|
!
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Appendix A

Description of Nuclear Power Plant Safeguards, Regulatory Requirements

and Industry Standards

1.0 NRC Regulation of Safeguards at Nuclear Power Plants

Safeguards at nuclear power plants evolved from early concerns that nuclear
materials could be diverted from peaceful purposes and put to malevolent uses.
As a result, early nuclear safeguards were aimed almost entirely at strict ac-
counting for and control of sensitive nuclear materials in terms of its poten-
tial for construction of nuclear explosives. At that time nuclear n.aterial held
by the government and industry was consider'ed sufficiently valuable that appro-
priate physical security measures would be instituted to protect it on an eco-
nomic basis. During the early 1970s events lead to increased concern about the
security of nuclear materials. At the same time sabotage of a nuclear power
plant became increasingly recognized as a potential danger. Safeguards began to
receive greater attention; research and development efforts began to seek more
sophisticated material control and accounting (MCA) technologies along with
increased regulatory intervention into plant security practices.

In 1973 NRC (then the Atomic Energy Commission) published Regulatory Guide
1.17 titled " Protection of Nuclear Power Plants Against Industrial Sabotage"
which outlined methods for satisfying physical security regulations. It con-
tains a direct endorsement of American National Standards Institute ( ANSI)
N18.17 titled " Industrial Security for Nuclear Power Plants" as an adequate
basis for physical security planning. This standard was developed by the Stan-
dards Committee of the American Nuclear Society.

In 1977 NFC pro.nulgated extensive physical security regulations aimed spe-
cifically at nuclear power plants. These regulations, contained in the federal
regulations (10 CFR 73.55), then became the law and ANSI-N18.17 became somewhat

! outmoded. The American Nuclear Society's Standards Committee began work on a
new, upgraded standard which was finalized and published in 1982. The new stan-
dard, " Security for Nuclear Power Plants" ANSI /ANS 3.3, is specifically meant to
supercede ANSI-N18.17. The NRC Regulatory Guide 1.17 is still in place so that
ANSI /ANS-3.3 has become, at least tacitly, the endorsed reference for adequate
physical security as the successor to ANSI-N18.17.

The following sections outline the requirements of the regulations, NRC Reg-
q ulatory Guide 1.17, and ANSI /ANS-3.3.

1.1 Regulations

The Code of Federal Regulations contains requirements for safeguarding nu-
clear power plants. Regulatory Guide 5.4.3, " Plant Security Force Duties" essen-
tially repeats these regulations. The physical protection in place at power
plants is designed to protect against the design basis threat of radiological
sabotage as described in 10 CFR 73.l(a) which states:

(1) Radiological sabotage. (i) A determined violent external
assault, attack by stealth, or deceptive actions, of several
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pers:ns with the following cttributea, ecoistanca g:nd equipment s
( A) Well-trained (including military training and skills) and
dedicated individuals, (B) inside assistance which may include
a knowledgeable individual who attempts to participate in a
passive role (e.g. , provide information), an active role (e.g. ,
facilitate entrance and exit, disable alarms and communications,
participate in violent attack), or both, (C) suitable weapons,
up to and including hand-held automatic weapons, equipped with
silencers and having effective long range accurr:y, (D) hand-
carried equipment, including incapacitating agents and explosives
for use as tools of entry or for otherwise destroying reactor,
facility, transporter, or container integrity or features of the
safeguards system, and (ii) An internal threat of an insider,
including an employee (in any position).

The de finitions of the term used in this requirement are given in 10 CFR
73.2, and should be referred to if any are unfamiliar.

The standard of administrative review for determining adequacy of
safeguards is similar to that used for safety determinations; namely that the
licensee " provide high assurance that activities involving special nuclear mate-
rials are not inimical to the common defense and security, and do not constitute
an unreasonable risk to the public health and safety."

The regulations require licensees to establish a " security organization"
which may be a contract organization. However, the licensee is always ulti-
mately responsible for site security, all records and reports must be available
to NRC, and the security organization must demonstrate its ability to carry out
the provisions of the licensee's security plans. At least one full-time member
o f the security organization with authority to direct security activities must
be on site at all times. A licensee management system is required "to provide
for the development, revision, implementation, and enforcement of security
procedures." Security procedures, which are required for an operating license,
document the structure of the security organization and detail the duties of
guards (security officers), watchmen, and other responsible individuals.

The licensee is not permitted to hire individuals for its security force un-
less they are qualified under the " general criteria for security personnel" in
10 CFR 73, Appendix B. These criteria include employment suitability and quali-
fication (education, criminal records, age, prior experience, physical fitness,
vision, hearing, diseases, addictions, mental alertness, emotional stability,
behavioral observation, and requalification), general training (security knowl-
edge including tactics, knowledge of facility and plans, and over ninety other
categories of knowledge) and weapons training and qualification. Two current
regulatory activities have direct bearing on these requirements. A new rule on
" fitness for duty" has been proposed and a rule on " trustworthiness" is
currently under internal raiew by the NRC staff and not presently available for
comment. Each licensee security employee must be requalified every 12 months
under current regulations.

The licensee is required to establish physical barriers and defensible
spaces around vital equipment. These take the form of a " vital area" within a
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"pr t:ctcd cras" currounded by sn "isolution zons." Vital equipment is dafined
as:

"any equipment, system, device , or material, the failure,
destruction, or release of which could directly or indirectly
endanger the public health and safety by exposure to radia-
tion. Equipment or systems which would be required to protect
public health and safety following such failure, destruction
or release are also considered to be vital."

Vital equipment, which is so designated according to a specific method, is
to be located only in a vital area which in turn is within a protected area.
(The issue of what constitutes vital equipment may not be in step with the cur-
rent trend in operational safety to reclassify "non-safety" equipment as
"important to safety" when it has been shown to impact risk.) Since physical
barriera surround vital and protected areas, accesa to vital equipment requires
passage through at least two barriers. An isolation zone must be maintained

around the perimeter of any protected area such that the activities of people on
either side of the perimeter can be observed in the event of an intrusion. In
addition, the reactor control room must be subject to positive access control
and completely bullet resistant.

The licensee is required to control all points of access into any protected
Entrants are to be searched for firearms, explosives, and incendiaryarea.

devices. The security of ficer ultimately in charge of controlling access
through any access control point must be isolated within a locked, bullet-
resisting structure. All packages and vehicles entering a protected area must
also be searched. This search can be done by remote means (e.g., magnetometer)
or physical means (e .g. , pat-down search) . Licensee vehicles are to be limited
in their use and are to remain in the protected area except for operational,
maintenance, repair, security, and emergency purposes.

NRC has proposed rules which would require the mandatory use of remote
search equipment for employee searches and pat-down searches of all visitors
(45 Fed . Reg. 79492, Dec .1,1980) . Regular employees would not need to
be subject to routine pat-down searches.

A numbered picture-badge system is required for all individuals authorized
for unescorted access to protected areas. For all others, an escort must be
used and a badge indicating the need for an escort must be worn by the
unauthorized individual at all times.

Access to vital areas is required to be highly restricted. For instance,
access for the purpose of general familiarization and other non-work related
activities cannot be authorized. All unoccupied vital areas must be locked and
equipped with intrusion alarms. Access hatches and doors to the reactor contain-
ment are to be alarmed and equipped with locks of " substantial construction to
offer penetration resistance and impede both surreptitious and forced entry."
All keys, locks, combinations, and related equipment are to be controlled and
changed whenever there is any evidence of compromise or termination of an
employee under adverse circumstances.
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NRC h:o prep 2csd ruiss (45 Fid. R;g.15937, March 12,1980) which would re-
quire that access to vital areas be allowed to authorized personnel only for a
specific task to be undertaken. If any authorized individual does not need to
enter a vital area, then access would not be allowed. Current licensee practice
is 'to grant blanket access authorizations to individuals with limited control on
specific need for access.

The licensee is required to maintain a " continuously manned central alarm
station (CAS) located within. the protected area and... at least one other-

continuously manned (secondary alarm) station (SAS)." The interior of the CAS
cannot be visible from the perimeter of the protected area and is not to be used i

for any operational activities which could potentially interfere with alarm re-, ,

sponse functions. All alarms must be self-checking end indicate the type and lo-'

cation of any break or malfunction. The CAS is, itself, considered a vital
area.

Each security officer is required to carry communications equipment capable
of continuous consounication with the CAS and SAS which, in turn, are required to
be capable of telephone and radio communication with other personnel and local
law enforcement agencies. All consnunications equipment must be operable from in-

,

dependent power sources.

The licensee is required to e.stablish test and maintenance procedures for
all security related equipment. For example, each intrusion alarm must be
tested a minimum of once every seven days and all consnunications equipment -

,

tested at the beginning of every shif t. Redundancy in security equipment is
; required: i

"The licensee shall develop and employ compensatory measures
including equipment, additional security personnel and specific
procedures to assure that the effectiveness of the security
system is not reduced by failure or other contingencies affecting

'

the operation of the security related equipment or structures."

In addition, it is required that all alarms be maintained in operable condi-
tions at all times. While this is not possible, it indicates that all mainte-'

j nance procedures be of high integrity and repair activities carried out immedi-
i a te ly .
!

An annual internal review of all security procedures, testing and mainte-i

nance programs, local law enforcement response plans, and the effectiveness of
the physical protection system is required. The individuals conducting the re-
view must be independent of both management and security supervision. The re-
view itself rast be documented and delivered to licensee management at least one
level higher than that having day-to-day responsibility for plant operations.
These reviews are to be kept available for NRC inspection for a minimum of five
years,

! The licensee is required to be capable of a minimum response capability as
outlined in the regulations. " Safeguards contingency plans" are required and
the necessary contents are outlined in 10 CFR 73, Appendix C. The licensee must

j also establish and fully document liaison with local law enforcement agencies.
At least ten armed, trained personnel must be onsite at all times including at

1
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least five uniformed security officers. Some licensees have trained and armed
non-security (operational) personnel for the purpose of meeting this requirement

! while minimizing the number of uniformed security officers needed.

If an intrusion does occur the licensee is required to determine the exis-
tence of the threat, assess its extent, and neutralize it if necessary. Secu-
rity officers are required to " interpose themselves between vital areas and...
any adversary attempting entry for the purpose of radiological sabotage..." and
simultaneously inform the local law enforcement agencies of the threat and re-
quest assistance. The lavel of force authorized by NRC to prevent radiological
sabotage is :

" force sufficient to couinter the force diracted at him (the
[ responding officer) including the use of deadly force when the
' guard or other armed response person has a reasonable belief

it is necessary in self-defense or in the defense of others.

The CAS is required to have remote means of detection and assessment of
threats, such as closed circuit (CC) TV, in order to minimize security personnel
exposure to dangerous threats.

1.2 NRC Regulatory Guide 1.17 " Protection of Nuclear Power Plants Against

Industrial Sabotage" - 1973

Regulatory Guides are published by the Government to describe and make
available to the public methods acceptable to NRC in implementing parts of the
Commission's regulations and to provide general guidance to licensees. Methods
and solutions dif ferent from those set out in Regulatory Guides are acceptable
if they provide an equivalent level of protection.

Regulatory Guide 1.17, published in June 1973, has 3 major sections
including an introduction, discussion, and regulatory position. The introduc-

I tion describes the need for a physical security plan and states that the
Advisory Committee on Reactor Safeguards has concurrred in the regulatory posi-
tion outlined. The discussion is principally on the ANSI standard which is
described in the next s ec t io:t . The discussion specifically endorses the ANSI
standard as a means for satis fying NRC requirements.

The regulatory position section presents supplements to the ANSI standard
recommendations necessary to assure regulatory compliance. Security forces are
required to be on-site to protect facilities, and all security alarms are
required to annunciate in a continuously manned alarm station. All security
equipment except comunicatim.s equipment must be tested weekly. Comunications
equ ipment is checked every shift. The regulatory position also stresses the
need to protect vital areas ia such a way as to reveal unintentional acts as

| well as intentional acts. It also tipulates that details of physical security
' plans for specific sites will be withheld from the public.

l 1.3 ANSI /ANS 3.3
|

As discussed above, the ANSI standard issued in 1973 was outmoded by the
promulgation of 10 CFR 73.55 in 1977. The Standards Committee of the American

1
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Nuclear Society developed the new standard which was issued in 1982 to comply
with the 1977 regulations.

This document outlines appropriate security plans, plant design, and facil-
ity requirements. The introduction states the philosophy that security plans
must be designed very site-specifically so that recommendations must be balanced
against the unique needs of each plant. It goes on to state that same threat as
the regulations (10 CFR 73.1(a)).

The security program must be tailored closely to the unique characteristics
of each site. The standard uses the same requirements as the regulations in
terms of what should be in the contingency plans but further defines the manage-
ment system which is more generally required in the regulations. It states that
the plant manager (or designee) should have full authority over ' ant security

in the case of an emergency. Day-to-day security is to be handl Sy " security
specialists" who must be responsible for:

(1) formulation of hiring policy for security force personnel
(by contract or as employees of the owner organization);

(2) formulation of general owner organization policy for the security
force; .

(3) liaison with appropriate law enforcement agencies;

(4) formulation of the required security personnel training and quali-
fication program;

(5) establishment of a recordskeeping system;

(6) establishment of reporting requirements;

(7) investigation of security violations;

(8) establishment of a sensitive security document control system.

The plant design section emphasizes that design planning should begin at
the outset of construction in order to take advantage of design changes which
could be considered at that stage. The standard recommends that a particular in-
dividual be designated as responsible for security design reviews throughout con-
struction. It recommends that vital areas be clustered where possible inside
the same protected area, that isolation zones be 20 feet or both sides of the
barrier and that all weather roads and walkways be used. Vital areas should be
designed with security in mind but other considerations are recognized (i.e. en-
vironmental hazards, ease of maintenance, minimization of piping and wiring
interconnections, and functional requirements such as pump submergence.) When
considerations other than security dictate design security measures must be
taken in addition to those recommended in the standard. The standard goes on to
recommend that all non-safety related activities be, to as great as extent as
possible, adjacent to, rather than in vital areas. Entrances to vital areas
should be minimized to those necessary for safe evacuation. Lastly, plant de-
sign for security purposes should not be disseminated and, further, withheld
from public disclosure in most cases.
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The facility requirement in this standard are divided into four sections.

Those are personnel, plant layout and physical structures, physical equipment
and hardware, and procedures.

1.3.1. Personnel

This section states that the owner organization (licensee) is responsible
for confirming the ;cceptability of selection, training and equipping the secu-
rity force. Armed response personnel are required but personnel manning alarm
stations are not to be considered response personnel. Guidelines for staffing
state that there should always be nominally ten armed response personnel avail-
able at any time of which 5 must be uniformed guards. Consideration which can
be used to lower this number from 10 are:

(1) site considerations which enhance physical protection;

(2) location and reliability of intrusion detection devices;

(3) local law enforcement response capabilities;

(4) vital area hardening;

(5) protected area barrier design and construction;

(6) other demonstrated capability.

Qualification requirements should be designed to comply with 10 CFR 73.55
Appendix B " General Criteria for Security Personnel" and screened according to
a process set forth in the procedures section (below). A " Training and Qualifi-
cation Plan" is required (as in the regulations, 10 CFR 73.55(b)(4)) and

| requalification every 12 months is to be included in the plan.

1.3.2. Plant Layout and Physical Structures

The size of openings in barriers other than doors is layed out (not to ex-
ceed 96 square inches.) The standard goes on to de fine " owner-controlled area,"
" protected areas" and " vital areas." These definitions are in line with those
of the regulations.

1.3.3. Security Equipment

Detection aids and alarms are required for all protected and vital areas
all capable of detecting a penetration when it occurs and annunciating in a cen-
tral alarm station (CAS) and secondary alarm station (SAS). The CAS and SAS op-
erator must acknowledge and reset any alarm. The entire alarm system must be
self-checking and tamper indicating. Exterior illumination and surveillance sys-
tem requirements are the same as those in the regulations.

Access control equipment is required including search equipment (metal and
explosive detectors), package inspection systems, various lock types (key, combi-
nation , elec tric , card-key , etc .) . Emergency egress is allowed with panic
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hardware and emergency access allowed with a mechanical lock s.nd key override of
automated access controls.

Communications equipment must be two-way voice with at least two-channel
transmission. All antennas are to be located in the protected area. Hardwire
communication between the CAS and local law enforcement agencies must be
mentioned. The central room and both alarm stations must all have redundant
inter-communication modes.

Fespons, uniforms, and badges are required as in the regulations. Back up
electrical sources are required for communications systems and intrusion alarms
which are capable of supplying sufficient electricity for 24 hours of off-site
loss of power.

1.3.4. Procedures

The part of this standard on procedures is lengthy and comprehensive.
Since human factors play a dominant role in human performance of and adherence
to procedures this section is reviewed in some depth.

1.3.4.1. Protected and Vital Area Access Controls

Unescorted access to these areas is to be granted only to authorized
individuals and vehicles. If an access control point is manned 'and is the last
control point before access the station must be bullet-resistant. All personnel
must display badges inside these areas.

All locks and combinations must be controlled and changed upon either,
evidence of compromise or terminatien of an authorized individual under adverse
circums tance s . As stated in the regulations, access to vital areas must be
hilowed only to perform specific duties -- not for familiarization.

During special operations (i.e. refuelling, maintenance) a guard or
watchman must be assigned to all accr is points.

Personnel searches are required as in the regulations. If appropriate
remote sensors are not available, pat-down searches and disrobing are
recommended. Individuals authorized to have regular access are to be searched
only by metal detectors. Individuals authorized for a specific access are to be
searched for explosives as well.

All packages and materials entering these areas must be checked for
proper identification and authorization. If entering vital areas search must be
prior to entry. Unpackaged bulk deliveries (i.e. concrete, oil, etc.) must be
off loaded in the presence of a guard or watchman.

All vehicles, except emergency vehicles, must be fully searched for
items suitable for sabotage. All emergency vehicles must be escorted. During
special operations a special security plan must be developed and approved.
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1.3.4.2. C3mmunications

All guards and watchmen must be capable of continuous communication
with the CAS and SAS. Procedures for communication with local law enforcement
agencies must be maintained. Procedures must also be 2stablished for inter-

force communication between a plant under construction and the operating plant
on the same site.

1.3.4.3. Contingencies and Response

A contingency plan, as outlined in the regulations, is required. Upon
detection of an intrusion the security organization must

t

(1) determine whether or not a threat exists;

(2) assess the extent of the threat, if any;

(3) requite guards to interpose themselves between vital areas and
any adversary attempting entry to prevent or delay an act or radiological sabo-
tage by applying a sufficient degree of force to counter that degree of force
directed at them;

(4) inform the plant management;

(5) inform the local law enforcement agencies of the threat and re-
quest assistance, as necessary.

!

The liaison agreement with local law enforcement agencies must be
documented and updated as appropriate, must designate the responsible
individuals, and state the levels of support these agencies can provide in what
time f rame. Tours of the site and meetings are recommended for of f-site agency
personnel.

The use of force must be addressed in the contingency plan and
policies established consistent with state and local use of force laws. Proce-
dures for testing and maintenance of security equipment muet be documented and
implemented. These procedures must include a minimum of weekly testing of all
intrusion sensors and alarms. Special purpose detectors, such as metal
detectors, must be tested at the beginning of every shift and calibrated accord-
ing to manufacturer standards. Connunications systems must be tested every
shift and off-site communications tested daily. Compensatory measures must be
outlined in these procedures for dealing with equipment which is not operable.

1.3.4.4. Access Authorization

Each licensee must establish a screening program for employees of the
security organization. An applicant must be apprised of the scope and purpose
of the investigation prior to its initiation. The background check is to in-
clude investigation of prior employment, education, criminal record, and
references. These sources must establish that the individual has a reputation
in terms of reliability and trustworthiness which is acceptable for datermining
whether to grant access authorization. The discovery of will omission or false
statements, use of nonprescribed drugs or alcohol abuse, criminal conviction,
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history of mental illness, existence of coercion which may be applied to the ap-
plicant, or other derogatory information can lead to a negative determination.
The determination will initially be made by the plant manager or designee on the
recommendationfrom responsible plant management personnel.

Psychological evaluation before granting access authorization and
continued observation af ter granting access is also required. The psychological
evaluation must be indicated by the results of a " reliable and valid written per-
sonality test or other professionally accepted clinical assessment procedure
administered by a licensed psychologist or psychiatrist cognizant of this
standard." A program for continued observation of authorized individuals must
be established by the licensee. Supervisory personnel are instructed to recog-
nize unusual behavior are required to observe performance, attendance and atti-
tudes of employees and report to plant management if unusual behavior is
observed.

Each authorized individual is required to have a tamper-resistant pic-
ture badge or an automatic device reading fingerprints or hand geometry must be
used to allow access. All persons with unescorted access must be trained, and
annually retrained, on those matters for which the individual has responsibil-
ity.

1.3.4.5. Security Force Duties

The generic duties of the security force are:

(1) control access to the protected and vital areas;

(2) escort individuals not authorized for unescorted access and
nondesignated vehicles within the protected and vital areas;

(3) patrol exterior areas within the protected area via random routes
at irregular intervals, but at a frequency of at least once every four hours;

(4) operate the central alarm station;

(5) respond to threats.

The ability of safeguards personnel to execute these tasks must be
demonstrated in a manner set forth in the Training and Qualification Plan.
Inquiries directed to NRC staff responsible for reviewing these plans have shown
that these plans rarely contain a comprehensive description, but rather a ge-
neric assessment of critical tasks and the conditions and standards under which

"

they will be tested. Actual details of drills on performance evaluation tech-
niques are not usually provided to NRC for review.

Written procedures must include:
bomb or other overt threats;
civil disturbances;
communications;
employee security training;
security force duties and responsibilities;
incoming package and material control;
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intrusion alarm response;
lock and key control;
patrol;
personnel identification;
access control;
vehicle traffic and parking control;
surveillance requirements;
testing and maintenance of security systems;
reporting requirements;
security during opeational emergencies;
support from and orientation of law enforcement agencies;
security during construction, maintenance and refueling outages.

The security force must provide individuals as escorts who are famil-
iar with escort responsibilities whenever unscreened individuals are allowed in
to the protected or vital areas.

Audits and Reviews

Each licensee must establish and maintain an audit system to review the
site security program at least annually. It must compare security effectiveness
being attained by personnel, hardware, and equipment in comparison to that
specified in the security plan. These audits must be of sufficient depth to
ensure compliance.

| Records of security equipment must be maintained for the life of the equip-
| ment, for individuals whose access authorization is termined for one year, for
| maintenance, testing, training and personnel testing for five years, and all
| other records for one year. The record system must include:

(1) documenting maintenance actions performed on physical barriers, intru-
sion alarms, communication equipment and other security-related equipment;

(2) documenting security tours and inspections;

(3) documenting all tests or inspections performed on physical barriers,
intrusion alarms, communications equipment and other security-related equipment;

(4) recording each alarm, alarm check and tamper indication identifying
type of alarm, location, date and time;

(5) recording details of the response by facility guards, watchmen and, if
applicable, armed response individuals to each alarm, intrusion or other secu-
rity incident;

(6) recording of persons who have been authorized unescorted access to a
protected area;

(7) recording of persons authorized access to vital areas;
#

(8) recording of name, badge number, time of entry, and time of exit
from normally unoccupied vital areas;
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(9) recording of visitors, vendors and other individuals who have been
granted access with escort to the protected area, including name, address, date,
time, purpose of visit, employment affiliation, citizenship, and name of individ-
ual to be visited;

(10) recording of access to keys, combinations and other related equipment;

(11) recording of personnel screening.
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The first task was to identify and rank human lactors iffecting the quality of nuclear
power plant safeguards in terms of their importance.
were solicited and 28 responses were received. These|/The opinions of o/er 85 expertsresponses were rigorously analyzed
to ascertain what human factors could be considered cimportant to power plant safeguards.
In addition, the Safeauards Summary List (NUREG-0526) was systematically analyzed for
human factors influences. Also, relevant covernment and industry literature was re-
viewed. These data sources were ther aggregated and a' overall importance ranking of
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human factors issues was developed. This part of' the rqsearch effort is fully docu-
mented and described in Chapter 2 of Volume II. > g.
The second part of this effort involved determining the feasibility cf conducting re-
search in the areas found to be important to power plant safeguards. A determination
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of research feasibility was based on the practicality, usefdiness, and acceptability of
conducting research and using the results in i regulatory context. This part.of the
effort is fully documented in Chapter 3 of Volume II.
Research efforts addressing human factors in' safeguards were then developed and pri-
oritized according to the importance of human factors areas derived in the first part of
the study and the feasibility of research determined in the seconK part. Research was
also grouped to take advantage of common research approaches and data sources where
appropriate. Chapter 4 of Volume II details the development of methodological groupings
for optinizing resource use. / 4
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