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June 3, 1
LD-92-073

Docket No 5

Mr. Dennis M rutchfield

Office of Nuclear Reactor Regulation
Attn: Document Control Desk
|

J.S. Nuclear Regulatory Commission
{

wastington, D.C. 20555

for Digital Inst

2-068, May 18,
Dear Mr. Crutchfield:

discuss our approach to

On June 1, 1992, ABB-CE met with NRC staff to
referenced letter) and the forthcoming propesed pol ‘

iversity ( icy "Defense
Instrumentation and Control
was distributed and detailed
resulted in a much more clear undei standing of the technica)l
issues invoived. A proposed revision and the co

attached to this letter

Cummon Mode Failures in Digital
systems" . A draft version of the policy

gJi1scussions

gainst

responding rationale are
They are intended to clarify the proposed policy
pased upon our understanding of the staff’s tatentions

[f you have any guestions, please call me ¢r Mr. Stan Ritterbusch

Very truly yours,

COMBUSTION ENG'NEERING,

AL

C. B, Brinkman
Acting Director
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ORAFT

Refense Against Common Mode Failures in Digital Instrumentation and
control Systems

Backgroynd:

The use of digital computer technology in protection and contro! Systems raises a
concern that the software and hardware for these computer systems could be
vuinerable to programming errors that could lead to safety-significant common
mode failures. Reasons for this concern and defenses &Qa:inst common mode
failures were discussed in SECY-91-292 and can be summarized as follows

© common mode failures could defeat not only the redundancy achieved by
the hardware architectural structure but also could result in the loss of mor
than one echelon of defense in depth provided by the monitoring, contro
feactor protection and engineered safety functions perforned by the digital
instrumentation and contre! (1&C) systems

e

the two principal factors for defense against common mode failures a'e
Quality and diversity. Migh quality will increase the reliability of both
inGividual components and complete systems. Diversity in assigned
functions, for both equipment and human activities, end diversity in
equipment, hardware ano/or software, can reduce the probability of
propagation of common mode failures.

In SECY-91-292, the staff stated that some level of diversity, s

uch as @

reliable analog backup, would be required.

Riscussion;

The goal for digital computer-based I&C systems must be to contribute towards

. 'e safe and reliable operation of nuclear plants. While there is general agreement
among designers, operators and regulators of nuclear power plants with respect to
the general importance of Quality and diversity as defense against common mode
failures there are no consensus standards for certification of the design of digital
I&C systems. Enclosure 2 of SECY-91.7 reviews considerations by the staff for

regulatory requirements regarding several key subjects relevant to defense against
common mode failures including,

0 &éssessment of diversity
0 requirements for engineering activities
requirements for design implementation

safety classification of 1&C systems
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The first of these four subjects, assessment of diversity, has progressed farthest
with respect to establishing regulatory requirements. The staff, w,. : Lawrence
Livermore National Laboratory (LLNL), has performed 8 study of the General
Electric Advanced Boiling Water Reactor (ABWR) design to assess defense-in-depth
and diversity, This assessment was performed using the method described in
NUREG-0493, * A Defense-in-Depth and Diversity Assessment of the RESAR-414
integrated Protection System"® for each transient and accident evaluated in Chapter
15 of the Safety Analysis Report. The results of this assessment are used to

determine if additional diversity is necessary to defend 8gainst postulated common
mode software and hardware failures.

The second and third subjects above have been discussed at length in the EPRI
Advenced Light Water Reactor Utility Requirements Document (URD), Chapter 10,
for both the evolutionary and the passive plants (VOL'S il and Iil). Both of these
subjects were reviewed in SECY-91.292. The EPRI URD provides a frame of
reference for the development by the NRC of acceptance criteria for the oigital
-ontrol systems. The issue of diversity in digital control systems has been raised
with EPRI, but is not yet included to the degree the staff believes necessary.

The fourth subject, safety classification, is under review by the staff, as presented
in SECY-91-292; in the international community for ballot on the draft Internationa!
Electrotechnical Commission (IEC) standard, "The Classification of Instrumentation
end Control Systems Important to Safety for Nuclear Power Plants®; and with EPRI
on the "ALWR Position Paper for Passive System Classification and Requirements”,
The subject of safety classification is relevant to the subject of diversity through
the question of determining safety credit for traditionally non-safety systems. in
accore with the principle of defense-in-depth.

Refense-in-Depth of Digital I1&C Systems

The staff review on the matter of diversity and defense-in-depth has progressed
significantly since issuance of SECY-91.292.

Nith the completion of the LLNL assessment of the ABWR and the statf's
assessment of the state-of-the-art on this issue, summarized in the following, the
staff has established a recommendation.

in recent years, there has been @ significant increase in the in-depth assessments
of the integrity of software applied to safety-critical functions. These assessments
have covered the range from computer based medical treatment facilities to
computer-based fly-by-wire aircraft control systems and nuclear power plant
protection systems. While there are many different ooinions amengst the computer
Science, Ok software engineey experts who have beer invo:ved in assessing the
cesign processes and tools used to produce nighly dependable software, the staff
believes that there is a corisensus that g quantitative estimate for the reliability of
high integrity software based 1&C systems cannot beYdeveloped and;a3 e result,
there is a need for some type of ackup in safety-critical
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. applications. The type and functional extent of this backup is dependent on

Gopiee-oi-eonlidencs e -withng-to-assiph

The staff recommends 5-""{"'*) P"’";D the

assessment of diversity and the requirement for backup for
mﬂmﬁmrmnnw This approach and requirements for
the backup are defin=d as follows; -—'C.r*.'-lo‘u‘ s«&.‘y -Rnc.'b ‘ons

7 The e~plicant shall perform a "Defense-in-Depth and Diversity Assessment”

of the proposed instrumentation and contro! system to demonstrate that — 2 n 1
vulnerabilities to common mode failures have been edequately addrnudnf"\s"_)
The staff considers software design errors to be a credible common mode

failure which must be specifically included in the evaluation. An acceptable

method of performing analyses is described in NUREG-0483, "A Defense-In-

Depth and Diversity Assessment of the RESAR-414 Integrated Protection

System®, March 1979, Other methods proposed by an applicant will require
case-by-case NRC approval.

% In the above analysis sufficient diversity within the design should be
demonstrated for each event evaluated in Chapter 15 of the Safety Analysis
Report on Accident Analyses, occurring in conjunction with each postulated

common mode failure. (I~ n.s e I','_;erf :_D
. —————————
3. If 2 postulated common mode failure is capable©f disabling & safety

function, then a diverse means, with a do ented bases that the diverse
~ means is unlikely to be subject to the sprhe common mode failure, shall be
/x”"“ +e\ required to per either the same fyAction or a different safety function
(a u“/;-"‘!ﬂ‘{' 'provideE &bﬂ ' protection. ,(rhs diverse or different safety function
P may be performed by a non-safety system if the system is of sufficient
quality to perform the necessary function under the appropriate conditions.
Diverse digital or non-digital systems are acceptable means. Manual actions
from the control room are acceptable if time and information are available to

the operators. The amount and types of diversity may vary from design to
design and will be evaluated on a case-by-case basis.

4, A set of safety grade displays and controls, indepsneent-or-the-aempet o
Sustemis--aad located in the main control room, snal! be provided for M\u“
system-level actuation and monitoring of critical safety functions and

parameciers \Eacar -
@ = ' The spegifi
equipment requireu will be evaluateag on 8 case-ny-case oasis ﬁ!!"‘f S
\ .

DRAFT



e

an eme

n
the

stem& The

event

leave

Lhe
(“!

L

wh ¢

rqge

y

Lhe

I

m o

¥

L

¢

te

ont re

W(
¥y

0

(0 B 11 ay D¢ LaKt
etequale seguenls o 1

aAKi




b
By
§ | mnotit ey r ndant funet |
€ | ! t
ert
lanas n 4 ¢ P 4
irrent ndepe ¢ fa Ure a vent 1 [ of off e power
earthquake need not D nsidered 1n conjiur th esign ba event
) ' \ ) ' 4 4 { 4 4 ) . $ 1 ‘ ’ |
{ t ! ¥ « | Ve L 8. arialty
: " Wit ‘ FR 1 y yaica relea imd 4
s 4
4
$ } 4 ’ tad that thees dd e
5 - 5 d 1 9) -
5 nA y "y t ‘mo 3 \
i ' are | Ver e.qg ¢ n-sery e
£ nably minimized the potentia or common
e har wired anal nent s {
4 neq v i Q1 'f.‘,' 1 Ly 10N and ¢ ]
P d evi ftware, inter compu ]
pUute o-eiement nat are a '-‘.‘:‘\.,
4 b b f£d + 3 n + Y nM . " y i {
§ nit Syste¢ tended to control the
¢ "R E + . ) » y 4 “ o 1 r ) .
W i ( t v y ! { e nhe 1 removail, react !
4 veten nvent \ rnty o'.,‘y.o { ¢ iy and ¢ ,g:,,_\.
N $
ey
[ { nr nant and 1y teat Y 1 * he ir T’ nentatiol and { nty 1
'v b. 'S { rod




Rationale for Proposed Revisions

Raticnale for the Revision to the Section on "Defense-in-Depth":

"Non-software" was deleted as an adjective for the I&C backup systems to
avoid an impractical or impossible requirement on the design of backup
systems. "Simple, proven" were inserted as more appropriate
characteristics for the backup systems. “Insert 6" is provided as a
modification to the same paragraph to clarify that the specific design
features of the system being backed up must be considered in evaluating the
design of the backup system.

Rationale for the .evision to the Introductory Paragraph in the
Recommendations Section:

The proposed wording change from "non-computer based" to "simple, proven"
provides a functional '« rement for the backup system without specifying
what hardware is or is acceptable. This paragraph and the following
recommendations should provide functional requirements for protection
against common mode failures, not dictate the type of hardware.

Rationale for Revision of Recommendation 1:

The proposed wording change (Insert 1) is provided to clarify that electro-
mechanical and analog components need not be considered in the common mode
failure analysis. The probability of common mode failure of these devices
is considered to be sufficiently Tow as to not require co.sideration. This
is based on their simplicity, time in service, and the time between actual

independent failures that would be propagated by a potential common mode
failure.

Rationale for Revision of Recommendation 2:

The proposed wording (Insert 2) is provided because the probability of a
design basis event (i.e., Chapter 15 event) concurrent with another event
is so low as to not require considerition in conjunction with a common mode
failure (the common mode failure is also a very low probabil*ty event).




Rationale for Revision of Recommendation 3:

The proposed wording change from “"equivalent" to "adequate" and the added
sentence (Insert 3) provides a more specific definition of the protection
to be provided.

Rationale for Revision of Recommendation 4:

The word deletions and additions (Inserts 4 and 5) are proposed to
establish criteria for displays and controls of maximum reliability, rather
than 1imiting the designs by dictating the acceptable hardware type. The
proposed wording would allow the designer to achieve the necessary
reliability goals while not precluding the benefits of digital technology.
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