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2) Turbine building tour sheets for the following dates:
Decembe. 2%, 1991, January 2, 3, 6, 9, 12, 14, 20, 22, 25, 31,
1962, and Pebruary 17, 1992,

3) Reactor Ruilding Tour Sheet “»r Janvary 18, 1992,

' chyedcel Evidence:

None

¢ Qthes:

Zenior Site Protection Supervisor Richard Bwart provided B, Frantz and
F. Coppinger a tour of the new cable apresding room,

INVESTIGATION RESULIS®

On Tuesday, March 17, 1992, John J, Barton, Oyster Creek Vice
President /Director requested an investigation to assess the overall cenduct of
plant tours by O ations personnel at Oyster Cveek. This investigation was
directed toward two areas. The first area covered & review of vital area
entries of nuclear plant operatore ueing their security issuved Leycards, and
entry into radioclogically contro'led areae (RCA'®) ae evidenced by radiation
work permite (RWP's). These en.ries would be compared to areas reguired tu be
entered during the three nuclear plant opera..c (NPO) tours (intake area,
turbine building, and reactor building), Richard Bwart, Senior Site
Protection Supervieor, c5d Rocco Pezella, Site Protection Supervisor were
given responeibility to obtain the keycard records via the security vomputer.
Richard Nash, Technical Aralyst Senior I, was given the responsibility to
obtain the RWP data. The second area covered a review of the readings
reecorded on the nuclear plant operator tour sheete and a comparison tc plant
conditions to determine if readinge recorded were ~onsistent with plant
eonditions. Robin Brown, Mi .ager Radlological Waste (Radwaste) Operations,
wa# given reeponsibility for compietion of this se~ond area. After obtaining
and reviewing the information, it wae turned over to the security
investigators for disposition.

The following anomalies and concerns surfaced as a result of this
comparative review process:
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tour should perform twe complete rounds covering all below listed eguipment
and areas. Readinge shall be conpleced on the first round, and compared to
actual conditions during the secor ' round, to note changing trends in
egquipment.” The tour sheets indicate that a nuclear plant operator “"ehould”
make a pecond tour for the purpose of noting changing trends in eguipment.
[(NOTE: Ascording to American National uvtandard ANSI/ANS 3,.3-1982; “should®
denotes ¢ recommendation, “"shall® denotes a requirement). A review of the
pecurity xeycard data for nuclear plant operators for the previously indicated
three month period showed onc NPO (NPO1S) who always entered each vital area
twice per shift., Two other NPO'®, (NPO4 and NPO7). frequently reentered all
vital areas twice per shift, while ‘he remainder of nuclear plant operators
entered all vita) areas twice per shift on an infrequent basip.

Seven nuclear plant operatore who frequently did not enter all assigned
vital areas twice per shift were randomly selected to be
interviewed. 1In addition, five other nuclear plant operators (NPO3, NPOB,
NPO10 NPOLL #nd NPO!2) were aleo selected for interview based upon other
anomalies which appl.ed specifically to them. All twelve of these NPO'®s were
guestioned about why they freguently did not rrenter some vital areas.
Generally, these (12) N¥O's listed the same reasons for not freguently
reentering some vital arean. The reasons sre &s follows: the workload of
the nuclear plant operators which included resin tisnefere, and roquire two or
three NPO's, surveillances, higher priority jobe, and/or concentration on
coerating plant systems. These NPO's weare also askea Lf they notified their
respective group operating supervisor (GOS8) ar group ehift supervisor (G8S)
that a complete second tour was not accomplished, or if a notation was placed
on tiy tour sheet when portions of a second tour were not made. Several of
the NFPO'e indicated that they expected their GOS to know that a full second
tour could not be completed based upon the tact that the GOS assigned them to
additional duties, Other NPC'es said it had not occurred to them to notify
Lheir GO8. None of thise twelve nuclear plant oprrators indicated that they
noted an incomplete second tour on their tour sheet.

NPO4 and NPO7 were questioned as to why they frequently made two
complete toure of their aesigred areae. NPO4 said he did not find it
difficult to complete two tours provided the workioad was not too large. NPO4
said he would not normally rote an incomplete second tour on his tour sheet,
but he would notify the next WPO assigned to the same tour, to ensure that
this next NPO performs a thorough check. NPO7 said there are timea when he
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canr ot complete a second tour due to the haavy workload, but he tries to get
two complete tours done,

The review of the security keycard recorde for Nuclear Plant Operator
NPOLl3, revealed that NPO1S entered the vital areas twice for each assigned
tour during the perind of Decemrer U1, 1991, Lhrougr February 29, 1992. NPOL1S
wag interviewed to determine how he managed to accomplish two complete tours
per shift. NPO15 said he felt it was his responsibllity to condict iwo
complete tours, and if thie could not be accomplished it was aleo his
responeibility to inform his GOS. NPO1S sald he would make this notification
to the GOS ir order to keep him (the GOS) informed of what work was or was not
accomplished,

Another unomaly that was identified via the security keycard records of
the nuclear plant operators, wae that there was no indication of anyone
entering the arw cable spreading room on January 22, 1992 during the 0800-1600
shift. The new cable spreading room i# included on page (1), section (2) of
the Turbine Bullding Tour Sheet. The tour sheet does not specify what actione
are required to be performed during the check, but it does require the
assigned operator to log his initiale in the space provided. A check of the
new cable spreading room requires utilizing a sucurity issued keycard to gain
entry into the room. R. Bwart provided B. Frantz and F, Coppinger a tour of
the new cable spreading room, which is located on the 63 foot elevation of the
turbine building. Essentiaily, thies area conta‘ns electrical cables and cable
traye.

In order (o determine if there wae any error in the operation of the
gecurity computer, or the keycard readers at the new cable spreading room,
several evoluticons were performed. Fivet, the new cable spreading room door
keycard readers were checked for all operations department personnel entries
and exits. Bacause this did not indicate any NPC activity at the keycard
readers, NPQO12'e eycard wae checked individually for ail activity during the
shift. NPOl2 wau the NPO who signed @ Turbine Building Tour Sheet for the
0800~1700 ehift on January 22, 1992. Although this keycard report showed
activity at the main gate, control room and 4160 eswitchgear room, it did not
show any activity for the nuw cable spreading room, A further check was made
of all personnel with keycards fc: activity at the new cable epreading room
for the aforementioned date and shift., This activity report showed only
security personnel entering and exitiny the room. A final check was made to
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decermine if there were any “"terminal downe” on the keycard readere for the
nev cable spresding room, A “"terminal dowr® is a mesesage the keycard reader
sende to the Central Processing Unit (CPU) in order to inform the security
alarm station cvparators of a problem with a keycard reader. This final check
failed to indicate any keyvard reader problems.

Oon April 07, 1992, NPO12 wae interviewed regarding the aforementioned
issue. During the interview, NPO12 wes asked if he coul. identify the
handwriting, initiale and eignature on the January 22, 1992, 0B00-16C" shift
Turbine Bullding Tour Sheet. NPO12 confirmed hie handwriting, initiale and
signature, NPOL12 was inforred that there were o mecurity keycards entries or
exite for himeelf or any other operations Jepartment personnel at the new
cable spreading room, &and B, Franty reviewed the security computer keycard
data with him. NPO12 was then guestioned about why he indicated his initiale
on the tour sheel when there was nu confirmatio: of hie entry into the area.

NPO12 s2id he believed he entered the new cable apreading room, and he
did not believe thrt ha forgot to enter the room. NPOlZ said the purpose of
entering thie area ie to inevect for f.res. NPO12 sald there have been
instances vhere the keycard readers would aot grant him access and they would
indicate "entry denied, " but ho did not know if that type of incident ococurred
on January 22, 1992, R, Bwart explained taa. an "entry denied" message may be
caused by one of three reasone. I1f an employee improperly i'serts his keycard
into the reader, an “"entry denied" message will result. If a keycard is not
progranmed for access into a vital area this will also cause an "entry denied®
message, in addition to a keycard which ie not validated for accees into the
protected or vital areas. Eince NPOll's keycard wen valid und he dida have
authorized access to the new cable sprewding room;, improper irsertion of the
keycard would be the apparent reason to cause an “entry d-niea" missage for
NPO12's keycard, 1If an “"entry denied” meesage is received for improper
insertion, the security computer would not r¢(ceive the message, but the
electronic door release would not function until the keycard is inuerted
properly. Section 4.4.), of vyster Creek Station Procedure Numnber 106,
states, "Oun tour sheets, satiefactory completion of a checkliet item will be
documented with the initials of the person performing the iten verification."

Another anomaly that was identified by the securit, computer keycard
recorde of the operation department personnel cccuried on January 02, 1992,
during the midnight to OBOO shift. Ouring this date and chift, there was no
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indication of any entry into tne new cable spreading room by anyone with'n the
Operations department. (e same type of svcurity computer cross checle were
utilized ae in the case of NPO12, in order to determine if anyone from the
Operations department was present in thie area during the aforementioned date
and shift, This crose check reveaied that three secirity perso.nel were the
only individuals to keycard in and out of the new cable spreading room.
NPOl1l's esignature appeared ¢ the Turbine Building Tour Sheet for tnis date
and he was subseguently interviewed regarding the identif.ed anomaly. NPO11
wae provided with the Turbine Building Tour Sheet for January 02, 1992, and he
way asked if he recognized the signature, handwriting and initials on

the tour sheet., NPOll cvonfirmed that the signature, handwriting and initiale
were his. NPOll wae informed that there was no indica ' ion of entry into the
new cable spreading room by himself, or anyoi« else fror the Operations
department, and the security computer keycard records were displayed and
e«plained to NPOl1l., NPOll waw then asked for an explanation as to why his
initiale appeared on the Turbine Bulilding Tour Sheet when there wes no
ovidence of entry into the new cable spreading room, NPUll said he did not
recall the specific day, but offered a possible explanstion, NPOll said he
may have been o the roof checking the fans a.d received a ctll ove:' the rad.o
to respond to another ares. NPOll said if this did ocour, he way have
crmpleted the tour sheet at a later time, placing hie initials in the block
believing he had entered the room. NPOIl said there are numerous cccasions
during & snitr when his assigned tour ie interrupted and thie could have been
one of those occasione. The fane that NPO1ll referred to are located on the
roof of the office building adjacent tov the new cable spreading roor door. A
check of these fans is ré uirea by the [urbine Building Tour Sheet on page
{1), section (4).

The fourth anomaly that wae identifled via the review of the security
computer keycard records osccurred on January 18. 1992, during the 0800-1600
ghift, The situation that was (dentified involved NPO8, and the fact that
there was no record of his entry intoc the lower cable spreading room, There
ie only one door for entrance and exit to thie aresa, and it is a vital area
door controlled by & security keycard reader. A check of thies room is
regquired by the Reactor Building Tour Sheet page (1) section 1. A review of
this tour sheet shows that a nuclear plant operator is vequired tu observe and
record (12) volt and amp readings and indicate a check of the brush recordsr
and auto transfer switch DC~E, by placing their initials in the appropriate
space. NPOE was interviewed on April 08, 1992, regarding this anomaly. NPOS
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wap asked if he recognized the signature, initiale, and handwriting on the
tour report. NPOS conficrmed all three elemonte as his own. NPOE was inforued
that the security computer keycard records showed that he did not entar the
lower cable spreading room on thie date nor was there any indication of any
entiy by Operations department personnel. B. Frautz explained the security
keycard printouts to NPOB, including how his posa.ble entries/exists were
checked and crows checked into the lower cable spreading room. NPOB was asked
if he could offer eny explanation why he recorded readinys on the Reactor
Building Tour Sheet for the lower ~able spreading room, when there was no
evidence of his entry into the area. Initially, NPOB seid that he had broken
his keycard and a new one was issued. Frantz confirmed this was true;
however, NPO: did not receive a new keycard until January 23, 1992, five daye
after this incident, NPOB was again asked how he obtained the readings
indicated on the tour sheet if he was .t present in the lower cable epreading
rooi. NPOB replied, "I don't know." Durii: the interview the ilessue was
revieited, and NPOB wae asked if it wae possible he could have taken the
previous shift's readings and recorded them for his shift., NPOB replied, "No,
I don‘t norwally do that." NPOB was then asked if he recorded a previous
shift's readings on thie occasion. NFOB replied, "No, 1 don't do that. I do
my job here. My answer is No, 1 don't know,"

On April 09, 1992, at the regueet of Ul, a check of keycard maintenance
recorde was performed by P, Ewart in order to determine if any wcrk orders had
berr subnitted on the keycard readers at the new cable ppreading room or the
lower cable eprsading room. Thie check revealed that the "in" reader on the
new cable spreading room had been tagged with a deficiency tag on January 8,
i952. hecause the kevcard reader would not accept keycards. ™“.e “in" reesder
wa® repaired on the same day, January 8, 1992, At the lower cable spreading
room, the “out" reader was replaced on two occaesions, September 12, 1991, and
March 25, 1992, due to "terminal downe" on the keycard reader. A "terminal
down" prevents the use of the keycard readers and disables certain alarm
functione that work in correlation with the keycard reader. The three dates
indicated above were not dates during which any of the anomaliee ldentified in
this report were in guestion.

On April 9, 1992, Nuclear Plant Operator NPOl10 was interviewed in an
attempt to resolve several anomalies which were identified as a result of the
review of NPO10's security computer keycard date and the comparison to Turbine
Builuing Tour Sheets. The security computer keycard data revealad that there
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comparstive readinge. The three tour loge do not require that personnel make
a second cvomplete tour and the operative word that is recogniczed in the
language at “he top of the tour report is "should.” The reasons that the
perscornel listed for not making two complete toucs were reasonable to pelieve.
It is worthiy to note that NPOL1S wmade two complete toure in every arsa he was
assigned, and that both NPO? and NPO4 were relatively consistent in making two
complete tours of their assigned areas.

2) On January 22, 1992, Nuclear Plant Operator (NPO12) did not enter
the new cable spreading room as reqguired by the Turbine Bullding
Tour Sheet, but indicated he performed the task by placing his
initiale in the epace provided on the tour sheet.

This han been substantiated. On January 22, 1992, NPO12 was assinned to
the 0800~1600 ghift, and was reeponeible for completing a check of the new
cable spreading room according to the Tvrbine Building Tour Sheet. Although
NPO1Z2 placed his initiale in the space provided, which indicatee satisfactory
completion of a check ) ist item according to Oyster Creek Procedure 106,
Section 4.4.1, there w&s no documented entry to the new cable spreading room
by NPO12 or any Operstione department persounel, according to the security
computer keycard records. NPO12 believed he did enter the area, but could not
offer a further erplanat.on for the lack of a keycard entry and/or exit,

3) On Januar: 2, 1992, Nuclear Plant Operator (NPOll) did not enter
the new cable spreading room as required by the Turbine Building
Tour fheet, but indicated he performed the task by placing hie
initials in the space provided on the tour sheet,

This hee been substantiated. On January 2, 1992, NPOll waa assigned to
the midnight to 0800 shift, and wae responsible for completing a check of the
new cable spreading room according to the Turbine Building Tour Sheet. NPO11l
placed his initials in the space provided, which indicated satiafactory
completion of the checklist item according to Procedure 106, Section 4.4.1,
but there wae no documented entry (according to the security computer keycard
records) into the n®w cable spreading room by NPOll or any other operations
department personnel. NPOl. offered a possible expianation saying that he may
have been o1 the roof of the office building checkiny the fens and received a
radio call to respnnd to another area. NPOll said he may have completed that
portion of the tour sheet at a later time, and inadvertently piaced hie
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cable sp' ading room on occasions because he did not feel it was necessary.
When NPOJU wae informed of the five dates where no evidence of his entry could
be found, NPO10 replied, "Yes that's possible, very likely."

6) On five dates, December 29, 19%1, Januvary 3, %, and 14, 1992, and
February 17, 1992, Wuclear Plant Operator (NPO3) did not enter the
new cable spreading room as required by the Turbiie Juilding Tour
Sheet, but provided an indication of entry by recording his
initiale ir the spa.e provided on the tour sheet.

Thie has been substantiated. NPO3 was aesigned to the 7800-1600 shift
on December 29, 1991; the 1600-2400 shift on January 3, and 6, and February
17, 197°2; and the midnight-~08M" shift on January 14, 1992, During all these
dates and shifts, NPO3 was assigned to complete the Turbine Building Tour, and
one of the regquirements of the tour is entry into the new cable epreading
room. NPO3 indicated his entry by placing his initials on tihe tour wsheet,
however, there was no docunentary evidence (as indice sl by the security
computer weycard records) of his entry into the area. A check of other
operatic. department personnel showed that CRO1 had entered t!e new cable
spreading room on January 14, 1992, during the n.dnight -~ 0800 shift, These
records of entries and exits from the new cable spreading i1°.m were obtained
through the security computer keycard recovds. After NPO3 was informed of the
findings regarding this pilece of the investigation, NPO3 said that he may have
forgotten to go into the area. During the latter portion of the interview,
NPO3 aleo offered the explanat!on that the space on the tour sheet to initial,
indicating completion of the rew cable spreading room chack, was too close to
the space for the initjale required for the computer room check. NPO3
believed this may have taused him to initial the apace for the new cable
spreading room without actually entering the area. If NPO3 would have only
had one incident involving not entering the new cable spreading room, absent
n ' adedness may be considered, but with five incidents, thie excuse appears
unreasonable to bellieve.

7) Several nuclear plant operators did not accurately record readings
and/or comments in the proper epaces provided on the Turbine
Building, Reactor Building nd/or Intake Area Tour Sheets.

Although interviews of the nuclear plant operators idantified by Robin
Brown's analysis of the tour sheets wae not pursued, it is believed that the
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EILE MAINTAINED AT:

The full investigative file of this case will be maintained in the
office of the Nuclear Security Agent at TMI and referenced as Case #030991-018
0C. Security computer keycard data, Turbine Building Tour Sheetse and Reactor
Building ‘our Sheets for the dates and shifte indicated in this report are not
included with this report, but sare available for review in the office of the
Nuclear Security hgent at TMI.

Investigator Signature:

Brian R. Frantz Date
Nuclear Security Agent, TMI

Investigator Signature:

Francis J. Coppinger Date
Security Anaiyst 111

Reviewed/Concurred:

James F. Stacey Date
Security Manager

NSD Review/Approval:

M. K. Pastor Date
Nuclear Security Director



