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SUMMARY
Scope:

This routine, announced inspection was conducted in various aspects of

the Physical Security Program. Specific areas evaluated were effectiveness of
management control, vital access control for personnel and vehicles, testing,
maintenance and compensatory measures, protection of safeguards information,
and access authorization.

Results:
In the areas inspected, three violations were identified.
1. Failure to maintain renuired records (Paragraph 2.c).
2. Failure to control Safeguards Information (Paragraph 3).

3. Failure to comply with the Access Authorization Requirements
(Paragraph 4).

Effectiveness of management control was identified as a weaknes® in the
Security Program. The licensee has made significant progress in elimirating
and correcting mechanical/hardware errors. However, efforts to eliminate and
correct personnel errors have not been fully successful as ‘ndicated by the
three above violations and other items identified in Paragraph 2.a. Vital
area access control of personnel and vehicles was found adequate and met the
commitments of the Physical Security Plan and regulatory requirements. The
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fatiure to maintain testing and maintenance records according to regulatory
requirements and Security Plan commitments was not indicative of a
programmatic problem in this area but rather an indicator of personnel error
problems. The protection of safeguards information program was another area
indicating personnel error. This was a recurring problem and also a weakness
in the Security Program. The Access Authorization violation was a personnel
error event, not repetitive, and did not indicate a weakness in the program.

These errors and problems taken collectively indicate a deterioration of the
implementation of the security program and weakness in the effectiveness cf
managem~nt control in this area.
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