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Results: The physical security program was found to be effective and directed toward assuring
public health and safety. Management support was evident through continuing prograri reviews
and upgrades. The licensee was found to be in compliance with NRC requirements in the areas

inspected. One unresolved FFD iss:.», one FFD vioiation and six open FFD items were closed.
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re-analysis of the original urine or blood sample within 60 days of receipt
of the final test results from the MRO. The employee may specify re-
analysis by the original laboratory or by another certified laboratory,”
The revised section is now consistent with the NRC rule;

revised Page 10, item number 6 of the Drug and Alcohol Abuse Policy,
Revision 1, dated March 1, 1991, to read "After successful completion of
EAP (Employee Assistance Program) recommended actions, the employee
will be subject to an unannounced testing program. In addition, all
employees with an active Ginna Station badge will be reinstated to the
random testing pool.” The revised section is now consistent with the
NRC rule; and

revised its Collection Process and Chain of Custody procedure, FFD-9,
Revision 1, dated June 1, 1991, to provide the Site Collection Officers
with step-by-step instructions for carrying out the coilection process to
eliminate the potential for Site Collection Officers to deviate from
acceptable practices.

The inspector’s review of the licensee's corrective actions on these items during
this inspection found the actions to be adequate. No deficiencies were noted.

3.0 Management Support and Security Program Plans
Management Support

Management support for the licensee’s physical security program was determined
to be aggressive by the inspector., The inspector noted the active involvement of
corporate management in observations and reviews of the continuing progress
being made on program upgrades and enhancements.

Since the last routine physical inspection, which was documented in NRC
Inspection Report No. 50-244/91-22, the licensee continued to upgrade the
security program as described below:

ourchased seven new weapons;

purchased three new training systess that wi! provide the security
officers (§0's) with realistic weapons raining;

purchased fourteen new portable radios;

participation in a five day instructor development seminar by security
training personnel;
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. participation in a training seminar by the security I&C technician on the
new intrusion detection system (IDS) that will be used in the security
upgrade; and

. initiation of a Security Officer of the Month and a Secunity Supervisor of

the Quarter awards programs, effective January 1992,

Based upon the inspector's review of the security program and the efforts being
made to upgrade and enhance it, the inspector determined that management
attention and support is strong.

Secunty Program Plans
The inspector verified that changes to the licensee's security program and plans,
as implemented, did not decrease the effectiveness of the respective plans, and

had been submitted in accordance with NRC requirements. No discrepancies
were noted.

Audits

The inspector reviewed the licensee's annual QA Audit Report No. 91-29, dated
October 29, 1991, and verified that the audit had been planned and carned out
in accordance with the NRC-approved security plan (the Plan). The audit was

very comprehensive in scope, and the results were reported 10 the appropriate
level of management. No deficiencies were noted.

The licensee continued to supplement the NRC-required annual program audit by
performing assessments of security activities. The inspector reviewed the
assessments and determined that they were very thorough ani objective.
Appropriate corrective actions were noted to have been recommended and
initiated, where applicable.

The inspector conducted a physical inspection of the protected area (PA) barrier
on March 18, 1992, and determined by observation that the barrier was installed
and maintained as described in the Plan. No deficiencies were noted.



The nspictor requested that the licensee conduct tests of the PA penmeter IDS
on March 18, 1992, Numerous tests were conducted around the entire perimeter
and the inspector determined that the detection system was installed, maintained
and operated as committed 1o in the Plan. However, the inspector identified five
areas that did not alarm as required duning the inspector-requested testing.

THIS PARAGRAPH CONTAINS SAFEGUARDS
INFORMATION AND IS NOT FOR PUBLIC
DISCLOSURE 11 15 INTENTIONALLY

LEFT BLANK,

Isolation Zones

The inspector venified that the isolation zones were adequately maintained to
permit observation of activities on both sides of the PA barrier, No deficiencies
were noted.

Assessment Aids

Potential problems w.th assessment aids identified during inspections 90-21 and
91-06 were noted by the inspector to have been included in the assessment system
upgrade. Based on the inspector’s observations and discussions with licensee
management, the assessment system upgrades are expected to be complete by
October 1992. The work completed to date has been very effective in correcting
prior weaknesses identified by the NRC. This matter will continue to be
reviewed during subsequent inspections.

E i f3giny

The inspector conducted 2 PA and isolation zone lighting survey on
March 18, 1992, accompanied by the Security Operations Coordinator. The
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The inspector determined that the licensee was exercising positive control over
personnel access to the PA and vital areas (VAs), This determination was based
on the followng:

5.1.1

5.1
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5.1.4

5.1.5

The inspector venfied by observation that personnel were properly
identified, and authorization was checked, prior to issuance of badges and
key cards. No deficiencies were noted.

The inspector verified that the licensee wak precautions ti ensure that an
unauthonized name could not be added to the access list by having a
member of management review the list every 31 days. No deficiencies
were noted.

The inspector verified that the licensee .aad a search program, as
committed to in the Plan, for firearms, explosives, incendiary devices and
other unauthorized materials. The inspector observed plant personnel and
visitor access processing several times during the inspection and
interviewed SO's and the licensee’s security staff regarding personnel
access procedures. No deficiencies were noted.

The inspector determined, by observation, that individuals in the PA
displayed their access badges as required. No deficiencies were noted.

The inspector verified that the licensee had escort procedures for visitors
to the PA and VA's, No deficiencies were noted.

The inspector verified that the licensee had a mechanism for expediting
access to vital e¢tipment during emerg=ncies and that the mechanism was
adequate for its purpose. No deficiencies were noted.

Package and Material Access Control

The inspector determined that the licensee was exercising positive control over
packages and materials that are brought into the PA at the main access control

portal.

The inspector reviewed the package and material control procedures and

found that they were consistent with commitments in the Plan. The inspector also
observed package and material processing and interviewed SO’s and the licensee’s
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security staff about package and material control procedures. No deficiencies
were noted.

5.3 Nehicle Access Control

The inspector determined that the licensee properly controls access to and within
the PA. The inspector verified that vehicles were properly processed prior to
entering the PA. The process was consistent with commitments in the Plan, The
inspector also reviewed the vehicle search procedures and determined tiicy were
consistent with commitments in the Plan. This determination was made by
observing vehicle processing and search, inspection of vehicle logs, and by
interviewing SO's and licensee’s security staff about vehicle processing and
search procedures. No deficiencies were noted.
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The inspector observed the operations of the Central Alarm Station (CAS) and tne
Secondary Alarm Station (SAS) and determined that they were maintained and operated
as committed to in the Plan. CAS and SAS operators were interviewed by the inspector
and found to be knowledgeable of their duties and responsibilities. The inspector verified
that the CAS and SAS did not contain any operational activities that would interfere with
assessment and response functions. No deficiencies were noted.

The inspector also verified that the CAS and SAS operators maintain continuous
commuaication with on-duty security officers and were capable of requesting assistance
from law enforcement agencies. No deficiencies were noted.

The inspector reviewed testing and maintenance records and confirmed that the records
committed to in the Plan were on file and readily available for licensee and NRC review,
The station provides 1&C technicians to repair/replace and test any security equipmer'
that requires corrective maintenance. The inspector determined, through a review of
work request records, that repairs were being completed in a timely manner and that
security is receiving appropriate prioritization of work requests. No deficiencies were
noted.

The inspector reviewed the licensee’s use of compensatory measures and determined
them to be as committed to in the plan. No deficiencies were noted.



8.0  Exit Interview

The inspector met with the licensee representatives indicated in Paragraph | at the
conclusion of the inspection on March 20, 1992, At that time, the purpose and scope of
the inspection were reviewed and the findings were presented.
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