|

| FEGUARDS INFORMATION
f ﬁvggmmon MADE BY AG -Lowin I
¢

U. §. NUCLEAR REGULATORY COMMISSION

| REGION 1
| Report No,  $0:271/92:08
| Docket No. 50271
| License No. DPR-28
Licensee: Yermont Yankee Nuclear Power Corporation
RD.S, Box 169
Ferry Road
Brattieboro, Yermont 05301
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Inspection At: Yermon, Yermont
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R. J. Albert, @hysical Secunty Inspector date
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R R. Keimi Chn feguards Section date
vaision of uu afety and Safeguards

; Licensee Action on Previously Identified NRC Findings in the Fitness-for-
Duty {FFD) and Security Programs; Management Support; Protected Area Physical Barriers
and Assessment Aids; Protected and Vital Area Access Control of Personnel and Packages;
Alarm Stations and Communications; Testing and Maintenance Records; and Security
Training and Qualification.

Results: The licensee was in compliance with NRC requirements in the areas inspected.

The licensee's actions to correct FFD Program findings and six violatic - © were reviewed; the
FFD items and three violations were found to be satisfactory and closed. Corrective actions
for the other three violations were either completed or in progress but further inspection was
deemed warranted, Potential weaknesses were identified in access control and in the
protection of safeguards information.
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Licensee

R. Grippardi, Quality Assurance Supervisor
S. Jefferson, Assistant to Plant Manager

J. Moranity, Security Supervisor

R. Pagodin, Technical Services Superintendent
D. Reid, Plant Manager

M. Vamo, Plant Services Supervisor

Contractor
* W. Jacobson, Security Operations Supervisor, Cireen Mountain Security
Services (GMSS)

R. Landry, Secur:ty Trainer, GMSS |
G, Sherer, Security Trainer, GMSS

U, S, Nuclear Regulatory Commiission
* P. Harris, Resident Inspector

* indicates those present at the exit meeting

The inspector a'so interviewed other personnel and members of the licensee and
contract security forces during this inspection.

| During the initial Fitness-for-Duty (FFD) inspection that was conducted on
December 12-14, 1990, potential program weaknesses were identified as items

| to be reviewed during a subsequent inspection. The licensee's corrective

| actions for those items were reviewed during this inspection and were found to

I

be acceptable, as follows:

2.1.1 The licensee's written policies and procedures did not: (1) require
employees to report the usage of “wer-the-counter drugs which could
induce impairment, (2) mandate that the medical review officer (MRO)
provide the opportunity for an interview to individuals who tested
positive for drugs before the MRO would confirm the test results as
positive, (3) delegate authority in the absence of key program
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personnel, and (4) contain step-by-step insiruction for specimen
collection personnel. The licensee revised its policies and procedures
10 address those aspects of its program.

2.1.2 The tracking mechanism for supervisory FFD training did not appear
effective. The licensee's corrective actions requires its Personnel
Office to notify its Training Department in writing when individuals are
prom~ted to supervisory positions. The Training Department then
coordinates aru schedules the training.

2.1.3 The frequency of random testi-y on weekends, holidays and backshifts
was minimal. The licensee's corrective actions included establishing a
quarterly frequency for testing on weekends and holidays; and
increasing testing on backshifts,

2.1.4 The ceiling tiles in the collection room were not secured. The licensee
secured the tiles.

2.1.5 The cellection room contained a small desk which had an open
vompartment. The licensee secured the compartment.

2.2 Security Program

2.2.1 (Open) Violation (50-271/89-08-03): faiiure to provide adequate
assessment aids to assess protected area (PA) intrusion detection system
(IDS) alarms. During this inspection, the inspector reviewed the status
of ths licensee's corrective actions, The licensee is in the final phase
of upgrading its assessment aids.
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This item will remain open pending completion of the work and NRC
imnspection.
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However, il appeared that more management oversight might be needed in the area of
loggable safeguards events to ensure that prompt corrective measures are implemented
for recurring events. The inspector reviewed the licensee's iogs for calendar years
1991 and 1992 to the date of inspection. The logs reflected eight separate entries
involving deficiencies in the protection of safeguards information (SGI). The licensee
committed to review its procedures for the protection of SGI and evaluate its training
program in regards to the handling of SGI. This area will be reviewed during
subsequent inspections,

The inspector conducted a physical inspection of the PA barrier on

February 25, 1992, and determined by observation that the barrier was
installed and maintained as described in the physical security plan (the Plan).
No deficiencies were noted.

4.2 [solation Zongs

The inspector verified that the isolation zones were adequately maintained to
permit observation of activities on both sides of the PA barrier. No
daficiencies were noted.

4.3 Assessment Alds

The inspector cbserved the PA perimeter assessment aids and determined that
they were installed and operated as committed to in the Plan, The licensee
was in the process of rectifying previously identified deficiencies as described
in Section 2.2.1 of this report,

4.4 Protected Area and Isolaticn Zone Lighting
The inspector conducted a lighting survey of the PA and isolation zones on

February 24, 1992, The inspector determined by observation that lighting in
the PA and isolation zones was adequate. No deficiencies were noted.

5.1 Personnel Access Control
The insrector determined that the licensee was exercising positive control over

personne] access to the PA and Vital Areas (VAs). This determination was
based on the following:
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5.1.1 Tue inspector verified that personnel were prope:ly identified and |
authonzation was checked prior to issuance of access badges and key
cards,

5.1.2 The inspector verified that the licensee has a search program for
firearms, explosives, incendiary devices and other unauthonzed
materials as committed to in the Plan. The inspector observed
personnel access processing during shift changes, visitor access
processing, and interviewed menbers of the security force and
licensee's security staff regarding personnel access procedures.

5.1.3 The inspector determined, by observation, that individuals in the PA
and VAs display their access badges as required.

5.1.4 The inspector venfied that the licensee has escort procedures for
| visitors in the PA and the VAs.
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This iiem will be reviewd during subsequent inspections.

5.2 Package and Material Access Control

The inspector de . mined that the licensee was exercising positive control over
packages and matenals that are brough® into the PA at the main access control
point. While observing package and material processing, the inspector
identified a potential weakness.
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The inspector met with the licensee representatives indicated in Paragraph | at the
conclusion of the inspection on February 28, 1992, At that time, the purpose and
scope of the inspection were reviewed and the findings were presented. The
licensee's commitments, as documented in this report, were reviewed and confirmed
vith the licensee.
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