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Licensee: Commonwealth Edison Company
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Inspection Summary

reas pected: Routine unannounced physical security inspection involving:
Management Support; Protected and Vital Arca Physical Barriers, Detection and
Assessment Aids: Protected and Vital Area Access Control of Personnel,
Packages and Vehicles; Alarm Stations and Communications; Power Supply:
Testing, Maintenance and Compensatory Measures; Security Training and
Qualification; and followup on a previously identified inspection finding,
and a review of information received by Region Ill regarding sleeping of
security officers on the night shift,
Results: No violations or KRC requirements were roted. The reviewed
Tnformativn concerning sleeping security officers was not substantiated.

Inspection results concluded that the licensee's performance continues to be
effective in implementing the site security program, Specificelly, senior
plant management continued 1n chow strong support four the security program

as evidenced by short and long terr plenning irvolving equipment upgrades

and personnel allocation. Security force manacement at the licensee and
contractor Jevel was effective in assuring program implementation. Licensee
security personnei a* the site and corporate level continue to have a

strong working relationship. Security equipment was operating in an adequate
and reliable manner. Security staffing at the licensee and contractor leve)
was ampie to meet security progran requirements.
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DETAILS

Key Persons Contacted

In addition to the key members of the licensee's staff listed below,
the inspector interviewed other licensee employees and members of the
security organizetion, The asterick (*) cdenotes tiose present st the
Exit Interview conducted on March 10, 1682,

*C. Schroeder, Station Manager

*F. Kanwischer, Services Director

*T. Josefik, Station Security Administrator

*B. Saunders, Corporate Security Administrator

*t. Carrnll, Regulatory Assurance

*D. Saccomando, wWuclear Licensing

*E. Mayer, NOP Inspection

*U. Koehn, District Manager, Burns International Security Services, Inc,

*V, Gengler, Security Force Manager, Burns International Security
Services, Inc.

W. Pogers, Senior Resident Inspector, USNRC
*M. Peck. Residenrt Inspector, USNRC
*K. Shembarger, Peactor Engineer, USNRC

Followup on a Previous Inspection Finding (1P 92702)

(Closed) Violation, Severity Level 1V (Report Nos. 50-237/91016-01;
50-249 /91079017

This violation was described in Section & of Lhe above report and related
to security's failure to search a package prior te admittance to the
protected area, The failure was attributed to procedural ambiguities

and & lack of communication between security officers to assure adequate
package control, When identified, the licersee modified twe security
procedures (SP0 4 and 5) to remove ambiguities, In addition, security
management committed to provide overviev to assure proper searching
echniques. No reply was necessary to this violation,

Current inspection verified the adequacy of package search requirements,
The inspector observed package search activities, conducted interviews
of security officers regarding package search techniques, ard observed
supervisory activities relating to package search vverview. No problems
were noted., This i1tem is closed.

Entrance and Exit Interviews

a. At the beginning of the inspection, the Station Security
Administrator was inTormed of the purpose of this visit and the
functional areas to be examined.

. The inspector met with the licensee representatives denoted in
Section 1 at the conclusion of the inspection on March 10, 1902,
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A general description of the scope of the inspection was provided,
Briefiy listed below are the findings discussed during the exit
interview, The details of each finding discussed are referenced,
as noted, in this report, Ircluded below is a statement provided
by or describing licensee manacement's rasponse to each finding,

(1) No viclations or open items were identified end licensee
representetives were advised that one previously identified
inspection finding was closed based ¢n out review of licensee
corrective action. (Refer to Section {)

{2) Inspection activities identified positive licensee action in
the areas of management support, quality of security management
personnel and security staffing levels, Security equipment was
operating in an adequate mauner,

(3) Licensee management was informed that informetion received by
Region 111 regarding security officers sleeping on the night
shift was reviewed. The concern was not substantiated. (Refer
to report attachwent for further details)

Program Areas Inspected (MC 0610):

Listed below are the arcas which were examined by the inspector within
the scope of these inspection activities in which no violations, deviations,
unresolved or open items were id«ntified. These areas were reviewed and
eviluated as deered necessary by the inspector tc meet the specified
"Inspection Requirements” (Section 02) of the applicable NRC Inspection
Procedure (IP) and the licensee's approved security plan, Only those
areas in which findinos were identified are discussed 1n subsequent
report sections., Sampling reviews included interviews, observations,
testing of equipment, document reviews and at times drills or exercises
that provide independent verification of your ability to meet security
cermitments, The depth and scope of activities were conducted ac deemed
apprepriate and necessary fur the program area and operationa. status of
the security system,

Number Proqgram Area and Inspection Requirements Reviewed

81700 Physical Security Program for Power Reactors

a. Management Support: (0la) Degree of Management Supdort;

b. Protected and Vital Area Barriers: (02a) PA and VA Barriers
Meet Commitments and Provided Keruired Penetration Fesistance;
(02b) Isclation Zones Adeaquately Maintained; (02¢) Detection
Aids Funcilionally Effective, Meet Commitments, and no
Vulnerabilities to Avoid Detection; (02d) Assessment Aids
Functiona! and Meet Commitments,

¢. Acceis Control-Personnel, Packeges, and Vehicles:
103a) Positive Rccess Coentrol to Tnciude: Proper
ldentification; Reauired Personnel Screening Completed;
Adequate Saarch Upon Entering PA; Badges Displayed:







when the cfficer was approached, the officer became alert. The accused
officer was interviewed and stated that his head was down and the
perception could have been he was asleep. Investigation results did not
substantiate that the officer was asleep.

Tho contractor's investigation identified no further incidents involving
security officers sleeping, However, the investigation did identify that
the officer involved in the identification of the event failed to report
the incident to security supervision. Apparently, the officer told only
other afficers of the incident. Two security supervisors became aware of
the a'leged sieeping incident through one of these officers. The two
supervisors were interviewed. Both acknowledged hearing of the incident,
but concluded 1t was a rumor, and did rot investigate or report the
incident.

Contractor procedure: required security officers to report any unusual
pccurrences to their supervisors and supervisors are reauired to
investigate the event and document the results,

The inspector confirmed that six members of the security force were
suspended pending completion of the investigation, Subsequent to the
investigation, all six individuals were reinstated and two security
supervisors were demoted one rank for failing to investigate an event
and several security officers recefved written warning for untimely
notification of a pnssible inattention tu duty incident.

Conclusion: Based on interviews and a review of records, the concern that
security officers on the night shift were sleeping was rot substantiated.
It was substantiated that six officers were suspended pending completicn
of the contractor's invesiigation, No regulatory issues were identified.
This 1ssue 1s closed,
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