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Federal Computer Systems That Contain Sensitive Information
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Appendix B

If the system is either under development or undergoing a major
modification, provide information about onethods being used to
assure that up-front security requirements are included.

E. General Description/Purpose - A brief (1-3 paragraph)
description of the function and purpcse of the system (e.g.,
Medicare claims processing, network support for an organization,
business census data analysis, crop reporting support, etc.).

Computer security requirements should be coordinated between end
users and those responsible for any support system(s) being used.
Plans for such reguirements must be based on an understanding of
what is being protected. Thus, if this is a general support
system, the nature of the uses made or the applications being
supported should also be described.

F. System Environment and Special Considerations - A brief (1-3
paragraphs) general description of the technical uystem, Include
any environmental factors that cause special security concerns,
such as: it is loceted in a harsh or overseas environment;
software is rapidly implemented; it is an open network used by the
general public or with overseas access; the application |is
processed at a facility outside of the agency's control; the
general support mainframe has dial-up lines; etc.

G. Information Contact(s) = The name, title, organization, and
telephone number of one cr more perscns designated to be the point
of contact for this system. The designated persons should have
sufficient knowledge of the system to be able to provide additional
information or points of contact, as needed.

II. SENSITIVITY OF INFORMATION HANDLED

This sectiw.n should provide a description of the types of
information handled by the system and thus provide the basis for
the system's security requirements. It should contain the
following information:

A. Applicable Laws or Regulations Affecting the System - List any
laws or regulations that establish specific requirements for
confidentiality, integrity, or availability of information in the
system. Examples might include the Privacy Act or a specific
statute or regulation concerning the information processed (e.g.,
tax or census data). Note: This should not be a list of
technical standards concerning how to protect systems once the
need for such protection has been determined. For this reason,
the Computer Security Act of 1987 should not be listed here.
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If the system processes records subject to the Privacy Act,
include the number and title of the Privacy Act system(s) of
records and whether the system(s) is used for computer matching
activities.

B. General Description of Information Sensitivity - The purpose
of this section is to indicate the type and relative importance
of protection needed for the identified system. A system may
need protection for one or more of the following reasons:

o Confidentiality =~ The system contains information that
requires protection from unauthorized disclosure.
Examples: timed dissemination (e.g., crop report
data), perscnal data (covered by Privacy Act),
proprietary business information.

[ Integrity - The system contains information which must
be protected from unauthorized, unanticipated or
unintentional modification, including the detection of
such activities. Examples: systems critical to safety
or life support, financial transaction systens.

o Availability =~ The system contains information or
provides services which must be available on a timely
basis to meet mission requirements or to avoid
substantial losses. Examples: air traffic contrel,
economic indicators, or hurricane forecasting.

Describe, in general terms, the information handled by the system
and the need for protective measures.

° Relate the information handled to each of the three
basic protection reguirements above (confidentiality,
integrity, and availability).

o Include a statement of the estimated risk and magnitude
©of the harm resulting from the loss, misuse, or
unauthorized access to or modification of information
in the system. To the extent possible, describe this
impact in terms or cost, inability to carry out
mandated functions, timeliness, etc.

For each of the three categories (confidentiality, inteqrity, and
availability), indicate if the protection reguirement i::

o High - a critical concern of the system.

o Medium - an important concern, but not necessarily
paramount in the organization's priorities.

[} Low =~ some minimal level of security is required, but
not to the same degree as the previcus two categories,
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III. SYSTEM SECURITY MEASURES

This section should describe the control measures (in place or
planned) that are intended to me«t the protection requirements of
the system,. The types of control measures should be consistent
with the need for protection of the system described in the
previous section.

A. Risk Assessment and Managerment - Risk assessment and management
are crucial elements of the sucurity planning process which
include identification of informational and other assets of the
system, threats that could affect the Confidentiality / integrity
/ availability of the system, important system vulrnerabilities
to the threats, potential impacts from threat activity,
identification of protection requirements to control the risks,
and selecticn of appropriate security measures. How was the risk
related to the above~listed factors determined for this system?

B. Applicable Guidance =~ 1Indicate, to the extent practical,
specific standards or other guidance used in the design,
implementation, or operation of the protective measures used on
the system (e.g., rilevant Federal or industry standards). This
should include agency policy and guidance documents.

C. Security Control Measures - Two sets of controls are discussed
on subseguent pages =~ one for Major Applications and the other
for General Support Systens. Contreols included should be
addressed from the perspective of the individual having direct

A §-p for the system. For each system, conly
the set corresponding to the system category designated under
Basic System Identification needs to be completed.

The controls described are derived from reguirements and guidance
in the Computer Security Act, OMB Circular No. A-130, Appendix
I1I, "“Management of Federal Information Resources," and
applicable Federal Information Processing Standards and Special
Publications produced by the National Institute of Standards and
Technelogy.

D. Security Control Measure Status - For each control measure on
the appropriate list, specify whether it is:

© In_ Place - Control measures of the type listed are in
place and operational, and Jjudged ¢to be effective.
Describe in general terms.

o Planned - Specific contrel measures (new, enhanced,
ate. ) are planned for the systenm. A general
description of the planned neasures, resources involved
and expected operational dates should be provided.

o
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and contingency activities. They also include descriptions
of end user procedures. Documentation should be coordinated
with the data center and/or network manager(s) to ensure
that adequate application and installation documentation are
maintained to provide continuity of operations.

4. SECURITY AWARENESS AND TRAINING =~ security awareness and
training of wusers, technical staff, and managers concerning the
application.

a. Security Awareness and Training Measures - All enmployees
involved with the management, use, design, development,
maintenance or operation of the application should be awvare
©f their security responsibilities and trained how to
fulfill then.

S, TECHNICAL CONTROLS -~ hardware and software controls used to
provide automated and/or facilitate manual protections. Normally
these types of controls are coordinated with the network and/or
data center manager.

a. User Identification and Authentication -~ Controls used to
identify or verify the eligibility of a station, originator,
or individual to access specific categories of information,
to perform an astivity, or to verify the integrity of data
that have been stored, transmitted, or otherwise exposed to
possible unauthorized modification. Such controls include
the use of passwords, tokens, biometrics or other personal
mechanisms to authenticate identity.

b. Authorization/Access Controls =~ Hardware or software
features that are designed to permit only authorized access
te or within the application, ¢tov restrict users to
authorized transactions and functions, and/or to detect
unauthorized activities (e.g., access control lists).

¢. Data Integrity/Validation Controls - Controls used to
protect data from accidental or malicious alteration or
destruction, and provide assurance to the user that the data
meets an expectation about its quality (e.g., EFT message
authentication). Validation controls refer to tests and
evaluations used to determine compliance with security
specifications and reguirements.

d. Audit Trails and Journaling - Controls that provide a
transaction monitoring capability with a chronological
record of applicatien activities. This enables
reconstruction of a transaction from its inception to final
results -- including any modification of files.

6. COMPLEMENTARY CONTROLS PROVIDED BY SUPPORT SYSTEMS - The
perscn responsible for the application should understand and

8
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Appendix B

3. OPERATIONAL CONTROLS - day-to-day procedures and mechanisms
to protect operational systems,

a. Physical & Environmental Protection - Controis used to
protect against a wide variety of physical and environmental
threats and hazards including deliberate intrusions, natural
or man-made hazards, and utility outages or breakdowns
(e.g., computer room locks, special fire fighting equipment,
"hardened" communications, etc.).

b. Production, I/0 Controle - Controls over the handling,
processing, storage, and disposal of input and ocutput from
the support system (e.g., controlled or locked output boxes,
tape or data screening, etc.).

¢. Emergency, Backup, and Contingency Planning -~ Appropriate
emergency, backup and contingency plans should be in place
and tested regularly to assure the continuity of support in
the event of system failure. These plans should be known to
users and coordinated with their plans.

d. Audit and Variance Detection =~ Controls that allow
management to conduct an independent review of systen
records and activities in order to teest for adequacy of
system controls, and to detect and react to departures from
established policies, rules, and procedures. Variance
detection includes the use of system logs and audit trails
to check for anomalies in the number of system accesses,
types of accesses, or files accessed by users.

e. Hardware and System Software Maintenance Controls -

Controls used to monitor the installation of and updates to

hardware and operating system and other system software to
| ensure that the software functions as expected and that an
| historical record is maintained of system changes. They may
’ also be used to ensure that only authorized software is
| allowed on the system, These controls may include hardware
| and system software configuration policy that grants
| managerial approval to modifications, then documents the
| changes. They may also include some products useful for
| “virus" protection.
|

f. Documentation =~ Controls in the form of descriptions of
the hardware, software, and policies, standards, and
procedures related to computer security on the support
system, to include backup and contingency activities. They
alsc include uescriptions of operator procedures.

4. SECURITY AWARENESS AND TRAINING - security awareness and
training of users, technical staff, and managers concerning the
system.

10
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