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AllSTRACT

'lhis dxument proudes ruidelines it.t U.S. Nuclear rity I'lans for l~cdcrat Computer Systems That Contain
Iteputatory Commivion managers, other staff members, Senutise Information." Arency inanapers, network ad-
and contractors w ho are retoonuble for developing com- ministratois system users,and sceurity olheer shouldbe
puter i.ceurity plans for local area networks. It was devel- included when planning for security to ensure that all
oped to supplement Ollice of hianagement and lluJret areas of concerns are conuJered.
Ilulletin No. 40-08, *Ouidance for l' reparation of Secu-
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PI(EFACE

cess to on inodtheation of infonnation u NitC net-
'this document provides ruidelines for U.S. Nedrar woiked computer systems
llerulatory Commiuton manapers, other staff rnembers,
and contractors who are reyvmsible for preparing sceu-
rity plans for kical area nr tworks. It was developed by the underuand the nature anJ catent of senutive .nfor.e

National Institute of Standards and 'icchoctory to sup' ination sptoms and the sceunty regmrements for

plement the ruidance in Off tee of Manageinent and such quems

fludget(OMil)llulletin No.90418 ''Ouidance for Prepa-
sation of Security Plans for l'ederal Computer Spterm understand the adequacy of the admmistrative,
'that Contain Senutive Information." which rnandates manaremtnt, and tedmical approx bes usto in

e

secunty plans but does not address local area networks. protecting senutive sptems m netwoiled emnon-
'lhe ruidehnes on how to piepar e a security plan f or local rnents
area nuworks are to be used by the NitC staf f and con.
tractors along with OMil Ilulletm No. 40-0M. 'the objec-
tivesof these ruidelines are to help ageng personnel and understand the esponubibties and accountabilitye Ledfor the secunty of senutne sptems in neNo:
contracion' enuromnents

understand the procca for preparing a nowo Le

security plan m conjunction with OMll Ilulletin understand the :equirements for additional guiJ.e

No. 40 418 anee, standards, auistance, training, and new te(h-
nology to improve the piotection of senutive infor-

reduce the risk and ruagmtude of harm that could mation resources.*

tesult f rom the low, rnisuse, or unauthori/cd nc-
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Instructions It r Preparing Security Plans Ifor imcal Area Networks ino
Coinpliance Witti OMll Ilulletin No. 90 08

'lhis dm oment is to be used as a comlunion documer t to 1). System Operational Status
Office of Management and lludget (OMll)llulletin No.
90-05i *0uidance for Preparation of Secunty Plans for Describe the operat.ional status of the network (i.e., op-
l'ederal Computer Systems'lhat Contam Sensitive Infor. crational, t.nder development, or undergoing a major
mation," when preparing a computer security plan for a modiheation\
localarea network (1 AN), A sample i AN set uti+y plan is
includedas Appendis A tothisdocument;OMilIlulletin I$. Cetteral 1)escripilott/I'ltrpose
No. 90418 is reproduced in Appendis 11. p i& M 6 o W b d m W pu p M

this network. Include a concise desenption of the type of
Wormabon that is handled by th neworL

1. System identification
'

e What Lind of infor mation does this neIwor L contain
'this scetion of the l AN security plan should contain basic or transmit (e p., project data, personnel data)?
identifying tnformation.

What is the nature of the appheations (i.e, what is*

A. Responsible Organizatiori
llave the security requirements been coordmatede

Name the organization that is responubl: for ensuring between the users and network management (i.e., ,

network continuity. Str te if this network is run by a con- has the netwo:L security of fleer polled the usets to
tractor or Ctate agency. determine what types of security requirements are

needed)?
II, Systeni Name/l'ille

14 Systern 1,tnironment aml h,pecial
,

.

'lhe title should be meaningful and should describe the Considerations
system, Leeping in mind the organi/ation's imssion 'lhis

Prov de a general description of the technical system.title is not always what users or operators call the stem
(c.p., the I AN). It should be descriptive of the k id of IMui environmental conectns. Desenbe the operating

processmg that is done (e.g., personnel /paytoll I AN). aW wiimbom udhva.

llow is the opetating and applications sof tware li-e

C. System Culegory censed (i.e., site wide, multiple user, ungle user)?

Most networks will be categoriicd as general suppott 15 the network hicated in an office buildmp, in ae

o ulig facility. or off site?systems; however, some networks can be major apphea-
Oon tystems.

At e there any special conditions such as high traffic*
areas, water damage, or earthquakes? Is this net-

Major Application: A major application system performs wot h located in a harsh or overseas environment?
a clearly defined function for which there are readily
identifiable security considerations and needt is this network connected to any public lines ore

networks? Is there any dial up capability?
is the netwoth dedicated to one appheation? Is thee

What equipment does this network consist of(e p ,network rnanaged as a part of the application? e

per sonal eomputers, mmicomputers. mainframes)?

General Suppott S) stem: A general support sys' * con-
sists el hardware and software that provide genes,o auto- What is the network operating system? What are.

mated data proecssing (ADP) or network support for a the sohware pMages that run'on this network?
vanety of users and appheations. Are these packages oll the.shell or custom-made

software?
Does this networ L pr nide general ADP support fore

a variety of users and appheations? If none of the Who ate the users of this network (i.e., is it usede

applications are seakitive, perhaps the support sys- within the agency, between agencies, by contrac-
tem itself may be considered sensitive. tors by the general public by foreign nationals)?

1 NltitlWillO0lts

| j
. _ .

. . .. .. . .
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Iusituctions

Are there any other types of interf aces with other - Is this network used for scientific or medicale

1 ederal and non I~cderal rptems? rescanh where the inf ormation needs to be a1
accurate as powhic te g., pharmaceutical test.

G. Infortnation Contact (s) 'np inhuinanon, cancer testa (h datap

Avadabdity:'Ihe need to protect irdormation fromeProvide the name, title, otranimation. and telephone intentional and unintentional low (e g , mr ttaffic
numN r ol onc or mot s persons designated to be the pomt
of contact for thn network.'nus contact inust be knowl. conttol mformation, payment diwemination).

edreable enough to proude adJilional information re- Don this network store or transm" informa.-

paidmr the use and sceurity of this networn, if needed tion that needs to be asailable m a liti cly man-
(e p., rystems admirustrator, security of ficer). ner (e p..eensus, mformation, air trathe control

information)?

11. Sensitivity of Inforumtion llamileti
- %,ould the unavailahdity of tha network cause

~lhis section shoald untain a desenption of the types of a low of hf e, tuonetary low, failut e of Ihe nren-

information handled by this Fystem and thus proude the 0% :niuion, or embat tawinent to the Govern-
ment?basa for the systemi sceuthy requirements.'the follow.

ing should be included: llow long can this othee function without the
use of thn network?

A. Applicalite 1.nus or llegulations
Allecting the Splem l'or each eateror) honhdentiahty,interrity, and avaitabil-

ity), indicate a protection requif ement of high, medium,
ihamples are the Privacy Act and the 1 inana,d Manapers or low.
Internty Act.

Ill. System Security Measures
11. General 1)escription of Information .thn section should contam a desenption of the control

gensjggyjgy measures IoaMentam whnh contioisand ptoceduroare
The mforrnahon stoled on and transmitted by this net, needed to protect this netwoik, threats and vul-
wor k should be ndJiewed in accordance with Ok1H llulle. nerabih. ties ined to be awcwed.

1in No. 9th (18.
A. llisk Assessment untl Managentent

A sptem may need ptotection for one or umte of the
llisk awenment and manarement af e er utial eleinents offollowing s easorn: the secunty plannmp pnwess.

Conhdentiality: 'the need to ptotett mformation 113 a rnk anMpii, of tb netwolk em been per.* ,

from intentional and unintentional dm losur e (c.p., formed? If so. desctibe the methodology used.
personal data, proprietary mfonnation).

"""*
- Does thw network store or transnut informa-

tion sin h as Social Security numbets, inedical Proude a Int of specific standatds or other puidance that
information, financial inf ormation, Ome e. was used in the design, implernentation, or operation of
lease entical informat on? the proteclise measures used on this network.

Internty: 'lhe need to protect mformation from pat standars or pmdehnes were used in the de-e
*

intentional and unintentional rnodifnation te p., fe sign, implementation, or operation of the protee-
Inc mures that are used on this network (e,g.,nancial informahon, scientihe research informa-
enetypnon key, data authentication, key manape-gion).
ment, N1(C computer secunty pohey documents)?

- 1)oes ths netwoit store or transmit hfe thicat- Wasany pohg,puideline or standarddesclopedbye

oung infoi manon (e.g., air ti allie contn;l infor. k N' md m A Wmmsm,%s dmauon, huardous weather conditions); ggmggn g , og _ ,,
Does this network store or transmit such infoi- g g .; g .g
manon that if us accuraq were not protetted,
the apency's imWon could not be an om- 'I here are twa sets of conttolv one for major appheations
phshed? and one for renetal ADi' support splena liccause

NUlti GiHit.OlM ?
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Instructions

netwoils tend to be rencial suppon systems, Section F 2. 1)cvelopment/ implementation Controls
oill most likely be used. If the netwot L is a major applica-
tion, use Section 15. State whether the conuols are m lhese controls ensure t hat protection is built into the net-
p' lace planned,in place and planned, or tot appheable, work, especially during network development. >

l or the planned controls, give the date when these con.
trols willbe implemented. lt is aho helpful to the netwot k a. 5ccurity Specifications
manager and users to describe these control measurca.

Security specifications should be in place for

D. Sectirity C,ontrol Measures Status the ap(topriate technical, administrative,physica and perumnel security required for
"

l'or each of the c<mtrol tricasures in Sections li and P.
specify if it is (1) in plaec. (2) planned. (3) in place and Are the appropriate technical specifi-e
planned, or (4) not applicable. cations m place for this network?

Do thw technical specifications in.10. Secur*W Control Measures for Ma.jur e

pp calguns clude security for shared file accusg,g
sut h as hie hicking and record kicking?

1. hianagement Controls
h a pauword management sptem ine

- lhese controls are used for the ovetull manarcinent of
'

the networ k as a major appheation.1 hey include authori- Atc controls in place for personnel se-e

ration, peramnel screening, risk manapement, and av eut ay? Atc appropriate personnel pro.
sigtunent of security responsibility. eedutes and policies in place?_

a. Anignment of Security Resp <nmMity b. Isesign Rceicw und Tnring

<

,the assignment of security responsihihty n A design review and systems test should be.

important to ensute,that secutsty is consid. completed liefole this major application net.

cred. The perum asugned this tesponubihty work is in operation. 'lhe review and test are

should be responsible for all avpects of the needed to ensure that the major application

security of the network. nehvmk meets the security specihcations.
l'ull documentation of this design review and
test should be kept and maintained.*

Who is responsible if something rocs*

wrong? lias the respimubility for the llave a design review and test beene

security of this network been auigned? completed? Do the results show that
1his responsibility should N(fl~ be as- the major applica tion netwotk incets
signed to the tietwork adtninistrator. the security specifications required?
Often if the network administrator and
secutdy of ficer at e the same, security is c. Certification
overhioked to keep the netwo k run-
ning. Networks should be certified in accordance

with Ohtli llulletin No. M1-08.
b. Peruutnel Screening

lias management authori/cd this net.e

Perhonnel screening should be in place!. This w or k for sensitive pnicening?lhis may

screening should include making sute only - include any constraints placed on proc.

. personnel with a need to know have accew to essmg. such ns- no procewing during

the networic nonwork houts or no use of dial up
lines,

liase personnel had backrtound 3 Operaponal Controhe

chetts?

'lhese controls m(lude the day to-day procedures and
Does anyone who can accew the net- rnechanisms that ate urd to protect the operational ap-e

work need to be streened? plicauo networks-

3 Ntil(1;Gillibul6f.
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Instructions

Are these 1,lans readily available fora. Physical and Environmental Protection e

the network manager and users in case

'these controls provide for the physical and of an emergency? 'these plans should
environmental protection of the network,in- ensure the continuity of support in the
cluding all physical protection devices such as event of a network failure,

fire extinguishers, hicks, or video cameras.
is there an alternative network thate

Are controls in place to protect this could be usedin case of an emergency?
*

netwotk against physical and emiron- Can the duties of this office be per.e
mental threats and hazards? formed manually in case of an emer.

Is this network housed in an office EC"CY7*

building with doors that can be h3cked? d. Audit and l'ariance Detection
Are any twitches or terminals accessi-
ble to unauthorized personnel? These controls allow management to conduct

independent reviews of records and activities
is there 24-hour guard service? to test the adequacy of controls and to detecte

and react to departures from establi .ed poli-
Is proper firefighting equipment avail- cies, rules, and procedures. Vaiiance detec-.

able? tion checks for anomatics in such items as
numbers and types of transac* ions and vol-

Are proper water detection devices ume and dollar thresholds, and other devia-*

along with means to elimmate excess tions from standard activity profiles.
water available?

Ate there controls that will allow man-e

Are fire, heat, and t.moke detectors in agement to conduct an independent re-.

place? view of the systems records and activi-
ties? The purpose of this review should

Are uninterruptible power supplies or be to test the adequacy of network con-.

electrical surge protectors available? trols and to detect and react to depar-
tures from established procedures,

b. noduction, llO finimt! Output | Controls policies, and niles.

Are there sign-in and sign out logs forThese controls provide for the proper han- *

a 'ng, processing, storage, and disposal of the those who have physical access to the

input and output of the network. network server?

Are job request forms necessary? If so,oAre controls in place to manage the.

inp" w uitput? This includes the are they used?

s qe Jisposal of printouts and is there a mechanism to monitor thee
flotc .ettex or other media on network load and number of access at-which' infmmation is stored or data tempts?
screening.

is there any software residing on thise
* Are m.put and output media properly network that monitors for viruses or

labeled (e.g., labels statmg " project other anomalies?
x,y,z" or " sensitive")?

~ " "~ " "
c. Emen;ency, Backup, and Contingency Planning

These ccmtrois are used to monttor applica-
These controls include the measures that are tion software installation and updates. They
to be used to ensure continuity of support in ensure that the software functions as ex-
the event of a network failure. pected and that a lustorical record of applica-

tion system changes is maintained.
Are the appropriate emergency,.

Are controls in place to momtor thebackup, and contmgency plans in place .

for this network? application software updates?
1

l
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Instructions

is there a software c(mfiguration pol- e liow often is this coune offered?e
,

icy? If so, who authorites the software
Do all employees have to attend this -changes and updates? e

course periodically?
is a record kept and maintained regard-e

is security covered in any other ADPing the software changes and updates? e

If so, is this record available to the ap- training such as Wordperfect, d!!ase,
propriate personnel w hen it is needed? or lotus 1,2,3?

5. Technical ControlsAre virus-protection products used toe

- check tf application software has been 'lhis section should be completed in accordance with
modified? OMil Ilulletin No. 90-08.

f. Documentation Most of the following controls are found within the net-
. work operating sptem and should be described in the net-

.Du.s section should be completed m. accor- work operating system documentation.
dance with OMil Ilulletin No. 90-08.

"' " "" # "
Are there descriptions of the hardware*

and software, policies, and procedures 'Ihese controls are used to verify the identity
related to the computer secunty of the of a station, originator, or individual before
network? These should include backup allowing access to the network.'lhey are the
and contingency plans for the network basis for authorization and access controls,
and a description of the operator procc-

is user identification required to accessdures- e

this network?
Are there descriptions of the networke

Does this network pass this identifica-laytmt, software, hardware, and con- *

figuration or cable charts? tion to other networks that are con-

/ nected?
- Are thete descriptions of the end user.

Are passwords, tokens, or otherprocedures regarding proper handling *

of sensitive data? mechamsms used to authenticate the
identity of a user (e.g., encryption keys,

Are these descriptions readily available fmgerprints, voice or signature authen- -*

to all who need access to them? tiatien) before access to the network is
granted?

Are there any maintenance contractse
b, .luthori:ation/ Access Controlsregardingthisnetwork? Are theyacces,

sible to the personnel who need them? Dese controls are used to detect and/or per-
mit only authorized access to or within the4. Security Awareness and Training
r etwork.

a. Security Awareness and Training Measures Does the operating system offer con-.

.this section should be enmpleted in accor' trols to restrict access to the operatin\
. e

system? If not, are any controls devel
- dance with OMll Ilulletm No. 90-08. oped tvj the NRC in place?

. . Is a security awareness and training Are any hardware or software featurese
course for users, technical staff, and used to detect and/or permit only
managers in place? authorized access to or within the es-

'

* What is included in this training
course? e Are there limits on access to computer

Does this training address specific net-.

work issues, such as the protection of Does the operating system have built-.

passwords? in authorization and access controls

5 NU RI!GlitR-O lM,
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instructions

ls there a checksum capability withinthat can be adjusted to allow or disallow =

reading, wnting, or executing files and the operating systern that allows files to

programs? he checked after tiansmission to ensure
the correct number of bytes was tram,-

c. Data integrityIVolidation Contmls ierred?

'these controls protect the operating system,
Is an error-checking or error correctingapplication system, and information from al- .

teration or destruction, technique used?

Are any controls in place that providee
ls nonrepudiation available?messare authentication? *

d. Auda Trails and Journaling b. Rik Analysis

These controls provide monitoring and re. Many risk analyses do not address networks

cordmg capabilities to retam a chronologiert directly.

record of system activities * Did the risk analysis that was used ad-*

dnu the network hec @is there an audit trail mechanism toe

record and manitor network activity c, pc7,yyncfSc,ccy;yg
(e.g., system log)?

Personnel screening should be in place. 'lhis
Can this mechanism be used to recon- screening should include making sure only.

struct the activities of the netwmk personnel with a need to know have access to
when a problem is detected? the network.

e llave personnel had background6. Complementary Controls Provided by Support
Systems checks?

Does anyone who can access the net-.

l,' . Secur,tly Control Measures far General work need to be screened?
Support Systems

" "

1. Management Controls
'lhese controls ensure that adequate security is built into

These controls are used for the oserall management of nnd maintained in the network to minimite the damage
the network, They include authon/ation, personnel that could occur as a result of threats and vulnerabilities,

screening, risk management, and assignment of security
a. Acquisitwn Specificationsresponsibility.

Security should be included in the acquisition
a. Assignment of Security Responsibihty

spec fications for a network. It is less expen.
. sive to hase secunty built into the network

The assignment of security responsibihty is - f rom the beginning. When adding sceurity to
import |mt to ensure continuity of network an already existing network, many vol-
operations, the person assigned this respon- nerabilities may be overhioked.
sibihty should be responsible for all aspects of
the secunty of the network. Was secunty included in the hfe cycle.

Who is responsible if something goes.

wrong? lias the responsibility for the llave the appropriate specifications.

secunty of this network been assigned? been considered in the technical, ad-
This resp (msibility should NOT be av ministrative, physical, and personnel
signed to the network administrator. security areas?
Often if the network administr'; tor and

Do all the contracts for the pmeure-security officer are the same, security is .

overksked to keep the network run- ment of computer hardware, software,
ninp. and setvices for this network include a

N URI;G/lRO 166 6
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instructions

specification for security require- 6. Production.110 |Inpulloutput| Controls
ments?

'these controls provide for the proper han-
- h. Accreditation /Ccrtifictnion dling, processing, storage, and disposal of the

input and output of the network.

Networks should be accredited and cenified Arc controls in place to manage thee
in accordance with OMil Ilulletin No. 90 08, input and output? ' Ibis includes the

storage and disposal of printouts and
lias management auti.orized this net- IIOPPY . diskettes or other media one

work for processing sensitive informa, which information is stored or data <

tion? 'lhis may include any constraints screening.

placed on processing, such as no proc'
essing durmg nonworking hours or no Are input and output media properly*

use of dial-up lines. labeled (e.g., labels stating " project
x.y,r,, or " sensitive")?

.

3. - Operational Controls c. Emergency, Backup, und Contingency Planning

'these controls should melude physical and environ. *lhese controls include the measures that are.

mental protection, emergency backup systems, contm- to be used to ensure continuity of support in
gency planning, audit and variance detection, mainte. the esent of a network f ailure.
nance of application software, documentation, and a

. Are the appropriate emergency,periodic check for viruses.
back up, and contingeng plans in place

,

for this network?
a. Physical und Environmental Protection

Are these plans readily available fore

the network manager and users in case
'lhese controls provide for the physical and of an emergency?'these plans shouldenvironmental protection of the network,in-
ciuding all physical protection devices such as ensure the continuity of support in the

evem of a network iailure.fire extinguishers, kicks, or video cameras,

is there an alternative network thate

Are wntrols in place to protect this could be uscd in case of an emergency?e

network against physical and environ-
Can the dutics of this office be per- -

.

mental threats and hazards? =

formed manually in case of an emer-

Is this network house.1 in an office*

building with doors that can be kicked. d. Audit and l'uriance Dctcction
Arc any switches or terminals accessi-
ble to unauthorized personnel? 'these cor.trols allow management to conduct

independent reviews of s ecords and activities .

. Is there 24. hour guard scrsice? to test the adequaq of controls and to detect.

and react to departures from established poh.
cies, rules, and procedures. Variance detec-

- Is proper firefighting equipment avail- tion checks for anomalies in 8uch items as
=

'

able? numbers and types of transactions and vols
time and dollar thresholds, and other devia-

Are proper water detection devices tions from standard activity profiles..

along with means to eliininate escess
Are there controls that will allow man-water available? *

agement to conduct an independent re-

Are fire, heat, and smoke detectors in view of the systems records and activi..

place? tics?'Ihc purpose of this review should
be to test the adequacy of network con-
trols and to detect and react to depar.

Are uninterruptible power supplies or tures from the established procedures,
-*

electrical surge protectors available? policies, and rules.

7 NURIXilllR 0166
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Instructions

Are there sign-in and sign-out logs of 4. Security Awareness and Traininge

those who have physical access to the
network server? a. Security Awareness and Training Measures

1his bection should lx. completed in accor-
Are job request forms necessary? If so,e

dance with Omit llulletin No. 90-08.
,

are they used?

s a smnty awan ness and traininge
is there a mechanism to monitor the coune r usen, inhmeal staE ande

network load and number of access at- *"""EC'"I" P "'#7I
tempts?

e What is included in this training
is there any software residing on this course?e

network that monitors for viruses?
Does this training address specific net-e

c. Hardware and System Maintenance Controh work issues, such as the protection of
passwords?

This section should be completed in accor-
dance with OMil Ilulletin No. 90-08. * How often is this course offered?

Do all employees have to attend this.Are controls in place to monitor thee

installation of sof tware updates?'ihese coune penodically?

controls include keeping a historical re- 1 Technical Controls
cord of the system changes and ensur-
ing that only authorized software is in- Most of the following controls are found within the net-
stalled on the network. work operating system and should be described in the net-

"" " " " '
is there a record of all installations ande

modifications of software and hard' a. User Idennfication and Authentication
ware?

'lhese controls are used to verify the identity
is the software and hardware tested be- of a station, originator, or individual beforee

fore the real-time use of the system allowing access to the network.They are the
goes into effect? basis for authoritation and access controls.

Is user identification required to accessf. &curaentation . *

this network?

This section should be completed in accor-
Does this network pass this identifica.*dance with OMil Ilulletin No. 90-08.
tion to other networks that are con.
nected?Are there descriptions of the hardware*

and software, policies, and pnecdures swords. tokens orother mecha-e
related to the computer security of the nisms used to authenucate the identity
network? ,Ihese should melude backup of a user (e.g., encryption keys, finger-
and contingency plans for the network nts, voice or signature authentica-

- and a description of the operator procc- tion) before access to the work is
'C** granted?

Are there descriptions of the network b. Aut/mrimnon/ Access Controlse

layout, software, hardware, and con-
figuration or cable charts? 'lhese controls are used to detect and/or per-

mit only authorized access to or within the
Are these descriptions rcadily available network,e

to all who need access to them?
Does the operatmp system offer con-=

Are there any maintenance contracts trols to restrict access to the operating*

regardmg this network? Are they acces- system? If not, are any controls devel-
sible to the personnel w ho need them? oped by the NRC in place?

1
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Instructions

Are any hardware or software icatutes c. Con)identiality Controls*

used to detect and/or pcrmit only
authorized access to or within the sys- 'these controls provide protection for data
tem used (e.g., access lists)? that must be held in confidence and protected

from unauthorized disclosure.1 hey may pro -
Are there limits on access to computer vide data protection at the user site, at thee

programming resources? computer facility, in transit, or some combi.
"

Does the operating system have built-.

in authorization and access controls'

that can be adjusted to allow or disallow
is encryption used to ensure confidenti-e

reading, writing, or executing files and ality during storage or transmission?

programs?
Are any other technical means used to.

e. Integrity Controls . protect confidentiality?
_

1hese controls protect the operating system, 6. Controls Over the Security of Applications
application system, and information from al-
teration or destruction. The security of each application that is processed on a

support system could affect the security of all others proc-
Are any controls in place that provide essed on that same system..

message authentication?

is the manager of the network aware of the securitye
Is there a checksum capability within requirements of the applications that are proc-

.

the operating system that allows files to essed? The manager should understand the risk
be checked after transmission to ensure that each application represents to the overall sys-
the correct number of bytes was trans' tem,
ferred?

is an error-checking or error-correcting Are the network users and applications owners*
e

aware of what the network does and does not do totechnique used?
protect sensitive data?

is nonrepudiation available?e

d. Audit Trail Mechanisms IV. Additional Comments

These controls provide rnonitoting and re- This section is intended for additional comments about
cording capabilities to retain a chronological the security of this network and any perceived need for
record of system activities. guidance or standards.

is there anything else of importance about the secu-is there aa audit trail mechanism to e-+

record and monitor network activity rity of this network that was not covered in the
(e.g., system log)? preceding sections?

Can this mechanism be used to recon- Is any additional security guidance or security stan-e *

struct the activities of the network dard needed that would ensure that this network
when a problem is detected? operates more efficiently?

9 NURI!OlllR-Ott6
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Al'I'ENDIX A
SAMPIE SECURITY l'I,AN FOR A I,0 CAL AREA NETWORK

'lhe following is a sample security plan for a hical area and outside the System A area that are not connected to
network (IAN) that follows OMll Ilulletin No,90-08 and Ihe I AN,
the guidelines developed by the National Institute of
Standards and Technology,'lhe following entries should F. System Environment and Special
be included in this security plan. Considerations

1 AN 1 and I AN 2 are fully contained within the System
1. SYSTEM IDENTIFICA,flON

A area nnd require un access code on a keycard to open

A. Itesponsible Organization the door. All I AN servers are kept in a kicked room that
is closely monitmed. Only authorized peisonnel are iu
" *'

U.S. Nuclear Regulatory Commission
liranch: G. Information ContactOffice:

__

" #' "' "' '
11. System Namefritle

System A. 11. SENSITIVITY OF INFoltMATION
llANDI.ED

C. System Category
A. Applicable Laws or llegulations

Major application. AITecting the System.

Information maintained in this system is covered by theD. System Operat, nal Status provisions of the Privacy Act of 1974,5 U.S.C. 552a, andm

"
Operational.

11. General Description of Information
E. General Description / Purpose Sensitivity

The immediate and primary continuing purpose of Sys- Confidentiality of data-Primary concern
tem A is to limit the consequences of incidents at nuclear
power reactors it is used to recommend to State _ and hical integnty of data-Primary concern
authorities whatever actions may be necessary to protect
the public and the environmentJlhe NRC, thn, ugh inde- Availability of data-Primary concern
pendent assessments and support where necessary, adds a
safety factor to help ensure that the protective measures C. Need for l'rotective Measures

. being recommended are adequate,

'the information Ihat is stored on System A's PC worksta-
System A consists of three microcomputer-based subsys- tions is personnel information, that is, employees' Social
tems:(1)1 AN 1. (2)1 AN 2, and (3) personal computer Security numbers, grades, addresses, telephone numbers,
(PC) workstations. and birth dates. This type of information is considered

'

sensitive. For this reason, the system is considered to be
I AN 1 includes workstations throughout the System A sensitive unclassified. No sensitive information is stored
area. It is used to run models, exchange information. and on the i AN. Sensitive information should NIN1!R be
send summary reports to other orgtmii.ations. It also stored on the I.AN.
backs up I AN 2.

D. Estimated Itisk
I AN 2 is the primary support for routine funFons at all
hoursin theSystem Aarea.lteontainsallof theprograms lieeause of the sensitive information that is stoicd in
needed by system A personnel to compile periodic sum- System A, the estimated risk of disclosure with regard to
maries and plant status reportsflhe PC workstation sub. integrity, availabihty, and confidentiality would be a pn-
system comprises several stand alone workstations within mary concern.

A-1 NURl!(i/10bul66
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Appendix A

E. Protection Itcquirement a. Assignment of security Responsibility-In
p' ace.

The System A pCs and LANs must maintain ''high"confi-
dentiality and ''high" integrity for all identifiers such as The duties of system security officer have

Social Security numbers, grades, birth dates, and home been assigned to John Doc, Office of Supply,

telephone numbers because unauthorized access could (xn)xn-xxxx.The dutiesof assistant security

mean loss of privacy for individuals.'lhe System A LANs officer have been assigned to Jane Doc, Of-

must maintain "high" availability because they support fice of Supply, (xn) xxx-xxn.
continuous organizational functions, g p ,g ,g

111. SYSTEM SECUltlTY MEASUllES All agency personnel involved in the use, de-
sign, dev'elopment, operation, or mainte-

A. Itisk Assessment and Management nance of System A undergo a background
investigation. In addition, agency personnel
and contractors must meet the requirements

The National Institute of Standards and Technology for Federal employecs and contractors found
(NISI)(formerly the National flureau of Standards)per- in Office of Personnel Management Federal
formed a formal risk analysis of System A in 1985. The Personnel Manual Chapters 731, 732, and
Office of Information itesources Management, Codes 736.
and Standards Section, performed a risk analysis of the
system in 1990, using the les Alamos Vulnerability 2. Development / Implementation Controls-
Analysis Tool to determine the vulnerabilities m the sys- In place.
tem and ways to correct them,

a. Security S;wcifications-ln place where appli,
11. Applicable Guidance cable.

NRC Appendix 2301," Security of Automated Informa. Operational security requirements have been

tion Systems," dated J uly 25,1985, Part 11, paragraph A.1, defmed for system developers. System A and

adJresses the requirement for unclassified systems proc. System 11 (backup to System A) are being

esung sensitive or sensitive unclassified data. The Pnvacy completed under contracts that specify the

Act, mentioned in Section II. A, also applies. The Con; requimnenN System A is composed largely

puter Security Act of 1987 does not apply. of of6the. shelf com;ments, includmg soft-
ware, that are selected and integrated to meet
operational requirements.

L., Secun.ty Control Measures (Accord.mg to.

OMll Circular No. A-130) b. Design Rcricw and Testing-In place where
applicable.

Specific control measures are in place for System A to
ensure that management of the system is being moni. System A design reviews have been com-
tored. These control measures adhere to the require. pleted,
ments specified in the Computer Security Act of 1987;

c. Ccrrification-in place where applicable,OMil Circular No. A-130, Appendix 111. " Management
of Federal Information Resources"t and applicable Fed. .

i ns r d NI 1. I te dsm

3. Operational Controls-In place.
Secur.ty Control Measures StatusD. i

a. Physical and Environmental Protection-in
Specific managerrent, operational, and technical meas- place.
urcs that nre in place, planned, in place and planned. or
not applicabic are described in Section li of this plan for Access to the System A area is controlled by
System A. keycard doors.

E. Security Control Measures for Major (''h.'$'[ #U l#"puuOutputKontrols- Notp
Applications

c. Emergem y. Backup and Contingency Pian-
1. Management Controls-in place mng-in place.

NURI!G/llR-0166 A-2
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Computer programs and data are backed up Specific security measures that relate to specific ap-
or are available at more than one location in plications are included with user procedures (e.g.,
the event of a localized problem. A tape changing passwords); these measues will be re-
backup is being mstalled on System A, viewed and improved as necessary on the basis of
because the system may, at times, contain this security plan.
information that is not duplicated elsewhere.
Systems in the System A area are designed .i Technical Controls-in place.
with either a system of workstation uninter-

a, llace idcruification and Authenticanon-Inruptible power supplies and mirrored exter.
nal drives or mutual luckup in the event of a Pldec-
workstation failure. A roof-mounted dicscl
generator automatically dehvers power for 1.AN equipment requires an assigned ac-
equipment, telephones, and lighting if there munt and siccharacter passwords for access
is a major loss of power. In ecsc of a more to coinputer programs.
widespread problem, procedures to rely on

b. Authorcation/Am (,vntm/s-In place,paper forms and other communications that
were used before computers were available

System A data and programs can be changedare m place and have been tested. A com- o'nly from a single wor kstation located in the
plete contingency plan is bem, p developed, l.AN area. All I.AN workstations can use

only the programs for which a LAN manager
d. Audit and h. .mance Detection-in place. has granted access.

'

Only one function of System A lends itself to c. Data Integrity /lididation Controls-in place.
" standard activity profiles." Costs access
times and duration, activities, and other audit System A data are checked during transmis-
factors are monitored by the office responsi- ston. Computer programs arc Ncked up us-
ble for the commercial electronic message ing highquality, off-the-shelf software, and
service used to support emergency response data from these pmgrams are generally used
functions, only temporarily and stored on diskettes or

tapes that are physically protected while the
e. Application Software Maintenance Con- data are being used. Messages between the

trois-In place. System A area and the rest of the world are
stored on the protected computers of the

System A software is standard for all users. commercial electronic message service or ar-
One person approves functional modifica. rive via lax (hard copy)in the System A area.
tions, and other designated petsons imple. The pmcedure for exchanging messages in
ment and test the modifications to ensure any medium requires authentication of the
that they do not have unintended operational source and serification of certain data sia
effects, in addition, two persons are iesponsi- telephone to a number arranged in advance,
ble for ensuring that any workstation will
function as required at any time. Ihe latest d. Audd Truds und journahng --In place,
software versions are documented. Sitmlai

l.AN software mamtains records of activities,.

requirements apply to other System A subs)s,
as do the commercial s' .ta bases. The elec-tems.
trome message service also notifies any user if

f. Documentation-In place, unsuccessful attempts have been made to log
m.

Th: Office of Information Resources Man- 6. Complementarv Controls prouded by Support
agement (IRM) maintains security.related Systems-in place,
policies, standards, and other policies. The

'

IRM LAN manager maintams 1.AN system All users of System A who support d.uly activities
documentation. IRM personnel maintam ap- ieceise regular speciah/cd tranung tailored to their
plication documentation, user procedules, roles. One result is that users quickly spot anything
and a maihng list of persons to contact to that differs from w hat they have been trained to ed
address various problems. pect. Members of the staff who are responsible for

System A development, maintenance, and traming
4. Security Awareness and Training-In place. can then use then knowledge of and experience

Ad N Ul(I UllilO O l66
i

1

.. . . _ . . . . . _ . .. . . . . . .



-_ _ _ _ - _ _ _ _ _ _ _ _ _

Appendix A

with the system to identify possible security prob- IV. ADDITIONAL COMMENTS
lems.

Ilecause Ivth staff and computer security are involved,
F. Security Control Measures for General txnh the NI(C Office of Security and the c:mputer secu.

Support Systems rity staff in the office of Information Resources Manate-

Not applicable If the system is a general support system ment will review this security plan.

(a system used by many users in different locations within
the same organization), the information tulled for in Sec-
tion F of Appendix A to OMB Bulletin No.90-08 and the
NIST puidelines should be supplied instead of that called
for in Section E.

NU RiiGlilk -01(ib A-4
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*[ h EXECUTIVE OFFICE OF THE PRESIDENT

| OFFICE OF MANAGEMENT AND BUDGET

.

W ASHINGTON, D.C, 20*03

July 9, 1990
THE DIRECTOR

OMB Bulletin No. 90-08

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISIMElfrS

SUBJECT: Guidance for Preparation of Security Plans for Federal
Computtr Systems that Contain Sensitive Information

1. Purpose. The purpose of this Bulletin is to provide guidance
to Federal agencies on computer security planning activities
required by the Computer Security Act of 1987. This Bulletin
supersedes OMB Bulletin No. 88-16, " Guidance for Preparation and
Submission of Security Plans for Federal Computer Systems
Containing Sensitive Information" (July 6, 1988).

2. Authority. The Computer Security Act of 1987 ("The Act")
(P.L. 100-235), requires' Federal agencies to identify each
computer system that contains sensitive information and to
prepare and implement a plan for the security and privacy of
these systems. The Act further requires agencies to submit
copies of those plans to the National Institute of Standards and
Technology (NIST) and the National Security Agency (NSA) for
advice and comment, and it makes such plans subject to OMB
disapproval.

3. Objectives of the Security Planning Process. The security
planning process is designed to reduce the risk and magnitude of
harm that could result from the loss, misuses or unauthorized
access to or modification of information in Federal computer
systems. This process is intended to help agencies identify and
assesa

e. the nature and extent of sensitive information systems
and the security requirements of such systems;

b. the adequacy of the administrative, management, and
technical approaches used in protecting sensitive
systems;

responsibilities and accountability for the security ofc.
sensitive systems; and

d. requirements for additional guidance, standards,
assistance, training, and new technology to improve the
protection of sensitive information resources.

B- 1
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4. Applicability. This Bu1]etin applies to Federal agencies as
defined in Section 3(b) of the Federal Property and
Administrative Services Act of 1949, as amended. The Bulletin
does not apply to agency operation of systems that contain
classified information, systems involving intelligence
activities, cryptclogic activities related to national security,
or nirect ecmmand and control of military forces. The Bulletin
aluo does not apply to equipment that is integral to a weapons
rystem or direct fulfillment of military or intelligence missions
(excluded by 10 U.S.C. 2315). In addition, it does not apply to
mixed classified / unclassified systems, if such cystems are always
operated under rules for protecting classified information.

5. Changes from OMB Bulletin No. 88-16.

a. This year's effort will focus on implementation
of security plans,

b. There will be site visits to the departments and
agencies to discuss their computer security programs and
identify and fix deficiencies in those programs.

c. New security plans are not required for all systems.
Plans are only required for new systems and those for
which an acceptable plan was not previously reviewed,

d. Guidance for preparing individual plans is revised and
expanded based on last year's experience.

6. Action Required,

a. Every agency must implement security plans for systems
which contain sensitive information, incorporating
appropriate advice and comment from NIST/NSA.

b. Every agency must prepare a new computer security plan
for each system that contains sensitive information, if:

(1) the system is new or significantly modified; or

(2) a plan for the system was not previously sent to
NIST/ NSA for advice and comment (particular
emphasis should be on contractor, State, and local
systems opetsted on behalf of the agency to perform
a Federal function); or

(3) staff members of NIST/MSA advised the agency they
were unable to prcvide advice and comment on the
previous plan for uhe system.

These plans should be consistent with the format shown in
Appendix A. Alternative formats may be used, provided

2
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they contain, at a minimum, the information described in
Appendix A.

Every agency must establish a process to ensure thatc.
independent advice and comment on each plan. developed in
accordance with Section 6.b, above, is provided. Such
advice and comment should be provided prior to developing
a new system or significantly modifying an existing
system,

d. Every agency must ensure that security plans incorporate
appropriate internal control corrective actions
identified pursuant to OMB Circular No. A-123.

Every agency must prepare naterials as described in -

e.
Section 8, meet with OMB, NIST, and USA staff as
described in Sectian 7, and work with NIST and NSA to
improve agency computer security.

7. Assistance Visits,

Agencies will be scheduled for visits by OMB, NIST, anda.
NSA staff. The purpose of these visits will be for OMB
to discuss the agency's implementation of the Act. NIST
and NSA will provide technical advice and assistance on
the agency's security needs as requested,

b. Among the items to be discussed will be:

(1) The completeness of identification of sensitive
computer systems;

(2) The quality, scope, and thoroughness of security
plans; _

(3) Any internal control weaknesses identified pursuant
to OMB Circular No. A-123 related to computer
systems, and plans for addressing those weaknesses;

(4) For agencies subject to OMB Bulletin No. 89-17,
" Federal Information Systems and Technology
Planning" their response to that Bulletin;

(5) Material available in accordance with Section 8,
below,

Agencies should also be prepared to discuss the approachc. that is being taken to ensure that computer security
plans for new or modified computer systems are prepared
and reviewed.

8. Material for Meetings. Agencies should, at a minimum, have

3
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the following information available:

a. agency-wide computer security policies and a summary of
agency computer security procedures, standards, and
requirements;

b. agency assignment of responsibilities for implementation
and operation of the security program;

c. the agency management plan for ensuring implementation of
system computer security plans that includes a
description of:

(1) the involvement of agency management,

(2) how computer security plans are being integrated
into information resources management plans,

(3) the approach for ensuring that funds, personnel
and equipment are planned for and budgeted, and

(4) the implementation schedule;

d. the method used to identify the agency's sensitive
systems;

e. any known agency needs for guidance or assistance.

9. Information Contacts. Questions regarding Appendix A and
other specific plan preparation guidance should be addressed to
Jon Arneson (301 975-3870). Questions concerning other aspects
of this Bulletin may be directed to Ed Springer (202 395-4814.)

_

10. Expiration. This Bulletin will remain in effect until it is
superseded by a revision to OMB Circular No. A-130 and
incorporated into standards or guidelines to be issued by NIST.

Fvw f7sn-
- Richard G. Darman

Director

Attachment

4
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OMB BULLETIN NO. 90- 08
APPENDIX A

INSTRUCTIONS FOR PREPARING SYSTEM SECURITY PLANS

GDEEAL

The objective of computer security planning is to improve
protection of information and information processing resources.
In order for plans for the protection of the resources to be
adequate, the managers most directly af fected by and interested in
the information or processing capabilities must be comfortable that
their information and/or processing capabilities are
adequately protected from loss, misuse, unauthorized access or
modification, unavailability, or undetected activities.

The purpose of the system security plan is to provide a basic
overview of the security and privacy requirements of the subject ,

system and the agency's plan for meeting those requirements. The I

system security plan may also be viewed as documentation of the
structured process of planning adequate, cost-effective security
protection for a system. Thus it should reflect input from various
managers with responsibilities concerning the system, including
functional "end users" or information owners, the system operator
and the system security manager. Additional information may be
included in the basic plan and the structure and format organized
according to agency needs, so long as the elements described below
are adequately covered and are readily identifiable.
It should be noted that plans for the security of contractor,
State, and local systems that perform a Federal function may be
significantly different from plans for Federally operated
systems. The plans for such systems are Federal plans for
actions intended to ensure against the risk of loss or harm from
the Federal government's perspective. Thus, such plans might not
require descriptions of specific developmental, operational, or
technical controls as described in this Appendix, but of controls
measured by functional performance criteria (e.g. , limits on errors
or requirements for certain levels of accuracy). The key in
identifying such systems and planning for their security is to
determine Federal risk and assess the best way to " insure"
against that risk.

Each security plan for a Federally operated system should have four'

basic sections:

I System Identification

II Sensitivity of Information

III System Security Measures

IV Additional Comments

11 - 5
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The remainder of this Appendix contains a description of the
scope, content, and format of each of the four sections.

I. SYSTEM IDENTIFICATION

This section of the plan contains basic identifying information
about the system.

A. Responsible Organization - The specific Federal organizational
subcomponent responsible for the system being reported. If a State
or local government or contractor is actually performing the
function, identify both the Federal and other organization and
describe the relationship.

B. System Name/ Title - Logical boundaries must be drawn around
the various processing, communications, storage, and related
resources to define a system. For planning purposes, those cystems
in an agency or its subordinate elements under the same direct
management control with essentially the same function,
characteristics, and security needs may be treated as a single
system. Each system name/ title should be both meaningful and
distinct from other system names / titles.

C. System Category - Categorize each system as either a major
application, or as a general support system, in line with the
primary management responsibility for the system.

Major application - These are systems that perform clearly-

defined functions for which there are readily identifiable security
considerations and needs. Such a system might actually comprise
many individual application programs and hardware, software, and
telecommunications components.

General support system - These consist of hardware and-

software that provide general ADP or network support for
a variety of users and applications. Individual
applications may be less easily distinguishable than in the
previous category, but such applications may contain sensitive
information. Even if none of the individual applications are
sensitive, however, the support system itself may be considered
sensitive if overall, the aggregate of applications and support
provided are critical to the mission of the agency.

D. System Operational Status - One of the following:

o operational - system is currently in operation.

o Under development - system is currently under design,
development, or implementation.

o Undergoing a major modification - system is currently
undergoing a major conversion or transition.

2
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If the system is either under development or undergoing a major
modification, provide information about unthods being used to
assure that up-front security requirements are included.

A brief (1-3 paragraph)E. General Description / Purpose -

description of the function and purpose of the system (e.g.,

Medicare claims processing, network support for an organization,
business census data analysis, crop reporting support, etc.).

Computer security requirements should be coordinated between end
users and those responsible for any support system (s) being used.
Plans for such requirements must be based on an understanding of
what is being protected. Thus, if this is a general support
system, the nature of the uses made or the applications being
supported should also be described.

F. System Environment and Special Considerations - A brief (1-3
paragraphs) general description of the technical ayaten. Include
any environmental factors that cause special security concerns,
such as: it is located in a harsh or overseas environments
software is rapidly implemented; it is an open network used by the
general public or with overseas access; the application is

processed at a facility outside of the agency's control; the
general support mainframe has dial-up lines; etc.

The name, title, organization, andG. Information Contact (s) -

telephone number of one or more persons designated to be the point
of contact for this system. The designated persons should have
sufficient knowledge of the system to be able to provide additional
information or points of contact, as needed.

II. SENSITIVITY OF INFORMATION HANDLED

This sect wn should provide a description of the types of
information handled by the system and thus provide the basis for
the system's security requirements. It should contain the
following information:

A. Applicable Laws or Regulations Affecting the System - List any
laws or regulations that establish specific requirements for
confidentiality, integrity, or availability of information in the
system. Examples might include the Privacy Act or a specific
statute or regulation concerning the information processed (e.g.,
tax or census data). Note: This should not be a list of
technical standards concerning how to protect systems once the
need for such protection has been determined. For this reason,
the Computer Security Act of 1987 should not be listed here..

3
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If the system processes records subject to the privacy Act,
include the number and title of the Privacy Act system (s) lof
records- and whether the system (s) is used for computer matching
activities.

B. General Description of Information Sensitivity - The purpose
of- this section is to indicate the type and relative importance
of protection needed for the identified system. A system may
need protection for one or more of the following reasons:

o' confidentiality - The system contains information that I

requires protection from unauthorized disclosure.
Examples: timed dissemination (e.g., crop report
data), personal data (covered by Privacy Act),
proprietary business information.

o Integrity - The system contains information which must
Ebe protected from unauthorized, unanticipated or
unintentional modification, including the detection of
such activities. Examples: systems critical to safety
or life support, financial transaction systems,
Availabilityo The system contains information or-

provides services which must be available on a timely
basis to meet mission requirements or to avoid
substantial losses. Examples air traffic control,
economic indicators, or hurricane-forecasting.

Describe, in general terms, the information handled by the system "

and the need for protective measures,

o Relate the information handled to each of the three
basic protection requirements above (confidentiality,
integrity, and avaliability),

Include a statement of the estimated risk and magnitudeo
of the harm resulting from the loss, misuse, or
unauthorized access to or modification of information
in the system. To the extent possible, describe this
impact in terms of cost, inability to carry out
mandated functions, timeliness, etc.

For each of the three categories-(confidentiality, integrity, and
availability), indicate if the protection requirement let

High - a critical concern of the system.o

o Medium an important concern, but not necessarily-

paramount in the organization's priorities,

some minimal level of security is required, buto Low -

not to the same degree as the previous two categories.
4

B-8

- - . -,



. _ _

Appendix 11

III. SYSTEM SECURITY MEASURES

This section should describe the control measures (in. place or
planned) that are intended to meet the protection requirements of
the -system. The types of control measures should be consistent
with the need for protection of the system described in the
previous section.

A._ Risk Assessment and Manager.ent - Risk assessment and management
are crucial elements of the security planning process which
include identification of informational and other assets of the
system, threats that could affect the Confidentiality / integrity
/ availability of-the system, important system vulnerabilities
to- the threats, potential impacts from threat activity,
identification of protection requirements to control the risks,
and selection of appropriate security measures. How was the risk
related to the above-listed factors determined for this system?

Indicate, to the extent practical,B. Applicable Guidance -

specific standards or other guidance used in the design,
implementation, or operation of the protective measures used on
the system (e.g., r11evant Federal or industry standards). This;

should include agency policy and guidance documents.
,

h C. Security Control Measures - Two sets of controls are discussed
; on subsequent pages - one for Major Applications and the other
: for General Support Systems. Controls included should be

addressed from the perspective of the individual having direct
.

i panacement responsibility for the system. For each system, only
I the set corresponding to the system category designated under

Basic System Identification needs to be completed.
;

'

The controls described are derived from requirements and guidance
i in the _ Computer Security Act, OMB Circular No. A-130, Appendix

III, " Management _ of Federal Information_ Resources," and
applicable Federal Information Processing Standards and Special
Publ'ications-produced by the National Institute of Standards and
. Technology.

D. Security Control Measure Status - For each control measure on-
the appropriate list, specify whether it is: ;

o In Place - Control measures of the type listed are in
place and operational, and judged to be effective.
Describe in general terms.

!

Specific control measures (new, enhanced,o Planned -

etc.) are ' planned for the system. A general
'

description of the planned measures, resources involved
and expected operational dates should be provided.

!

5
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o In Place and P1Anned Some measures are in place,-

while others are planned. A general description of the
measures in place and those planned, including the
resources involved and expected operational dates
should be provided.

o Ept ApplicaAle This type of control measure is not-

needed, cost-effective, or appropriate for this system.
Explain.

NOTE. For operational systems, some specific controls of a given
type may be "In Place," while other" may be " planned." For
systems under development or undergoing a major modification, it
is expected that many measures will be " Planned."

E. Security Control Measures for Major Applications

The following categories of security controls should be addressed
for systems which have been identified as major application
systems.

1. MANAGEMENT CONTROLS overall management controls of the-

application system.

a. Assignment of Security Responsibility Responsibility-

for the security of the application should be assigned,

b. personnel Screening Personnel security policies and-

procedures should be in place and working to limit access to
and processing within the application system to those
with a need for such access. Where appropriate, the duties
of those with access should be separated. Additionally,
requirements such as screening individuals with access to the
application as well as those participating in the design,
development, operation, or maintenance of it may be used.

2. DEVELOPMENT /IMPLEMENTAT70F CONTROLS procedures to assure-

protection is built into the system, especially during system
development.

a. Security Specifications Appropriate technical,-

administrative, physical, and personnel security
requirements should be specified for the application,

b. Design Review and Testing - A design review and systems
test should have been performed for this application prior
to placing it into operation, to assure the application
meets the security specifications. The results of the
design reviews and system tests should be fully documented
and maintained in the official agency records.

6
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c. Certification - prior to the application being put into
operation, an agency official should certify that the
application meets all applicable Federal policies,
regulations, and standards, and that protection measures
appear adequate. If the application has been in operation
for a period of time, it should have been audited or
reviewed and recortified within the last three years.

3. OPERATIONAIuCONTROLS - day-to-day procedures and mechanisms
to protect operational application systems (or planned
applications when they become operational).

physicala. Physical & Environmental Protection -

protections in the area where processing on the application
system takes place (e.g., locks on terminals, phycical
barriers around the processing area, etc.).

Controls over the properb. Production, I/O Controls -

handling, processing, storage, and disposal of input and
output data and media, as well as access controls (such as
labeling and distribution procedures) on the data and media.

c. Emergency, Backup, and contingency Planning - Workable
procedures for continuing to perform essential functions in
the event that information technology support is

interrupted. They should be coordinated with the back-up
and recovery plans of any installations / networks used by the
application,

Controls which allowd. Audit and Variance Detection -

management to conduct an independent review of records and
activities to test the adequacy of controls, and to detect
and react to departures from established policies, rules,
and procedures. Variance detection for an application
checks for anomalies in such things as the numbers and types
of transactions, volume and dollar thresholds, and other
deviations from standard activity profiles.

e. Application Software Maintenance controls - Controls
used to monitor the installation of and updates to
application software to ensure that the software functions
as expected and that an historical record is maintained of
application system changes. Such controls also help to
ensure that only authorized software is allowed on the
system. These controls may include software configuration
policy that grants managerial approval to modifications,
" Men documents the changes. They may also include some
products used for " virus" protection.

f. Documentation - Controls in the form of descriptions of
the hardware, software, and policies, standards, and
procedures related to computer security, to include backup

7
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and contingency activities. They also include descriptions
of end user procedures. Documentation should be coordinated
with the data center and/or network manager (s) to ensure
that adequate application and installation documentation are
maintained to provide continuity of operations.

4. SECURITY AWARENESS AND TRAINING security awareness and-

training of users, technical staff, and managers concerning the
application,

Security Awareness and Training Measures - All employeesa.
involved with the management, use, design, development,
maintenance or operation of the application should be aware
of their security responsibilities and trained how to
fulfill them.

5. TECHNICAL CONTROLS - hardware and software controls used to
provide automated and/or facilitate manual protections. Normally
these types of controls are coordinated with the network and/or
data center manager.

a. User Identification and Authentication - Controls used to
identify or verify the eligibility of a station, originator,
or individual to access specific categories of information,
to perform an activity, or to verify the integrity of data
that have been stored, transmitted, or otherwise exposed to
possible unauthorized modification. Such controls include
the use of passwords, tokens, biometrics or other personal
mechanisms to authenticate identity.

b. Authorization / Access controls Hardware or software-

features that are designed to permit only authorized access
to or within the application, to restrict users to
authorized transactions and functions, and/or to detect
unauthorized activities (e.g., access control lists).

c. Data Integrity / Validation Controls - Controls used to
protect data from accidental or malicious alteration or
destruction, and provide assurance to the user that the data
meets an expectation about its quality (e.g., EFT message
authentication). Validation controls refer to tests and
evaluations used to determine compliance with security
specifications and requirements.

d. Audit Trails and. Journaling - Controls that provide a
transaction monitoring capability with a chronological
record of application activities. This enables
reconstruction of a transaction from its inception to final
results -- including any modification of files.

6. COMPLEMENTARY CONTROLS PROVIDED BY SUPPORT SYSTEMS - The
person responsible for the application should understand and

8
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accept the risk inherent in processing on the network or at the
installation (s) that support the application, particularly where
the support system is operated outside of their management
control (e.g. by another agency). If not, plans for greater

'
understanding of that risk should be described.

F. Security control Measures for General Support Systems

The following categories of security controls should be addressed
for systems which have been identified as general support
systems.

l 1. BANAGEMENT CONTRQLS overall management controls of the-

general support system. _

a. Assignment of Security Responsibility - Responsibility
for the security of each support system should be assigned
to a management official knowledgeable in information
technology and security matters.

b. Risk analysis - A risk analysis consists of a structured
approach to identify assets, determine threats and
vulnerabilities, estimate potential impacts, identify -

applicable controls and their costs, and select cost-
effective controls for use. Include the name of any
automated or formalized manual methodology used.

c. Personnel Screening Personnel security policies and-

procedures should be in place and working to control access
to and within the support system to assure that only those
with a need for occess have it. Such policies and
procedures may include requirements for screening
individuals involved in the operation, management, security,
design, programming, or maintenance of the system.

_

2. ACOUISIIION/ DEVELOPMENT / INSTALLATION CONTROLS - procedares to
assure that protection is built into the system.

a. Acquisition Specifications Appropriate technical,-

administrative, physical, and personnel. security
requirements are to be included in specifications for the
acquisition or operation of information technology
installations, equipment, software, and related services,

b. Accreditation / Certification - Accreditation is management
authorization and approval to process sensitive information
in an operational environment. Issued by a designated
official, it usually includes any constraints for processing
in the environment. It is normally based on a
certification, which is a technical evaluation that
indicates how well a design / implementation meets a specified
set of computer security requirements.

9
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.

3. QPERATIONAL CONTROLS - day-to-day procedures and mechanisms
to protect operational systems,

a. Physical & Environmental Protection - Controln used to
protect against a wide variety of physical and environmental
threats and hazards including deliberate intrusions, natural
or man-made hazards, and utility outages or breakdowns
(e.g., computer room locks, special fire fighting equipment,
" hardened" communications, etc.).

b. Production, I/O Controla - Controls over the handling,
processing, storage, and disposal of input and output from
the support system (e.g., controlled or locked output boxes,
tape or data screening, etc.).

c. _ Emergency, Backup, and Contingency Planning - Appropriate
emergency, backup and contingency plans should be in place
and tested regularly to assure the continuity of support in
the event of system failure. These plans should be known to
users and coordinated with their plans.

Controls that allowd. Audit and Variance Detection -

management to conduct an independent review of system
records and activities in order to teet for adequacy of
system controls, and to detect and react to departures from
established policies, rules, and procedures. Variance
detection includes the use of system logs and audit trails
to check for anomalies in the number of system accesses,
types of accesses, or files accessed by users.

e. Hardware and System Software Maintenance controls -
Controls used to monitor the installation of'and updates to
hardware and operating system and other system software to
ensure that the software functions as expected and that an

i historical record is maintained of system changes. They may
also be used to ensure that only authorized software is
allowed on the system. These controls may include hardware
and' system software configuration policy that grants
managerial approval to modifications, then documents the

i

| changes. They may also include some products useful for
j " virus" protection.

|
! f. Documentation - Controls in the form of descriptions of

I1
the hardware, software, and policies, standards, and
procedures related to computer security on the support
system, to include backup and contingency activities. They
also include oescriptions of operator procedures.

|

security awareness and| 4. FECURITY AWARENESS AND TRAINING -

training of users, technical staff, and managers concerning the
; system.
|
'

10
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a. Security Awareness and Training Measures - All employees
who are involved with the management, use, design,
acquisition, maintenance or operation of the support system
should be aware of their security responsibilities and
trained how to fulfill them.

5. TECHNICAL EQHIFOLS - hardware and sof tware controls to protect
the general support system from unauthorized access or misuse, to
facilitate detection of security violations, and to support
security requirements for associated applications.

a. User Identification and Authentication - controls used to
verify the identity of a station, originator, or individual
prior to allowing access to the system, or specific
categories of information within the system. Such controls
may also be used to verify that only authorized persons are
performing certain processing activities on the system.
These controls include the use of passwords, tokens, or
biometrics or other personal mechanism to authenticate an
identity.

Hardware or softwareb. Authorization / Access controla -

features used to detect snd/or permit only authorized access
to or within the system (e.g., the use of access lists).
Includes controls to restrict access to the operating
system, limits on access to programming resources, and
controls to support security policies of associated
applications.

controls used to protect thec. Integrity controla -

operating system, applications and information in the system
from accidental or malicious alteration or destruction, and
provide assurance to users that data has not been altered
(e.g., Message authentication). Note. Operating system
controls and system administration procedures, which are
normally described in vendor supplied documentation, should
be followed.

d. Audit Trail Mechanisms - Controls that provide a system
monitoring and recording capability to retain a
chronological record of system activities. Such controls
normally enable the reconstruction of system activity. The
use of system log files is an example of this type of
control.

These controls providee. Confidentiality controls -

protection for data that must be held in confidence
and protected from unauthorized disclosure. The
controls may provide data protection at the user
site, at a computer facility, in transit, or some
combination of these (e.g., encryption),

11
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Appendix 11

6. CQFTROLS OVER THE SECURITY OF APPLICATIONS - The security of
each application that processes on a support system affects the
security of all others processing there. Thus the manager of the
support system should understand the risk that each application
represents to the system. If not, plans for greater
understanding of that risk should be described. (e.g.,
Application users that have access to programming capability
represent a higher risk to the support system than when they are
confined to individual application functions. Similarly,
applications that utilize dial-up communications represent a
higher risk.)

IV. ADDITIONAL COMMENTS

This final section is intended to provide an opportunity to
include additional comments about the security of the subject
system and any perceived need for guidance or standards.

12

B-16

. . . . . . . . . . .



. , _ r m di i.-~ - a + +4 e.- _ e- bA m .A , m - A a.u __ m

I

|

!

,

'

.

THIS DocpMgny wh8 PRIATED UaIwo RECYCLED PAPER



't f' = |l[ . e
' " '!.

, . . . . ___ w-p---,---7 ---r--T 7 :. -- - g ,. g 9 - )-

b% '
T' I-- n '6i,-- ,s -(o.

-

4 . f' g
'..

.

['
ty .rp ,K ' [1[1 = m JEMy v%. r .kjf

'* '
i *

-

i ,
; ,t , y

i , y
, - .,,

, ! 'i;g y . _',
-

.

s . v
-

gk
.

; !.!.
k

4t.
..

'

h [

-k[
i,?,,y'..

*3, ( ,.
d g

.

, .t u.n;
~

,\. [|

a.

y,
,

|, :? 4 .

3, ; t
,t'-'

.r
, . , + 4

|''',

y g ), i -: q, ;!l'

- !. .}' -

$'|" .

f, ,
.. c

k-c '

'-..f c+ i h6 .:

,i_ ' .,_f'

g" Q, . }p$
|''}

. i*
,

1

;iy
, , .;

1.f [' ,u
3.

$ .. *_ L
, f

*
Y4 k- . g , .

1
' ::

~ ',! $i f ,#-f .'
h f

t_
, * ) r I

i .f : . ,f '
* -[ 't, -

c '

1

.

v
.

>:,,,~8

, j t;y ,
6

'

-g ,
i

i
+

g..f. .e--

Y y g. J t '.g: r,
"

/ , .1; pi
. - . - -

'

+i
-

- ' ''k ) ' | .-} ',

- 9 ' 1,
=

3 ; f f, ij ,' . E. n
- ,

_

"

__

1- f-
5 ,y

F^ ! UQ Ig.4% '
, < . 1 s z. : (

qieo,7x s .n- 9pg3

? s 3 ;<

'$g ..., g ,

r '-

g

. < : :T;1 . i Y
+/p -3 , ,

t

f (Y .- , .7' j 4
E

? b.'i i .. $3 t_ J $

ll 4
'

p

a2;...5' y j 3 < /"\ .

x
.. s : " 4

)

-!"
9 T 7

''E
. :r s

- '

,'s
i L ' ' = ~ 1 -A'., .j '

p
f. -{--,.

t
7 A qt[ ,

I' b "t p > ^'

s 0.;3

;

[ , , ,N ' . , ' 4 4

e3s. , t
"

m.n -. <
, >

,f f
' '

= J''3
4

i iN , 7 , . . . , , . .

E gi, f .

<
g g

-r fi i . <
'

;y
'

4 $t-
.

4 4 v .- 4 -#1

%. .

.b:,,,'! ''n ; - \ ] *

M. .

A.'.'
' O

4, - ' *$fd 1
, .. e .f' / p p ( yl4 3 .|f]t ?QG, t ':= .k '*jf h f ,,

_

s9:% t m - - , g y
, .

by _{
V n +.L

i +j , # ,, ,t*''( s i, ' ! r. t i , *

_!. Q t 'gs
,

t.., . ~ - _} '

92
'

; };,
* ; 4) , a y

# ,,
j 4

'
4j.. , ' . '

, 4

- ' d- s ; i L [sF

p, I ,
.

4,, i 1 *
i1 ,

,

( . .c 9= . s- u %,:4igY #
i * " -

;
y.- _ ',s9:' 3 ,

Dh ' ' , '!s s-) {
'? '

|;f
.

v

y

' I
*.. . I g , ' ' h-- ,I .

, y ,
'

3,M./" q v
o _ i

c. = ~s
.

,a > m , . >

o A ,h ' ji, . y n .> <
--

,g_ 5 ,
I .

Q't.,4'[.
s

-

# ,
:.. 0

--i* -,-, r 4'}} dp!! g;Q b
i e n

, ,
q

- y'j 'p31 g uc
- g .. lW MF t

, ,

h .i ' 79 2 $ e,% t4 ,
,

( a- / 6

' in"d k i , ,

e, r >- ' "+" "'t ' ,*e
'-

1 ,
s

." w3x , t

^ * ' .' . [{ J 9
, ,

ty@kM f * . 9 M* r, , <
- J *

, ,,m<en- 4 m e, mi-
'''1M.- *

,m
,- rx n-;-

-

- =4 . -, ,,,
> e a -

..

., y+-.m '

3gh - t < - I;ipwm>- y

O . .s s w t t 5 tcV t., '^ f . - ,

^

,

owgres a (3 m ., .;a
7

g

A ^ h- " ' 5 h .sg' .f ;- Q!

rx
/ J[ g{ , Y 'Y I

q. fg-
-

-U
. , , -

t' g g, / .

g
<1i i. f, ' y

-

Jgyg ap ~gn , kgggpn, p: f ,
. ;

.

., Oq 4, g.4 g g ,

s .
kn,j -

3 ; g , j p g+; 7 ,r'@, na rgg,| ,,'
, , p , S g, c,-

,uxpg
yT '4' - ,+i - ~ . smc u aa. su n?[- ^

t ' %.;cWe w 1 . w'e :* , -- | sIe(P .J W p g"q . ?.M r 3 F&k? N1''-

- u i n g /',, s
: c, 6y 4 .. , s e' .c _q*j ,'.

3 ,

* - i 5
.$'/N ,*

9a :. r ? ' WM J t"u'? < y Q .5 W @, / 6O .! ? ' #S . ii 6 ' e p gi!p ar . -' R ._ ,7 L &y e gh Of
9 9. n, 's.,,. , , O: i

" -ie , e
4s s' ,

4

3.,7 1 s, :p - ' ~
t

< 7.
ip ym , p si un 7 ;y s, ,

,MMu ay M .a
.

s 5
-r

v, g 3 x .< ".j j4!sr-
7 ':e; .. 4y ; e j n- -y

^

;gp g. -e'p,
F.! p 4.U . Gy F p ,=- ,, ,

.

?k1/ #
...'4, ('',,y ,

F

< --
,ps } e.h,'{w~. 3 4 5,,.

.n; ~,s
.

; e a :,
4

,

b d

,
.

s .
- ?- s

b .O 3, , h , 60,
f + w

. $ 5.' 4i'.
. 3

w
'

.

T' vB ' 4

(
'' '

r , '19; i y . e " ,], W;;7[P
l' ' ''

AsW. $< 4 < 3wu. ' '

I T $,;s'
a

; 7'. 3 7. S -
<

.
,

3". f] { > c
, I

w ,? I[t5, s:$
- I

M-b '- ' - ' ! , t' t*. < s~6.f - 4
.

,, s .
''

3 ..
, ,-

m
. g o q.3ie z.. ,g5 ,,3 .

, '
{ [' k i bIg

'A',A'd\ } R-.
'g-

,

1 -1

-

$ t.-Y :

g ' o.- i, d w'
,

F
. ;-- 4

h'h. . 3

. .-. tw, | f.j2
,

4 ,,.['.

' , ,
- E '

% y '
+

,
oti, , ..< t

'i h. $ 4 .j v' -n 3

t , - , . -'
e ,

,m w,d
"

! _'I4'

_'.[ r,3., ( ,"_.f.,,'),-
,

%

p 3 f
h

, ,
\

*
5 >

%

f, - ,
,

,; .h,' | ,

I ,
,k-

'

I ? g. 't

, L '| 4 i"

, _.s % 3y t.
,- ~ , . .: O

| [
; , ,[ .['d [ :.k : i ., . . . . ,

, _

T
w.-.x,.-.ma___.,,_..i. _ - - _ _ --.a- -- --,.--..-w.-x__ - ---_-a2 aw


