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U,S. NUCLEAR REGULATORY COMMISSION
REGION 111

Reporis No. 50-282/91021(DRSS); 50-306/91021(DRSS)
Docket Nos. 50-282; 50-306
Licensee: Northern States Power Company
414 Nicollet Mall
Minneapoiis, MN 55401
Facility Name: Prairie Island Nuclear Generating Plant, Units 1 and 2
Inspection At: Northern States Power Company Lorporate Headquarters in
M:?neapolis. Minnesota and NRC Region 111 Office, Glen Ellyn,
11linois

Inspection Dates: Between September 6 and December 27, 1991

Inspector:

¥ rtle
Plant Protection Analyst

Approved By: W 2/ /7o~
amds R, Creed, Date

Safeguards Section

Inspection Summary

Inspection Between September € and December 7, 1991 (Report No, 50-282/91021(DRSS);

reas [nspected: Included a reactive inspection of part of the Fitness-For-
Buty !FFU; Program and a portion of the Security Access Authorization Program,
Results: No violations of NR(C requirements were noted, Some weaknesses were
noted within the areas inspected to include: (1) The corporate security staff
should have responded more aggressively to resolve a titness-for-duty deficiency
irentified in April 1991; (2? a contractor's procedure for security screening
was not clear in reference to the disposition of derogatory information noted
during the screening process, This significant weakness in a contractor's
security screening procedure was not identified during the licensee's review
of the procedure; and (3) a contractor's written response to audit findings
was not adequate in some respects.

The licensee's audit of a health physics contractor with potential security
screening deficiencies was extremely thorough and well documented., Recent
changes in the access authorization screening program significantly
strengthened the program and provide a much more effective level of
oversight by the licensee's Corporate Security Department,







and depth and well documented. Recent changes to strengthen

icensee Corporate Security oversight of contractor security
screening programs were considered as effective actions to
improve program implementation (refer to sections 5.¢ for
further details).

The Manager, Corporate Security acknowledged the inspector's
comments and stated that the Corporate Security staff would address
the issues noted above that have not already bDeen resolved.

Background Information:

On April 12, 1991, the licensee (Northern States Power-NSP) Corporate
Security Department (CS0) was notified by a health physics contractor
that a person currently seeking employment with them and who had been
granted unescorted access in the past to the Prairie Island Nuclear Plant
had been denied access at three nuclear facilities in 1987 because of
positive drug tests. NSP CSD changed the person's acce ;. authorization
status to preclude access to the plant until the issue could be resolved.

On April 16, 1991, NSP CSD contacted the health physics contractor who
had previously requested unescortad access for the individual and
determined that the contractor was aware that the individual had been
denied access to other nuclear facilities. The contractor claimed that
NSP had been notified of the individual's past access denials, but NSP
had no record of such a notification,

On July i5, 1991, NSP received information from a non-NSP nuclear plant
security representative which indicated that the worker in question had
made significant omissions of information on the health physics contractor's
security questionnaires, including a positive drug test result which
occurred in 1989, Based upon the omission of information on the contractor's
security questionnaires, the licensee terminated the contractor employee's
unescorted access authorization to the Prairie Island nuclear plant and
made a telephone report to the NRC in accordance with 10 CFR 73.71(b) and
Generic Letter 91-03, “"Reporting of Safeguards Events," dated March 4,

1991, (Although the worker in question was not currently working at the
licensee's facility, his access authorization was active.) The contractor's
“approval" status for their access authorization screening program was
revokad pending completion of an audit and followup results,

A written report, "Safeguards Event Report (SER) No. 91-009-00" dated
August 14, 1991, was also provided to the NRC, The SEN addressed a
description of the event, cause of the event, analysis of the event, and
corrective actions.

As 2 result of the incident described above, a licensee contractor conducted
an audit of the health physics contractor's access authorization screening
program between August 27-30, 1991, The audit was conducted by Ouality
Systems, Inc. of Birdsboro, Pennsylvania, end five audit findings were
identified. As a result of the five audit findings, the licensee continued
the revocation of the "approved" :tatus for the contractor's access
authorization screening program. The health physics contractor responded

to the audit findings by letter dated November 14, 199].



The names of the individuals involved with access authorization screening
deficiencies are not included in this report to protect their personal
privacy. The name of th~ specific health physics contractor is not
included in this report since the details, causes, and impact of the
specific screening deficiencies are still being evaluated by the NRC.

The evaluation results relating to the health physics audit deficiencies
will be addressed in separate correspondence at a later date. This
report addresses the licensee's actions when advised of the contractor's
security screening deficiencies and FFD program weaknesses noted during
this inspection,

ritness-ror-vut¥ Program (1P 81502): No violations or deviations were
en ed 1n the review of this program area. However, the licensee's

Corporate Security Department (CSD) should have been more proactive and
?;gely in resolving a fitness-for-duty (FFD) issue identified in April
l.

The CSD received information on April 12, 1991, that a health physics
contractor employee previously granted unescorted access to the Prairie
Island Nuclear Plant had three positive drug test results in 1987. On
April 16, 1991, the CSD contacted the contractor management personnel

and learned that the contractor was aware that the worker had been denied
access at nuclear plants due tu positive drug tests and claimed to have
provided this information to the licensee.

As of April 16, 1991, the CSD staff was aware that at least one
cortractor employee had been granted unescorted access to the Prairie
Island Nuciear Flant without NSP being advised of past positive drug test
results., The licensee's SER stated that such actions are contrary to

NSP security screan1ng procedures. The CSD should have realized that the
incident could have also indicated that a programmatic weakness existed in
the contractor's access authorization programs since the licensee did not
receive the notification they expected to receive under such condition.,
Since the contracvor allegedly advised the licensee of the past positive
drug test results, the programmatic weaknecs could have been in the
contractor's or the licensee's program,

A audit of the contractor's access authorization program was not
conducted unti) August 27-30, 1991, which was four months after initial
receipt of information that a deficiency existed, and 11 months after
receiving information on July 15, 199] that the contractor employee's
access authorization screening deficiency may be more significant than
identified in April 1991, The audit conducted in August 1991 identified
some significant programmatic deficiencies. A more ag?ressive proactive
approach in April 1991, wher the deficiency was initially identified,
should have resulted in a much more timely identification of significant
deficiencies in the contractor's access authorization screening program.

1t should be noted that the licensee's CSD suspended the worker's access
authorization in April 1991, Additionally, the contractor employee had
satisfactorily completed a pre-access drug and alcohol screen test and
was entered into the licensee'r random drug testing pool and also w °
covered by the licensee's continuous behavior observation program while
at the Prairie I1sland Nuclear Plant. Such actions however did not seek

the root cause for the initia)l deficiency or address poteritial programmatic

weaknesses which may have contributed to the deficiency.
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Effective November 30, 1991, a)) contractor access
authorization screening programs were terminated. Subseguent
contractor screening programs will fall within three categories
(1, 11, 111}, Lategory ! approved programs are limited to
contractors who provide 3% or more enployees to the licensee's
nuclear plants annually. The licensee expects five or six
contracturs to meet that criteria. Category I contractor
programs will be reviewed and approved by the licensee and the
contractors will administer their own program and be audited
annually by the licensee.

Category 11 contractors provide 5-34 employees a year and are
required to have background investigations and suitable inquiries
conducted by 2n investigative service identified Ly the licensee.
The investigative results will be submitted to the licensee for
review prior to granting unescorted access authorization, The
licensee will alse administer the psyvchological tests.

Category 111 contractors provide 1-4 employees & year and
background investigations, suitable inquiries, and other
creening requirements will be conducted by the licensee's
CSD.

The above actitne - anificantly increase the licensee's
oversight of the contractor access authorization screening
programs.
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