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BEFORE THE ATOMIC SAFETY AND LICENSING BOARD  °

S

In the Matter of

THE REGENTS OF THE UNIVERSITY OF Docket No. 50-142
CALIFORNIA
(Propesed Renewal of Facility
License)

N Nt St

(UCLA P~search Reactor)

NRC STAFF RESPONSE TO THE CBG
"ESTIMATE OF THREAT" FILED MAY 1, 1984

I. INTROCUCTION

On May 1, 1984, counsel for Committee to Bridge the Gap (CBG) filed
a document entitled "Committee to Bridge the Gap's Estimate of the
Level of Threat Facing the UCLA Reactor Facility Submitted in Response
to the April 20, 1984 Pre-Hearing Conference Order," (herein referenced
as "Estimate”) as directed by the April 20, 1984 Atomic Safety and
Licensing Board (Board) Order (April 20th Order). As discussed below,
the document does not comply with the Board's instructions and does not
establish a credible specific threat pursuani to which CBG Contention XX

is to be litigated.

11. BACKGROUND
At the February 8-9, 1984 prehearing conference held to discuss
future litigation of Contention XX, the Board directed CBG to provide a

detailed summary of proposed testimony of CBG experts, Dr. Taylor and
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Dr. Hafemeister, as to the credible safeguards threat against the UCLA
research reactor.l/ in order for CBG to establish a prima facie setz/

of allegations to be litigated under Contention XX. The threat of
sabotage to be forwarded by Drs. Taylor and Hafemeister was to describe
the vulnerability of the UCLA facility to sabotage that would have radio-
logical consequences, in terms of risk to public health and safetygl SO
that the Board could decide the standard of security necessary at the
UCLA facility.ﬁf It is this description of threat by CBG's experts that

the May 1, 1984 Estimate purports to provide.

II1I1. DISCUSSION
(GB's Estimate does not comply with the Licensing Board's

April 20th Crder and related prehearing conference 1nstructions§/

in two
significant respects: (1) the Estimate was not provided by CBG's
qualified experts (nor was it a summary of the CBG experts' proposed
testimony), ar! (2) it was no. a detailed, specific statement of the
credible threat which CBG believes establishes a prima facie set of

allegations to be litigated under Contention XX.

1/ Tr. in camera 3531-33, 3551, 3564. The Board's Prehearing Con-
ference Order, April 20, 1984 also notes at p. 7, that Drs. Taylor
and Hafemeister are prnffered by CBG to delineate CBG's view of
the threat facing the UCLA facility.

2/ Tr. in camera 3550, 3567. The Board also stated that CBG must
clarify Contention XX after discovery. Tr. in camera 3491, 3510,
3512.

3/ Tr. in camera, 3538, 3544.

4/ Tr. in _camera, 3549.

5/ See notes 1, 2 and 3, supra.
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Contrary to the Licensing Board's instructions tnat CBG establish
its credible threat by its qualified experts, Drs. Taylor and
Hafemeister, CBG's Estimate, in its entirety, is merely the unsupported
assertions of a layman, namely CBG's counsel, Mr. Bay. The Estimate
does not contain citations to any authoritative source for any of the
many assertions by CBG's counsel. Neither are any of the assertions
supported by an affidavit of either of CBG's experts. It follows that
CBG's Estimate, as submitted, is entitled to no weight in establishing
a credible safeguards threat against the UCLA .esear" reactor.

More importantly, contrary to the Licensing Board's request for a
detailed statement of a specific credible safeguards threat, CBG's
Estimate is comprised only of vague and generalized assertions. The
Estimate fails to specifically describe the vulnerability of the UCLA
facility to the't or sabotage, or the risk to the public health and
safety. It therefore fails to provide the Board with a sufficient basis
for the Board to decide on the necessary standard of security for the
UCLA racility.

As examples of these deficiencies in the CBG Estimate, the Staff
notes that the threat of theft described by Mr. Bay is only a

generalization, related to the "value" of special nuclear material

(SNM) on site for use in weapons, blackmail, or sale on the black market.

Estimate, p. 2. Mr. Bay offers assertions of methods of weapons
manufacture, dose estimates of SNM releases and monetary value of the

fuel, but such assertions are unsupported. Estimate at 2-3. Mr. Bay

also offers his opinion that "one must 2ssume the possibility of a theft
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attempt being undertaken by a dedicated group of persons acting in
concert and willing to use violent means [and that] they will be
well-armed and equipped and versed in defeating detection systems."
Estimate, at 3-4. No explanation or reference is provided to support
this assumption, nor is any specific number of persons or their equinment
or abilities described.

The Statf also notes that the description of sabotage threat in
CBG's Estimate is equally vague and unsupported. Only general statements
such as: "[t)errorism activity is on the rise"; “[nJuclear facilities

. are the object of intense public fascination in this country."; and
“[d]Juring the upcoming Olympic Games, the attention of the entire world
will be focused on Los Angeles" are offered, without basis, to support
the unspecified allegation of sabotage threat. Estimate, at 4. Again,
Mr. Bay roncludes by stating "[o]ne must assume significant resources and
sophistication wili be brought to bear in a violent terrorjst attack by a
group of persons acting in concert [who] will be well-armed, well-
equipped, versed in detection systems and the use of explosives.”
Estimate, at 5. In conclusion, Mr. Bay states that UCLA has "significant
value" to perpetrators of theft and sabotige and "one must postulate and
protect against a well-equipped, sophisticated attack, assault, or
diversion effort." Estimate, at 6.

In summary, the Estimate does not establish the specific Tevel of

threat deemed credible by CBG's experts which the Board requested CBG
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to provide to establish a prima facie case for litigation of

Contention XX.Q/

IV. CONCLUSIiON
CBG has failed to provide expert opinion establishing the specific
levels of threat of sabotage and theft against the UCLA research reactor.
Without a credible level of threat established by CBG's qualified
experts, CBG has not established a prima facie case for the litigation
of Contention XX or a benchmark against which UCLA's security provisions
might be measured.

Respectfully submitted,

Colleen P. Woodhead
Counsel for NRC Staff

Dated at Bethesda, Maryland
this 21st day of May, 1984,

6/ Attached to this response are the following documents recently
forwarded to CBG in response to a Freedom of Information Act
request: (1) SECY-82-456; (2) Memorandum to L. V. Gossick et al.
from S. J. Chilk Re: Staff Requirements - Affirmation Session
79-18; (3) Memorandum to the Commissioners from W. J. Dircks,
Executive Director of Operations Re: Staff Requirements -
SECY-79-38. These documents appear to establish that for the
generalized, non-specific assertions of threat by CBG, no
significant radiological consequences are likely to occur. In
view of the fact that CBG was provided these analyses showing an
apparent absence of the likelihood of significant radiological
consequences resulting from the generalized CBG assertions, CBG
should have provided more specific threat assessments.
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CERTIFICATE OF SERVICE

I hereby certify that copies of “"NRC STAFF RESPONSE TO THE CBG '"ESTIMATE
OF THREAT' FILED MAY 1, 1984" in the above-captioned proceeding have been
served on the following by deposit in the United States mail, first class,
or, as indicated by an asterisk, by deposit in the Nuclear Regulatory
Commission's internal mail system, or, as indicated by double asterisks,

by express mail, this 21st day of May, 1984:

*John H. Frye, 111, Chairman
Administrative Judge

Atomic Safety and Licensing Board
U.S. Nuclear Regulatory Commission
Washington, DC 20555

*Dr. Emmeth A. Luebke
Administrative Judge

Atomic Safety and Licensing Board
U.S. Nuclear Regulatory Commission
wWashington, DC 20555

*Glann 0. Bright

Administrative Judge

Ato.ic Safety and Licensing Board
U.S. Nuclear Regulatory Commission
Washington, DC 20555

Committee to Bridge the Gap
1637 Butler Avenue, #203
Los Angeles, CA 90025

**John H. Bay, Esq.
Chickering & Gregory
Three Embarcadero Center
Suite 2300

San Francisco, CA 94111

**William H. Cormier, Esq.

Office of Administrative Vice
Chancellor

University of California at
Los Angeles

405 Hilgard Avenue

Los Angeles, CA 90024

Christine Helwick, Esq.
Glenn R. Woods, Esq.
Office of General Counsel
2200 University Avenue
590 University Hall
Berkeley, CA 94720

Roger Holt, Esq.

Office of City Attorney
200 North Main Street
City Hall East, Room 1700
Los Angeles, CA 90012

**Daniel Hirsch

Box 1186
Ben Lomond, CA 95005




Dorothy Thompson

c/o Nuclear Law Center
6300 Wilshire #1200
Los Angeles, CA 90048

Robert M, Meyers

City Attorney

Lynn Naliboff

Deputy City Attorney

1685 Main Street, Room 310
Santa Monica, CA 90401

James R. Heelan

American Nuclear Society
555 North Kensington Avenue
.a Grange Park, IL 60525

*Docketing & Service Section

Office of the Secretary

U.S. Nuclear Regulatory Commission
Washington, DC 20555

*Atomic Safety and Licensing

Board Panel
U.S. Nuclear Regulatory Commission
Washington, DC 20555

*Atomic Safety and Licensing Appeal
Board Panel
U.S. Nuclear Regulatory Commission
Washington, DC 20555

olleen P. Woodhead
Counsel for NRC Staff
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Mr. Steven Aftergood APR 25 154
Committee to Bridge the Gap
Box 1186 IN RESPONSE REFER
Ben Lomond, CA 95005 TO FOIA-84-199

Dear Mr. Aftergood:

This is in partia) response to your letter dated March 19, 1984, in
which you réquested, pursuant to the Freedom of Information Act, copies
of five specific documents,

Enclosed are copies of the following three documents :
1. SECY-82-456 (a complete version)

2. 6/28/79 memorandum to L. V. Gossick, et. al, from S. J. Chilk
re: Staff Requirements - Affirmetion Session 79-18

3. 8/13/8) memorandum to Chairman Pz1ladino, et. al, from
W. J. Dircks re: Staff Requirements - SECY-79-38 "Physical
Protection of Category II and II] Material"”

You requested the “final Commission Paper" which was attached to a
memorandum dated June 28, 1979, from Miller to Burnett. Both the Offices
of Nuclear Reactor Regulation and Nuclear Material Safety and Safeguards
had separated the memorandum from the attachment. Based upon available
information, it is believed the attachment was SECY-79-1878, "Impact of
the Safeguards Upgrade Rule on Non-power Reactor Licensees.” Therefore,
we are currently reviewing SECY-79-1878 to determine what information
can be publicly released.

We are also reviewing SECY-77-79 to determine what information can be

publicly released. As soon ¢3 our reviews have been completed, we wil)
be in touch with you.

.+ M. Felton, Director
Division of Rules and Records
Office of Administtntion\'; anid

Enclosures: A- stated

91:€d 9Z ¥
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SECY-82-456

For:

. From:

Subject:

Pugose:

Category:

Discussion:

RbLEMAKl[\G ISSUE

(Notation Vote)

The Commissioners

Milliam J. Dircks
Executive Director for Operations

PARYSICAL PROTECTION REQUIREMENTS FOR NOWPOMKER REACTOR
(NPR) LICENSEES POSSESSING FORMULA QUANTITIES OF SSNM

To cbtain approval to publish for public comment, proposed
amendments to 10 CFR Part 73. These amendments wiil establish
physical protection requirements for nonpower reactor licensees
who p?s‘sess formula quantities of strategic special nuclear
meteria

Maj or pol.cy issue. : -

Background

CONTACT:

On July 24, 1979, the Commission approved a recommefidation that
nonpower reactor (NPR) licensees possesssing formula quantities
of strategic special nuclear mterial (SSNM? be deferred from

implementing the requirements of the Safeguards Upgrade Rule (10
CFR 73.20, 73.45, and 73.46). At that time the Commission asked
the staff to develop new physical protection requirements for NPR

-1icensees that would provide comparable protection against

the theft of SSNM. These new requirements were to take into
account the unique safeguards considerations of facility design
features and fuel type and form at NPRs. In the interim, the

C.J. Withee, SGFF

427-48040
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Conmission stated that licensees posses.ing a formula quantity of
nonexempt materia) would be subject to recently enacted Category
11 requirements (10 CFR 73.67(d)) as well as previously existing
requirements {10 CFR 73.6C) for Category 1 material.

On August 12, 1981 in response to SECY-B1-376, the Commission
spproved the publication of proposed physical protection require-
ments regarding Category 1 NPRs (those possessing formula quan-
tities of SSNM). These requirements were published in the
Federal Register on September 18, 1981 (46 FR 46333) along with 2
minority opinion of Commissioners Gilinsky and Bradford and the
separate views of Coomissioner Bradford. These requirements took
into account the NPR facility and fuel design, eliminated some
Safeguards Upgrade Rule requirements, and maintained the 100
rem/hr exemption from physical protection requirements.

RESPONSE TO THE PUBLIC COMMENT

Twelve public comments were received which discussed specific
provisions of the propused rule. Eleven were from NFR operators

who questioned one or more aspects of the proposed rule as being too
restrictive or vnnecessary. One commenter called for stricter

requirements than those peing proposed and supported the minority
Commission position.

The most frequent comments were: (1) the roquirements as stated
were too prescriptive and did not allow for consideration of site
specific features, (2) the 100 rem/hour exemption level may be
difficult for some licensees to maintain and could encourage
unncessary reactor operations just to meet that level, (3) a phase
in period should be allowed before full Category I requirements
are necessary (1.e., when 2 formula quantity of SSNM becomes
nonexempt), (4) licensees ir-adiating enough SSNM to over 1CO
rem/hour should only have to implement Category 1/l physical
protection measures and should be exempt from both Category 1 and
Category 11 requirements, and (5) the cost estimates for imple-
menting the proposed rule were too low.

In response to these comments, staff has extensively revised the
September 18, 1981 proposed rule as follows. The Category I
physical protection requirements were rewritten as performance
capabilities. Also, prescriptive security measures are no longer
specified, thereby allowing the 1icensee greater flexikility in
preparing its plan. To aid the public commenters in understanding
the rule's intent, scope of application, and rationale, the
additional information in Enclosure B will be made available with
the proposed amendments. This information is expected to serve as
the regulatory position in a Regulatory Guide to be published for
comment at a later date. A final version of the Guide will be
pudlished with the final rule.

£
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Second, yiven the fnability of al) but . very few insiders to know
the expected dose rate from any frradiated fuel element, the
Ticensee will be allowed to average 1ts frradiated fuel to meet
the 100 rem/hour exemption as Yong as no single fuel unit drops
below 50 rem/hour at 3 feet. This approach will reduce the need

for a licensee to conduct reactor operations just to satisfy the
exemption criterion.

Third, the revised rule allows an interim period of 90 days after
a2 licensee no longer meets the 100 rem/hour exemption level befcre
it has to implement full Category 1 requirements. However, during
the interim period, some compensatory physical protection measures
are required which could be less costly than the full Category I
measures. This interim period can be permitted because, i~

most cases, as irradiated fuel decays below the 100 rem/ho.r
average value, 1t does so fairly slowly.

Fourth, 1f a licensee can show that, for a theft of a formula
quantity, it is ressonable to expect that 2 thief would receive an
absorbed dose of at least 2000 rem, then the licensee will only
have to satisfy Category 111 physical protection requirements.

The 2000 rem dose would Le incapacitating within a short period
and would mean certain death. MHowever, since the International
Atomic Energy Agency (1AEA) standard is that the {irradiated fuel
exemption should be used to drop a facility only one material
protection category and since uranium enriched above 20% could

be more directly useable in a nuclear explosive device, the rule
requires NPR 1icensees possessing a formula quantity of SSHM to
satisfy at Teast Catego:y 11 physical protection requirements when
the 2000 rem exemption cannot be met. :

Fifth, given the extensive restructuring of the revised proposed
rule, the cost/benefit anzlys ‘s was also extensively revised. This
analysis is included 1n Enclosure C and reflects updated figures.

Differences from the Safecuards Upgrade Rule

As 2 result of the uniqueness of the facility design features and

. the type and form of fuel at NPRs, it is not necessary to require

as extensive a set of physical protection measures as is included
in the Safeguards Upgrade Rule. It is sufficient to require

that the licensee detect an attempted theft and arrange for

a response force to prevent the theft of a formula quantity cf
SSNM. This is acceptable in view of the fact that NPR fuel cznnot
be used in a clandestine fission explosive device without under-
go’ ng reprocessing to recover the uranium and this requires a

1a 'ge commitment of resources. Also, because the SSNM s contained
fn Yuel elements which typically have 100-200 grams of U-235 eich,
the theft of a formula quantity would have to include a number of
repetitive acts that require a long time to complete. Thus, there
wﬂgg be considerable opportunity for a response action to prevent
the removal of a formula quantity from the site.



As a resuit of these factors, a number o. prescriptive Safeguards
Upgrade Rule requirements can be reduce? or e'iminated f:- pro-
tecting formula quantities at NPRs. These include the reduction
or the elimination of requirements for redundant and hardened
alarm stations, entrance searches for weapons and explosives, @
second SNM exit search, Part 73 Appendix B Guard Training require-

ments and Appendix C Contingency Plans, armed guerds on site, and
vault hardening.

However, the proposed rule requires protection 2gainst theft by
both insiders and external adversaries at security capability
levels comparable to the Safeguards Upgrade Rule.

.

-
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Cost/Benefit

Several benefits will be derived from implementing the proposed
amendments rather than keeping the status quo. First, protection
against insider theft of nuclear material will be included.

This is not currently required. Second, licensees are given

more flexibility in selecting a set of physical protection
measures which can take maximum benefit of any site specific
design features that aid security functions. Finally, except
under special conditions, 1icensees who possess a formula quantity,
regardless of its frradiation exemption status, must at least
satisfy the physical protection requirements for Category 1l
material, thereby reducing the possibility of theft of such material.

The cost comparison estimates the cost increase between imple-
menting the proposed amendments and the measures necessary -to
satisfy Category 11 requirements. The Regulatory Analysis (Enclo-
sure C) shows an estimated one time capital cost of $1,100 to
$5,100 and an operating cost during one year of $300 to $7,500 per
facility 1f the proposed requirements are adopted. It should be
noted that, within the range of cost estimates, a Tow operating

cost will normally match up with a high capital cost and vice
versa.

While there are 15 current NPR licensees who possess formula
.quantities, no more than three licensees are expected to have to
implement the full Category 1 proposed requirements and this
number could very well go to zero since dose rate averaging is
allowed. In addition, 1f any licensee is unable to keep its
amount of nonexempt fuel smaller than a formula quantity, this
would most 1ikely occur only for short periods of time which are
less than the 90-day interim phase-in period. For those cases, it
may not be necessary to expend the full capit:! costs estimzated
above. In fact, if labor intensive procedures are used for these
short periods in place of hardware, the capital cost could be
&voided altogether.



Conclusion:

Recormerdation:

The reviseu proposed amendments are the » .t cost-effective
epproach for providing assurance against the theft of a formula
quantity of SSNM, while taking into account the unigue features of
the faciiity design, and fuel type and form at nonpower reactors.

That the Commission:

Approve the revised proposed amendments and authorize
pubTication of Enclosure A in the Federal Register
for public comment.

L
-

2. Certify, in order to satisfy the requirements of the Regulatory
th\'Egth Act, 5 U.S.C. 605(b), that this rule, if proml-
gated, will not have 2 significant economic impact on 2
substantial number of small entities. This Certification is
included in the enclosed Federal Register notice.

3. Note: , .
2. That the appropriate Congressional Committees will be
notified of this Commission action.

b. That, in accordance with 10 CFR 51.5(d)(3), neither an
environmental fspact statement nor a negative declaration
need be prepared since the proposed amendments are not
significant from the standpoint of environmental impact.

c. That the Chief Counsel for Advocacy of the Small Business
Administration will be informed of the. certification and
?‘\e r::sons for it as required by the Regulatory Flexibi-

ty t.

d. That a public annnuncement wili be issued when the
amendments are filed with the Office of the Federal
Register.

e. That copies of this notice will be distributed to affe-ted
licensees and other interested perscns by the Office of
Administration.

§. Tnat DOE is developing lower enriched fuels which, it is
our understanding, could be substituted for higher
enriched fuels in existing nonpower reactors with minimal



mdifications. Approval of the recommended regulatory
action should not be construed as foreclosing further
future encouragement of NPR licensees to reduce their
holdings of high enriched uranium once the lower enriched
fuels become ava11|b1e.

AN

h\'\--"

'mdamd Dircks
Executive Director for Operations
Enclosure:
A - Federal Register Notice
B - Draft Intent and Scope Guide
C - Regulatory Analysis

Comnissioners' comments or consent should be provided dixectly
to the Office of the Secretary by c.o.b. Friday, December 3, 1982.

Commission Staff Office comments, if any, should be submitted to
the Commissioners NLT Wednesda Novm%r 24, 1982, with an
information copy to th® Office of the Secretary. 1f the paper

is of such a nature that it reguires additional time for analytical

review and comment, the Commissioners and the Secret»riat should
be spprised of when comments may be expected. -

DISTRIBUTION:
Commissioners
oGC

OPE

OCA

OPA

OIA

REGIONAL OFFICES
EDO

ELD

ACRS

ASLEBP

ASLAP

SECY
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NUCLLAR REGULATORY COMM]ISSIOV
10 CFR Part 73
sefeguards Requirements for Nonpower Reactor Licensees
Possessing Formula Quantities of Strategic Special
Nuclear Materiel

AGENCY: Nuclear Regulatory Commission.

ACTION:  Proposed Rule.

SUMMARY:  The Nuclear Regulatory Commrission is proposing to amend‘;t“'s physical”
protection regulations for nonpower reactor licensees possessing formula quan-
tities of strategic special nuclear meterial. The proposed amendments have been
prepared in response to a Commssion request for the development of these new
physical protection requirements. These amendments would replace the interim
requirements which are currently in force at these facilities. The result of
these amendments will be the most cost-effective appproach for providing assurance
ageinst the theft of a formula quantity of SSNM, while uking into account the
unique features of the facility design, and fuel type and form at NPRs.

DATES: Comments must be received on or before * . Comments

received after this date will be considered if it is practical to do so,
but assurance cf consideration cannot be given except as to comments received

on or before this date.

ADDRESSES: Comments or suggestions regarding the proppsed amendments should be
sent to the Secretary of the Commission, U. S. Nuclear Regulatory Commission,
Wshington, DC 20555, At'ention: Docketing and Service Branch. Comments
received will be available for examination and copying at the NRC Public Document
Room at 1717 H Street, NW., Wshington, DC 20555.

¥Insert date 120 days after publication in the Federa) Register.

Enclosure A



FOR FURTHER INFORMATION JINTACT: Dr. C. J. Withee, Fuc Facility Safeguards
Licensing Branch, Division of Safeguards, Office of Nuclear Material Safety
and Safeguards, U. S. Nuclear Regulatory Commission, Washington, DC 20555,
Telephone (301) 427-4040.

SUPPLEMENTARY INFORMATION

BACKGROUND
On July 24, 1979, the Commission approved a recommendation that nonpbuer reactor
(NPR) licensees possessing formula quantities of strategic special nuclear material
(SSNM) be deferred from implementing the requirements of the Safeguards Upgrade
Rule (10 CFR 73.20, 73.45, and 73.46). At that time the Commission asked the
staff to develop new physical protection requirements for NPR licensees that
would provide comparable protection against the theft of SSHM. These new re-
quirements were to take 1nto.account the unique safeguards considerations of
facility design features, and fuel type and form at NPRs. In the interim, the
Commission stated that licensees possessing a formula quantity of nonexeﬁpt
materia)l would be subject to recently enacted Category 1l requirements (10 CFR

73.67(d)) as well as previously existing requirements (10 CFR 73.60) for Category

1 naterfa1.

Under the interim requirements, some NPR licensees are permitted to provide only
minimal physical protection for their fuel if enough material is irradiated to a
level which qualifies for exemption under 10 CFR 73.67(b)(1)(i). The exemption
{s based on the deterrent effect of an external radiation dose rate in excess of

100 rem pe~ hour at 3 feet from any accessible point without intervening shielding.

Also, under current requirements, physical protection measures only need be

effective against external adversaries. Thus, nsiders are not included

Enclosure A
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as pert of the design be_s threat. However, as provic . in 10 CFR Section

73.1(2)(2), insiders are part of the physica) protection design basis threat for
facilities possessing formula quantities of SSKM,

On August 12, the Commission approved the publication of proposcd physical
protection requirements regarding Category I NPRs (those possessing formula

quantities of SSHM). These requirements were published in the Federal Register

on September 18, 1981 (46 FR 46333) along with a minority opinion of Commis-

sioners Gilinsky and Bradford and the separate views of Commissioner Bradford.

" These requirements took into account the NPR facility and fuel design and elimi-

nated some Safeguerds Upgrade Rule requirements.

Those proposed amendments (46 FR 46333) also included a statement of the staff's
resolution of a number of issues which had been raised earlier. In particular,

the Commission presented its finding that the existing protection exemption ieve)
cf 100 rem per hour at 3 feet from any accessible surface without any intervening

shielding was appropriate.

~>

Severa)l nonsubstantive clarifying and conforming amendments to the currently
effective Parts 50 and 70 were also proposed in the September 18, 1981 notice.
There wa; no public comment on these amendments and they do not modify
current practices or applications of the regulations, but only clarify the
text of several sections. There is no further chance in those previously pro-

posed amendments and thus they are not repeated in this notice.

RESPONSE TO THE PUBLIC COMMENTS

Twelve public corments were received which discussed specific provisions of

the proposed rule. Eleven of these questioned one or more aspects of the

- - Enclosure A



proposed rule as being ..o restrictive or unnecessary. Jne commenter called
for stricter requirements than those being propused and supported the minority

Com-ission position which was included “n (he 1581 notice.

The mos® frequent comments were: (1) the requirements as stated were too pre-
scriptive and did not allow for consideration of site specific features, (2) the
100 rem per hour exemption level may be difficult for some Ticensees to maintain
and could encourage some unncessary reactor operations just to meet that Tevel,
(3) a phase-in period should be allowed before full Category I (i.e., when a
formula quantity of SSNM becomes nonexempt) requirements are necessary, (4)
licensees irradiating enough SSNM to over 100 rem per hour should only have to
implement Category II1 (low strategic significance) physical protectinn measures
and should be exempted from both Category I and Category Il requirements,

and (5) the cost estimates for implementing the proposed rule were too Tow.

In response to these comments, the originally proposed amendments have been
extersively revised as follows. First, the Category I physical protection
requirements were rewritten as performance capabilities. A description of how
the licensee intends to impleme.t the requirements will be given in the physical
security plan submitted for licensing review. Site specific features will be
considered before license approval is given. To aid the public commenters in
understanding the rule's intent, scope of application, and rationale, additional
supplementary information is available for inspection in the NRC Public Document
Room, 1717 H Street, NW., Washingten, DC 20555. Prescriptive security measures
are no longer specified, thereby allowing the licensee greater flexibility in

preparing its plan.

Enclosure A
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. 'Second, given the fnab: .ty of 011'but s very few ins. 3 t‘ know the expected
dose rate from any irradiated fuel element, the 1icensee will be allowed to
average its irradiated fuel to meet the 100 rem per hour exemption as long as no
single fuel unit drops below 50 rem per hour st 3 feet. This approach will
reduce the need for a licensee to conduct reactor operations just to satisfy the

exemption criterion.

Third, the revised rule allows an interim period of S0 days after i’{icensce no
longer meets the 100 rem per hour exemption level bef6r¢ jt has to implement full
Category 1 requirements. However, during the interim period some compensatory
physical protection measures are required which could be less costly than the

full Category I measures. This interim period can be permitted because, in

most cases, as irradiated fuel decays below t-e 100 rem per hour nverage‘va1ue. it

does so fairly slowly.

Fourth, if a licensee can show that for a theft of & fornula.quantity it is
reasonable to expect that a thief would receive an absorbed dose of at least 2000
rem, then the licensee will only have to satisfy Category 111 physical protection
requirements. The 2000 rem dose would be incapacitating within a short period
and would mean certain death. However, since the International Atomic Energy
Agency (IAEA) standard {s that the {rradfated fuel exemption should be used to
drop a facility only one material protection category and since uranium enriched
above 20% could be more directly useable in a nuclear éxplosive device, the rule
requires NPR licensees possessing 2 formula quantity of SSNM to satisfy at least
Category 11 physical protection requirements when the 2000 rem exemption cannot
be met. :
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rifth. given the extens ¢ restructuring of the revise roposed rule the
cost/benefit analysis was also extensively revised. This analysis reflects
updated figures and {s included in the Regulatory Analysis which is available
for inspection in the NRC public Document Room, 1717 H Street, NW., Washington,
DC 20555.

Differences from the Safeguards Upgrade Rule

As a result of the uniqueness of the facility design features and the type and
form of fuel at NPRs, it {s not necessary to require 2s extensive a set of
physical protection measures as are included in the safeguards Upgrade Rule. It
4s sufficient to require that the licensee detect an attempted theft and arrange
for a response force to prevent the theft of 2 formula quantity of SSNM.

This is acceptatle in view of the fact that NPR fuel cannot be used directly in a
clandestine fission explosiv; device without undergoing reprocessing to

recover the uJranium, and this requires a large commitment of resources. Also,
pecause the SSNM 1s contained in fuel elements which typicaliy have 100-200 grams
of U-235 each, the theft of a fornula quantity would have to include & number of
repetitive acts that require a long time to complete. Thus, there will be
considerable opportunity for a response action to prevent the removal of a

formula quantity from the site.

As a result of these factors, 2 number of prescriptive Safeguards Upgrede Rule
requirements can be reduced or eliminated for protecting formula quantities at
NPRs. These include the reduction or elimination of requirements for reduncant
and hardened alarm stations, entrance searches for weapons and explosives, a
second SNM exit search, Part 73 Appendix B Guard Training requirements and
Appendix C Contingency Plans, armed guards on site, and vault hardening.
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" Mowever, the proposed rule requiresr protection against theft by both insiders and
external adversaries at security capability levels comparable to the Safeguards

Upgrede Rule.

Cost/Benefit

Several benefits will be derived from implementing the proposed amendments rather
than keeping the status quo. First, protection 2gainst insider thgf; of nuclear
material will be included. This s not currently required. Second, iicensccs
are given more flexibility in selecting a set of pnysical protection aeusﬁres
which can teke maximum benefit of any site specific design features that aid
security functions. Finally, except under special conditions, licensees who
possess a formula quantity, regardless of its irradiation exemption status, must
ot least satisfy the physical protection requirements for Category Il material,
thereby reducing the possibility of theft of such material. .

The cost comparison estimates the increase between implementing the proposed
amendments and the measures necessary to satisfy Category 11 requirements.

The Regulatory Analysis shows an estimated one time capital cost of $1,100 to
85,100 and an operating cost during one year of $300 to $7,900 per facility,‘
{f the proposed requirements are adopted. It should be noted that, within the
range of cost estimates, a low operating cost will normelly match up with a high

capital cost and vice versa.

While there are 15 current NPR licensees who possess formula quantities, ro more
than three licensees are expected to have to implement the full Categery I

proposed requirements and this number could very well go to zero since dose rate
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iy averaging is allow2d. addition, if a;y 1icensee 1!'in;ﬁfc-iéwi;éb'iii.iiount
of nonexempt fuel smaller than 2 formula quantity, this would most Vikely occur
only for short periods of time which are less than the 90-day interim phase-in
period. For those cases, {t mey not be necessary to expend the full capital
costs as estimated. In fact, {f labor intensive procedures are used in place of
hardware during the Short interim periods, the capital cost could be avoided

altogether.

The revised proposed amendments are the most cost-effective approach for pro-
viding assurance against theft of a formla quantity while taking into account
the unioue features of the facility design, and fuel type and form at nonpower

reactors.
PAPERWORK REDUCTION STATEMENT

The app)ication and reporting requirements contained in these proposed amendments
have been approved by the 0ffice of Managerent and Budget; OM@ approval No.
3150-0002.

REGULATORY FLEXIBILITY CERTIFICATION

In accordance with the Regulatory Flexibility Act of 1980, 5 U. S. C. 605(b),
the Commission hereby certifies that this rule will not, if promslgated, have a
significant economic impact on 2 substantial number of small entities. This
proposed rule would amend 10 CFR part 73 to require any nonpower reactor 1icen-
see authorized to possess 8 form/a quantity of strategic special nuclear

meterial to submit amendments to its physical security plan. These plans would
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" {nclude certain additiona) security precautions that would be implemented when »
sufficient amount of the Yicensee's frradiated fuel drops below the 100 rem per
hour at 3 feet external radiation dose rate exemption level resulting in the

1icensee possessing & formula quentity of fuel that 1s not self-protecting.

At this time the proposed amendments would require only 15 licensees to submit
revised security plans, and no more than three nonpower reactor 11cen§ecs e
expected to implement the additional security measures. The amendments probably
would not affect any future licensees since they would not 1ikely build a non-

power reactor requiring a formula quantity of SSNM,

The 15 Yicensees include three large companies (Union Carbide Corporation,

gener2) Atomic Corporation - a subsidiary of Gulf Corporation, and General
Electric Corporation), ten major universities (Georgia Institute of Technology,
Unfversity of Wi.sconsin, Massachusetts Institute of Technology, University of
Michigan, University of Virginia, Oregon State University, Virginia Polytechnic
Institute, Texas AZM, University of Missouri at Columbia, and Washington State
Unfversity), the National Bureau of Standards (NBS), and the Rhode Island Atomic
Energy Commission. The :three corporations each employ in excess of 500 employees
and have.annua1 sales in excess of $1 million for services they provide. NES and the
Rhode Island Aionic Energy Commissfon are a Federal and state agency, respectively.
Kone of these aff?cted licensees f211 within the scope of the definition of

*small entities” set forth in the Regulatory Flexibility Act or the Small Business
Size Standards'in regulations issued by the Small Business Administration at 13
CFR Part 121. |
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L1E OF SUBJECT TERMS IN 10 CFR AT 73

Hazardous meterials-transportation, Nuclear materfals, Nuclear power plants and

reactors, Penalty, peporting requirements, Security measures.

For the reasons set out in the Prearble and under the authority of the Atomic
Energy Act of 1954, as amended, the Energy Reorganization Act of 1974, as amended,
and 5 U.S.C. 553, notice is hereby given that the NRC {s proposing to adopt the
following amendments to 10 CFR Part 73.

PART 73 - PHYSICAL PRCTECTION OF PLANTS AND MATERIAL

1. The authority citation for Part 73 is revised to read as follows:
AUTHORITY: Secs. 53, 161, 68 Stat. 930, 948, as amended, sec. 147, 94 Stat.
780 (42 V.S.C. 2073, 2167, 2201); sec. 201, 88 Stat. 1242, |£ amended, sec.
204, 88 Stat. 1245 (82 U.5.C. 5841, 5644).

section 73.37(f) {s also fssued under sec. 301, Pub. L. 96-295, 94 Stat. 789
(42 U.5.C. 5841 note).

For the purposes of sec. 223, 68 Stat. 958, as amended (42 U.S.C. 2273);
1573.37(9). 73.55 are issued under sec. 161b, 68 Stat. 948, as amended (42
U.S.C. 2201(b)); §173.20, 73.24, 73.25, 73.26, 73.27, 73.37, 73.40, 73.45,
73.46, 75.59. 73.55, 73.67 are issued under sec. 1611, 68 Stat. 949, as
amended (42 U.5.C. 2201(1)); and §§73.20(c)(1), 73.24(p)(1), 73.26(b)(3),
(h)(6), and (k)(4), 73.27(a) and (b), 73.37(f), 73.40(b) and (d), 73.46(g)(6)
and (R)(2), 73.50(g)(2), (3)(441)(8) and (h), 73.55(h)(2), and (4)(141)(B),
73.70, 73.71, 73.72 are {ssued under sec. 1610, 68 Stat. 950, as amended (42
v.S.C. 2201(0)).
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In 73.2, paragraph (x) 4s revised to read as foliows:

§73.2 Definitions.

- - - - -

(x) “Specfa) nuclear meterial of moderate strategic significance® means:

(1) Less then a formla quantity of strategic special nuclear material
but more than 1000 grams of uranium-235 (contained in uraqium enriched
to 20 percent or more in the U-235 isotope) or more than'sﬁo grams of
uranium-233 or plutonium or in a combined quantity of more than 1000
grams when computed by the equation, grams = (grams contained U-235) + 2

(grams U-233 + grams plutonium), Fer}*

(2) 10,000 grams or more of uranium-235 (contained in uranium enriched to

10 percent or more but less than 20 percent in the U-235 isotope) [- , OF

(3) Formula quantities of strategic special nuclear raterial possessed at

nonpower reactors.

. . - . -

In §73.6, paragraph (e) is revised to read as follows:

§73.6 Exemptions of certain quantities and kinds of special nuclear material.
Y ' - - * -
{e) Special nuclear material at nonpower reactors. Any licenseefsd subject

to ,[151593 73.67(h) is fered not exempted from §§73.70 and 73.72, and

any licensee[s] subject to £73.67(e) 12,[Cf!]'hot exempted from §73.72 of
this part.

"Comparative Lext shows changes between proposed rule and current regulations.
Underlined text shows additions and dashed through text in brackets shows deletions.

: -
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4. In 73.40, Paragr. (b) is revised to read as fc ws:

73.40 Physical protection: General requirements at fixed sites.

.

- - * -

(b) Each licensee subject to the requirements of §93.20, 73.45, 73.46, 73.50,

*

or 73.55 [ ;or--+3460) shall prepare 2 safeguards contingency plan in
accordance with the criteria set forth in Appendix C to this part.

The safeguards contingency plan shall include plans for dealing with
threats, chefts, and radiological sabotage relating to nuclear facilities
licensed under Part 50 or to the possession of specia) nuclear material
licensed under Part 70 of this chapter. uy.muma.m,.mn,a Each
licensee subject to the requirements of this paragraph [ ,-except faor
naehar-pouer-phn-tnnms,-t»-.ubu-suhdtul.‘ls.nnt.uqutudmtu,
Mareh-235-3979+] shall submit to the Commission for approval the first

four categories of information contained in the safeguards contingency plan.

(The first four categories of informtion, as set forth in Appendix C to
this part, are Background , Generic Planning Base, Licensee Planning
Base, and Responsibility Matrix. The fifth category of informetion,
Procedures, does not have to be submitted for approval .)1 The plan
shall become effective and be followed (when appropriate) by the
licensee [-.-enept-l«-auclou-nwc-pluu,] 30 days after approval by
the Commission. [«-300-«,;-.::.:-&:;»-23,. 1928.,.whichexer.is. latec.
;Wmmwp\mg-.-m,m-mu-mm-m«me-ac-u,u-u:u
mrwﬂ'wwwmwvm]

- K * *

§. Section 73.60 is removed.
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Y Paragraphs (b) . 4 (¢) are revised; ,

- b. In paragraph (d), (10) and (11) are revised and a new (12) is added; and

c. A new paragraph (h) is added to read as follows.

§73.67 Licensee fixed site and in-transit requirements for the physical
protection of special nuclear material of moderate and low strategic signi-

ficance and of formla quantities at nonnower reactors.

- - . . - .

(b) Exemptions. (1) A licensee's possession, use, Or transportation of the

following materials is exempt from the requirements of this section

[t&-th&ﬂ%ﬂt-th%-he-90“!““-.-U“‘-Ot-%ﬂl&p“%t]: (1) Special

nuclear meterial in 2 quantity not exceeding 350 grams of uranium-235,

uranium-233, plutonium, or 2 combination thereof, possessed in any

analytical, research, quality control, metaliurgical, or electronic

laboratory, [Mch—ic—u&-nuﬂy-npanble-itwozhccfcad_iuctivo
saterial-and-which-has-a-20%al- utunl-udau'oa..fdon._ Fate-in-exces ;-of
3-fees-from aay-“co“ibla-sucfaco-withouz.uuwoping..shiolding -3 or (11)
Sealed p) utonium-beryllium neutron sources totalling 500 grams or less
contained plutonium at any one site or contiguous sites, or (i11) Plutonium

with an isotopic concentration exceeding 80 percent in plutonium-238.

(2) A licensee, other than a nonpower reactor licensee who possesses a

formula quantity or more of strategic special nuclear material , is

exerpt from the requirements of this section to the extent that it

possesses, uses, Or transports special nuclear raterial which is

not rndﬂ! separable from other radioactive material and which has

a total external radiation dose rate in excess of 100 rems per hour

at a distance of 3 feet from any accessible surface without inter-
vening ghielding.
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(3) A nonpower :actor 1icensee who possesses . formula quantity s exempt

(4)

from the additional requirements above those for special nuclear

material of moderate strategic significance to the extent that it

possesses special nuclear material which s not rexdily separable

from other radioactive material and which has a tota) external

radiation dose rate in excess of 100 rems per hour at 8 distance of

3 feet from any accessible surface without intervening shielding.

During an interim period of 90 days after a formula quantity of

(5)

nonexempt fuel is possessed by a nonpower reactor licensee, approved

compensatory measures my be substituted for those approved on a

permanent basis.

Any nonpower reactor 1icensee possessing a formula quantity may protect

its special nuclear meterial at the level of low strategic significance

if the expected total dose to any individual would be 2000 rems or greater

during the unauthorized removal of any formula quantity from the

1icensee's facility.

[423346)_A Yicensee, other than « nonpower reactor licensee who possesses

a formula quantity or more of strategic special nuclear material, who

has quantities of special nuclear material equivalent to special

nuclear material of moderate strategic significance distributed over
several buildings [may] shall, for each building which contains a quantity
of special nuclear material less than or equal to a level of special
nuclear material of low strategic significance, protect the raterial

fn that building at least at the fcvol of [«:cqor-l the lower classifi-

cation physical security requirements.
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(c) Each Vicensee who possesses, uses, transports, or [»io] delivers to 2

carrier for transport, special nuclear material of moderate strategic
significance or 10 kg or more of special nuclear material of low strate-

gic significance, and each Hcensee'who possesses a foriwla quentity

of strategic special nuclear meterial for use in the operation of @

nonpower rezctor, shall:

(e e .

(2) Within saoo.ays.;m;.mummm.af. mMmuUml&
¥ o) 30 days after the pl an(s) submitted pursuant to paragraph
(c)(1) of this section is approved, Mm.u.};g;,a implement the

approved security plan; orf)

(3) For a nonpower reactor licensee who possesses 3 formula guantity of

strategic special nuclear material, (i) submit by * a physical

security plan or an amended physical security plan ducrﬂmgLov

the Vicensee will comply with the requirements of paragraph (h) of

this section, any corpensatory measures to be used during a 90-day

interim period, schedules of implementation, and methods used for

_deteminiiextcmn radiation dose rates of irradiated reactor

fuel; and (1i) implement the applicable parts of the appreved

physical security plan submitted pursuant to paragraph (¢)(3)(1) of

this section by ** , or within 30 days after this

plan is approved, whichever is later.

¥{Tnsert date 150 days after erfective date of msf amendments .)
**(Insert date 240 days after effective date of these amendments.)

.

Enclosure A



— -

(d)

(h)

s sl A S ———— . .

Fizxed Site Req. A.nnnu for Specia) Nuclear M .r‘lrnr of Moderate

Strategic Significence.* * *

(10) Search on a random basis vehicles and packages leaving the con-
trolled access areas, [endd

(11) Estadlish and meintain response procedures for dealing with

threat§ of thefts or thefts of each meterials, and [~3

(12) Notify the appropriate Nuclear Regulatory Commmission Regional

Administrator at least 48 hours in advance of the time the licensee

expects that it will possess a formla quantity of nonexempt strategic

special nuclear material .

- * A * -

Additicnal requirements for nonpower reactor licensees possessing

formula quantities of nonexempt strategic special nuclear mterial.

Each nonpower reactor licensee who possesses, at any site or contiguous
sites subject to control by the licensee, a formula quantity of 'i\omuwt
strategic special nuclear material shall meet the requirements of

paragraphs (a) and (d) of this section and, in addition, shall:

(1) Satisfy the requirements of paragraph (a)(2) of this section against
a single insider and a conspiracy between insiders, as well as an
external adversary, during any period when possession exceeds a

formula quantity of nonexempt material;

(2) Achieve the following capabilities in order to meet the objectives
of paragraph (h)(1) of this section:

() Detect access of unauthorized nrsoﬁml to strategic special
nuclear material within controlled access areas situated
within a protected area;
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(44) Detect unauthorized activities and conditions within the

protected srea and the controlled access areas:

(§41) Detect unsuthorized removal of strategic special nuclesr

mterial from the controlled access areas; and

(iv) Provide for a response capability sufficient to prevent
the unauthorized removal of a formula quantity"of strate-

gic special nuclear material from the protected area; end

(3) Test physical protection devices used pursuant to the requirements
of this section to assure their functional performence during

periods when they are required to be in use.

7. In §73.70 the introductory text and paragraph (c) are revised to read as
follows:
§ 73.70 Records
Each licensee subject to provisions of §573.20, 73.25, 73.26, 73.27,
73.45, 73.46, 73.55, or [-¢3.60] 73.67(h) shall keep the following records:
- - | | - - -
(c) A register of visitors, vendors, and other individuals not employec
by the licensee pursuant to§¢3.46(d)(10), 73.55(d)(6), or [s33.45)
by a Hcense'e required to satisfys 73.67(h).

* * * - -

Dated at Mshington, DC this day of 18c2.

For the 'Nudur Regulatory Commission.

. Samue) J. Chilk,
Secretary of the Commission. ‘
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hysfcal Protec fon Requiremer for
Nonpower Reactor Licensees Possessing Formula yuentities of SSNM
73.67(b)(2)
1. 0Q: Besides the 2000 rem exemption, why are nonpower reactor licensees possessing
forma quantities of strategic special nuclear material (Category 1) nmot able
to have physical protection requirements reduced more than one material

cetegory by using the 100 rem/hr criterion?

A: Uranium enriched above 20% is more directly useable in a nuclear explo-
sive device (1.e., does not necessarily need further enrichment) than
uranium not so enriched. Because of the high stratigic significance of
this type of material, we lave maintained a close compltibiiity with the
recommendation of the International Atomic Energy Agency (IAEA) in
INFCIRC 225 except when the fuel is extremely se)f-protecting. The IAEA
says that the irradiated fuel exemption should be used to drop a facility

no more than one materia) protection category.

2. 0: Does each fuel element have to have at least a dose rate of 100 rem/hr at
3 feet to qualify for the exemption?

A. No. A licensee is allowed to apply an average value to the irradiated
fuel ‘it wishes to have qualified for the dose rate exemption. Material
is exempted as long as (1) the weighted average (weighted by U-23% isotope
weight) of 211 exempted material per CAA is at least 100 rem/hr at three
feet and (2) no single fuel unit has a dose rate of less than 50 rem/hr
at 3 feet.

3. Q: Must direct radiation peasurement be used to show that fuel meets the 100
res/hr exemption criterion?
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any necessary supporting data for determining the expected dose rate, alter-
natives to direct measurement are acceptable. Among the scceptable methods fe

determining dose rates are:

a) Direct measurement of the externa) dose rate cf the material in air at

a distance of 3 feet without intervening shielding;

b) Indirect measurement with appropriate correction factors applied for

. intervening shielding (e.g., water); or

¢) Predicted dose rate based upon the power history and core position

of the fuel element.

It is not necessary nor especially desirable that direct measurements in air be made,

or that fuel be moved, sofe\y for the purpose of measurement.

i
|
73.67(h) k
4. 0: Must a licensee have equipment in place at 2)) times in order to ‘
{mplement the additiona) Category 1 requirements of paragraph 73.67(h)?

A: No. The requirement is that a licensee have an approved plan which
describes the measures the 1icensee will commit to taking 1f the licensee
should possess a formula quantity of nonexempt fuel. This may include
interim measures to be employed during the 90-day initial period as well
as the permanent measures to be employed {f the 90-day period is exceeded.
The licensee does not have to have equipment for these additional measures
fnstalled and in place until they are needed.

A 1icensee should develop its plan in such a way that for an emergency, $
as equipment failure, there would be enough time to set up any necessary
{nterim protection measures before the point is reached where a formula

-
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QUANTITY 15 NO“eXEmPL. ATTEr TAIS, The IICEr S Wiil have YU Odys 1o assess

the extent of the emergency and set up any additiona) equipment which has been
committed to on & permanent basis.

73.67(M)(1)

§. 0: Can you describe the design basis insider threat?

A: Yes. The design basis insider threat fs an individua) , iIncluding an
employee (in any pesition), and @ conspiracy between mmium in any
position who mey have: (a) access to and detailed knowledge of the
facility or (b) ftems that could facilitate theft of special nuclesr

material (e.g. sma)) tools, substitute material, false documents, etc.)

or both.

6. 0: bhat is the meaning of "early getection® in 73.67(a)(2) as referenced by
this paragraph?

A: As required under 73.67(h)(2)(1v), a Vicensee must arrange for a response
capability to prevent the unauthorized removal of a formula quantity from
the protected area. In order to meet this requirement, a detection must
be "early” enough to permit a response which can satisfy the prevention

| requirement. The length of time available for detection will depend on the
spnd' of the arranged response and the expected length of time it would
take to stea) a formual quantity.

73.67(h)(2)

7. Q: 1s the heavy impact of fsplementing a full set of additional security
measures 30:%.111‘4 where fuel should happen to s1ip just below the 100
rem/hr level to say 93 or 95 rew/hr, particularly when unscheduled
equipment failure may have caused this?

- » Enclosure B
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pecause we ar. Allowing ;;cr.ging of fue) do. rates and alternative
methods of determining the dose rote of fuel, there will be some uncer-
tainty as to the exact rediation level. Also, in most cases, as fuel
decays below the 100 rem/hr leve), its decay rote s fairly gradua). For
these reasons, a licensee will be allowed a period of up to 90 days before
the full set of required security measures must be implemented. The
licensee must still use measures that will accomplish the objectives
described in paragraph 73.67(h) (1) during this period, but at @ Tower
level of assurance than would be required for the long term measures.

Interim measures will be approved on 8 site specific basis.

Why don't 1 receive credit for the difficulty of processing NPR fuel to
recover the uranium and for the reactor design features which make fuel

difficult to steal?

Although studies show that reprocessing can be accomplished 1f sufficient
resources are expended, it s still a very difficult task. Credit is
given for general reactor design features and fuel reprocessing difficulty
because an NPR 1icensee with a formula quantity of nonexempt fuel 1s not
required to implement the fu11 Safeguards Upgrade Rule requirements (10
CFR 73.20, 73.45, and 73.46). The following is a 1ist of the reduction
in full Category 1 physical protection measures that is being wade for

NPRs because of their ~eneral fue! and facility design features.

1. Eliminate redundant alarm statfons.

2. Eliminate hardening of alarm stations.

3. Eliminate entrance searches for weapons and explosives.
4. Eliminate a second SNM exit search.

§. Eliminate Part 73 Appendix B Guard Training requirements.
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10. Q:

11. Q:

6. Eliminate equirements for armed guards .

7. Reduce Contingency Plan requirements.

8. Eliminate hardening for vaults.

Why does the rule require three capabilities: (1) detecting uneuthorized

access into CAAs, (2) detecting unauthorized activities and conditions in

CAAs and PAs and (3) detecting unauthorized removal of SSNM?
The objective is to detect attempts to remove SSNM as onrly.os possible.
In order to help achieve this with high assurance, @ safeguards system which
provides defense in depth 1s essential. In addition, the resuiting redundanc
and diversity of capabilities helps assure that the system is not vulnersdle
to common mode failures or any single adversary act, such as commercia) power

failures or the severing of non-tampersafed alarm lines.

What are examples of ynauthorized activities and conditions?
some examples of unauthorized activities are (2) failure to follow signi-
ficant operating procedures, (b) someone being in a restricted ares

without proper authorization, or (¢) moving fuel without prior approval.

Some examples of unauthorized conditions are (a) a door left unlocked when

1t should be secured, (b) monitoring equipment that 1s not energized when
it should be, or (c) fue) handling equipment not being secured when require

Does the protected area (PA) required in 73.67(h)(2) have to be inclosed
by barriers of the construction defined in 73.2(1)(1) and (2)7

No. As stated in 73.2(1)(3) "any other physica) obstruction constructed
in a manner and of material suitable for the purpose for which the
obstruction 1s intended,* 1s acceptable. Thus, while alternatives to the
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barriers descriL.d in 73.2(1)(1) and (2) are ac..ptable, they must have »

penetration resistance which is appropriate for the type and quantity of
materia) being protected, and taking into account the other physical

protection measures present.

73.67(n)(2)(1)
12. Q: Can materia) be used and stored in other than a controlled access area (CAA)?
A: Only thc.lso grams of materfal, Pu/Be sources, and Pu-238 exempted under
73.67(b) can be used outside a CAA. As required under 13.67(0)(2)(1),
the licensce must be able to detect unauthorized access to SSNM other
than that 1isted above. This can be assured only if the material is
always kept in controlled areas with physical barriers and some form of
intrusion detection devices or procedures.
13. 0: What types of measures could be used to detect unauthorized access to a
controlled access area (CAA) or a protected area (PA)?
A: The access detection system should include physical barriers to impede

an adversary's entry into the area and allow time for detection to take

place. For the detection system ftself some options are:

1. Alarm switches on doors fnto the area which are backed up by some
means of dztecting attempted entry through the walls. Attempted wall
entry could be detected by (a) motion detectors inside the area which
view the wall, or (b) periodic patrols to visually inspect the wall,

2. A motion detector inside an area which cen view fuel access arias, or

3. Individuals inside the CAA who could detect unauthcrized access, such
as, during normal operation hours.
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1t should be noted that meny of the measure. 1isted here can also
satisfy sore of the other capability requirements.

73.67(n)(2)(11)
14. 0: What measures could be used to detect uuuthoriihd activities?

A: Again some measures may be able to satisfy severa) capadbilties. Some

means of detecting unauthorized activities are:

1.

2.

4.

Motion detectors which cover the interior space of the area,

Periodic patrols,

Appropriate use of CCTV's or observation windows which can survey the
important parts of the area, or

Use of the two mn rule inside the area.

73.67(n)(2)(111)
15. 0: Mhat measures could be used to detect unauthorized removal of material?

-

A: Some measures for detecting attempts at unauthorized removal are:

1.

Motion detectors which view (a) the fuel, (b) fuel removal points such
as & core plug, or (c) specialized tools, such as remose menfpulators

or cranes, vhich are necessary for fuel mpva\ .

A rediation detector which is difficult to shield and has sufficient sen-
sitivity to detect the removal of any irradiated fuel it is protecting,

Aarming of the special fuel remova)l tools mentioned above, or
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4. Exit searc .s of packages, personnel, and .ehicles Teaving the CAA or PA
to & Yeve) sufficient to detect the physical concealment of a fue)

element of given size and dimension.

73.67(0)(2)(1v)

16. Q: What steps are necessary to provide for a response capability sufficient

to prevent the unauthorized removal of @ formula quantity?

A: The licensee should be able to have a combination of detection times and
response times which would be less than the time 1t would take an adversary
to remove & formula quantity of materfa). Thus, depending on the Tength
of detection times expected for satisfying capabilities 73.67(0)(2)(1) -
(141), the Vicensee will need to arrange for a response force with a
sufficiently short deployment time. Simply stated, the 1icensee should
assure that the tota) response time (detectfon plus security response) is
less than the minimum time required for an adversary to remove & formyla

quantity of strategic special nuclear materia) from the facility.
17. Q: Does the response force have to be on-site and/or supplied by the licensee?

A: No. The licensee may choose to arrange with the Tocal law enforcement
agencies (LLEA) to provide the response force. In such a case, redundant
or tamper indicating communications should be estadlished for notifying
the LLEA when a response is needed.

73.67(h)(3)
18. Q: Under 73.67(h)(3), when must the licensee test equipment for implementing
the additiona) requirements of 73.67(h)?
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When the equipment 1s needed for use, 1t should be tested. A test should

be made prior to a Yicensee reaching the point where & formuls quaniity

of nonexempt materia) s possessed. After that, periodic tests should be
made ot Yeast every 7 days to assure that the equipment 1s $t11) func-

t10. (1§ at the necessary level,
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Possess? ~ Form ) a ' Quantities of SSNM | CFR Part ik

Statement of Prodlem

Under currently applicadle regulations, nonpower reactor (NPR) Yicensees possessing
formule cuantities of nonexempt strategic specia) nuclear mterial (SSNV) are
subject to requirements relating to the physicel protection of special nuclenr
mteria) of moderate strategic significance (10 CFR 73.67(d)) as well as interin
additiona) reguirements (10 CFR 73.60) in place of implementing the more stringent
requirements of the Safeguards Upgrade Rule (10 CFR 73.45 and 46). These interim
requirements are In effect while the NRC staff determines the measures necessary
to afford this meteria) with & Yevel of physicel protection comparable to the
protection provided for formula quantities of S5NM at fue)l cycle facilities,
while ot the same time giving credit for specific facility and fuel design
features that together offer dntrinsic protection against theft. The new leve)

of protection 1s to be commnsurate with the threst posed to the public safely

and health by theft of & formula quentity of this material, while providing

protection actually needed at each specific site.

Potentially, there could be 15 Yicensees affected by the proposed amendments
a1though no more than one to three are 1ikely to be affected. These 15 licen-
sees are made up of large companies, large universities, and Federa' and state
sgencies. Consequently, under the provisions of the Regulatory Flediditity At
(8 U.S.C. 605(b)), this rule would not have & significant economic Tmpact on @

substantia) number of small entities,

’tcpios of the Aegulatory Analysis are being placed in the NRC Public Document
room, 1717 W Street NN, Mshington DC, where they will be avatlable for public
{nspection and copying for a fee.
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"A11 licensees, with th ossible exception of one, cu. .ntly have plans on file

addressing the Category Il requirements which mendate that Vicensees have 2

system which will provide early detection of theft of material of moderate
strategic significance. Adapting and expending plans already on file to include
measures for preventing the theft of a formula Quantity'of SSNM by an external
adversary or insider(s) could be done to meet the requirements of the proposed
rule. For most licensees, this can be accomplished by expanding proéedures. with
14t:1e emphzsis on new capital equipment. Others mey choose to install new
equipment because they anticipate a wore frequent need to satisfy Category 1
requirements (although it is unlikely that a licensee, baring unforseen emergen-
cies, would choose to possess a formula quantity of unirradiated fuel). By
operating with fuel at an exerpt level (>100 rem/hour at 3 feet or 2000 rem dose

to an adversary), NPR licensees can avoid having to implement the proposed rule.

Obj ectives

The general goal of physical protection requirements at NPRs is to assure that
the public health and safety will not be threztened due to the theft of a formila
quantity of SSNM. The obj ectives are to detect an at;ewu& theft of material
and protect against theft through appropriate response. Concurrently, the aim is
to not burden licensees with overly restrictive measures which might unneces-
sarﬂ} inhibit their operation (e.g., research, instructional, etc.). In meeting
the objectives, the new rule continues to give some safeguards credit for fuel

frradiated above 100 rem/hour since it provides a certain deterence against theft.

Alternatives

Regulatory options considered for placing physical protection requirements

on NPRs 1icensees possessing formula quantities of nonexerpt strategic special
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nuclear meterfal rangec rom 2llowing the opportunity .ur ap requirements

based on fuel exemption, up to requiring implementation of all of the Safeguards

Upgracde Rule measures.

After this consideration, staff developed recomended amendments which (1) protect
against insider theft of nuclear material, (2) give the licensees much greater
flexibility in selectirg a set of physica) protection measures, and (3) take
maximum benefit of any NPR and fuel design features that provide intfﬁnsic 5
sefeguards, which help achieve protection levels comparable to the Safeguards
Upgrade Rule. These amendments are provided as an alternative to meintaining the

status quo. Thus, the two alternatives can be stated as follows:

1) Status quo.

2) Implement the revised broposed amendments to protect against theft by the

insider, ccnspiracy between insiders, and the external adversary.

The current regulations are given in 10 CFR 73.60 and 73.67(d). The recommended

reform amendments can be summarized as containing the following requirements:

o Detect access of unzut*orized personnel to strategic special nuclear

naieria1 within the protected area and the controlled access areas;

o Detect unauthorized zctivities and conditions within the protected

area and the controlled access areas,

o Detect unauthorized removal of strategic special nuclear materia)

from the controlled access areas; and

o Provide for a response cepability sufficient to prevent the unauthcrized

removal of a formula quantity of strategic special nuclear material.
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‘1t 4% not necessary, an. highly unlikely, that 8 1icensee would choose to
vse equipment and operating procedures which both fall at the high cost end of

their respective ranges.

1t should be remembered that no more than three licenseés are expected to heve to
implement the full Category I proposed requirements and that this number could
very well go to zero. In addition, if any 1icensee is unadble to keep its amcunt
of nonexempt fuel smaller than a formula qvantity; this would most liiely occur
only for short periods of time which would be less than the 90 day interim period.
e For those cases, it would not be necessary to expend the full capital costs
estimated above. 1In fact, if labor intensive procedures 2re used for these short

periods instead of hardware, the capita) cost might be avoided altogether.
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" fuel end then only for thort periods of time. This i ber could very well éo to

zero when licensees ere allowed to average the dose rate of all fuel qualifying

" for the self-protecting exemption.

Ir developing the cost figures, & typical set of physical protection measures was

established which were representative of an average current NPR licensee covered
by this rulemaking action. Because the great majority of current licensees
maintain an exemption from Category 1 requirements and have-NRC apprbved or have
submitted plans atfthe Category 11 level, the typical set of physical protection
measures will only satisfy Category I1 requirements. Two sets of physical
protection measures were ¢rawn up which could satisfy the Category 1 requirements
contained in the revised proposed amendments. The sets included measures

for both irradiated and unirradiated fuel. One set was capital equipment inten-

sive and one set was personnel intensive.

The estimated additional cost per facility for implementing the revised proposed

amendments above the requirements of Category 1I 2re given in Table 1.

Table 1
Estimated Additonal Cost Per Facility
to Implement the Revised Propcsed Amendments

Type of One Time Capital Operating
Vezasures Employed Equipment Expenditure Cost Muring One Year

Personnel Intensive $1,100 - $1,400 . $5,300 - $7,900

Cepita) Equipment $2,500 - $5,100 $300 - $1,000
Intensive
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- 1n addition, because &7 “he Cesign features and fuel * ¢ and form at Category I

NPRs , changes from the Safeguards Upgrade Rule requirements (1.e., 10 CFR 73.45

iﬁd 73.46) were possible. These include elimination of redundant and hardened

elarm stations, entrance searches for weapons and explosives, a second SSHM exit

search, Part 73 Appendix B Guard Training requirements , armed guards on site,

and vault hardening.

Cost/Benefit

To give the estimeted costs a proper perspective, they must be weighed 2gainst the
& penefits which will result from adopting the revised proposed amendments instead
of keeping the status quo. These benefits are listed first and are as follows:
1) protection against theft by insiders and 2 collusion of insiders will be added
to the protection already given against theft by externa)l adversaries, 2) by
replacing the prescriptive requirements of 73.60 with performence capability
requirements, the licensee is given much greater flexibility in selecting cost-
effective physical protection measures which make optimum use of any inherent
site specific features, 3) the combination of physica) protection requirements
end unique features of NPR fuel and facility design provide; a2 level of protec-
tion comparable to that of the Sa%eguards Upgrade Rule, and 4) except for cases
when the fuel is extremely self-protecting, a1l NPR licensees possessing a
formula quantity must protect it at least to the level required for Category 11
meterial (moderate strategic significance), thereby reducing the 1ikelihood cof a

theft of a formula quantity of SSNM.

There are currently 15 NPR 1icensees who p6ssess formula quantities of SSNM and
thus could potentially be subject to the proposed Category I requirements , if
they are unable to keep their amount of nonexespt fuel :below a formula quantity.
Wth current levels of operations, it is conservatively estimated that no wore
than one to three of these 15 would ever have a formula quantity of nonexempt
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.+ . In sddition, because of “he design features and fuel * ¢ and form at Category i

NPRs , changes from the Safeguards Upgrade Rule requirements (1.e., 10 CFR 73.45
dﬁé 73.46) were possible. These include elimination of redundant and hardened
alerm stations, entrance searches for weapons and explosives, a second SSKM exit

search, Part 73 Appendix B Guard Training requirements , armed guards on site,

and vault hardening.

Cost/Benefit

To give the estimeted costs a proper perspective, the_v' must be weighed 2gainst the
s penefits which will result from adopting the revised proposed amendments instead
of keeping the status quo. These benefits are listed first and are as follows:
1) protection against theft by insiders and 2 collusion of insiders will be added
to the protection already given against theft by external adversaries, 2) by
replacing the prescriptive requirements of 73.60 with performence capability
requirements, the licensee is given much greater flexibility in selecting cost-
effective physical protection measures which meke optimum use of any inhevent
site specific features, 3) the comination of physical protection requirements
and unique features of NPR fuel and facility design provide:s a level of protec-
tion comparable to that of the Sa%eguards Upgrade Rule, and 4) except for cases
when the fuel is extremely self-protecting, 211 NPR licensees possessing a
formla quantity must protect it at least to the leve' required for Category 11
meterial (moderate strategic significance), thereby reducing the likelihocod cf a
thef: of a formula quantity of SSNM.

There are currently 15 NPR 1icensees who po'ssess formula quantities of SSKM and
thus could potentially be subject to the proposed Category I requirements, if
they are unable to keep their amount of nonexespt fuel :below a formula quantity.
Mth current levels of operations, it is conservatively estimated that no more
than one to three of these 15 would ever have 2 formla quantity of nonexespt
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gackerounc

In & rerorencun fror the Secretary citec June 2¢, 187¢, the Comrission reovestec
the steff to identify zlternztive arprcaches for the pessible further strencihern-
inc of category 11 2nd 111 sefequaras in six specific zress. They 2re: preiec-
zion aceinst ssbotace, prevention of thefis, more balencec protection acginst
the insider as well as cutsider threzts, protecticn of Category 11 and 111
reterials in transit, exit centrols for low enriched urzniur (LEU) facilities,
anc tie potentia) need for protection cf plutonium without regarc to quantity.
The staff, with technica) assistance from the DUE naticnal laborztories, hes
considerec these issues in some depth.

Cerecor- 11 izterizls In T-2ncit !{
(¢

1r renzre tc e neer for irpreverd protection curine the tire Cetecory 1
—resrizle ire in trersit, the steff hes respence” to the L% deeion's roguest vite
twt relcs vrich have strencthened intransit protection cf Lziegory 1] zeseriels.
One rule has been published in fin21 ferm and the other has been published for

eut-JiC cLment.

Jecrrici) Consicerzticns of the (ther Issues

In exerining the other issues, the st2ff has found no technical evicence to
support 2 increzse in the present physical security recquirerents. This s
prirerily due to the type, form and quentities of nuclear material in Catecories
11 2a¢ 111. These findings are detailed in the attachment. A surmary of the
technical considerations s given below. '

¥ithout further enrichment, or irradiation and reprocessing to produce plutonium,
the Yow enriched uranium (enriched to 5% or less in the {sotope Uranium-235)
used¢ at Categery 111 facilities to febricate fuel elements for 1ight water
cooled reactors cannot be used to make & clandestine fission explosive (CFE).

>



The materia) found at other Ceategory 11/111 facilities 1s mainly in the form

of fuel elements for nonpower reactors (NPRs), scrap or encapsuleted meterie)
which are unattractive targets for terrorist thefts. Scme of the nonpower reactor
fue) is TRIGA type fue)l which has been judoed beyond the technical -cepebilities
of & subnational group to reprocess. The other reactor fuel efther has been
irradiated and 1s kept relatively inaccessible in a2 reactor core or s stored

in smal)l quzntities in locked storage facilities. Even though the meterial is
not_en attractive target for CFE fabrication, 1t is presently protected to.2
Tevel that would provide early detection of & theft or attempted theft.

Additiona) protection against szbotage or the dispersal of plutonium would nct
be justified since the potentia) consequences tc the public health and safety
possibly arisinc from these events would be no greater in macnitude than these
which micht cccur from the use of unregulated chemical or biological agents.
The protlem of sabotage of fuel in KPRs has been found to be minimal. A Los
Alemos Kationa) Scientific Laboratory study concluded th2t only one reactor
hes any potential of a cangerous raciological release frcm an &ct of szbotece
anc that reactor does not operate with either the frequency or at the power
Tevels necessary for it to cause 2 public he2lth and safety probier.

The absence of 2 need for additional physical protection cof Category 11/111
facilities--to prevent rather than just detect theft or to protect agéinst the
insider--is based upon two primary considerations. First, as cdiscussed sbove,
the Category 11/11]1 meteriz) subject to theft is cenerzlly perceived to be
ruch less desirable in terms of quantity and quality then the Categery 1
meterial) zvailetle 2t fuel cycle facilities. Secencdly, the necessity of
cormitting thefts 2t two or mere (2 -"gory 11/111 fecilities in crder to edt2in
¢ forrule ouantity of SSK' would recuire & large contpiricy for successiul
ceordingticn of the =u1tiple thefts. There 15 no intellicence thet such 2
trreat against these facilities exists end if such 2 threat did develop it
would be difficult to coordinate without detection.

Cenclusicn

In view of the forecoing considerations, the staff has determined thzt nc formel
rulermaking actions are necessary.

#Li_is;og) E. Xevia Cornell

Will4am J. Dircks
Executive Director for Operations
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SUMMARY OF STAFF POSITIONS ON
FURTHER CATEGORY 11/111 RULEMAKING ISSUES

Protection Apeinst Sabotaoce

1t eppears that only irradiated meterial could possibly be an attractive
sabotage target where Category I1/111 meteria) is concerned. Nonpower

reactor fecilities represent the worst case situztion among Category 117111
fixed site facilities. A recent study of the sabotage potential 2t existing
nonpower reactors concluded that most such reactors are air cooleble and

would immediately fall below criticality in the case of 2 sabotage attempt
causing loss of coolant, the most serious type of accident that could occur
in“a reactor. Only one currently licensed SMW tank type rezctor was found

to have a2 potential for a core meltdown event, due to its unique design.

Such 2 meltdown could possibly generate 2 relezse of radioactive contaminants
into the surrounding environment. However, due to limitations on. the zmourt of
meterial found in the cores of even the largest nonpower reactors, 2 significant
amount of materia) would not be released. The potentiz] consequences of such

a relezse were found to be no greater than that would could be caused by mele-
volent use of unregulated chemical explosives. A staff investigetion disclosec
thet this reactor operated typically 2t much lower then euthcrized power levels
s0 thet meltdown could not occur except possibly during brief periods when the
reactor operated 8t the meximum authorized power level. The st2ff is continuing
to monitor the sabotege poiential &t this facility, but since the problem has
been reduced to only one reactor, resolution of 2ny continuing concern coulc
be handled through licensing actions rather than a rulemaking action.

Prevention of Thef:

The existing Catecory 11/111 physical protection requiremerts depenc on
early detection of 2 theft in order to prevent the 2cverszry from odtleining
& formule quentity of SSNM through multiple thefts from two or more
facilities. The staff was 2sked to determine if preventive mezsures might
21so be needed 2t Category 11/111 facilities. It might be argued that
coordinzted simultaneous attacks on twe or more facilities by adversary
groups operzting independently could possibly defezt the purpose of the
ezrly detection stratecy. The staff believes, however, thzt 2n adversary
group possessing the capadilities needec 10 simulteneousiy stiack cifierent
facilities in order to obtain a formule quantity would find Category 11/11]
facilities relatively unattractive tarogets.

First, the predominant type of materia) at Category 11/11] facilities is
ronpower reactor fuel, most of which is irradiated and poses a persenal
radiation hazard to unauthorized persons who might attempt to remove it.
This same radiation permits serial detection of such fuel, using existing
high technology mobile equipment, following pessible unauthorized removal.
This irradiated material is usually in a reactor pool adjacent to or in
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the core. It is very time consuming to remove worthwhile gquantities of
fue), especially by uneuthorized persons, since special tools or heevy
equipment are required to gain access to the material. The fresh
(unirracdizted) fuel 2t a nonpower rezctor site is usually stored in 2
vault or other locked storape facilities.

Two types of fuel &re present 2t nonpower reactor facilities. TRIGA type
fue) is judoed %o be beyond the technical capebilities of subnatione)l groups
to reprocess and would be of 1ittle use to the adversary. MTKk type fuel
which is irradiated emits radioactive geses during reprocessing which would
be ‘very easy to detect from long distances and would most probebly lead to
detection of the reprocessing site before & formula quantity of CFE useeble
materiz) could be generzted. I1f the adversary sought to reprocess only
unirradieted fuel, the limited amount of meteria) availeble through thefts
from two or three ¢ifferent fecilities would impose severe limitations on the
adversaries’ chances of fabricating @ practice) CFE device. It would elso
require grezter technicel expertise on the part of the adversary in producing
a CFE device from the limited amount of mzteriz) which would be avzilable.

Finglly &2 multiple theft strztegy by the 2dversary would reguire an unlikely
conspiracy of insiders involving employees &t twe Or more ¢ifferent facilities.
The insiders must provide detailed information identifying the target meteria)
and its Yocztion, determining how to bypass 2larms, &nd 2scert2ining the mezns i
of delezying detection of the attempts until all thefts are completed. There is
no evidence that such 2 threat against these facilities exists and if it did
develop the success of the conspiracy would be ¢ifficult because of the
coor¢inztior prcblems and the high risk of premezture discovery.

More Bzlanced Effectiveness Apzinst the Insider

As previously discussed, 2 successful plan for muitiple thefts from Cetegory
117111 Tecilities would require an unlikely conspiracy, spanning severa)
Cifferent facilities, that would be quite d¢ifficult to coorcinzte. The

neture of the meteriz) 2t most Cetecory 11/111 fecilities is such thet an
insiger would be neeced to i0entify the terget meterizl. Technice) knowiecze
would be needed tc differentiate it from meteriz) which may be simiier in
eppesrance but irradiated so 23 to present 2 significant personal rediation
hezard. Also, insiders would be needed to identify the locztions of intrusion
detection equipment and possibly deactivate such equipment prior to the theft
attempt. Failure to meke these preparations would result in significant
delays in one or more of the multiple theft attempts irtended to occur
simyultzneously, to the extent that the risk of detection a2nd apprehension of
the adversaries by the authorities would become tno high. Because each of the
target facilities is unique in construction 2nd layout, insiders femiliar with

ezch of the facilities would be needed.



The probability of an insider at one facility making tontact with 2
potenti2l insider from another facility to form a conspiracy without
arousing suspicion appears very Tow. Thus specific mez2sures to protect
ageinst insiders at Category 1I/111 facilities would not be warranted.

-

Exit Controls for LEU Facilities

The Commission requested the staff to determine whether or not exit controls
for 1EU facilities should be required. Such a3 requirement appears to be .
unjustified. No significant amount of LEU could be removed from a Category
117111 facility in 2 series of thefts over a period of a year without being
getected through norma) process controls or existing physical security
mea2sures. Although one theft of a2 smal) amount of meterial occurred in the
pest (Gener2) Electric - Wilmington, N.C.), the theft did not pose a signi-
ficant risk to the public health and s2fety. Unirradizted LEU does not pose
@ radiologicel or toxicologice) hazard to the public end is not capeble of
direct use in 2 CFE device.. The Wilmington theft was, in-fact, detectecd by
plant personnel following norme) process procedures. The major impact of the
theft w2s emdzrrassment to the licensee, which resulted in the licensee's
voluntary.-uperading of physical security at the site to decrezse the
probability of another similar theft. The time required for an adversary to
convert LEU into CFE useable material, and the resources needed for this
processing, mitigate significantly the need for any adcitional physical
protection. There is no likelihood that this processing could be done without
t2king the meteriz) out of the country to 2 nonwezpons state whosd government
mzterizily supported the attempt to convert the LEU intoc weapons useadle
m2teriz). However, it is apparent thit & nonwezpcns stzte could more sesily
obtzin LEU from legitimate sources in grezter guantities.

Protection of Plutonium Without Regard for Quantity

1t wes cetermined in KUREG-0170 that the consegquences of dispersion of
Catecory 11/111 ouentitier of plutonium woulc be &t & meximum of the szme
order of meonitude 2s for melevolent use of chemice! explosives, and would
be smell corpared to & nuclear explosion. Also, an adversary intent on
m2ievolent dispersion of a hazardous substence could obtzin biological

or chemical agents from unregulated sources which would have substantizlly -

higher consequences than dispersion of plutonium in Category 11/111
quantities. Furthermore, the amount of Pu in the licensed sector is small
and is primarily found in the form of sealed sources which would be difficult
to disperse. No addition2] information has become available to date that
would indicate additional physical protection measures are warranted to
protect specifically 202inst possible melevolent dispersion of plutonium

in Category 11/11]1 quantities.
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2:20 P.M., THURSDAY, JUNE 21, 1979, COMMISSIONERS'
CONFERENCE ROOM, D. C. OFFICE
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1. SECY-A-78-41 - SEABROOK SEISMIC SHUTDOWN AND REDESIGN PETITION
TZONSENT CALENDAR ITEM)

The Cormission, by a2 vote of 4-0*, approved an order which denies Ms.
Elizabeth Weinhold's request for suspension of construction at Seabrook
until the facility and its cooling system is redesigned to meet stricter
seismic standards, and defers review of the seismic question addressed
in ALAB-442.

(Subsequently, the Secretary signed the order on June 22, 1975.)

.

11. SECY-78-682A - REVISION OF NRC REGULATIONS GOVERNING THE OWNERSHIP ‘

4 KS, BUN H URITY IN Y NRC L
(CUN§E§‘ CALENDAR TTEM)

The Commission, with al1 Commissioners concurring except as indicated
below, approved the Federal Register Motice containing the text of a
fina) rule, subject as above, to include the following mejor provisions:

a. A1l NRC employees would be covered by the Commiscion's security
ownership prohibitions, except for clerical and most administrative
personnel. A1l employees €S-13 and above would b2 covered regarcless
of position. Commissioner Bradford dissented and indicated he
would apply the security ownership prohibition to all NRC employees.

b. The security ounersﬁip prohibition would extend to the NRC
employee, the employee's spouse, minor chiidren and any other
member of the employee's household.

€. NRC employees subject to the security ownership prohibitions
would be prohibited from owning stocks, bonds or other securities
>

’fhlirnaninendrie has previously disqualified himself from participaticn
fn this matter. < :



issued bdy:

(1) publicly or privately owned utilities which have filed
an application with the Cormission seeking authorization
to construct or cperate a facility which generates electric
energy by means of a nuclear reactor, and those utilities
which have received a construction permit or an operating
license from the Commission. Commissioner Bradford dissented
indicating that he would prohibit employees from owning
securities in any electrical utility;

(2) companies manufacturing or selling nuc\ear~pov9r or test
reactors;

(3) architectural-engineering companies providing services
to applicants for Commission facility permits or licenses,
and architectural-engineering companies which have filed
standard reference designs;

(4) fuel cycle applicants or licensees (milling, converting,
fabricating, reprocessing.)

d. NRC employees would be given 365 days to sel)l prohibited security
interest once it appears on the prohibited 1ist. Until an
employee sold the stock, he could not work on matters affecting
that entity. ' ‘

e. Employees would be required to certify compliance with the security
ownership prohibitions within thirty days after commencement cof
NRC employment and annually thereafter.

f. With respect to entities not covered by the security ownership
prohibitions, employees could not work on matters affecting
that entity if the individual and members of his household
held security interests exceeding $1,000 in value. Commissioner
Bradford dissented, stating he would prohibit employees from
working on any matters in which they have a financial interest,
regardless of the amount. Chairman Hendrie would have preferred
a $5,000 deminimus rule but accepted $1,000.

The Commission, by a vote of 3-2, with Chairman Hendrie, and Commissioners
Kennedy and Gilinsky voting as a majority, disapproved a proposed
provision that NRC employees be prohibited from owning stocks, bonds, or
other securities provided by any company or firm which serves as a
consultant on activities licensed or regulated by the NRC. Commissioners
Bradford and Ahearne dissented, stating that they would prohibit NRC
employees from owning stocks issued by consulting firms which have been
designated by the Commission because of their significant involvement in
the commercial nuclear industry.

In connection with his approval of the Federal Register Notice (except
as noted above), Commissioner Bradford provided the following comments:

B



In taking

.a.

*The exemption of the Licensing Board members who are affiliated
with Union Carbide should be addressed in a separate SECY paper
where additional information would be provided on the amount of
stock involved and the degree to which Union Carbide has fuel
cycle business.

06C notes that component suppliers could have a large financial
interest in the nuclear field. I sugoest that OGC look into
this issue to see whether the rule should be further amended to
prohibit awnership in companies who are primarily component
suppliers to nuclear projects. This issue may be addressed

in a separate SECY paper.” £

this action, the Comnission requested that:

The Federal Register Notice be revised as necessary to
reflect the Commission decision and forwarded to the Office
of Government Ethics, OPM, for approval.

(Subsequently, the Federal Register Notice was forwarded to
the Office of Governmental Ethics, OPM, on 6/21/79). '

The separate views of Commissioner Bradford be included in
the statement of considerations.
(Subsequently, this action was completed on 6/21/79.)

Prepare a response to the comments of Commissioner Bradford
as mentioned above in connection with his approval of the
Federal Register Wotice. (0GC) (SECY Suspense: 10/16/79)

111. SECY-79-38 - PHYSICAL PROTECTION OF CATEGORY 11 & 111 MATERIAL

The Commission, by a vote of 5-0*, approved for publication in the Federai

[CONSENT CALENDAR TTEM)

Re?ster the amendments to 10 CFR Parts 70, 73, and 150, subject to the

ollowing
Z(ii);.
(2)

mod:fications to the wording of & 73.47, paragraphs 2(i) and

To achieve these objectives, the physical protection system
shall provide:

(i) Early detection and 2ssessment of unauthorized access
or activities by an external adversary within the
controlled access area containing special nuclear material.

(i) Early detection of removal of special nuclear material
by an external adversary from a controlled access area.

In taking this action, .he Commission requested that:

1.

the amendments become effective 120 days after publication
in the Federal Register;

¥ATthough voting In favor of the amendments (as revised)

Comnissioner €1linsk

would

have preferred that the modifications to the wording of §73.47, paragraphs 2,1) & 2(i

include the word "promptly” in lieu of “early,

"by an external adversary”. >

* and would have deleted the phrase
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2. the extent to which the subject rule meets the requirements
of INFCIRC/225 be noted in the Supplementary Information part
of the Federal Register Notice; j
(SD/NMSS)

3. each affected licensee be provided notification of this
action, and 2 copy of the Federal Register Notice;
(S2/NMSS)

&. the appropriate Congressional committees be informed of
this action; (0%~) Spjwmss

5. @ public announcement be issued when the notice is filed
with the Office of the Federal Register; (OPA)

6. clearance of the record keeping requirements by the General
Accounting Office be obtained prior to the rule becoming
effective; (ADM)

7. the value/impact assessment be placed in the Public Document
Room. (SD/NMSS) : :

In addition, the staff is requested to identify for Commission
consideration alternative approaches for the possible further
strengthening of Category II and II1 safeguards in the following areas:(h’ﬁ.'és)

®  Protection against sabotage [SECY Suspense: 7/20/73)

* Prevention (as well as detection) of theft [SECY:Suspense:
10/1/78)

More balanced effectiveness against insider as well as
outsider threats [SECY Suspense: 2/1/80]

» Protection of Category 11 and 11] materials in transit
[SECY Suspense: 7/18/79)

Exit Controls for areas containing low-enriched uranium
[SECY Suspense: 9/14/79)

. Potential need for protection of plutonium without regard
to quantity [SECY Suspense: 10/1/79]

With regard to materials in transit, the staff should submit for Commission
consideration an analysis of any need for such protection and a corresponding
staff recommendation. This analysis is to include as an alternative a

draft proposed NRC rule alcng the lines of the DOE order for protection

of Categery Il material in transit.

Additionally, lessons learned from the recent incident that occurred at
the GE-Wilmington facility (SECY-79-164), and emerging Commission action
on revision to the operating assumption concerning the relative risk of
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fabricating clandestine fissionable explosives (SECY-79-213) should be
teken into account in preparing the aforemeqtioned reports.

1v. %ECY-A-79-51, S1A and 51B - REgUESTS FOR HEARING PURSUANT TO THE
N N TH M

CH LIy

UN L LITY C
" (CONSENT CALENDAR ITEM)
The Commission, by a2 vote of 5-0, approved an Order in the subJect

matter, as revised by their comments.
(Subsequently the Secretary signed the Order on June 21, 1879.)
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Chairman Hendrie

Commissioner Gilinsky
Commissioner Kennedy

Commissioner Bradford
Comnissioner Ahearne

Acting Director, Policy Evaluation



