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In the Matter of )
'

THE REGENTS OF THE UNIVERSITY OF Docket No. 50-142
CALIFORNIA )

(Proposed Renewal of Facility
| License)(UCLA P3 search Reactor)

NRC STAFF RESPONSE TO THE CBG
" ESTIMATE OF THREAT" FILED MAY 1, 1984

I. INTRODUCTION

On May 1, 1984, counsel for Committee to Bridge the Gap (CBG) filed

a document entitled " Committee to Bridge the Gap's Estimate of the
j

'
~

Level of Threat Facing the UCLA Reactor Facility Submitted in Response

to the April 20, 1984 Pre-Hearing Conference Order," (herein referenced

as " Estimate") as directed by the April 20, 1984 Atomic Safety and

Licensing Board (Board) Order (April 20th Order). As discussed below,

the document does not comply with the Board's instructions and does not

establish a credible specific threat pursuant to which CBG Cor.tentior. XX

is to be litigated.

II. BACKGROUND

At the February 8-9, 1984 prehearing conference held to discuss

future litigation of Contention XX, the Board directed CBG to provide a

detailed summary of proposed testimony of CBG experts, Dr. Taylor andI
,
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Dr. Hafemeister, as to the credible safeguards threat against the UCLA
E/researchreactor.1/ in order for CBG to establish a prima facie set

of allegations to be litigated under Contention XX. The threat of

sabotage to be forwarded by Drs. Taylor and Hafemeister was to describe

the vulnerability of the UCLA facility to sabotage that would have radio-

logical consequences, in terms of risk to public health and safety /
3 so

that the Board could decide the standard of security necessary at the

UCLA facility.4/ It.is this description of threat by CBG's experts that-

the May 1, 1984 Estimate purports to provide.'

III. DISCUSSION

CGB's Estimate does not comply with the Licensing Board's

April 20th Order and related prehearing conference instructionsEl in two

significant respec.ts: (1) the Estimate was not provided by CBG's

qualified experts (nor was it a summary of the CBG experts' proposed

testimony),ar.1 (2) it was not a detailed, specific statement of the*

credible threat which CBG believes establishes a prirca facie set of

allegations to be litigated under Contention XX.

-1/ Tr. in camera 3531-33, 3551, 3564. The Board's Prehearing Con-'

ference Order, April 20, 1984 also notes'at p. 7, that Drs. Taylor
and Hafemeister are proffered by CBG to delineate CBG's view of
the threat facing the UCLA facility.

| -2/ Tr. in camera 3550, 3567. The Board also stated that CBG must
clarify Contention XX after discovery. Tr. in camera 3491, 3510,
3512.

| 3/ Tr. in camera, 3538, 3544.
I

4/ Tr. in camera, 3549.l

!

5/ See notes 1, 2 and 3, supra.

|
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Contrary to the Licensing Board's instructions that CBG establish

its credible threat by its qualified experts, Drs. Taylor and

Hafemeister, CBG's Estimate, in its entirety, is merely the unsupported

assertions of a layman, namely CBG's counsel, Mr. Bay. The Estimate

does not contain citations to any authoritative source for any of the

many assertions by CBG's counsel. Neither are any of the assertions

supported by an affidavit of either of CBG's experts. It follows that

CBG's Estimate, as submitted, is entitled to no weight in establishing

a credible safeguards threat against the UCLA iesearc' reactor.

More importantly, contrary to the Licensing Board's request for a

detailed statement of a specific credible safeguards threat, CBG's

Estimate is comprised only of vague and generalized assertions. The

Estimate fails to specificslly describe the vulnerability of the UCLA

facility to thef t or sabotage, or the risk to the public health and

safety. It therefore fails to provide the Board with a sufficient basis

for the Board to decide on the necessary standard of security for the

UCLA facility.*

As exartples of these deficiencies in the CBG Estimate, the Staff

notes that the threat of theft described by Mr. Bay is only a

generalization, related to the "value" of special-nuclear material

(SNM) on site for use in weapons, blackmail, or sale on the black market.

Estimate, p. 2. Mr. Bay offers assertions of methods of weapons
'

manufacture, dose estimates of SNM releases and monetary value of the

fuel, but such assertions are unsupported. Estimate at 2-3. Mr. Bay

also offers his opinion that "one must assume the possibility of a theft

- - . -- . -. . . . . - . . . . .e
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attempt being undertaken by a dedicated group of persons actir.g in

concert and willing to use violent means [and that] they will be

well-armed and equipped and versed in defeating detection systems."

Estimate, at 3-4. No explanation or reference is provided to support

this assumption, nor is any specific number of persons or their equipment

or abilities described.
,

The Staff also notes that the description of sabotage threat in

}
CBG's Estimate is equally vague and unsupported. Only general statements

such as: "[t]errorism activity is on the rise"; "[n]uclear facilities>

. . . are the object of intense public fascination in this country."; and
,

|
"[d]uring the upcoming Olympic Games, the attention.of the entire world

.

will be focused on Los Angeles" are offered, without basis, to support

the unspecified allegation of sabotage threat. Estimate, at 4. Again,

Mr. Bay concludes by stating "[o]ne must assume significant resources and

sophistication will be brought to bear in a violent terrorist attack by a'

,

group of persons acting in concert [who] will be well-armed, well-

equipped, versed in detection systems and the use of explosives."
!

| Estimate, at 5. In conclusion, Mr. Bay states that UCLA has "significant

i value" to perpetrators of thef t and sabotige and "one must postulate and

; protect against a well-equipped, sophisticated attack, assault, or
]

diversion effort." Estimate, at 6.

In summary, the Estimate does not establish the specific level of

threat deemed credible by CBG's experts which the Board requested CBG

!

:

|

|

|

.

'
.. --- . - - =- -

- -.



'

1

-5-

|

to provide to establish a prima facie case for litigation of

ContentionXX.E

IV. CONCLUSION

CBG has failed to provide expert opinion establishing the specific

levels of threat of sabotage and theft against the UCLA research reactor.

Without a credible level of threat established by CBG's qualified

experts, CBG has not established a prima facie case for the litigation

of Contention XX or a benchmark against which UCLA's security provisions

might be measured.

Respectfully submitted,

Colleen P. Woodhead
Counsel fnr NRC Staff

Dated at Bethesda, Maryland
this 21st day of May, 1984.

.

-6/ Attached to this response are the following documents recently
forwarded to CBG in response to a Freedom of Information Act-
request: (1) SECY-82-456; (2) Memorandum to L. V. Gossick et al.
from S. J. Chilk Re: Staff Requirements - Affirmation Session
79-18; (3) Memorandum to the Comissioners from W. J. Dircks,
Executive Director of Operations Re: Staff Requirements -
SECY-79-38. These documents appear to establish that for the
generalized, non-specific assertions of threat by CBG, no
significant radiological consequences are likely to occur. In
view of the fact that CBG was provided these analyses showing an
apparent absence of the likelihood of significant radiological
consequences resulting from the generalized CBG assertions, CBG
should have provided more specific threat assessments.

. . . . . - . ~ . . , , .. .
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-

Wybj'ra N,Te
In the Matter of )

) Docket No. 50-14
THE REGENTS OF THE UNIVERSITY OF )
CALIFORNIA ) (Proposed Renewal of Facility

) License)
(UCLA Research Reactor) )

CERTIFICATE OF SERVICE

I hereby certify that copies of "NRC STAFF RESPONSE TO THE CBG ' ESTIMATE
OF THREAT' FILED MAY 1,1984" in the above-captioned proceeding have been
served on the following by deposit in the United States mail, first class,
or, as indicated by an asterisk, by deposit in the Nuclear Regulatory
Commission's internal mail system, or, as indicated by double asterisks,
by express mail, this 21st day of May,1984:

* John H. Frye, III, Chairman ** William H. Cormier, Esq.
Administrative Judge Office of Administrative Vice
Atomic Safety and Licensing Board Chancellor
U.S. Nuclear Regulatory Connission University of California at
Washington, DC 20555 Los Angeles

405 Hilgard Avenue
*Dr. Emmeth A. Luebke Los Angeles, CA 90024
Administrative Judge
Atomic Safety and Licensing Board Christine Helwick, Esq.
U.S. Nuclear Regulatory Commission Glenn R. Woods, Esq.
Washington, DC 20555 Office of General Counsel

2200 University Avenue
*Glenn 0. Bright 590 University Hall
Administrative Judge Berkeley, CA 94720
Ato.iic Safety and Licensing Board
U.S. Nuclear Regulatory Connission Roger Holt, Esq.
Washington, DC 20555 Office of City Attorney

200 North Main Street
| Committee to Bridge the Gap City Hall East, Room 1700

1637 Butler Avenue, #203 Los Angeles, CA 90012
Los Angeles, CA 90025

** Daniel Hirsch
** John H. Bay, Esq. Box 1186

Chickering & Gregory Ben Lomond, CA 95005
Three Embarcadero Center

,

| Suite 2300
San Francisco, CA 94111

|
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Dorothy Thompson * Atomic Safety and Licensing
c/o Nuclear Law Center Board Panel
6300 Wilshire #1200 U.S. Nuclear Regulatory Commission

.

Los Angeles, CA 90048 -Washington, DC 20555

Robert M. Meyers * Atomic Safety and Licensing Appeal
City Attorney Board Panel
Lynn Naliboff U.S. Nuclear Regulatory Commission
Deputy City Attorney Washington, DC 20555
1685 Main Street, Room 310
Santa Monica, CA 90401

James R. Heelan
American Nuclear Society
555 North Kensington Avenue
La Grange Park, IL 60525

* Docketing & Service Section
Office of the Secretary
U.S. Nuclear Regulatory Commission
Washington, DC 20555

sd
Col'een P. Woodhead
Counsel for NRC Staff
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WASHINGTON, D. C. 20555\..../..
)

Mr. Steven Aftergood APR 2 51E4 'Committee to Bridge the Gap
Box 1186
Ben Lomond, CA 95005 IN RESPONSE REFER

TO F0IA-84-199
Dear Mr. Af tergood:

This is in partial response to your letter dated March
which you requested, pursuant to the Freedom of Information Act, copies

19, 1984, in
of five specific documents.

Enclosed are copies of the following three documents:
1. SECY-82-456 (a complete version)
2.

6/28/79 memorandum to L. V. Gossick, et. al, from S. J. Chilk
.

Staff Requirements - Affirmation Session 79-18re:

3.
8/13/81 memorandum to Chairman Palladino, et. al, fromW. J. Dircks re:
Protection of Category II and III Material" Staff Requirements - SECY-79-38 " Physical

You requested the " final Commission paper" which was attached to a
memorandum dated June 28, 1979, from Miller to Burnett.

Both the Officeshad separated the memorandum from the attachment.of Nuclear Reactor Regulation and Nuclear Material Safety and Safeguards
information, it is believed the attachment was SECY-79-1878 Based upon available
the Safeguards Upgrade Rule on Non-power Reactor Licensees."," Impact of

we are currently reviewing SECY-79-187B to detennine what informationTherefore,can be publicly released.

publicly released.We are also reviewing SECY-77-79 to determine what information can be
be in touch with you.As soon ts our reviews have been completed, we will

,

Si erely,

\
. M. Felton, Director

Division of Rules and Records
Office of Administration::3 m.

Enclosures: A stated
9t:Ed 92 BdV #8,

i ;
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, SECY-82-456,
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1.

RULEMAKING ISSUE
(Notation Vote)

:
.

For: The Conrnissioners

. From: M111am J. Dircks
,

Executive Director for Operations

Subj ect: PHYSICAL PROTECTION REQUIREMENTS FOR NONPOER REACTOR
(NPR) LICENSEES POSSESSING FOPJtJLA QUANTITIES OF SSNM

Purpose: To obtain approval to publish for public coment, proposed
anendnents to 10 CFR Part 73. These amendnents will establish

! physical protection requirenents for nonpwer reactor licensees
who possess formula quantities of strategic special nuclear
seterial .

Category: Maj or pol:cy issue.- - -

Discussion: Background

j On July 24,1979, the Comdssion approved a relowefKatTon that o
'

nonpower reactor (NPR) licensees possesssing fornula quantities
of strategic special nuclear material (SSNM) be deferred from
inglenenting the requirements of the Safeguards Upgrade Rule (10'

* . CFR 73.20, 73.45, and 73.46) . At that time the Conmission asked-

the staff to develop new physical protection requirements for NPR
.

licensees that would provide conparable protection against
the theft of SSNM. These new requirements were to take into
ac' count the uniq'ue safeguards considerations of facility design
features and fuel type and form at NPRs. In the interim, the

CONTACT: -

C. J . Mthee , SGFF
,

427-4040
*

.

| ..
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Commission stated that licensees possesong a formula quantity of
nonexempt material would be subject to recently enacted Category*

11 requirements (10 CFR 73.67(d)) as well as previously existing
requirements (10 CFR 73.60) for Category I material .

.

On August 12, 1981 in response to SECY-81-376, the Commission
approved the publication of proposed physical protection require-
ments regarding Category I NPRs (those possessing formula quan-
tities of SSNM). These requirements were published in the
Federal Register on September 18,1981 (46 FR 46333) along with a
minority opinion of Commissioners Gilinsky and Bradford and the
separate views of Commissioner Bradford. These requirements took
into account the HPR facility and fuel design, elimina~ted some
Safeguards Upgrade Rule requirements, and maintained the 100
rem /hr exemption from physical protection requirements.

RESPONSE TO THE PUBLIC COMENT-

Twelve public comments were received which discussed specific
provisions of the proposed rule. Eleven were from NFR operators
who questioned one or more aspects of the proposed rule as being too
restrictive or ennecessary. One commenter called for stricter
requirements than those oeing proposed and supported the minority
Commission position.

The most frequent comments were: (1) the requirements at stated
were too prescriptive and did not allow for consideration of site
specific features, (2) the 100 rem / hour exemption level may be
difficult for some licensees to maintain and could encourage
unncessary reactor operations just to meet that level, (3) a phase
in period should be allowed before full Category I requirements
are necessary (i .e., when a formula quantity .of SSHM becomes
nonexempt), (4) licensees ir'.adiating enough SSNM to over 100
rem / hour should only have to implement Category III physical
protection measures and should be exempt from both Category I and
Category 11 requirements, and (5) the cost estimates for imple-
menting the proposed rule were too low.

In response to these comments, staff has extensively revised the
September 18, 1981 proposed rule as follows. The Category I
physical protection requirements were rewritten as perfomance
capabilities. Also, prescriptive security measures are no longer
specified, thereby allowing the licensee greater flexibility in
preparing its plan. To aid the public commenters in understanding
the rule's intent, scope of application, and rationale, the
additional information in Enclosure B will be made available with
the proposed amendments. This information is expected to serve as
the regulatory position in a Regulatory Guide to be published for
comment at a later date. A final version of the Guide will be
published with the final rule.

.

.
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,[ven the inability of all but . very few insiders to know
'

Second
*

-

the expectcd dose rate from ary irradiated fuel element, the-
,

J licensee will be allowed to average its irradiated fuel to meet-

the 100 rem / hour exemption as long as no single fuel unit drops'

below 50 rem / hour at 3 feet. This approach will reduce the need.

for a licensee to conduct reactor operations just to satisfy the.

exemption criterion.
,

Third, the revised rule allows an interim period of 90 days after
a licensee no longer meets the 100 rem / hour exemption level befcre
it has to implement full Category I requirements. However, during
the interim period, some compensatory physical protection measures

'are required which could be less costly than the full Category I
measures. This interim period can be perinitted because, in !

most cases, as irradiated fuel decays below the 100 rem /ho;r !
'average value, it does so fairly slowly.

;

Fourth, if a licensee can show that, for a theft of a formula~

quantity, it is reasonable to expect that a thief would receive an
absorbed. dose of at least 2000 rem, then the licensee will onlyi

have to satisfy Category III physical protection requirements.
i The 2000 rem dose would be incapacitating within a short period

and would mean certain death. However, since the International
Atomic Energy Agency (IAEA) standard is that the irradiated fuel.

| exemption should be used to drop a facility only one material
protection category and since uranium enriched above 205 coult':

i be more directly useable in a nuclear explosive device, the rule
i requires NPR licensees possessing a formula quantity of SSNM to
| - satisfy at least Category 11 physical protection requirements when

the 2000 rem exemption cannot be met. -

Fifth, given the extensive restructuring of the revised proposed'

:

; rule, the cost / benefit analysis was also extehsively revised. This
1

ianalysis is included in Enclosure C and reflects updated figures.
4 .

}
}, . Differences from the Saferuards Upgrade Rule

,

! As a result of the uniqueness of the facility design features and
the type and form of fuel at NPRs, it is not necessary to require-

.

i as extensive a set of physical protection measures as is included
j in the Safeguards Upgrade Rule. It is sufficient to require
' that the licensee detect an attempted theft and arrange for

a response force to prevent the theft of a formula quantity of
SSNM. This is acceptable in view of the fact that NPR fuel cannot-

be used in a clandestine fission explosive device without under-
,

go'.ng reprocessing to recover the uranium and this requires a '
-

' large commitment of resources. Also, because the SSNM is contained-

in fuel elements which typically have 100-200 grams of U-235 each,
the theft of*a fomula quantity would have to include a number of-

I repetitive acts that require a long time, to complete. Thus, there I

will be considerable opportunity for a response action to prevent
the removal of a formula quantity from the site.

'e *
. .

*

,!
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As a resuit of these factors, a number o, prescriptive Safeguards '

Upgrade Rule requirements can be rcduced or eliainated fa pro- ,

*

'tecting' fomula quantities at WPRs. These include the reduction'

,

or the elimination of requirements for redundant and hardened i
elam stations, entrance searches for weapons and explosives, a-

second SNM exit search, Part 73 Appendix 8 Guard Training require-
ments and Appendix C. Contingenc' Plans, nmed guards on site, andy
vault hardening.

However, the proposed rule requires protection against theft by

both insiders and external adversaries at security cap [ abilitylevels comparable to the Safeguards Upgrade Rule. .; .;
::-

1 Cost / Benefit

Several benefits will be derived from implementing the proposed
amendments rather than keeping the status quo. First, protection.

against insider theft of nuclear material will be included.
This is not currently required. Second, licensees are given

1

more flexibility in selecting a set of physical protection
measures which can take maximum benefit of any site specific
design features that aid security functions. Finally, except

! under special conditions, licensees who possess a fomula quantity,
i regardless of its irradiation exemption status, must at least

satisfy the physical protection requirements for Category II;

material, thereby reducing the possibility of theft of such material.!

The cost comparison estimates the cost increase between imple-I

.
menting the proposed amendments and the measures necessary to'

| satisfy Category II requirements. The Regulatbry Analysis (Enclo- i

i sure C) shows an estimated one time capital cost of $1,100 to
: 55,100 and an operating cost during one year of $300 to $7,900 per
i facility if the proposed requirements are adopted. It should be
! noted that, within the range of cost estimates, a low operating

.

! cost will normally match up with a high capital cost and vice
versa.

|
..
.

'

| While there are 15 current NPR licensees who possess fomula
| . quantities, no more than three licensees are expected to have to
| implement the full Category I proposed requirements and this
I number could very well go to zero since dose rate averaging is i

allowed. In addition, if any licensee is unable to keep its
amount of nonexempt fuel smaller than a formula quantity, this
would most likely occur only for short periods of time which are
less than the 90-day interim phase-in period. For those cases, it -

may not be necessary to expend the full capitti costs estimated
above . In fact, if labor intensive pr.ocedures are used for these'

short per.iods in place of hardware, the capital cost could be
avoided altogether.

.

|

1
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" ~ The revis2u proposed anendnents are the a. .t ctst-effective' Conclusion:
opproach fer providing assurance against the theft of a fornula,

quantity Cf SSNM, while taking into account the unique features of'

the facility design, and fuel type and form at nonpower reactors.
,

.

.

Recernendation: That the Consission: ,

1. Approve the revised proposed amendnents and authorize
publication of Enclosure A in the Federal Register
for public cournent. ,

'

Certify, in order to satisfy the requirenents of the Regulatory2.
Flexibility Act, 5 U.S.C. 605(b), that this rule, if prosul-
gated, will not have a significant economic impact on a
substantial nunber of small entities. This Certification is '

included in the enclosed Federal Register notice.
.

3. Note: ,
,

That the appropriate Congressional Connittees will bea.
notified of this Consission action.

b. That, in accordance with 10 CFR 51.5(d)(3), neither an
environmental ispact statement nor a r!egative declaration
need be prepared since the proposed amendnents are not
significant from the standpoint of environmental ispact.

,

That the Chief Counsel for Advocacy of the Small Businessc.
Administration will be informed of the certification and

-

the reasons for it as required by the Regulatory Flexibi-
lity Act.

d. That a public announcenent will be issued when the
anendnents are filed with the Office of the Federal

-

Register.
.- .

That copies of this notice will be distributed to affer.tede.
licensees and other interested persens by the Office of

I-

Administration.
,

f. Tnat DOE is developing lower enriched fuels which, it is
our understanding, could be substituted for higher :

enriched fuels in existing nonpower reactors with mininal
|

'
-

.

D

*e

a

| |
-
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.
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sodifications. Approval of the reconsend::d regulatory'

,

action should not be construed as foreclosing further
future encouragenent of NPR licensees to reduce their-

holdings of high enriched uranium once the lower enriched
fuels becone availabTe. I

*

-

,

;. ,

/' William.ds -td.::3
1-

J. Dircksi
'

Executive Director for Operations
- :

Enclosure:
A - Federal Register Notice'

B - Draft Intent and Scope Guide
C - Regulatory Analysis*

,

.

Comissioners' comments or consent should be provided directly
to the Office of the Secretary by c.o.b. Friday, December 3, 1982.

'
Commission Staff Office comments, if any, should be submitted to
the Commissioners NLT Wednesday, November 24, 1982, with an

; information copy to the Office of the Secretary. If the paper
! is of such a nature that it requires additional time for analytical
; review and comment, the commissioners and the Secretariat should

|- be apprised of when comments may be expected. -

DISTRIBUTION: .

Commissioners
OGC '

OPE
OCA

.
*

OPA-
.

,

CIA
REGIONAL OFFICES

. EDO
! ELD

ACRS .

ASLBP s
!

ASLAP
SECY -

,

| . .

I
.

'
-

.

\-

.

c.

l.

| *
,

| -

.
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NUCLLAR REGULATORY COMMISSIOP
~

.
,

. .

10 CFR Part 75 -

'

safeguards Requirements for Nonpower Reactor Licensees.

Possessing Fornula Quantities of Strategic Special
Nuclear Material

-
.

AGENCY: Nuclear Regulatory Commission.

ACTION: Proposed Rule.

hr
SUMMARY: The Nuclear Regulatory Comission is proposing to amend it's physical-

protection regulations for nonpower reactor licensees possessing formula quan-
.

tities of strategic special nuclear seterial . The proposed amendnents have been

prepared in response to a Comission request for the development of these new

physical protection requirenents. These amendnents would replace the interim

requirenents which are currently in force at these facilities. The result of

|
these amendnents will be the'nost cost-effective appproach for providing assurance

against the theft of a fornula quantity of SSNM, while taking into account the
,

unique features of the facility design, and fuel type and form at NPRs. '
I,

'

DATES: Comnents sust be received on or before * Co ments.

f received after this date will be considered if it is practical to do so,
i-

but assurance of consideration cannot be given except as to coments received

on or before this date.'
*

:

ADDRESSES: Concents or suggestions regarding the proposed amendments should be
,

sent to the Secretary of the Conrnission, U. S. Nuclear Regulatory Commission,
.

Washington , DC 20555,Att.ention: Docketing and Service Branch. Connents

received will be available for examination and copying at the NRC Public Document
.

Room at 1717 H Street, NW., Eshington, DC 20555.
|

" Insert date Azo days after publication in the Federal Register.
' '

,

'

!
Enclosure A-

,

* *
.

,
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'FOR FURTHER INFORM 5 TION JNTACT: Dr. C. J . Withee, Fut Facility 5 eguards
.

Licensing Branch, Division of Safeguards, Office of Nuclear Material Safety
1

and Safeguards, U. S. Nuclear Regulatory Commission, k'ashington, DC 20555,l -

| Telephone (301) 427-4040.

SUPPLEMENTARY INFORMATION

BACKGROUND

~

On July 24, 1979, the Commission approved a recommendation that nonpower reactor

(NPR) licensees possessing formula quantities of strategic special nuclear material

(SSNM) be deferred from implementing the requirements of the Safeguards Upgrade

Rule (10 CFR 73.20, 73.45, and 73.46) . At that time the Commission asked the

staff to develop new physical protection requirements for NPR licensees that

would provide comparable protection against the theft of SSHM. These new re-
'

quirements were to take into account the unique safeguards considerations of

facility design features, and fuel type and form at NPRs. In the interim, the

Commission stated that licensees possessing a fonnula quantity of nonexempt

material would be subject to recently enacted Category 11 requirements (10 CFR

73.67(d)) as well as previously existing requirements (10 CFR 73.60) for Category

I material ..

Under the interim requirements, some NPR licensees are pennitted to provide only

minimal physica1' protection for their fuel if enough material is irradiated to a

level which qualifies for exemption under 10 CFR 73.67(b)(1)(i). The exemption ;

is based on the deterrent effect of an external radiation dose rate in excess of 1

|

100 rem per hour at 3 feet from any accessible point without intervening shielding. f
*

.

Also, under current requirements, physical protection measures only need be

effective against external adversaries. Thus, insiders are not included
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as' part of the design b3.es threat. However, as provit . in 10 CFR Section~

| e

i 73.1(a)(2), insiders are part of the physical protection design basis threat for

|
facilities possessing fomula quantities of SSNM.-

| On August 12, the Commission approved the publication of proposed physical

! protection requirement.s regarding Category I NPRs (those possessing fomula

! quantities of SSNK). These requirements were published in the Federal Recister
.e

on September 18,1981 (46 FR 46333) along with a minority opinion of (ommis-

sioners Gilinsky ard Bradford and the separate views of Commissioner Bradford.

These requirements took into account the NPR facility and fuel design and elimi-*
!

,

nated some Safeguards Upgrade Rule requirements.
i

.

Those proposed amendments (46 FR 46333) also included a statement of the staff's
:

; resolution of a number of issues which had been raised earlier. In particular,
!

j the Commission presented its finding that the existing protection exemption level

cf 100 rem per hour at 3 feet 'from any accessible surface without any intervening- -

'

shielding was appropriate.
.

Several nonsubstantive clarifying and conforming amendments to the currently

effective Parts 50 and 70 were also proposed in the September 18, 1981 notice.
,.

There was no public comment on these amendments and they do not modify

current practices or applications of the regulations, but only clarify the
,

text of several sections. There is no further change in those'previously pro-
'

; posed amendments and thus they are not repeated in this notice.

! -

,

RESPONSE TO THE'PUBl.IC COMMENTS ;,.

}
*

.

i. Twelve public conments were received which discussed specific provisions of
-

;

,t

! the proposed rule. Eleven of these questioned one or more aspects of the
:.

'

a
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f. proposed rule as being .so restrictive or unnecessary. Jne commenter called
|

for stricter requirements than those being proposed and supported the (2inority
,

| Com .ission position which was included in the 1981 notice.
.

The mosi frequent comments were: (1) the requirements as stated were too pre-

scriptive and did not' allow for consideration of site specific features, (2) the
t

100 rem per hour exemption level may be difficult for some licensees,to maintain
-

and could encourage some unncessary reactor operations just to ineet that level,

(3) a phase-in period should be allowed before full Category I (i.e., when a
.

formula quantity of SSNM becomes nonexempt) requirements are necessary, (4)
'

licensees irradiating enough SSNM to over 100 rem per hour,should only have to'

implement Category III (low strategic significance) physical protection measures

and should be exempted from both Category I and Category II requirements,

and (5) the cost estimates for implementing the proposed rule were too low.

In tesponse to these comments, the originally proposed amendments have been

exteasively' revised as- follows. First, the Category I physical protection

requirements were rewritten as performance capabilities. A description of how

the licensee intends to implement the requirements will be given in the physical
,

, ,

security plan submitted for licensing review. Site specific features will be

considered before license approval is given. To aid the public commenters in

understanding the rule's intent, scope of application, and rationale, additional
.

supplementary infonnation is available for inspection in the NRC Public Document

Room,1717 H Street, NW., Washington, DC 20555. Prescriptive security measures

are no longer specified, thereby allowing the licensee greater flexibility in

preparing its plan. ,

i
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"'

.'Second, given the inabi .ty of all but a very few insi rs.to know the expceted
'

-

i

dose rate from any irradiated fuel element, the licensee will be allowed to
,

.

' average its irradiated fuel to meet the 100 rem per hour exemption as long as no

| single fuel unit drops below 50' rem per hour et 3 feet..This approach will

| reduce the need for a licensee 'to conduct reactor operations just to satisfy the

| exemption criterion. '

:?,

Third, the revised rule allows an interim period of 90 days after a licensee no - -

longer meets the 100 rem per hour exemption level before jt has to implement full
,

Category I requirements.. However, during the interim period some compensatory*

physical protection measures are required which could be less costly than the

full Category I measures. This interim period can be pe,rmitted because, in

most cases, as irradiated fuel decays below t.'.e 100 rem per hour average value, it
|-

.

_

does so fairly slowly.

L
*

-

j Fourth, if a licensee can show that for a theft of a formula quantity it.is-

!
reasonable to expect that a thief would receive an absorbed dose of at least 2000

rem, then the. licensee will only have to satisfy Category IN physical protection
i

!' requirements. The 2000 rem dose'would be incapacitating within a short period

j and would mean certain , death. However, since the International Atomic Energy''

.

Agency (IAEA) standard is that the irradiated fuel exemption should be used to

! drop a facility o'nly one material protection category and since uranium enriched

above 20'. could be more directly useable in'a nuclear dxplosive device, the rule'

requires WPR licensees possessing a formula quantity of $$NM to satisfy at least
;

Category 'II physical protection requirements when the 2000 rem exemption cannot

be met.
.
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Fifth, given the extens a restructuring of the revise- reposed rule the

This analysis reflects
cost / benefit analysis was also extensively revised.

|
. .

updated figures and is included in the Regulatory Analysis which is available

for inspection in the NRC Public Document Room,1717 H Street, NW., Washington,

DC 20555.
-

.

|

Differences from the Safeguards Upgrade Rule ,

; '

As a result of the uniqueness of the facility design features and the type and
|

form of fuel at NPRs, it is not necessary to require as extensive a set ofI

It
physical protection measures as are included in the Safeguards Upgrade Rule.

is sufficient to require that the licensee detect an attempted theft and arrange

for a response force to prevent the theft of a formula quantity of SSNM.

This is acceptable in view of the fact that NPR fuel cannot be used directly in a t

1

clandestine fission explosive device without undergoing reprocessing to
Also,

recover the uranium, and this requires a large commitment of resources.
I .

.

because the SSNM is contained in fuel elements which typically have 100-200 grams

of U-235 each, the theft of a formula quantity would have to include a number of

repetitive acts that require a long time to complete. Thus, there will be

considerable opportunity for a response action to prevent the removal of a
.

formula quantity from the site.j

1

As a result of these factors, 'a number of prescriptive Safeguards Upgrade Rule

requirements can be reduced or eliminated for protecting fonnula quantities at
,

These include the reduction or elis;ination of requirements for redundant
,

|
NPRs.

and hardened a'larm stations, entrance searches for weapons and explosives, a

second SNM exit search, Part 73 Appendix B Guard Training requirements and

Appendix C Contingency Plans, armed guards on site, and vault hardening.
,
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.

Nowever, the proposed rule requirer protection against theft by both insiders and-

eiternal adversaries at security capability le'vels comparable to the Safeguards

| Upgrade Rule.

i .

t Cost / Benefit
!

j several benefits will be derived from implementing the proposed amendments rather
,

! than keeping the status quo. First, protection against insider theft of nuclear

material will be included. This is not currently required. Second,. licensees4

I are given more flexibility in selecting a set of pnysical protection measures
i - ..

I which can take maximum benefit of any site specific design features that ai'd i

security functions. Finally, except under special conditions, licensees who
,

1 .

j possess a formula quantity, regardless of its irradiation exemption status, must

at least satisfy the physical protection requirements for Category II material,i
,

_
1

I thereby reducing.the possibility of theft of such material.
|

'

The cost conparison estimates the increase between implementing the proposed

amendments and the measures necessary to satisfy *tategory II requiremen~ts.
|

,

The Regulatory Analysis shows an estimated one time capital cost of $1,100 to
1

|
$5,100 and an operating cost during one year of $300 to $7,900 per facility,

,,

. . .

if the giroposed requirements are adopted. It should be noted that, within the

range of cost estimates, a low operating cost will normally match up with a high
~

capital cost and 'vice versa.j ,

!
-

While there hre 15 current NPR licensees who possess formula quantities, no more
i

| than three licensees are expected.to have to implement the full Category I

| proposed requirements and this number could very well go to zero since dose rate
i* .

!I
i: - -

t
~
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averaging is a11ow2d.
i addition,if any licensee it nable to keep its amount.

.

-
.

of nonexenpt fuel smaller than a formula quantity, this would most likely occur
-

only for short periods of time which are less than the 90-day interim phase-in
,

For those cases, it may not be necessary to expend the full capitalperiod.
In fact, if labor intensive procedures are used in place of

costs as estimated.

hardware during the short interim periods, the capital cost could be avoided
'

al together. .

The revised pruposed amendrents are the nest cost-effective approach for pro-
.

viding assurance against theft of a fornula quantity while taking into account.

the unioue features of the facility design, and fuel type and form at nonpower

reactors.

PAPER 10RK REDUCTION STATEMENT

The application and reporting requirements contained in these proposed amendments
have been approved by the Office of Managecent and Budget; Ote approval'No.

,

3150-0002.

REGULATORY FLEX 1BILITY CERTIFICATION'

.-

In accordance with the Regulatory Flexibility Act of 1980, 5 U. S. C 605(b),

the Comission hereby certifies that this rule will not, if prosulgated, have a
| This

significant economic impact on a substantial nunber of small entities.
proposed rule would amend 10 CFR part 73 to require any nonpower reactor licen-.j
see authorized to possess a formula quantity of strategic special nuclear

| These plans would
material to submit amendrents to its physical security plan.

*

i ;

f'
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.

* . . ' *

include certain additional security precautions that would be implemented when a
l

sufficient amount of the licensee's irradiated fuel drops below the 100 rem per-

hour at 3 feet external radiation dose rate exemption level resulting in the
,

'

licensee possessing a fomula quantity of fuel that is not self-protecting.

At this time the proposed amendments would require only 15 licensees to submit

revised security plans, and no more than three nonpower reactor licensees are
,

! expected to implement the additional security measures. The amendments probably

! would not affect any future licensees since they would not likely build a non-

power reactor requiring a fomula quantity of SSNM.
.

The 15 licensees include three large companies (Union Carbide Corporation,
;

General Atomic Corporation - a subsidiary of Gulf Corporation, and General:

Electric Corporation), ten major universities (Georgia Institute of Technology,

i University of Wisconsin, Massachusetts Institute of Technology, University of

Michigan, University of Virginia, Oregon State University, Virginia Polytechnic j

Institute, Texas A&M, University of Missouri at Columbia, and Washington State
:

;i .

University), the National Bureau of Standards (NBS), and the Rhode Island Atomic

Energy Commission. The chree corporations each employ in excess of 500 employees <

.- .

I and have. annual sales in excess of 31 million for services they provide. NBS and the

Rhode Island Atomic Energy Commission are a Federal and state agency, respectively.

None of these affected licensees fall within the scope of the definition of

"small entities" set forth in the Regulatory Flexibility Act or the' Small l'usiness
'

'

Size Standards in regulations issued by the Small Business Administration at 13
'

'

i: . ..

CFR Part 121. |-

1*

!
.

I
e
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L11 X SUBJECT TERMS IN 10 CFR PA'
73

*

Hazardous noterials-transportation, Nuclear uterials , Nuclear power plants and~
'

reactors, Penalty, Reporting requirenents, Se.curity seasures.

For the reasons set out in the Prearble and under the authority of the Atomic

Energy Act of 1954, as amended, the Energy Reorganization Act of 1974, as anended,
and 5 U.S.C. 553, notice is hereby given,that the NRC is proposing' to adopt the

following amendments to 10 CFR Part 73.
i

PART 73 - PHYSICAL PROTECTION OF PLANTS AND MATERI AL

The authority citation for Part 73 is revised to read as follows:1.
AUTHORITY: Secs. 53,161, 68 Stat. 930, 948, as anended, sec.147, 94 Stat.!

780 (42 U.S.C. 2073, 2167, 2201); sec. 201, 88 Stat.1242, as anended, sec.
,

'

204, 88 Stat.1245 (42 U.S.C. 5841, SE44) .

!

Section 73.37(f) is also issued under sec. 301, Pub. L.,96-295, 94 Mat. 789
i

(42 U.S.C. 5841 note).
!

For the purposes of sec. 223,68 Stat. 958, as amended (42 U.S.C. 2273);
!

gg73.37(g),73.55 are issued under sec.161b, 68 Stat. 948, as asunded (42! .

'

U.S.C. 2201(b)); 1173.20, 73.24, 73.25, 73.26, 73.27, 73.37, 73.40, 73.45,

73.46, 73.50, 73.55, 73.67 are issued under sec. 1611 ,68 Stat. 949, as
,

asended (42 U.S.C. 2201(i)); and 3173.20(c)(1),73.24(b)(1), 73.26(b)(3),'

(h)(6), and ,(k)(4), 73.27(a) and (b), 73.37(f), 73.40(b) and (d), 73.46(g)(6)|

and (h)(2),73.50(g)(2), (3)(111)(8) and (h),73.55(h)(2), and (4)(111)(8),
1610,68 Stat. 950, as amended (42

73.70, 73.71, 73.72 are issued under sec.

U.S.C. 2201(o)).
|I

!
;
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t. In 573.2, paragraph (x) is revised to read as follows:'
1

573.2 Definitions.
~

. * * * *
.

] (x) "Special nuclear unterial of moderate strategic significance" seans:

(1) Less than a formula quantity of strategic special nuclear material

but more than 1000 grans of uranium-235 (contained in urariium enriched
,

to 20 percent or more in the U-235 isotope) or more than'560 grans of
!

F uranium 233 or plutonium or in a conbined quantity of more than 1000
i

| grams when conputed by the equation, grams = (grams contained U-235) + 2.

!

! (grams U-233 + grams plutonium), Eer}* .

! .

! (2) 10,000 grams or more of uraniuw235 (contained in uranium enriched to ,

i

10 percent or more but less than 20 percent in the., U-235 isotope) [:), or

(3) Formula quantities of strategic special nuclear material possessed at
:

' * *

nonpower reactors.
1

* * * * *
| j

| 3. In 373.6, paragraph (e) is revised to read as follows:
!

i 373.6 Exenptions of certain quantities and kinds of special nuclear material.
** . ,

*

e * * * *

i ~

! (e) Special nuclear material a't nonpower reactors. Any licenseeEs3 subject
'

to s[N.6f;3 73.67(h) is {sre3 not exengted from 5573.70 and 73.72, and

any licensee [r3 subject to 173.67(e) is,[are] not exenpted from s73.72 of
;

i

: this part.
.

.

|
..

i
-

| ' comparative text shows changes between proposed rule and current regulations.
|

Underlined text shows additions and dashed through text in brackets shows deletions.
; -

' u g
.

Enclosure A'
,.., >

*, * o u,

. .

i

_ . - . , _ _ . - ,_._._.~. __ __.,_-...- ~_. -._. ,__. , . . . - , . . - _ _ _ . . . _ . . . - . - _ . , . . . . . . . _ - . . . , _ . . - . ~ . _ , . , ~ _ _ _ , . . _ . _ . . _ _ . _ . . -



I
-

,

-

.

- - 4.* In 73.40, Paragr. (b) is revised to read as fc ws: ),

.
1

173.40 Physical protection: General requiremnts at fixed sites.
.

-

! .. ..
! ..

! (b) Each licensee subject'to the requirements of 593.20, 73.45, 73.46, 73.50,

or 73.55 (;w- .MG3 shall prepare a safeguards contingency plan in
!

accordance with the criteria set forth in Appendix C to this part.'

The safeguards contingency plan shall include plans for dealing with
>

J

threats, thefts, and radiological sabotage relating to nuclear facilities
|

licensed under Part 50 or to the possession of specibi nuclear material'

-

licensed under Part 70 of this chapter. Say-septes6.s n,19.7a,3 rach

licensee subject to the requirements of this paragraph L., **=pt.fori

;

nuclear-power-plant-Meensees,-Spom-whou-submi.ttal..is, not.caquicad untti
!

March-23,-197953 shall submit to the Commission for approval the first

four categories of information contained in the safeguards contingency plan. '
j

|

(The first four categories of inforation, as set forth in Appt.ndix C to

this part, are Background, Generic Planning Base, Licensee planning
|

Base, and Responsibility Matrix. The fifth category of information,!

|
Procedures, does not have to be submitted for approval.)IThe plan

, .

shall become effective and be followed (when appropriate) by the
!

|
licensee [,-enept-for-neslear-power-plaats,) 30 days after approval by

| the Comd ssion,._ [er-GGG-day 4-after March 23,.1928,_whichever.is_1attt.
i

fw inicient power-plente,-ee-plan-sha33 become-effect4ve-3C-days-aftes

| rpprui. -ty thrtarnissiwr.)-
'

* *
***

5. Section 73.60 is removed.
.

.
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|.*- a
Paragraphs (b) J (c) are revised;-

's.' - ..
-

.

In paragraph (d) ..(10) and (11) are revised and a new (12) is added; andi b.
,

A new paragraph (h) is added to read as follows.
.

c.

L.icensee fixed site and in-transit requirermints for the physical
'

f 573.67

protection of special nuclear noterial of nederate and low strategic signi-i

|

ficance and of formala quantities at nonpower reactors. ,

h.. .**** ,

;

(1) A licensee's possession, use, or transportation of the
(b) Exemptions.

following noterials is exenpt from the requirements of this section.

(i) Special
[te -the- extent-that-he- pos se s s e s,- u s e s- er-t ra n s po rt s) :,

nuclear saterial in a quantity not exceeding 350 grams of uranium-235,
1

uranium-233, plutonium, or a conbination thereof, possessed in anyI

i

analytical , research, quality control', metallurgical , or electronic
i

i 1aboratory , [wh4th-4s-met-read 44y-separab3e-from. ether-rad $eactive' , ,

;

seterdal-end-whisk-has-a-teta3-extersa3-sadiationJdose . rate .in-excen .of
~

i
.... . .. . .

,

l 3-feet-frem.aay-accessible-surface-without 4stesvening shielding ) or (ii)
i

,

Seated plutonium beryllium neutron sources totalling 500 grans or less
4

4

-

contained plutonium at any one site or contiguous s'ites, or (iii) Plutonium
8

| ,.

with an isotopic concentration exceeding 80 percent in plutonium-238.
;

\
-

! (2) A licensee, other than a nonpower reactor licensee who possesses a
|

fornula quantity or more of strategic special nuclear material , is

! exempt from the requirements of this section to the extent that it
|

possesses, uses, or transports special_ nuclear saterial which isi
'

|
'

not readily separable from other radioactive seterial and which has
t -

I

!|
a total external radiation dose rate i'n excess of 100 rems per houri

II

i! at a distance of 3 feet from any accessible surface without inter-'

.

vening shielding.
.',

_
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(3) A nonpower 2 actor licensee who possesses . forsla quantity is exempt
~

'

-

from the additional requirerrents above those for special nuclear
.

' '

material of moderate strategic significance to the extent that it
~

possesses special nuclear materia 1 which is not readily separable
.

from other radioactive material and which has a total external

radiation dose rate in excess of 100 rems per hour at a distance of

: 3 feet from any accessible surface without intervening shielding.
~

.

(4) During an interim period of 90 days after a formula quantity of

nonexempt fuel is possessed by a nonpower reactor licensee, approved
| conpensatory seasures way be substituted for those approved on a:

permanent basis.
,

'

|

|
(5) Any nonpower reactor licensee possessing a forsuJla quantity say protect

t its special nuclear material at the level of low strategic significance
j

if the expected total dose to any individual would be 2000 rens or greater
:

! during the unauthorized removal of any formula quantity from the
L

licensee's facility.

:
!

! I.(2.)q6) A licensee, other than a nonpower reactor licensee who possesses
, _ *

i

a formula quantity or more of strategic special nuclear material, who

has, quantities of,special nuclear material equivalent to special
,

nuclear material of moderate strategic significance distributed over
>

several buildings imay] shall, for each building which contains a quantity!
' '

of special nuclear material less than or equal to a level of special
,

nuclear material of low strategic significance, protect the material
'

in that building at least at the level of [ ender.1 the lower classifi-
' "

cation physical security requirements. ,

.
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or [g delivers to a(c) Each licensee who possesses, uses, transports 2'
'

carrier for transport spec'ial nuclear waterial of wederate strategic'

2
.

significance or 10 kg or more of special nuclear naterial of low strate-

gic significance, and each licensee who possesses a for.wla quantity

of strategic special nuclear veterial for use in the operation of a
|nonpower reactor, shall:
|
'.'.'

,

'

* * )
~

(1) *

(2) Mthin [-300L. day $..&{t&&.tha. mf fart buP .date..nf..the&E..AmtAdMATA. (FAT $h. 25, '
..........,;.- ,. ...,.

.. .............. .. ........ .

MC-GF-er3 30 days after the plan (s) subm'itted pursuant 'to ' par' grapha
,

(c)(1) of this i.ection is approved [.wh4oheves-i.s. l.a.tes,3 inplement the
, ,

approved security plan; or[-r) ,

(3) For a nonpower reactor licensee who possesses a forsula cuantity of

strategic special nuclear saterial, (i) submit by * a physical
.

security plan or an amended physical security plan describkng how

the licensee will cogly with the requirements of paragraph (h) of
,

this section, any co@ensatory seasures to be used during a 90-day

interim period, schedules of iglementation, and sethods used for.'
.

determining external radiation dose rates of irradiated reactor
.

fuel; and (ii) implenent the applicable parts of the approved

physical security p1'an submitted pursuant to paragraph (c)(3)(i) of ,

| this section by ** , or within 30 days af ter this!
'

. plan is approved, whichever is later. .

,

..

*

'(Insert date 150 days af ter effective date of thesc amendments.)
.

**(Insert date 240 days after effective date of these anendments.)
's

'
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'(d) Fixed Site Req,..renents for Special Nuclear A . rial of Moderate
' ,

,

* *Strategic Significance.*
.

(10) Search on a random basis vehicles and packages leaving the con-
.

trolled access areas, [+nd3 .

Establish and mb'.ntain response procedures for dealing with(11)

threats of thef ts or thef ts of each materials, and [-v3

Notify the appropriate Nuclear Regulatory Commission Regional(12)

Administrator at least 48 hours in advance of the time the licensee
expects that it will possess a formula quantity of nonexempt strategic.

special nuclear material .
***

* *

Additienal requirenents for nonpower reactor licensees possessing(h)

formula quantities of nonexengt strategic special nuclear material.

Each nonpower reactor licensee who possesses, at any site or contiguous,

sites subiect to control by the licensee, a forsula quantity of nonexenpt
.

strategic special nuclear material shall meet the requirements of

paragraphs (a) and (d) of this section and, in addition, shall:

(1) Satisfy the requirenents of paragraph (a)(2) of this section against
;

a single insider and a conspiracy between insiders, as well as an

external adversary, during any period when possession exceeds a
-

fornula quantity of nonexempt material;

.(2) Achieve the following capabilities in order to meet the obiectives

of paragraph (h)(1) of this section:

Detect access of unauthorized persor.nel to strategic special(1)

nuclear seterial within controlled access areas situated
...g-,

.

within,a protected area; ,
'

* .
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(ii) Detect unauthorized activities and conditions within the-

'

protected area and the controlled access areas:'

, .

(iii) Detect unauthorized remwal of strategic special nuclear

saterial from the controlled access areas; and
.

I(iv) Provide for a response capability sufficient to prevent
''

'

the unauthorized remmal of a formula quantity 'of strate-

gic special nuclear naterial from the protected area; and j

.

|
(3) Test physical protection devices used pursuant to the requirecents

'

of this section to assure their functional performance during
|

periods when they are required to be in use.i
.

i

7. In s73.70 the introductory text and paragraph (c) are revised to read as
'

'

follows:
-

.

-

a 73.70 Records
i

Each licensee sutdect to prwisions of 33 73.20, 73.25, 73.26, 73.27,I

;

73.45, 73.46, 73.55, or [-93.,603 73.67(h) shall keep the following records:
'

* * * * *
,.

'

;
(c) A register of visitors, vendors, and other individuals not.enploye'd

, by the licensee pursuant to 1673.46(d)(10), 73.55(d)(6), or [i,43.E.]

by a licensee required to satisfy 173.67(h) .
,

'
-

.

* * *
* *

Dated at leshington, DC this day of 1952.
'

For the Nuclear Regulatory Conndssion.-

'
.

.

.

,

Sanuel J. Chilk ,-
.

Secretary of the Cosedssion. "
1

.
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' 'hysical protecMon Requirener for' * '
|

N;npower React r Licensees posstssing Fcrsula quantities Cf $$NM
. .

i .

.
, ,

73.67(b)(2)
Besides the 2000 rem exemption, why are nonpower reactor licensees possessing

,

| 1. Q:
1 *

formula quantities of strategic special nuclea material (Category I) not ablo
-

to have physical protection requirements reduced more than one paterial

category by using the 100 rem /hr criterion? ;
i

i

Uranium enriched above 20". is more directly useable in a nuclear exple-A:

sive device (i.e., does not necessarily need further enrichment) than
|

.

uranium not so enriched. Because of the high stratc;ic significance of
.

this type of seterial, we have maintained a close compatibility with the
j

recoscendation of the International Atonde Energy Agency (IAEA) in
4

The IAEAINFCIRC 225 except when the fuel is extrenely self-protecting.i
,

says that the irradiated fuel exenption should be used to drop a facility

| no more than one seterial protection category.' ,,

!
4

Does each fuel element have to have at least a dose rate of 100 res/hr at
.

: 1. Q:
..

3 feet to qualify for the exemption?-
-

,
,

A." No. A licensee is allowed to apply an average value to the irradiated
Material

i
fuel *it wishes to have qualified for the dose rate exemption.

is exenpted as long as (1) the weighted average (weighted by U-235 isotope

weight) of all exempted material per CAA is at least 100 renVhr at three
,

,

|

feet and (2) no single fuel unit has a dose rate of less than 50 res/hr
,

i

'

i .

' at 3 feet. i

, .

.

Must direct radiation measurement be used to,show that fuel meets the 1003. Q:

renVhr exemption criterion?
.

-
,

'

'
' '

. . ,
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->

i -_ _ a L_- - - . . - . . . . -.~ --- . . -- . - - _ -



- ... - . ___- - ---_ _ _ - - .-- -- - .. . - . - - ,_,

.o......~........~..-..~.........As ca. n sungouoeeson.aas.n *
- - .

any necessary supporting data for determining the expected dose rate, alter-
-

. .

natives to direct measurement are acceptable. Among the acceptable methods fc-
,

-

determining dose rates are: ,

Direct measurement of the external dose rate of the material in air at
.

a)

a distance of 3 feet without intervening shielding;
'

-

'

Indirect measurement with appropriate correction factors applied forb)

intervening shielding (e.g., water); or'

.

Predicted dose rate based upon the power history and core positionc)

of the fuel element.

It is not necessary nor especially desirable that direct measurements in air be made
c

or that fuel be moved, solely for the purpose of measurement.
>

:

'

..

73.67(h);

Hust a licensee have equipment in place at all times in order to
; 4. Q:

implement the additional Category I requirements of paragraph 73.67(h)?

The requirement is that a licensee have an approved plan whichA: No.

describes the measures the licensee will commit to taking if the licensee

| should possess a forinula quantity of nonexempt fuel . This may include

interim measures to be employed during the 90-day initial period as well
|

as the pemanent measures to be employed if the 90-day period is exceeded.l

The. licensee does not have to have equipment for these additional measures
t

installed and in, place until they are needed.

A licensee should develop its plan in such a way that for an emergency, suc

as equipment failure, there would be enough time to set up any necessary
'

l

interim protection measures before the point is reached where a fomula
-

.'
.* s .

3 Enclosure 8,
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quantity is no-eneses. c.rser mis, we liter" cat will nave W eays to assess!
. ...

- ,
- .

, .

the extent of the energency and set up any additional equipment which has been |i

e

' comitted to on a permnent basis.i
-

!,

| 73.67(h)(1) i
'

.

: .

[ 5. Q: Can you describe the design basis insider threat?
-

,

;
! A: Yes. The design basis insider threat is an individual , including an

: -

.
,

employee (in any position), and a conspiracy between individuals in any .

I.

position who say have: (a) access to and detailed knowledge of the
;

facility or (b) items that could facilitate theft of special nuclear
<

! -

,

;

material (e.g. small tools, substitute seterial, false documents, etc.) i;

i
:

! Or both.
-

1

|

| 6. Q: nhat is the seaning .of "early detection" in 73.67(a)(2) as referenced by
?

! this paragraph?
i

-

.

|
^ '

| A: As required under 73.67(h)(2)(iv), a licensee must arrange for a response

| capability to prevent the unauthorized removal of a formula quantity from
1

|, the protected area. In order to meet this requirement, a detection must
i be "early" enough to permit a response which can satisfy the prevention
j ,.,

,

requirement. The 1e'ngth of time available for detection will depend on the

speed of the arranged response and the expected length of time it would
,

|
take to steal a formual quantity.

*

\

|
-

.

73.67(h)(2)
* .

7. Q: Is the heavy 1spact of isplementing a full set of additional security
,

,

sensures justified where fuel should happen to slip just below the 100

f
res/hr level to say 99 or 95 resVhr, particularly when unscheduled

'

f equipment failurs say have caused this7
-

.

I e
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rates and alternative.

ellowing averaging cf fuel da
.

A: gecause we ars*
-

methods of determining the dose rate of fuel, there will be some uncer- ;.J

!
,

.

[
tainty as to the exact radiation level. Also, in most cases, as fuel

;

For
decays below the 100 rem /hr level, its decay r9te is fairly gradual .

these reasons, a licensee will be allowed a period of up to 90 days before
,

The
the full set of required security measures must be implemented.

;
'

|
licensee must still use measures that will accomplish the objectives

described in paragraph 73.67(h)(1) during this period, but at a lower

level of assurance than would be required for the long term measures.
! .

Interim measures will be approved on a site ' specific basis.
'

Why don't I receive credit for the difficulty of processing NPR fuel to!

5. Q:

recover the uranium and for the reactor design features which make fuel
;
j
'

i

I difficult to steal?
,

,

Although studies show that reprocessing can be acebmplished if Jufficient
|

A:'

| Credit is
resources are expended, it is still a very difficult task.

!

given for general reactor design features and fue1' reprocessing difficultyi

because an NPR licensee with a formula quantity of nonexempt fuel is not-

*

required to implement the full Safeguards Upgrade Rule requirements (10
,

i ,.

| The following is a list of the reduction
CFR 73.20, 73.45, and 73.46) .

i

in full Category 1 physical protection measures that is being made for
;

!
! l
i

NPRs because of their ;eneral fuel and facility design features.i
1

,1. Eliminate redundant alarm stations.

Eliminate hardening of alarm stations.2.
Eliminate entrance searches for weapons and explosives.3.

1

4. Eliminate a second sim exit search.
5. Eliminate Part 73 Appendix 5 Guard Training requirements.

-

!
*

-
.
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6. Eltinate equirements for armed guards.
.

. . . ..
*'-

7. Reduce Contingency Plan requirements.
.

'

I 8. Eliminate hardening for vaults.
:

Why does the rule require three capa'bilities: * (1) detecting unauthorized' g. Q:

access into ,CAAs, (2) detecting unauthorized activities and conditions in
>

CAAs and pas and (3) detecting unauthorized removal of $5NM7
i

'
.', .

! '

The objective is to detect attempts to remove $5NM as early as possible,A:

In order to help achieve this with high assurance, a safeguards system which
;

j

| In addition, the resulting redundaneg
,

provides defense in depth is essential.

and diversity of capabilities helps assure that the system'is not vulnerable
,

to common mode failures or any single adversary act, such as commercial power

failures or the severing of non-tampersafed slam ,1ines.
,

'

1

What are examples of unauthorized activities and conditions?i

i 10. Q: '
-

..
.

Some examples of unauthorized activities are (a) failure to follow signi-
;

A:

fic. nt operating procedures, (b) someone being in'a restricted areaa

without proper authorization, or (c) moving fuel without prior approval.-

Some examples of unauthorized conditions are (a) a door left unlocked whenJ
' *

-

it should be secured, (b) monitoring equipment that is not energized when4

|
it should be, or (c) fuel handling equipment not being secured when required

I

Does the protected area (PA) required in 73.67(h)(2) hav'e to be inclosed
|

11. Q: '

(2)7
, by barriers of the construction defined in 73.2(f)(1) and

As stated in' 73.2(f)(3) "any other physical obstruction constructedA: No.
in a manner and of material suitable for the purpose for which the

obstruction is intended," is acceptable. Thus, while alternatives to the
.;..
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barriers descrit,.J in 73.2(f)(1) and (2) are ecs.pt:Sle, they must have a*

.

penetration resistance which is appropriate for the type and quantity of-

material being protected, and taking into account the other physical*

.

protection measures present.

i73.67(h)(2)(1) -

12. Q: Can material be used and stored in other than a controlled access area (CAA)?
|-

.

'

A: Only the 350 grams of material, Pu/Be sources, and Pu-238 exempted under

73.67(b) can be used outside a CAA. As required under 73.67(h)(2)(1), i

the licensee must be able to detect unauthorized access to SSNM other

than that listed above. This can be assured only if the material is

always kept in controlled areas with physical barriers and some form of

intrusion detection devices or procedures.

13. 0: What types of measures could be used to detect unauthorized access to a
,

controlled access area (CAA) or a protected area (PA)?

A: The access detection system should include physical barriers to impede
i

an adversary's entry into the area and allow time for detection to take
,

place. For the detection system itself some options are:

1. Alarm. switches on doors into the area which are backed up by some

means of dr,tecting atteinpted entry through the walls. Attempted wall ,

entry could be detected by (a) motion detectors inside the area which

view the wall, or (b) periodic patrols to visually inspect the wall,

|

2. A motion detector inside an area which can view fuel access at.tas, or

i 3. Individuals inside the CAA who could detect unauthorized access, such
ii

as,, during normal operation hours.!

i Enclosure B'
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, ,,

It should be noted that any of the seasureo listed here can also' '
-

.

satisfy som of the other capability requiremnts.-

1

i 73.67(h)(2)(ii)
|-
'

14. 0: mat sensures could be used to detect unauthorizkd activities?

Sone
'

A: Again some neasures may be able to satisfy several capabilties.

means of detecting unauthorized activities are: '.
~

.

. .

1. Motion detectors which cover the interior space of the area,
*

.
,

'

2. Periodic patrols,
i

Appropriate use of CCTV's or observation windows which can survey the3.j

!

important parts of the area, or
.

4. Use of the two era rule inside the area.'

t -
.

.
, ,

! 73.67(h)(2)(iii) ,

mat pensures could be used to detect unauthorized r9moval of sateria17 ;15. 0:

A: Sone measures for detecting attengts at unauthorized renoval are:' ;
,.

i . . .
i

1. Motion detectors which view (a) the fuel, (b) fuel removal points such
.

as a core plug , or (c) specialized tools, such as remote senipulators
I or cranes, which are necessary for fuel removal,
i

2. A radiation detector which is difficult to shield and has sufficient sen
'

sitivity to detect the removal of any irradiated fuel it is protecting,"

;',
i 3. Alarming of the special fuel removal tools.sentioned above, or

,

:!
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4. Exit searc. .s of packages, personnel, and .shicles leaving the CAA or PA'
'

'

to a level sufficient to Qtect the physical concealment of a fuel-

.

element of given size and dimension.
.

73.67(h)(2)(iv)

16. Q: What steps are necessary to provide for a response capability sufficient

to prevent the unauthorized removal of a formula quantity?
.

A: The licensee should be able to have a combination of detection times and

response times which would be less than the time it would take an adversary

to remove a fomula quantity of material . Thus, depending on the length

of detection times expected for satisfying capabilities 73.67(h)(2)(1) -

(iii), the licensee will need to arrange for a response force with a

sufficiently short deployment time. Simply stated, the licensee should
!

assure that the total response time (detection plus security response) is

less than the minimum time required for an adversary to remove a formula

quantity of strategic special nuclear material from the facility.

I

17. Q: Does the response force have to be on-site and/or supplied by the licensee?

J A: ko. The licensee may choose to arrange with the local law enforcement

agencids (LLEA) to provide the response force. In such a case, redundant

or tamper' indicating communications should be established for notifying

the LLEA when a response is needed.

!

73.67(h)(3) .

18. Q: Under 73.67(h)(3), when must the licensee test equipment for implementing

|
the additional requirements of 73.67(h)7

)
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At When the equipmer.t is needed for use, it should be tested. A test should-

be made prior to a licensee reaching the point where a formula q: entity
.

of nonexempt material is possessed. ,Af ter that, periodic tests should be

made at least every 7 days to assure that the equipment is still func-

tio..ing at the necessary level .
'

..
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possessi"i Formle* Quantities of 55NM i CFR par U S
*

-
.. ,

j.. .

Statement of Problem .

,

Under currently applicable regulations, nonpower reactor (NPR) licensees possessing

formle quantities of nonenegt strategic special nuclear paterial (55N!') are
'

subject to requirements relating to the physical protection of special nuclear
'

sterial of moderate strategic significance (10 CFR 73.67(d)) as well as ir.terim

additic>nal requirenents (10 CFR 73.60) in place of iglementing the re stringent

requirements of the Safeguards Upgrade Rule (10 CFR 73.45 and 46). These interim -

requirements are in effect while the NRC staff determines the measures necessary

to afford this poterial with a level of physical protection co9 arable to the

protection provided for formla quantities of 55NM at fuel cycle faciiities,

while at the same time giving credit for specific facility and fuel design

features that together offer 4,ntrinsic protection agains't theft. The new level

of protection is to be cor.unsurate with the threat posed to the public safety

and health by thef t of a formla quantity of this saterial, while providing
'

protection actually needed at each specific site.

potentially, there could be 1511censees affected by the proposed amendments.

although, no more 1,han one to three are likely to be affected. hse 1511cen-

sees are made up of large companies, large universities, and Federal and state

agencies. Consequently, under,the provisions of the Regulatory Flexibility Act

(5 U.S.C. 605(b)), this rule would not have a significant economic igact on a

substantial number of small entities.

'

.

.
s

ICopies of the Angulatory Analysis are being placed in the NRC public Docusent

rose,1717 N Street NW. der a fee.Itthingion DC, whore they will be seeilable for publicinspection and copying
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'' All licensees , with th jossible exception of one, cu. .ntly have plans on file
'

.

add.ressing the Category 11 requirenents which sandate that licensees have a
,

.

system which will provide early detection of theft of noterial of moderate
;

)
: !strategic significance. Adapting and expanding plans al. ready on file to include l

l
"

seasures for preventing the theft of a fornula quantity of SSNM by an external

adversary or insider (s) could be done to neet the requirements of the proposed
|

rul e . For most licensees, this can be acconplished by expanding procedures , with ;
!

,

little enphasis on new capital equipnent. Others ney choose to install new
.

equipment because they anticipate a sore frequent need to satisfy Category I
.

.

requirenents (although it is unlikely that a licensee, baring unforseen energen-

cies , would choose to possess a fornula quantity of unirradiated fuel). By

operating with fuel at an exempt level (>100 rem / hour at 3 feet or 2000 rem dose

to an adversary), NPR licensees can avoid having to inplement the proposed rule.-

Obj ectives
..

'

The general goal of physical protection requirements at ' prs is to assure thatN

the public health and safety will not be threatened due to the theft of a fornula

quantity of SSNM. The obj ectives are to detect an att,espted theft of naterial

and protect against theft through appropriate response. Concurrently, the aim is
..
..

to not burden licensees with overly restrictive sensures which might unneces-

sarily inhibit their operation (e.g., research, instructional, etc.). In setting

the objectives , the new rule continues to give some safeguards credit for fuel ;

irradiated above 100 rem / hour since it provides a certain deterence against theft.
.

|

Alternatives i

Regulatory options considered for placing physical protection requirenents

on NPRs licensees possessing formula quantities of non'exespt strategic special
'| .

5
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,

. nuclear material ranget roa allowing the opportunity .ir no requirenents
.

based cn fuel exemption, up to requiring inplementation of all of the Safeguards

. Upgrade Rule seasures.

After this consideration, staff developed recomended anendments which (1) protect ,

against insider theft .of nuclear naterial , (2) give the licensees much greater

flexibility in selectir,g a set of physical protection neasures, and (3) take |

maximum benefit of any 'NPR and fuel design features that provVde intrinsic -

safeguards , which help achieve protection levels conparable to the Safeguards

Upgrade Rule. These atendnents are provided as an alternative to neintaining the ,

status quo. Thus, the two alternatives can be stated as follows: ,

1) Status quo.

,

'

2) Implenent the revised proposed amendments to protect against theft by the
;

insider, conspiracy between insiders, and the external adversary.
~

.

The current regulations are given in 10 CFR 73.60 and 73.67(d). The recommended'

! reform amendnents can be sunnerized as containing the following requirenents:
-

,

o Detect access of unaut%rized personnel to strategic special nuclear
'

amterial within the protected area and the controlled access areas;

o Detect unauthorized e.ctivities and conditions within the protected

! area and the controlled acces areas; -

,

Detect unauthorized removal of strategic special nuclear materialo

from the controlled access areas; and

Provide for a response capability sufficient to prevent the unauthorizedo

removal of a fornula quantity of strategic special nuclear seterial.
.
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~ l hIt 16 not necessary, an. highly unlikely, that a licensee wou d c oose to
.

use. Equipment and operating procedures which both fall at the high cost end of

their respective ranges.-

It should be remembered that no more than three licensees are expected to have to

implement the full Category I proposed requirements and that this number could |
!very well go to zero. In addition, if any licensee is unable to keep its amount

'

of nonexempt fuel smaller than a formula quantity, thi.s would most likely occur

only for short periods of time which would be less than the 90 day interim period.
.

For those cases, it would not be necessary to expend the full capital costs~

estimated above. In fact, if labor intensive procedures are used for these short

periods instead of hardware, the capital cost might be avoided altogether.

-
.

M

. *

6

o

9
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' . fuel and then only for hort periods of time. This ber could very well go to~-

zero when licensees are allowed to average the dose rate of all fuel qualifying

' her the self-protecting exemption.
.

In developing the cost figures, a typical set'of physical protection measures was

established which were representative of an average current NPR licensee covered

by this rulemaking action. Because the great majority of current licensees
: ;

maintain an exemption from Category I requirements and have-NRC approved or have

submitted plans at the Category II level, the typical set of physical protection

measures will only satisfy Category II requirements. Two sets of physical

protection measures were drawn up which could satisfy the Category 1. requirements

contained in the revised proposed amendments. The sets included measures
,

for both irradiated and unirradiated fuel . One set was capital equipment inten-

sive and one set was personnel intensive.

The estimated additional cost per facility for implementing the revised proposed

amendments above the requirements of Category II are given in Table 1.

I Table 1
,

Estimated Additonal Cost Per Facility
to Implement the Revised Proposed Amendments.

,

Type of' One' Time Capital Operating
Measures Employed Equipment Expenditure Cost turing One Year

Personnel Intensive $1,100 - $1,400 35,300 - 37,900.

Capital Equipment 32,500 - 35,100 3300 - 31,000
Intensive

-

.

>
.. .
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In addition, because c' *.he design features and fuel '' 4 'and 'fcFd ifhthg6rTI'

NPRs , changes from the Safeguards Upgrade Rule requirements (i .e.,10 CFR 73.45

and 73.46) were possible. These include elimination of redundant and hardened*

alarm stations, entrance searches for weapons and explosives , a second SSNM exit

search, Part 73 Appendix B Guard Training requirements, trmed guards on site,
'

and vault hardening. -

'

Cost / Benefit .

To give the estimated costs a proper perspective, they. nust be weighed against the

benefits 'which will result from adopting the revised proposed amendnents instead-

,

of keeping the status quo. These benefits are listed first and are as follows:

1) protection against theft by insiders and a collusion of insiders will be added

to the protection already given against theft by external adversaries,2) by

replacing the prescriptive requirenents of 73.60 with perforinance capability

requirements, the licensee is given such greater flexibility in selecting cost-

effective physical protection measures which make optinum use ~of any inherent
.

-

site specific features,3) the conbination of pitysical protection requirements

and unique features of NPR fuel and facility design provide's a level of protec-

tion conparable to that of the Safeguards Upgrade Rule, and 4) except for cases

when the fuel is extremely self-protecting, all NPR licensees possessing a

formula quantity must protect it at least to the level required for Category 11

material (moderate strategic significance), thereby reducing the likelihood of a
-

theft of a fornula quantity of SSNM.

There are , currently 15 NPR licensees who po'ssess formula quantities of SSNM and

thus could potentially be subject to the proposed Category I requirements, if

they are unable to keep their amount of nonexengt fuel .below a formula quantity.

Mth current levels of operations, it is conservatively estimated that no more
t

than one to three of these 15 would ever, have a formula quantity of nonexespt

- Enclosure C ..
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/ ..In addition, because o' 4e design features and fuel ' h and ford ~at"Caitegory 1 |
'

NPRs , changes from the Safeguards Upgrade Rule requirements (i .e.,10 CFR 73.45

and 73.46) were possible. These include elimination of redundant and hardened

alarm stations, entrance searches for weapons and explosives , a second SSNM exit

search, Part 73 Appendix B Guard Training requirements , trmed guards on site,

and vault hardening. !
-

,..

..
Cost / Benefit

To give the estimated costs a proper perspective, they'. nust be weighed against the

benefits 'which will result from adopting the revised proposed amendnents instead-

of keeping the status quo. These benefits are listed first and are as follows:

1) protection against theft by insiders and a collusion of insiders will be added

to the prote' tion already given against theft by external adversaries 2) byc

replacing the prescriptive requirenents of 73.60 with perforinance capability
~

i
'

requirements, the licensee is given such greater flexibility ,in selecting cost-

effective physical protection sensures which make optinum use of any inherent
.

-

,-

site specific features,3) the conbination of physical protection requirements

and unique features of NPR fuel and facility design provide's a level of protec-
'

tion conparable to that of the Safeguards Upgrade Rule, and 4) except for cases

when the fuel is extrenely self-protecting, all NPR licensees possessing a
'

'

4

t

formula quantity must protect it at least to the level required for Category II

material (moderate strategic significance), thereby reducing the likelihood of a
i
i~

theft of a formula quantity of SSNM.
:|

There are , currently 15 NPR licensees who po'ssess formula quantities of SSNM and

thus could potentially be subject to the proposed Category I requirements, if
i

they are unable to keep their amount of nonexempt fuel below a formula quantity.

lith current levels of operations, it is conservatively estimated that no more

than one to three of these 15 would ever have a fofsula quantity of nonexempt
Enclosure C.
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-
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'

Executive Director for Operations - Dircks '
--

EDO r/f
SLT,3ECT: STAFF REQUIREl:ENTS - SECY 79-36 "FHYSICAL PROTECTIDW

-

-

0F CATEGORY II AND III !%TERIAL"
.

Eackcround
.

In a re orandun fror. the Secretary dated June 28, 1979, the Comission reouested'

-

the staff to identify alternet'ive apprcaches fcr the pcssible further strengthen-
!

ing of Catecory 11 and III safeLuares in six specific areas. They are: prctec-'

tion against sabetate, prevention of thefts, more balanced protection arainst
the insider as weill as cutsider threats, protection of Category 11 and III-

raterials in transit, exit centrols for low enriched uraniut (LEU) facilities,
and the potential need for protection cf plutonium without regard to quantity.
The staff, with technical assistance from the DDE national. laboratories, has
considered these issues in some depth.

bCrierery II I!aterials In T ansit L e,
.

In recarc' to the neer. for irprever' protection during the tire Cr. ercry II'

'

-

r:trir.ls i.re in trcr. sit, tbc staff has resten 6ed to int Cc c.issic.n's roc;uest 5:ith;
'

! two rules wh.ich have strengthened .intransit protection cf Cttegory II caterials. -
One rule has been published in final fem and the other has been published for
utlic 'ctc ent.-

! Tectr.ical Cnnsideraticns of the C@er Issues
-

! In exacining the other issues, the staff has found no technical evidence to
' supper an increase in the present physical security requirements. This is'

prirarily due to the type, form and quantities of nuclear material in Categories
.

11 and III. These findings are detailed in the attachment. A sunnary of the
-

technical considerations'is given below. '

.

Without further enrichment, or irradiation and reprocessing to produce plutonium,
the low enriched uranium (enriched to 5% or less in the isotope Uranium-235)
used at Category III facilities to fabricate fuel elements for light. water.'

cooled reactors cannot be used to make a, clandestine fission explosive (CFE).
>. s
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The material found 4t other Category 11/111 facilities is mainly in the form -

of fuel elements for nonpower reactors (WPRs), scrap or encapsulated material
~

which are unattractive targets for terrorist thefts. Some .of the .nonpower reactor
fuel is TRIGA type fuel which has been judged beyond the technica'idcapabilities
of a subnational group to reprocess. 'The other reactor fuel either' has been
irradiated and is kept relatively inaccessible in a reactor core or is stored
in small quantities in locked storage facilities. Even though the material is
not.an attractive target for CFE fabrication, it is presently protected to.a
level that would provide early detection of a theft or attenpted theft.

Additional protection against sabotage or the dispersal of plutonium would net
be justified since the potential consequences to the public health and safety |

possibly arising from these events would be no greater in magnitude than those |
which might cccur from the use of unregulated chemical or biological agents.
The problem of sabotage of fuel in NPRs has been found to be minimal. A Los

,

Alamos National Scientific. Laboratory study concluded that only one reactor-

has any potential of a dangirous radiological release frca an act of sabotage
and that reactor does not operate with either the frequency or at the power
levels necessary for it to cause a public health and safety problem.

' '

The absence of a need for additional physical protection of Catigory 11/111
* facilities--to prevent rather than just detect theft or to protect against the
s insider--is based upon two primary considerations. First, as discussed above,.

the Category 11/111 material subject to theft is generally perceived to be .

r:uch less de'sirable in ter=s of quantity and quality than the Category I
eaterial available at fuel cycle facilities.. Secondly, the necessity of
comitting thefts at two or more Cat agory 11/111 facilities in crder to obtain
a forriula o,uantity of SSm would require a'large conspirscy for successful
coordinatien of the iltiple thefts. There is no intelligence that such a |
tnreat against these facilities exists and if such a threat did develop it |
would be difficult to coordinate without detection.

Conc 1usien -

.

In view of the foregoing considerations, the staff has determined that no fctmal
rulemaking actions are necessary.

- .

* LIhnet),5 Kerta comen ~~

, ..

r William J. Dircks
Executive Director for Operations

$ Enclosure: Summary of Staff
. Positions on Further Category cc: SECY

11/111 Rulemaking Issues OGC.
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SUMW.2,RY Or STAFF POSIT]DNS ON~

,

FURTHER CATEGORY 11/I31 RULEMAKING ISSUES
.

'

!1. Protection Acainst Sabotaoe ,

| It appears' that only irradiated material could possibly be an attractive
i sabotage target where Category II/III material is concerned. Nonpower

!

| reactor facilities represent the worst case situation among Category 11/113
fixed site facilities. A recent study of the sabotage potential at existing
nonpower reactors concluded that most such reactors are air coolable and
would insnediately fall below criticality in the ca.se of a sabotage attempt

.

causing loss of coolant, the most serious type of accident that could occur
in a reactor. Only one currently licensed SMW tank type reactor was fourid
t.o have a potential for a core meltdown event, due to its unique design..

Such a meltdown could possibly generate a release of radioactive contaminants'

into the surrounding environment. However, due to limitations on.the amount of
material found in the' cores of even the largest nonpower reactors, a significant'

amount of material would not be released. The potential consequences of such
a release were found to be no greater than that would could be caused by male-
volent use of unre'gulated chemical explosives. A staff investigation disclosed

..

that this reactor operated typically at much lower than authcrized power levels
so that meltdown could' not occur except possibly during brief periods when the
reactor operated at the maximum authorized power level. The staff is continuing
to monitor the sabotage potential at this facility, but since the problem has,

<

'

been reduced to only one reactor, resolution of any continuing concern could
.

. be handled through licensing actions rather than a rulemaking action.i -

.

.

2. Prevention of Theft
-

The existing Category 11/11] physical protection requirements depend on-

early detection of a theft in order to prevent the adversary from obtaining-
~

a formula quantity of SSNM through multiple thefts from two or more
,

*

facilities. The staff was asked to determine if preventive measures might
- also be needed at Category II/III facilities. It might be argued that

coordinated simultaneous attacks on two or more facilities by adversary
groups operatinc independently could possibly defeat the purpose of the

|

early detection strategy. The staff believes, however, that an adversary
group possessing the capabilities needed to simultaneously attack different
facilities in order to obtain a formula quantity would find Category 11/I]]
facilities relatively unattractive targets.'

, ,

First, the predominant type of material at Category II/III facilities is'

nonpower reactor fuel, most of which is irradiated and poses a personal
radiation hazard to una'uthorized persons who might attempt to remove it.
This same radiation permits serial detection of such fuel, using existing
high technology mobile equipment,- following possible unauthorized removal.
This irradiated material is usually in a reactor pool adjacent to or in

. . .

'
|

- , .. ,,

| '' " , -
~
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the core. It is very time consuming to remove worthwhile quantities of
fuel, especially by unauthorized persons, since special tools or heavy
equipment are required to gain access to the material. The fresh ,-

(unirradiated) fuel. at a nonpower reactor site is usually stored in a
*vault or other locked storage facilities. .

,

Two types of fuel are present at nonpower reactor facilities. TRIGA type
fuel is judged to be beyond the technical capabilities of subnatio'nal groups
to reprocess and would be of little use to the advirsary. MTR type fuel

.

which is irradiated emits radioactive gases during reprocessing which would
be very easy to detect from long distances and would most probably lead t'o.

detection of the reprocessing site before a formula quantity of CFE useable
.

:naterial could be generated. If the adversary sought to reprocess only) unirradiated fuel, the limited amount of material available through thefts
from two or three different facilities would impose severe limitations on the
adversaries' chances of fabricating a practical CTE device. It would also
require greater technical expertise on the part of the adversary in producing
a CFE device from the limited amount of material which would be available.''

-

Finally a multiple theft strategy by the adversary would require an unlikely
conspiracy of insiders involving employees at two or more different facilities.'

The insiders must provide detailed information identifying the target material
and its location, determining how to bypass alarms, and' ascertaining the means '

.

of delaying detection of the attempts until all thefts are comp 1.eted. There is' "

no evidence that such a threat against these facilities exists and if it did .

develop the success of the conspiracy would be difficult because of the .

coordination problems and the high risk of premature discovery.

.

t' 3. More Balanced Effectiveness Acainst the Insider ,

As previously discussed, a successful plan for multiple thefts from Category
II/III facilities would require an unlikely conspiracy, spanning several
different facil.ities, that would be quite difficult to coordinate. The
nature of the material at most C.ategory 11/131 facilities. is such that an
insider would b,e needed to identify the target material. Technical knowiecpe
would be needed to differentiate it from material which may be similar in
appearance but irradiated so as to present a significant personal radiation
hazard. Also, insiders would be needed to identify the locations of intrusion
detection equipment and possibly deactivate such equipment prior to the theft
attempt. Failure to make these preparations would result in significant
delays in one or more of the multiple. theft attempts intended to occur
simultaneously, to the extent that the risk of detection and apprehension of
the adversaries by the authorities would become too' high. Because each of the
target facilities is unique in construction and layout, insiders familiar with

,

"

:i each of the facilities would be needed.
. <

.
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The probability of an insider at one facility making i:entact with a
potential insider from another facility to form a conspiracy without
arousing suspicion appears very low. Thus specific measures to protect
against insiders at Category II/III facilities would not be warranted.

* ':.

4. Exit Controls for LEU Facilities ~

[ ' ' The Comissiori requested the staff to determine whe'ther or not' exit controls
' for-LEU facilities should be required. Such a requirement appears to be .

unjusti fied. No significant amount of LEU could be removed from a Category~

11/111 facility in a series of thefts over a period of a year withput being
detected through normal process controls or existing physical security'

measures. Although one theft of a small amount of material occurred in the
past (General Electric - Wilmington, N.C.), the theft did not pose a signi-
ficant risk to the public health and safety. Unirradiated LEU does not pose

i a radiological or toxicological hazard to the public and is not capable of
' direct use in a CFE device.- The Wilmington theft was, in fact, detected by

3 ple'nt personnel followi,ng normal process procedures. The major inpact of the
theft was embarrassment to the licensee, which resulted in the licensee's
voluntary.-upgrading of physical security at the site to decrease the

~ probability of another similar theft. The time required for ao adversary to
convert LEU into CFE useable. material, and the resources needed for this~

processing, mitigate significantly the need for any additional physical
protection. There is no likelihood that this processing could be done without)-
taking the material out of,the country to a nonweapons state whost government'

materially supported the attempt to convert the LEU into weapons useable,

me te rial . However, it is apparent that a nonweapons state cod 1d more easily
3, ,

obtain, LEU from legitimate sources in greater quantities.:-

.

| 5. Protection of Plutonium Without Regard for Quantity
'

It was determined in NUREG-0170 that the consequences of dispersion of
Category 11/111 quantities. of plutonium would be at a maxinum of the same
order of magnitude as for malevolent use of chemical explosives, and wculd
be small compared to a nuclear explosion. Also, an adversary intent on .

maievolent dispersion of a hazardous substance could obtain biological.

.or chemical agents from unregulated sources which would have substantially ,*

higher consequences than dispersion of plutonium in Category 11/111
quantities. Furthermore, the amount of Pu in the licensed sector is small
and is primarily found in the form of s'ealed sources,which would be difficult-

to disperse. No additional information has become available to date that;

|. would indicate additional physical protection measures are warranted to
protect specifically against possible malevolent dispersion of plutonium.

in Category 11/111 quantities.
.
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**[ *(#g UNITED STATES Cys: Gossick
,

NUCLEAR REGULATORY COMMISSION Rehmi' 8 ,,..

,j wAsMiwatow.o.c. mss RJones'!. .

'i. j/ /M CNulsen'
--

d June 28, 1979 Shepar' %, ' u'

* * " * Denton
Donoghue

*

| OFFact or THE .

!

|
sacarvaav Bird

,
Shea

!
MEMORANDUM FOR: Lee V. f>ossick, Executive

Director for Operations h",h,| .

Leonard Bickwit, Jr.. Mutton
General Counsel

hy)[3
.. .
'

Carlton Kamerer, Director - r.
Congressional Affairs

Joseph J. Fouchard, Director
Public Affairs y

'

FROM: Samuel J. Chilk, Secretar

l
SUBJECT: STAFF REQUIREMENTS - AFFIlMA ION SESSION 79-18,-

2:20 P.M., THURSDAY, JUNE 21, 1979, CO*.MISSIONERS'
CONFERENCE ROOM, D. C. OFFICE

,,

(OPEN TO PUBLIC ATTENDANCE)

:
,

I. SECY-A-79-41 - SEABR00ll SEISMIC SHUTDOWN AND REDESIGN PETITION
(CONSENT CALENDAR ITEM);

The Comission, by a vote of 4-0*, approved an order which denies Ms. ,

Elizabeth Weinhold's request for suspension of construction at Seabrook
until the facility and its coolihg system is redesigned to meet stricter
seismic standards, and defers review of the seismic question addressed
in ALAB-442.
(Subsequently, the Secretary signed the order on June 22,1979.) .-

d
i' ',

II. SECY-78-682A - REVISION OF NRC REGULATIONS GOVERNING THE OWNERSHIP
DE STOCKS, BONDS, AND OTHER SECURITY INTERESTS BY NRC EMPLOYEES-

(CONSENT CALENDAR ITEM)
.

~'

The Comission, with all Commissioners concurring except as indicated
below, approved the Federal Register Notice containing the text of a
final rule, subject as above, to include the following major provisions:

a. All NBC employees would be covered by the Comission's security
,

! ownership prohibitions, except for clerical and most administrative
personnel. All employees GS-13 and above would be covered regardless
of position. Commissioner Bradford dissented and indicated he
would apply the security ownership prohibition to all NRC employees.

' . . .

[ b. The security ownership prohibition would extend to the NRC|

- |.
employee, the employee's spouse, minor children and any other

- . member of the employee's household.
f I
I; c. NRC employees subject to the security ownership prohibitions

~

; would be prohibited from owning stocks, bonds or ot,her securities
> ,

~

*Chaiman Hendrie has previously disqualified himself from participation -'
"

'"in this matter.
!
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issued by:..

(1) publicly or privately owned utilities which have filed
an application with the Comission seeking abthorization
to construct or operate a facility which generates electric
energy by means of a nuclear reactor, and those utilities
which have received a construction permit or an operating
li. cense from the Comission. Comissioner Bradford dissented
indicating that he would prohibit employees from owning; .
securities in any electrical utility,

(2) companies manufacturing or selling nuclear pom or test
reactors;

.
'

(3) architectural-engineering companies providing services
to applicants for Comission facility permits or licenses,
and architectural-engineering companies which have filed
standard reference designs;

(4) fuel cycle applicants or licensees (milling, converting,
fabricating, reprocessing.)

,

.

; d. NRC employees would be given 365 days to sell prohibited security
| interest once it appears on the prohibited list. Until an -

', employee sold the stock, he could not work on matters affecting
'. that entity.

,

e. Employees would be required to certify compliance with the security
ownership prohibitions within thirty days after commencement of'

i NRC employment and annually thereafter.

: f. With respect to entities not covered by the security ownership
! prohibitions, employees could not work on matters affecting. . .. that entity if the individual and members of his household'

held security interests exceeding $1,000 in value. Commissioner
Bradford dissented, stating he would prohibit employees from
working on any matters in which they have a financial interest,
regardless of the amount. Chaiman Hendrie would have preferred
a 55,000 deminimus rule but accepted $1,000.

,

i

The Comission, by a vote of 3-2, with Chairman Hendrie, and Comissioners
-

Kennedy and Gilinsky voting as a majority, disapproved a proposed
j provision that NRC employees be prohibited from owning stocks, bonds, or
'

other s'ecurities provided by any company or firm which serves as a
consultant on activities licensed or regulated by the NRC. Comissioners
Bradford and Ahearne dissented, stating that they would prohibit NRC
employees from owning stocks issued by consulting firms which have been .

designated by the Comission because of their significant involvement in
i the connercial nuclear industry.

In connection with his approval of the Federal Register Notice (except.

asjnoted above), Commissioner Bradford provided the following coments:-
'

> > > >
,

'

) e,

,
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, , ,
,

"The cxemption of the Licensing Board members who are affiliated*
.

- a.
with Union Carbide should be addressed in a separate SECY paper i

'

,

where additional information would be provided on the amount of
T stock involved and the degree to which Union Carbide has fuel

cycle business.

b. 0GC notes that component supplier could have a large financial
interest in the nuclear field. I suggest that OGC look into.

this issue to see whether the rule should be further amended to
prohibit 6wnership in companies who are primarily component
suppliers to nuclear projects. This issue may be addressed
in a separate SECY paper." | ',:.

..,

In taking this action, the Comission requested that:
'

I
i .

a. The Federal Register Notice be revised as necessary to ,

,

reflect the Comission decision and forwarded to the Office |.

* of Government Ethics, OPM, for approval.
(Subsequently, the Federal Register Notice was forwarded to !

'
. the Office of Governmental Ethics, OPM, on 6/21/79).'

b. The separate views of Comissioner Bradford be included in
the statement of considerations.
(Subsequently, this action was completed on 6/21/79.)'

,

Prepare a response to the comments of Commissioner Bradfordc.
as mentioned above in connection with his approval of the

.

Federal Register Hotice. (OGC) (SECY Suspense: 10/16/79)'
,

! III. SECY-79-38 - PHYSICAL PROTECTION OF CATEGORY II & 111 MATERIAL
I (CONSENT CALENDAR ITEM)

The Comission, by a vote of 5-0*, approved for publication in the Federal4

Register the amendments to 10 CFR Parts 70, 73, and 150, subject to the
following modifications to the wording of i 73.47, paragraphs 2(i) and
2(ii):,.

,

(2) To achieve these objectives, the physical protection system
shW11 provide:

(i)' "Iarly detection and assessment of unauthorized access
or activities by a'n external adversary within the
controlled access area containing special nuclear material.

.

(ii) Early detection of removal of special nuclear material
by an external adversary from a controlled access area.

In taking this action,'' he.. Commission requested that:

1. the amendments become effective 120 days after publication

|
in the Federal Register,;

|

*A1thoughvotinginfavoroftheamendments(asrevised)2 Commissioner Gilinsky would
have preferred that the modifications to the wording of 373.47, paragraphs 2(i) & 2(i
include the word "promptly" in lieu of "early," and would have deleted the phrase
"by an external adversary". >

,
,

. , , - - -w.- w _ ---,a, ,.. - - , _ - , _ - , ,.,--.---a,---,,,- ----.-,,---,,,,,-,-,---~.,,-,-,,_-p- - , .-



._ _ _

, .
,

-
.

*

4
-

.

.

.' 2. the extent to which the subject rule meets the requirements
i

of INFCIRC/225 be noted in the Supplementary Infomation part !
of the Federal Register Notice; ,' '

(SD/NMSS)

3. each affected licensee be provided notification of this
action, and a copy of the Federal Register Notice; .'

(481/NMSS) .

, , , ,
.

4. the appropriate Congressional committees be informed of
this action; (904) 60/dM56

'

S. a- public announcement be issued when the notice is filed.

with the Office of the Federal Register; (OPA)
-

,

6. clearance of'the record keeping requirements by the General
Accounting Office be obtained prior to the rule becoming
effective; (ADM)

7. the value/ impact assessment be placed in the Public Document
j Room. '(SD/NMSS) :

In addition, the staff is requested to identify for Commission;

consideration alternative approaches for the possible further
i strengthening of Category II and III safeguards in the following areas:h/4'65)
,

~

Protection against sabotage [SECY Suspense: 7/20/79]*

I Prevention (as well as detection) of theft [SECY Suspense:*

10/1/79]
* More balanced effectiveness against insider as well as1 .

* '

outsider threats [SECY Suspense: 2/1/80]! -

Protectim of Category II and III materials in transit*

| [SECY. Suspense: 7/18/79]
!

'

'

Exit Controls for areas containing low-enriched uranium !*

[SECYSuspense: 9/14/79]

Potential need for protection of plutonium without regard .!*

to quantity [SECY Suspense: 10/1/79]
,,

With regard to materials in transit, the staff should submit for Commission
consideration an analysis of any need for such protection and a corresponding
staff recournendation. This analysis is to include as,an alternative a
draft proposed NRC rule alcng the lines of the DOE order for protection
of Categcry II material in transit.

Additionally, lessons learned from the recent inciden.t that occurred at
. the GE-Wilmington facility (SECY-79-164), and emerging .Consnission action
on revision to the operating, assumption concerning the relative risk of
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,.

fabricating clandestine fissionable explosives (SECY-79-213) should be
; taken into account in preparing the aforementioned reports.

IV. SECY-A-79-51, 51 A and 51B REQUESTS FdR HEARING PURSUANT TO THE j
IDMMISSION'S ORDER OF MAY 7.,1979, IN THE MATTER OF SACRAMENTO |

MUNICIPAL UTILITY DISTRICT LRANCHO SECO FACILITY)
(CONSENT CALENDAR ITEM)

-

The Commission, hy a vote of 5-0, approved an Order in the subject.
matter, as revised hy their comments. -

(Subsequently the Secretary signed the Order on June 21,1979.)

.
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Cc:
Chairman Hendrie .

*

Commissioner Gilinsky-

Comissioner Kennedy.

Commissioner Bradford
Commissioner Ahearne
Acting Director, Policy Evaluation .
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