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I. INTRODUCTION

On February 17, 1984, the Board's law clerk informed the attorney for
UCLA that as a result of the Board's review of the UCLA security plan and
the security inspection reports the Board is concerned that substantial
misrepresentations may have been made to it by UCLA and the NRC staff
regarding sabotage matters raised by Contention XX. By Memorandum and
Order, dated February 24, 1984, the Board indicated its concerns and
directed University and Staff to respond by March 9, 1984. In a related
order of the same date the Board requested that University and Staff provide
a description of the level of threat of sabotage the UCLA security plan is
designed to meet. University hereby responds to the concerns expressed by
the Board and provides the declarations of its attorneys and staff
respecting their conduct in this matter. University submits that no
misrepresentation has occurred but, instead, that there has been a
misunderstanding. That misunderstanding is based on an inconsistent use of
terms appearing in the Commission's safeguards regulations, more
specifically, the unfortunate use of the term “radiological sabotage" in the
introduction to the physical security plan for the UCLA reactor. University
will explain the source of this misunderstanuing by reference to these
declarations certain other documents and the record in this proceeding.
University is confident that upon its review of this material the Board will

conclude that no misrepresentation has occurred.

11. BACKGROUND

CBG's Contention XX, alleging inadequacies in UCLA's security plan, was

submitted in substantially its present form on November 6, 1980. UCLA
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opposed admission of the contention as lacking bases in its response of
November 28, 1980. In its response of December 1, 1980, Staff alsc opposed
all allegations made in the contention and argued in detail that the
contention sought to apply 10 CFR Part 73 rcquirements not pertinent to
UCLA's research reactor.

At the February 4-5, 1981 prehearing conference the contention was
discussed at length in an attempt to clarify the legal bases for the
contention. Tr. 359-390. During that discussion CBG's representative
described the basis for the contention with reference to Sections 73.60 and
73.67. Tr. 380-81, 391-93. No mention was made of Sec. 73.40. Counsel for
Staff stated that the specific safeguards regulations applicable to the UCLA
research reactor were contained in Section 73.67 and that the allegations in
the contention were not based on Sec. 73.67, but on the complicated and
stringent safeguard rules for power reactors ". . .especially those in 73.55
requiring searches and detection devices, etc." Tr. 377-78. Counsel for
Staff provided the further clarification that power reactors are required to
prevent theft and sabotage by means of armed guards, detection devices and
search requirements, but that non-power reactors with low to moderate
quantiiies of special nuclear material are not required to protect against
sabotage or theft. Such facilities are only required to detect unauthori:ed
access. Tr. 394-95,

The Board admitted Contention XX on March 20, 1981, as modified by the
Board to insert a reference to Sections 73.60 and 73.67 as the bases for the
contention. On April 13, 1981 Staff moved for summary disposition of the

contention. The Board deferred acting on Staff's motion pending the



completion of discovery. In order to pursue discovery of security matters,
CBG was directed by the Board on July 1, 1981, to identify its proposed
securiiy witnesses, which the Board stated was the first step in the

procedures established by the Appeal Board in the Diablo Canyon proceeding

for the discovery of security information. On April 23, 1982 CBG moved to
defer identification of its proposed security witnesses pending resolution
of a disagreement concerning the scope of the protective order that was to
govern the Contention XX proceedings. This disagreement has yet to be
resolved and discovery of security information relative to Contention XX has
not taken place.

By Order of July 26, 1982 the Board directed that CBG respond to
certain portions of Staff's motion for summary disposition concerning the
applicability of Sec. 73.60 and the need to protect against sabotage as
asserted by CBG. In its September 7, 1982 response CBG argued that UCLA
possessed greater than a formula quantity SNM and therefore Sec. 73.60
applied and with it, Sec. 50.34 (d), which requires a safeguard contingency
plan for dealing with sabotage. CBG also argued that even if Sec. 73.60
does not apply, UCLA's security plan must provide protection against
sabotage pursuant to Sec. 73.40(a). CBG stated in a footnote (page 5) that
an adequate plan must include “"sabotage prevention measures." CBG
supplemented its response on February 8, 1983. The Board directed further
responses of the parties regarding the inventory of the SNM at the UCLA
facility to determine the applicability of Sec. 73.60.



On May 11, 1983 the Board issued its first ruling on Staff's motion.l/
With respect to the need to protect against radiological sabotage the Board
noted that on its face Sec. 73.40(a) was applicable to all licensees. The
Board reviewed the legislative history of this provision and certain of the
recent amendments to the Part 73 safeguards regulations, concluding that
none of the changes had the effect of limiting the coverage of Sec. 73.40 in
any way. As a result, the Board ruled that UCLA must institute some means
of providing physical protection against sabotage. Noting that it had
“addressed a complex portion of the regulations . . . charitably described
as murky" the Board invited motions to reconsider its holdings. May 11
Order, at 25.

On August 15, 1983 the Staff petitionec “or reconsiderationg/ of the
rulings contained in the May 11 Order. Staff noted that Sec. 73.40(a) is
only a "general" requirement and that the Board had not addressed the second
sentence of Sec. 73.40(a) which states that licensees must maintain security
systems approved by the NRC. Staff then explained that the specific

requirements for licensees with SNM of moderate and low strategic

significance, such as UCLA, are contained in 10 CFR Sec. 73.67. Staff
stated:

1/ Memorandum and Order (Ruling on Staff's Motion for Summary Disposition
of Contention XX) (hereinafter, the "May 11 Order"). The Board's Order
dealt with the SNM inventory question, the Pu-Be sealed neutron source
exemption which affected the SNM accounting, and the asserted need to
protect against radiological sabotage. The Board denied the motion.

2/ NRC Staff Petition for Reconsideration of the Licensing Board's
Memorandum and Order Ruling on Staff's Motion for Summary Disposition
(hereinafter, "Staff Petition").
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The implementation of these objectives requires that licensees
provide physical protection systems to detect unauthorized acress
or activities within the controlled access area. 10 CFR

Sec. 73.67(2)(i)-(iv). Protection against sabotage and theft, as
required by 73.40(a) and for power reactors in Sec. 73.55, is not
required by Sec. 73.67.

The Board errs in believing that a general but unspecified
requirement for protection against sabotage exists in Sec.
73.40(a) which would provide ad hoc regulating authority to Staff
and/or Licensing Boards. . . Additionally, Sec. 73.40(a) also
requires protection from theft of SNM rather than the lesser
standard of detection specified in the performarce objectives of
Sec. 73.67. The Board's interpretation of Sec. 73.40(a) would
result in either two contradictory regulations (regarding
safeguards against theft) or application of only one phrase of
Sec. 73.40(3? (regarding sabotage) to 104 licensees and exclusion
of the rest of the sentence (regarding theft).

Staff supported its arguments by reference to the Statement of
Considerations issued with 10 CFR Sec. 73.67 in July, 1979 (designated as
Sec. 73.47 at that time),i/ the Staff's adviscry memorandum to the
Commission of January, 1979,5/ the Statement of Considerations accompanying
the adoption of the "Upgrade Rule," including Sec. 73.67, published in
November, 1979.§/ and NUREG/CR-0843, Consequences of Sabotage of Nonpower
Reactors, dated June, 1979. Finally, Staff noted that the proposed ruleg/
addirj 2 new Sec. 73.67(h) for non-power reactor licensees with formula

quantities of SNM would be held "to the performance standard in 10 CFR

3/ 44 Fed. Reg. 43280 (July 24, 1979).

4/ SECY-79-38, January 16, 1979,

5/ 44 Fed. Reg. 68184 (November 28, 1979).

6/ Safeguards Requirements for Nonpower Reactor Facilities Authorized to
Possess Formula Quantities of Strategic Special Nuclear Material. 46

Fed. Reg. 46333 (September 18, 1981), republished for comment, 48 Fed.
Reg. 34056 (July 27, 1983).
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Sec. 73.67(a) for detection of intrusion and theft, but not protection."”
Staff's Petition, at 14.

On August 25, 1983 University responded in support of Staff's

/
Petition,z’ stating that Sec. 73.67 contains the specific safeguards

requirements applicable to the UCLA facility. UCLA's attorney also stated:
University wishes to note that its security plan, which is
not designed to provide protection against sabotage, has been
approved by the Commission's safeqguards branch .
University's August 25 Response, at 2.

On October 24, 1983,§/ the Board granted Staff's Petition in part,
reversing certain of its earlier rulings and holding that the accounting for
SNM at the UCLA facility submitted separately by Staff and UCLA were in
agreement and correct and that Pu-Be sealed neutron sources were exempt from
the SNM accounting. As a result of these holdings the Board ruled that Sec.
73.60 was not applicable to the UCLA facility. However, the Board adhered
to the ruling in its May 11 Order concerning the applicability of Sec.
73.40(a) and the need to provide protection against radiological sabotage.
The Board also solicited the positions of its parties concerning what
portions of Contention XX remained for hearing in light of the Board's

recent rulings.

7/ University's Response in Support of NRC Staff Petition for
Reconsideration of the Licensing Board's Memorandum and Order Ruling on
Staff's Motion for Summary Disposition (hereinafter, "University's
August 25 Response").

Memorandum and Order Ruling on Staff's Motion for Reconsideration--
Contention XX (hereinafter, the "October 24 Order").




University responded on December 13, 1983,/ pointing out that in its
view Contention XX contained the assertion that UCLA should be able to

prevent all possible acts of sabotage. University stated:

In response to that specific claim University has asserted
that the Commission's regulations do not require that it be able
to "protect against sabotage" in the sense of any requirement that
University employ measures at its facility that will be effective
in thwarting or preventing specific acts of sabotage or theft.

However, the protection against sabotage and theft required
by Sec. 73.40(a) can be interpreted in a more general sense.
Certainly, the security measures employed by UCLA in satisfaction
of the requirements of Sec. 73.67 provide some measure of
protection against sabotage and theft, even though the design
objective of that regulation is only to detect theft or diversion
of SNM.

University's Position, at 4-5. University requested that the Board clarify
whether its ruling concerning the appiicability of Sec. 73.40(a) means that
UCLA must institute protective measures in addition to those specified in
Sec. 73.67. 1d., at 6.

In its December 23, 1983 Order, the Board declined to provide the
clarification requested by university stating that it is the parties’
responsibility to analyze the realistic threat of sabotage faced by the
facility and the degree of protection necessary to meet that threat.

In that Order the Board acknowledged allegations made by CBG that
certain misrepresentations had been made to the Board by Staff counsel and
two staff members who furnished affidavits in support of Staff's motion for
summary disposition. One of the allegations concerned the misrepresentation

of sabotage protection requirements for non-power reactors. The Board

9/ University's Position Concerning Cortention XX (hereinafter,
"University's Position").
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requested Staff's response to the allegations and also referred the matter
to the Office of Inspector and Auditor. Staff submitted its response to
these allegations on January 10, 1984. Staff supported the truth of the
statements made by its declarant on sabotage protection matters by reference

to numerous agen.y documents.

ITI. DISCUSSION

A. The Board's Concerns

In its Order the Board refers to its decision of October 24, 1983 that
10 CFR Sec. 73.40(a) requires that UCLA take some measures to protect
against potential sabotage. Regarding that decision the Board states:
Throughout these proceedings until Fel:iuary 15, 1984, we had
been lead /~sic_7 to believe by Counsel that, first, Staff saw no
requirement in the regulations that UCLA prov1de such protection

and imposed no such requirement, and second, that UCLA's security
plan indeed provided no such protection.

Order, at 3. The Board then quotes from statements made by Counsel for
University and the NRC Staff in pleadings filed in August and December,
1983, and statements made by the NRC Staff in SECY-83-500, a proposed
rulemaking action to clarify the application of Sec. 73.40(a). Respecting
those statements the Board further states:
It thus was clear to us, based on the representations of
Counsel, that UCLA's physical security plan was not designed to
provide protection against sabotage and that Staff did not require
that such protection be provided. However, the security plan and
security inspection reports furnished by UCLA indicate that the
opposite is true.

Order, at 6.



The Board gives four reasons as the basis of its conclusions that the
UCLA Physical Security Plan is designed to provide protection against
radiological sabotage and that the Staff has required that the UCLA plan
provide such protection. First. the Introduction to the plan contains a
statement that one of the purp. of the plan is to provide protection
againct radiological sabotage. S . the Board's perusal of the plan
suggests that the plan does include provisions aimed at providing such
protection. Third, the security inspection reports indicate to the Board
that the Staff did examine UCLA's activities related to physical protection
against sabotage. Fourth, the Board interprets a statement i~ Staff's
formal approval of the plan on November 9, 1983, that UCLA ". . . maintain
and “ully implement all provisions . . ." of the plan (Board's emphasis;, to
require UCLA to provide protection against radiological sabotage. (Order,

at 6-70)

B. University's Response

University's statements regarding the issue of the requirement to
provide "protection against radiological sabotage" have resulted in a
misundertanding which is explained in the Declaration of William H. Cormier
(attache” he~eto). Here, the University wishes to address the Board's
stated reasons for its conclusion that the UCLA security plan is designed to

protect against radiological sabotage.



1. UCLA's Security Plan was Des;gned to Comply with the Applicable
Requirements of 10 CFR Sec. 73.67.

UCLA's Physical Security Plan was submitted on March 10, 1980 to comply
with the previsions of the new Sec. 73.67, made applicable to non-power
reactors possessing SNM of low and moderate strategic significance.lg/
Concurrent with the publication of the amendments in July, 1979, the NRC
published a regulatory guide,ll/ ". . . as an aid to uniformity and
completeness in the preparaticn and review of the physical security plan for
special nuclear material of moderate and low strategic significance.* 44
Fed. Reg. 43280.

As expressly stated on its cover page, the Draft Guide was issued to
involve the public in the early stages of the development of a regulatory
position in this area. See: ODraft Guide (attached). In Januarv, 1980,
Regulatory Guide 5.59 was issued. In all respects relevant here, including
its title, Regulatory Guide 5.59 is the same as the Draft Guide. Regulatory
Guide 5.59 was revised once and reissued in February 1983.

As Mr. Ashbaugh explains in his Declaration, as security officer for

the facility he was responsible for the preparation of the UCLA security

10/ Physical Protection Upgrade Rule, 44 Fed. Reg. 68184 (November 28,
1979). Ser. 73.67, designated Sec. 73.47, was published for comment on
July 24, 1979. Safeguards Requirements for Special Nuclear Material of
Modarate and Low Strategic Significance, 44 Fed. Reg. 43280.

11/ *“Standard Format and Content for the Licersee Physical Security Plan
for the Protection of Special Nuclear Material of Moderate or Low
Strategic Significance," dated July, 1979 and published in draft form
(hereinafter, "Draft Guide"). The Draft Guide together with the
Federal Register Notice were sent to "NRC Licensees® by letter of
Robert B. Minogue, Director, Office of Standards Development
(attached).
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plan.

Mr. Ashbaugh relied on the Draft Regulatory Guide and a sample

security plan which had been obtained from the NRC.lg/

The “"Introduction" to the Draft Guide (as well as Regulatory Guide

5.59) notes the relevant regulatory framework and then explains the

requirements of physical security plans and the purpose of the guidance

document:

Paragraph 50.34(c) of 10 CFR Part 50 and paragraphs 70.22(g),
70.22(h) and 70.22 (k) of 10 CFR Part 79 identify the physical
protection information that must be provided in a Physica
Security PTan as part of a li-anse application. This plan is
required in order for the applicant to der.nstrate compliance with
the specific physical protection requirements of 10 CFR Part
73 ¢ o »

This requlatory guide describes the information required in
the phyical security plan submitted as part of an application for
a license to possess, use, or transport SNM of moderate strategic
significance . . .

* * *

This guide has been prepared to minimize lost time
attributable to incomplete physical security plans and to
standardize the review process . . . Although conformance with
the guide is not required, the format and content presented are
acceptable to the NRC staff.

* * *

Purpose and Applicability

‘his standard format has been prepared as an aid to

uniformity and completeness in the preparation and review of the
physical protection section of license applications and to clarify

The document bears the title, “"Sample Physical Security Plan for Non-
Power Nuclear Reactor Facilities Possessing Special Nuclear Material of
Moderate Strategic Significance," is dated June 14, 1979 (“Revision 1)
and it is indicated that the document comes from the 0¢fice of Nuclear
Reactor Regulation. (Hereinafter, "Sample Plan"; attached.) The
document contains no print markings nor descriptive designations.

o 1%



the intent of the regulations. The information this guide
contains will help the licensee plan a physical protection system
designed to detect the theft of SNM of moderate to low strategic
significance. The physical protection subsystems identified are
intended to provide a reference physical protection system that
would normally be capable of meeting the performance requirements
of paragraph 73.47(a) of 10 CFR Part 73 . . .

* * *

Use of the Standard Format

The applicant should follow the numberin? system of the
Standard Format down to the level of section (e.g., 3.4). . . .

* * *

Style and Composition

* * *

The applicant should strive for clear, concise presentation
of information. Confusing or ambiguous statements and general
statements of intent should be avoided. . . .

Draft Guide, pp. 1-6 (emphasis supplied).

As Mr. Ashbaugh states, he followed the format and specific
requirements described in the Draft Guide in the development of the UCLA
security plan. The Tabla of Contents of the Draft Guide was used as the
Table of Contents for the UCLA plan. The Draft Guide relates each chapter
and section to the specific requirement in Sec. 73.67 (identified as
Sec. 73.47 in the Draft Guide). A perusal of the plan shows that the
guidance document was followed closely and supports the conclusion that the
plan was basically designed to comply with requirements of Sec. 73.67, as
explicated in the guidance document.

Mr. Ashbaugh also explains that the introductory statement to the UCLA

plan (page iii) was taken from the similar statement that appeared on pages
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1 and 2 of the Sample Plan (attached) which UCLA received from the NRC at
about the time it received the Draft Guide. (The stamp at the top of each
page, “Contains 10 CFR 2.79C{a) Information . . ." was supplied by
Mr. Ashbaugh.) The Sample Plan was obtained from the NRC and it was
understood as a tool to be used. The Sample Plan had an advantage over the
guidance document in that it constituted a concrete example of how a
licensee's security plan should actually read. Although no specific
introductory statement was called for in the Draft Guide, the presence of
one in the sample plan suggested that such a statement would be appropriate.
Accordingly, Mr. Ashbaugh prepared an introductory statem.nt for the UCLA
plan working from the Sample Plan. Mr. Ashbaugh was aware of the changes
that were being made in the regulatory requirements for non-power

13/

reactors.==" He did use the newer term “"radiological sabotage" in place of

“industrial sabotage" which appears in the Sample Plan. However, he meant

13/ The changing regulatory structure applicable to research reactor
facilities is a matter of record in this proceeding. See: NRC Staff
Petition for Reconsideration of the Licensing Board's Memorandum and
Order Ruling on Staff's Motion for Summary Disposition, dated
August 15, 1983; especially the Commission memorandum, Physical
Protection of Category Il and III Material, SECY-79-38, attached
thereto. See, also: NRC Staff Response to Board Orders to Respond to
CBG's Allegations of Material False Statements, dated January 10, 1984;
especially, the Affidavit of Donald M. Carlson. In particular, note in
the Commission memorandum that entry search requirements at facilities
possessing SNM of moderate significance were deleted from the proposed
amendments with the following comment: “The primary purpose of entry
searches is to detect materials which could be useful in sabotage.
Since protection against sabotage was not within the scope of the
proposed amendments, an entry search requirement would not be
necessary." SECY-79-38, p. 2.

1



that term in a more general sense and did not have in mind the specific
definition of the term that appears in Part 73 of the regulations.li/
University submits that the text of its security plan, apart from the
introductory statement, is clear and it closely follows Regulatory Guide
5.59 in satisfying the requirements of 10 CFR Sec. 73.67. In hindsight,
University should have used more care in its choice of words in the
introductory statement. However, the purpose and content of the plan is

best understood by reference to its actual provisions.

2. The Provisions of the Security Plan are not Specifically Aimed at
Protection Against Radiological Sabotage.

The second stated reason for the Board's concern is the Board's belief
that several provisions in the plan are aimed at protection against
radiological sabotage. University does not know what provisions the Board
has in mind nor what the Board understands to constitute “protection against
radiological sabotage."

Under the Part 73 definition "radiological sabotage" is limited to

deliberate acts endangering the public by exposure to radiation. 10 CFR

Sec. 73.2(p). Mr. Ashbaugh states that he is aware of no assessment of a

14/ The term "radiological sabot2ge" as defined in Part 73 of the
regulations is limited to deliberate acts which could endanger the
public health and safety by exposure to radiation. 10 CFR
Sec. 73.2(p). As used in UCLA's security plan radiological sabotage
includes acts risking damage to the reactor or posing the threat of
harm to students, staff, or members of the public.

-14-



specific threat of radiclogical sabotage, as defined in Part 73, for which
a specific provision of the security plan is directed. Basically, the plan
provides a system of controlled access by means of keys and locks, and
alarms to detect unauthorized access by external adversaries. University
believes the pl'an goes beyond what is strictly required under Sec. 73.67.
Certain areas, not otherwise required to be controlled, are controlled for
health physics reasons or to protect the contents of the areas from theft or
damage. There are additional controls on the reactor and certain other
eguipment to restrict unauthorized uses which could damage equipment or
violate license conditions. But these additional controls have not been
taken in response to specific threats of radiclogical sabotage.

In its Decerber 23, 1983 Memorandum and Order (Regarding Contention XX)
the Board acknowledged Staff's position that compliance with Sec. 73.67
provides adequate protection for purposes of Sec. 73.40(a). The Board
stated that it could not rule out the possibility that, after hearing, it
might so conciude. Memorandum and Order (Regarding Contention XX), at 8.
If the Board is inclined to that opinion then it is possible that it would
view the provisions of the plan as providing some measure of protection
against radiological sabotage. But, as explained in UCLA's December 13
response and in the Declaration of Mr. Cormier, University meant something
entirely different when stating that the UCLA security plan was not designed
to protect against radiological sabotage. University was distinguishing

Sec. 73.67 requirements from those applicable to nuclear power plants.
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3. The Security Inspection Reports do not Indicate that the Staff was
Enforcing a Specific Requirement Under Sec. 73.40(a)

In the case of non-power reactors possessing less than formula
quantities of SNM, the standard clause that appears in all NRC security
inspection reports does not impose requirements beyond those of Sec. 73.67
and instead should reasonably be understood to refer to the specific
requirements of Sec. 73.67 (which, according to Staff's position, could be

deemed to satisfy the protections required under Sec. 73.40).

4. The November 9, 1983 NRC Approval of the UCLA Security Plan Requires No
More than the Impliementation of the Specific Provisions of the Plan.

The Board's Order of February 24, 1984, suggests that additional
security requirements might flow from the November 9, 1983 NRC approval of
the UCLA security plan.lﬁ/ The approval does require UCLA to ". . . maintain
and fully implement all provisions of tlie Commission's approved physical
security plan . . ." However, the reference to "all provisions" need not be
regarded as including the introductory statement. The term “all provisions"
refers to the provisions of the plan itself, not the introduction. The

matter is clarified by the transmitting letter which states:

15/ Amendment No. 12, approval of the UCLA Physical Security Plan submitted
March 10, 1980, was transmitted by letter from Cecil 0. Thomas, Chief,
Standardization and Special Projects Branch to Dr. Walter F. Wegst,
dated November 9, 1983. The amendment was also signed by Mr. Thomas.
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We have reviewed the submittal, as amended, and have concluded that it
meets the requirements of 10 CFR 73.67 for the protection of special
nuclear material of moderate strategic significance. (Emphasis
supplied.)

Both the amendment and the transmitting letter were signed by the same NRC
official. University understands "all provisions" to refer to provisions of

the plan which satisfy the requirements of Sec. 73.67.
IV. CONCLUSION

University submits that neither the University nor the NRC has engaged
in any misrepresentation. What is here involved is a misunderstanding.
University regrets any confusion which may have resulted from the reference
to radiological sabotage in the introduction to the physical security plan
for the UCLA reactor. That reference was unfortunate but we submit of no
real significance. The text of the plan is clear as to security measures it

contains.
Dated: March 9, 1984,

DONALD L. REIDHAAR
GLENN R. WOODS
CHRISTINE HELWICK

By fz \Y\ 7/ *@\““"“"‘“"

WILLIAM H. CORMIER
Representing UCLA
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)
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)

DECLARATION OF DONALD L. REIDHAAR

L5 8 5 6- yyy g

I, Donald L. Reidhaar, say:

I am the General Counsel of The Regents of the

University of California. The Office of the General

Counsel is responsible for representing The Regents of
the University of California (University) in legal
proceedings in which the University is a party.
Associate Counsel Clenn R. Woods and Assistant Counsel
Christine Helwick are the attorneys in this office
assigned to this proceeding before the Atomic Safety

and Licensing Board of the Nuclear Regulatory

Commission. William H. Cormier is on the staff of the

Administrative Vice Chancellor at UCLA and is an

attorney in good standing. Mr. Cormier, in consultation

with the Office of the General Counsel and working
under the supervision of Mr. Woods and Ms. Helwick, has

been assigned principal operating responsibility for



making appearances on behalf of the University in these

proceedings.

I have read the Licensing Board's Order of February 24,
1984, and the concerns there expressed by the Board
over a possible misrepresentation. Although I have not
been personally involved in the relicensing
proceedings, I have carefully reviewed the facts giving
rise to the Board's concern. B.sed on that review I am
convinced that no misrepresentation has occurred and
that the University's attorneys and staff have acted in

good faith and in a professional manner.

The use of the term protection against "radiological
sabotage" in the Introduction to the University's
Security Plan is unfortunate; nevertheless the specific
provisions of the Plan itself are clear and precise.
They do not entail the kind of precautions required of
nuclear power plants. Rather, they are the type of
requirements made applicable to research reactors under

10 Code of Federal Regulations section 73.67.

The Board's expression of surprise in this matter is
understandable given the use of the words "radiological
sabotage” in the Introduction. Still, I am satisfied

that a reading of the Plan itself eliminates any



ambiguity. The content of the plan is consistent with
earlier statements made by Mr. Cormier concerning the

UCLA Physical Security Plan.

I declare under penalty of perjury that the

foregoing is true and correct.

Executed at Berkeley, California this 8th day of

March 1984.

éﬂqﬁérsz-bonald L. Refgéaa:



In the Matter of

THE REGENTS OF THE UNIVERSITY
OF CALIFORNIA

(UCLA Research Reactor)

UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE ATOMIC SAFETY AND LICENSING BOARD

Docket No. 50-142
(Proposed Renewal of Facility
License Number R-71)

DECLARATION OF CHARLES E. ASHBAUGH III

I, Charles E. Ashbaugh, say:

¥

I am a lecturer and Associate Development Engineer for the Nuclear
Energy Laboratory (NEL) at UCLA. I have a Master's Degree in Nuclear
Engineering from UCLA and I am licensed by the NRC as a Senior Reactor
Operator. Since 1974 1 have been the Security Officer at the NEL, with
the responsibilities of writing the security plan and its amendments,
coordinating with UCLA and NRC staff on security matters, controlling

personnel access and procuring and maintaining the security equipment.

I wrote the UCLA Physical Security Plan which was submitted to the NRC
on March 11, 1980. The security plan was UCLA's response to the new
safeguards requirements for non-power reactor facilities possessing
SNM of moderate strategic significance adopted by the NRC in November,
1979. The security plan was developed with the assistance of the
Federal Register notice of July 24, 1979 (Vol. 44, No. 143) which

explained the proposed rule, the draft regulatory guide, "Standard



Format and Content for a L censee Physical Security Plan for the
Protection of Special Nuclear Material of Moderate or Low Strategic
Significance", dated July, 1979, which was sent to licensees along

with the Federal Register notice, and a document titled "Sample

Physical Security Plaia for Non-Power Nuclear Reactor Facilities
Possessing Special Nuclear Material of Moderate Strategic Significance",

dated June 14, 1979, which UCLA received at about the same time.

The UCLA security plan was written to satisfy the specific require-
ments of 10 CFR Sec. 73.67 of the regulations, as explained in the
draft regulatory guide finally adopted as Regulatory wuide 5.59 in
January 1980. I used the basic format recommended in the draft

guide and relied on its explanations of the requirements. My copy of
the draft guide and Federal Register notice are attached. The markings
and marginal notes that 2ppear on those documents were made by me at

the time I was drafting the plan to note significant items.

The statements on page iii of the UCLA security plan ("Introduction:
Purpose and General Performance Objectives"”) were based on the state-
ments appearing on pages 1 and 2 of the sample security plan., The
sample security plan referred both to radiological sabotage and
industrial sabotage. I vced the former term as the better description,
though I did not have in mind the specific definition of radiological

sabotage that appears now in Part 73 of the regulations. 1 took the



more general view that radiological sabotage included any sabotage
that involved the reactor or its associated equipment and any
sabotage which could lead to radicactive contamination or radiological
release that coul pose a dange~ to students, staff or members of

the public.

I believe that UCLA facility is well protected against theft of the
fuel or other valusble items and against any deliberate attempts to
damage the reactor. its equipment, or other parts of the facility.

The basic means of groviding such protection is to contrnl access to
the facility and to have a means of detecting unauthorized access
should it occur. In additior. the security system at UCLA includes

a number of enhancements that are not strictly required. A1l the
controls in the UCLA security system provide some degree of protection
against an intruder whatever his purpose may be. But the security
plan does not provide for armed guard presence at the facility at all
times, nor mandatory personnel searches and explosives detection
devices, nor other such special measures, which the intervenor claims
are necessary to protect against radiological sabotage. The plan

was not developed with any specific design basis radiological sabotage
threat in mind. Because theft of the fuel would require considerable
time to carry out, a good detection system represents a significant
protection, particularly with the UCLA Argonaut reactor where it is
very difficult to get to the fuel. The major protection at the UCLA
facility against acts of sabotage that could result in

fission product releases endangering the public is
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the reactor itself. The reactor is a dense graphite and concrete
structure and its operating characteristics are such that the
controls cannot be manipulated to cause the fuel to melt., Also,
any credible incident that resulted in the crushing of the fuel

will not release fission products endangering the ~ublic.

I declare under penalty of perjury that the foregoing is true ana correct.

Executed at Los Angeles, California this 9th day of March, 1984,

Vi 1 -
& ol I
harles E. Ashbaugh II
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DECLARATION OF WILLIAM H. CORMIER

I, William H. Cormier, say:

1. 1 am an attorney in good standing and licensed to practice law ir the
State of California. I am on the staff of the Administrative Vice
Chancellor of the Los Angeles campus of the University of California
(UCLA). In that capacity I have been delegated, by the Office of the
General Counsel of The Regents of the University of California, and
under the supervisiun of Glenn R, Woods and Christine Helwick of that
office, the authority to represent UCLA in the proceedings to renew

the license of the UCLA research reactor.

2. In its Memorandum and urder of February 24, 1984, the Board expressed
concern that counsel for UCLA might have misrepresented certain facts
in statements made in pleadings dated August 25, 1983 and December 13,
1983. The statements in question, quoted on pages 3 and 4 of the Be:vd's
Order, were drafted and submitted by me. Although I consult with the

Office of General Csunsel, thnse particular statements were not reviewed



with Mr. Reidhaar, Mr, Woods nor Ms. Helwick prior to their submission.
The statements were not reviewed by any other representative of The
Regents. In making these statements, however, I was acting within my
authority to represent U a in this proceeding on behalf of the

University.

I reviewed the UCLA security plan in November 1980 in the office of

Mr. Ashbaugh, security officer for the UCLA fazility. Mr. Ashbaugh
informed me that access to the plan was res*ricted on the basis of an
“established need to know." Consistent with that restriction my review
of the plan was brief, perhaps 10 minutes, and was 1imited to basically
flipping the pages to get an idea of what the plan was like. I do not
recall that I saw the introduction to the plan. I reviewed the plan
again in Mr. Ashbaugh's office in June 1982 in preparation for the
discussion that was to occur at the June 29-30, 1982 prehearing conference
on the protective order for the release of security information. My
review was directed to particular portions of the plan that contained
potentially sensitive information. My review and discussion with Mr.
Ashbaugh lasted less *nhan one-half hour. I do not recall that I saw

the introduction to the plan at that time.

I did not review the plan again until January 1984 when Mr. Ashbaugh

and I spent several days preparing expurgations of the plan and the
inspection reports prior to sending the material to the Board for its
review on January 31, 1984, At that time I did note the introduction to

the plan and discussed it briefly with Mr. Ashbaugh. I understood that



Mr. Ashbaugh's references there to protection against radiological
sabotage were not meant in the same sense in which I used that term

in my pleadings. I also understood that Mr. Ashbaugh did not mean

to imply by the statements that the security plan incorporated specific
provisions designed to protect against radiological sabotage as that

term had been used by the intervenor.

The statement made by me in University's August 25, 1983 response, that
the UCLA se-urity plan is not designed to provide protection against
radiologicai sabotage, was intended to inform the Board that the UCLA
plan did not employ measures, such as armed guards, mandatory personnel
searches, explosive detection devices, etc., designed to prevent access
to its reactc- facility by potential saboteurs. In the context of this
proceeding to resolve Contention XX that is what I understood the
expressicn, "protection against radiological sabotage," had meant.

That is how the intervenor had described the level of protection it
claimed was required under Sec. 73.40(a). For example, in its September
7, 1232 pleading, intervenor declarec that an adequate plan must include
"sabotage prevention measures" and that "no prevention is no protection”
(page 5). My statement meant that the UCLA security pian did not in-
corporate the specific measures (guards, searches, etc.) to provide

the degree of protection (prevention of access by saboteurs) which CBG
claimed was necessary. I attempted to further clarify the meaning I

intended in University's Decembur 12, 1983 response (pages 3-6).
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6. As 1 intended my statement to be interpreted I do not believe it mis-

represents the facts nor are the facts inconsistent with University's

legal position on the question of the safequards requirements that

apply to University's facility.

I declare under penalty of perjury that the foregoing is true and correct.

Executed at Los Angeles, California this 9th day of March, 1984,

AL s nin

William H. Cormier
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Purpose

This security plan describes the physical protection system and security
organization which will provide protection against radiological sabotage
and detect the theft of special nuclear material at the Sample Facility.

It demonstrates compliance with 10 CFR 50.34(c), 10 CFR 75.40 and
10 CFR 73.47.

Revision 1
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General Performance Objectives

The "Genera) Performance Objectives" of the physical protection system and

security organization described in this plan are:

To provide protection against acts of industrial sabotage

To minimize the possibilities of unauthorized removal of special nuclear

material consistent with the potential consequences of such actions.

To facilitate the location and recovery of missing special nuclear

material

To achieve these objectives, the physical protection system shall provide:

Early detection and assessment of unauthorized access or activities by an
external adversary within the vital areas and controlled access areas

containing special nuclear material.

Early detection of removal of special nuclear material by an external

adversary from controlled access areas.

Assures proper placement and transfer of custody of special nuclear

material.

Revision 1
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Responds to indications of an unauthorized removal of special nuclear

material and then notifies the appropriate response forces of its removal

in order to facilitate its recovery.

Revision 1
June 14, 1979
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Identification of Special Nuclear Material on Site

The Sample Licensee possesses the following special nuclear material on s‘‘e:

Form Enrichment Materia)
Non Exempt
MTR fuel elements 93. 0% -
TRIGA fuel elements 19. 4% 238
Fission chambers (4) 90. 0% 235

TOTAL (Nonexempt)

Exempt 73.47(b)(1)(i)

MTR fuel elements 93.0%

Exempt 73.47(b)(1)(i{)

Plutonium Beryliium sealed sources(3)

TOTAL (Exempt)

235

Pu

Amount

3300 gms
544 gms

10_gms

3854 gms

210 gms

258 gms

Revision 1
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Implementation -

This security plan shall be fully implemented by [ ] or 30 days

after approval by the U.S. Nuclear Regulatory Commission, whichever is later.

Revision 1
5 - June 14, 1979
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General Site Layout

The site is 650 acres of the Sample Licensee Site. The majority of the
site is on the alleuvial flood plain of the Sample River. The areca adjacent
to the site is farm land and is sparsely populated. Figure 1 provides a large

scale drawing of the area. Figure 2 provides a drawing of the site layout.

Revision 1
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Security Areas

The Security Areas {SA) are permanently established areas which are clearly
demarcated, access to which is controlled and which affords isolation of the

material, equipment and persons within it.

The only S2 is the Nuclear Reactor Building (with the exception of the Office
Area). The SA is shown in Figures 3a, 3b. The SA is used for training and
research. The SA encompasses the Controlled Access Areas (CAA) and the Vital

Areas (VA).

The Reactor Building is a permanent two story structure fabricated with pre-
formed and pre-stressed concrete slabs. The slab walls are held in place by
poured concrete columns. The roof is a corrugated steel decking covered with
Tight-weight concrete. A gravel and tar recofing material covers the concrete.
The walls have steel and glass windows. A1l windows are sealed shut. Al)
access doors to the SA are full-length solid core wooden doors, or full-length
hollow core steel doors, or solid wood or Hollow core steel doors with steel

mesh screen in or over the glass.

The SA is composed of five major areas shown in Figures 3a, 3b. These areas
are: (1) Reactor Room, (2) Cortrol Room, (33 Fuel Storage Room, (4) Laboratory,

and (5) Equipment Room.

Access to the SA is possible at only four locations. The normal access point

is the main entrance door that separates the SA from the Office Area. The

Revision 1
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other access points include a first floor encrdoncy exit door, the basement
emergency exit door, and the freight door. A1l access doors to the SA are locked

and alarmed or the door is under the surveillance of an authorized individual.

Revision 1
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Controlled Access Areas (Use)

A1l special nuclear material* is used only within a Controlled Access Area
(CAA) which is illuminated sufficiently to allow detection and surveillance of

unauthorized penetration or activities.

The Nuclear Reactor Building (with the exception of the Office Area) is the
CAA. The CAA is shown in Figures 4a, 4t

The illumination throughout the CAA is at least [ ] foot candle measured
horizontally at floor level as shown in Figures 5a, Sb. The illumina-
tion may be reduced when necessary to conduct experiments requiring less
iilumination. A1l special nuclear material in use during such experiments

shall be accounted for at the end of the experiment.

¥Special nucTear materizl listed in Table 1 may be used and stored cutside
the CAA.

Revision 1
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Controlled Access Areas (Storage)

A1) special nuclear material* is stored orly within a Controlled Access Area
such as a vault-type room or approved security cabinet or their equivalent
which is illuminated sufficiently to allow detection and surveillance of

unauthorized penetration or activities.

All special nuclear material at the facility is stored in designated areas
within the CAA. The designated areas are: (1) reactor core, (2) spent fuel
pool, (3) fuel storage room, and (4) security cabinet. The designated areas

are shown in Figures 6a, 6b.

The reactor core is covered by [ ] feet of water and the irradiated fuel in
the spent fuel pool is covered by [ ] feet of water. The reactor core and
spent fuel pool are protected by a tamper-resistant motion detection svstem.
Therefore, these two designated areas provide protection equivalent to that

of a vault-type room.

The fuel storage room is a vault-type room constructed of concrete block with
only one access door. The access door is a full length solid core steel door.
The fuel storage room is (1) locked and alarmed and the room is protectad by

a tamper-resistant motion detection system which sounds an alarm upon the

*Special nuciear material listed in Table 1 may be used and stored
outside the CAA.

Revision 1
- 10 - June 14, 1979



¢ 4 CONTAINS 10 CFR 2.790(d) INFGRMATION
- WITHMELD FROM PUBLIC DISCLOSURE
entry of a person anywhere in it and upon exist from the room or upon movement
of an individual within the room, or (2) the fuel storage room is attended by

an authorized individual.

The security cabinet is a standard commercial security cabinet approved by the
General Services Administration as class 6 or equivalent. The security cabinet

i< Tocked or atisnded by an authorized individual.

A1l the storage areas are illuminated to at least [ ] foot candle throughout
the CAA as shown in Figures 5a, 5b. The fue) storage room is {1lluminated only

when the access door is open.

Revision 1
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Vital Areas

A1l vital equipment is located within a Vital Area (VA).

The VA is a permanently established area which is clearly demarcated, access
to which is controlled and which affords isolation of the material, equipment
and persons within it. The vital areas are (1) the control room, and (2) the

reactor room. These vital areas are shown in Figures 7a, 7b.

The vital equipments are: (1) the reactor, (2) reacto: coolant system, (3)
reactor controls, (4) primary biological shielding, and (5) irradiated nuclear

fuel.

Revision 1
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Detection Devices or Procedures

The SA is monitored by an intrusion detection system or other device or proce-
dures to detect unauthorized penetration or activities. A1l special nuclear
material is attended by an authorized individual or protected by the intrusion

detection system as described below.

The intrusion detection system consists of three subsystems, thz window intru-
sion detection system, the door intrusion detection system and the motion
detection system. The location of the detection devices and area of coverage

of the motion detection system are shown in Figures 8a, 8b.

The window intrusion detection system employs conductive foil detectors; the
door 1ptrusion detection system employs balanced magnetic switches; and, the
motion detection systems employs microwave-radio frequency motion detectors.
The intrusion detection system is tamper-resistant, line supervised and has an
emergency power source. The functional and operational criteria for the

intrusion detection system and subsystems are described in Attachment 1.

The intrusion detection system initiates an audio-visua) intrusion alarm for
any alarm condition in three locations: the Office Area, Control Room and

Site Security Office.

The intrusion detection system is in service twenty-four hours a day. The

dcor alarm for any door may be placed in the access mode if the SA is occupied
by an authorized inaividual. The alarm for the main entrance door will normally
be in access mode during work hours when the Cffice Area is occupied by an

Revision 1
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authorized individual. The intrusion detection system will (1) be in service,
or (2) the SA will be occupied by an authorized individual, or (3) the SA will
be inspected by an authorized individual at least once each four hours on a

random basis.

Revision 1
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Surveillance of Security Areas

Surveillance of the security areas during a normal work day is by routine
observation by the facility staff. A1l areas containing special nuclear
materials and vital equipment are checked at the end of each normal work day.
The checks are for proper locking of doors, storage of special nuclear material,

unauthorized material, fire hazards and other abnormal conditions.

Revision 1
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Preauthorization Screening

A1l personnel granted unescorted a2ccess to the SA shall be screened.

The Facility Director may grant an individual unescorted access to the SA
based on (1) need for access, and (2) favorable review of information obtained

on the individual for trustworthiness and reliability.

The following information shal) be obtained for each individual screened:

(a) Facility Staff/Students (U.S. Citizens)

(1) Employment records for last ore year, and
(2) Academic records for last one year, and

(3) Personal reference letters from two nonrelated individuals.

(b) Foreign Students

(1) Admissions file, and
(2) Academic records for last one year, if available, and
(3) Personal reference letters from two nonrelated individuals, if

possible.

The Facility Director may authorize the following individuals unescorted

access to the SA without review of the above information:

Revision 1
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(a) Facility Staff/Students granted unescorted access to the facility for at
least the previous one year prior to the implementation of this security

plan.

(b) Facility Staff/Students holding or having held a government sanctioned

clearance within the last one year.

The Facility Director may grant on a case-by-case basis an interim authoriza-
tion for unescorted access to the SA prior to obtaining all the required

information if sufficient information is available for the Facility Director
to make a preliminary judgment concerning the reliability and trustworthiness

of the individual.

Revision 1
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Badging System

All authorized individuals granted unescorted access to the SA will wear a

special badge while in the SA. Escorted individuals will not be badged

The badge will be a destinctive color, approximately A inches x B inches and
constructed of heavy paper The badge will have a unigue number, the indivi-
dual's name, and the individual's photograph. The badge will be laminated in

plastic to inhibit tampering

A1l badges will be issued from the Office Area and returned to the Office Area
at the end of the daily period of use. Badges will not be taken from the

Reactor Building. A1} badges will be accounted for at the end of each work

day

Revision 1
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Lock Systein

Access to the SA is possible through only four doors. Access to the fuel
storage room is possible through only one door. All security doors are shown
in Figures 3a, 3b. All security doors except the main entrance door are
normally locked. Security doors may be unlocked if attended by an authorized
individual. The main entrance door is not locked during regular working hours
when the Office Area is occupied by an authorized individual who will maintain

access control.

Keys (combinations) to the locks are issued to only a limited number of
authorizeu individuals designated in writting by the Faciiity Director. A
physical inventory of locks, cores, keys and key cards is conducted at least
once every 90 days. linused locks, cores, keys, and key cards are stored in a
secure location. Locks and keys (combinations) are changed whenever the

system is compromised or : key is lost.

A1l doors are either full-length solid core heavy wooden doors, full-length
hollow core steel doors, or solid wood or hollow core steel Joors with steel
mesh screen in or over the glass. All security locks (doors and cabinet) meet

the specifications of Attachment 2.

Revision 1
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Access Control Description

A1l individuals permitted unescorted access to the SA are screened. Al)
unescorted personnei entering the SA are badged. A list signed by the
Facility Director of individuals authorized unescorted access to the SA is

maintained at the facility and Site Security Office.

Revision 1
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Escort System

A1l individuals not authorized unescorted access (visitors) shall be escorted
by an authorized escort. Al) individuals authorized unescorted access are
authorized escorts. The following personnel may grant visitors escorted
access to the SA: (1) a'l faculty/staff members authorized unescorted ac-ess

and (2) students designated in writing by the Facility Director.

The visitor-to-escort ratio shall not exceed 20-to-1 unless authorized in
writing by the Facility Director on a case-by-case basis. Escorts shall be
capable of maintaining visual contact of all indidivuals under escort and

shall remain in the genera)l area with the visitors.

Revision 1
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Search Description

A1l vehicles and packages leaving the SA are searched on a random basis. The
search shail be conducted by a member of the Security Organization or Operating

Organization. The search shall be by the following:

A. ATl vehicles Teaving the SA shall be searched. The search of the vehicle

will include the cab, engine compartment, undercarriage and cargo area.

B.  Packages leaving the SA which are larger than a [ ] shall be
searched in a random basis but not less than 1 in 10. Al special nuclear
material in a configuration smaller than a [ ] shall be

inventoried at least once each 7 days.

Revision 1
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Administrative and Security Organization

The Sample Facility security organization is made of up the following

components:

Site Security Organization

¥. Director of Site Security

2. Site Security Watchmen

Operz%ing Organization

[ /A Facility Director

2. Facility Assistant Director

3 Reactor Supervisor

4. Reactor Health Physicist

S. Reactor Operators

6. Reactor Radiation Specialist

7. Facility seceptionists

Revision 1
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The Facility Director or his designated representative has overall responsi-
bility for the initiation and implementation of the security program at the

Sample Facility.

The principal local law enforcement agency is the City Police Department.
Secondary local law enforcment agencies are the County Sheriff and the State
Police. The Site Security Department maintains liaison with the City Police
Department which has committed to provide a response force wien requested.
The response time will normally be less than five minutes. The Site Security
Department mainta.ns at least one watchman per shift capable of providing
response to the SA. The watchman is trained and qualified for his duties.
The Site Security Department will (1) conduct periodic security checks of the
SA when requested, (2) maintain 1iaison with the local law enforcement agency
(3) notify the local law enforcement agency of any unauthorized penetrations
or activities in the CAA requiring their attention and, (4) notify the facility

management of any unauthorized penetrations or activities in the SA.

At least once each twelve months, the Facility Director and designated members

of the operating organization will conduct a security program review .

Revision 1
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Communication

The facility has a commercial telephone service with the Site Security Department.
The Site Security Department maintains 2-way radio communications capability

with its security officers on patrol and headquarters with fixed radio units

in the patrol cars and portable radio unfcs carried by the security officers.

The Site Security Department has direct telephone and radio communicaticns

with the City Police Department. All the communications systems are available

24 hours each day. The communications systems are commercial grade.

Revision 1
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Response Procedures

The facility has established and maintains response procedures for dealing
with threats or actual thefts of special nuclear material and industria)
sabotage. Response procedures for the following security incidents are

maintained at the facility and the Site Security Department:

1) Bomb Threat

2) Threat of Theft of Special Nuclear Material
3) Theft of Special Nuclear Material

4) Unauthorized Intrusion

5) Security Violation by Authorized Personnel
6) Civil Disorder

7) Fire or Explosion

8) Loss/Degradation of Security System(s)

9) Industrial Sabotage

The response procedures describe the type of response to be accomplished, the
duties and responsibilities of ti. security organization and management involved
in the response, law enforcement assistance available, law enforcement assistance

response capabilities, and law enforcement response agreements.

The Nuclear Regulatory Commission will be notified in the event of theft or

attempted theft of special nuclear material.
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Material Transportation Requirements

wWhenever the facility transports, exports, or delivers to a carrier for transport
special nuclear material of low or moderate strategic significance, the facility

will:

: Provide advance notification to the receiver of any planned shipment
specifying the mode of transport, estimated time of arrival, location of
the nuclear material transfer point, name of carrier and transport

identification.

2. Receive confirmation from the receiver prior to the commencement of the
planned shipment that the receiver will be ready to accept the shipment
at the planned time location and that he acknowledges the specified mode

of transport.

3, Transport the material in a tamper-indicating sealed container. The

seals used will meet the requirements of Attachment 3.

4. Check the integrity of the containers and seals prior to shipment.

5. Arrange for the in-transit physical protection of thes material in accord-
ance with the requirements of 10 CFR 73.47, unless the receiver is a
licensee and has agreed by written contract to arrange for the in-transit

physical protection.

Revision 1
- 27 - June 14, 1979
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The facility does not expect to arrange for the in-transit physical protection
of the special nuclear material. However, if the facility does arrange for
the in-transit physical protection of the special nuclear material, the facility
shall submit a change to this plan at least 120 days prior to the shipment

date describing the physical protection system that will meet the applicable

regulations.

Revision 1
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CONTAINS 10 CFR 2.790(d) INFORMATION
WITHHELD FROM PUBLIC DISCLOSURE

‘Receiver Requirements

When the facility receives special nuclear material of low or moderate strategic

significance, the facility will:

¥. Check the integrity of the containers and sezls upon receipt of the

shipment.

2. Notify the shipper of receipt of the material as required by 10 CFR
70.54.

3. Arrange for the in-transit physical protection of the material in
accordance with the requirements of 10 CFR 73.47, unless the shipper is a

licensee and has agreed in writing to arrange for the in-transit physical

protection.

The facility does not expect to arrange for the in-transit protection of the
special nuclear material. However, if the facility does arrange for the
in-transit physical protection of the special nuclear material, the facility
shall submit a change %o this pian at least 120 days prior to the shipment date

describing the physical protection system that will meet the applicable

regulations.

Revision 1
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WITHHELD FROM PUBLIC DISCLOSURE

The faciiity does not plan to export or import special nuclear material of low
or moderate strategic significance. However, if the facility does export or

import special nuclear material of low or moderate strategic significance, the

facility will submit a change to this plan 120 days prior to the shipment date

describing the physical protecticn syctem that will meet the applicable

regulations.

Revision 1
June 14, 1979
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Test

The intrusion alarm detection system shall be functionally tested for proper

operation at least once each 7 days.

Revision 1
June 14, 1979
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WITHHELD FROM PUBLIC DISCLOSURE

Security Records

The following security records shall be maintained at the facility for at

least 24 months:

(n

(2)

(3)

(4)

(5)

(6)

(7

List of individuals authorized unescorted access to the SA.

Test results for intrusion detection system.

List of individuals authorized to possess security keys (combinations).

Results of physical inventory of locks, cores, keys and key cards.

Results of response to security incidents.

Seal records.

Results of badge inventories.

Revision 1
- 32 - June 14, 1979
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UNITED STATES
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D. C. 20885

T0: NRC LICENSEES

The NRC has just approved, in final form, amendments to 10 CFR Part 70,
"Domestic Licensing of Special Nuclear Material;" Part 73, "Physical
Protection of Plants and Materials;" and Part 150, "Exemptions and
Continued Regulatory Authority in Agreement States under Section 274."
These amendments affect licensees whe possess, use, or transport special
nuclear material of moderate or low strategic significance. The amend-
ments become effective 120 days after publication in the Federal Register.
The 120-day delay is to allow sufficient time for review and public comment
of a draft standard format and content quide and to prepare and implement
security plans to meet the intent of the amendments.

Since these amendments may have some effect on your operations, we have
enclosed a copy of them for your information. Also enclosed is a copy

of the cdraft standard format and content guide for your review and comment.
Comments on the guide should be sent by September 24, 1979, to:

Mr. James A. Prell

Safeguards Standards Branch

Office of Standards Development
U.S. Nuclear Regulatory Commission
Washington, D.C. 20555

Sincerely,

‘/fz/‘c.?‘ ZE; ':>7lss~4;rlu?

Robert B. Minogue, Diréctor
Office of Standards Development

Enclosures: .
As stated

- - ‘.-’
5T/ Formot Sac. Pla,
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IUCLEAR REGULATORY
‘OMMISSION

10 CFR Parts 70, 73, and 150

AGENCY: U.S. Nuclear Regulatory
Commission.
ACTION: Final rule.

SUMMAAY: The Nuclear Regulato:y
Commission is amending its regulations
for physical protection of plants and
materials. including nonpower reactors,
to require physicai protection measures
to detect theft of special nuclear
material of moderats and low strategic
“:gnificance. The amendments are being
made in the interest of common defense
and security. The measures are designed
to provide a level of protection
equivalent to that recommended in
Information Circular/225/Rev. 1
(INFCIRC/225) published by the
International Atomic Energy Agency
(LAEA). The amendments specify
protection requirements for special
nuclear materiai at fixed sites, including
honpower reactors, and for special
nuclear material in transit.

Physical protection requiremexts for
independent spent fyel storage
installations and nuclear power reactors
are presently covered under 10 CFR
§ 73.40, § 73.50, and § 73.55 and
therefore are not included in these
amendments.

Concurrent with the
amendments, the NRC is publishiig a
regulatory guide entitled, “Standard
Format and Content for the Licensee
Physical Security Plan for the Protection
of Special Nuclear Material of Moderate
or Low Strategic Significance.” This
document has been prepared as an aid
to uniformity and completeness in the
preparation and review of the physical
security plan for special nuclear
material of moderate and Jow strategic
significance. In addition, a value/impact
Sssessment of these amendments has
been prepared and placed in the
Commission’s Public Document Poom at
1717 H Siveet, NW., Washington, D.C.
EFFECTIVE DATE: November 21, 1979, /

Note.—The Nuclear Regulatory
Commission has submitted this rule to the
Comptroller General for ::.tl; ;f its

i uirement un ederal
Reports Act ss amended gp rarsiers
date on which the reporting requirement of
the rule effective, unless advised to
the ~ontrary, inclides s 45-day period which

publication of the

that statute allows for Comptroller General
review (44 US.C 3512(c)!.)).

FOR FURTHER INFORMATION CONTACT:
Mr. |. A Prell, Safeguards Standarys
Branch. Office of Standards
Development, U.S. Nuclear Regulatory
Commission, Washington, D.C. 20855,
(301) 443-5904 or Mr. C. K. Nulsen.
Requirements Analysis Branch, Division
of Safeguards, Office of Nuclear
Matertal Safety and Safeguards, U.S.
Nuclear Regulatory Commission.
Washington, D.C. 20855, (301) 4274043,

SUPPLEMENTARY INFORMATION: On May
24, 1978 the Nuclear ¥ *gulatory
Commission published in the Federal
Register (43 FR 22216) propcsed
amendments to 10 CFR Parts 70, 73, and
150 of its ations Interested persons
were invited to submit written
Comments and suggestions on the
projozed amendments within
days after publication in the Federal
Register. Based on the public comments
and other conside. ations, the

ssion has adopted the proposed
amendments. with modifications as set
forth below.

The effective physical protection
amendments are designed to have
overall equiv to the
recommendations of INFL.RC/225 Rev.
1. but there are differences in the
detailed requirements. INFCIRC/225
Rev. 1 recommendations are designed to
minimize the possibilities of theft or
sabotage of SNM of moden;fo or low
strategic significance. The e ective
amendments have been primarily
designed to require early detection of
theft of SNM of mederate or low
strategic significance. However, in
requiring early detcction capabilities,

ese amendments deter the possibilities
of theft or diversion. In the judgment of
the Commission. the d of
protection afforded by the containment,
monitoring and detection procedures
required by these amendments provide
equivalency io the INFCIRC/225 Rev. 1
recommendations for protection of theft
or diversion of SNM.

Significant differences from the
Propes. d rule published for comment on
May 24, 1978 are: (1) Plutenijum-
Beryllium (PuBe) sealed sources wouid
be exempted from the physical ~ ~
protection requirements; [2) Plutonium
with isotopic concentration exceeding 80
percent in plutonium-238 would be
exempted the physical protection
requirements: (3) package and vehicle
search requirements at facilities where |
special nuclear material of moderate
strategic significance is used or stored
have been changad: (4) The period of
time allotted for submittal of a licensee
gian to implement these requirements

s been changed from 80 days to 120
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days aller the eflective date of the
amendment. In addition, editorial and
clanfying changes were made and some
definitions added to clarify the intent of
the regulations.
The following discussion pertains to
items (1) through (4) above.
(1) PuBe sealed sources—Commenters
stated that the cost of providing the
required physical protection for PuBe
sealed sources would be prohibitive
from the point of view of the limited
budgets available at universities where
most of the sources are now located.
Imposition of the proposed
requirements, it was said, would result
in the curtailment of the use of PuBe
sources at some sites with a significant
impact on the educational and research
programs at those institutions. In view
of the very small quantities of plutoniuam
found in PuBe sealed sources (generally,
from 16 to 181 gramsj and the fact that
potential adversaries wishing to obtain
a 5 kg formula quantity of plutonium
would have to commit separate acts of
theft at a large number of widely
separated sites without being detected,
the Commission has decided that the
threat to the common defense and
secunty of this country was sufficiently
low that physical secunty measures
should not be required for PuBe sealed
sources. There is an upper limit of 500
grams of plutonium to which this
exemption can be applied because
greater than a 500 gram accumulation of
plutonium in this form invalidates the
basis for this exemption. IAEA
guidelines allow for such exceptions in
the case »f “esearch type facilities.

(2} More than 80 perce:it Pu-238—The
propased rule has been zmended to
reflect that plutonium with isotopic
concentration exceeding 80 percent in
plutonium-238 would be exempted from
the phvscial protection requirements.
This change corrects an oversight in the
initially proposed amendments in which
it was intended that such material
would be exempted to be consistent
with the definitions of Category I and
Il material in the LAEA document
INFCIRC/225/Rev. 1.

(3) Search requirements—Package and
vehiclé search requirements at facilities
at which special nuclear material of
moderate strategic significance is used
or stored have been changed. As
revised. random searches are only
required regarding items leaving
controlled access areas, and not of those
entering. The primary objective of entry
searches is to detect materials which

._could be useful in sabotage. Since
Jx protection against sabotage is not within
the scope of the ptopoud.. amendments,

Q‘

13281

an entry search requirement is not
necessary.

(4) Submission and Implementation of
Plans—Several commer ery stated that
more time would be neeued than the
sixty days allowed for submission of
physical security plans, or amendments
to them, following the date the proposed
amendments become effective.

The Commission agrees that more
time may be required, especially in the
case of licensees who have limited
managenial and finacial resources, and
has changed the submission date to be
120 days following the effectivs date of
the amendment. lo addition, the ucensee
is now required ‘o implement the
approved security plan within 240 days
foliowing the effective date of the
amendment or within 30 days after the
plan is approved, whichever is later.

Concurrent with the publication of the
amendments, the NRC is publishing e
guide entitled “Standard Format and
Content for the Licéfisee Physical
Security Plan {or the Protection o'
Special Nuclear Material of Moder 1te or
Low Strategic Significance.” The gu de
is being published for a sixty-day
comment period and will be reiss » d
with comments takea imo consid cration.
The amendments to 10 CFR Paris 70. 73
and 150 would become effecti' e at L.us
time (120 days after publication)

/ (November 21, 1979). Licensees would
therefore have 240 days after publication
of the amendments to submit their plans.

/ The plan would have to be implemented

" 30 daye after approval by the

' Commission or 360 days after (date of

4 publication in the Federal Register)

(July 24, 1979)

Another aree of comment dealt with
employee screening. Some of the
licensees interpreied the screening
requiremient to call for a full field
backg:+ .ad investigation of all
perscnnel entering the controlled access
areas where the material is used or
stored. The wording of the rule has been
revised to more clearly indicate that the
requirement is merely one requiring a
screening based on knowledge of
persons permitted access rather than a
formel security investigation. The
guidance package being issued with the
rule explains more fully the intent of this
requirement.

There was one other area of comment
for which no specific changes were
made to the amendments but which is of
significance. Thase comments dealt

neraiiy with the technical jutification
or the proposed amendments.

Many of the commenters yuestionad
the technical justification for the
proposed amendments on the basis of
the a lack of detailsd information
regarding the threat; the additional costs

of implementation they perceived to be
incommensurate with only margmnal
improvements in physical protection:
and the impacts on the licensees’
ongoing educational and research
programs. Particular attention was
focuses by some commenters on the
physical protection requirements for low
enriched uranium.

The technical justification for the U S.
adop‘ion of the proposed amendments is
contingent on both domestic and
international factors, which are closely
interrelated. Current NR_C_f_h_yoial
protection regulations apply primarily to
strategic special nuclear material
(uranium ennched in the isotope U-235
to 20% or greater, U-232. and plutonium)
in quantities of five formula kilograms or
greater. There are mo specific physical
protection requirements for quantities in
iesser amounts. Yet, it can be properly
argued that a 49 formula kilogram
quantity of SNM is about as important a
quantity as 5.0 kilograms. Multiple thefts
of such materials in close to formula
quantities could result in the
accumulation of more than a formula
quantity, The proposed detection
requirements are considered 1o provide
sufficient protection with minumum
added cost so as not to affect
educational and researci programs.
Since the requirements are of a
detection nature rather than preventios.
charactenization of the adversary in the
regulations was deemed not 1o e
necessary.

In regard to low enriched uranium
(LEU) (enrichments less than 20%),
clandestine enrichment to higher levels
may go beyond the capability of
subnational terrorists, but it does not go
beyond the capability of other
governments. Unless properly
safeguarded. low enriched uraniur.
could be stolen on behalf of foreign
governments ard enriched to explosive
useable levels after it is smuggled out of
the US.

The Nuclear Non-Proliferation Act of
1978 specifies that NRC shall promulgate
regu'ations which assure that physical
securily measures are provided to
special nuclear materials exported from
the United States without specifying
whether the materials are low enriched
uranium or high enriched uranium.
Pursuant to this legislation, the
Commission has promulgated 10 CFR
Part 110.43 which provides among other
things that:

% “(b! Commission determinations on the
dequacy of physica! security programs in
recipient countries for Category Il and [il
quantities of material will be based on
available relevant information and written
assurances from the recipie~t country or
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woup of countries that physical security
measures providing as & munur um protection
comparable to that set forth in INFCIRC/228
will be maintained.”

While the sed amendments
would provide a needed extension of
domestic physical protection to special
nuclear materials for which the level of
physical protection required was not
previously specified. the ful! value of
such protectior: could not be realized
until similar protection is afforded all
such material among the nations
util'zing such materials. Physical
prutection measures similar to those
proposed. which are based on the
recommendations of the IAEA
Information Circular INFCIRC/225/Rev.
1. have aiready been adopted by several
countries.

Pursuant to the Atomic Energy Act of
1954, as amended. the Energy
Reorganization Act of 1974, as amended,
and sections 552 and 553 of title § of the
Unitad States Code, the I
amendments to Tite 10, Chapter . Code
of Federal R. tions, Parts 70, 73, and
150 are published as & document subject
to codification.

PART 70—DOMESTIC LICENSING OF
SPECIAL NUCLEAR MATERIAL

1. Paragraph of 10 CFR Part 70
Is revised o read as
§7022 Conterts of Appiications

() Each application for = license that
would authorize the transport or
delivery to a carrier for transport of
special nuclear material in an amount
specified in § 73.1(b)(2) of this chapter
shall include (1) a description of the plan
for physical protection of i
nuclear material in transit in accordance
with §§ 73.30 througs 73.38, 73.47 (a) and
(e), 73.47(g) for 10 k{ or more of special
tuclear material of low strategic
wignificance. and 73.70(g) of this chapter
including. as appropriate, a plan for the
selection, qualification and training of
armed escorts, or the specification and
design of a specially designed truck or
wrailer. and (2) a licensee safeguards
conti.ndpncy plan or response
procedures, as appropriate. for de.
with threats, thefts. and industrial
sabotage relating to the special nuclear
material in transit. Each application for
such a license involving formula
quantities of strategic special nuclear
matenal shall include the first four
categories of information contained in
the applicant's safeguards contingency
plan. (The first four categories of
information. as set forth in Appendix C
10 10 CFR Part 73, are Background,
gcmnc P;:nmn' Base. Licensee

Anning Base. and Responsibility
Maurix. The fifth category of

information. Procedures. does not have
to be submitted for approval.)

2 Paragraph 70.22(h) of 10 CFR Part 70
is revised to read as follows:

(h} Each application for s license to
posseds or use at any sile or contiguous
sites subject to control by the Ucensee
uwranium-233 (contained in uranium
enriched to 20 percent or more in the
wanium-235 isotope), uranium-233, or
plutonium doud or in any combination:
io & quantity of 5.000 grams or more
computed by the formula,

ams = (grams contained U-235+2.5
gmu U-233 + grams plutonium), other

an 2 license for possession or use of
such material in the operation of &
nuclear reactor licensed pursuant to Part
80 of this chapter, shall include a
physical security plan. consisting of two
parts. Part | address vital
equipment. vital areas, and isolation
zones, and shall demonstrate how the
applicant plans to meet the
requirements of §§ 73.40. 73.50, 73.80,
73.70, and 73.71 of this chapter in the
coaduct of the activity to be licensed.
Part [ shall list tests, inspections, and
other means to demonstrate compliance
with such requirements.

3. Section 70.22 is amended to add a
new paragraph (k) to read as follows:

(k) Each application for a license to
possess or use at any site or contiguous
sites subject to control by the licensee
special nuclear material of moderae
strategic cance or 10 kg or mare of
special ar material of low strategic
npuﬁc;x;c: as dcmudd uniho'f -

T 73.2 (x) and (y
mg: other than a license for
possession or use of such material in the
operation of a nuclear power reactor
licensed pursuant to Pert %0 of this
chapter. shall include a physical security
plan which shall demonstrate how the
applicant plans to meet the
requirements of paragraph 73.47 (d}. (e).
&Lﬂﬂ (8). as approprigte. of Part 73 of

s chapter.

PART 73—PHYSICAL PROTECTION OF
PLANTS AND MATERIALS

4. Paragraph 73.1(b) of 10 CFR Part 73
is revised to re.d as fo_llowl:

§731 Purpose and Scope.

(b) Scope-

(1) This part prescribes requirements
for (i) the physical protection of
Kroducu'on and utilization facilities
icensed pursuant to Part 50 of this
chapier: (ii) the physical protection of
plants in which activities licensed
pursuant to Part 70 of this chapter are

conducted. and (iii) the physical
protection of special nuclear material by

any who, pursuant to the
m in Part 70 of this chapter,
possesses or uses at any site or
contiguous sites subect to the control by
the license. formula qmuﬂ:ﬁ:‘l
strategic special nuclear ma or
special nuclear material of moderate
stralegic significance or special nuclear
matenal of low strategic significance.

(2) This part prescribes irements
for the physical protection of special
nuclear mm;:l in l:rmporum by

person who is licensed pursuant to
:n'ntuhuonn in Part 70 and Part 110 of
this chapter who imports, exports,
transports, delivere to a carrier for
transport in a single shipment. or takes
delivery of a single shipment free on
board (f.0.b) where it ia delivered to a
carriz;, formula quantities of strategic
special nuclear matsrial or special
ouclear material of moderste strategic
significance or special nuclear material
of low strategic significance.

§. Section 73.2 of 10 CFR Part 73 is
amended by revising paragraph (b) and
adding new paragzaphs (x), (y), (z), (aa)
and (bb) to rear as follows:

ke ¥

(b) “Authorized individual” means
any individual including an employee. a
student, a consultant. or »~ agent of a
licensee who has been designated in
writing by a licensee to have
responsbility for surveillancs of or
control over special nuclear material or
to have unescorted access to areas
vhere special nuclear material is used
or stored.

\4"59«:111 nuc'ear material of
moderate strategi. significance” means:

(1) less than a formula quantity of
strategic special nuclear material but
more than 1000 grams of uranium-235
(contained in uranium enriched to 2
percent or more in the U-235 isotop« ! or
more than 500 grams of uranium-233 or
plutonium or in a combined quantity of
more than 1000 grams when computed
by the equation. grams = {grams
contained U~235) « 2 (grams U-
233 + grams plutonium), or

(2) 10.000 grams or more of uranium-
235 (contained in uranium enriched to 10
percent or more but less than 20 percent
in the U-235 isotope).

(y) “special nuclear material of law
strategic significance” means: ,

(1) less than an amount of strategic |
special nuclear material of moderate
strategic significance, as defined in
§ 73.2(x)(1). but more than 15 grams of
uranium-235 (contained in uranium
enriched to 20 percent or more in the U=
235 isotope) or 15 grams of uranium-233

B E s g s et R T S L RS
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or 15 grams of plutonium or the
combination of 15 grams when

mputed by the equation,
grams = grams contained U~
235 + grams plutonium + grams U-233,
or

2) '=gs than 10.000 grams but more
han 1000 grams of uranium-233
contained in uranium enriched to 10
percent or more but less than 20 percent
in the U-235 isotope), or

3) 10.000 grams or more of uranium-
23* contained in uranium enriched
above natural but less than 10 perce:: in
the U-235 (sotope.

(z) “Controlled access area™ means
any temporarily or permanently
established area which is clearly
demarcated. access to which is
controlled and which affords isolation of
the material or persons within it

(aa) “Strategic special nuclear
matenal” means uranium-235 (contained

n uranium enriched to 20 percent or
more in the U-23§ isotope), uranium-233,
or plutonium,

(bb) “Formula quantity” means
strategic special nuclear material in any
combination in a quantity of 5,000 grams
or more computed by the formnula,
grams = (grams contained U-235) + 2.3
grams U-233 + grams plutorium).

6. A new § 73.47 is added t0 10 CFR
Part 73 to read as follows:

§ 73.47 LUcenses Fixed Site and In-Tranait
Requirements For The Physical Protection
of Special Nucisar Material of Moderate and
Low Strategic Significance.

(a} General Performance Objectives

(1) Each licensee who possesses. uses
or transports special nuclear material of
moderate or low strategic significance
shall establish and maintain a physical
protection system that will achieve the
following objectives:

(1) Minimize the possibilities for
unauthorized removal of special nuclear
material consistent with the potential
consequences of such actions: and

i1i) Facilitate the location and
recovery of missing special nuclear
material.

(2) To achieve these objectives, the
phvsical protection system shall
provide:

(1) Early detection and assessment of
unauthorized a:cess or activities by an
externz| adver:sry within the controiled
access area contauung special nuclear
matenal

(11) Early detection of removal of
special nuclear material by an external
adversary rom a controlled access area;

(i1i) Assure proper placement and
transfer of custody of speciai nuclear
materiai: and

(iv]) Respond to indications of an
unauthorized removal of special nuclear
material and then notify the appropriate
response ‘orces of its removal in order
to facilitate ils recovery.

¢ (b)(1) A licensee is exempt from the

requirements of this sectios to the
extent that he possesses, uses, or
transports (i) special nuclear material
which is not readily separable from
other radioactive material and which
has a total external radiation dose rate
in excess of 100 rems per hour at a
distance of 3 feet from any accessible
surface without intervening shielding or
(ii) sealed plutonium-beryllium neutron
sources totaling 500 grams or less
contained plutonium at any one site or
contiguous sites or (lii) plutonium with
an isotopic concentration exceeding 80
percent in plutonium-238.

(2) A license who has quantities of
special nuclear material equivalent to
special nuclear material of moderate
strategic significant distributed over
severa! buildings may, for each building
which contains a quantity of special
nuclear ratenal less than or equal to a
level of special nuclear material of low
strategic significance. protect the
material in that building under the lower
classification physical security
requirements.

(c) Each licensee who possesses, uses,
transports or who delivers to a carrier
for transport special nuclear matesial of
moderate strategic significance of 10 kg
or more of special nuclear material of
low straiegic signuficance shall:

(1) Submit by (date 120 days from
effective date of amendment| a security
plan or an amended security plan
describing how the licensee will comply
with all the requirements of Sections
73.47 (d). (e). (). and (g). as appropriate.
including schedules of implementation;
and

(2) Within 240 days after the effective
date of these amendments or 30 days
after the plan(s) sumitted pursuant to
paragraph (c)(1) of this section is
approved. whichever is later, implement
the approved security plan

(d) Fixed Site Reguirements for
Special Nuclear Matenal of Moderate
Strategic Significance—Each licensee
who possesses. stores. or uses quantities
and types of special nuclear material of
moderate strategic signuficance at fixed
sites. except those who are licensed to
operate a nuclear power reactor
pyksuant to Part S0, shall:

((1)'use the material only within a
controlled access area which is
illuminated sufficiently to allow
detection and surveillance of
unauthorized penetration or activities,

2) store the material only within a
controlled access area such as a vault-
type room or approved secunty cabinet
or their equivalent which is illuminated
sufficiently to allow detection and
surveillance of unauthorized penetration
or activities,

(3) monitor with an intrusion alarm or
othiér device or procedures the
controlled access areas to detect
unauthonzed penetration or activities,

’{g conduct screening prior to granting
an individual unescorted access to the
contro'led access area where the
material i« used or stored. in order to
obtain information on which to base a
decision to permit such acceess,

(8) develop and maintain a controlled

uging and lock system to identify and
limit access to the controlled access
areas to authorized individuals,

(8) fimit access to the controlled
access areas (o authorized or -.:corted
individuals who require such access in
order to perform their duties,

{7) assure that all visitors to the
controlled access areas are under the
constant escort of an individual who bas
been authonzed access to the area,

(8] establish a security organization or
modify the current securty organization
to consist of at least one watcaman per
shift able to assess and respond to any
unauthorized penetrations or activities
in the controlled access areas,

(9) provide a communication
capability between the security
organization and appropriate response
force,

(10) search on a random basis
veunicles and packages leaving the
controlled access areas. and

(11) establish and maintain response
procedures for dealing wath threats of
thefts or thefts of such materials.

{e) In-Transit Requirements for
Special Nuclear Material of Moderate
Strategic Significapce—

(1) Each licensee who transports,
exports or delivers to a carrier for
transport special nuclear material of
moderate strategic significance shall:
, (i) provide advance notification to the

//,

\“receiver of any planned shipments

specifying the mode of transport.
estimated time of arrival, location
nuclear material transfer point. nar
carmer and transport identification,

(ii) receive confirmation from the
receiver prior to the commencement of
the planned shipment that the receiver
will be ready to accept the shipment at
the planned time and location and
acknowledges the spec:fied mode of
transport,

(lii) transport the material in a tamper-
indicating sealed container,

“ e
of
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(iv) check the integrity of the
containers and seals prior to shipment,
and

(v] arrange for the in-transit physical
protection of the material in accordance

N with the requirements oi § 73.47(e)(3) of

this part uniess the receiver is & licensee

' and has agreed io writing to arrange for

the in-transit physical protection.

(2) Each licensee who receives special
nuclear material of moderate strategic
significance shalil:

(1) check the integrity of the contair «rs
and seals upon receipt of the shipment,

(ii) notify the shipper of receipt of the
material as required in Section 70.54 of
Part 70 of this chapter, and

(lii) arrange for the in-transit physical
protection of the material in accordance
with the requirements of § 73.477e)(3) of
this part unless the shipper is a licensee
and gn agreed (n writing to arrange for
the in-transit physical protection.

(3] Each licensee, either shipper or
receiver. who arranges far the physical
protection of special nuclear material of
moderate strategic sign:ficance whils in
transit or who takes delivery of such
material free on board (f.0.b.) the point
! which it is delivered to a carrier for
transport shall:

(i) arrenge for & telephone orradio
communications capability, for
notification of any delsys tn the
scheduled shipment. between the carrier
and the shipper or receiver,

(i) minimize the time that the material
is in traneit by reducing the number and
duration of nuclear material transfers
and by routing the material in the most
safe and direct manner,

Appendix A of the action being taken to
trace the shipment.

(4] Each Lcensee how exports special
nuclear material of moderats strategic
significance shall comply with the
regirements specified in § "3.47(c), (e)(1)
and (e)(3}.

(5) Eaca lcenses who imports special
nuclear matenal of moderate strategic
significance shall

(1) comply with the requirements
cnd.m in § 73.47(c) (e)(2) and (e)(3)

(U} notify the exportar who dalivered
the material 1o a carrier far transport of
the arrival of such material

(1) Fixed Site Requirements for Special
Nuclear Material of Low Strategic
Significance—Each licensee who
possesses or uses s, scial mucisar
material of low strategic significance at
fixed sites. except those who are
licensed o operats a nuclear powear
reacior pursuant to Part 50, shall:

(1) stare ar use the material aaly
within a controlled access area,

(2) monitor with ar 1trusion alarm ar
other device or procedures the
controlled acoese aress to detect
unauthorized penetrations ar activities,

(3) assure that & watchman or offsite
response force will respand to all
unauthorized penetrations or activities,
and

(4) establish and maintain response
for dealing with thrwats of
thefts or thefts of such matenal
(8) lo-Trans t Requirements far
Special Nucle ir Matertal of Low
Strategic Si

. '\ / (1) Each licensee who transports or
(iii) conduct screening of all Uum‘glho delivers o  carmier for transport

employees involved i the
transpartation of the material in order to
obtain information on which to bese &
decision to permit them control over the
material,

(iv] establish and maintein
procedures for dealing with threats of
thefls or thefts of such matertal,

(v) make arrangements to be notified
immediately of the arrival of the
shipment at its destination, ar of any
such shipment that is lost or
unaccounted for afier the estimated time
of arrival at its destination. amd

(Vi) conduct immediately a trace
investigation of any shipment that is lost
or unaccounted for after the estimated
time and report to the Nuclear
Regulatory Commission as specified in
§7371and to the shipper arreceiver as
appropriate. The licensee wio made the
physical protection arrangements shall
also immediately notify the Director of
the appropriate Nuclear Regulatory
Commission Inspection and
Enforcement Regional Office listed in

ecal nuclear matenal of low sTategic
significance shall:

{7 provide advance notification to the
receiver of any planned shipments

ing the mode of transport,
estimated time of arrival, location of the
nuclear material tranafer point. name of
carrier and transport identification,

(ii) receive confirmation from the
receiver prior to commencement of the

lanned shipment that the receiver will
ready to accept the shipment st the
planned time and location and
acknowledges the specified mode of
transpart,

(iii) transport the material io & tamper
indicating sealed container,

(iv) check the integnty of the
containers and seals priar to shipment,
and

(v] arrange for the in-transit phywical
protection of the material in accordance
with the requirements of § 73.47(g)(3) of
this part, unless the receiver is a
licensee and has agreed in writing to

arzange for the in-iransit physical - /
protection. ,

T2 Each licensee who receives ‘
Quantities and types of special nuclear
matenal of low strategic significance
shall:

(i) check the integrity of the contamers
and seals upon receipt of the shipment.

{ii) notify the shipper of receipt of the
material as required in § 70.54 of Part 70
of this chapter, and

(i) arrange for the in-transit physical
protection of the material in accordance
with the requirements of § 73.47(8)(3) of
this part, unless the shipper is a lirensee
and has agreed in writing to arrange for
the in-transit physical protection.

(3) Each licensee. either shipper or
receiver, who arranges far the physical
protection of special nuclear material of
low strategic sign.ficance while in
transit or who takes delivery of such
material fre2 an board (L.o.b.) the poiat
at which it is delivered to a carner for
transport shall:

(1) establish and maintain response
procedures for dealing with threats of
thefts or thefts of such material,

(li) make arrangements to be notified
immediately of the arrival of the
shipment at its destinatian, or of any
such shipment that is lost or
unaccounted for after the estimated time
of arrival at its destination, and

(iif) conduct immediately a trace
investigatian of say shipment that is lost
or unaccounted for after the estimated
armival time and report to the Nuclear
Regulatory Commission as specified in
lmmwlhodu‘ppcorneﬁmu
appropriate. The licensee who made the
physical protection arrangements shall
also immediately notify the Director of
the appropriate Nuclear Regulatory
Commission Inspection and
Enforcement Regioual Office listed in
AppcndixAdth.ncuonbmquknw
trace the shipment.

(4) Each licenser who exports special
nuclear material of low strategic
significance shail comply with the
8ppropriate requrements specified in
§ 73.47(c). (8)(1) and (g)(3).

(5) Each licensee who imports special
nuclear muterial of low strategic
significance shall:

(i) comply with the requirements
:g;dﬂ!d m § 73.47(c). (g)(2) and (g)(3),

(ii) notfy the person who delivered
the matenalto a carrier for transport of
the arrival of such materal,

7. Section 73.71(a) of 10 CFR Part 73 is
revised to read as follows:
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1 7371 Reports of unaccounted for
shipments, suspected theft, unlawhd
diversion, of Industrial sabotage.

(a) Each licensee who conducts a
trace investigation of a lost or
unaccounted for sk_pment pursuaat to
§ 72.38(0), § T3.47(e)(3)(vi), or
§ 73.47(g)(3)(}ii) shall inmediately report
to the appropriate NRC Regional Office
listed in Appendix A the details and
results of his trace investigation and
s'rall flle within a period of fifteen (15)
days a writlen report 1o the appropnats
NRC Regional Office setting forth the
details and results of the trace
investigation. A copy of such written
report shall be sent to the Director,
Cffice of Inspection and Enforcement,
U.S. Nuclear Regulatory Commission,
Washington, D.C. 20885,

. L - -

8 Section 73.72 of 10 CFR Part 73 is
revised to rexd as follows:

17372 Requirement ior advance notice
of shipment of spectal nuciear material
Each licensee who plans to import,
export, transport, deliver to a carrier for
trensport in a single shipment, or take
delivery at the point where it is
delivered to a carrier, formula quantities
of strategic special nuclear material or
special nuclear material of moderate
strategic significance shall notify the
Director of the appropriate Nuclear
Regulatory Commission Inspection and
Enforcement Regional Office listed in
Appendix A by U.S. Mail. postmarked at
least 7 days in advance of the shipping
date. The following information shall be
furnished in the advance notice: shipper,
receiver, carrier(s), estimated date and
time of departure and arrival, transfer
point(s), and mode(s) of shipment. The
Director of the appropriate Nuclear
g;fuluory Comm:ssior Inspection and
orcement Regional Office shall also
be notified by telephone 7 days in
sdvance of the shipping date that an
advance shipping notice has been sent
by mail. and of any changes to the
shipment itinery prior to the shipment
date. Road shipments or transfers with
one-way transit times of 1 hour or less in
duration between instailations of a
licensee are exempt from tha
requirements of this section.

PART 150—-EXEMPTIONS AND
CONTINUED REGULATORY
AUTHORITY IN ACREEMENT STATES
UNDER SECTION 274

9. 10 CFR Part 150 is amended to add
& new Section 150.14 !0 read as follows:

§ 150.14 Commission Regquiatory
Authority for Shysical Protection

Persons in Agreement Stat-g
possessing. using or transporting special

ouclear material of low strategic
significance in quantities greater than 15
grams of plutonium or wranium-233 or
uwranium-235 (enriched to 20 percent or
more in the U-235 (solope) or any
combination greater than 15 grams when
somputed by the equation grams =grams
uranium-238 + grams plutonium + grams
uranium-233 shall meet the physical
protection requirements of § 73.47 of 10
CFR Part 73,
EFFRCTIVE DATE Navombo: 21, 1979,
(Sec. 53 1011 Pub. Law 83-700, 48 Stat 948
Pub. Law §3-377_ 88 Stat. 47% Sec. 201, Pub.
Law ©3-438 88 Stat 1242-1243, Pub. Law 94
/8, 98 Stat. 413 (2 US.C 207m, 2201, 5841} )

Dated at Washington, D.C. this 18th day of
July, 1978

For the Nuclear Regulatory Commuission.
Sasouel |. Chilk,
Secretary of the Commission
(PR Dow. 78-22071 Plied 7-23-78 S48 amf
NG COON T3S0
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STANDARD FORMAT AND CONTENT FOR A LICENSEE PHYSICAL SECURITY
PLAN FOR THE PROTECTION OF SPECIAL NUCLEAR MATERIAL OF MOUERATE
OR_LOW STRATEGIC SIGNIFICANCE

INTRODUCTION

The Atomic Energy Acl of 1954, as amended, directed the U.S. Atomic Energy
Commission (AEC) to regulate the receipt, manufacture, production, transfer,
possession, use, import, and export of special nuclear material (SNM) in order
to protect the public health and safety and to provide for the common defense
and security. The Energy Reorganization Act of 1974 transferrec all the licensing
and related regulatery functions of the AEC to the Nuclear Regulatory Commission
(NRC).

The principal requirements with respect to the physical protection of
licensed activities against industrial sabotage and with respect to the physical
protection of special nuclear material in transit are found in 10 CFR Part 50,
"Domestic Licensing of Production and Utilization Facilities," Part 70, "Domestic
Licensing of Special Nuclear Material," Part 73, "Physical Protection of Plants
and Materials," and Part 110, "Export and Import of Nuclear Facilities and
Materials."

Paragraph 50.34(c) of 10 CFR Part 50 and paragraphs 70.22(g), 70.22(h), and
70.22(k) of 10 CFR Part 70 identify the physical protection information that must
be provided in a Physical Security Plan as part of a license application. This
plan is required in order for the applicant to demonstrate compliance with the
specific physical protection requirements of 10 CFR Part 73 and must be submitted
with each application for a license to possess or use SNM (or for a license
authorizing transport or delivery of SNM), except for a license to possess, use,
or transport less than 10 kg of SNM of low strategic significance, in which case
a physical security plan is not required. However, the licensee is required to




meet the requirements of § 73.47 for the protection of SNM of low strategic
significance.

Yhis regulatory guide describes the information required in the physical
security plan submitted as part of an application for a license to possess, use,
or transport SNM of moderate strategic significance or 10 kg or more of SNM of
low strategic significance and recommends a standard format for presenting the
information in an crderly arrangement. This standard format will thus serve as
an aid to uniformity and completeness in the preparation and review of the
physical protection plan of the license application. This document can also be
used as guidance by licensees possessing or transporting less than 10 kg of SNM
of low strategic significance in understanding the intenrt and implementing the
requirements of paragraphs 73.47(a), 73.47(f), and 73.47(g) of 10 CFR Part 73.

Aside from providing guidance for the standard format and content of physical
security plans, this regulatory guide explains the intent of the various provisions
of the regulation. The intent of each requirement is found in the discussion of
each subsection and is implicitly provided by outlining alternative systems that
cou'd be used to fulfill the requirements. The discussion section and list of
alternatives should provide the licensee with the sense of the NRC regulations.

This guide is divided into two parts. Part I, "SNM of Moderate Strategic
Significance," provides a standard format for preparing the licensee's security
plans and provides guidance to licensees who possess, use, or transport SNM of

moderate st ategic significance. Chapters 1 through 6 of Part I apply to appli-
cations for a license to possess or use at any fixed site, or at contiguous sites
subject to control by the licenser, SNM of moderate strategic significance.
Chapters 7 through 11 of Part I apply to applications for authorization to trans-
port or deliver to a carrier for transport SNM of moderate strategic significance.

Part II, "“SNM of Low Strategic Significance," provides a standard format
fur preparing the licensee's security plan for licensees who possess, use, or
transport more than 10 kg of SNM of low strategic significance. It also provides
guidance to all licensees whc possess, use, or transport SNM of low strategic
significance. Chapters 1 through 4 of Part II apply to applications for a

"o




license to possess or use 2t any fixed site, or at contiguous sites subject to
contrel by the licensee, more than 10 kg of SNM of low strategic significance.
Chapters S *“hrough 9 of Part 1] apply to applications for authorizat . to

transport or deliver to a carrier for transport more than 10 kg of SNM of low

strategic significance.

Table 1 snhows the type and amount of SNM covered in 10 CFR § 73.47. It should
be noted, as stated in the footnote to Table 1, that (1) plutonium with an isotopic
concentrait on exceeding 80X or more in Pu-238, (2) special nuclear material that
is not readily separable from other racioactive material and that has a tota)
external radiation dose rate in excess of 100 rems per hour at a distance of 3 feet

from any acressible surface without intervening shielding, and (3) sealed plutonium-

beryllium neutron sources totaling 500 grams or less of contained plutonium at

any one s'te or contiguous sites are exempt from the requirements of 10 CFR § 73.47.

This guide has been prepared tc minimize lost time attributable to incomplete
physical security plans and to standardize the review process. The applicant is
encouraged Lo prepare his physical security plan in accordance with this guide and
to provide information in each section to support the conclusion that he will be
at Lo opurate in accordance with the pertinent regulations Although conform-

ance with this guide is not required, the format and content presented are accept-
abble Lo the NRC staff

As developments and changes in the nuclear industry occur, the Commission's
requirements for information say need modification; revisions to this guide will
te maJe as necessary to accommodate these changes

Purgcse and Applicapility

This standard format has been prepared as an aid to uniformity and completeness

‘P the preparalion and review of the physical protection section of license appli-

cations and to clarify the intent of the regulations. The information this guide

contains will help the licensee plan a physical protection system designed to

detect the thefi cf SNM of moderate or low strategic significance. The physical




TABLE 1
CATEGORIES OF SPECIAL NUCLEAR MATERIAL

MODERATE STRATEGIC

MATERIAL* SIGNIFICANCE

ENRICHMENT

LOW STRATEGIC
SIGNIF ICANCE

1. Plutonium N Less than 2,000 g but more

than 500 g
2. Uranium-235 20X or more in
U-235 isotope

Less than 5,000 g but more
than 1,000 g

10X or more but
less than 20%
in U-235 isotope

10,000 g or more

Above natural -
but less than
10%

3. Uranium-233 - Less than 2,000 g but more

than 500 g

4. Uranium-235,

U-235 portion Less than 5,000 g according

500 g or less but more
than 15 g

1,000 g or less but
more than 15 g

Less than 10,000 g but
more than 1,000 g

10,000 g or more

Z00 g or less but more
than 15 g

1,000 g or 'ess according

uranium-233, enriched to 20% to the formuia: grams = to the fore.la: grams =

and pluton- or more. (grams co-tained U-235) + (grams contained U-235) +

fum in com- 2.5 (grams U-233 + grams 2.0 (grams U-233 + grams

bination plutonium} but more than plutonium) but more
1,000 g according to the than 15 g according to
formula: grams = (grams the formula: grams =
U-235) + 2.0 (grams U-233 grams contained U-235 +
+ grams plutonium) grams U-233 + grams

plutonium.
*The following materials are exempt -

1. Special nuclear material that is not readily separable from the radioactive material and
that has a total external radiation dose rate in excess of 100 rems par hour at a distance

of 3 feet from any accessible surface without intervening shielding,

2. Plutonium with an Tsotopic concentration of 80X or more in Pu-238, and
3. Sealed plutonium-beryllium neutron sources totaling 500 grams or less of contained plutonium

at any one site or contiguous sites.




protection subsystems identified are intended to provide a reference physical

protectior. system that would normally be capable of meeting the performance
requirement. of paragraph 73.47(a) of 10 CFR Part 73. Hov aver, it is recognized
that at any particular site there may be some subsystems and componerts not needed
or additional ones needed to meet these performance requirements. In these cases,
the applicont is encuuraged to address in the license appiication specific depar-
tures of subsystems or components from this guide.

The information requested in this guide is the minimum needed for the review
of a physical security plan. Additional information may be required for compleving
the staff review of a particular plan and should be included as appropriate. It
is also the applicant's responsibility to be aware of new and revised NRC regu-
lations. The information provided should be up to date with respect to the state
of technology for the physical protection techniques and systems that the applicant
proposes to use.

Information and procedures delineated in the regulatory guides in Division 5
"Materials and Plant Protection," that are appropriate to certain sections of the
physical security plan may be incorporated by reference.

’

The applicant should discuss his plans and programs with the NRC staff before
preparing the application. This discussion should yive particuiar emphasis to
the depth of information required for the plan.

Upon receipt of an application, the NRC staff will perform a preliminary
review to determine whether the application provides a reasonably compizte presenta-
tion of the information needed to form a basis for the findings required before
issuance of a license. The standard format will be used Ly the staff as a guide-
line for identifying the type of information needed. If an application does not
provide a reasonably complete presentition of the necessary information, further

review of an application will be suspended until this needed information is
provided.
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Use of the Standard Format

The applicant should follow the numbering system of the Standard Format down
to the level of section (e.g., 3.4). Under some circumstances certain sections
may not be applicable to a specific application. If so, this should be clearly
stated and sufficient information should be provided to support that conclusion.

The applicant may wish to submit in support of his application informatien
that is not required by reaulations and is not essential to the description of
the applicant's physical protection program. Such information could include,
for example, historical data submitted in demonstration of certain criteria,
discussion of alternatives considered by the applicant, or supplementary data
regarding assumed models, data, or calculations. This information should be
provided as an appendix to the application.

Upon completion of the application, the applicant should use the Table of
Contents of the Standard Format as a checklist to ensure that each subject has

been addressed.

Style and Composition

A table of contents should be included in each submittal.

The applicant should strive for clear, concise presentation of information.
Confusing or ambiguous statements and general statements of intent should be
\ avoided. Definitions and abbreviations should be consistent throughout the sub-
mittal and consistent with generally accepted usage.

Wherever possible, duplication of information should be avoided. Thus, infor-
mation already included in other sections of the applications may be covered by
specific reference to those sections.

where numerical values are stated, the number of significant figures should
reflect the accuracy or precision te which the numher is known. The use of
relative values should be clearly indicated.




Drawings, diagrams, and tables should be used when information may be presented
more adequately or conveniently by such means. These illustrations should be
located in the section where they are first referenced. Care should be taken to
ensure that all infurmation presented in drawings is legible, that symbols are
defined, ana that drawings are not reduced to the extent that they cannot be read

by unaided normal eyes.
Physical Specifications of Submittals

A1l material submitted in an application should conform to the following
physical dimensions of page size, quality of paper and inks, numbering of pages,
etc

Paper Size

Text pages: 8-1/2 x 11 inches

Drawings and graphics: 8-1/2 x 11 inches preferred: however, a larger size

is acceptable provided the finished copy when folded does not exceed 8-1/2
x 11 inches.

Paper Stock and Ink

Suitable quality in substance, paper color, and ink censity for handling

and for reproductiun by micrefilming.

Page Margins

A margin of no less than one inch is to be maintained on the top, bottom,
and binding side of al) pages submitted

Printing

Composition: text pages should be single spaced.

Type face and style: must be suitable for microfilming.




|

Reproduction: may be mechanically or photographically reproduced. A1l pages
of the text may be printed on both sides, and images should bLe printed head
to head.

e —— s e e S e —ee——— i -

5. Binding
Pages should be punched for looseleaf ring binding.

6. Page Numbering
Pages should be numbered by section and sequentially within the section. Do
not number the entire report sequentially. (This entire Standard Format has
Leen numbered sequentially because the individual chapters were too short
for sequential numbering within each section to be meaningful.)

p Format References

In the application, references to this Standard Format should be by chapter
and section numbers.

Procedures for Updating or Revising Pages

The updating or revising of data and text shouid be on a replacement page basis.

The changed or revised portion of each page should br highlighted by a
vertical line in the margin opposite the binding margin for cach line changed or
added. All pages submitted to update, revise, or add pages to the report should
show the date of the change. The transmitial letter shouid include an index page
listing the pages to be inserted and the pages to be removed. When major changes
or additions are made, pages for a revised table of con*ents should be provided.

Number of Copies

The applicant should submit the appropriate number of copies of each required
submittal pursuant to 10 CFR § 70.21.




Public Disclosure

The MKRC has determined that the public disclosure of the details of physical
protection programs is not in the public interest, and such details are withheld

R

pursuant to paragraph 2.790(d) of 10 CFR Part 2. Thus the physical protection
scctfaé-;;-;a;h.;3573E;I}on should 6; ;&Gi}tted as a separate enclosure. Other
proprietary and classified information should be clearly identified and submitted
fn separate enclosures. Each such submissfon of proprietzry information should
be accompanied by the applicant's detailed reasons and justifications for
requesting exemption from public disclosure as requived in paragraph 2.790(b) of

10 CFR Part 2.




PART I SNM OF MODERATE STRATEGIC SIGNIFICANCE

Jcmwmz 1 USE _AND STORAGE AREA

This chapter provides guidance on meating the requirements of paragraphs
73.47(¢)(1) and (d)(2), which are as follows:

(d)(1) Use the material only within a controlled access area which is illuminated

sufficiently to allow detection and surveillance of unauthorized penetra-

tion or activities.

(d)(2) Store the material only within a controlled access area such as a vault-
type room or approved security cabinet or their equivalent which is
i1luminated sufficiently to allow detection and surveillance of unauthor-

1zed penetration or activities.

A controlled access area (CAA) is defined in paragraph 73.2(z) as “ary
temporarily or permanently established area which is clearly demarcated, access
to which is controlled and which affords isolation of the material or pergons
within it." Thus a CAA can be an approved security cusbinet with a lock to which
only authorized individuals have the combination or key, a vault or vault-type
room that uses some type of access control system to limit access to authorized
individuals, a locked laboratory for which only authorized individuals such as
professors or lab instructors have the combination or key, or any open area whose
boundaries are clearly defined and into which access of personnel is controlled.
The regulations as written are designed to allow the licensee a great deal of

flexibility in meeting the requirements in a cost-effective manner.

1.1 AREA WHERE MATERIAL IS USED (73.47(d)(1))

Intent

Temporarily established CAAs for the use of SNM need not have permanent
physical barriers at their boundaries. Office partitions, cordons, or other

devices can be used to warn passersby of the restricted rature of the area,
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while access control can be effected through surveillance or supervision of the
area by those using the SNM at the time. However, if the material is to be left
unattended in such an area, additional protection must be provided to control
access and ensure a detection capability in the atience of authorized personnel.
This could be accomplished, for example, through the posting of signs and the
use of motion detection equipment covering the immeciate area in which the SNM
is located. Although the material may be considered in "use," protection
requirements would be the same as though the material were in storage, since
authorized personnel would not be present.

Permanently designated areas for the use of SNM would more closely approxi-
mate CAAs intended for the storage of SNM. In this case, a more likely choice
would be permanent physical barriers such as those that would be provided in the
case of a laboratory or reactor containment structure in which it was desired to
have SNM continuously present and in use. Such an area may also serve as a storage
area. Although access control and detection capabilities may be provided through
the use of appropriate hardware during the period when SNM is stored in this area,
other means of providing these capabilities may be required to complement such
hardware if alarms are deactivated or doors are unlocked. In such cases, licensees
may reiy on authorized personnel to effect the required protection.

ITTumination sufficient to allow detection and surveillance of unauthorized
penetration or activities within the CAA where the material is used need not
require the use cf high-intensity lighting throughout the CAA What is intended
is the use of normal jighting sufficiertly uniform throughout the CAA to ensure
that material or unauthorized perscnnel cannot be secreted in a darkened area
until a time me-e convenient for the unautnorized removal 5f the material. Ffor
those faciiities where experiments must be conducted in a darkened rocom, the
iightiny requirement is exempted for as iorg as i< neeced previded access contro)
15 ensurel! and the material ¢ accounted tor at the end of the experiment.

uescridbe the Las where Lhe materia, wil! be used. Include in this aescrip-

tion infurde’ o0 on the type ¢f barriers surrounling the material, the portals

1i



that allow access to the material, the size of the area, the permanence of the

CAA, the use of the CAA (e.g., laboratory, process area, reactor room), the light- i
ing level and uniformity provided to allow detection and surveillance of unautho-
rized penetration or activities; state whether the material will also be stored 1
there. }

1.2 AREA WHERE MATERIAL IS STORED (73.47(d)(2))

Intent

CAAs used for the storage of SNM should provide protection against theft
equivalent to a vault-type room or an approved security cabinet. vault-type
room is dofinod.jn 10 CFR § 73.2 as "a room with one or more doors, all capagf;
of being Tocked, p;oterted by an intrusion alarm which creates an alarm upon the
ontry'BfQiﬂb;rson anywhere into the room and upon exit from the room or upon move-
nont.of an individual within the room." An approved security cabinet is one that
is aosignod to afford protection against surreptitious entry and lock manipulation
and has been approved by the General Services Administration or other standards

organization (e.g., ANSI) as being equivalent to a class 6 GSA rating or better.

A vault-type room, by definition, must be protected by motiun detection
equipment. This is considered a valid tradeoff for the physical barrier protec-
tion offered by the security cabinet. The vault-type room can be a locked labo-
"EEE!;hf_fEPRly,f??!n-°' a closet equip;;;';ith a tamper-resistant motion
detector. The motion detector generally would also satisfy the monitoring require-
ment addrecsed in Chapter 2 of this guide, depending on site-specific considera-
tions. By "equivalent to a vauli-type room" is meant that a piece of equipment
(such as a fission chamber, reactor core, or storage rack), even though it does
not resemble a "room," may meet the storage requirement if there is a means of
controlling access to it (e.g., a locked grill, inaccessibility beneath water as
in a storage pool) and it is protected with a tamper-resistant motion detection

system.

The illumination level required for the CAA should be sufficiently uniform
and bright to detect penetration of or tampering with the CAA (i.e., an approved

12
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security cabinet) or unauthorized penetration of or activities within the CAA

(i.e., a vault-type room).
Content

Describe in detail the CAA in which the material will be stored. Include
in this description information on the type of barriers surrounding the material,
the portals that allow access to the material, the size of the area, the type of
CAA (e.g., vault-type room, vault, security cabinet), and the location and level
of lighting provided to allow detection of unauthorized penetration or activities.
If a vault-type room is used to store the material, describe in Section 2.1 the
type of intrusion alarm system used there. If a security cabinet is used,
describe in Section 3.3 the type of locking system used.

\;//’:HAPTER 2 DETECTION DEVICES OR PROCEDURES

This chapter provides guidance for meeting the requirement of paragraph
73.47(d)(3):

(d)(3) Monitor with an intrusion alarm or other device or procedures the controlled
access areas to detect unauthorized penetration or activities.

In order to help detect unauthorized activities or penetrations of CAAs where
the material is used or stored, either (1) intrusion alarms or other devices or
(2) security procedures are needed. Section 2.1 provides guidance for a licensee
who chooses to use inirusion alarms or devices, and Section 2.2 provides guidance
for a licensee who chooses to use security procedures. |

2.1 DETECTION DEVICES (73.47(d)(3:)

Intent

For CAAs where the material is used, the licensee will probably wish to re’y
on personnel-oriented procedures for ensuring that the CAA is not penetrated
inadvertently or purposefully by unauthborized personnel while the material is in

13




use However, material left temporarily unattended should be protected by a
motion detector (e.g., suspended from above) that incorporates adequate tamper-
resistant features. Licensees should design their systems to minimize the rate

of spurious or false alarms through proper installation and procedures.

For CAAs where the material is stored, the detection capability will be
satisfied through the use of motion detection equipment. However, the detection
capability requirement may also be satisfied by different types of safety detec-
tion devices or security procedures. Information regarding intrusion alara
gevices that could be used is available in NUREG-0320.* However, any choice of

detection dzvice, intrusion or safety, must include tamper-resistant features.

Content
e a————

Describe the tamper-resistant intrusion alarm devices or tamper-resis*ant

e

sifety devices that are used to monitor tRe CAA where the material is usas and

stored This description should include

71

Type of device used with brief theory of operation,
Location of detection device,

Type and location of annunciation.

Area of coverage,

Tamper-r2sistant features,

Signal line protection features,

Emergency power features for devices, and

Conditions under which the detection device will

v/2.2 DETECTION PROCEDURES (73.47(d)())

intent

-icensees may chcose tc provide the required cetec*icn capauilirt, dur 1ng

certain periods through reliance on perscnnel=-grientsd nvacedure:

»

. D
NUREG-0320, "In i ' ion Fiarm Svsilems .opies may be ottainea fram
the Nationsl nical rmation Service, Springfieid irginia 22161

N
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the use of detection devices. This may be desirable during periods of heavy usage
of materia) when frequent traffic into and out of a CAA may make the use of an
intrusion alarm system inconvenient. [Authorized personnel engaged in the use of
the material or otherwise present within the CAA or its immediate vicinity may
satisfy the detection capability requirement provided they can reasonably maintain
surveillance over the material and control access to the CAA or its immediate
vicinity while carrying on whatever other activities they may be engaged in.) In
the absence of detection devices, at least one authorized person should be present
at all times that the material is in use.

If the material is in storage in an approved security cabinet or its equivalent,
the material may be left unattended without an intrusion alarm system provided
some other detection procedure is employed. This may include remote surveillance
using a closed circuit television system or randomized periodic patrols by a
watchman or campus police.

—_—

Content

Describe the procedures that are used or may be used to monitor che controlled
access areas where the material is used or stored. These descriptions should
include the conditions under which the procedures would be used; the CAAs for
which the procedures would be used; the individuals, categories of individuals,
or personnel positions assigned to carry out procedures; the devices used in con-
junction with the procedures; other assignments or activities to be performed by
personne! concurrently with their execution of detection procedures; the provisions
for documentation of inspection procedures being executed (e.g., a log); a descrip-
tion of the procedures themselves; and any techniques employed for randomization
of patrols.

CHAPTER 3 ACCESS CONTROL

3

This chapter provides guidance on meeting the requirements oi paragraphs
73.47(d)(4), (d)(5), (d)(€), (d)(7), and (d)(10), which are as follows:

15



~

(d)(4) Conduct screening prior to granting an individual unescorted access to
the controlled access area where the material is used or stored, in
order to obtain information on which to base a decision to permit such
access,

(d)(5) Develop and maintain a controlled badging and lock system to identify
and limit access to the controlled access areas to authorized individuals,

(d)(6) Limit access to the controlled access a.eas to authorized or escorted
individuals who require such access in order to perform their duties,

(d)(7) Assure that all visitors to the controlled access areas are under the
constant escort of an individual who has been authorized access to the

area,

(d)(10) Search on a random basis vehicles and packages leaving the controlled
access areas.

3.1 PREAUTHORIZATION SCREENING (73.47(d)(4))
. / . v/
/l’.t'/ } 4 - / l"(ﬂ' ' =y ’

Intent

The intent of the requirement for preauthorization screening is to ensure
that the licensee will have sufficient knowledge of an individual to determine
his reliability and need for access prior to granting him authorized access to
the CAA where the material is used or stored. The selection of procedures for
conducting this examination and the criteria he employs to make his judgments
are the responsibility of the licensee and, of course, should be consistent with
all local, State, and Federal laws and regulations regarding the protection of
the privacy and other rights of the individual. The screening process may be
conducted in the same manner as other investigations cugtomarily conducted by
potential employers for similarly sensitive positions. "There is no requirement
for the licensee to arrange for an NRC clearance or similar clearance from any
other governm-+t organization. Examples of procedures and criteria that may be
employed in the screening process include holding or having recently held a

16
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government-sanctioned clearance; examination of past employment or educational
records (to determine any unsatisfactory employment or school actions or incidents
that would indicate any unrelfability or previous breaches of trust betwe>n the
individual and his employer); endorsements or references from previous employers,
teachers, or colleagues that would support a decision for granting access cr that
i would attest to the trustworthiness and reliability of the individual; and con-
| sideration of the irdividual's present employment record indicating demonstrated
’ trustworthiness and reliability over an extended period of employment with the
licensee. )This may be considered in the nature of "grandfathering.")

Content

Describe the procedures and criteria that will be used for obtaining suffi-
cient information prior to making a decision on granting unescorted access
authorization to an individual to CAAs where the material is used or stored.
Identify the types of individuals who will be screened (e.g., process engineers,
supervisory personnel, professors, instructors, graduate students) and who will
perform the screening process.

L//// 3.2 BADGING SYSTEM (73.47(d)(5))

-

Intent ZL’

The purpcse of the badging system is to facilitate the identification of
authorized individuals and the control of access to or within the CAA where the
material is used or stored. Information on the badge should be suck that it is
possible to clearly distinguish personnel authorized for access to the CAAs from
those requiring an escort. Information on the badge should also uniquely identify
the individual possessing the badge. This personalized information can be obtainad
through the use of photographs, personal vital statistics, signatures, or any
means the licensee may wish to use that will uniquely identify the individual.

17
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Content

Describe the badging system used to facilitate control of access to the CAAs
This description should include:

3. The size. shape, color, material, and construction of badges.

2 The distinguishing features of the badge that identify autrorized indi-
viduals from escorted individuals.

3. How the badoes will be used for controlling access. (For example, will
all individuals be checked prior to entering the CAAs, will periodic checks be
made of individuals within a CAA to determine if they are authorized or under !
escort, or will the badge itself permit authorized entrance, e.g., a card key.) |

4. The system used for issuing, centrolling, and accounting for the badges. '

3.3 LOCK SYSTEM (73.47(d)(5))

Intent

Locks used to control access to CAAs should be resistant to manipulation or

picking and should not be mastered. Examples of typical lock systems that fit

this description are three-position dial-type combination locks, ix-Einlganggti

and card-key lock systems. The procedures for assigning keys and combinations

to individuals is an integral part of the lock system and should be designed to i
ensure that only authorized personnel have access to such items. Locks and com-
binations should be changed when information is obtained that the lock system

may have been compromised. Further information may be obtained in Regulatory

Guide 5.12, "General Use of Locks in the Protection and Control of Facilities

and Special Nuclear Material."

Content

Describe the locking system used to control access to the CAAs where mate-
rial 1s used and stored. This description should include locations of all lecks




included in the system by type of lock, the pick-resistant and manipulation-
resistant characteristics of each lock type used, persornel responsible for issu-
ing keys or combinations and changing combinations or locks, criteria for chang-
ing combinations or locks, personnel authorized to be given keys or combinaticns,
and descriptions of types of locks used (references may be made to Regulatory
Guide 5.12 for this purpose).

VA.C ACCESS CONTROL (73.47(d)(6))

Intent

The success of other accens control system components, such as preautho-
rization screening, badging, and lock control, is dependent upon effective control
of personnel access into the CAA. Physical access may be centrolled in a number
of different ways depending upon the actual configuration of the CAA and other
site specific factors. Some examples of these alternatives are:

1. Control by Authorized Person. If the area to be controlled is suffi-
ciently small and free of obstructions, an authorized person performing other

activities in a CAA may effect physical access control by monitoring eniry of
unauthorized persons into the area. A sign posted at the entrance would help
deter casual passer:by. A typical application of this approach would be the case
of a laboratory instructor conducting a class in which he is iamiliar with each
of his students and could easi'y recognize unauthorized persons not in the class.

2. Card-Key, Combination, or Key-iock Control System. A more sophisticated
hardware-oriented system involves the use of a card-key, combination, or key-lock
system. Physical access control in this case consists of the use of physical
barriers to ceter unauthorized persons. A limited number of entrances that are

controlled by authorized personnel using a card key, combination, or key are
provided. This system may be more useful when larger numbers of authorized
personnel who would not necessarily be familiar witi: one another need to share
the use of the CAA.
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3. Control by Security Organization. If security organization personnel

are available, physical access control may be accomplished by stationing a person
at the entrance to the CAA to check identification and allow only authorized
persons into the CAA. This alternative may be unjustifiably expensive unless
the security organization member's salary can be justified on other grounds as
well. A variation of this system requires persons seeking entrance to the CAA
to obtain a key from a properly designated person or security organization for

each use.
Content

Describe the system for limiting physical access to each CAA identified in
Sections 1.1 and 1.2 to authorized personnel or those escorted by authorized
personnel. Include in this description the names or titles of individuals granting
access authorizations, the criteria to be used in granting authorizations, and
the procedures used ‘o ensure that only authorized or properly escorted persons
are allowed access to the CAA. Reference can be made to Sections 3.1, 3.2, 3.3,
3.5, and 3.6 of this chapter as they apply to this section for the description
of locks, barriers, or other hardware that are used to control access.

3.5 ESCORT SYSTEM (73.47(d)(7))

Intent

The reguirement that an escort system be established is in recognition of
the fact that the licensee may wish to allow access tc certain persons or classes
of persons on a tamporary or infrequent basis or on short notice, thus making
the routine process for grarnting access authorizations impractical or inexpedient.
Typical arrangements for escorted access may include escorts for maintenance or
repzir personnel, laboratory classes, public tours, guests, and visitors as

requirea. )

——




Conten’

Describe the system that will be used to escort individuals in the CAAs.
In his security plan, the licensee should ensure that only properly authorized
individuals will be allowed to escort individuals. This description should
include:

: 48 Criteria to be used for granting escorted access,

- 4 Criteria to be used for escorting others,

3. Procedures for escorting individuals into CAAs (e.g., students under
supervision of lab instructor, public tours),

4. The number of escorted individuals per escort, and

9. The responsibilities of the escort (e.g., periodic surveillance of al)
individuals under escort, accounting for all material prior to leaving the CAA,
remaining in general area during the time unauthorized individuals are present).

3.6 SEARCH (73.47(d)(10))

Intent

The primary intent of the search requirement is to deter and possibly detect
attempted thefts of SNM. Tht_isfrgg_g:ggggqrgq“gsgslqged by the licensee should
take into consideration _the environs where the material is used or stored, the
physical characteristics of the material itself, and the frequency of accounting
for the material. In some cases, this will require that all vehicles and pack-
ages leaving the CAAs be searched in a random manner. Tne frequency of random
searches should be determined by the case with which the material can Le stolen
and the length of time it would take to detect a theft. In other cases, only
packages that equal or exceed the size of the material being used or stored would
have to be searched, taking into consideration the difficulty with which the
material could be broken into smaller more easily concealed parts.
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Content

Describe the system to be used for random'y searching vehicles or packages
that leave the CAA. Include in the description information as to:

1. The scupe ¢! the search. This should identify the criteria that wil)
be used for searching vehicles and packages (e.g., whether all packages and
vehicles are subject to search or just those packages or vehicles that are larger
than the smallest configuration of material being used or stored).

- A The randomness of the search. The scheme for selecting the packages
or vehicles to be searched should be identified (e.g., subjecting each package
or vehicle to a search, using a random number generator for determining whether a
candidate packige or vehicie is to be searched, searching a minimum percentage
of all packages cr vehicles leaving the CAA each day).

This chapter provides guidance on meeting the requirements of paragraph
73.47(¢:(8), which states:

CHAPTER 4 SECURITY ORGANIZATION

(d)(8) Establish a security organization or modify the current security organiza-
tion to consist of at least one watchman* per shift able to assess and
respond to any unauthorized penetrations or activities in the controlled
access areas.

Intent

The intent of this requirement is to ensure that, in the event of a security
incident, someone will be available to assess alarms or other unauthorized penetra-
tions or activities and, if warranted, notify the NRC, the local law enforcement
authorities, and the resronsible person in licensee management. Early detection
and notification of any missing material will help facilitate its prompt recovery.

*
A "watchman" is defined in 10 CFR § 73.2 as "an individual, not necessarily
uniformed or armed with a firearm, who provides protection for a plant and the
special nuclear material therein in the course of parforming other duties."
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In some cases, the licensee may assign additional cuties to members of the security
organization where procedure-oriented options are chosen to satisfy physical pro-
tection requirements (e.g., pericdic patrols and inspections of CAAs for storage
of SNM). Security organization members are not required to be fully dedicated
full-time employees of the licensee. They may include unarmed campus security
personnel (watchmcn), contract guards, members of the local law enforcement agency
(if sufficiently close to the site), etc. No formal or compreiensive training
program is required for security organization personnel. However, under

Appendix B to 10 CFR Part 73, the licensee should be prepared to demonstrate

that each security person understands the particular duties assigned to him

and is fully qualified and trained to perform them.

Content

Describe the security organization that will be respensible for assessing
and responding to security incidents. Indicate the other responsibilities of
the security organization such as:

Conducting periodic phvsical security checks of CAAs,

2. Maintaining liaison with the local law enforcement agency,

3. Notifying the local law enforcement agency of any unauthorized
penetrations or activities in the CAAs, and

4. Notifying licensee management of any unauthorized penetrations or
activities in the CAAs.

CHAPTER 5 COMMUNICATIONS

This chapter provides guidance on meeting the requirements of paragraph
73.47(d)(9), which states:

(d)(9) Provide a communication capability between the security organization
and appropriate response force.
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Intent

The intent of this regulation is to ensure that a communication capability
exists between the licensee and the designated response force. It is implied
that, prior to setting up a communication capability, procedures and responsibil-
itfes will have been established between the response force and the licensee.

(See Chapter 6, "Response Procedures.”) The type of communication system chosen
by a licensee should:

Provide for full duplex voice communication capability,
Be easily accessible to the licensee's security organization, and
3. Be reliable and available for immediate use at any time.

Some communication systems that would provide these capabilities are a

dedicated telephone system, a non-dedicated public telephone system, radio, or
any combination thereof.

Content

Describe the communication systes that is used between the security organiza-
tion and the appropriate response force. ihis description should include informa-

tion on:
1. Type of communication system,
2. Location of voice terminals in relationship to CAAs,
3. Availability of communication system on a 24-hour basis, and
4. Reliability of communication system.
\j/ CHAPTER 6 RESPONSE PROCEDURES

This chapter provides guidance on meeting the requirements of paragraph
70.47(d)(11), whick states:
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(d)(11) Establish and maintain recponse procedures for dealing with threats of
thefts or thefts of such materials.

Intent

The intent of this regulation is to help the licensee to identify those
security incidents that could result in the loss of SNM of moderate strategic
significance and to develop response procedures to prevent or reduce the likeli-
hood of such a loss Some types of incidents that should be considered and for
which response procedures should be developed are:

1. Civi! strife such as student demonstrations or employee strikes,
2. Fire,
3. Diz.overy that some SNM is missing, and
4. Bomb threats.
Content

Identify L' -se events for which response procedures will be developed. Also,
describe the type of response to be accomplished for each event identified and
the duties and responsibilities of the security organization and management
involved in the response. Ensure that the NRC will be notified immediately in
the event of theft or attempted theft of the material. Describe what local law
enforcement assistance is available, their response capabilities, and any agree-
ments made with them to respond in the case of theft of the material.

CHAPTER 7 MATERIAL TRANSPORTATION REQUIREMENTS

rv
This crapter provides guidance on meeting the requirements of paragraph
73.47(e)(1), which are as follows:

(e)(1) Each licensee who transports, exports, or delivers to a carrier for
transport special nuclear material of moderate strategic significance
shall:
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(1) Provide aavance notification to the receiver of any planned ship-
ments specifying the mode of transport, estimated time of arrival,
location of the nuclear material transfer point, name of carrier
and transport identification,

(11) Receive confirmation from the receiver prior to the commencement
of the planned shipment that the receiver will be ready to accept
the shipment at the planned time and location and acknowledges
the specified mode of transport,

(111) Transport the material in a tamper-indicating sealed container,

(iv) Check the integrity of the containers and seals prior to shipment,
and

(v) Arrange for the in-transit physical protection of the material in
accordance with the requirements of paragraph 73.47(e)(3) of this
part unless the receiver is a licensee and has agreed in writing
to arrange for the in-transit physical protection.

7.1 ADVANCE NOTIFICATION (73.47(e)(1)(i)

Intent

The intent of this paragraph is to require the shipper to preplan the trans-
portation of material and infocrm the receiver of his plans prior to shipment.
This is the first of the several transportation requirements that will allow the
receiver to take delivery of the material as planned or to help ensure trace-
ability of any missing material.

Content

The licensee should ensure in his security plan that, prior to each shipment
of material, the receiver will be notified of the impending shipment and provided
the following types of information:



Mode of transport (e.g., truck, plane, train, or ship),

Estimated time of arrival,

Location where material is to be transferred to receiver,

Name of carrier, and

Transport identification (e.g., truck, train, or flight number; ship name).

" b W N

7.2 RECEIVER CONFIRMATION (73.47(e)(1)(11)

Intent

The intent of this requirement is that, prior to shipment, the shipper will
be assured that the receiver is ready to accept the shipment at the planned time
and location and has acknowledged the mode of transport.

Content

Describe what procedures will be used to ensure that shipment of material
dues not take place until the receiver acknowledges the planned shipment and mode
of transport and states that he will be ready to accept the shipment at the
planned time and location.

7.3 CONTAINER (73.47(e)(1)(i1i))

intent

The intent of this requirement is to provide a mechanism or system that will
‘ help the receiver detect any tampering with the material's container that may
; have occurred during shipment. Regulatory Guide 5.15, “Security Seals for the
Protecticn and Control of Special Nuclear Material,"” provides guidance in this
area. Requirements for containers are contained in 10 CFR Part 71 and a summary
report on approved containers is contained in NUREG-0383.*

*NUREG-0383, T‘Dir-oct.m-y of Certificates of Compliance fo. Radioactive Materials
Packages." Copies may be obtained from the National Technical Information
Service, Springfield, Virginia 22161.
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Content

Describe the types of seals that will be used to monitor the material's con-
tainer during transport.

7.4 INSPECTION (73.47)(e)(iv))

Intent

|

|
The intent of this paragraph is to require the shipper to check the integrity

of the material container's seals just prior to shipment so that he can be assured

that they have not been compromised. Then, upon receipt of the shipment, if the

receiver discovers that the container's integrity has been compromised and the

material is missing, the scope of the recovery operation can focus on the
transportation route.

Content

Describe the procedures to be used to ensure that the integrity of the con-
tainers or seals is checked just prior to shipment.

7.5 IN-TRANSIT PHYSICAL PROTECTION (73.47(e)(1)(v))

Intent

The intent of this paragraph is to require that either the shipper or receiver
be made responsible for the physical protection of the material while it is in
transit and that the responsible licensee has ackowledged this responsibility by

written agreement.

Content

In his security plan, the shipper should either acknowledge responsibility
for the in-transit phvsical protection of SNM of moderate strategic significance




or ensure that a written agreement from the receiver licensee has been received
in which the receiver accepts either full responsibility or shared responsibility
for the in~transit physical protection of this material in accordance with para-
graph 73.47(e){3) of 10 CFR Part 73

CHAPTER 8 RECEIVER REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph
73.47(e)(2), which are as fcllows:

(e)(2) Each licensee who receives special nuclear ma. erial of moderate strategic

significance shall:

(1) Check the integrity of the containers and seals upon receipt of
the shipment,

Notify the shipper of receipt of the material as required in Sec-
tion 70.54 of Part 70 of this chapter, and

Arrange for the in-transit physical protection of the material in
accordance with the renquirements of § 73.47(e)(3) of this nart
unless the shipper is a licensee and has agreed in writing to
arrange for the in~transit physical protection.

8.1 INSPECTION (73.47(e)(2)(i))

Intent

This requirement is intended to determine whether the material's container
has been compromised enroute and whether any material has been removed so that

immediate recovery procedures can be initiated if required.




Content

Describe the procedures to be used to ensure that the integrity of the con-
tainers and seals will be checked upon receipt of the shipment of material.

8.2 NOTIFICATION (73.47(e)(2)(i1))

Intent

This requirement is intended to:

1. Ensure that knowledge of the current location of all SNM is available, and
- Formally inform the shipper that the material has been received.

Content
Ensure that a completed copy of standard Form NRC-741, "Nuclear Materia)
Transaction Report," will be sent to the shijper within 10 days of receiving a

shipment of material as required in § 70.54 of 10 CFR Part 70.

8.3 IN-TRANSIT PHYSICAL "ROTECTION (73.47(3)(2)(ii))

Intent

The intent of this paragraph is to require that either the licensee receiver
or shipper be made responsible for the physical protection of the material while
it is in transit and that the responsible licensee has acknowledge. this respon-
sibility by written acreement.

Content
In his cecurity plan, the receiver should either acknowledge responsibility

for the in-transit physical protection of SNM of moderate strategic significance
or ensure that a written agreement from the shipper has been received in which the




shipgper accepts either full responsibility or shared responsibility for the in-

transit physical protection of this material in accordance with paragraph
73.47(e)(3) of 10 CFR Part 73.

CHAPTER 9 IN-TRANSIT PHYSICAL PROTECTION REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph
73.47(e)(3), which are as follows:

(e)(3)

Each licensee, either shipper or receiver, who arranges for the physi-

cal protection of special! nuclear material of moderate strategic signif-

icance while in transit or wh: ‘akes delivery of such material free on
board (f.o0.b.) the point at which it is delivered to a carrier for
transport shall:

(i)

a1)

(iii)

(iv)

(v)

Arrange for a telephone or radio communications capability, for
notification of any delays in the scheduled shipment, between the
carrier and the shipper or receiver,

Minimize the time that the material is in transit by reducing the
number and duration of nuciear material transfers and by routing
the material in the most safe and direct manner,

Conduct screening of all licensee employees involved in the trans-
portation of the material in order to obtain information on which
to base a decision to permit them control over the material,

Establish and maintain response procedures for dealing with threats
of thefts or thefts of such material,

Make arrangements to be notified immediately of the arrival of
the shipnent at its destination, or of any such shipment that is
lost or unaccounted for after the a2stimated time of arrival at
its destiration, and
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(vi) Conduct immediately a trace investigation of any shipment that is
lost or unaccountad for after the estimated arrival time and report
to the Nuclear Regulatcry Commission as specified in § 73.71 and
to the shipper or receiver as appropriate. The licensee who mace
the physical protection arrangements shall also «mmediately notify
the Director of the appropriate Nuclear Regulatory Commission
Inspection and Enforcement Regiona! Office listed in Appendix A
of the action being taken to trace the shipment.

9.1 COMMUNICATIONS (73.47(e)(3)(i))

Intent

The primary intent of this requirement is to ensure that the carrier will
notify the shipper or receiver of any changes in plans or delays in the scheduled
arrival of a shipment lo its destination due to mechanical treakdown, adverse
environmental conditions, public disorders, etc. The shipper or receiver can
then decide whether or not to initiate response procedures. It is not the intent
of this regulation to require periodic check-in. Public telephone or full duplex
voice radio are acceptable methods for meeting the intent of this requirement.

Content

Describe the type of communication system and procedures to be used by the
carrier or SNM of moderate strategic significance for netifying the shipper or
receiver of any change in plans or delays ‘n arrival.

9.2 MINIMUM TRANSIT TIMES (73.47(e)(3)(ii))

Intent

This requirement is intended to have the shipper or receiver make a reason-
able effort to ship the material by the fastest and most direct method possible.
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It is not intended to require exclusive-use carriers or expensive modes of

travel.
Content

Describe the procedures and considerations that apply in the transportation
planning process to ensure that a determined effort will be made to minimize

transit times.

$.3 PREAUTHCRIZATION SCREENING (73.47(e)(3)(iii))

Intent

The intent of the requirement for preauthorization screening is to ensure
that the licensee wili have sufficient knowledge of an individual to determine
his reliability and need for access prior to granting him authorized access to
the material in transit. The selection of procedures for conducting this examina-
tion and the criteria he employs to make his judgements are :he responsibility
of the licensee and, of course, should be consistent with all local, State, and
Federal laws and regulations regarding the protection of the privacy and other
rights of the individual. The screening process may be conducted in the same
manner as are other investigations customarily conducted by potential emplnyers
for similarly sensitive positions. There is no requirement for the licensee to
arrange for an NRC clearance or similar clearance from any other government organ-
ization. Examples of procedures and criteria that may be employed in the screening
process include holding or havina recently held a gevernment-sanctioned clearance;
examination of past employment records (to determine any unsatisfactory employment
or incidents that would indicate any unreliability or previous breaches of trust
between the individual and his employer); endorseme:ls or references from previous
employers or colleagues that would support a decision for granting access or that
would attest to the trustworthiness and reliability of the individual; and con-
sideration of the individual's present employment record indicating demonstrated
trustworthiness and reliability over an extended period of empioyment with the
licensee. (This may be considered in the nature of “grandfathering.")
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Content

Describe the procedures that will be used for obtaining sufficient information
prior to making a decision on granting unescorted access authorization to those
licensee employees who will be invoived in the transportation of the material.
Identify by title or name those empioyees who will be screened and those who will
perform the screening process.

9.4 RESPONSE PROCEDURES (73.47(e)(3)(iv))

Intent

The intent of this regulation is to help the licensee to identify those trans-
portation incidents for which he might expect to be notified and that might affect
the security of the SNM in transit and to plan response procedures for such situa-
tions. For example, if the shipper is informed by the carrier that adverse weather
conditions have temporarily prevented further progress of the shipment, the licensee
should inform the receiver of a new estimated time of arrival.

Content

Identify those events for which response procedures will be developed. Also,
describe types of response to be accomplished for each event identified and the
duties and responsibilities of members of the security organization and management
for dealing with the response. Ensure that the NRC will be notified immediately
in the eveni of theft or attempted theft of the material.

i ey

9.5 NOTIFICATION (73.47(e)(3)(Vv))

Intent

The intent of this requirement is to ensure that the licensee responsible
for the physica: protection of SNM in transit will have a firm basis for deciding
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whethe or not to initiate response procedures in the event a shipment becomes

overdue or is lost.
Content

Describe the arrangements and procedures that will be used for notifying
the licensee who arranges for the physical protection of material in transit of
the arrival of the shipment at its destination, or of any such shipment that is

lost or unaccounted for after the estimated time of arrival at its destination.

9.6 LOST MATERIAL NOTIFICATION (73.47(e)(3)(vi))

Intent

The intent of this requirement is to ensure that, in the event a shipment
becomes overdue and no reasonable explanaticn has been received from the carrier
regarding its status, a trace investigation will be conducted to lecate the missing
SNM. At this time, the NRC must be notified that the raterial is missing and
informed as to what steps are being taken to recover the missing material. Although
the licensee is responsible for notifying the NRC of any missing material and to
initiate and assist in the subsequent investigation, the law enforcement agencies
bear the responsibility for physically recovering the wmaterial.

Content

Des_ribe what procedures will be used to trace any shipment that is lost or
has not arrived by the estimated arrival time. Ensure that all lost or missing
material will be immediately reported to the appropriate NRC Regional Office along
with what actions are being taken to trace the shipment, that the NRC will be
notified as specified in § 73.71, and that the =hipper or receiver, as appropriate,
will also be notified.
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CHAPTER 10 EXPORT REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph
73.47(e)(4), which reads as follows:

(e)(4) Each licensee who exports special nuclear material of moderat:
strategic significance shall comply with the requirements specified in
§ 73.47(c), (e)(1) and (e)(3).

Use Chapters 7 and 9 of this guide to describe the security procedures that
will be used to protect the material up to the point where the receiver accepts

physical protection responsibility for the shipment.

CHAPTER 11 IMPORT REQUIREMENTS

This cha;ter prevides guidance on meeting the requirements of paragraph
73.47(e)(5), which reads as follows:

(e)(5) Each licensee who imports special nuclear material of moderate
strategic significance shall:

(i) Comply with the requirements specified in § 73.47(c), (e)(2) and
(e)(3), and

(i) Notify the exporter who delivered the material to a carrier for
transport of the arrival of such material.

11.1 SECURITY REQUIREMENTS (73.47(e)(5)(i))

Use Chapters 8 and 9 of this Standard Format to describe the security proce-
dures that will be used to protect the material from th2 first point where the
shipment is picked up inside the United States.




11.2 NOTIFICATION (73.47(e)(5)(i1))

Intent

The intent of this requirement is to ensure that the exporter is notified
that the material has arrived safely.

Content

Describe the procedures to be used for notifying the exporter of the material
that the shipment has been received.
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PART I1 SNM OF LOW STRATEGIC SIGNIFICANCE

CHAPTER 1 USE AND STORAGE AREA

This chapter provides guidance on meeting the requirement of paragraph
73.47(f)(1), +hich is as follows:

(f)1) Store or use such material only within a controlled access area.

A controlled access area (CAA; is defined in paragraph 73.2(z) as "any
temporarily or permanently established clearly demarcated area, access to which
is controlled and which affords isolation of the material or parsons within it."
Thus a CAA can be an approved security cabinet with a lock to which only autho-
rized individuals have the combinacion or key, a vault or vault-type room that
uses some tyne of access control system to limit access to authorized individuals,
or a locked laboratory for which only authorized individuals such as professors
or lab instructors have the combination or key.

1.1 AREA WHERE MATERIAL IS USED (73.47(f)(1))

Intent

Temporarily established CAAs for the use of SNM need not have permanent
physical barriers at their boundaries. Office partitions, cordons, or other
devices can be used tc warn passersby of the restricted nature of the area, while
access control can be effected through surveillance or supervision of the area
by those using the SNM at the time. However, if the material is to be left
unattended n such an area, additional protection must be provided to control
access and ensure a detection capability in the absence of authorized personnel.
This could be accompliished, for example, through the posting of signs and the
use of motion detection equipment covering the immediate area in which the SNM
is located. Although the material may be considered in "use," protection require-
ments would be the same as though the material were in storage, since authorized
personnel would not bz present.
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Permanently designated areas for the use of SNM would more closely approximate
CAAs intended for the storage of SNM. In this case, a more likely choice would
be permanent physical barriers such as those that would be provided in the case
of a laboratory or reactor containment structure in which it was desired to have
SNM continuously present and in use. Such an area may also serve as a storage
area. Although access control and detection capabilities may be provided through
the use of appropriate hardware during the period when SNM is stored in this area,
other means of providing these capabilities may be required to complement such
hardware in the event that alarms are deactivated or doors unlocked. In such
cases, 17 :ensees may rely on authorized personnel to effect the required protection.

Content

Describe the CAA where the material will be used. Inciucde in this description
information on the type of barriers surrounding the CAA. the portals that allow
access to the CAA, and the size of the area. Some typical CAAs where the materia)
may be used are laboratories, process areas, reactor rooms, spent fuel pools, or

fenced~in areas.

1.2 AREA WHERE MATERIAL IS STORED (73.47(f)(1))

Intent

This area may be similar to t required for the storage of special nuclear
material of moderate strategic significance {see Section 1.2 in Part 1 of this
guide) but dvos not necessarily have to be eguivaient to a vault, v3ult:type room,
or approved security cabinet. Examples of tvpica! CAAs where special nuclear
mate:ial nf low strategic significance may be stored are:

1. Vault. A vau!t is required tc h: e barriers sufficiently strong to
Frevenl or deter penetration and a lockir: mechanism on the door.

- Acprover Security Cabinets. The cabinets should be approved by GSA as

c1ass 6 or higher or by other testi.g g'aups for protection against surreptitious
entry an? lock manipulatic.
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3. Reactor. The reactor is so designed that it does not allow for easy

removal of material.

4. Some iypical vault-type rooms where materials are
stored and protected with a motion detector are storage pools, rooms containing
in-process storage racks, and laboratories where material is left unattended.

In all cases, movement in the near vicinity of the materia)l should generate an

alarm signal

5. Locked Laboratories or Supply Rooms. These areas must be sufficiently
penetration resistant to afford a means of access control and permit the proper
functioning of the system for monitoring the storage area as required by para-
graph 73.47(f)(2) of the rule as described in Part II, Chapter 2.

Content

Describe in detail the CAA in which the material will be stored. Include
in this description information on the type of barriers surrounding the material,

the portals that allow access to the material, the size of the area, and the lock-

ing mechanism used to secure the material (see Chapter 3 in Part I of this guide

for guidance on locking mechanisms).

CHAPTER 2 DETECTION DEVICES OR PROCEDURES

This chapter provides guidance for meeting the requirement of paragraph
73.47(f)(2), which is as follows:

(f)(2) Monitor with an intrusion alarm or other device or procedures the con-

trolled access areas to detect unautnorized penetrations or activities.

In order to help detect ui.authorized activities or penetrations of CAAs where
the material is used or stored, either (1) intrusion alarms or other devices or
(2) security procedures are needed. Section 2.1 provides guidance for a licensce
who chooses to use intrusion alarms or devices, and Section 2.2 provides guidance

for a licensee who chooses to use security procedures.
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2.1 DETECTION DEVICES (73.47(f)(2))

Intent

For CAAs where the material is used the licensee will probably wish to rely
on personnel-oriented procedures for ensuring that the CAA is not penetrated
inadvertently or purposefully by unauthorized personnel. However, material left
temporarily unattended should be protected by a motion detector (e.g.. suspended
from above) that incorporates adequate tamper-resistant features. Licensees should
design their system tc minimize the rate of spurious or false alarms through proper

installation and procedures.

For CAAs where the material is stored, the detection capability will be
satisfied through the use of motion detection equipment. However, the detection
capability reguirement may also be satisfied by different types of safety detection
devices or security procedures. Information regarding intrusion alarm devices
that could be used is available in NUREG 0320.* However, any choice of detecticn

device, intrusion or safety, must include tamper-resistant features.

Content

Describe the tamper-resistant intrusion alarm devices or tamper-resistant

safety devices that are used to monitor the CAAs where the material is used and
stored. This description should include:

Type of device used with prief theory of operation,
Location of detection device,

Type and location of annunciation,

Area of coverage,

Tamper-resistant features,

>ignal-line protection features,

"
NUREG-0320, "Interior Intrusion Alarm Systems." Copies may be obtained from the
National Technical Information Service, Springfield, Virginia 22161.
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Emergency power features for devices, and

Conditions under which detection devices will be used.
2.2 DETECTION PROCEDURES (73.47(f)(2))
Intent

Licensees may choose to provide the required detection canability during
certain periods through reliance on personnel-oriented procedures rather than by
the use of detection devices. This may be desirable during pericds of heavy usage
of material when frequent traffic into and out of a CAA may make the use of an
intrusion alarm system inconvenient. Authorized personnel engaged in the use of
the material or otherwise present within the CAA or its immediate vicinity may
satisfy the detection capabiiity requirement provided they can reasonably maintain
surveillance over the material and control access to the CAA or its immediate
vicinity #hile carrying on the other activities they may be engaged in. In the
absence of detection devices, at least one authorized person should be present
at all times that the material is in use.

[f the material is in storage in an approved security cabinet or its equivalent
the material may be left unattended without an intrusion alarm system provided

some other detection procedure is employed. This may include remote surveillance

using a closed-circuit television system or randomized periodic patrols by a
watchman.

Content

Descrite the procedures that are used or may be used to monitor the controlled
access areas where the material is used or stored These descriptions should
include the conditions under which the procedures would “ used: the CAAs for
which the procedures would be used; the individuals, caitegories of individuals,
or personne’! positions assigned to carry out procedures: the devices ‘ised in con-
junction with the procecures; other assignments or activities to be performed by

personnel concurrentiy with their execution of detection procedures; the provisions
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for documentation of inspection procedures being executed (e.g., a log); and a

description of the procedures themselves.

CHAPTER 3 SECURITY RESPONSE

This chapter provides guidance on meeting the requirement of paragraph
73.47(f)(3), which is as follows:

(f)(3) Assure that a watchman or offsite response force will respond to al)
unauthorized penetrations or activities.

Intent

The intent of this requirement is to ensure that, in the event of a security
incident, someone will be available to assess alarms or any unauthorized penetra-
tions or activities and, if warranted, notify the NRC, the local law enforcement
authorities, and the responsible person in licensee management. Early detection
and notification of any missing material will help facilitate its prompt recovery.
For the purpose of this regulation, an offsite response force can be a local law
enforcement agency or a contract guard service.

Content

Describe the security organization that will be responsible for assessing
and responding to any unauthorized penetrations or activities. Ensqre that at
least one guard, watchman, or member of an offsite response force will respond

to all unauthorized penetrations or security incidents at the CAAs.

CHAPTER 4 RESPONSE PROCEDURES

This chapter provides guidance on meeting the requirements of paragraph
70.47(f)(4), which states:

(f)(4) Establish and maintain response procedures for dealing with threats of
thefts or thefts of such material.
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Intent

The intent of this regulation is to help the licensee to identify those
security incidents that could result in the loss of SNM of low strategic signifi-
cance and to develop response procedures to prevent or reduce the likelihood of
such a loss. Some types of incidents that should be considered and for which
response procedures should be developed are:

X+ Civil strife such as student demonstrations or employee strikes,
2. Fire,,
3. Discovery that some SNM is missing, and
4. Bomb threats.
Content

Identify those events for which response procedures will be developed. Also
describe the type of response to be accomplished for each event identified and
the duties and responsibilities of the security organization and management
involved in the response. Ensure that the NRC will be notified immediately in
the event of theft or attempted theft of the material. Describe what local law
enforcement assistance is available, their responss capabilities, and any agree-
ments made with them to respond in the case of theft of the material.

CHAPTER 5 MATERIAL TRANSPORTATION REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph
73.47(g)(1), which are as follows:

g)(1) Each licensee who transports or who delivers to a carrier for trarcnort
special nuclear material of low strategic significance shall:

(i) Provide advance notification'to the receiver of any planned shipments
specifying the mode of transport, estimated time of arrival, location

of the nuclear material transfer point, name of carrier and transport
identification,




(i1) Receive confirmation from the receiver prior to commencement
of the planned shipment that the receiver will be ready to accept
the shipment at the planned time and location and acknowledges
the specified mode of transport,

(i11) Transport the material in a tamper-indicating sealed container,

(iv) Check the integrity of the containers and seals prior to shipment,
and

(v) Arrange for the in-transit physical procection of the material in
accordance with the requirements of § 73.47(g)(3) of this part,
unless the receiver is a licensee and has agreed in writing to
arrange for the in-transit physical protection.

5.1 ADVANCE NOTIFICATION (73.47(g)(i(i))

Intent

The intent of this paragraph is to require the shipper to preplan the trans-
portation of the material and inform the receiver of his plans prior to shipment.
This is the first of the several transpor:ation requirements that will allow the
receiver to take delivery of the material as planned or to help ensure traceability
of any missing material.

Content

The licensee should ensure that, prior to each shipment of material, the
receiver will be notified of the impending shipment and provided the following
types of information:

1. Mode of transport (e.g., truck, plane, train, or ship),

Estimated time of arrival,
- Location where material is to be transferred to receiver,

45




4. Name of carrier, and
S. Transport identification (e.g., truck, train, or flight number; ship
name).

5.2 RECEIVER CONFIRMATION (73.47(g)(1)(i1))
Intent

The intent of this requirement is that, prior to shipment, the transporter
will be assured that the receiver is ready to accept the shipment at the planned
time and location and has acknowlecjed the mode of transport.

Content

Describe what procedures will be used to ensure that shipment of material
does not take place until the receiver acknowledges the planned shipment and mode
of transport and states that he will be ready to accept the shipment at the planned
time and location.

5.3 CONTAINER (73.47(g)(1)(iii))

Intent

The intent of this requirement is to provide a mechanism or system that will
help the receiver detect any tampering with the material's container that may
have occurred during shipment. Regulatory Guide 5.15, "Security Seals for the
Protection and Control of Special Nuclear Material " provides guidance in this
area.

Content

Describe the types of seals that will be used to secure the material's
container during transport.



5.4 INSPECTION (73.47(g)(1)(iv))

Intent

The intent of this paragraph is to require the shipper to check the integrity
of the material container's seals just prior to shipment so that he can be assured
that they have not been compromised. Then, upon receipt of the shipment, if the
receiver discovers the container's integrity has been compromised and the materia)
is missing, the scope of the recovery operation can focus on the transportation
route.

Content

Describe the procedures to be used to ensure that the integrity of the con-
tainers or seals is checked Just prior to shipment.

5.5 IN-TRANSIT PHYSICAL PROTECTION (73.47(g)(1)(v))

Intent

The intent of this paragraph is to require that either the shipper or receiver
be made responsible for the physical protection of the material while it is in
transit and that the responsible person has acknowledged this responsibility by
written agreement

Content

In his security plan, the shipper should either acknowledge responsibility
for the in-transit physical protectiocn of St of low strategic significance or
ensure that a written agreement from the receiver has been received in which the

receiver accepts either ful responsibilivy or shared responsibility for the in-

transit physica) protezticn of this mat.rizl in accordance with paragraph
73.47(g)(3) of 10 CFR Part 73,




CHAPTER 6 RECEIVER REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph
73.47(g)(2), which are as follows:

(g)(2) Each licensee who receives quantities and types of special nuclear
material of low strategic significance shall:

(1) Check the integrity of the containers and seals upon receipt of
y the shipment,
(ii) Notify the shipper of receint nf th: » terial as required in
§ 70.54 of Part 70 of this chapter, and

(i1i) Arrange for the in-transit physical protection of the material in
accordance with the requirements of paragraph 73.47(g)(3) of this
part, unless the shipper is a licensee and has agreed in writing
to arrange for the in-transit physical protection.

6.1 INSPECTION (73.47(g)(2)(1))

Intent

This requirement is intended to determine whether the material's container
has been compromised enroute and whether any material has been removed so that
immediate recovery procedures can be initiated if required.

Content

Describe the procedures to be used to ensure that the integrity of the con-
tainers and seals will be checked upon receipt of the material shipment.

6.2 NOTIFICATION (73.47(g)(2)(ii))

This requirement is intended to:




1. Ensure that knowledge of the current location of all SNM is available, and
2. Formally inform the shipper that the material has been received.

Content
Ensure that a completed copy of Form NRC-741, "Nuclear Material Transaction
Report,” wil! be sent to the shipper within 10 days after a material shipment

has been received as required in § 70.54 of 10 CFR Part 70.

6.3 IN-TRANSIT PHYSICAL PROTECTION (73.47(g)(2)(iii))

Intent
Treeaw

The intent of this paragraph is to require that either the receiver or shipper
licensee be made responsible for the physical protection of the material while
it is in transi. and that the responsible licensee has acknowiedged this respon-
sibility by written agreement.

Content

In his security plan, the receiver should either acknowledge responsibility
for the in-transit physical protection of SNM of low strategic significance or
ensure that a written agreement from the shipper has been received in which the
shipper accepts either full responsibility or shared responsibility for the in-
transit physical protection of this material in accordance with paragraph
75.47(g)(3) of 10 CFR Part 73.

CHAPTER 7 IN-TRANSIT PHYSICAL PROTECTION REQUIRCMENTS

This chapter provides guidance on meeting the requirements of paragraph
73.47(g)(3), which are as follows:

(g)(3) Each licensee, either shipper or receiver, who arranges for the physical
protection of special nuclear material of low strategic significance

while in transit or who takes delivery of such material free on board
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(f.o.b.) the point at which it is delivered to a carrier for transport
shall:

(i) Establish and maintain response procedures for dealing with threats
of thefts or thefts of such material,

(ii) Make arrangements to be notified immediately of the arrival of
the shipment at its destination, or of any such shipment that is
lost or unaccounted for after the estimated time cf arrival at
its destination, and

(iii) Conduct immediately a trace investigation of any shipment that is
lost or unaccounted for after the estimated arrival time and report
to the Nuclear Regulatory Commiscion as specified in §73.71 and
to the shipper or receiver as appropriate. The licensee who made
the physical protection arrangements shall also immediately notify
the Director of the appropriate Nuclear Regulatory Commission
Inspection and Enforcement Regional Office listed in Appendix A
of the action being taken to trace the shipment.

7.1 RESPONSE PROCEDURE (73.47(g)(3)(i))

Intent

The intent of this regulation is to help the licensee identify those transpor-
tation incidents that could affect the security of the SNM in transit for which
he might eapect to be noilified and for which response procedures should be planned.
Content

Identify those events for which response procedures will be deveioped. Also

describe the type of response to be accomplished for each event identified and

the duties and responsibilities of the security organization and management involved
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in the response. Ensure that the NRC will be notified immediately in the event
of theft or attempted theft of the material.

7.2 NOTIFICATION (73.47(g)(3)(ii))

Intent

The intent of this requirement is to ensure that the licensee responsible
for the physical protection of SNM in transit will have a firm basis for
deciding whether or not to initiate response procedures in the event a shipment
becomes cverdue or is lost.

Luntent

Describe the arrangements and procedures that will be used for notifying
the licensee who arranges for the physical protection of material in transit (1)
of the arrival of the shipment at its destination or (2) of any such shipment
that is lost or unaccourted for after the estimated time of arrival at its
destination.

7.3 LOST MATERIAL NOTIFICATION (73.47 (g)(3)(iii))

The intent of this requirement is to ensure that, in the event a shipment
becomes overdue and no reasonable explanation has been received from the carrier
regarding its status, a trace investigation will be conducted to locate the missing
SNM. At this time, the NRC should be notified that the material is missing and
informed as to what steps are being taken to recover it. Although the licensee
s responsible for notifying the NRC of ary missing material and for initiating
and assisting in the subsequent investigation, the law enforcement agencies bear
the responsibility for physically recovering the material.

Content

Describe what procedures will be used to trace any shipment that is lost or
has not arrived by the estimated arrival time. Ensure that all lost or missing
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material will be immediately reported to the appropriate NRC Regional Office along
with what actions are being taken to trace the shipment, that the NRC will be
notified as specified in § 73.71, and that the shipper or receiver, as appropriate,
will also be notified.

CHRAPTER 8 EXPORT REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph
73.47(g)(4), which reads as follows:
’
(g)(4) Each licensee who exports special nuclear material of low strategic
significance shall comply with the appropriate requirements specified
in § 73.47(c), (g)(1) and (g)(3).

Use Chapters 5 and 7 of this Stancard Format to describe the security procedures
that will be used to protect the material up to the point where the receiver

accepts physical protection responsibility for the shipment.

CHAPTER 9 IMPORT REQUIREMENTS

This chapter provides guidance on meeting the requirements of paragraph
73.47(g)(5), which reads as follows:

(g)(5) Each licensee who imports special nuclear material of low strategic
significance shall:

(1) Comply with the requirements specified in § 73.47(c), (g)(2) and
(g)(3), and

(ii) Notify the person who delivered the material to a carrier for
transport of the arrival of such material.
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9.1 SECURITY REQUIREMENTS (73.47(g)(5)(1))

Use Chapters 6 and 7 of this Standard Format to describe the security proce-
dures that will be used to protect the material from the first point where the

shipment is picked up.

9.2 NOTIFICATION (73.47(g)(5)(ii))

Intent

The intent of this regulation is to ensure that the exporter is notified
that the material has arrived safely.

Content

Describe the procedures to be used for notifying the exporter of the material
that the shipment was received.




VALUE/IMPACT ASSESSMENT

A separate value/impact analysis has not been prepared for this draft regu-

latory guide. The guide is being developed to provide a standard format and

content for the physical protection plans that licensees authorized to possess
or transport special nuclear material of moderate strategic significance or

10 kilograms or more of material of low strategic significance will be required
to submit by amendments to the Commission's regulations adopted June 21, 1979.
A value/impact analysis prepared for the amendments was made available in the
Commission's Public Document Room at the t'me the amendments were published.

This analysis is also appropriate to this draft regulatory guide.
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