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Westinghouse Energy Systems $@g,,g., , g
Electric Corporallon

December 12, 1991
CAW 91241

Document Control Desk
US Nuclear Regulatory Commission
Washington, DC 20555

Attention: Dr. Thomas Murley, Director

APPLICATION FOR WITHHOLDING PROPRIETARY
INFORMATION FROM PUBLIC DISCLOSURE

Subject: " Commonwealth Edison Letter and Application for Withholding Proprietary Infortnation
from Public Disclosure, to the Document Control Desk to the Attention of Dr. T. Murley,
Directior Office of NRC, Washington, D.C,"

Dear Dr. Murley:

The proprietai * iformation for which withholding is being requested in the above referenced letter is
further identified in Af0dhvit CAW-91241 signed by the owner of the proprietary information,
Westinghouse Electric Corporstion. The affidavit, which accompanies this letter, sets forth the basis ,

on which the information may be withheld from public disclosure by the Commission and addresses
with specincity the considerations listed in paragraph (b)(4) of 10 CFR Section 2.790 of the
Commission's regulations.

Accordingly, this letter authorizes the utilization of the accompanying Af0 davit by Commonwealth
Edison Company,

Correspondence with respect to the proprietary aspects of the application for withholding or the
Westinghouse affidavit should reference this letter, CAW-91241, and should be addressed to the
undersigned.

Very truly yours,

) 4/Y ,)"''

R. P. DiPlazza, Manag6t'
i Nuclear Safety Licensing
| - /cid
'

. Enclosures

cc: M. P, Siernien, Esq.
Of0ce of the General Counsel, NRC
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.sd herewith are proprietary and/or non-proprietary versions of documents furnished to the'
.,.

3
.. x Sr; s: -1

F - hi connection with requests for generic and/or plut-specine review and approval.h $ g M y ' y 'm
'

b[
-

? In order to conform to the requirements of 10 CFR 2.790 of the Commission's regulations concerning

11. 2 'rotection of proprietary information so submitted to the NRC, the information which is proprietary

in the proprietary versions is contained within brackets, and where the proprietary information has been

deleted in the non-proprietary versions, only the brackets remain (the informA.on that was contained

within the brackets in the proprietary versions having been deleted). The iustification for claiming the

information so designated as proprietary is indicated in both versions by means of lower case letters (a)

through (<> conto i within parentheses located is a superscript immediately following the brackets

cnclosing ea:h item of information being identified as proprietary or in the margin cpposite such

information. These lower case letteis refer to the types of information Westinghouse customarily holds "

in confidence identified in Sections (4)(ii)(a) through (4)(ii)(g) of in: affidavit accompanying this

transmittal pursuant to 10 CFR 21790@)(1).

I
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Copyright Notice

The reports transmitted herewith each bear a Westinghouse copyright notice. The Nk'. is permitted to

make the number of copies of the information contained in these reports which are raco ary for its

internal use in connection with generic and plant specific reviews and approvals as well as the issuance,

denial, amendment, transfer, renewal, modification, suspension, revocation, or violation of a license,

permit, order, or regulation subject to the requirements of 10 CFR 2.790 regarding restrictions on

public disclosure to the extent such information has been identified as proprietary by Westinghouse,

copyright protection not withstanding. With respect to the non-proprietary ve*sions of thei7teports,

the NRC is permitted to make the number of copies beyond those necessary fo- its internal use which

are necessary in order to have one copy available for public viewing in the appropriate dociti files in

the public document room in Washington, DC and in local public document rooms as may be required

by NRC regulations if the number of copies submitted is insufficient for this purpose. The NRC '.s riot

authorized to make copies for the personal use of members of the public who make use of the NRC

public document rooms. Copies made by the NRC must include the copyrigh notice in all mstances

and the proprietary notice if the original was identified as proprietary.

,
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CAW-91-241

AFFIDAVII

COMMONWEALTH OF PENNSYLVANIA:

-

ss'

|
m

COUNTY OF ALLEGHENY:

Ilefore me, the undersigned authority, personally appeared Ronald P. DiPiazza, who, being by me dulyg

sworn according to law, deposes :ad says that he is authorized to execute this Affidavit on behalf of

Westinghouse Electric Corporation (" Westinghouse") and that the averments of fact set forth in this

Affidavit are true and correct to the best of his knowledge, information, and belief:

f, b h / Yf_ -

,,
- u

-Ronald P. DiPiazza, Mana

Nuclear Safety Licensing

Sworn to and subscribed

before me this day

of M 1991.

.j
_ WM k- L

Notary P"blic
NO Ni 0E/4,

LOWM ?4 ff4A NOT;p,y DULc
MONSCDLLE 0C00 AdEGHENYCOUNTY

MYCCWMON EXPiAIS CEO 14.1m

% Mene, Per yiva a Ase:Jan siun.-,2
Cot 4BER/121291
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-2- CAW 91-241

(1) I am Manager, Nuclear Safety Licensing, in the Nuclear and Advanced Technology Division, of the

Westinghouse Electric Corporation and as such, I have been specifically delegated the function of

reviewing the proprietary information sought to be withheld from public disclosure in connection

with nuclear power plant licensing and rulemaking proceedings, and am authorized to apply for its

withl'olding on behalf of the Westinghouse Energy Systems Business Unit.

(2) I am making this Affidavit in conformance with the provisions of 10CFR Section 2.790 of the

Commission's regulations and in conjunction with the Westinghouse application for withholding

accompanying this Affidavit.

(3) I have personal knowledge of the criteria and procedures utilized by the Westinghouse Energy

Systems Business Unit in designating information as a trade secret, privileged or as confidential

commercial or Gnancial information.

(4) Pursuant to the provisions of paragraph (b)(4) of Section 2.790 of the Commission's regulations,

the following is furnished for consideration by the Commission in determining whether the

information sought to be withheld from public disclosure should be withheld.

(i) _ The information sought tr be withheld from public disclosure is owned and has been held la

confidence by Westinghouse.

(ii) The information is of a type customarily held in conndence by Westinghouse and not

customarily disclosed to the public. Westinghouse has a rational basis for determining the

types of information customarily held in confidence by it and, in that connection, utilizes a

system to oetermine when and whether to hold certain types or' information in confidence.

The application of that system and the substance of that system constitutes Westinghouse
,

policy and provides the rational basis required.

_ _

OrtnBER/121291
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-3- CAW-91-241

Under that system, information is held in confidence if it falls in one or more of several

types, the release of which might result in the loss of an existing or potential competitive

advantage, as follows:

(a)' The information reveals the distinguishing aspects of a process (or component,

, structure, tool, method, etc.) where prevention of its use by any of Westinghouse's
'

competitors without license from Westinghouse constitutes a competitive economic

- advantage over other companies.

(b) It consists of supporting data, including test data, relative to a process (or component,

structure, tool, method, etc.), the application of which data secures a competitive

economic advantage, e.g., by optimization or Ireproved marketability.

(c) . Its use by a competitor would reduce his expenditure of resources or improve his

competitive position in the design, manufar' ire, shipment, installation, assurance of

quality, or licensing a similar product,

(d) . It reveals cost or price information, production capacities, budget levels, or commercial

strategies of. Westinghouse, its customers or suppliers,

c

(e) It reveals aspects of past, present, or future Westinghouse or customer funded

development plans and programs of potential commercial value to _ Westinghouse,

(f) 'It contains patentable ideas, for which patent protection may be desirable.

(g) It is not the property of Westinghouse, but must be treated as proprietary by

b Westinghouse according to agreements with the owner.
f

f

|'
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*-4- CAW-91-241

There are sound policy reasons behind the Westinghouse system which include the following:
.

(a) The use of such information by Westinghouse gives Westinghouse a competitive

advantage over its competitors. It is, therefore, withheld from disclosure to protect the

Westinghouse competitive position.

(b) It is information which is marketable in many ways. The extent to which such

information is available to competitors diminishes the Westinghouse ability to sell

products and services involving the use of the information.

(c) Use by our competitor would put Westinghouse at a competitive disadvantage by

reducing his expenditure of resources at our expense.

(d) Each component of proprietary information pertinent to a particular competitive

advantage is potentially as valuable as the total competitive advantage, if competitors

acquire components of preprietary infctmation, any one component may be the key to

the entire puzzle, thereby depriving Westinghouse of a competitive advantage.

_

(e) Unrestricted disclosure would jeopardize the position of prominence of Westinghouse in

the world market, and thereby give a market advantage to the competition of those

countries.

(f) The Westinghouse capacity to invest corporate assets in research and development

depends upon the success in obtaining and maintaining a competitive advantage.

(iii) The information is being transmitted to the Commission in confidence and, under the

provisions of 10CFR Section 2.790, it is to be received in confidence by the Commission.

OJ133 BER/121M1
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-5 . CAW-9I 241

,

(iv) The information sought to be protected is not availat !e in public sources or available

information has not been previously employed in the same original manner or method to the

best of our knowledge and belief.

(v) The proprietary information sought to be withheld in this submittal is that which is

appropriately marked in " Equipment Qualification Test Report, EAGLE 21 Process

Protection System (Environmental and Seismic Testing), WCAP-8687, Supplement 2, E69A,

E69B, and E69C, (Proprietary), for Zion Units 1 and 2, being transmitted by the

Commonwealth Edison Company _ (CWE) letter and Application for Withholding Proprietary

Information from Public Disclosure. to the Document Control Desk to the Attention of Dr.

T. Murley, Director, Office of NLC, Washington, D.C. The proprietary information is

submitted for use by Commonwealth Edison Company for the Zion Units 1 and 2 is

expected to be applicable in other licensee submittals in response to certain NRC

requirements for justification of use of the EAGLE 21 Process Protection System.

5

Tht, information is part of that which will enable _ Westinghouse to:

_

(a). Provide a documentation of the EAGLE 21 spstem performance when subjected to

environ cental and seismic conditions.
,

(b) Demonstrate the capability of this safety related equipment to perform its intended

functions when subjected to these conditions.

(c) Demonstra*.e performance of the EAGLE 21 intended functica for process protectian.

.(d) Assist the c'tston _c to obtain NRC approval.
4

CDiliBER/121291
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-6- CAW 91-241

Further this information has substantial commercial value as follows:

(a) Westinghouse plans to sell the use of similar information to its customers for purposes

of meeting NRC requirements for licensing documentatic.-

(b) Westmghouse can sell support and defense of the technology to its customers in the
,

licensing process.

Public disclosure of this proprietary information is likely to cause substantial harm to the

competitive position of Westinghouse because it would enhance the ability of competitors to

pr_ ovide similar test documentation and licensing defense services for commercial power

reactors without commensurate expenses. Also, public disclosure of the information would

enable others to use the information to meet NRC requirements for licensing documentation

without purchasing the right to use the information.

' - The development of the technology described in part t3 the information is the result of

applying the results of many years of experience in an intensive Westinghouse effort and the

expenditure of a considerable sum of money,

in order for competitors of Westinghouse to duplicate this information, similar technical

programs would have to be performed and a significant manpower effort, having the

requisite talent and experience, would have to be expended for performing tests.

Further the deponent sayeth not.

e

|-
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ATTACHMENT A

EAGLE-21 TOPICAL REPORTS

WCAP-12374

AND

WCAP-12375

-

ZNLD-1386/4
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ABSTRACT

Process Instrumentation is comprised of those devices (and their
interconnection into systems) which measure and process signals for
temperature, pressure, fluid flow, and fluid levels. Process instrumentation
specifically excludes nuclear and radiation measurements.

Process Instrumentation includes equipment which perfo-ms functions such as:
,

process measurement, signal conditioning, dynamic compensation, calculations,
setpoint comparison, alarm actuation, indication and recording, which are all

,

necessary for dey-to-day operation of the Nuclear Steam Supply System as well
as for monitoring the plant and providing initiation of protective functions
upon approach to unsafe plant conditions. The Westinghouse Eagle-21
microprocessor based process protection upgrade system is applicable for those
instrument systems which are " safety-related" as defined by IEEE Std. 279-1971,
" Criteria for Protection Systems for Nuclear Power Generating Stations". The

EL;)c-21 portion of process instrumentation includes all necessary devices with
the exceptico of transmitters, indicators, and recorders.

The Westinghouse Eagle-21 microprocessor-based process protection system is a
functional replacement for existing analog process protection equipment used to
monitor process parameiars at nuclear generating stations and initiate
actuation of the reactor trip and engineering safeguards systems.

.

4
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1.0 INTRODUCTION

The majority of nuclear power generation stations presently employ analog
process protection equipment. This equipment was designed in the 1960's and

early 1970's. As illustrated in Figure 1-1, the analog protection system
receives inputs from sensors, provides information to the operator, performs
calculations on these values, and compares the results to cllowable limits. If

the limits are exceeded, a partial reactor trip is generated. External logic
-

performs a voting algorithm on the partial trips from the four redundant
protection sets, and conditionally generates a reactor trip. A similar path

-

exists for the generation of engineered safeguard system actuations. These
actuations mitigate the effects of an undesired event. The process protection

system also provides isolated signals for use by non-safety systas such as the
control system, the plant computer, and portions of the control board.

Westinghouse Process Protection Systems include three cenerations of an log

electronics: Foxboro H-Line, Westinghouse 7100 Series, and Westinghouse 7300

Series Equipment.

The first generation of analog procers protection equipment was Foxboro H Line
which is described in WCAP 7671 " Topical Report - Process Instrumentation for

Westinghouse Nuclear Steam Supply Systems." This equipment was manufactured
for use during the 1965 - 1972 time frame. Twenty-five nuclear generating
stations utilize this equipment.

'5e second gener tion of analog process protection equipment was the
Westinghouse 7100 Ser,es, also descrit,td in WCAP 7671. This equipment was
manufactured for use during the 1970 - 1973 time frame. Thirteen nuclear'

generating stations utilize this equipment.
.

The third generation of analog process protection equipment was the
Westinghouse 7300 Series, described in WCAP 7913 " Process Instrumentation for
Westinghouse Nuclear Steam Supply Systems (4 Loop Plants Using HCID 7300 Series
Process Instrumentation). This equipment was manufactured for use during the

1973 - 1983 time frame. Forty-four nuclear generating stations utilize this

equipment.

Page 1
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h

As a result of technological advances, the earlier analog process protection
systems are rapidly approaching the point of obsolescence. Additionally,
utility personnel have identified the following difficulties with the analog
systems:

A. Time consuming calibration and surveillance test procedures.

B. Extensive maintenance time for troubleshooting and repair.

C. Difficulty in maintaining equip.nent qualification.
D. Difficulty in maintaining adequate spare parts inventery.
E. Lack ef expansion space to install hardware for functional upgrades and

plant improvements.
.

The Westinghouse Eagle-21 Process Protection System is a modular microprocessor
based upgrade system for replacing the existing analog process protection
equipment. Features of the Eagle-21 equipment include the following:

A. Automatic surveillance testing to significantly reduce the time
required to perform surveillance tests.

B. Self calibration to eliminate rack drift and time consuming calibration
procedures.

C. Self diagnostics to reduce the time required for troubleshotting.

D. Significant expansion capability to easily accommodate functional
upgrades and plant improvements.

E. Modular design to allow for a phased installation into existing process
racks aad use of existing field terminations.

.

Page 2
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2.0 DESIGN PHILOSOPHY AND' FEATURES

The Eagle-21 Process Protection .,jstem, as shown in Figure 2-1, is a digital
form, fit, and functional replacement for the existing analog equipment. All

system inputs (from plant sensors) and system tputs (reactor trip logic,
engineered safety features logic, indication and control) are preserved. Thus,

the installation of Eagle-21 process equipment has no affect on the existing
external interfaces.

,

2.1.1 Typical Analog Process Channel
,

A typical analog process protection instrument channel is shown in Figure 2-2.
A field sensor is connected to cabinet mounted terminal blocks. The process
electronics power the field sensor and perform signal conditioning,
calculation, trip logic, and isolation operations on the input signal. Each

element of the process is an individual electronic module or printed circuit
board assembly. Typical functions performed by these modules are as follows:
loop power supply, summation, 'aad/ lag, multiplication, comparator, square
root, amplification, signal converr. ion, and isolation.

2.1.2 Typical Eagle-21 Process Channe!

In a typical Eagle-21 Process Protection Instrunent Channel, field sensors are
!connected to cabinet mounted terminal blocks. The process electronics power

the sensors and perform signal conditioning, calculation, and isolation
operations on the input signals. However, each element of the process is not
an individual electronic module or printed circuit board assembly. A multiple

- channel Analog Input module is used to power the field sensor (s) and perform
signal conditioning. All calculations for the process channel functions are
performed by a centralized Lcop Calculation Processor (LCP). Typical functions-

performed by the Loop Calculation Processor are as follows: summation,

lead / lag, multiplication, comparator, averaging, and square root conversion.
Trip logic is provided through multiple channel Partial Trip Output modules.
Multiple channel isclated analog outputs are provided by Analog Output
modules . In addition, all Eagle-21 process protection channels are configured
to perform automatic surveillance testing via a centralized Test Sequence

Processor (TSP).

Page 3
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- Typical protection channels which may be processed wi'n the Eagle-21 Process
Protection System are as follows:

A. Average Temperature and Delta Temperature

B. Pressurizer Pressure
C. Pressurizer Water Level
D. Steam Flow and feedwater Flow
E. Reactor Coolant Flow

'

F. Turbine Impulse Chamber Pressure

G. Steam Pressure
'

H. Containment Pressure

1. Reactor Coolant Wide Range Temperatures

J. Reactor Coolant Wide Range Pressure "

K. Boric Acid Tank Level
t. . Pressurizer Liquid and Vapor Temperatures
H. Steam Generator Narrow Range and Wide Range Water Level

2.2 INSTALLATION

The Eagle-21 Process Protection System is a modular electronics upgrade package
for the existing analog plant process protection equipment. The Eagle-21
equipment has been designed to fit inte wisting process racks and to interface
with other plant systemt in a manner identical to the existing analog
equipment. The design maintains the existing field terminals to avoid new
cable pulls or splices within the rack. The components for each rack are built
into subassemblies which can be easily installed into the existing racks. All
internal rack cabling is pre-fabricated. The subassemblies are tested in a
factory mock-up to verify proper fit and operation. Detailed installation

,

procedures and drawings are provided with each system.

.

An example of Eagle-21 hardware being installed into an existing process reck
is depicted in Figure 2-3.

Page 4
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2.3 System Design Features |
|

|
2.3.1 Single failure Criterion

The Eagle-21 Process Protection System is designed to provide three or four
instrumentation channels and outputs to two trip logic trains for each
protective function. These redundant channels and trains are electrically
isolated and physically separated. Thus, any single failure within a channel
or train will not prevent a required protective system action.

.

2.3.2 Instrument Power Source
. .

Electrical power for the Eagle-21 Process Protection System instrumentation is
obtained froe, four separate instrunient busses that are equal to each other in
reliability and quality of the power available. The arrangement of the four
busses with respect to the ultimate power source is covered in detail in the
FSAR for each plant. The use and availability of the four busses is important
to the plant instrumentation in the following ways:

A. Each of the four protection sets is assigned to one of the instrument
busses and no other. .

B. Instrument channels are arranged so that loss of any one bus will not
force a trip of the reactor. However, all reactor trip bistables and
most of the safeguards bistables will trip in that protection set.
(e.g. all 2 out of 3 reactor trip logic will revert immediately to a
condition of 1 out of 2 logic.)

C. Loss of any one bus will not put the plant in an unprotected condition.
.

D. Coincident loss of any two busses will trip the reactor immediately as
a result of the preferred failure mode of the bistables and ' Itiate'

most safeguards action associated with those protection sets (e.g. two
of the logic inputs for each associated 2 out of 3 or 2 out of 4 logic
will immediately exist as trip signals).

Page 5
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2.3.3 Channel Integrity

The Eagle 21 Process Protection System has been designed to operate ad
maintain necessary functional capability under extremos of conditions rs15 ting
to environment, energy supply, malfunctions and accidents. The environmental
and energy supply extremes throughout which the system will perfonn are

detailed in Sections 4.0 and 5.0.

2.3.4 Channel Independence
s

Within the Eagle-21 Process Protection System, there are four separate and
independent rack sets. Channels which provide signals for the same protective ,

functions are each located in different rack sets ensur.ng that they will be
independent and physically separated. Since all equipment within any rack is
associated with a single Protection Channel Set (PCS), there is no requirement
for separation of wiring and components within the rack,

2.3.5 Centrol and Protection System Interaction

*

The Eagle-21 Process Protection System functions completely independent from
the control systems. Its' operation in protectina the plant from unsafe
conditions is not affected by any fault or malfunction in the control systems.

The transmission of signals from the Eagle-21 Process Protection System to the
control systems is through isolation devices that are classified as part of the
protection system. No credible fault at the output of an isolation device can
prevent the associated Eagle-21 Prctection System channel from meeting the
minimum performance requirements specified in the design bases. Fault testing

of the isolation devices is described in n.are detail in Section 5.0 of '.his
document. .

5

The same type of electrical isolation is also used to separate from the .

Eagle-21 Protection System, those signals (such as RCS average temperature),
which are required and used to control actual plant variabler.. For this use,
however, consideration must be given to possible protection channel failures
that can both prevent a particular trip signal from that channel and cause the

Page 6
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. control-system to drive the plant-toward the unsafe condition for which the
- ;

-particular. trip signal is needed. In each case where this is possible, eithu
four protection channels have been provided and 2 out of 4 logic is used to
ensure the plant remains fully protected even when degraded by a second random
failure, or a diverse.means for providing a reactor trip is availavle.

;2.3.6 Automatic Surveillance Testing

i
'

The Ea3 e 21 Process Protection System performs kutomatic surveillance testing1

of the digital process protection racks via a portable Man Machine Interface
*

{MMI)testcart. The MMI test cart is connected to the process rack by
inserting a connector into the process ;ack test panel. Using the MM;. the
Surveillance Test" option is then selected. Following instructions entered"

through the MMI, the rack test processor automatically performs the following
operations:

1. Selection of the individual process channel to be tested,y
a ;

'

-2. Calibration of the test reference signals and verification of the
tester time- base.

3. Placement of the individual channel trip outputs in either " Channel
Trip" or " Bypass" (password protected) mode.-

A. Bypass Mode -- disables the individual channel bistable trip
circuitry which forces the associated logic input relays to remain
in the non-tripped state until the " bypass" /s removed.

.

B. - Channel Trip Mode -- Interrupts the-individual channel bistable
outputs to the logic circuitry to de-energize the associated logic

,

input relay (s).
-

4. Activation 'of the test injection signal,

5. Performance of Analog to' Digital (A/D) converter test, and engineering
unit' values conversion test -

Page 7
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t

6. Performance of bistable setpoint tests.

7. Performance of channel time response test.

-

8. Completion of test cycle and automatically remove " Channel Trips'.

9. Verify calibration of the test injection signals.

10. Display of test results on the MMI screen.

*Interrr7 tion of the bistable ottput to the logit circuitry for any reason
(test, maintenance purposes, or removed from service) causes that portior, of

the logic to be, actuated and accompanied by a channel trip alarm and channel
status light i- the control room. Status lights on the process rack test panel
indicate when the associated bistables have tripped. Each channel is fully
testable via the portable MMI test cart.

2.3.7 Calibration

The Eagle-21 Process Protection System provides for continuous on-line
self-calibretion of analog input signals. The Digital Filter Processor (DFP)
addresses high and low reference signals via a multiplexer circuit on each
analog input channel. The Loop Calculation Processor (LCP) then compares the

output of the DFP Analog to Digital (A/D) Converters to stored high and low
reference values to determine if any errors have been introd :ed by analog
signal processing and A/D conversion. If necessary, the LCP automatically
compensates gain and offset coefficients to eliminate any errors that have been

| introduced.

.

2.3.8 Char.r.el Bypass

The Eag'le-21 Process Protection equipment is designed to permit any one channel
to be maintained, and when required, tested during power operation

Page 8
|
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without initiating a protective action at the systens level. During such

operation, the process protection systen continues to satisfy single failure
criterion. ,

If an Eagle-21 protection channc1 has been bypassed for any purpose, a signal
is provided te allow this condition to be cortinuously indicated in the control
room.

Ask

,

The material in this section has been deleted from th!s nonproprietary
.

document due to its proprietary nature. The material in this section
discus. sed channel bypass capability.

_
~

Additionally, it is not possible to di, connect the Nil test cart from an
Eagle-21 protection rack and leave a channel in "bypess" (see Section 3.2.5).

2.3.9 Access to Setpoint Adjustments

The Eagle-21 design has provided for administrative controls and multiple*

levels of security for access to setpoint and tuning constant adjustments. In

nrder to adjust a setpoint or tuning constant in the Eagle-21 system, an*

individual must have access to the following:

a,c
__ _

!

| - -

|
Page 9
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aCs
-

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed access to setpoint adjustments.

_

2.3.10 Diagnostics
i

The Eaglo-21 Process Protection equipment provides specific diagnostic
information to the user via numerous printed circuit card and test panel status ,

LEDs, as well as information available through the portable
Man-Machine-Interfar- 'MMI). This design feature allows for easy recognition, 1

location, replacen...n, and repair or adjustment of malfunctioning components or

modules.

.

.
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3.0 TECHNICAL DESCRIPTION
,

3.1 Eagle-21 Architecture

The Eagle-21 Process Protection System replaces existing analog process
protection equipment with multiple microprocessor based subsystems. Typically

for each Eagle-21 protection system, three subsystems are used: a Loop

Processor Subsystem, a Tester Subsystem, and an Input / Output Subsystem (see
.

Figure 3-1). An overall view of the Eagle-21 architecture is shown on Figure

3-5.
.

.

3.1.3 Input / Output (I/0) Subsystem

The input portion of the I/O subsystem (see Figure 3-2) consists of customized
Analog Input and Contact Input signal conditioning modules specially designed
for use in Process Protection Systems of nuclear generating stations. These

modules satisfy all of the unique signal conditioning, signal conversion,
isolation, buffering, termination and_ testability requirements.

The signal conditioning modules are configurable to accept various process
_ inputs including: 10-50 mA current loop (active or passive), 4-20 mA current

loop (active or passive), 0-10 yde, RTD's and field contacts. Both the Analog

Input and Contact input Modules provide signals- to the Loop Processor
Subsystem. These modules also interface with the Tester Subsystem for test 'and

diagnostic purposes.

The output portion of the I/O subsystem consists of Analog Output, Contact
Output and Partial Trip Output modules. These modules receive data from the--

loop- Processor Subsystem and construct analog, contact, and trip logic output
signals. Class 1E isolation is provided for all analog and contact output-

signals.

To minimize the total installation effort for the Eagle-21 equipment, the
existing input / output interfaces are fully emulated. In plants with more

advanced control or display equipment, Class IE isolated data links may be
extended directly to those systems, thereby eliminating the analog hardware at

| both ends.

Page 11
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3.1.2 Loop Processor Subsystem

The Loop Processor Subsystem is that portion of the Eagle 21 system which
Acomputes all of the algorithms and comparisons for the protective functions.

Loop Processor Subsystem (see Figure 3-3) consists of a Digital Fiher
Processor (DFP), Loop Calculation Processor (LCP) Communication Controller,
Digital I/O Module, and a Digital to Analog (D/A) converter.

The Digital Filter Processor receives analog signals from Analog Input Modales
and performs both Analog to Digital (A/D) conversions and anti-aliasing
filtering operations on the input signals. The outputs of the Digital Filter
Processor are then passed on the Loop Calculation Processor.

.

The Loop Calculation Processor performs calculations for protection channel
functions, data comparison to setpoint values, and initiation of trip signals
based on the data received from the Digital Filter Processor.

The Comunication Controller collects information from the loop Calculation
Processor and transmits it to the Tester Subsystem.

The Digital I/O module is utilized to process contact inputs, contact outputs,
and trip logic output signals.

The D/A converter module is utilized to convert digital values from the Loop
Calculation Processor into analog values which are sent to analog output
modules for further processing.

3.1.3 Tester Subsystem

The Tester Subsystem is the focal point of human interaction with the ,

protection system. Together with the Man-Machine-Interface (MMI) Test Cart it
provides the interface which allows test personnel to adjust setpoints and ,

tuning constants, and to perform surveillance tests on the protection system.
A Tester' Subsystem (see Figure 3-4) consists of a Test Sequence Processor

(TSP), Comunication Controller, Digital to Analog (D/A) Converter Module, and
a Digital I/O Module.

Page 12
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The Test Sequencer Processor (TSP) reads information from the Communication
Controller, Digital I/O Module, and the MMI Test Cart. This information allows
the TSP to monitor the overall status of the Eagle-21 protection rack, perform
seif diagnostics, and initiate surveillance testing. The TSP provides
infornetion to the Communication Controller, Digital I/O Module, D/A Converter,
and MMI Test Cart. This information provides for status indication and
creation of the Signal Injection and Response (SIR) bus. This bus is
distributed through the signal conditioning modules and allows the Tester
Subsystem to control and test each module.

.

The Communication Controller receives information from the Loop Processor

Subsystem Comminication Controller. TIA S nformation is then read by the TSP
,

which allows it to monitor the status of Lne LCP. The Tester Subsystem
Communication Controller also provides a serial link to the Test Panel, wk 5

allows for information display and printing when connected to the MMI Test

Cart.

The D/A Converter Module receives digital information from the TSP and converts
it into high resolution analog signale that are usad for test injection via the
Signal Injection and Response (SIR) bus.

The Digital I/O module receives information from the TSP and provides signals
to a Contact Output Module that provides contacts for field devices.

3.1.2.1 Man-Machine-Interface (MMI)

i

A portable test cart is connected to the Eagle-21 rack mounted test panel to
provide the Man-Machine-Interface (MMI) to the Protection System. The MMI

,

permits the user to perform the following functions:-

[ 3a,c.

Page 13
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I a ,c _.

.The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed Han Machine-Interface design.

<.

_

3.2 Eagle-21 Hardware Description

The Eagle-21 Process Protection System is comprised of a number of hardware

modules and sub-assemblies which are described in this section.

3.2.1 Analog Input Module

The analog input module provides the interface between process transmitters,
RTD's and the Eagle-21 computer hardware. Each analog input module provides

the capability to interface with a maximum of four inputs. Analog input
modules are capable of' interfacing with both 4-20 mA and 10-50 mA current

*

loops, O to 10 VDC signals, and four-wire RTD inputs.

The 4-20 mA and 10-50 mA current loops are arranged as two-wire current loops
'

with the trantC.ter power supplied from the analog input module. Separate
current loop power supplies and separate signal conditioning circuitry are
provided for each transmitter.

The 0-10 yde inputs are arranged as two-wire double-ended input signals. ,

Separate signal conditioning circuitry is provided for each input signal.

Page 14
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|
,

The RTD inputs are arranged to accept a foer-wire input configuration. The RTD
i

excitation current source -is supplied from the analog input module. Separate-
~

current sources and separate' signal conditioning circuits are-provided for each-
RTD input. ;

I

_

Included on the analog input module are provisions for automatic testing and
automatic calibration. The automatic testing is accomplished via the Tester

'

Subsystem. The analog input- module communicatee' serially with the Test
Sequence Processor (TSP) over the Signal' Injection and Responsa (SIR) Bus.

,

Test commands are transmitted to the input module which allows a selected
analog input channel to switch from the field sensor to one of the multiple

,

analog reference signals controlled by the TSP and carried by the SIR Bus.
During surveill ace test, the test injection signal is varied with respect to
amplitude and frequency to verify proper channel operation.

-

On-line calibration is controlled continuously by the Digital Filter Processor
(DFP) to eliminate potential. gain and offset drift in the analog hardware of
the input module and the analog-to-digital (A/D) converter located nn the DFP.
During a calibration cycle, the DFP sends a command to the analog input module
to switch from the field sensor to either the high or low on-board precision
reference. The values that the DFP receives for the calibration references are

'

used by the Loop Calculation Processor (LCP) to calculate a correction factor
that is applied to the input signal.

Referring to Figure'3-6, the analog input module provides the following
features for each input signal:

a,c

; .

.

-

Page 15
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a,c

* he material in this section has been deleted from this nonproprietaryi

document due to its proprietary nature. The material in this section
discussed Analog Input Module design.

.

3.2.2 Contact Input Module

The contact input module provides the interface between field contact devices
and the Eagle-21 computer hardware. Each contact input module is capable of
processing either four complementary contact pairs, or eight independent '

contacts. The output signals from the contact input module are read directly
by the Loop Calculation Processor through digital I/O ports. '

'

Referring to Figure 3-7, the contact input ;aodule provides the following
features for each contact input:

Page 16 ,
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a,c

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed Contact input Module design,

.

.

.

.

3.2.3 Analog Otput 14odule

The analog output module (Figure 3-8) provides an interface between the
Ea91e-21 computer hardware and field devices.

1

Page 17
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WESTINGHOUSE CLASS 3
a,c

4

The material in this'section has been deleted from this nonproprietary

document due to its proprietary nature. The material in this section
discussed Analog Output Module design.

.

-
._ ,

3.2.4 Contact Output Module

The contact output module (Figure 3-9) provides the interface between field
devices operated by contact logic and the Eagle-21 computer hardware. Each,

contact output module is capable of providing up to eight complementary contact
'

pairs for output purposes. The Loop Calculation and Test Sequence Processors
control the relay status / contact logic through Digital I/O cards connected to
the IEEE Std. 796 bus.

The contact output module provides the following features for each output:

a,c---
.

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. -The material in this section -

e

discussed Contact Output Module design.

_
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.

i

U

- [--

.]8,C

-3.2.5 Partial Trip Output Module
.

The partial trip output module (Figure 3-10) provides the interface between the
Eagle 21 computer hardware and the trip logic system. Each partial trip modcle
is capable of providing up to four channels of logic outputs. The trip output '

module converts a signal from the Loop Processor Subsystem Digital Input / output
'

'mo'dule into an On/0ff voltage used to drive relay.5 in the trip logic system.
,

' Additional features of 'the partial trip output module are:
,

a,c
_

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed Partial Trip' Output Module design, i

I
, ..

.

>

d

t

c

;

;
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3.2.6 Microprocessor Card Chassis Modules

3.2.6.1 [ )* C
_._

a,c

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in Sections 3.2.6.1
through 3.2.6.6 discuss the application of Original Equipment Manufacturer
multibus modules within the microprocessor card chassis.

.

.

3.2.6.2 [ Ja c

a,c

.

.

.

_
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a,c -

.

3.2.6.3 [ ),c -

a , c ___

l

'\ .+.-

-
_,

3.2,6.4 { la.c

a,c
_

,

.

-.
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3.2.6.5 ( Ja.c

a,c _-

i

|
,

'

3.2.6.6 [ ]a c
~

a,c
_

-.
-.

!
|

3.2.7 Miscellaneous Hardware

3.2.7.1 Microprocessor Card Chassis

a,c---

| The material in this section has been deleted from this nonproprietary
,

; document due to its proprietary nature. The material in this section

( discussed the Microprocessor Card Chassis design.
,

|

i
,

:

i

|
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3.2.7.2 DC Power Supply Chassis

a,C

""" The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this sect .n
discussed the DC Power Supply Chassis design.

i

.

.

_

3.2.7.3 Test Panel

a,c
,__

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed the Test Panel design.

,

.

.

.

.__
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a,c

S

-
. . _ .

3.2.7.4 Termination Frame

;
The' Eagle-21 Termination Frames are modular assemblies which acconnodate a
single Input / Output printed circuit board. The Terminatinn Frame serves to
stiffen the Input / Output board against seismic input and provides tenninals for

'

+

power and signal connection's. Each Eagle 21 process protection rack will
'

contain sixteen termination frames, installed one above the other in a-

structure known as the termination framework.

I 3.2.7.5 Cabinet-Cooling Assembly

a,c

,

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section

.

discussed the cabinet cooling assembly design.

,

|.
.

.

.

|
L
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3.3 Software

3.3.1 Software Development

a,c _
-

.

The material in this section hts been deleted from this nonproprietary
.

document due to its proprietary nature. The material in this section
discussed Software Development.

.

9

_
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ac

.

4

~ 3.3.2 Software Implementation

a,C
,

_

The material in this section has been deleted from this nonproprietary
document due-to its proprietary nature. The material in this section
disculed Software Implementation.

|

\

|
|

|
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i

! 4.0 EQUIPMENT QUALIFICATION

4.1 Equipment Quai fication Background

in November of 1974, the NRC issued Regulatory Guide 1.89, " Qualification of
Class IE Equipment for Nuclear Power Plants' which endorsed IEEE Std. 323-1974,
"IEEE Standard for Qualifying Class IE Equipment for Nuclear Power Generating
Stations" and in March of 1976 the NRC issued Regulatory Guide 1.100, ' Seismic
Qualification of Electrical Equipment for Nuclear Power Plants' which endorsed

'

IEEE Std. 344-1975, 'IEEE Recomended Practices for Seismic Qualification of
Class IE Equipment for Nuclear Power Generating Stations."

.

Westinghouse ecognized that NRC approval of testing methodology and parameters
prior to performance of the test is desirable to avoid retesting. Therefore,

the initial strategy with the IEEE Std. 323-1974 Qualification Program was to
obtain NRC approval prior to implementation of the Qualification program. To
accomplish this, in October 1975, Westinghouse issued WCAP-8587, Revision 0,
' Methodology for Qualifying Westinghouse WRD Supplied NSSS Safety-Related
Electrical Equiemnt" and in May 1980, Westin3 house issued WCAP-9714,
" Methodology for the Seismic Qualification of Westinghouse WRD Supplied
Equipment." Meetings were held with the NRC staff to discuss qualification
methods, Based on this interaction and state of-art methodology, revisions
were made to WCAP 8587. As a result, WCAP-8587, Revision 6 and WCAP 9714 were

accepted by the NRC staff in a letter from Cecil 0. Thomas, Chief,
Standardization and Special Projects Branch, Division of Licensing, to E. P.
Rahe, Jr., Manager, Nuclear Safety Department, Westinghouse Electric
Corporation, dated November 10, 1983.

4.2 Equipment Qualification Program Description

.

The Equipment Qualification Program demonstrated that the Eagle-21 Process
Protection Equipment is capable of performing its designated safety related
functions under all specified environmental and seismic conditions. This was
accomplished by testing as follows:

Page 28
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4.2.1 Environmental Testing (IEEE Std. 323-1974)

'

The Eagle-21 equipnant was tested under both " normal" and " abnormal"

environmental conditions.
,

a,c

!

The material in this section has been deleted from this nonproprietary
--

document due to its proprietary nature. The material in this sect'on
discussed Environmental Test Parameters.

.

j

4.2.2 Seismic Testing (IEEE Std. 344-1975)

The Eagle-21 equipment was subjected to multi-axis, multi-frequency inputs in
accordance with Regulatory Guide 1.100. The equipment was subjected to both t

Operation Basis Earthquake (OBE) and Safe Shutdown Earthquake (SSE) events.

4.3: Equipment Qualification Documentation

The overall equipment qualification documentation plan consists of three sets
of documents:

.

1. WCAP-8587 " Methodology for Qualifying Westinghouse WRD Supplied NSSS

Safety Related Electrical Equipment" which is a Westinghouse Class 3.

(Non-Proprietary) report and represents the generic program parent
document and describes the basis methodology for the Westinghouse

.

equipment qualification-program.

Page 29
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,

,

. 2, WCAP-8587, Supplement 1,. EQDP-ESE-69AL * Equipment Qualif t:st' (Data.

Package" is.a Westinghouse Class 3 (Non Proprietary) report which-
presents a summary of the-Eagle-21 test parameters, perforwance--
specifications,. acceptance criteria, and test results. >

3. ~ WCAP-8687, Supplement 2 E69A " Equipment _ Qualification Test Report," is
'

a Westinghouse Class 2 (Proprietary) report and presents a detailed ;

description of the Eagle-21 test parameters, performance
specifications, acceptance criteria, and test results.

.
.

.

t

r

1

4
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-
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5.0 NOISE, FAULT, SURGE WITHSTAND CAPABILITY, AND RADIO FREQUENCY

INTERFERENCE TESTS

5.1 Test Description

The Noise, Fault, Surge Withstand Capability, and Radio Frequency Interference
(RFI) tests demonstrated that the Eagle-21 process protection equipment is
capable of performing its designated safety-related functions when subjected to
these specified conditions. This testing was accomplished as follows:

,

5.1.1 Noise Tests
.

The Eagle-21 equipment was subjected to four types of noise testing:

4,C

I
i

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed Noise Test Parameters.

.

.

y -P
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a,C _

L

f

_ _ .

5.1,2 Fault Tests
,

The Eagle-21 proccss Equipment was subjected to following fault voltages:
.

a.C
'

-
_

The material in this section has been deleted from thit nonproprietary
document due to its proprietary nature. The material in this section
discussed Fault Test Parameters,

- __.

'

5.1.3 Surge Withstand Capability (SWC) Tests (IEEE Std 472-1974)

The Eagle-21 process equipment was subjected to the following surge signals:

a,c --

The material in this section has been deleted from this nonproprietary
document due to-its proprietary nature.- The material in this section-
discussed Surge Withstand capability Test Parameters.

__.
_._

.

.

. 5 .' 1. 4 Radio. Frequency Interference (RFI) Tests*

.- l

Ja,C

i

:
.

i-
'
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5.2 Test Documentation

The Eagle-21 Noise, Fault, Surge and Radio Frequency Interference (RFI)
-tests and results are documented in WCAP-ll733 (Proprietary) and

WCAP-Il896 (Non Proprietar; .
.

.

..

.

.
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6.0 DESIGN, VERIFICATION ANO VALIDATION PLAN.

'

O.1 Background

.

Westinghouse introduced th'e concept of microprocessor based Protection
Systems in the early 1970'c on the Integrated Protection System (IPS) |
which was part of the RESAR 414 standard plant design. The software
verification program conducted on this prototype is documented in
WCAP-9153 "~14 Integrated Protection Systen Prototype Verification
Program", and WCAP-9739 " Summary of Westingnouse Integrated Protection |

"

ISystem Verification and Validation Program".

Building upon the experience gained in performing software Verification
and Validation on the IPS prototype and implementing the " lessons learned"
from the Nuclear Regulatory Commission (NRC) audit process, a much ,

improved V&V program was defined for the South Texas Qualified Display
-Processing System (QDPS). In July 1987 the NRC issued a favorable Safety
Evaluation Report (NUREG 0781, Supplement No.4) " Safety Evaluation Report
relateo to the operation of South Texas Project Units I and 2.

'

In September of 1986, Tennessee Valley Authority purchased Eagle-21
Protection System Replacement Hardware for Watts Bar Units I and 2. The

Eagle-21 V&V process !$ the same as the one conducted on the South Texas
QDPS, modified only to the extent of refining the process based on
previous experience and resolution of NRC audit comments. .

.

9

1

I
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:

The hkC final audit of the Eagle 21 equipment for Watts Bar was conducted
at the Westinghouse Instrumentation Technology and Training Center in
April, 1989. The NRC Safety Evaluation Report on the Eagle 21 system
utilization for Watts Bar was transmitted June 13, 1989 from Suzanne
Black, Assistant Director for Projects TVA Projects Division, Office of
Nuclear Reactor Regulat'.nn, to Mr. Oliver D. Kingsley, Senior Vice
Pr6sident, Nuclear Powei .nnessee Valley Authority. This report was

svbmitted on Docket Numbe 1 50 390 and 50 391 f6* Watts Bar Units 1 and 2
respectively.

.

The Eagle-21 Design, Verification and Validation Plan is attached as
' " Appendix A* to this report.

6.2 Applicable Standards

The standards which are applicable to the Eagle ?! Design, Verification
and Validation Plan are listed below:

A. IEEE Std. 603 1980

'IEEE STANDARD CRITERIA FOR SAFETY SYSTEMS FOR NUCLEAR POWER

GENERATINGSTAT|0NS'

B REGULATORY GUIDE 1.153, December, 1985

' CRITERIA FOR POWER, INSTRUMENTATION, AND CONTROL PORTIONS OF SAFETY
,

SYSTEMS'

- Regulatory Guide 1.153 endorses the guidance IEEE Std. 603 1980.
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,

i

C. ANSI /IEEE ANS 7 4.3.2 1982 .

!

' APPLICATION ERITERIA FOR PROGRAPMABLE DIGITAL COMPUTER SYSTEMS IN i

'

3AFETY SYSTEMS OF NUCLEAR POWER GENERATINr. STATIONS'

i

ANS!/IEEE ANS 7 4.3.2 1982 expands and amplifies the requirements

IEEE Std. 603 1980.
:

.

D. REGULATORY GUIDE 1.152, November 1985 ;

. ,

' CRITERIA FOR PROGRA M BLE DIGITAL # 4 JTER SYSTEM SOFTWARE IN !

SAFETY RELA'ED SYSTEMS IN. NUCLEAR. PLANTS *

-!

- Regulatory Guide 1.152 endorses the guidance of

ANSI /IEEE ANSI-7 4.3.2
:

|

.

;

*

1. :.

,

|
'

.

I

|
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7.0 COMPLIANCE WITH CRITERIA

7.1 IEEE Std. 279 1971

' Criteria for Protection Systems for Nuclear Power Generating Stations.'

Some of the infomation in this report demonstrates the means with which
the Eagle 21 Process Protection Equipment satisifies the applicable

,

requirements detailed in Section 4 of the above criteria. References are

provided as follows:
,

Reauirement 4.1 " General. Functional Requirement'

This report in general describes the Eagle 21 process equipment and its-

perfcrmance requirements.

Rsguirement 4.2 ' Single failure Criterion"

See Section 2.3.1-

Reouirement 4.4 ' Equipment Qualification'

See Section 4.0-

Recuirement 4.5 ' Channel Integrity'

See Sections 2.3.3, 4.2 and 5.0-
.

Reauireme.D,t._L1 ' Channel Independence".

See Section 2.3.4-

Reauirement 4.7 ' Control and Protection System Interaction *

See Section 2.3.5-

Page 37
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Rgggirement 4.9 ' Capability for Sensor Checks'

See Section 2.3.6-

Reauirement 4.10 ' Capability for Test and Calibration'

See Sections 2.3.6 and 2.3.7

Etouirement 4.11 Channel Bypass or Removal from Operation *
. ,

See Section 2.3.8-

<.

eouirement 4.13 ' Indication of Bypasses'

See Section 2.3.8-

Recuirement 4.14 ' Access to Means for Bypasses *

See Section 2.3.8-

Recuir.cment 4.18 ' Access to Set Point Adjustments, Calibration, snd Test
Points"

See Sections 2.3.7, 2.3.8, and 3.2.7.3-

i

Recuirement 4.21 ' System Repair'

See Section 2.3.10-

.

.
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APPENDIX A

'

EAGLE 21 REPLACEMENT HARDWARE

.

DESIGN, VER!f! CATION AND VALIDATION PLAN

.

.

.
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1.0 D m cc x TICH

1.1 Turpose

'De pnTese of this plan is to pnnide a hipticn of the design,
verificaticn, arti validatien prme ard the general cztyanizatica
of asctivities that are bairg used in these armas en the Eagle-21

1 Pzrr*c= Protection Syste replacement hardsare. The matarial
etntained herein is nr&1ed after the guidaron prtnidad in (a) the
414 Integrated Protecticn Systan Prototype Verification Prtgra:n,
Mdct. was presented to the MC in 1977 as part of the Westirghause
RESAR 414 systan, (b) NGI/IIII-MG-7-4.3.2-1982 ard (c) Przyalatory
Guide 1.152, ard (d) the Design, verification, ard Validstian Plan
inplemented fcr the Scuth Texas Otmiified Display Pr-irg Systms

(QuPG).
-

1.2 System FL'rctict.4

'1he Eagler 21 Prrr=ca Protmetien Systm rep 1-nt harthrare
perfome the follevirg najar fureticns:

1. Pinactor Trip Protmeticn (Channel Trip to VetlJg logic)*

2. Enginnend Safeguard Testures (ISP) Actuaticos.

3. Isolata$ outputs to Cxrstrol Systes, cmtrol Panels, ard Plant
Cxmputers.

,

4. Isolatad outputs to informaticn displays for Post Accident
Manitoring (PAM) iniicaticn.

5. Autanatic survatilmroe 'ns:tirg to verify channel perfete.

1.3 System Arthitmetura

2he Engle-21 System Architecture is shown in Figure 1. 'Dw basic
subsystems are:

1. Incy Pr- subsystem

'!he Incp Preriamm r Subsystan recalves a smihaat of the sw; ss
*' signals, p is com er scru of the protectim algcxritizis, ard

drives the weinta charnal trip (cr partial ergineered
safeguards actuatico) signals. It also drives the requinxi

,

isolated cutpzts.

2. Testar Subsystasi
,

The 7% star S@ system serves as the focal point of the human
intaractirn with the channal met. It pzwides a user-frierdly
interface that permits test perscnnel to cx:nfigure (adjust
metpoints ard tunirg cxrstants), tast, ard maintain the syste.-

Pege 4
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3. IrpfN (I/0)

'Ibe miww--w tased systen interfaces with the field
signals thruxA varieun irgut/cutp2t (1/0) modales. Thnne
sedales F- ->-- hta the plant sigrals ard tmt irp2ts ficn tie
'Dester Subsystan, which perirriiem11y monitors the integrity of
the Ixcp I&m subsystm.

I a.0 mn:RDCES

The folicwing is a list of relevant irdustrial stardards which were
considered in the devalc5mmnt of this plan

,

1. NEI/IIII-ANS-7-4.3.2.-19B2, 'Atplicaticn Criteria for P4wiaucable
i Digital Cucp2 tar Systems in Saiety Syntams of Huclear Ptwer

* Generatirg Stations"

2. 3III Std. 279-1971, "Critaria for Protection Systecn for thrlear
Ptuer Generatirg Staticrs*

, 3. IIII Std. 603-1980, " Criteria far Safety Systa:s for Helear Ptwer
Generatirg Staticrs"

4. WCAP 9153, "414 Integrated Protectico Systm Prototype Verificaticn
F6waam," Westirgfcume Elactric cczp., August 1977.

5. WCAP 9740, "Sunnary of the Westin#cune Integrated Protetion
Systeun Verificaticn ard Validation P6%am,a Westirghause Einctric
Corp. , Segfm**r 1984.

6. Regulatory Guide 1.97, hw. 2, "Irstrumentaticn for
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Ht.r. lear Ptuer Plants"

G. IIEI Std 729-1983, 'Stardani G1cesary of Software Engineering
T40'EiFCloGY"
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15. NIE Special Publicaticn 500-98 (Rwnber 1982), "Plarnity for
softsari validaticn, verificaticn ard 7mstinga

26. IIC SC 4fN'WG-A3 (Jan.ury 1984), ' Draft softsaru fcxr cxmprter in
the safsty syntaan of Nximar io.ar stations"

17. 7mquiaterry oulde 1.152, * criteria for fiug.aable Digital amputer
systman softwazi in safety-Belated systans of Rnlear }wer Plants"

18. Dagulatetry niide 1.153, * Criteria for Power, Instnmentation, ard
Centrol Partiens of Safety Systansa

19. Design, verification ard Validation Plan for the Scuth 7txas
Project - Qaalified Display Prvr=amirq Systeur,. Design.

Specificaticn Rmbe.r 955842, Devisien 3, July 1985. *

3.0 IEFINITIOG

The definiticns in this section establish the meanirg of wonis in the
ocntaxt of tlair use .de) this plan.

CnGU17R 90T1WE PASECDE - The ccmputer pugom, ccuputer data ani,

ca:puter rugam hWaticn hhich c xprises tie emplete
representaticn of the ocmputar software systan at a specific stage of its
develcpment.

tESIGi Pr/IDT - A meetirg or similar cxzzunication process in shich the
reg.tirements, design, code, or vJar pruirts of a davalcpment pvject
aru prweented to a selected iniividaal or grmp of persemal fcir
critirpe.

FUCTIORL 7ESTDC (IT) - Deertise of the furet.ional properties of the
sugam to tia design regairements.

IUCTIQkL 7EST 7ENJJN (TIR) - A rwiew thich is parfanned cm the
ammaritad functional tests that were nn by the r ug - ar cn his code.

D5PEETICH - An evaluaticn technitpa in Wtich softwans reg.tinenents,
design, cxx$e, car other predacts are coasmined bf a persen or grtup other
than the designer to detect faults, differarcas between development
stan1ards, ard other pn:blems.

..

INIERATIcH 72NIS 'Nsts perforand dtrirg the hardwarw-software
integration process prior to =' ws-m systas validatien to verify ,

ocupatibility of the softwars ard the =L wwmasce system hardwars.

HJOULE (M) - %fars to a significant partial functional capability of a
sumug ard consists of more than cne unit. M:xilles are usually
stard-alene ra terms car reutinas dtich may call other Icwar lwel
arMma or units.

IUR }EVIIM - An arvaluation technitpe in Wtich mottware reg 11renants,
design, ccde, cxr other pruiJcts are examined bf pum.s those rank,
zwi,g sibility, experience, and skill are cacparable to that of the
designer.
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McGwi - Totality of softwan in a systm or one irr.kperdent part of
softwan of a distrilutsd systs implacrst.sd by a tarticular CW.

'

SOT 7WJtE IISIQi Sn.w ACAnOf (f:DG) A h="it %51th npresents Um
designer's definition of the way the softwan is designed ard implacentai
to sootmplish the functicral ngairwaants, spe::ifyirg tM expected
perfomarr;e. An SDG can be for a syste, subsysten, =*ste, or unit.

SOMW.FI DC'.'I3DIHDir FDG30E - A tarn of irdivid.nl.a or an iniivh1
assigned to design, devalcp ard drw nt mortwArt.

.

IcnWJE TTST STYI:2TICNnO4 (f7IS) - A hmmt detailirg tre tests to be
perfamad, test envixtroent, acceptanco critaria ard the test
methatblogy. An Arpmvad SDG hwant fams the basis far the SIS..

SOURCC CDCE REVIDi (SCR) * A twisw Which is perfarmed on the mourts
code.

- and isSUmu.PM (SP) - Refen to a major furetiarni subset of a su
mde up of crn or mari meiles. A surprtgru in typically reprw.crfd by
the software executed by a sirgle prrrwwxr.

17IRX7UPAL TETDC (ST) - Ga.pdirisive exercise of the software prtgra:
ccde and its eacycnont icnic stnetures.

utrr (U) 'Ihe smallest. umJ. in the systm software art:hitecture,
consisting of a sensure of rug- statanerf s trat in aggrtgste perforte
an identifiable service.

VAirATIci - The tmst ard evaluation of the integratad cxxputer systm to
ensuru ompliarce with the functicr.a.1, perfarcarce ard interface
rwtdrments

VIKITICNnal 'Ihe ru es of determinirg Wwther or ret the prtxtet of
ea::h Thase of the digital cxmputar syste develc5xnent su.=ss fulfills
all the reqdrumenta i==$ by t2m pnrvicus phase.

VERITIIR(S) - An iniividual or grup cf individaals assigned to review
scurtae otde, generate test plans, perform tests, and h==nt the test
results for a whpM -- E syste. If the activity is extansive, a
chief verifiar will be appoirfd to guide ani lead the Verificaticri ard-

Validation pu = . 1.

- VERITICATICH TIST REPGC (VIR) - A heent ocntainirg the tast results.
In conjurction with the Software 'hnst Specification it aantains erotgh
infamation to mable an ir4=rdent party to npeat the test ard
understan$ it.

4.0 SYSIIM N.YE1 CEMENT

Tw development of the Eagle 2'. Syste, as shown in figare 2, irwolves
thrwe stages
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1. Definitic.n
2. Design ,

3. Iglamentation and 'Itst

A Sriat Menziptian of aem stage is given balcnn-

1) 'ine definitica stage is characterized by the statament of the -
objective to be achieved, the ^Mcm of an initial prtrject plan, ,

-- aM a hi@-Je'el dafinition of the systan. Daring this stage, the'

overall furu. M. requirimments of the~ system are identified. Within
Westin$icune, these requirummits are benu@t 6,.LE in a system
Design Haguirements docLment., .

2) 'the ' design stage is characterized by the Witien of thane systen
Design mms 11ruments into system Design F44'icatiens and Hardware and*

:.

sottuce Design specifications of mafficient detail to enable the .
iglamentatie of the systan. ''the software Design specificaticrs for
che system are than further P into subsystem, mo& ale aM unit

'

,

W ficaticris.
-

.

3) 'the impiarentaticm vid test stage is charentarized by the actzaal '

acmstruction of the hardware, acciing of the warious software entitles,
and tasting. 'the software development tame is responsible for the
writing,:ammanbling, tasting, and ckxman:,1 ting the ocugutar cz:de. As
the software entities are ocupleted, begiming est the unit level, they ,

are fcusally turned over to the verifiere far final 144 n. rwview
and/cr testing as specified in Sectica 5.0.

,

Software development can be viewed as 6 engannon of well-dafined staps
ahMa* to system development. 'Ihe syste Design specificaticm is-i

p used to ganarets software Design specificaticca eich in turn are used
L to devel y high isval language programs. 'these programs are convertad

by a campiler into ammeubly language, _then by the assembler into'

'

anchine cola. -'Ihm linkar cambines grogs of asseibled code with the- *

,

library to pressa relocatable object code for input to the loader. ,

; i leader generates the absolute onde dicit is than burnmi into read
[ r:Jy mummy (EN).

'Ihm uma of a hi@ 1evel language allcan the designar to empress his
ideas in a fcun that is acze natural to hic. 'the computer adjusts to

. __ his language and not he te the language of:the acapater. software
,

I
_

.writban in a high 1sval language is ante readily. reviewed by an |-

independant party eo any not be familiar with the cumputer assably
language instruction set.- Same features of the hi@ 1evel language
aid the develcquent of reliable oeftware. = Ptr esemple, bicck !

-

.

| structuring halps identify and re&acia the raaber of pensible esecastian
paths. i

4 as part of testing, the various harihare ocupments and softance
entities are assembled in a stapwise namer. additional tasting at
each stap to ensures thr,t each + A. parfacas its required
func' Ann enn integrutad with its associated + 4..

'!he final activity associated with the system implementation and tastirg
stage is the testing of the systam. A systa test plan is derived fztzn
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the syste:: tweticrnl reqairemerfs aM sys+m design :;pecificaticos to
ccrdirm that the system eMiibits a Iwel of twetlawlity aM perfomyce
strich enets or *v =ia$s the stated riqairecents. 'ntis firal system test
is referra$ to as the Fa.-tary A:ceptarce Test.

Several design ammarce tactmigaes are utilized thruxj5 cut all stages of
the develcynerr. prt: cess to ensure tMt the hard.are aM software
%wents meet the tagaira:5 specifit:aticrw.

Fornd design reviews are held Win W.stirghause to ensure that the
System Design Specifications meet the SystT. }veticral Begairecents.
The design twiew team crruists of a grtup of krculaipeable
rs.titidisciplineary argineers to emure that all a.'.pects of the design are*

Ivviewed.

D.: ring the implecentaticn and test stage, nece;?.arce tastirg and zwiew'

are otrri.rtad by the designers on the hartkare otrpener.ts, ciru. tit
toartis, ard subsysta:s to ensure they eMiibit a level of funct.icre.11ty
c::nsistant with the Har6are Design Specificaticru aM Software Iksign
Specificaticns.

':he fimi design assurarce technigae utilized is the executien of the
system Tactory Acceptance M to ensare the syste:. perfornirce meets the
systa: furctiend regairecaents ard syste= design specificaticrs.

5.0 .TtSTIni VERInCAUCN

5.1 Intrts:tet.icn

With the application of piupa a.able digital ccevuter syste::s in
safety systems of ruclear power ge.neratirg staticrs, designers are
c611 gated to ce. indeperdent reviev4 of the software au.r-iata$
vith the occputer systme to ensure the furetionality of software to
a level ccrsistent t-ith that h -ibed in the systmo requirecents.

Sectico 5.2 prtvides an overview of the verification philc@*.
Secticn 5.3 describes the verification techniqaes utilized in
perfare.ing the verification prtetss. Sectices 5.4 deu :ribes the
critaria that the verificaticn persenne3 use for deterr.inirg the
level of ve.rification that shculd be a; plied to each software
erf:.ity.

5.2 Verification W i m hy'

.
Figars 2 illtstre Jos the integration of the cystam verificatien and
validaticn yc with the systa: design prtoess. The'

verificaticn prtcesa ney be ciividad into two distiret phases:
verificaticn of design ha'ntaticn, aM verification of software.,

As shcun en figure 2, irdeg Y,ut, verificaticn of design
M~ntaticn is perfor and durirg the design stage. For acceple,
irdependent ve.rification vill occur to ensure that the trarslatlan
frat: the Fun 5ticnal Requir,ecents to the Softwart tesign
Pegairece:fs has been perfccurxi properly aid thccu.ghly.

Fage 9
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Figurs 2 illustratas Where an iridsp.-J A review and signoff vill
be cordxtad cLLring the design proomas. Verificaticri of the design
hearitaticm vill be ocapleted prior to the implementattun ard
tast phase.

nrring the iglamentatice are tast stage, enn the writing, ,

tasting, mamankling, and 4:cumenting anacciated with nach software !
entity (begiming at the unit M) is ausplaced by the design .

team, the sortmars entity is tasally turned cwer to the verifie.r. l-

At this point, an independant review ard/ar tasting of the software
entities is perferans to verify that the functicmality of the
software entities amet the applicable softwurs Design ,

,

specificaticms. After the verifier is satisfied that all
requirements are art, the softhers is configured for use in the >

'
;i final system ard -M=A. systan validatico process. ,

' Die software verifiantion procams begins at the unit softwaru I
'leval, i.e.,the simplest building block in the software. After -

all software units that are utilized in a software module are
verified, the verifier rM to verify that module. Not cnly is
the software modale verified to anst the module software Design
WMication, -but the verifier ensurse that the aw +41sta units
are utilized in ganarating the software mo&21e.

AftarI all software edales reemanary to accxmplish a software
s 4 45.- are verified to meet the applicable Software Design
specifications,~ the variriar rM to verify that me,-.
As in the case of the softwars modale, the verifier not cmly
verifies that the s4, ameta the applicable software Design*

Specificaticms, but also verifies that the wmiata softwszt
modules ware utilized in ganaratirg the s49.- areity. '!his
verification philosophy ensures that the verifiar tests ard/or
zuviews the interfaca between the software unit, mdale and
stiry.- ese_ities.

Depending upan the har$dare implementaticm, the verificaticm
process any utiliza system hare.or, in the verificaticm of the

.

!

- software mdales and autmystans.
|

5.3 Verification 'hchnig.ans .

verificatism taenigans used in software devolesment. fall into two .

basic catagorias: review ard tasting.

5.3.1 AsviaMa
9

'! hare axe three types of reviass used in the verification
of software: Design dccammentation reviews, ccde reviews
ard furetismal tast reviews. -

.
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5.3.1.1 Design W% tion Review

'Jhis activity involves the rmerisen of e design
%=arrt for a subsys+m, acdale, or smit to the
design document of the hr.-it above it to-

ensure that all of the performance reqairunents
stated in the higher level WW are met.

3 5.3.1.2 Source Code Phrview

Scurce ocde twview, as W_ to ocde tastirg,
is a verificaticn methc:d in Wich the softwue.

program is examined v4=m11y. 'Ita creraticn of
the software is tim +rwi and ocznarsi with the

(. expected oparsticn. In effect,'the cperaticn of
the softwam is simulated mentally to crnfirm '

that it antes with the specificaticn.

Semco code ruviews will be used to verify the-

transformation from a nasign Specificaticn into
high level code. HicA level ecde is easy to
read and trderstani, and therefore full
inspection at that. level is feasible.

5.3.1.3 Functional Test Paview

A functicral test review is a review by the
verifier of the W%ticn a-4ated with the
functional tests Wich were perfmw=1 by the
designer. '!his review will provide a high degree
of assurance that the sofw are performs the
functions vifind in the design regairements.

5.3.2 Software 'Desting

Software tests can be divided into two ce.tagories:
struct: ural and furctional.

5.3.2.1 Structurel Testir.g

Structural tastirg, With attanpts to
comprehensively encarcise (via ocmputer anulaticn).

the software program code ard its w-it lcgic
structures, is usually app),iad at the unit
lavel. 'Jha functicmality of the rw is.

verified along with the internal structmu
#414=1 within the program to implement the
recnized e.metion.

' Structural tasting requires that the verifier
inspect the ocde ard understand how it functions
before selecting the test irguts. 'Ihe test
inptJ should be chosen to encarcise all the
possible control paths within the software
w -it. If this is not pmsible, the test
irputs shculd be chtaen to exarcise every
statamerit within the w - d.. For a:ceple, if

-
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a triv M ic function is calculated in several
different ways, depending on the range of the
imut argument, then the test iryuts include-

'tests for the ar1puument in each of these rurges,
as wall as cm the boundaries kebeen rarges. In
partim1~, they amattime the typer limit, the
acuer limit, and at least one irewinta value
within each range.

5.3.2.2 Maictional 7tstirg

In the functional affunach to p1w tasting,
'

the internal structure of the program is ignorud
&rring the test data selection. 'msts are,

*ccrutructed from the functics.Q propezties of the
pengrum Wch arv specifie$ in the Design
specificaticm. Functional t& sting is the methcd
aest fregaently tuned at the modale or subsystem
level. Damples of functional tasting include
randen testirg and special cases by functicas.

Randen tasting is the met' > of applyirg a test
iryut seqJence chosen at rundam. The method can
be used in the folicwing cirumstarces: to
simulate real time events that arv irdend rardz;
to-increase the camfidence level in the
correctness of a very ec@ lex medale; to test a
m2 system or a systan there it la ret necessary -

to tast all the pensible paths; to get a
Santitative amamura cn the accuracy of a rumarie
calculation; or to get a meanz = of the average
time required by name calculation,

spr:ial cases by function can be - frum the
Design specification of the sedule and wi.11
detarmine scne test cases. Par sample, a
subruutine for metrix inversion shculd be tasted
um alacst singular ard ill conditioned
an Subroutines Wch nocept azipasants.

frca a specified range should be tastad with
these argments at the swtrums points of the

*range. - An arithertic package should be tasted'

with variables Wsich have the largest and
smallest unntissa,. laz1past ard mallest +-J.,

,

all seroes, and al.1 enes and negative variables.

5.4 Verificatism Inval

'the choice of par +1m'a verification technigns to be t#414=d on
a systan w-o. is a twiction of the followirg parametars:

A. the safety classification of the system

B. 1he hierazthical level of the software +-t (unit,

module car mm.5.u.,-)
.

Page 12.

. _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ .___ _ ______ _ - _ ___ _ _ _ _ _ _ _ _ _ _ .



..
- _ _ _ - _ _ - _ ._

.

.

5.4.1 safetj classificatim

'the safety classification of an itm is defirsed amordirg,

to IIII-279-1971 and II22 Std 603-1980. In general, the
safety classificatien of the syste establistes the

' verificatAcn regairu:ents for the syste. n m , sirce
all the w- As czrt.ained in the spte cb rot
nm M.y perfom agaal safety functions, a higher er
lower level of verificatico nay be assigned to specific
syste % ta dependirg cm the exact functiens
perfomed. If a diffemnt level of verification is,

assignal to a w &, the intaractions kW: ween that
+ & ard the other occpanents in the syste must be
carstully ccrisitamd and twiewed.,

5.4.2 Riaranhical Inval of Software W iJ
Pcxr software that is aganized in a hierarchical structure,
the intricacies of the actual ecde can rot be easily
grasped at the upper levels. Ptzr all but simple sys*ams it
is prudent to approa::h verification in a swor.sive
manner, trgirnirq at the unit level. It is at the unit
level that the ocde can be nest easily irspected or
wJ.nsively tastad as n= mammary.

As the software is built w into higher level w-cJ-

during the integraticn stage, it W = possible to
&u. kate czr:plete processing functions. '!his process
allcus the validaticn of functieral perfanumee
rapiru:ec1ts. 'Ihus, validation tastirg assumes a
functicnal thace, with the main ecphasis on the irfarsten
between subsystans and their intarfaons.

5.4.3 Justification of Verification Imval

considering the parameters detailed abcue, diffezint
verification methods an requirai for different subsystacs
ard software w -iJ . Table 1 illustratas the levels of
verificatizm. Each level of the table spa.-ifies the type
of testirg or rwiew that will be perfened on the softhsre
% 44 - & vithin that classificatiIn. '2he justificaticn of,

the verificatica levels follOWm.*

5.4.3.1 Safety Anlated Softwarn (Inval 1).

'she softwan a-4= tad with actuaticn ard/or
implanantaticn of reactor trip, arginnend safety
features, ard infcastien displays far manually-

crz1 trolled acticos (as defined by IIII Std.
279-1971 and 2222 Std. 603-1980) must reative the
highest level (lestl 1) of verification
identified. As such, all softe must be

:
*

I,

.

--
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structurally tested to ensure that all lines
indeed meet the intended design specification.
Since the plant operaters rely upon the automatic
actuation of the reactor trips and/or engineered
safeguards actuations, as well as information
displays for manually controlled actions, the
highest level of confidence must be afforded.

5.4.3.2 Hon-Safety Related Software (Level 2) J

The following criteria vill by applied to all
software units. If all of the following ,

conditions are met, the software is level 2; level
1 will be used otherwise.

~

1. FUNCTIONS

a. Does not generate information used during
any operational mode (eg normal, testing, 3
maintenance) by level 1 software
functions.

b. Does not perform tests, the results of
which are used by level 1 software
functions.

2. CONNECTIObS

a. There is no direct path to level 1
software functions via a common bus
structure,

b. There is no direct path do hardware I/O
used by level 1 software functions.

c. Data Link transmission to level 1 software
functions is prevented by hardware design.

.' ORGANIZATION

a. The software design does not permit
writing to areas of RAM memory used by
level 1 software functions.

.

b. The software design does not permit
inhibiting access to memory locations

i Utilized by level 1 software functions. .

Software is not part of, nor can alter,..

the execution path for level 1 software
functions.

NOTE: The above criteria will be re-acolied when
evaluating the impact of future sottware
modifications.-
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5.4.4. 4plicaticm of the verificaticri Matrix and critaria
Utilized fctr Softwars 'Dasting for the Eagle-21 Replacement
Hartbere

'4

5.4.4.1 4 plication of the Verification Imval
, .

'the Eagle-21 Replaoumont systaan can be divided,.

into the groups: 1) that Whi s perfe:ns Safety*

Related functions, has impact on Safety Dalated .'

functicris, and whi& tcuts safety Related
functions and 2) that whid acnitors the sys+m
and provides Non-Safety Related infornation to
the user.

'!he first grap cxz1sists of the following
(Rafersnos Figure 1):

1. All of the loop Prernamer Sutarys+m

2. 'Ihe portion of the 'anstar Subsystem that runs
mzrveillance tasts and therefore, has an
lap on the I/O mWlules

3. 'that portion of the '14srtar Subsystem which
controls ccanunication to the Icep Wamr
for paramurtar gdata. '

4. 'that pcrtien of the PHI cart whid allows the
aparatur to igut new parameters and whis
does the limit checking en those iguts. '

'this grug, 21& asets the critaria far Secticri
5.4.3.1, will be verified at level 1 to give the

i- highest degree of ccritidsrem to this code.

she secuzid grcap ccroists of the following.

(Rafarence Figure 1):' -

r
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1. ' mat pcet.icz) of the hatar subsystmo *dt |
has to dirsct lira to the Icop Prv=w
othar than a twMy detAlirk. 'this
ircludes the softars Wtit updatas the test
panel lights ard cutguts analog trwd points.

2. All of the pec software mespt that listad in
4) above.

'Dtis grtup will be verified at level 2 since it '

asets the c:ritaria of section 5.4.3.2.

6.4.4.2 . Critaria 17414 =4 for Softhere Wsting *

'this critaria vill be awlied to level 1
aoftware units. mater to hble 1. *

Based cui ptwvimas verificatico experience, the
.folicwing critaria vill be used to identify the
tasting zupiruments for r r,.mylax r > -wi ns.
If an of the to11 cuing conditiens als set,
an.*ual stnetur33 tasting vill be performed;
ccagutar enulaticr) vill be used otharvine.

,

1. PWns Unigaeness 'the verifier. must
datamine that the pt.rticular r - in, is
rot unicpe in ad a way that compaar
anulation is mvy.

2. Eth operat.Lzis '(+, , *, /) 'Ihm p - i m.

parfanis math crdy with 1m based variables
ce data constare.a.-

3. Iogical opersticris (True/Falae) 'Ihe
rh uses ordy stardard definiticns for
True and Falear Trwl, Fklae=0

4. Imgical aparaticns -(Masking) 'the r - tm
uses crdy logical operaticns dtim do rot met
ce clear (mask) status or control bits.

5. Italitple Paths 'Ihm rh has crdy one -
direct softwars path. *

L- 6. Procnd2rs Size 'the size of the rh is
less than 20 esecutable lines. Descutable '

line ocunt does rot include mr
. declare, rh ard, and crumurits.

L 7. Interral Premiwas 'the e does rotr'-
inclu$a i h M ru (s).

L
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16.o sYsnN VALIDNTION '

6.1 Validaticm milancgtry

mareas the system verification process verifies the Witicm
. of the system requirement hunarits in the dafinition at:1 design
! stage and also verifies the functicmality of the software entities
j1 (mit, module, and m4, ) begimirg fra the smallest software
., entity and progressing to the program level, the system validation
i proomms is perfamed to dammstrate the system functionality. By

curskacting the system validaticm test, the results dancmetrata that*

,

: the systen design meets the system functional ruryd==rits. Hence,
i any inocmsistancies that occurred the systas development, in
I1 this area, that were mt discovered &ar the various design
! verification activities dimmw=ad in 5.0, would indeed be

'

[ rwiewed, identified, and tracked by the verifiers thraagh
: resoluticm by the design team.
* Pbilcwing acepleticm of the system validaticm test, the user can

indeed have a hi@ degrwe of ecmfidence that the systam functional
; requirements are ast.
.

6.2 Validaticm 'Desting Overview

During verification, a M c + microscopic w di is u+41 W,

; to tharuu@ly and indivMm11y rwiew anyar test each piece of
software within the total syntam. 1his respahus a significant
effort and verifies that each software alament cparatas properly as,

a stars $-alone entity.4

, . validation cumplements tM verification process and ncr: mly
| insures _ that the _ final implemented system antisfies the top-level
| functismal requirements but also that good ervinnering practice was

uti.lized during the design and implementaticm of the systan. *

Folicwing are the majcr 3tiases of validatico:

TW. functismal rucylirencnts testing
_

'.. *

| Pru$ency rwiew of the _ design _and its implementation*

apacific Man 4dechine Interfats (NE) testingl' *

i The sacreoczpic topmscun functional requirements phaea of
validaticm tasting treats the syste as a black bou idtila the_,

prudency twiaw pheme regaires that the internal struc:tarre of the
integrated software /har&dare systamt be analyzed in great detail. >

Due to this &aal approach, validation testing prwides a level of.

thcroupmans and' testing accaarecy tetices is at least agaivalent to -
L that titicit acuzars &aring verificatian and insures detectice of any
L deficiencias that acuarred &aring the design process but not
L,' discovered &aring verification. valimatim tasting is --M.. 1 cm
i the verified software residing within the final target harsare.
p

,

_
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6.2.1 Gesaral Descripticm

'!he Validatim plan definns a arthodology that must be
followed to parface a series of top dcwn functicmpi
requireement based reriews and tests Wtich ocupliment the
bottcar-up aproad t*414=4 charirg the Verificaticn tasting
phase.

!

Feur 1i44 4 types of reviews and/or tests are to be
ceniacted to insure cwor-ell system integrity:

~

1. Functional Requiruments 'msting - this insures that the
design meets the functional requirements.

.
'

2. Abncmmal-mode Tating - this insures that the design
cparatas perparly under atzpremi-sode ocniities.

3. Systaan Prudencry Review /hsting - this ensures that goed
design icw ion was utilized in the design and4

implementaticri of critical armas of the systan. 'Jhe
itans ccwered within this secticn require the -internals
of the systy design and inplementatien to be analyzed in
detail.

4

4. Specific Man-Mactilne Interface tasting - this insures
- that the operstar interface utilized to unMey the.

systain's datah perfoems properly un$ar ncicnal-sode
and atmczczal-mode data-entry sequences. 'Ihis is a
critical area requiring special attenticri due to the
lapact cm the software of the systaer-level infacnntien.

idtich can be acmiiflad via this-interface.

'!he functional recpiruments and almemmale tasting plum
of validation P414= a black-bcoc systmas approach etile the
system Pndancy Review /Desting phase siphasizes the need to
urussrutand the internal cparatiens and interactions within

: the systan.
6.2.2 'D:ip Inval Functicmal Requirements

'the functicnal requirements serve as the basis for
identifying the tests that aust be acrducted during the .

Validation tasting phase.

i_ 6.2.3 Functional Requirements 'hsting .

l

'!he validstien functicnal requirunants tasting phase
consists of the following staps:

3

1. Functicnal requirements Wition

} 'Ihe tcp-level functional recpi A. aust be
-f-- ----- - * into detailed sub-requirements. For each -

i sub-requirement, a test or a series of tests must be
i identified and perfmnari to insure that the specific

sub-recpirunant is satisifiai.'

! Fage 18
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scane sub-requirunents are fairly general so it is
,

izqxatant that the same irdividual-that performs the;.

Wition also prwides the intarprwtatim as to
the type of test Wtich must be executed to insure t!at,

the sub-requirement is ast. ,

2. Validation test rh p=eticm

once the Wition has occurred, the specifics of,

the tast(s) must be defined in test p.----ttral form
such that it (they) can be oczducted rizrirq validation-

testing.. .

1

3. Validatim test anoncuticm (Refer to Section 7.3)

'the detailed tests per the validation test r - itres
must be ccrducted by a validation 'hst Tactnician ard
the results must be zwviewed by the Validaticm 'hert
Engineer.

Each functicnal ser-ir==nt must be uniqpely.
identified. 'Jhe test rh generstad to test each
sub-requirement must be wm Jingly identified for ease

| .of crues-referencing.

6.2.4 Abrermaldicde 'hsting

During this phase of Validaticm the functicmal zw As
are reviewed to define a serias of acremani ocrditions
undershich the system must cgerate properly withcut zusults
in or causing any inadvertant cr detrimental acticms.

'the Validation abncesale tasting phase cumsists of the
following steps:

'

1. Functismal regairments daccapasition

'the top-level functicmal requirements must be zwviewed
to identify detaila$ abncesal-ende cxmditicms. Tne,_

- t type of test that must be conducted to esercise the
. system seder each abncmmal ecde caniiticm sust also be
defined.-

.

2. Validation test wh ganaration

I onca the decxmpositism has cocurred, the rifics of
the tast(s) must be dafined in test wh form
exh that it (they) can be conducted &zring Validaticm
testing.

!-
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3. Validatica test ~*ir=1 (k'.far to Section 7.3)
1

'Iha detailed tests par the test procedzres sa.urt be.
iacruincted by a Validaticui 'hst 'hk.hnician_ ard the i

rem 11ts mast be reviewed by the Validatice ' Dest '

Erugineer.

Each abenctualecda condition must be migaaly identified.
She test re generated to test each sub-rugairement
must be ~w.lingly identified for amaa of
acces-referencing. *

6.2.5 systaa Prudency huview/hstirug -)p
,

Daring this phase of Validaticm, the syste design and j
implementaticm is analyzed and reviewed against the " System
Prudency Checklist". 'Ihm systam aust be evaluated against
this checklist to insure that goed enginaaring praction has '

been followed.

'!he systan Prudency Checklist a& tresses the following critical
design areas: '

,

|. *- Fizzuare program -c

* Data-tamme informaticm starage
.

Witiple-perrammer shared neuncry arttitectures*

* Data-link ariantad syste azdlitectures

-* Diagnostics

* systaa time syi wd stim

Most of these items do not relata directly to a functional
,

regairusent or to a series of functicnal regairements but - '
,

address the le== of ir%.M systaa integrity.
'

7.0 GNEl.MMDfr, VERIFICETIN AND VAI2Dh2'IM GGANI7ATIN
.

Durin!r the system design proones, two independent 1%metiens will be
t*414 M : ens for develcgament, .and cme for verificatism. 'Ihm software

'devalcgument pareannel reonive the systen Design Fif4=ticm, ganareta
the software. Design Fifications, and than' designs, develops, tests, .

and doceertes the ends. The verificaticm pereomal reonive the releasai
T code and its documentation, performs the required reviam and tests as

dictated by the software wrificatism Isval within the verifiantion
Matrix and pensames a verificatism 2Wt Report (V2R).

i '!his type of orgardzation has several advantages. . 'Ihm use of two
independent entities intri:x$ucas diversity to the perrums of soit.are
ganaration and rakaans the probability of undstacted arrure. Another-

benefit is that such a scheme fotons the designer to produce sufficient
and unenbigucais documentatism before verification can take placa.

N ga 20
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Fureticnal irdeperdence is esAW to achieve these goals. In
part.icular,- the two functicns will have separate lead engineers. Note
that the develcp paramnal sutznits the ccde for verification cnly
after the develop tacca has ccnfirmed the code to its satisfactim.
Errors riinW (debsygirg) ch:rirg the develop phue testirg are
tot zwquired to be WW by the veri.ficaticn ergineers.

'Ihe use of the above w tmas &es ret preclude the possibility that,

the develcrer of cne nedale may be the verifier of a different yrrtale, as
1 cry as that perion did ret participate in the design or ccxiirg of the
arr+ ale beirg verified.

.

7.1 DevelcM Activity

I* 'nw rwp,sitien of the develcM tas:n is deperdent upcn the
functicos that are regaired to be perfemvi by the ts.s:n. Typical
tea:n func cicas ircitz$e the folicwirg:

7.1.1 Chief Pt w a= #r

'Ahis is the taa:n softwart ler who is rrwsible for the
software technical matters. 'Ibe etities of the Chief
Fi%a czir ircitde:
a. Software Design Specification

'Ihe chief r, . er has the xesibility for the-

dev=lM of the Software Design Specificaticns, which
are based en the System Design Spa-ification,

b. Arttitecture

G1cbal hinims en the structure of the software,
f =- ---aition and data base are made by the chief
wwa<

C. Ctziirg

newna c:ritical sections of ths r,-- (both in terns of
importan:e and ccuplexity) can be en%4 by the chief
r+M-

,

d. General

i *
'Ibe chiaf r,- supervises the rest of the taa:n in
software to:tnical matters,

t 7.1.2 Fs + - .

It is arHr 4= tad that there vill be acre than one r + ~. er,
ard that at least cne r,w will feden as a back-up
to the chief r+- ei . 'Ihe r + b a.zirs' tasks are to
develcp the ccde for mailles ard/or sub-systecs as dincted

|' by the software Design Specificaticns.

Fege 21

_. _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _



_ __ . _ _ . _ . _ _ _ . . _ _ _ . . _ . _ _ _ _ _ . _. _ __ _ _

, . .

..

|
.

7.2 Verificaticri Activity

'Ihe functions of the verification tsam are as follcws:

7.2.1 Odef Verifier )
i

' man 1* nec is respcrisible for all technical matters. 'Ihe i

&2 ties of the Chiaf Venfier ircitde I

a. Review System Design Requirmants ard Wifications
received from the devalcpannt angineer for cxmpletanass ard -

unambiguity. CIhis rwiew may be parfanami by arcther
spalified individual sto is iry.f.-6. of the design area ,

'hairg rwimwed.) -

ib. 3teview the Software Design Specifications received frcan the
develepannt erginmar fer completanass and unanbiguity.

c. naview varifiar's softwars 'hst 9pecificatins for
ocupletanass.

- d. omreae verification of critical secticris in tre software,

e. aperviae and acosult with the verificaticn team,

f. Review Test Reports

7.2.2 Verifiars

a. Perform scurce code inspections and zwiasw Software Design
F ifim tions,-

b. Writa Softuare 7tust Wif4mtions.

c. Run tests cm) sutprograms, modules ard units. -

d. Writa test zwi.s.
7.2.3 Libcorian Functicm

the Librarian perfcoms the follcuirg &ztlas in the maintanarre -
,

of the verification software Library:

a. Responsible for the mL g. and configuraticm control of '

the m*- mortuare being verified as fol.lcus:

(1) EWtablishes identification of eacts software element,
(i.e. mit, ac&zle, Qw) within the computer
software pamm1bie (css)

Page 22-
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(2) E|nforces w- inns for softwnm ard
h% tics) charges chtring zuverification
effort

'

(3) Maintairs atmfiguration -hul of the
curnnt GB

' b. controls the tranmaittal of coup.ttar sofun to
authorized % ..il only

c. E|nsures no unauthorized &anges occur to the GB,

7.3 Validaticri Functics1
.

The functions of the validates are as follows:

7.3.1 Chief Verifier

a, cocedinata total Validation program

h. Review Validatico tasting results ard write final
rupert

c. Supervias ard ocunsult with the validators

7.3.2 Functional Daglirunants W (optional / Chief
verifiar)

a. Cncutiinate validatirst of a specific area

b. Review functicmal Wition far ocupletanosa and
accuracy (this zuview any be perfw by ancther
gaalified individac1 ide is ir4ad. of the
design area baing ruviewed)

7.3.3. Imad Validater (optional / Chief Verifier)

a. cocedir.uta ValdatJm of a specific area

b. moviw functicmal hition for completeness aM
accuracy (this review may be perfw by anothar.

p1 Hied iniividani the is indepadent of the design
crea being zuviewed)

..

c. Review and ageme test w--W vs functional
requirument test specification to insure test
. rh is adagastag

d. Along with the Librarian, insuru that prtyar verified
code is bairg validated

Page 23
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7.3.4 Validatiert 'hert Engineer

a. Writa validaticri test r - inu
,

b. casee validation testing ard rwiew test resulta

c. Generata validation Trouble Reports

7.3.5 Librarian
,

s. Oxxniinate with the Chief verifierM validator(s)
ard/c:- validatim tast Engineers to . insure that
pixper verified code is being validated. -

b. C2cedinate M--Ntien of Validatico tu:nble
repsrts to the welate design engirmw r.

7.3.6 Validation 'hust 'Dutnician

a. Perfcen Validation taste tTder dizwc: tim c." the
validatim Test Dgineer

b. h W tast resulta

.

G

.

k
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FIGURE 1
DESIGN, VERIFICATIDN, AND VALIDATION PRDCESS
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SOFTWARE VERIFICATION PROCESS

TABLE 1

.

Verification Level

> FORMAL LIBRARY Level 1 Level 2,

- Code Maintenance. x x

- Documentation Maintenance x x
,

- Report (TR & CL) Maintenent.a x x
,

- Verification Results x x,.

- PROM Files (Hex-& Checksum) x x

- Impact Analysis Results x x

- Y1V Tools Documentation x x >

- V&V Procedures Manual x x

> YERIFICATION TESTING
- Documentation Review x x

Scurce Code Review x x-

Unit Testing

Structural (5.4.4.2 Criteria) *

Functional x +

- Trouble Reports x x

- Clarification Reports x x

- Impact Analysis x x

.

&

X Indicates ites will be performed on all aoftware procedures.3

' * Manual Structural Testing will be- performed if til
conditions of the 5.4.4.2 Criteria are satisfied;>

computer emulation will be used otherwise.

+ Review of functional test results performed by designer.
(- Refer to section 5.3.1.3.

.
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