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Document Control Desk
US Nuclear Regulatory Commission
Washington, DC 20555

Attention: Dr. Thomas Murley, Director

APPLICATION FOR WITHHOLDING PROPRIETARY

Subject: “Commonwealth Edison Letter and Application for Withholding Proprietary Information
from Public Disclosure, to the Document Control Desk to the Attention of Dr. T. Murley,
Directior Office of NRC, Washington, D.C."

Dear Dr. Murley:

The proprietar "aformation for which withholding is being requested in the above-referencec letter is
further identified in Affidavit CAW-91.241 signed by the owner of the proprietary information,
Westinghouse Electric Corporation.  The affidavit, which accompanies this letter, sets forth the basis
on which the information may be withheld from public disclosure by the Commission and addresses
with specificity the considerations listed i paragraph (b)4) of 10 CFR Section 2.790 of the
Commission's regulations.

Accordingly, this letter authorizes the utilization of the accompanying Affidavit by Commonwealth
Edison Company .

Correspondence with respect 1o the proprietary aspects of the application for wituholding or the
Westinghouse affidavit should reference this letter, CAW-91-241, and should be addressed 1o the
undersigned.

Very truly yours,

' £<.):{,‘:,'{,,{”,/ ,./A :"f/"' o
'R. P, DiPiazza, Manager
Nuclear Safety Licensing
/eid
Enclosures

¢c: M. P Siemien. Esg.
Office of the General Counsel, NRC
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Copyright Notice

The reports transmitted herewith each bear a Westinghouse copyright notice. The NK‘. is permitted to
make the number of copies of the information contained in these reports which are necvs ary for its
internal use in connection with generic and plant-specific reviews and approvals as v«ell as the issuance,
denial, amendment, transfer, renewal, modification, suspension, revocation, or violation of a license,
permit, order, or regulation subject to the requirements of 10 CFR 2.790 regarding restrictions oq
public disclosure to the extent such inforraation has been identified as proprietary by Westinghouse,
copyright protection not withstanding. With respect to the non-proprietary ve-sions of théde reports,
the NRC is permitted to make the number of copies beyond those necessary fo- its internal use which
are necessary in order to have one copy available for public viewing in the appropriate docxe. files in
the public document room in Washington, DC and in local public document rooms as may be required
by NRC regulations if the number of copies submitted is insufficient for this purpose. The NRC s rot
authorized to make copies for the personal use of members of the public who make use of the NRC
public document rooms. Copies made by the NRC must include the copyrigh: 1otice in all instances
and the proprietary notice if the original was identified as proprietary.
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-2 CAW-91-24]

(1) I am Manager, Nuclear Safety Licensing, in the Nuclear and Advanced Technology Division, of the
Westinghouse Electric Corporation and as such, | have been specifically delegated the function of
reviewing the proprietary information sought to be withheld from public disclosure in connection
with nuclear power plant licensing and rulemaking proceedings, and am authorized to apply for its
withbolding on behalf of the Westinghouse Energy Systems Business Unit.

(2) | am making this Affidavit in conformance with the provisions of 10CFR Section 2.790 of the
Commission’s regulations and in conjunction with the Westinghouse application for withholding

accompanying this Affidavit

(3) I have personal knowledge of the criteria and procedures utilized by the Westinghouse Energy
Systems Business Unit in designating information as a trade secret, privileged or as confidential

commercial or financial information.

(4) Pursuant to the provisions of paragraph (b)(4) of Section 2.790 of the Commission's regulations,
the following is furnished for consideration by the Commission in determining whether the

information sought to be withheld from public disclosure should be withheld.

(i)  The information sought tr be withheld from public disciosure is owned and has been held in
confidence by Westinghouse.

(i)  The information is of a type custorarily held in confidence by Westinghouse and not
customarilv disclosed to the public. Westinghouse has a raiional basis for determining the
types of information customarily held in confidence by it and, in that connection, utilizes a
system to aetermine when and whether to hold certain types or information in confidence.
The application of that system and the substance of that system constitutes Westinghouse

policy and provides the raticnal basis required.

DS BERN21201
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Under that system, information is held in confidence if it falls in one or more of several

types, the release of which might result in the loss of an existing or potential competitive

advantage, as follows:

(a)

(b)

()

(d)

(e)

()

®)

COtMS BERNZIN

The information reveals the distinguishing aspects of a process (or component,
structure, tool, method, etc.) where prevention of its use by any of Westinghouse's
competitors without license from Westinghouse constitutes a competitive economic

advantage over other companies.

It consists of supporting data, including test data, reiative to a process (or component,
structure, tool, method, etc.), the application of which data secures a competitive
economic advantage, e.g., by optimization or irproved marketability.

Its u.se by a competitor would reduce his expenditure of resources or improve his
competitive position in the design, manufac ire, shipment, installation, assurance of

quality, or licensing a similar product.

It reveals cost or price information, production capacities, budget levels, or commercial
strategies of Westinghouse, its customers or suppliers.

It reveals aspects of past, present, or future Westinghouse or customer funded
development plans and programs of potential commercial value to Westinghouse.

It contains patentable ideas, for which patent protection may be desirable.

It is not the property of Westinghouse, but must be treated as proprietary by
Westinghouse according to agreements with the owner,



o
A\
} i v\ }
A {
%
| W ¢ v g
|
A Ik
A
| ' U
y } X
! ’
W {
) A \ '
W¢ !
{
L} 4 L |







LARLE
:

s 4 4L

e p—

B ————————~ e —— A P— LR —— —

- CAW.9]-24]

Further this information has substantial commercial value as follows:

(a) Westinghouse plans to sell the use of similar information to "ts customers for purposes

of meeting NRC requirements for licensing documentatic

(h) Westinghouse can sell support and defense of the technology to its customers in the
licensing process.

Public disclosure of this proprietary information is likely to cause substantial harm to the
competitive position of Westinghouse because it would enhance the ability of competitors to
provide similar test Jocumentation and licensing defense services for commercial power
reactors without commensurate expenses. Also, public disclosure of the information would
enable others to use the information to meet NRC requirements for licensing documentation
without purchasing the right to use the information.

The development of the technology described in part b the information is the result of
applying the results of many years of experience in an intensive Westinghouse effort and the
expenditure of a considerable sum of money.

In order for competitors of Westinghouse to duplicate this information, similar technical
programs would have to be performed and a significant manpower effort, having the
requisite talent and experience, would have to be expended for performing tests.

Further the deponent sayeth not.

COLS BER /121291
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1.0 INTRODUCTION

The majority of nuclear power generation stations presently employ analog
process protection equipment. This equipment was designed in the 1960's and
early 1970’s. As illustrated in Figure 1-1, the analog protection system
receives inputs from sensors, provides information to the operator, performs
calculations on these values, and compares the results to &1lowable limits. If
tie limits are exceeded, a partial reactor trip is generated. External logic
performs a voting algorithm on the partial trips from the four redundant
protection sets, and conditionally generates a reactor trip. A similar path
exists for the generation of engineered safeguard system actuations. These
actuations mitigate the effects of an undesired event. The process protection
system also provides isolated signals for use by non-safety syst¢ns such as the
control system, the plant computer, and portions of the control board.

Westinghouse Process Protection Systems include three cenerations of anclog
electronics: Foxboro H-Line, Westinghouse 7100 Series, and Westinghouse 7300
Series Equinment.

The first generation of analog process protection ¢quipment was Foxboro H-Line
which is described in WCAP 7671 "Topical Report - rrocess Instrumentation for
Westinghouse Nuclear Steam Supply Systems." This equipment was manufactured
for use during the 1965 - 1972 time frame. Twenty-five nuclear generating
stations utilize this equipment.

“he second gener.tion of analog process protection equipment was the
Westinghouse 7100 Ser es, also descrited *n WCAP 7671. This equipment was
manufactured for use during the 1970 - 1973 time frame. Thirteen nuclear
generating stations utilize this equipment.

The third generation of analog process protection equipment was the
Westinghouse 7300 Series, described in WCAP 7913 "Process Instrumentation for
Westinghouse Nuclear Steam Supply Systems (4 Loop Plants Using WCID 7300 Series
Process instrumentation). This equipment was manufactured for use during the
1973 - 1983 time frame. Forty-four nuclear generating stations utilize this

equipment.

Page 1



As a result of tectinological advances, the earlier analog process protactior
systems are rapidly approaching the point of obsolescence Additionally,
utility personnel have identified the following difficulties with the analog
l systems

Time consuming calibration and surveillance test procedures

o >

Extensive maintenance time for troubleshooting and repaiv

Difficulty in maintaining equipnent qualification

™

Difficulty in maintaining adequate spare parts {nventery

~

Lack »f expansion space to install hardware for functional upgrades and
plant improvements

' The Westinghouse Eagle-2] Process Protection System 1s modular microprocessor
based upgrade system for replacing the existing analoy process protection
4 equipment. Features of the Eagle-2]1 equipment include the following:
A. Automatic surveillance testirg to significantly reduce the time
required to perform surveillance tests
B Self calibration to eliminace rack drift and time consuming calibratior
procedures
\
(. Self diagnostics to reduce the time required for troubleshocting
» { Significant expansion capability tc ersily accommodate {unctional
' upgrades and plant improvements
£ Modular design to allow for a phased instaliation into existing process
racks a~d use of existing field terminations
.
i)

~o

Page







Pr ection System are as f1¢ Ow
e Average Temperature and Delta Temperatur
t Pressurizer Pressure
{ Pressurizer Water Leve
{ Steam Flow and Feedwater Flow
£ Reactor Coolant Flow
f furbine Impulse Chamber Pressure
G Steam Pressure
H Containment Pressure
! Reactor Coolant Wide Range Temperature
Reactor ( ant Wide Range Pressur

1 e - d » - ’ Tamr
Yre v ray \\ U .1 ar VC: ¥ S "vc~‘v'
M Steam Generator Narrow Range and Wide Range Wate eve
2.2 INSTALLATION
The Eagle-2] Process Protection Systen S @ modular eiectiror S upgra
, [
for the exi1sting ana. og piant proce protect n equipmant ne taqg
equipment has been designed to fit int x18t1ng process racks and 1t
with other plant system: in a manner identical to the existing analog
equipment The design maintains the existing field terminals to awv¢
cable pulls or splices within the rack The components for each rack

pu 1 - 4 T - . p
nternal rack cabling is pre-fabricate ne subassembiies are testes
cactory mock-up to verify proper fit and operatior Detailed insta
procegure and arawings are provided with eaCh systen
An example of Eagle-2] hardware being in:ta into an existing proces

gepicted in Figure 2-3
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2.3 System Design Features
2.3.1 Single Failure Criterion

The Eagle-21 Process Protection System is designed to provide three or four
instrumentation channels and outputs .o two trip logic trains for each
protective function. These redundant channels and trains are electrically
isolated an? physically separated. Thus, any single failure within a channel
or train will not prevent a required protective system action.

2.3.2 Instrument Power Source

Electrical power for the Eagle-21 Process Protection System instrumentation is
obtained frow four separate instruwent busses that are equal to each other in
reliability and quality of the power available. The arrangement of the four
busses witl respect to the ultimate power source is covered in detail in the
FSAR for each plant. The use and availability of the four busses is important
to the plant instrumentation in the following ways:

A. Each of the four protection sets is assigned to one of the instrument
busses and no other.

B. Instrument channels are arranged so that lcss of any one bus will not
force a trip of the reactor. However, all reactor trip bistables and
most of the safeguards bistables will trip in that protection set.
(e.g. al1 2 out of 3 reactor trip logic will revert fmmediately to a
condition of 1 out of 2 logic.)

C. Loss of any one bus will not put the plant in an unprotected condition.

D. Coincident loss of any two busses will trip the reactor immediately as
a result of the preferred failure mode of the bistables and ° Iitiate
most safeguerds action associated with those protection sets (e.g. two
of the logic inputs for each associated 2 out of 3 or 2 out of 4 logic
will immediately exist as trip signals).

Page 5



2.3.3 Channel Integrity

The Eagle-2]1 Process Protection System has been designed to operate .nd
maintain necessary functional capability under extremes of conditions i&iating
to environment, energy supply, malfunctions and accidents. The environmenia
and energy gu;:p]‘\ extremes th'()d;&"ﬁ'\;'\ which the system will “"‘YI"{”‘ are

detailed in Sections 4.0 and 5.0
2.3.4 Channel Independence

Within the Eagle-2]1 Process Protection System, there are four separate and
{ndependent rack sets. Channels which provide signals for the same protective
functions are each located in different rack sets ensur ng that they will be

independent and physically separated Since all equipment within any rack
associated with a single Protection Channel Set (PCS), there is nc requirement

for separation of wiring and components within the rack
2.3.5 Centrol and Protection System Interactior

The Eagle-2]1 Process Protection System functions completely independent fron
the control systems Its’ operation in protectina the plant from unsafe

conditions is no. affected by any fault or malfunction *n the control systems

The transaission of sijnals from the Eagle-2] Process Protection System to the
control systems is through isolation devices thal are classified as part of the
protection system No credible fault at the output of an isolation device car
prevent the associated Eagle-21 Prctection System channel from meeting the
minimum performance requirements specified in the design Dases Fault testing

"

of the isolation devices is described in more detail in Section 5.0 of .his

-

document.

The same type of electrical isolation is also used to separate from the
fagle-2]1 Protection System, those signals (such as RCS average temperature),
which are required ard used to control actual plant variable.. For this use,
however. consideration must be given to possible protection channel failures

that can both prevent a particular trig signal from that channel and cause the
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control systom to drive the plant toward the unsafe condition for which the
particular trip signal 1s needed. In each case where this 15 possible, eith.-
four protection channels have been provided and 2 out of 4 Togic is used to
ensure the plant remains fully protected even when degraded by a second random
failure, or a diverse means for providing a reactor trip is availaJle.

2.3.6 Automatic Surveillance Testing

The Eajle-2] Process Protection System performs sutomatic surveillance testing
of the digital process protection racks via = portable Man Machine Interface
{MM]) test cart. The MM] test cart is connected to the process rack by
inserting a connector into the process ~ack test panel. Using the MM, the
*Surveillance Test" option is then selected. Following instructions entered
through the MMI, the rack test processor automatically performs the following
operations:

1. Selection of the individual process channel to be tested.

2. Calibration of the test reference signals and verification of the
tester time base.

3. Placement of the individual channel tiip outputs in either "Channe!l
Trip" or "Bypass" (password protected) mole.

A. Bypass Mode -- disables the individual channel bistable trip
circuitry which forces the associated logic input relays to remain

in the non-tripped state until the "bypass" s removed.

B. Channel Trip Mode -- Interrupts the individual channe! bistable
outputs to the logic circuitry to de-energize the associated logic
input relay(s).

4. Activation of the test injection signal.

§. Performance of Analog to Digital (A/D) converter test, and engineering
unit values conversion test.

Page 7






without fnitiating a protective action at the systems level. During such
operation, the process protection syster continues to satisfy single failure
criterion.

1f an Eagle-21 protection channc] has been bypassed for any purpose, a sigral
is provided tc allow this condition to be cortinuously indicated in the control
room.

g 5

The material in this section has been deleted from this nonproprietary l
document due to its proprietary nature. The material in this section
discussed channe) bypass capability,

Additionally, it is not possible to d’.connect the MM] test cart from an
Eagle-2]1 protection rack and leave a channel in “"bypiss” (see Section 3.2.5).

2.3.9 Access to Setpoint Adjustments

The Eagle-21 design has provided for administrative controls and multiple
levels of security for access to setpoint and tuning corstani adjustments. In
order to adjust a setpaint or tuning constant in the Eagle-21 system, an
individua) must have access to the following:

a,¢C

b T
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The material in this section has been deleted from this nonpreprietary
document due to its proprietary nature. The material in this section
discussed access to setpoint adjustments.

2.3.10 Diagnostics

The Eagle-2] Process Protection equipment provides specific diagnostic
information to the user via numerous printed circuit card and test panel status
LEDs, as well as information available through the portable
Man-Machine-Interfar- 'MMI1). This design feature allows for easy recognition,
location, replacen ..., and repair or adjustment of malfunctioning componcnts or
modules.

Page 10



3.0 TECHNICAL DESCRIPTION
3.1 Eagle-21 Architecture

The Eagle-21 Process Protection System replaces existing analog process
protection equipment with multiple microprocessor based subsystems. Typically
for each Eagle-2] protection system, three subsystems are used: a Loop
Processor Subsystem, a Tester Subsystem, and an Input/Output Subsystem (see
Figure 3-1). An overall view of the Eagle-21 architecture is shown on Figure
3-5.

3.1.1 Input/Output (1/0) Subsystem

The input portion of the 1/0 subsystem (see Figure 3-2) consists of customized
Analog Input and Contact Input signal conditioning modules specially designed
for use in Process Protection Systems of nuclear generating stations. These
modules satisfy all of the unique signal conditioning, signal conversion,
isolation, buffering, termination and testability requirements.

The signal conditioning modules are configurable to accept various process
inputs including: 10-50 mA current loop (active or passive), 4-20 mA current
loop (active or passive), 0-10 vdc, RTD's and field contacts. Both the Analog
Input and Contact Input Modules provide signals to the Loop Processor
Subsystem. These modules also interface with the Tester Subsystem for test and
diagnostic purposes.

The output portion of the 1/0 subsystem consists of Analog Output, Contact
Output and Partial Trip Output modules. These modules receive data from the
Loop Processor Subsystem and construct analeg, contact, anc¢ trip logic output
signals. Class 1E isolation is provided for all analog and contact output
signals.

To minimize the total installation effert for the Eagle-21 equipment, the
existing input/output interfaces are fully emulated. In plants with more
advanced control or display equipment, Class 1E isolated data links may be
extended directly to those systems, thereby eliminating the analog hardware at
both ends.

Page 11
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The Test Sequencer Processor (TSP) reads information from the Communication
Controller, Digital 1/0 Module, and the MMl Test Cart. This information allows
the TSP to monitor the overall status of the Eagle-21 protection rack, perform
se’f diagnostics, and initiate surveillance testing. The TSP provides
information to the Communication Controller, Digital 1/0 Module, D/A Converter,
and MM Test Cart. This information provides for status indication and
creation of the Signal Injection and Response (SIR) bus. This bus is
distributed through the signal conditioning modules and allows the Tester
Subsvstem to contro) and test each module.

The Communication Controller receives information from the Loop Processor
Subsystem Compinication Controller. T ‘. nformation is then read by the TSP
which allows it to monitor the status ot .ne LCP. The Tester Subsystem
Communication Controller also provides a serial link to the Test Panel, w* ©
allows for information display and printing when connected to the MMI Tes(
Cart,

The D/A Converter Module receives digital inforration from the TSP and converts
it into high resolution analog signalc that are usad for test injection via the
Signal Injection and Response (SIR) bus.

The Digita) 1/0 module receives information from the TSP and provides signals
to a Contact Output Mocdule that provides contacts for field devices.

3.1.2.1 Man-Machine-Interface (MM])

A portable test cart is connected to t'e Eagle-21 rack mounted test panel to
provide the Man-Machine-Interface (MMI) to the Protection System. The MMI

permits the user to perform the following functions:

( 3
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The material in this section has been deleted from this nonproprietlary
document due to 1ts proprietary nature The material in this sectior

discussed Man-Machine-Interface desigr

L A
3.2 Gtagle-2] HarJdware Descripiion
The Eagle-2] Process Protection System is comprised of a number of hardway
modules and sub-assemblies which sre destribed in this sect)
SR il Analog Input Module
The analog input module provides the interface between process transmitter
RTD’s and the Eagle-21 computer hardware tach analog input module provides
the capability to interface with 2 maximum of four inputs. Analog input
modules are capable of interfacing with both 4-20 wA and 10-50 mA current
leops, 0 to 10 VYDC signals, and four-wire RTD inputs

[

The 4-20 mA and 10-50 mA current lToops are arranged as two-wire current loops
with the transe’ .ter power supplied from the analog input module. Separate

~
|
!

current loop power supplies and separate signal conditioning circuitry are

provided for each transmitter
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The RTD inputs are arranged to accept a four-wire input configuration, The RTD
excitation current source is supplied from the analog input module. Separate
current sources and separate sigual conditioning circuits are provided for each
RTD input.

Included on the analog input module are provisions for automatic testing and
automatic calibration. The automatic testing is accomplished via the Tester
Subsystem. The analog input module communicatec serially with the Test
Sequence Processor (TSP) over the Signal Injection and Respons>» (SIR) Bus.
Test commands are transmitted to the input module which allows a selected
analog input channel to switch from the field sensor to one of the multiple
analog reference signals controlled by the TSP and carried by the SIR Bus.
During survei.l ace test, the test injection signal is varied with respect to
amplitude and frequency to verify proper channel operation.

On-1ine calibration is controlled continuously by the Digital Filter Processor
(DFP) to eliminate potential gain and offset drift in the analog hardware of
the input module and the analog-to-digital (A/D) converter located nn the DFP.
During a calibration cycle, the DFP sends a command to the analog input module
to switch from the field sensor to either the high or low on-board precision
reference. The values that the DFP receives for the calibration references are
used by the Loop Calculation Processor (LCP) to calculate a correction factor
that is applied to the input signal.

Referring to Figure 3-6, the analog input module provides the following
features for each input signal:

T

ey
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The material in this section has been deleted from this nonproprietary
‘ :
document due to 1ts proprietary nature The material in this sectior
discussed Analog Input Module design
3.2.2 Contact input Module
The contact input module provides the interface batween field contact device
and the Eagle-2]1 computer hardware tach contact input moduie is capable of
processing either Tour complementary contact pairs, or eight independent
contacts The output signals from Lhe contact input module are read directly
" by the Loop Calculation Processor through digital [/0 ports
Referring to Figure 3-7, the contact input codule provides the following
features for each contact input
s




The materia)l in this section has been deleted from this nonproprietary

document due to its proprietary nature. The material in this sectior

1 ol ’e 9
Contact Input Module desig

giscussed
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e a,cC

1
The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed Analog Output Module design.

s o

3.2.4 Contact Output Module

The contact output module (Figure 3-9) provides the interface between field
devices operaied by contact logic and the Eagle-2] computer hardware. Each
contact output module is capable of providing up to eight complementary contact
pairs for outnut purposes. The Loop Calculation and Test Sequence Processors
control the relay status/contact logic through Digital 1/0 cards connected to
the IEEE Std. 796 bus.

The contact output module provides the following features for each output:

———— C,C

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed Contact Output Medule design.
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3.2.5 Partial Trip Output Module

The partial trip output module (Figure 3-10) provides the interface between the
fagle-2]1 computer hardware and the trip logic system. Each partial trip modile
is capable of providing up to four channels of logic outputs. The trip output
module converts a signal from the Loop Processor Subsystem Digital Input/Output
module into an On/Off voltage used to drive relays in the trip logic system.
Additional features of the partial trip output module are:

a’c

The material in this section has been deleted from (his nonproprietary
document due to its proprietary nature. The material in this section
discussed Partial Trip Ouiput Module design.
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3.2.6 Microprocessor Card Chassis Modules

3.2.6.1 | Atk
ot
|

The material in this sect’on has been deleted from this nonproprietary
document due to its proprietary nature. The material in Sections 3.2.6.1
through 3.2.6.6 discuss the application of Original Equipment Manufacturer
multibus modules within the microprocessor card chassis.

3.2.6.2 | ja.¢

re— a,C
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a,c

a,c
L
3.2.7 Miscellaneous Hardware
3.2.7.1 Microprocessor Card Chassis
a,c

iy

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed the Microprocessor Card Chassis design.

|
|
i__
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3.2.7.2 DC Power Supply Chassis

4,C

- The materia) in this section has been deleted from this nonproprietary

document due to its proprietary nature. The material in this sect o
discussed the DC Power Supoly Chassis design.

3.2.7.3 Test Panel

..C

The material in thic section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed the Test Panel design.

—
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3.2.7.4 Termination Frame

The Eagle-2] Termination Frames are modular assemblies which accommodate a
single Input/Output printed circuit board. The Terminatinn Frame serves to
stiffen the Input/Output board against seismic input and provides terminals for
power and signal connections. Each Eagle-2]1 process protection rack will
contain sixteen termination frames, insta'led one above the other in a
structure known as the termination framework.

3.2.7.5 Cabinet Cooling Assembly

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed the cabinet cooling assembly design.

r_ l.(__—_“
l1
|
|
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3.3 Software

3.3.1 Software Development

a,cC

The material in this section hes boen deleted from this noaproprietary
document due to its proprietary nature. The miterial in this section
discussed Software Development.
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a,c

3.3.2 Software Implementation

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discu sed Software Implementation.
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0 QUIPMENT QUALIFICATION

4.1 Equipment Qua' fication Background

In November of 1974, the NRC issued Regulatory Guide 1.89, °

p ) | D o 4 1 g
Class 1f Equipment for Nuclear Power Plants® which endorsed 1EEL

"1EEE Standard for Qualifying Class 1E Equipment for Nuclear Power Generati:

Stations™ and in March of 1976 the NRC {1ssued Regulatory Guide 1.100, "Seisn
Qualification of Electrical Equipment for Nuclear Power Plants® which endorse
JEEE Std. 344-1975, "I1EEE Recommended Practices for Seismic Qualification of
Class 1E Equipment for Nuclear Power Generating Stations.”®

Y Westinghouse ecognized that NRC approve! of testing methodology and paramete
prior t performance of the test i € rablie 1 av g retestr iherefore
the nitial strategy with the Ittt Std. 37 1974 Qualification Program was ¢t
,:o: n NE apny v:.‘. DY " ¢ me ementatior 4 o‘\‘ Qualif atior ;,“:‘,a, '
accomplish tt n October 1975, Westinghouse sued WCAP-BORY . Revis
*Methodology for Qualifying nghouse WR[ tplied N Safety-Relate
Electrical Equi nt® and in May ISBO, Westinnt 1. ssued WCAP-G714
*"Methodology for the Seisnm Qualification of Westinghouse WRU Supp!ie
Equipment.® Meetings were held with the NRC staff t yss qualificat
methods Based on this interaction and state-of-art method gy, rev
were made to WLAP-BSE As a result WLAP-BSE Revis n & ar WCAP §714 were
aCCepled by the NE staftt 1n & etter fTr: o \’,‘yl"(' Chief
Standardization and Speciagl Pr Division of Licensin to £. ¥

4.2 Equipment Qualification Program Descriptior

{m

Equipment Qualification Program demonstrated that the Eagle

v
4
¢
—
~
r
P
-
o
.
ey
~
D
©
N
e

is capable of performing i1ts de.ignated safety related
$ under all specified environmental and seismic conditions This

accomplished by testing as follows

Yage 28




4.2.1 Environmental Testing (IEEE Std. 323-1974)

The Eagle-21 equipnent was tested under both “"normal® and *abnormal®
environmental conditions.

&,C

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this sect on
discussed Environmental Test Parameters.

L —

4.2.2 Seismic Testing (IEEE Std. 344-197%5)

The Eagle-2! equipment was subjected to multi-axis, multi-frequenty inputs in
accordance with Regulatory Guide 1.100. The eguipment was subjected to both
Operation Basis Earthquake (OBE) and Safe Shutdown Earthquake (SSE) events.

4.3 Eguipment Qualification Documentation

The overall equipment qualification documentation plan consists of three sets
of documents:

1. WCAP-B587 “"Methodology for Qualifying Westinghouse WRD Supplied NSSS
Safety Related Electrical Equipment® which is a Westinghouse Class 3
(Non-Proprietary) report and represents the generic program parent
document and describes the basis methodology for the Westinghouse
equipment qualification program.

Page 29



WCAP-8587, Supplement 1, EQDP-ESE-89A “Equipment Qualificayv 0 Data
Package® 1s a Westinghouse Class 3 (Non-Proprietery) report which
presents a summary of the Eagle-21 test parameters, performance
specifications, acceptance criteria, and test results,

WCAP-8687, Supplement 2-E69A “Equipment Qualification Test Report,” is
a Westinghouse Class 2 (Proprietary) report and presents a detailed
description of the Eagle-2) test parameters, performance
specifications, acceptance criteria, and test results.
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5.0 NOISE, FAULY, SURGE WITHSTAND CAPABILITY, AND RADIO FREQUENCY
INTERFERENCE TESTS

5.1 Test Description
The Noise, Fault, Surge Withstand Capability, and Radic Frequency Interference

(RF1) tests demonstrated that the Eagle-2]1 process protection equipment is
capable of performing its designated safety-related functions when subjected to

i e —————— S ——— T et SSRSR—

these specified conditions. This testing was accomplished as follows:

§.1.1 Noise Tests

The Eagle-21 equipment was subjected to four types of noise testing:

The materia) in this section has been deleted from this nonproprietary

document due to its proprietary nature.

discussed Noise Test Parameters.
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5.1.2 Fault Tests

The Eagle-21 process Equipment was subjected to following fault voltages:

The material in this section has been deleted from thir nonproprietary
document due to its proprietary nature. The material in this section
discussed Fault Test Parameters.

5.1.3 Surge Withstand Capability (SWC) Tests (IEEE Std 472-1974)

The Eagle-21 process equipment was subjected to the following surge signals:

@,

The material in this section has been deleted from this nonproprietary
document due to its proprietary nature. The material in this section
discussed Surge Withstand Capability Test Parameters.

§.1.4 Radio Frequency Interference (RFI) Tests

]l.C
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5.2 Test Documentation

The Eagle-2) Noise, Fault, Surge and Radio Frequency Interference (RFI)
tests and results are documented in WCAP-11733 (Proprietary) and
WCAP-11896 (Non-Proprieta
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6.0 DESIGN, VERIFICATION ANO VALIDATION PLAN

6.1 Background

Westinghouse introduced the concept of microprocessor based Proteciion
Systems in the early 1970’z on the Integrated Protection System (IPS)
which was part of the RESAR 414 standard plant design. The software
verification program conducted on this prototype is documented in
WCAP-9153 " .i4 Integrated Protection Systex Prototype Verification
Program®, and WCAP-9739 *Summary of Westinghouse Integrated Protection
System Verification and Validation Program®.

Building upon the experience gained in performing software Verification
and Validation on the IPS prototype and implementing the "lessons learned"
from the Nuclear Regulatory Commission (NRC) audit process, a much
improved V&V program was defined for the South Texas Qualified Display
Processing System (QOPS). In July 1987 the NRC issued a favorable Safety
Evalvation Report (MUREG 0781, Supplement No.4) "Safety Evaluation Repert
relatec to the operation of South “exas Project Units 1 and 2.

In September of 1986, Tennessee Valley Authority purchased Eagle-21
Protection System Replacement Hardware for Watts Bar Units 1 and 2. The
Eagle-21 VAV process ‘¢ the same as the one conducted on the South Texas
QOPS, modified only to the extent of refining the process based on
previous experience and resolution of NRC audit comments.

Page 34



The KKC fina) audit of the Egle-2] equipment for Watts Jar was conducted
at the Westinghouse Instrumentation Technology and Training Center in
April, 1989. The NRC Safety Evaluation Report on the Eagle 2] system
utilization for Watts Bar was transmitted June 13, 1989 from Suzanne
Black, Assistant Director for Projects, TVA Projects Division, Office of
Nuclear Reactor Regulat.nn, to Mr. Oliver D, Kingsley, Senfor Vice
President, Nuclear Powe: . anessee Valley Authority. This report was
sybmittea on Docket Numbe, 50-390 and 50-39]1 fo- Watts Bar Units 1 and 2
respectively.

The Eagle-2) Design, Verification and Yalidation Plan {s attached as
*Appendix A* to this repoit.
6.2 Applicable Standards

The standards which are applicable to the Eagle-?] Design, Verification
and Validation Plan are listed below:

A. TEEE Std. 603-1980
*JEEE STANDARD CRITERIA FOR SAFETY SYSTEMS FOR NUCLEAR POWER
GENERATING STAT|ONS®

B  REGULATORY GUIDE 1.153, December, 198%

*CRITERIA FOR POWER, INSTRUMENTATION, AND CONTROL PORTIONS OF SAFETY
SYSTEMS*®

- Regulatory Guide 1.153 endorses the guidance IEEE Std. 603-1980.
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ANSI/TEEE-ANS-7-4.3.2 1982

*APPLICATION CRITERIA FOR PROGRANMABLE DIGITAL COMPUTER SYSTEMS IN
SAFETY SYSTEMS OF NUCLEAR POKIR GENERATINA STATIONS®

« ANSI/IEEE-ANS-7-4.2.2 1982 expands and amplifies the requirements
JEEE Std. 603-1980.
REGULATORY GUIDE 1.152, November 1985

*CRITERIA FOR PROGRAMMABLE DIGITAL . 4+JTER SYSTEM SOFTWARE IN
SAFETY-RELZTED SYSTEMS IN.NUCLEAR, PLANTS®

- Regulatory Guide 1.152 endorses the guidance of
ANSI/1EEE-ANS]-7-4.3.2
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COMPLIANCE WITH CRITER]A

| i) v Q
4 *Criteris faor Protection Syiten for K eat Power Generating Ctat 'y
Some of the informal n in this report demonsirate the méans with wt )
l 1ht ‘4’ (B Proces Protect n ta ;.Mrt sat fies the ADg able
l requirements detatled in Se n & of the above criteria References are
" prov ¢ é ¥ | Ow
A
‘ ".1 ":“ ] B 4 . ene ] ‘«,' 1 ni ‘, rement
- " report n genera [ ribs the t4 ¢ ) ¢ eq pment ar
;,-' rmar f n“ v\,.n,'t’
"‘”. rement 4 Z *Cinale Fa " riter
(3 ect n &
7‘-‘ ren 4 ‘ d L .("" $ i3 4 ’_" »
'.',‘ 4 ~r “ ¢
Reguirement 4.5 “Channel Integrity’
See Sections 2.3 4.2 and 5.
Re rement 4.6 *Channe Independence”
¥
. See Section 2.3.4
~
) Requirement 4.7 “Control and Protection System Interaction® ‘




Regu'rement 4.9 “Capability for Sensor Checks®

~  See Section 2.3.6
feguirement 4.10 “Capability for Test and Calibration®
See Sections 2.3.6 snd 2.3.7
Requirement 4.1l Channel Bypass or Removal from Operation®
«  See Section 2.3.8

eguirement 4.13 “Indication of Bypasses®
«  See Section 2.3.8
Requirement 4,14 “Access to Means for Bypasses®
« See Section 2.3.8

Reauirement 4. 18 ‘Access to Set Point Adjustments, Calibration, and Test
Points®

« See Sections 2.3.7, 2.3.8, and 3.2.7.3

Reguirement 4.2]1 ‘System Repair®

See Section 2.3.10
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APPENDIX A

EAGLE 21 REPLACEMENT HARDWARE

DESIGN, VERIFICATION AND VALIDATION PLAN
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3.

The papose of this plan s to provide a description of the desiy
verification, ard validation prooess and the general crgardzatic
of activities that are aing usad in these areas on the Eagle-2)
Prooess Protection Systen replacemert hardware. The matarial
contained herein is modeled after the guidarce provided in (a) the
414 Dtegratead Protection Systen Prototype Verificestion Program
whick, vas preserntad to the NRC in 1977 as part of the Westirnghouse
RESAR 414 systam, (b) NE1/IEEE-ANS-7+4.3.2-19682 and (C) Regpulatory
Guide 1.152, ard (d) the Design, Verification, and Validation Plar
fmplemertad for the South Texas Qualified Display Processing Systen
(QEWS) .

B wtan Puretice

The Fagle~2] Provess MMotaction Systen replacessrt hardware
perforue the following major functions

1. Reactor Trip Protaction (Charmel Trip to Votimg logic
2. Engirmered Safeguard Features (EST) Actuations.

3. Isclatad Outpurts to Control Systems, Control Panels, and Plamt
Qxpurters.

4. Isclatad Outputs to infamtion displays for Fost Accident
Menitoring (FAM) indicadon,

5. Artamtic Suwvelllance Testing to verify chamel perfoarmarce
Systan Architacture

The Engle-2] Systan Architacture is shown in Figure 1. The basic
subeystens are:

1. Loop Processcy Subsywtan

The Locp Procmsecr Bubeystar receives a8 subset of the porooess
sigrals, performs o or mooe of the protection algorities, anxd
drives the sppropriste charrel trip (or partial enginsered
safeguards actuation) signals. It also drives the reguired
isolated outpnts.

2. Twster Bbwywtan

T™he Twstar Skwysten serves as the fooal poimt of the Muman
interaction with the charrel set, It provides s user-frierdly
interface that pernits test persomel to configure (adjust
setpolimts ard tuning constats), tast, ard maimtain the systen




3. Irpat/Outpat (1/0)

The nicroprooesscr based systen Uterfaces with the leld
signals through various Uput/ostput (1/0) sodules. These
nodules accomnedate the plamt signals and test Lrputs froe Ue
Testar Subsystan, which pericdically monitors the Umagrity of
the Loop Proossscr Subeywten,

REFERENCES

The following is & list of relevart nmdustrial stardards which were
cons idered An the developmert of this plan:

%
.

AELT/IEEE-~ANS~T7=4,3.2.-1982, "Nplication Criteria for Programmab)
Digital Computar Sywtens in Safety Systans of Nuclear Power
Generating Staticors”

IEEY Std. 279-197), "Qriteria for Protection Systems for Nuclear
Power Gererating Statiors®

IEEE Std. 603-1980, "Criteris fur Safety Systans for Nuclear Powe:
Gerweratirng Staticors"

WCAP 9153, "414 Imaegratad Protaction Systen Prototype Verificatior
Program, * Westinghouse Electric Coorp., August 1877,

WOAP $740, "Summary of the Westinghouse Integrated Protecticr
Systen Verification ard Validation Progran, * Westinghouse Electric
Qrp., Septamter 1984.

Regulatory Guide 1.97, Rev. 2, "Instrumestation for
Ligt-Water-Conled Nuclear Power Plarmts to Assess Plamt ard
Erwviros Codlitios Doring and Following an Accidert " Deomber
1980

ANST/ASME NA-1-1983, "Quality Assowrnce Progran Reguiremerts for
Nuclear PFower Plarmts"

IEEE Std 729-198), "Stardard Glossary of Software Englreering
Terminology*

IEEE 5td 730-188), "Stardard for Software Quality Assurance Plars"

IEEE Std 828-198), "Standard for Software Configuration Mansogessert
Plars*

IEXF Std 829-1983, "Starmdard for Software Test Dooumertation®
IEXE 8td 830-1584, "“Guide to Software Reguirements Specificstions”

NES Spacial Publicstion 500-75 (Pebmuary 1981), "Validation,
Verification and Testing of Computer Software”

NES Special Rublication 500-9) (September 1982), "Software
Validation, Verifiation, Testing Technigue ard Tool Reference
Guide"

Page 5




15. NEBS Special Publicstion 50098 (Noveber 1982), "Plaming fou
Software Validation, Verification and Twetirg®

16. IFC SC 45\AG-AD (Jamaary 1984), "Draft: Software for computer in
the Safety Systen of Nuclear rowver Statiors®

17. Regulstory Guide 1.152, "Criteris for Progremmable Digital Comparter
Systen Software in Salety-Felated Systems of Nuclear Fower Plamts"

18. Regulatory Guide 1,153, "Criteris for Fower, Instrumertation, ad
Cortrol Fortiors of Safety Sywtam"

19. Design, Verification and Validation Plan for the South Texas
Project ~ Qualified Display Prooessing Systen. Design
Bpecification Number 955842, Revision 3, July 1985,

3.0 DEFINITIONS

The definitions in this saction establish the msaning of words in the
cortaxt of thalir use ‘n this plan,

COMFUTER SOFTWARE BASTIINE ~ The computer progran, computer data ard
coputer progran dooumerrtation which oagrises the ooplete
represatation of the computer softvare systen st a specific stage of its
dervel cpmermt

DESIGN REVIEW = A maeting or sinllar comanication prooess in vhich the
reguirenents, design, oode, or other products of a developmert project
are preserrtad to & selectad irdividial or groap of persavel for
critigue.

FUNCTIONAL TESTING (FT) - Barcise of the fuctiora)l properties of the
progran to the design reguiresrts.

L FUNCTIONAL TEST REN.EW (FIR) = A review which is performed on the
' documertad functional tests that were N by the programmer on his code

DSPECTION = An evaluation tacthinigue in which software reguirements,
design, oode, or other products are eamined by & person or group other
than the desigrer to detect faults, differerces between development
standards, ard othar peoblens.

INTEGRATION TESTS «~ Twsts parfarssd doing the hardere-software

intagration prooess prior to mlicroproossacr systes validation to verify
ampatibility of the softvare and the microproovsscr systas hardeare.

MOOULE (M) = Sefers to a significant partial functioral capability of a
siprugras and coneists of sore than o unit., Modules are usually
stand-alone pruosdoes or routines Which mey cal’l other lower level
mocdules or units,

PEER REVIEW = An svaluation tectnigoe (n which software regulresents,
design, code, or other profucts are exanined by persons whose rank,
resporeibility, egerisence, ard sxill are axparable to that of the

des Lgner, b &




PROGEAM = Total ity of sofbware in & systan or ore Lndepencert part of
software of a distribnted systen lnplemeriad by 8 partioular CON

L} SOFTWARE DESIGN SPECIFICATION (SDF A documertt Which regreserts U
designer's definition of the vay the softvare 1s desigrmd and Lnp) emer e
to scooplish the functional reguiresents, specifylng the exgpectied
parformarye An SIE can be for a systen, sibeysten, mochlile, or unit

SOV RE DEVELOMMENT FERSONEL - A texn of Lrdividaals or an Ldlividua
assigred to design, develop ard dooumert software

SOFTWARE TEST EFECIFIOIION (STS5) = A dooumert detalling T e tests 1O Ix
performed, test erwviromet, acosptarce aritaria and the test
pethodc . ogy. AN Nyooved SDE docasnert forms the basis for the STY

SOCE OQXE REVIEN (SCR) » A reviaw Wihich is perforoed on the souroe
code

SUBFROGRAM (SP) = Refers to a mior funct iomal siset of & poogran and
l made W of one or more podules. A siprugran s typically representac
the softvare sxacurtad by a slrgle prooesso

STRUCTURAL TESTING (S7) =~ Qupueharsive ercise of the software progran
codde andd 1's ooporuet logic structures

WNIT (U) =~ The moallest coxporwrt in the systan softWare Archltacture
corgisting of a seguence Cf progran stataments that An aggregate pert
ar Jdemtifiable sarvice

VALIDATION « The test ard evaluation of the magratad conputar gystenm o
ensure oonpl larce with the functioral , performance ard Anterface
recpliremnerts

VERIFIQTION - The prooess of deternining whether or not the product of
sach phase of the digital coaputer systan dsvelopment process fulflills
all the reguirwmerts loposed by the previoms phase

VERIFIER(S) =~ A Lrdividal or grop of ndividials assigmed to revies
sooce oode, generate tast plars, pearfors teste, and Socumert the Lest
resullts for a picroprocsmescr systan, If the ativity is eotensive, a
chief verifier will be mpolinted to guide and lead the Verification ard
Validation perscrel .

VEITIGATION TEST REFCORT (VIR) « A doamemt comtaining the test results
In comjunction with the Softwars Test Specificstion it comtalrs enoug
information to emable an indeperdert party to repsat the tast and
wxkerstand it.

SYSTEM DEVELOPMENT

1% develoament of the Eagle 2. Sywtam, a8 shown in Figure 2, Jnvoives
thuee stajes
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A brief fescription of each stage is given below:

Defini*tic .
Des ign
Imp) eerrtation and Test

1) Goe definition stage is characterized by the statssent of the

.
8
:

abjective to be achieved, the cowtruction of an initia. project plan,
and a high-)ewl definition of the systen. During tris stage, the
overall fuvaomal reguiresents of the systen are {detifiad. Within
Westinghouse, these rejuiremets are brought together in a Systen
Design Meguirements documertt .

2) The design stage is characterized by the deconposition of these Systen

Design Requirements imo Systen Des!gn Specificatiors and Hardware and
Sortware Design Specificatiors of sufficient detail to enable the

implemertation of the systex. The Software Design Specifications for
the systam are then further decposed o abeysten, modle and unit
specifications.

3) The implerertation wid test stage is chararterized by the actual

carstruction of the hardware, coding of the .arious softwaie emities,

and The softwvare development tean is responsible for the
writing, assadling, testing, and docum ttirg the camparter code. As
the softvare ertities are conpleted, 3t the unit level, they

to develop high level pograms. These programs are converted
by a campller imto assenbly language, then by the assembler imo
achine ¢i2. The linker combines grogps of assanbled code with the

{iatel with the systen irplemertation and testing
the testing of the systan. A system test plan is derived from
Pacre



5.0

the syster frctional requiremerts and systen design specifications to
coru ire that the systen exhibits a level of functionality and performarce
Which meets or eceads the stated regquiremerts. This final systlec test
is referved to as the Pectary \ooeptance Test.

Several design assurance tachnigues are vtiiized throughout all stages of
the develomert prucess to ersue that the hardvare and software

copporerts meet the Teguired specifications.

Formal design reviews are held v {n Westinghouse to ensure that the
Syster Design Specifications meet the §)s ' ® Furtional Requiremerms.
T™he design reviev tean consists of 8 grup of knowledgeable

mutidiscipl insary engineers to ersaoe that all avcects of the design are
reviessd,

Durirg the i{mplemermtation and test stage, acceptance tasting and review
are conductad by the designers an the hardvare compone %, cirouit
boards, ad sbs stens to ensure they ediibit a level of Arctionelity
consistem with the Hardvare Design Specifications and Software Design
Specifications.

The final design assoance tachnigue uvtilized is the exmartion of the
&ystex Factory Acceptance Test to ensure the systen performance meets the
myster foctional rec lreners axd systen design specifications.

SYSTEM VERIFIQATION
$.1 Traoduction

With the arplication of programable digital corpurter systems in
safety systams of nuclear power generating stations, designers are
avlizatad to condduct fndeperdet review. of the software associa’ad
with the cooputer systen to enswve the fnctionality of software to
8 level corsistent vith that describad in the s)yster requirenments.

Section 5.2 provides an overview of the verification philouophy.
Section 5.3 describes the verification tachnigques utilized in
erforning the verification process. Secticr 5.4 denTibes the
criteria that the verifiation peraame] use for determining the
level of verification that shauld be applied to each software

erity.
5.2 Verification Philomcchy

Figoe 2 {llustre s the {tagration of the systan verification ad
validetion process vith the syster design prooess. The
verification process mey be divided {mo two distinct phases:
verificetion of design documentation, and verification of software.

As showr on figue 2, indeperdent verification of design
doomertation is performed Auring the design stage. For earple,
irdeperdent verification will ccour to ensure that the trarslation
froo the Furtional Reguirererms to the Software Ussign
Requirenerts has been perfcowed properly and tharoughly.

Page §



5.3

Figure 2 {llustrates vhere an independet review and signoff will
be corducted during the design process, Verification of the design
documertation wvill be campletad pricr to the implemertation and

test phase.

During the {mplemertation and tast stage, when the writing,
testing, sssembling, and documerting assccistad with each software
atity (begiming at the unit “wal) is coplecad by the design
taxn, the softvare entity is ¢ wmally tumed over to the verifier,
At this polmt, an indeperdent review and/.r testing of the softiare
ertities i{s performed to verify that the functiorality of the
software ertities maet the applicable Software Dasign
Spec. fications. After the verifier is satis®ied that all

are met, the softvare s configured for use in the

regquirenents
final systen &Y slbseguent systen validation proocess.

The software verification process beglrs at the unit softvare
level, {.¢. ,the simplest bullding block in the software. After
all software units that are vtilized in a softvare modlle are
verified, the verifier proceads to verify that modlle. Not anly is
the software module verified to meet the zodille Software Design
Specification, hnt the verifier ensures that the appropriate units
are vtilized in gerersting the software medile.

After all softvare modules necessary to acocorplish a software
siprorar are verified to meet the applicable Software Design
Specificatiors, the veririer prooeeds to verify that subprogram.
As in the case of the scftware rodlle, the verifier not only
verifies that the sprograr peets the applicable Software Design
Specifications, bt alse verifies that the appropriate softwere
modiles were vtilized in gemerating the sigrogran emtity. This
verification philoscply ensures that the verifier tests and /or
reviess the lmerface betveen the software unit, modtule and
subprograr erities.

Deperdling uypon the hardware Uplesetation, the verification
process may wtilize syster hardemre in the verification of the
software modules and subsystens .

Verification Technigues
Verification tactnigues used (n softwere develoggomet fall imo two
basic categaiss: review and tasting.
5.3.1 Revies
There are three types of reviews used in the verification

of softvare: Design dooumertation reviess, oode rew lsws
ard functional test reviews.

Poge 10



$.3.1.1 Desig Documentation Review

This activity Lwvelves the coeparison of ¢ desigr
documant for a subsysten, module, or unit to the
design dooument of the component above it to
ensure that all of the performance reguirements
statad in the higher level documert are met.

$.3.1.2 Soauve Code Review

Sarve code review, as opposed to code testing,
is a verification method in which the soffwnre
progren is eamined visually., Tre cperation of
the software is deduced and Camared with the
opectad cperstion. In eifect, the cperation of
the softwary. is simillated mertally to confirm
that it s cees with the specification.

Source code reviews will be used to verify the
transformation froe a Nesign Specification imto
high level code. KHigh level code is sasy to
read ard wderstard, and therefare full
irspection at that level is feasible.

«3.1.3 Puctional Test Review

o

A functional test revier is a review by the
verifier of the docuermtation associated with the
functional tests Which were performed by the
designer. This review will provide a high degree
of assurance that the softeare performs the
fuxtios specifisd in the design reguirements.

$.3.2 Software Testing

Software tests can be divided into two crtegories:
structinel and functional.

$.3.2.1 Strwetural Testiry

Structiral tasting, which attempts to
cxprehensively oercise (via compurter emulation)
the scftwere progran code and its coponert logic
structures, is usually applied at the unit
level. The furctionality of the program is
varifisd alorg with the imtermal structure
wtilized within the progran to implemsrt the
reguired function.
Structical testing requires that the verifier
irspact the code and understand how it functions
bafore selecting the tast irputs. The tast
irputs should be chosen to eercise all ©
possible contyol paths within the softvare
caxponert. If this is not possidle, the test
irputs should be choaen to ®aErcise every
gtatapert within the component. For ecople, if
Fage 11




5.4

$.3.2.2

as well as on the bardaries betvesn ranges. Ln

cular, they exercise the yyper linit, the
wuldt,uﬂnt least ore frmermediate value
within each rarge.

Puctional Twsting

In the fuctional agproach to jrogran testing,
the imtarmal structure of the progran is ignored
Aring the tast data selection. Tests are
anstructad from the functic, 1 properties of the
progran Which are specified in the Design
Specification. Punctional testing is the method
st freguertly used ot the modle or subsysten
level. Barples of furxtional testing include
rankn testing and special oases by function.

Rardon testing s the met J of applying & test
irput seguence chosen at ndem. The method can
be used in the following ciraumstances: to
similate real time everrts that are irdeed randcr:
to increase the confiderce level in the
crTectness of a very coplex madule; to tast a
Bleysten or & systen where (t s not necessary
to tast all the possidble paths; to get a
guantitative ssasoe an the acoracy of a numeric
caloulation; crt.owtannunc!t.hemqe

- mmmmm
from & specifiad range shauld be tested with
these at the extreme points of the

The choice of partiodlar verification technigues to be vtilized on
& Fysten coxparwett 48 & fuarction of the following parumeterw:

The safety classifioation of the systen

The hierarchical level of the software comporert (unit,
dule or slyrugren)

Pege 12



5.4.1 Bafet Class{fication

to IEEE-279-197] ard IEXE Std 60)-1980. 1In general, the
safety classification of the systen estad)ishes the
verification requiremerts for the systen, However, sinoe
all the copponerts comtalined in the systes do not
necessarily perfore equal safety functions, & higher or
lover level of verification may be assigred to specific
nFlen cooponents deperding on the exact furctions
performed. If a differwrt level of verification is

u assigned to & cooponertt, the Urteractions between that
corponet wd the other cooponerts in the systen must be
carefully corsidered and reviesed,

l g The safety classification of an iten is defired according

5.4.2 Herarchiosl Level of Goftware Qoxponertts

For softwvare that (s armanized in 8 hierarchical structure
l the imricacies of the actual code can not be easily
grasped st the wper levels. FPor all bt simple systens it
is prudent to approach verification in 8 progressive
paTer, boginning at the unit level. It is at the unit
level that the code can be st easily inspected or
cogreensively testad as necessary.

As the softvare (s bullt Wp Lmto higher level ccoponerts
auing the hn-qnt.im stage, it becomes possible to

" derorstrate corplete processing functiors. This process
allows the validation of frctional performarce
repiiresrts. Thus, validation testing assumes a
functioral theme, with the malin eephasis on the {meractior
betweer subsysteams and thelr imerfacms.

4.3 Justificetion of Verification lLevw)

(L

Coreidering the parmmeters detalled above, differert
verification methods are required for differemt sisystens
and softvare coxponerts. Tuble ) {llustrates the levels of
verification. Each level of the table spacifiss the type
of tasting ar review that will be performed on the software
coxponart within that classification. The justification of
the varification levels follows.

$.4.3.1 Bafety Ralated Softwre (Level 1)

The software associated with actuation and/or
isplesertation of reactor trip, enginsered safety
featizes, and mfaetion displays for marwally
cortyolled actions (as defined by TEEE Std.
279-1971 and IEEY Std. 603-1980) muwst receive the
highest level (level 1) of wrification
{deetifisd. As mxh, al)l softwau- mat be

Page 13




5.4.3.2

structurally tested to ensure that all lines
indeed meet the intended design specification.
Since the plant operatcrs rely upon the automatic
actuation of the reactor trips and/or engineered
safeguards actuations, as well as information
displays for manually controlled actions, the
highest level of confidence must be afforded.

Non-Safety Related Software (level 2)

The following criteria will by applied to all
software unite. If all of the following
conditions are met, the softwvare is level 2; level
1 will be used otherwise.

1. FUNCTIONS

a. Does not generate information used during
any operational mode (eg. normal, testing,
mainterance) by level 1 software
functions,

b. Does not perform tests, the results of
which are used by level 1 software
functions,

2. CONNECTIOMNS

a. There is no direct path to level 1
software functions via a common bus
structure.

b. There is no direct path do hardware I1/0
used by level 1 software functions.

¢. Data Link transmission to level 1 software
functions is prevented by hardware design.

*  QRGANIZATION

a. The sofiware design does not permit
writing to areas of RAM memory used by
level 1 software functions.

b. The software design does not permit
inhibiting access to memory locations
vtilized by level 1 software functions.

Softwvare is not part of, nor can alter,
the execution path for level 1 software
functions.

NOTE: The above criteria will be re-applied when

evaluating the impact of future scitware
podifications.

Page 14



S.4.4. Nrplication of the Verification Matrix and Criteria
tilized for Software Testing for the Eagle-2] Replacemert

Hardware

$.4.4.2

Nplication of the Verification Level

The Eagle-2]1 Replacemertt syvten can be divided
o two grops: 1) that wvhich performs Safety
Relatad functions, has impact on Safety Relatad
functions, and which twts Safety Related
functions and 2) that vhich monitors the systen
ad provides Nom-Safety Related (nformation to
the user.

The first grap corsists of the following
(Reference Figure 1):

1. All of the loop Processor Subsysten
2. The portion of the Tester Subsysten tiat runs

3. That portion of the Tester Subsysten which
comtrols cammnication to the Locp Processor

for paruseter \pdate.

4. That partion of the I cart which allows the

cperatir to input new parameters and which
does the limit checking on those Lrputs.

This grap, vhich meets the criteria for Section
$5.4.3.1, wvill be verified at level 1 to give the
highest degree of confidersw to this code.

The second group consists of the following
(Refererce Figure 1):



bl‘.":

1. That portion of the Tester Subsysten which
has ro direct link to the loop Processor
Other than & rerd-only datalink. This
includes the software vhich ypdates the test

parel lights and atputs analog trerd poims,

2. All of the M1 software sxoept that Listed in
4) abowve,

T™is growp vill be verified at level 2 sirce it
Eeets the criteris of section 5.4.2.2.

Criteria tilized for Softvare Testing

This criteria vill he aplied to level 1)
software units. Refer to Table 1.

Based on previous verification egeriece, the
following criteria will be used to identify the
testing requiremerts for nomrcxplex prooadures.
If gll of the folloving conditions are met,
marual structural testing will be performed;
corparter emuation will be used othervise.

1. Prooedoe Unigueness - The verifier must
deternine that the purticular prooedure is
not anigue In such & wvay that cooputer
emulation is necessary.

2. Math Operytias (+, =, ¢, /) = The proomctioe
perforns meth only wvith ROM based variables
oar data constams.

3. logical Operations (True /False) -~ The
procedtoe uses anly stardard definitions for
True and False; True=l, False=O

4. logical Nperatiors (Masking) « The procedtoe
ures arly logical operstions which do not set
or clear (mmsk) status or corrtrol bits.

5. Miitple Faths ~ The proosdure has only one
direct softuare path.

6. Prooutoe Size - The size of the prooedure is
less than 20 emxucutable lines. Becutable
lire count does not include procedure
dnclare, prooadoe end, and comments.

7. Inmtermal Proosdores - The procedie does not
include {mamal proostoe(s).
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6.0

SYSTEM VALIDATION

6.1

6.2

Validation Phlloscophy

Whereas the systen verification process verifies the decomposition
of the systen requirenent dooumerts in the definition and design

-:?-wnmmummamummofﬂnwmmus
( , module, and slprogram) beylyving from the smallest software
entity and progressing to the progran level, the system validation
process is performed to dexonstrats the systen functionality. By

conducting the systen validation test, the results demcnstrate that
the uysten design meets the systen functional reguirments. Henoe,
ay inconsistencies that cocoored during the systen develogment, in

verification activities discussed in 5.0, wvauld indeed be
revieved, identified, and tracked by the verifiers
resclution by the design team.

Following completion of the system validation test, the user can
indead have a high degree of confidence that the systen functional

requirenerts are met.
Validation Testing Overview

During verification, a bottar-p microscopic spproach is utilized
to tharoughly and individually review and/'cr test cach piece of
software within the total system. This requires a significam
effart and verifies that each softwere elemert cperates properly as
a stand-alone emtity.

Validation complements the verifioation process and noc anly
insures that the final inmplemernted systen satisfies the top-level
functional regquirements but also that good engineering practice was
utilized during the design ard implementation of the system.
Following are the mejor phases of validation:

* Top-down functional reguiremonts testing
* Prudency review of the design and its {mplemertation
* Specific Manr¥achine Imterfac. (M) testing

The macroscopic top-down functional reguirements phase of
validation tasting treats the systen as 2 black box while the
prudency review phase reguires that the internal structure of the
intagratad software/hardware systen be analyzed in great detall.
Due to this dual approach, val idation testing provides a level of
thoarougress and testing acoxacy which is at least egquivalert to
that which coours during varification and inmuores detection of any
Geficienciss that coorrTed Aring the design process but not
discovered doring verification. Valication testing is performed on
the verified software residing within the final target hardware.
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6.2.1

Geswrnl Description

The Validation plan defines a methodology that must be
followed to perform a series of top-down functionsl
requirenent based reviews and tests which conplimert the
mwmwmmmmumm

Four indeperdert types of reviews and/cr tasts are to be
conductad to insore over-all systen imtegrity:

1. Punctional Regquirements Testing - this insures that the
Gesign meetsr the frrctional reguirements.

2. Nrcrmal-scde Tusting - this insures that the uesign
cperates properly under abnormal-mode conditions.

3. Systen Prudercy Review/Testing - this ersures that good
design ,war-doe was utilized L the design ard
izplementation of critical weas of the systen. The
items covered witiin this section require the imermals
of the syst = design and implemertation to be analyzed in
detall.

4. Specific Man-Machine Imterface testing - this irnsues
that the cperator imterface utilized to modify the
systen's data-base performs properly under normal -mode
and atvormal-mode data-entry segquerces. This is a
critical ares requiring special attertion due to the
impact an the software of the systen-level information
which can be modified via this intarface.

The furctional requirenerts and abnormal ~acde testing phases
of Validation utilize a black-box systams spproach while the

Systez Prudercy Review/Testirg phase enphasizes the need to
understand the internal cperations ard intersctions within

the systan.
6.2.2 Top Level Punctional Reguiremerns

The functional requirements serve as the basis for
the tasts that must be condictad during the

idert.ityling
Validation testing phase.

€.2.3 Puctional Regquirements Testing

The Validation functional requiremerts testing phase
cormists of the following steps:

1. Puctional reguiresents deccoposition

The top-level functional reguirements must be
deccuposed into detalled sub-requiremerts. For each
must be



6.2.4

Once the deccrposition has coouorred, the specifics of
the test(s) must be definad in test procecural form
such that it (they) can be conducted Auring validstion

3. Validation test escution (Refer to Section 7.2)

The detalled tests per the Validation test procedures
must be conducted by a Validation Test Technician ac
the results must be revieved by the Validation Test
Enxgineer.

Each functional sub-requirment must be uniguely
identifiad. The test procedre generatad to test each
sub-requiremert must be cocrespardlingly identifled for ease
of cross-referencing.

MNorcrmal -Mode Testing

During this phase of Validation the functional reguremerts
are reviewed to defire & series of aornormal conditions

wdervhich the syster must cperate properly withart results
in or causing any inadvertent or detrimental actions.

The Validation abnoomal-mode testing phase corsists of the
following steps:

1. Punctional reguirenents deccmposition

The top~-level functional reguirements must be reviewed
to {dertify detalled abnormal-mode corditions. The
type of test that must be conducted to exercise the
systan uder each abnormel-mode condition must also be

2. Validation tost procedure generation

Once the deccmposition has cocourred, the spucifics of
the test(s) must bo definad in test procediosl form
such that it (they) can be corducted during Validation

tasting.



3. Validation test exscution (Refer to Section 7.3)

The detalled tests per the test procedures must be
corxducted by a Validation Test Technician and the
results must be reviewed by the Validation Test
Engireer.

Each aboncrmal -mode cordition must be uniguely idertified.
The tast prooedure generated to test each sub-recpuirement
st be correspondingly identified for ease o
cross-referencing.

£.2.5 Bysten Prudency Review/Testing

During this phase of Validation, the systen design and
implementation is analyzed and reviewed against the "Systen
Prudency Chacklist™. The system must be evaluated against
this checklist to insure that good engineering practice has
baen followed.

The System Prudercy Checklist addresses the following critical
design areas:

* Flmwere progran storage

* Data-base information storage

¢ Mltiple-processcr shared mencry architectures
¢+ Data-link ariemad systen architactures

* Diagnostics

* Systan time synchronization

Most of these {tems do rnot relate directly to a functional
requirement or to a series of functional reguirements bt
address the issue of intagratad systen integrity.

7.0 DEVELOPMENT, VERIFICATION AND VALIDATION ORGANIZATION

During the systan design process, twoe irdeperdert functions will be
utilized: aone for development, and one for verificstion. The scoftware
develcpment pmrsconnel receive the Systen Design Specificetion, generate
the Scoftware Dmsign Specifications, and then designs, develops, tests,
ad documertts the code. The verification persamel receive the relsased
code and its documertation, performs the required reviews and tests as
dictated by the Software Verification Level within the Verification

Matrix and produces a Verification Test Report (VIR).

This type of crgarization has several advantages. The use of two
entities introduces diversity to the process of soft.are
generation and reduces the probebility of undstectsd errors. Ancther
berefit is that sxh ¢ scheme forves the designe:r to produce sufficient
aryd unambiguous docomentation before verification can take place.
Poge 20
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7.2 Verification Activity
The functions of the verification tean are as follows:

7.2.1

Chief Verifier

Tean leader who is responsible for all tectinical matters. The
Arties of the Chief Verifier include:

<.

d.

7.2.3

Review Systen Design Reguirewnts and Specifications
received from the developmert: engineer for completeress and
unamb ty. (This review mey be perfarmed by arcther
Qualif individual who is indeperdent of the design area
being reviewed.)

. Review the Goftware Design Specifications received froo the

development erginmer for copleteness and unambiguity.

. Review varitier's Software Test Specificatirs for

corpl etaness .

. Oversee verification of critical sections in the software.
. Spervise and corsult with the verification teax.
. Review Test Reports

Verifiers

. Perfore source code inspections and review Software Design

. Wrize Software Test Specifications.

R tasts on subprograns, modules and units.
Write test reports.
Lircarian Punction

The Libzrarian perfarms the following Artiss in the mairtenance
of tha Verification Software Lidcary:

Responsible for the storage and configuration cortrol of
the cooputer software being verified as follows:

(1) Establishes idertification of sach software alemert

(i.e. unit, module, subprogram) within the Comguter
Software Baseline (CSB)
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(2)

()

Enforoes procedures for software ard
doaumerrtation changes Aoring reverification
effort

Maintaing configuration cortrol of the
asret CSB

b. Controls the tranemittal of compurter software to
suthorized persarmel anly

c. Ewues no warthorized changes occour to the CSB

7.3 Validation

Punction

The functions of the Validatore are as follows:

7‘3'1

a.

»

7.3.2

Chief Verifier

Cocrdinate total Validation program

Feview Validation testing results and write final
report

Sparvise ard consult with the val idators

Punctional Requiremerts Decoxposer (optional /Chief
Verifier)

Coordinate Validation of a specific area

Review functional decomposition for coopleteness arc
acoracy (this revies may be performed by another
gualified irdividel v s indeperdert of the
design area being reviewed)

laad Validator (optional/Chief Verifier)

Cocpdin te Valdation of a spacific area

Reviev functional decoxpoaition for completeness and
ascourscy (this review msy be performed by another
gualified {ndividual wo is indeperdent of the design
cree belng reviewed)

Revisw wrd mpoove test procedure ve functional
reguirement test specification to insure test
Frocedoe is adequate

Along with the Librarian, insoe that proper verified
code is baing validatsd
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7.3.4

7.3.6

Validation Test Engineer

Write Validation test procecres

Cversee Validation testing erd reviev test results
Generste Validation Trauble Repores

Librarian

Coogdinate with the Quuef Verifier/Texd Validator(s)
and/cr Validation tast Engineers to insure that
Fouper verified code is being valilated.

Cocrdinate dissemination of Validation tzouble
reports to the approprriate design enginees .

Validation Test Technician

Perfoerm Validation testy 'mder direction oFf the
Validation Test Engineer

Documertt test results
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FIGURE 2
DESIGN, VERIFICATION, AND VALIDATION PROCESS
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SOFTWARE VERIFICATION PROCESS

TABLE 1
Yerification Lleve!
> FORNAL LIBRARY Leve) 1 Level 2
« Code Maintenance. x X
- Documentation Maintenance X x
« Report (TR & CL) Maintenzni2 X X
= VYerification Results X x
« PROM Files (Mex & Checksum) x X
« Impact Analysis Results X X
» V&Y Teools Documentation X X
- Y&V Procedures Manua) ¥ X
> YERIFICATION TESTING

- Documentation Review X X
- Scurce Code Review X X
«~ Unit Testing

Structural (5.4.4.2 Criteria) .

Functional X .
- Trouble Reports X X
« Clarification Reports X X
« Impact Analysis X X

X Indicates 1tex will be performed on all ,oftware procedures.
Manual Structural Testing wil) be performed ¢ 31
conditions of the 5.4.4.2 Criteria are satisfied;

computer emulation will be used otherwise.

* Review of functiona) test rasults performed by designer.
Refer to section 5.3.1.3.
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