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- NOTICE

This report was prepared as an account of work sponsored by an agency of the United States
: Government. Neither.-the United States Government nor any agency thereof, or any of their .
' employees; makes any warranty, expressed or implied, or assumes any legal liability of re-
'sponsibility for any third party's use, or the results of such use, of any information, apparatus,
L product or process disclosed in this report, or represents that its use by such third party would
not infringe privately owned rights.

Availability of Rohrence Motorials Cited in NRC Publications

Most documents cited in NRC publications wil' be available from one of the following sources:

1 The NRC Public Document Room,1717 H Street, N.W.
Washington, DC 20655

2. The NRC/GPO Setes Program, U.S. Nuclear Regulatory Commission,
Washington, DC 20655 -

3. The National Technical Information Service, Springfield, VA 22161

Although the listing that follows represents 'the majority of documents cited in NRC publications,
~

it is not intended to be exhaustive. .

Referenced documents available for inspection and copying for a fee from the NRC Public Docu-
ment Room include NRC correspondence and irternal NRC memorands; NRC Office of Inspection
and Enforcement bulletins, circulars, information' notices, inspection and investigation notices;
Licensee Event Reports; vendor reports and correspondence; Commission papers; and applicant and

' licensee documents and correspondence
'

z The following documents in the NUREG series are available for purchese from the NRC/GPO Sales
- Program: formal NRC staff and contractor reports, NRCsponsored conference proceedings, and
- NRC booklets and brochures.' Also available are Regulatory Guides, NRC regulations in the Code of
- F*cleral Reputations, and Nuclear Reputatory Commission Isevances.

Documents available from' the National Technical.information Service include NUREG- series-
reports and technical reports propered by otner federal agencies and reports propered by the 4.tomic
Energy Commission, forerunner agency to the Nuclear Regulatory Commission.

Documents available from~ public and special technical libreries include all open literature items,
such as books, journal and periodical articles, and transactions. Fecleral Register notices, federal and
state legislation, and congressional reports can usually be obtained from these libraries.

. Documents such as theses, dissertations, foreign reports and translations, and non NRC conference
proceedings are available for purchase from the organization sponsoring the publication cited.

Single copies of NRC draft reports are available free upon written request to the Division of Tech-
nical Information and Document' Control, U.S. Nuclear Regulatory' Commission, Washington, DC

' 20565.=

Copies of industry codes and standards used in a substantive manner in the NRC regulatory process,

.are me,intained at the NRC Library, 7920 Norfolk Avenue, Bethesda, Maryland, and are available
,there for reference use by the public. Codes and standards are usually copyrighted and may be
purchased from the originating organitation or, if they are American National Standards, from the

E American National Standards Institute,1430 Broadway, New York, NY 10018.
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ABSTRACT

Security officer tactical training issues are discussed in rela-
tion to the possible implementation of the Tactical Improvement
Package (TIP), utilizing the Engagement Simulation System (ESS)
equipment, by nuclear power plant licensees for security officer
tactical training. The ESS equipment provides the capability to
simulate engagement conditions between adversaries armed .with wea-
pons which have harmless laser transmitters. A brief discussion of
the TIP is presented, along with some concerns and considerations in
the use of the TIP.
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EXECUTIVE SUMMARY

The document contains a bricf discussion of the Tactical Improve-
ment Package (TIP) which utilizes Engagement Simulation System (ESS)
equipment and discusses its possible application to response train-
ing for security officers at nuclear power plants. Included are
concerns and considerations in the use of TIP, a summary and discus-
sion of the information obtained from the TIP document l data ques-
tionnaire, a section of observations noted during an exercise with
ESS equipment at a nuclear power plant, and a discussion of unre-
solved issues which relate to the use of ESS equipment. The purpose
of this document is to present the issues, however controversial, in
a single document available to utilities / training officers to make
their own evaluations of the uses and the possibilities of the ESS
equipment.

A final section discusses possible methods of data collection of
-

utility / security officer / security management opinion on the ESS

-equipment, such as the planned Security Officer Tactical Training -

Laser Engagement Simulation workshop, and methods of information
dissemination concerning the existence of TIP/ESS and concerning the
organization of any future security officer training workshops.

,
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SECURITY OFFICER TACTICAL TRAINING ISSUES
INVOLVING ESS EQUIPMENT

1.0 INTRODUCTION AND PURPOSE OF THE PROJECT

Recent development of a' Tactical Improvement Package (TIP) has
led to concerns and considerations regarding its use and implementa-
-tion by commercial nuclear facility licensees. The document, Tacti-
cal ' Improvement Package,1 contains the information that would be
useful to a licensee using the Engagement Simulation System (ESS)
equipment for security officer training exercises without additional
outside assistance. ESS evolved from the original Multiple Inte-
grated Laser Engagement System (MILES) equipment developed by Xerox
Electro-Optical Systems (EOS) under contract to the U.S. Army Office
of the Project Manager for Training Devices (PM-TRADE).

The purpose of the project is to gather information in the areas
of security officer training needs, training with ESS equipment,
training modes, facility and equipment requirements, possible prob-
lems and drawbacks with ESS, and considerations of the preceding
areas in relation to safety, personnel, social, legal,. operational,
organizational, and economic aspects. There is a need to evaluate
the potential impacts resulting from the development and demonstra-
tion of the TIP and i' possible use by nuclear facility licensles
for security officer tsutical training. The Security Officer Tacti-
cal Training - Laser Engagement Simulation workshop was planned as a
vehicle for data and information gathering. The emphasis of the
workshop was to be on the application of the TIP, utilizing the ESS
equipment, for security officer tactical training needs within the
response function. Subsequent cancellation of the workshop has led
to a less detailed consideration of the concerns and issues regard-
ing the use and implementation of the TIP by commercial nuclear
facility licensees.
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2.0 EQUIPMENT IMPLEMENTATIONs

-

The U.S. Army uses MILES laser devices and receivers to simulate
real-time fire effects in full-scale battlefield training exercises.

,

Although MILES currently is limi.ted to the simulation of direct-fire
w'eapons s,w ith relatively flat trajectories, it has been implemented
for helicopters, tank gunc, anti-tank missiles, rocket launchers,
machine guns, and riflee.2,3

The. National Training enter (NTC) at Fort Irwin, California, is
equippc'd for force-against-force maneuvers, an examp3e of which is
the " Gallant Eagl'e"80". exercise which took ploce in' March 1980. The

g two-week war game involved over 25,000 soldjers,, airmen, and marines
supported by 140 tactical aircraft, nearly 600 tanks ~and armored per-'

sonnel carriers, and over 100 helicopters.4 By' fiscal year 1984,
,the NTC is expected to conduct two.-week training exercises for 42
armor and mechanized infantry battaliong Sach year.2,4

'

MILES also has been used on a smaller scale by the Army -- pit-
ting squads against small groups of " enemy defenders" -- as a rea-

- listic training tool for soldiers to discover what they did right or
wrong in an action, and why.5

N' s Dif f erences in the militaryi and Department .cf Energy (DOE) equip-
ment usage have resulted in several changes to the MILES equipment.
Among thece are improved close-ins" kill" characteristics, a soft cap
head Stray of receivers, and an ability to remotely reset a partici-

controlleg gun. The modified ~ system is referred to.aspant with a
the Engagement Simulation System (ESS) .6

s s,

Sixteen . DOE if acilities with a nuclear material responsibility
have used the laser ecraipment for small force exercises. The DOE
Albuquerque Operations Office Transportation Safeguards Division has
used the MILES ecivipnent s in training exercises for the courier force
that transports government-owned nuclear material. Additional orga-
nizations that have participated in laser equipment exercises include
the U.S. Navy,,Matipes, Air Force, National Guard and Reserve units,
the Federal Bureau of Investigation, local law enforcement agencies,
and security forces from fou'r4 commercial nuclear power plants.6,7

Sandia National Laboratories initiated a loaner program to pro-
vide DOE facilities with the laser equipment on an annual three-month
loan basis. The extended time f rame ' allowed facilities to ciaduct
exe cises at the most convenient times. Since force-on-force exer-
cises involve fairly large numbers 'of people, they are not always
practical for DOE facilities. An additional system upgrade involves

c radio-controlled, laser sensitive pop-up targets placed along a
course through which the participant progresses.6

The remaining sections of this document yiscuss the Tactical Improve-
ment Package and the use of ESS equipment ' by commercial nuclear

'

facilit,y licensees.

,
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3.0 TACTICAL IMPROVEMENT PACKAGE (TIP)

l
Ta c_t_ic a l_ _ I_mer o_v e_me n t. _Pa_c_k_ age (TIP) document contains theThe c e

information required by a nuclear facility licensee to utili?e the
ESS equipment fcr security officer exercises without additional out-
side assistance. Background information and observations based on
ESS equipment familiarization exercises at four licensee nuclear
power plants are included in the TIP document. Results from a sam-
ple data questionnaire, given in the document, are summarized. Two
Instructor's Guides are given in the appendices to aid users of the
TIP with ESS equipment. A video tape presentation that complements
the written text is available on loan from the U.S. Nuclear Regula-
tory Commission (NRC).

The ESS equipment provides the capability to simulate engagement
conditions between armed adversaries. The ESS equipment consists of
weapons with laser transmitters and harnesses with laser detectors
to intercept the transmissions and translate them into " hit" (neu-
tralization) and "near miss" signals. The reality of the engagement
simulation is reinforced, since survivors and nonsurvivors are deter-
mined impartially and accurately by the immediate feedback of ESS.

The data questionnaire and the utilities' results are given in
this document. The data sample is small and biased, since results
are available only from three of the four utilities which hosted and
participated in the ESS equipment familiarization exercises.
Although general conclusions should not be drawn from the question-
naire results, some insight can be gained from the small sample of
opinions. Specific impressions noted by one observer of the exer-
cises at one nuclear power plant are included to give additional
insight and possible suggestions for the use of ESS equipment.

4



4.0 CONCERNS AND CONSIDERATIONS IN THE USE OF TIP

The underlying concerns in the application of ESS/TIP to the
response function by nuclear facility licensees were discussed
briefly in the announcement brochure for the Security Officer Tacti-

Laser Engagement Simulation workshop,8 reproducedcal Training -

in ?ppendix A. The intent was to solicit response in the following
areas,of concern:

a) Operational. How should response and tactical training be con-
ducted? "How often? What should the role of ESS exercises be in
such training? Where should training exercises be conducted?
What are the available options in acquiring ESS equipment?

b) Ordanizat:,onal. How' are nuclear facility management and secur-
ity officer training ^staf f expected to perceive ESS training?
Does management support response and tactical training?

' c) Personnel. How is it perceived that security officers will
react to ESS exercises? How will ESS exercises impact safety
considerations and health and fitness requirements?

d) Legislative. Should future regulations require security officer
training at centralized sites, at approved facilities', or at, ,

current licensee training locations?

'e) Economic. Will the benefits from ESS/TIP training cutweigh the
costs?

f) Legal. Do ESS exercises encourage or discourage the use of
excessive force?

-

g) Social. How will the public perceive ESS/TIP? What is the
anticipated reaction of the news media? What are the best ways
to interact with the news media?

The underlying concerns were to be addressed in the following four,

general workshop sessions:

a) Training Needs
, b) Training Modes / Facility and Equipment Requirements,

'
,c) Possible Problems with ESS
d) Social, Legal, and Economic Considerations

.

A brief description of each topic is given in the reproduced bro-*

7 chure in Appendix A. A more detailed topic outline is given in
j , Appendix B.
t .

[' This document includes a general discussion on topics within
' each of the four session areas and gives the information obtained-

from the data questionnaire. As the data sample is extremely small,
generalizea results should not be drawn from the sample. It is
hoped that the discussion and the questions posed throughout this

. .;- 5
,
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document will aid the reader in evaluating the possible uses of ESS/
TIP by nuclear facility licensees for security officer tactical
training.

1
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5.0 INFORMATION FROM THE DATA QUESTIONNAIRE

As mentioned previously, four commercial nuclear power plants
hosted ESS equipment familiarization exercises. To obtain data on
their opinions of the utility of ESS to their security training pro-
grams, the data questionnaire from Appendix C of the TIP documentl
was developed and distributed to the four licensees. Twenty-six
individuals from three of the four licensee facilities responded.
The data obtained was discussed briefly in the TIP document.1 The
contents and tabulation of the results of the actual TIP question-

.nairc9 are as follows:

7
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UTILITY OF LASER-EQUIPPED TRAINING WEA.ONS
IN THE LICENSED NUCLEAR INDUSTRY i

!|The following questions concern your perceptions of laser-
equipped training weapons (Each as the Engagement Simulation System) {is intended to provide to Sandia National Laboratories preliminary

{
feedback from those licensees exposed to laser-equipped training wea- 1

pons and methods.

In your opinion, does laser technology provide a capability that
would be useful for security force training or exercise?

( ) Yes 26
( ) Nc 0

How useful do you believe that such technology would be in training
or exercise?

( ) Not very useful 0

( ) Moderately useful 2

( ) Very useful 24

Do you feel that laser technology could be useful for security force
evaluations?

( ) Yes 26
( ) No 0

How useful would the technology be for evaluation?

( ) Not very useful 0

( ) Moderately useful 3

( ) Very useful 23

In your opinion, could joint exercises involving site security per-
sonnel and local law enforcement personnel using laser technology
significantly improve the responsiveness of local law enforcement
personnel?

~(-) Yes 25
( ) No 1

Do you feel that training or exercise with laser technology can
aftect security force morale?

() Yes 26
( ) No 0

8



What degree' of improvement (if any) in security force morale would
result from the application of laser technology?

( ) No improvement 0

( ) Moderate improvement 3

( ) Significant improvement 23

Do you believe that the use of laser technology could significantly
influence the overall efficiency of security forces?

_

( ) Yes 26
( ) No 0

Is it feasible to conduct exercises using laser technology and blank
ammunition on owner-controlled property or at a normally used train-
ing facility?

( ) Yes 25
( ) No 1

Under certain conditions, it appears that regional training facili-
ties might be an appropriate vehicle for training or exercise invol-
ving laser technology. Is a regional approach feasible, and does
such an approach warrant further investigation?

,

( ) Yes 22
( ) No 2

Who should operate and maintain such a regional facility?

( ) An association of licensees 13
( ) A third party 6

( ) NRC 5

Does the concept of mobile training teams (available to exercise a
security force at the licensee's site) warrant further investigation? *

( ) Yes 25
( ) No l'

Who should provide and operate such teams?

( ) An association of licensees 13
( ) A third party 5

( ) NRC 6
( ) ___Other 2

9
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The " third party" option referred to in the above question could be
under contract to (and therefore under the control of) either the
NRC, a licensee, or a licensee association. Which, from your point
of view, is more desirable?

( ) An association of licensees 13
( ) A licensee 2

( ) NRC 11 ,

At the present time, the NRC does not plan to use laser technology
as an evaluation tool; however, there are many alternatives open to
the NRC and the licensed community should the evaluation option be
seriously considered later. For example, evaluation during initial
training by a licensee or nonlicensee training organization, evalua-

| tion after initial training by a licensee training organization,
evaluation during specific retraining periods by a licensee training

I organization, or evaluation by NRC are some of the many possibili-
ties. NRC evaluations could, for example, be conducted at the end
of an initial training cycle, during the operational inspection
cycle, or during special safeguards assessments.

If laser technology were to be used as an evaluation tool, would it

|
be feasible to conduct exercises within the protected area?

i

| ( ) Yes 22
( ) No 4'

If laser technology were to be used inside the protected area
(whether for training or evaluation), the following issues might be
of concern. Are any of these potential areas of concern, in your
opinion, significant enough to influence management attitude against
the use of laser technology?

No Yes

e maintaining normal security 20 ( ) ( ) 6

. possible injury to participants 22 ( ) ( ) 4

. disruption of normal operations 10 ( ) ( ) 16

. possible media attention 13 ( ) ( ) 13

. reaction of nonparticipating employees 9 ( ) ( ) 17

. _ _ ___ __ _ _ _ _ _
( ) ( )

( ) ( ).

10
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Given the fact that the time required to learn to operate laser-
equipped training weapons is relatively disort , do you think it would
be necessary for the NRC, prior to an evaluation using the technol-
ogy, to make the equipment available for licensee familiarization
and exercise?

( ) Yes 18
( ) No 8

The following list describes possible areas of concern in using
laser technology. Please indicate the relative importance of each
of the areas by ranking them beginning with the number 1 for the
highest priority concern. If any additional areas are of concerr,
please add them to the list and include them in your ranking.*

_ _ _ _ cost of hardware and associated consumables (e.g., blank
ammunition)

potential requirement for revision of training plans

___
legal ramifications (e.g., could such a system tend to
foster the use of an inappropriate or illegal degree of
force?)

-

-

,

liability concerns

_ safety of participants

___ mainteriance of hardware

_ _ _ _ _
potential for modifications of equipment

possible increased media interest in training
___ methods

The respondents were favorable to the use of laser-equipped wea-
pons, such as ESS, in their security officer training programs. The
respondents felt that laser technology could be useful for security
force evaluations in addi+ ion to training and exercises. They felt

* No composite ranking is available. Refer to the discussion
in Section 5.0 for general ranking trends.

11
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the use of laser technology could significantly improve the morale
and overall efficiency or the security forces and could improve the
responsiveness of the local law enforcement personnel through joint
laser . technology exercises involving site security personnel and
local law enforcement personnel. Most respondents believed that
regional training facilities might be feasible and that the regional
approach warranted further investigation. The' concept of mobile
training teams to conduct exercises at the licensee's site also was
felt to warrant further investigation.

There was diversity of opinion in who should operate and main-
tain a regional training facility and in who should provide and oper-
ate mobile training teams. There also was no consensus as to who
should control a third party that might be under contract to offer a
training facility or mobile training teams. A large majority of the
respondents said it would be feasible to conduct exercises within
nuclear power plant protected areas. Most did not feel that the
issues of maintenance of normal security or possible injury to par-
ticipants would significantly influence management attitude against
the use of laser technology. On the other hand, about half of the
respondents did feel that management attitude could be adversely
influenced by the following issues: disruption of normal operations,
possible media attention, and the reaction of nonparticipating
employees.

The last question on the TIP questionnaire listed possible areas
of concern in using laser technology and required the respondents to
rank the areas according to relative importance. The cost of hard-
ware and associated consumables was fairly uniformly ranked number
one. The liability concerns, the maintenance of hardware, and the
safety of participants were ranked second as areas of concern, fol-
lowed by the concern about potential for modifications of equipment.
The final group of areas of concern included legal ramifications,
potential requirement for recision of training plans, and possible
increased media interest in training methods.

The previous discussion on the results of the respondents' rank-
ing of areas of concern is intended to give a relative indication of
the response. The only area of agreement was that the cost of hard-
ware-was the area of greatest concern. The standard deviations in
the other a'reas of concern were generally 50% as large as the means
of the rankings for each facility, so a definitive composite ranking
of the areas of concern is unavailable.

12



6.0 OBSERVATIONS FROM AN ESS EXERCISE

This section gives specific impressions noted by a single observ-
er of the exercises held at one nuclear power plant.10 The infor -
mation is included to give additional insight and possible sugges-
tions for the use of the Engagement Simulation System (ESS)
equipment.

Personnel participating in the familiarization exercises for the
ESS equipment primarily were from the security contractor for the
nuclear power plant, with additional participants from the nearby
police departments.

The exercises were held in a field adjacent to the plant. Two
sooden buildings were erected on the site along with numerous false-
front type barriers. In addition, metal drums, a metal shed, a
trailer, and tall grass and weeds provided cover for the partici-
pants.

Two exercise scenarios were used primarily. The first consisted
of two opposing teams each trying to capture a can purportedly con-
taining nuclear material. The second scenario placed one team in and
around a building containing the can of nuclear material. The team
members were supposed to be willing to give their lives to protect
the nuclear material from the attacking terrorist team.

The following impressions were noted:

a) The participants expressed wide acceptance of and support
for the weapons familiarity exercises. Their backgrounds
differed widely from the required security training to
Vietnam experience. Many security officer participants
expressed a desire for implementation of an ESS training
facility for tactical response and small force exercises
specifically aimed at nuclear power plant security forces.

b) The purpose of the demonstration exercises was equipment
familiarization through easily understood scenarios. The
few people whose disparaging remarks were overheard, assumed
the purpose to be a nuclear facility response force training
program rather than familiarization exercises. Such an
extension, as a future goal, might be well received.

c) A member of the local police department noted the similarity
of the field exercises to police training and expressed a
desire to see the ESS equipment used in police training and
skills maintenance exercises.

d) Reactions were varied. Some participants said the "adrena-
lin was really flowing" while others professed no tension
at all. All participated actively and appeared to take the
team competition seriously, especially in the latter sets of
exercises. Fierce competition would need to be avoided in

13
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any future-training facility-so as to not foster bad feel-
ings between groups that need to work together - such as
security forces and local police.

e) A few minor. problems, blamed on equipment malfunction, were
due to'the. protection afforded by the grass and weeds which
bent the-laser beams and the mishandling of equipment caused

L by nervousness and the reality of the simulation equipment.

~ f )' The participants' progression through a set of exercises, of
approximately four hours in duration, showed an improvement-
in radio communications and tactical response and deploy-
ment. The use of snipers was not always ef fective 'due 'to
the unrealistic. protective capabilities of the tall grass
and weeds.

g) Participants appeared to be divided on the use of radio
communications. Initially, use was minimal and then grad-
ually increased to include intelligence gathering and dis-
semination. 'Several players switched to hand signals uponj
discovery that the radio noise gave away their positions.
The cumbersome use of the radio also was critical - espe-
cially in scenarios of short duration with significant wea-
pons use. The radio tied up one hand which was needed for
weapon firing.

h)- Numerous personnel participated in several sets of exer-
cises. The primary purpose of equipment familiarization-
thus became of_ secondary importance. The exercises became
more of a game. The'use of alternate scenarios - hostage ,

negotiations and uneven opposing sides and weapons' capa- '

bilities (i.e., five defenders with shotguns versus ten
attackers with semi-automatics) - helped alleviate the
problem of repeat scenarios and added a touch of realism to
the exercises.

-) The night exercises presented an opportunity to use the1

night vision devices - hand held, mask, and mounted scopes.
The: night vision devices- were not received enthusiasti-
cally, but that could be due to the large amount of artifi-
cial lighting from the nearby power plant grounds which
diminished the effectiveness of the devices.

tj) -1he participants preferred the semi-automatic weapons to'

the shotguns; but in a nuclear power plant setting, the con-
fined area would lessen the weapons' differences. The type
of weapon in general use on the job at the nuclear power
plant should be taken into account.

.k) . The body receivers provide unrealistic receiving targets in
certain circumstances. Personnel behind telephone poles,
presenting a side view to the opposing team, did not regis-
ter near miss and neutralization signals as their receivers
were obstructed.

14
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A future goal could be the establishment of a regional facility
to be used by multiple nuclear power plants for response training and
skills maintenance exercises to provide a uniformity to security
force training for the response function. The use of an enclosed
building area would enhance realistic training, but performance feed-
back and evaluation would be dif ficult without visual observation of
the entire exercise. Some measurement of the killer and the killed,
along with time and positions, could prove invaluable in recreating
the exercise for feedback discussions and training. Good skills,
tactics, and small force coordination are - more important in the
learning experience than the final tally of survivors and nonsur-
vivors.

t
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7.0 UNRESOLVED ISSUES

While readers may not totally agree with the following discus-
sion, the intent is.to address various issues which, require consider-
ation when using ESS equipment:

a) The merits of ESS for demonstration / familiarization versus tacti-
cal training versus evaluation purposes.

From the information gathered from the TIP data questionnaire 9
i and the Institute of Nuclear Materials Management (INMM) Physical

Protection Workshop,ll the consensus is that the use of ESS
equipment is relatively good for security officer morale and
training. The .information is subjective and based on a small
biased sample, but it does highlight stated opinions and concerns
of- the session attendees and the questionnaire respondees.
Several people in the INMM sessions were familiar with the ESS
equipment and had participated in or observed ESS exercises. One
facility had two ceparate security forces. The DOE force had
frequent unannounced exercises and exercises with the ESS equip-
ment,-while the other force.did not. Comparing the two security
: forces, the exercises appeared to exert a positive influence on
those participating in the ' exercises. It was determined that
good training is necessary for effective security officers. The

g

|~ use of exercises with ESS equipment may contribute to good train-
ing, although it is not the only contributing factor.t

The - data questionnaire respondees felt that laser technology
could be useful for security force evaluations. In an INMM ses-
sion,ll the attendees debated the effectiveness of ESS for
evaluation. Many believed that standardized exercises could be
used to objectively evaluate securi~ty force tactical abilities.
Others cautioned that the effectiveness of a nuclear security
force or of a security officer should not be based solely'on the
outcome of a limited number of exercises with ESS equipment. A
person could " survive" an exercise by hiding or could be a
" casualty" while demonstrating good response skills. An exer-
cise with ESS equipment more appropriately m igh t be used as a
learning experience with discussions and feedback on the good
and bad response actions shown by each participant. In a simi-
lar way, a facility should not " fail" an exercise solely because
the adversaries penetrate the facility or " kill" all defenders.

' It appears that TIP demonstration exercises utilizing the ESS
equipment work well for laser equipment familiarization. The
potential exists for the ESS equipment to be used by nuclear
power plants for tactical training, but it is recommended that
specific exercises be developed for learning and practicing
-required tactical skills. Once specific exercises have been
established for training of tactical skills, these same exer-
cises can be used to evaluate the participant's acquisition of
..those tactical skills. One can only evaluate specific skills
and cannot extend the evaluation to cover overall security offi-
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cer effectiveness. It is hoped that a combination of target
range skills, specific tactical skills exercises, and physical
fitness /well-being can be used to determine strengths and weak-
nesses of security officers.

b) The application of the TIP with ESS equipment to the entire ver-
sus selected members of a nuclear security force.

There is a need to provide tactical training tools to all people
who may be members of a response team. However, several points,
which may be facility-specific, must be considered. Does the
response team consist of rotating or permanently assigned team
members? le may be easier to coordinate absences with rotating
members, but there may be advantages to having permanently
assigned members that work well with each other and can antici-
pate the actions of the other team members. Knowledge of the
abilities and limitations of fellow team members could prove
invaluable. Whenever a response team consists of permanently
assigned members, do they train together as a team? Are their
vacations coordinated? How are absences due to sickness
handled? A team that trains and responds as a permanent team
may be disrupted and be less efficient whenever a member is

absent. Dedicated response team versus individual tactical
training is dependent on facility-specific response force man-
ning procedures.

If there are members of the security force who perform security-
related tasks but will never be called upon to respond to an
adversary intrusion, these people probably will not need addi-
tional training with ESS equipment. However, if members of the
response force are periodically selected from the entire secur-
ity force based on a given performance measure, then all secur-
ity officers who want to train and become eligible for the
response team should be allowed to participate in ESS exercises.

c) The potential risks to the safety of the security force, the work
force, and the public.

Since ESS exercises are physically strenuous, there is a health
risk for participants who are physically unfit. If there are
security officer health and physical standard requirements to be
met prior to exercise participation, the risk is reduced. Risks
to participants in ESS exercises are discussed in the TIP docu-
ment and include broken bones and a few minor lost-time acci-
dents.1 Because of the physical stress on the body during the
exercises, there is a possibility of cardiovascular problems for
those persons who have adjusted to a relatively sedentary life-
style.

If exercises are conducted in the vicinity of the facility to
determine the effectiveness of the security force, safety precau-
tions must be taken to prevent the security officers from appre-
hending the exercise team members with undue force or from
responding to actions so as to affect the normal operations or
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the safety of equipment at the installation.12 The exercise
could affect or endanger the work force if the exercises were
unannounced or were conducted within a work area. The risks to
the public would appear to be minimal as long as exercises are
conducted within the facility boundary.

d) The projected licensee training modes and equipment costs of
employing the TIP package with ESS equipment at licensee nuclear
facility sites, at industry-wide regional facilities, or at an
industry-wide centralized facility.

Tne possibilities for acquisition of the ESS equipment are numer-
ous and range from outright purchase by a nuclear facility or
group of facilities, to training at a facility operated by NRC
or by a third party, to participation in an equipment " loaner"
program. Xerox Electro-Optical Systems (EOS) developed the ori-
ginal Multiple Integrated Laser Engagement System (MILES) equip-
ment. Sandia National Laboratories (SNL) incorporated modifica-
tions into the equipment and coordinated the Department of
Energy (DOE) ~ equipment loaner program which is being turned over
to EG&G, Inc. Appendix C contains a discussion, provided by
EG&G, on-the DOE " loaner" program and ESS equipment costs, as
well as condensed material from a brochure by Defense Management
Group on their plans to offer a training program.

The relative merits of industry-wide regional training facili-
ties, an industry-wide centralized training facility, and port-
able training films / equipment for use at licensee nuclear facil-
ity sites must be evaluated as well as the time frame of
equipment availability. Responsibility for equipment maintenance
is an issue that would have to be determined.

Disadvantages and advantages probably could be determined for the
various training options. One issue of importance would involve
the tradeoffs of safety versus security. A high security facil-
ity with no available area for tactical maneuvers could present
both safety and security problems. Disruption of normal facil-
ity operations could occur. Advantages and disadvantages of the
different training modes probably would be site-specific.

Equipment costs will vary depending on the training mode chosen
and ' whether the equipment is purchased or leased through a
" loaner" program. The discussion in Appendix C gives an approxi-
mate cost of $2,000 for each laser transmitter / detector pair.
This is consistent with the estimated costs given by two other

infantryman"13 and a "$2,300 pricesources of "$1,500 for one
tag for each MILES set (M-16 transmitter / harness)." The spe-
cific pieces of MILES equipment desired, the number of equipment
sets required, and the associated equipment (boresight target,
controller gun, etc.) desired will determine the overall cost.

18

. .

_ _ _ _ _ _ - _ - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ - _ _ _ _ - _ _ _ _



_ _ _ _ _ _ _ _ _ _ _ - _ _

e) The social and legal impacts.

The social impacts issue is primarily concerned with the antici-
pated reaction of and the best ways to interact with the news
media. One facility which hosted ESS exercises promoted a good
press. response by inviting members of the press to observe and
take photographs of the exercises. Good relations with members
of the press can foster positive perception of the ESS exercises
by the public in general.

Positive public perception appears to be an important issue. If

the public incorrectly considers the security officers to be
engaging in dangerous war games, there may be a public outcry.
The public may incorrectly consider the facility security to be
reduced, if tactical training maneuvers with laser weapons are
conducted on site. Good interaction with the public and the
fostering of a good press response could have an overall posi-
tive effect on the public.

There is concern about the liability of a licensee using the ESS
equipment if a participant is injured during an exercise. An
indemnification form was used by Sandia National Laboratories
for release from liability due to injuries and had to be signed
by all nongovernment and non-Department of Energy exercise par-
ticipants. As mentioned in part (c) of this section, broken
bones and a few minor lost-time accidents have been sustained by
ESS exercise participants.

Since the ESS equipment does not use live ammunition nor put the
exercise participant in a personally risky situation, there is
concern that the use of ESS exercises may encourage the use of
excessive force. An exercise participant who might be more cau-
tious in an actual encounter with an adversary, might exhibit
traits of aggression in a nonthreatening exercise.6 Since
there are no data comparisons between actual security officer /
adversary encounters and tactical exercises, generalizations on
whether ESS exercises encourage or discourage the use of exces-
sive force are highly speculative. A comparison could be made
between two groups of security officers - one participating in
ESS exercises and the other group not participating.

Impartial observers could then compare each group's actions and
response to a mock attack on the facility to ascertain any sig-
nificant differences. In the absence of test data, the person in
charge of security officer training should be sensitive to
whether the use of exercises with ESS equipment in a training
program discourages, encourages, or has no effect on the partici-
pants' use of excessive force.

The issues in the preceding paragraphs may not be resolved in the
near future due to an absence of pertinent data. Each facility that~

wishes to implement exercises with ESS equipment should at least con-
sider and resolve the issues for its own specific application.
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8.0 INFORMATION DISSEMINATION AND DATA COLLECTION

The Security Officer Tactical Training - Laser Engagement Simula-
tion workshop was scheduled to collect data and to provide input both
-to the. Nuclear Regulatory Commission (NRC) and to the nuclear utility
industry on possible future applications of the TIP exercises with
the ESS equipment. However, the workshop was cancelled by the NRC
due to an insufficient number of interested participants. A workshop
is considered an excellent forum to discuss the use of ESS equipment.

A pre-workshop planning questionnaire could be distributed to
determine the amount of interest and the best time period for a work-
shop. Utility region meetings could be utilized to disseminate
information about any future workshop and to anticipate the actual
' response interest. Dispersal of the video tape film that complements
the written TIP document could be used to acquaint those unfamiliar
with the ESS equipment of its existence. Since the TIP document was
distributed after the original workshop registration deadline, there
may be increased interest in a future workshop.

An additional video film, not part of the TIP package consisting
of the TIP document and accompanying film, gives the highlights of
the Tactical Improvement and Security Force Evaluation Program.14
This film was.under consideration for use at the planned workshop to
tie the facility familiarization exercises and the TIP documentation
together and to explain the past history of the program. ;
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9.0 CONCLUDING REMARKS

This document has given a brief discussion on the Tactical
Improvement Package (TIP) and has presented some concerns and con-
siderations in the use of TIP exercises with ESS equipment. Discus-
sions on the information obtained from the TIP document data ques-
tionnaire and the unresolved issues give a small sample of biased
opinions and areas requiring evaluation prior to the use of ESS
equipment for security officer training for the response function.
The purposc of this document is to present the issues, however con-
troversial, in a single document to be used by utilities / training
officers to make their own evaluations of the uses and possibilities
of the ESS equipment.

S ince cost is a major consideration, TIP exercises with ESS
equipment may need to be demonstrated as an effective tool in secur-
ity officer training before interest and acceptance become wide-
spread. An equipment " loaner" program, similar to the one discussed
in Appendix C, might be used for effectiveness demonstration going
beyond those exercises previously sponsored for familiarization by
the NRC at four nuclear power plants.

21
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Appendix A

ANNOUNCEMENT BROCHURE

This appendix contains the announcement brochure for the Security
Officer Tactical Training Laser Engagement Simulation workshop-

.which was to be held October 10-13, 1982.8 The brochure, repro-
~duced in its entirety, gives the overall purpose of the planned work-
shop, the general concerns and considerations to be considered in the
application of ESS/TIP to security officer tactical training, and a
breakdown of issues to be inc1'uded in the four session topics.

The brochure may be utilized for future workshop planning or may
.be used to extract topics and issues of concern for discussion and
possible resolution by personnel involved in security officer train-
'ing for-the response function.

1
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registration

" 01 C o
E C . O U,Deadline July 25,1982
e.- -

A nominal registration fee of $25 will include d[#g
d @ "@ 3

workshop materials and banquet. Guest banquet e.-

reservations will be provided at $20 each. Lodging
" b Ocharges are the responsibility of the attendee.

You are urged to send the enclosed registration $

h g ,g,8h
Oform as soon as possible but not later than July 25, g

1982, so that your space at the workshop may be
OO .- p greserved. Attendance will be limited to 100. Room
#reservations will be provided on a first-come first. Og3O'served basis. The workshop will be held at the @@jconclusion of the International Hot Air Balloon

Festival, which makes early hotel reservations a # -

necessity. b 4
W G

.Olocat. ion -g
The workshop will be held at the Marriott in gCAlbuquerque, New Mexico. The centrally located w

Marriott Hotel is within walking distance of two %$
Wlarge shopping malls. Arrangements have been
"[ g]gmade with the Marriott for a rate of $48 per night ,

*
for a single ($58 per night for a double) for the g
evenings of Sunday, October 10, through Tuesday, gg
October 12,1982. The rate will be horored either -

prior to or following the auove dates subject to the '

$availability of rooms. Due to the high demand
experienced by hotels during the International Hot 4

'

Air Balloon Festival, the deadline for reservations {y 7-
is July 25,1982.

|

Q
sponsored by b

h Sandia National Laboratories
Sandia National Laboratories

.

u Nuclear Regulatory Commission
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security officertactical* aining

laser engagement simulation workshop emphasis

The industry-wide workshop will discuss the The following general workshop concerns and
desirability and feasibility for implementing a considerations in the application of ESS/TIP will
Tactical improvement Package (TIP) utilizing be addressed in specific workshop sessions.
Engagement Simulation System (ESS) equipment
for security officer training exercises at nuclear Operational. How should response and tactical
power plants and fuel cycle facilities. ESS evolved training be conducted? How often? What should
from the original Multiple Integrated Laser the role of ESS exercises be in such training?
Engagement System (MILES) equipment Where should training exercises be conducted?
developed by Xerox for the U.S. Army. Industry What are available options in acquiring ESS
perception of security officer tactical training equipment?
needs and the role of ESS/TIP in meeting those
needs will provide input data to the U.S. Organizational. How are nuclear facility
Nuclear Regulatory Commission (NRC) on the management and security officer training staff
possible application of ESS/TIP to the training expected to perceive ESS training? Does
and evaluation of the skills required to perform management support response and tactical
the response function. training?

Attendees are encouraged to read the document Personnel. How do you perceive security officers
Tactica/ /mprovement Package Deve/opment, will react to ESS exercises? How will ESS exercises
NUREG/CR-2400, prior to the workshop to impact safety considerations and health and fitness
familiarize themselves with TIP. The TIP contains requirements?
the information required by a licensee nuclear
facility to utilize the ESS equipment for security Legislative. Should future regulations require
officer training without outside assistance. It security officer training at centralized sites, at
consists of two instructors' Guides and a video approved facilities, or at current licensee training
tape presentation. Copies of the document will be locations?
available for attendees at registration.

Economic. Will the benefits from ESS/TIP
The workshop, sponsored by Sandia National training outweigh the costs?
Laboratories Albuquerque (SNLA),in conjunction
with the N RC, will be held in Albuquerque, Legal. Do ESS exercises encourage or discourage
New Mexico, October 10-13,1982, to provide the use of excessive force?
timely input both to NRC and to industry on
possible future applications of ESS/TIP and to use Social. How will the public perceive ESS/TIP?
the laser engagement range facilities at SN LA for What is the anticipated reaction of the news media?
demonstration purposes. What are the best ways to interact with the news

media?
For more information, please contact:
Dr. Suzanne L. K. Rountree, Division 4416
Sandia National Laboratories
P. O. Box 5800
Albuquerque, New Mexico 87185
(505) 844-4379
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proposed agenda session topics

Sunday Evening, October 10,1982 SESSION I - Training Needs
6:00 p.m. Registration and Get Acquainted

Cocktail Party (Cash Bar) e Training Needs. Will discuss the merits of range
versus tactical training, dedicated response team

M:nday, October 11,1982 versus individual tactical training, and
8:00 a.m. Late Registration contingency event drills.
8:30 Opening Session

Introduction to the Workshop a ESS Training. Will discuss the implications and
Keynote Speaker desirability of N RC requirements of ESS training

10:00 Coffee Break for security officers at all nuclear facilities and
10:15 Introduction to the Laser the role of ESS/TIP in meeting perceived security

Engagement System and Equipment officer tactica! training needs.
11:45 Lunch (Provided by Attendee)

1:00 p.m. Range Demonstration a Evaluation.Will discuss the possibility of using
Workshop Participants' Hands-on ESS equipment and TIP training exercises for
Experience evaluation purposes.
Tactical Engagement Demonstration

4:30 End Session SESSION || - Training Modes / Facility and
Dinner Provided by Attendee Equipment Requirements

Tuesday, October 12,1982 m Possible ESS Training Modes. Will discuss the
7:15 a.m. Breakfast for Workshop Moderators relative merits of industry-wide regional training
8:30 Session I facilities, an industry wide centralized training

10:00 Coffee Break facility, and portable training films / equipment
10:15 Session il for use at licensee nuclear facility sites.
11:45 Lunch (Provided by Attendee)

1:00 p.m. Session til e Safety Versus Security. Will discuss the tradeoffs
2:45 Coffee Break of safety versus security in the three training
3:00 Session IV modes.

4:30 End Session
6:00 Cocktail Hour (Cash Bar) e Training Facility Requirements. Will discuss the
7:00 * Banquet requirements for a good training facility.

Wednesday, October 13,1982 m Equipment Availability.Will discuss the
8:30 a.m. Session Summaries availability of ESS equipment.

10:30 Coffee Break
10:45 Question / Answer Panel SESSION lli - Possible Problems with ESS

Closing Remarks
12:00 Noon Adjournment a Usage and implementation of ESS/TIP.Will

discuss the merits of ESS for demonstration /
familiarization versus tactical training versus

'On Tuesday evening, October 12, a banquet at evaluation purpcses and the guidance available
the Marriott will feature a dinner speaker. and needed for effective implementation of the
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sandia nationallaboratories,

SFEE range demonstration

TIP package with ESS equipment by a security Arrangements have been made by Sandia National
officer training staff. Laboratories for a trip to the Security Forces

Experimentation and Evaluation (SFEE) Range
a Safety and Personnel Consideiations.Will for all workshop participants. Attendees will

discuss the safety considerations to the security observe a small force engagement exercise using
force, the work force, and the public from the MILES /ESS laser equipment and be able to fire
possible application of ESS/TIP training exercises the various weapons. Bus transportation for this
and the security officer health and physical demonstration will be provided.
standard requirement concerns prior to exercise
participation.

specialattractions
SESSION IV - Social, Legal, and Economic

Considerations The workshop begins the Sunday immediately
following the Institute of Nuclear Materials

a Social.Will discuss the anticipated reaction of Management (INMM) Physical Protection Review
and the best ways to interact with the news to be held October 5-8,1982,in Albuquerque.
media.

The workshop registration day will coincide with
a Legal. Will discuss whether or not there are the last day of the International Hot Air Balloon

negative impacts - encouragement of the use Festival. The sight of over 500 multicolored
of excessive force - with ESS exercises. balloons filling the early morning sky is spectacular.

The week-long Balloon Festival will conclude
a Economic. Will discuss the ESS equipment cost, Saturday and Sunday mornings, October 9 and 10,

maintenance, and benefits. 1982, with mass balloon ascensions beginning at
dawn each day. City bus service to the Balloon
Festival will be available from one of the shopping
centers within walking distance of the Mariott.

Albuquerque's Sandia Peak Aerial Tramway is the
session format world's longest. The tram carries passengers on a

4,000-foot vertical climb up the mountain's rocky
The workshop will feature four session topics with west face to the top of the 10,000 foot peak.
all attendees discussing the same topic. In each Dining facilities are available at the peak and the
session, a moderator will address all attendees to base of the tram.
" set the stage" for that session. Division into smell
groups may be necessary to facilitate improved The Old Town area of Albuquerque, dating from
discussion and interchange of ideas. A moderator 1706, offers adobe shops, galleries, and restaurants
will be present in each small group to direct the clustered around a plaza and San Felipe de Neri
discussion, call for input from eacn attendee, and Church,

ensure that important points are recorded. A
summary of the important points discussed will be Within walking distance of the Marriott are two
presented at a general session Wednesday morning. large shopping malls, restaurants and casual dining
A question / answer panel will follow, facilities, movie theaters, and city bus service.
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Appendix B

' DETAILED TOPIC OUTLINE

This appendix contains a more detailed outline of the four pro-
posed workshop sessions. discussed in the announcement brochure from
Appendix A. The four main session topics are as follows:

I. Training Needs

II. Training Modes / Facility and Equipment Requirements

III. Possible Problems with ESS

IV. Social, Legal, and Economic Considerations

Each topic is decomposed into subtopics with questions posed on
the different areas of concern. The outline is not complete in its
treatment of the areas of concern but'does suggest questions that may
need to be resolved prior to the use of ESS/TIP for security officer
tactical training.

.
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SECURITY OFFICER TACTICAL TRAINING
LASER ENGAGEMENT SIMULATION

I. Training Needs

A. Training Needs

1. What are the tactical training needs of nuclear facil-
ity security officers? How should these training
needs be met?

2. Should there be dedicated response team, small group,
or individual tactical training?

3. What are the merits of target range versus field tac-
tical training?

4. What are merits of static versus dynamic (pop-up)
ranges?

5. How much realism in the scenarios / locale is desirable?

6. Should there be contingency response drills using con-
tingency procedures (on location)?

7. Is there a need for day / night exercises?

8. What are the communications requirements among team
members?

9. How often should training / retraining be required?

10. Is there a need for national tactical radio frequen-
cies for security operations, separate from utility
and/or business bands, at nuclear power plants?

B. ESS Training

1. What are the implications and desirability of an NRC
requirement for ESS training of security officers at
all nuclear facilities?

2. Is there a need for more security officer tactical
training?

3. What is the role of ESS/TIP in meeting perceived
security officer tactical training needs? Will ESS/
TIP meet those needs? How?

4. How should ESS/TIP be applied to response training?

28
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5. How should response and tactical training using ESS be
conducted? How often?

C. Evaluation

1. What is the possibility of using ESS equipment and TIP
training exercises for evaluation purposes - by NRC or
by licensees?

2. What types of evaluation are possible (individual,
team, security force, facility)?

3. How should ESS/TIP be applied to evaluation of skills?
(Training evaluation -involves the identification of
specific performance goals and objectives and the mea-
surement and trainee performance / management feedback
of how well the desired goals have been met.)

4. Is there a need for ESS measuring devices and the
reproduction of ESS results and alternatives (by com-
puter simulation) for evaluation / training purposes?

II. Training Modes / Facility and Equipment Requirements

A. Possible ESS Training Modes

1. Where should training exercises be conducted?

2. What are the relative merits of industry-wide regional
training facilities, an industry-wide centralized
training facility, and portable training films / equip-
ment for use at licensee nuclear facility sites? What
are the advantages and disadvantages of each?

3. Would your facility be willing to conduct / host ESS/TIP
exercises?

B. Safety Versus Security

1. What.are the tradeoffs of safety to personnel versus
security of the facility in the three training modes
of on-site, regional, and centralized training

-facilities?

2. Will greater familiarity with tactical training lead
to higher security and safer response procedures (due
to greater tactical confidence and less carelessness)?

3. What are the tradeoffs of safety versus security to
the facility? How do safety requirements and security
requirements interact?
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4. Can exercises be held at operating nuclear facility
sites?

'C. Training Facility Requirements

1. What is industry likelihood of using a regional train-
ing f acility (s) ? Give suggestions for the facility
location (s).

2. What are the requirements of a good training facility
- outdoor field with false-front buildings, building /
warehouse for indoor training, generic nuclear power
plant / fuel cycle facility mock-up, replica of actual
facility, or cancelled or deactivated facility?

3. Ilow much realism in the scenarios / locale is required
for effective training?

D. Equipment Availability

1. What are the available options in acquiring ESS equip-
ment? What are the advantages and- disadvantages of
each?

2. Is there a need for greater availability of ESS equip-
ment? In what form - equipment only, equipment and
instructors, centralized training center?

III. Possible Problems with ESS

A. Usage and Implementation of ESS/TIP

1. What are the merits of ESS for demonstration / famil-
iarization versus tactical training versus evaluation
purposes?

2. Is the guidance available with TIP sufficient to meet
the needs for effective implementation with ESS equip-
ment-by a security officer training staff?

3. Should training using ESS be required for all members
of a nuclear securi>.y force or for selected members
only - dedicated response team (s)?

B. Safety and Personnel Considerations

1. What are the safety considerations to the security
force, the work force, and the public during ESS/TIP
exercises?

30
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2. Are there partihipa'nt! safety proolems to consider?

3. Should there be secu'rity offi~cer health and physical
standard, req 91rements to be met prior to exercise par-

'

-

, tdcipation? Are Appendix B requirements sufficient?' t
,

so A,
How will ESS exercises impact safety considerations[(,Q. and heal.th and fitness requirements?'

~ 5.<-
s. - .( .

N '5. Are there relationships between security officer phy-"
-

s

-i sical conditions and tactical response capabilities?{>
'

.

.s ,

6. Whtit, is your perception oI' security officer's reac-
'' tion t9'hSS exercises?,i- ,

>
s.

\i1V. Social Legal, and Lconomic Considerations' ~
*- ,

,
'

A. Social
'

- ,

1. What is the anticipated reaction of the news media?
.- ,

2. What are the best ways to interact with the news
s media?

3. Would possible news niedia atcention af fect the use of,

ESS? '

4. How will the public perceive ESS'/TIP?

, 5 . ' !Iow are nuc1%ar-facility management, security manage-
ment, and :sec,urity of ficer, training = staf f expected to
pe r ceiv.i ES S * t,r a in ing ? . tt -

-
3,

fx 6. Willtmanageient support
IA using E'SS? h ?-

~

response and tactical training
5

.

#. .-.
,

*
B. , Legal

r -..
.

.

a t. l.- What are the legal aspects that' should be addressed
,

i prici.,to ESS Iraining?s

,
'

. 3 i t '. ++

.2. What liabilities could the nuclear facility licensee
.,

,? be subject to.;as a result of ESS training?s
'

' ,\ * i s., .

4 , -
,

'

C. Economic i
ts _ ,

3

1. What does ESS equipment cost? Would there be a large
enough equipment demand to encourage commercial manu-
facture? What are available options in acquiring ESS

~

equipment? :Is there interest in an equipment loaner
program?. .y
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2. Who should maintain ESS equipment? What cost could
be expected in terms of manpower and dollars to main-
tain equipment?

3. What benefits may be achieved through the use of ESS
equipment? Will the benefits from ESS/TIP exercises
outweigh the costs?

4. What are the advantages, disadvantages, and costs of
the three training modes of on-site, regional, and
centralized training facilities?

5. What party (s) should be responsible for major training
facility costs (NRC, licensee, utility association,
third party, etc.) ?

|

|
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Appendix'Cy ,,

,

LASER EQUIPMENT
#

Appendix C contains a discussion, provided by EG&G, Inc., regard-
ing their interest in participating in an NRC licensee Engagement,

Simulation System (ESS) program. It contains a discussion on the
Department of Energy (DOE) " loaner" program and ESS equipment costs.
Sandia National Laboratories and EG&G have been involved in an equip-

,

jy < ment " loaner" program for DOE facilities.

The appendix also contains condensed material from a brochure by
Defense Management Group on their plans to offer a training program

"

for response personnel.

This appendix is included for informative purposes only and is
not to be construed as an endorsement of EG&G or of Defense Manage-
ment Group. It must be noted that the original equipment was devel-
oped by Xerox Electro-Optical Systems (EOS).

-

*
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EG&G DISCUSSION

The Tactical Improvement and Security Force Evaluation Program
has demonstratea the effectiveness of ESS for training security

forces at the NRC licensee nuclear reactor facilities. How to best
implement the ESS System to provide this training still remains to
be resolved. The equipment is not inexpensive -- each laser trans-
mitter/ detector pair costs approximately $2,000; and a complete
training set consists of a firing unit / detector harness pair plus
ancillary equipment. A typical provisioning for a training program
at a nuclear facility would be 20 to 30 such sets of equipment. For
every licensee to purchase a complete complement of the equipment
would represent a significant investment. Since it is probable that
the ESS equipment would not be kept in continuous use at any one
facility, a more cost effective solution would be for the licensees
to share a limited number of ESS equipment sets.

'

A further advantage of sharing is the requirement for repair and
maintenance of this rather sophisticated equipment. If each facil-
ity owns its own equipment, each facility staff will have to include
highly specialized electronics technicians capable of, and dedicated
to, repairing and maintaining the equipment. The solution DOE has
implemented for its ESS operation is a " loaner" program. Sandia
National Laboratories, with subcontract help from EG&G (a DOE Inte-
gratec Contractor), maintains the government-owned ESS equipment,
coordinates delivery on a loan basis between approximately 20 DOE
facilities, providec short-term training and orientation to the
facility Security Training Managers to assure that the training pro-
grams are well planned and properly implemented, and provides expert ,

consultation as required duting the execution of the training pro-
grams. Generally, a package of ESS equipment is loaned to a facil-
ity for a period of about 3 months. This allows the facility to
schedule use of the equipment around its operational requirements.
Sandia and EG&G personnel arrange for the shipping of the equipment
to the facility after thorough checkout in Albuquerque, and then in
coordination with the facility Security Training Manager provide the
consultation and support which that particular facility requires.
Damaged or ' inoperative units are sent back to Sandia for repair or
replacement. Using this method, a relatively small number of sys-
tems (6 packages, 20 sets per package) are continually rotated
between the DOE facilities. Also a relatively small number of full-
time personnel (approx. 4) are able to provide the necessary system
repair, maintenance and coordination.

Effective in FY83 the DOE loaner program is being transferred
entirely to EG&G. EG&G will take over full responsibility for the
coordination, repair, and maintenance activities.

A similar sort of arrangement would appear to be advantageous
for implementing an ESS training program for NRC licensees. Two
options are apparent. First, similar to the case of DOE, the
licensees as a collective body could purchase the necessary stock of
ESS equipment, weapons, blank ammunition, radios, etc., then hire a
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contractor, like EG&G, to provide coordination, instruction in use of
the equipment, repair, and maintenance. Assuming that each nuclear
reactor facility would have a package of equipment for three months
out of a year and given approximately 80 licensees, twenty to 25
loaner packages would be required. (Each loaner package would con-
sist of approximately 20 detector / transmitter pairs and ancillary
equipment.) The estimated cost of 20 complete loaner packages plus
the necessary support equipment could approach approximately
$2,000,000; but based on past experience, a staff of 7 to 10 people
could coordinate and manage a loaner program of this maonitude.

Another option would be for a private company, perhaps a commer-
cial division of EG&G, to provide both the ESS equipment and coordi-
nation, instruction, repair, and maintenance services. This would
relieve the licensees of the large initial investment to purchase
the equipment. Instead this investment would be amortized in the
fee the company would charge the licensees for its services.

EG&G has expressed an interest in, and is exploring the finan-
cial feasibility of, both these options. EG&G plans to be in a posi-
tion to discuss specifics about their potential participation by
early 1983, when perhaps the recently cancelled Security Officer
Tactical Training workshop will be rescheduled.
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DEFENSE MANAGEMENT GROUP DISCUSSION

Defense Management Group (DMG)* plans to offer a Mobile Conflict
Simuletion Program (MCS) effective August 1983. This program is
modeled after the U.S. Army Tactical Engagement Simulation (TES) and
the Training & Evaluation Programs ( ARTEP) . The MCS training pro-
gram is based on the highly successful Multiple Integrated Laser
Engagement System (MILES) produced by Xerox's Electro-Optical Divi-
sion for military clients.

The use of MILES equipment in Tactical Engagement Simulation has
enjoyed an impressive eight year performance history with the U.S.
Army.

The MCS training program consists of a three component system
designed to maximize the field performance capabilities of armed
response personnel during two-sided, opposing force, tactical free-
play training exercises. The military training method of Train-Eval-
uate-Train is used to ensure that mistakes are identified and cor-
rected and that the unit's response proficiency is significantly
increased before proceeding to new material. Each Training & Evalua-
tion Outline is constructed to allow easy incorporation into the
Training & Qualification section of the client's existing Security
Plan. DMG will provide the training equipment and expertise on a
lease basis to all qualified customers.

I

l

|

* Defense Management Group is in the process of becoming incor-
porated and will change their name to Counterforce Technologies
Corporation.
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