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Document Control Desk
U. S. Nuclear Regulatory Commission
Washington, DC 20555

Subject: Request for Exemption from 10 CFR 73.55(d)(5), Use of Hand Geometry
Devices (Biometrics)

Dear Sir:

In this submittal, Florida Power Corporation (FPC) requests an exemption from
certain requirements of 10 CFR 73.55, "Requirements for Physical Protection of
Licensed Activities in Nuclear Power Reactors Against Radiological Sabotage" for
Crystal River 3 (CR-3). This exemption will permit the implementation of an
alternative unescorted access control system which would eliminate the need to
issue and retrieve badges at the protected area entrance/exit locations. The
exemption will indirectly result in benefits to the public from enhanced site
access control. FPC believes the standards of 10 CFR 73.5, Specific Exemptions,
are satisfied. The Physical Security Plan will be revised to allow licensee
employees and contractors to take their badges offsite.

The annual savings from full implementation of this system are expected to exceed
$150,000; therefore we request this action be prioritized as a Cost Beneficial
Licensing Action. The biometric access control system is currently scheduled to
be operational by December 15, 1995. We request that this exemption be granted
prior to that date.
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Should you have any further guestions regarding this matter, we will be pleased
to discuss them with you.

Sincerely,

}Q /&»«44

M. 'Beard, Jr.
Senior Vice President
Nuclear Operations

Attachment
PMB: AEF
xc: Regional Administrator, Region 1]

Senior Resident Inspector
NRR Project Manager



REQUEST FOR EXEMPTION ATTACHMENT TO 3F0695-06
10 CFR 73.55(d)(5)
FOR CRYSTAL RIVER 3

INTRODUCTION

Pursuant to 10 CFR 73.5, Florida Power Corporation (FPC) requests an exemption
from certain requirements of 10 CFR 73.55, "Requirements for Physical Protection
of Licensed Activities in Nuclear Power Reactors Against Radiological Sabotage"
for Crystal River 3 (CR-3). Section 73.55(d)(5) states, in part, that an
individual not employed by the licensee (i.e., contractors) may be authorized
access to protected areas without escort provided the individual "... receives
a picture badge upon entrance into the protected area which must be returned upon
exit from the protected area ..." As detailed below, this exemption will permit
the implementation of an alternative unescorted access control system which would
eliminate the need to issue and retrieve badges at the protected area
entrance/exit locations, and would allow all individuals, including licensee
employees and contractors, with unescorted access to keep their badges with them
when departing the site. An exemption from 10 CFR 73.55(d)(5) is required to
permit contractors to take their badges offsite instead of returning them when
exiting the protected area.

FPC proposes to use a hand geometry system (biometrics) to control unescorted
access into the CR-3 protected area and believes the standards of 10 CFR 73.5,
Specific Exemptions, are satisfied in this request. The exemption will
indirectly result in benefits to the public from enhanced site access control.
Since the new access control system would require the use of both the badge and
a hand geometry system to grant access into the protected area, the proposed
system would continue to provide for a positive verification process. Potential
loss of a badge by an individual, as a result of taking the badge offsite, would
not enable an unauthorized entry into the protected area.

FPC has based this exemption request on similar requests granted to other
licensees (e.g., Florida Power and Light Company, Baltimore Gas and Electric
Company, and others). Since we estimate an annual savings of over $150,000 due
to reducing the staff required to issue and retrieve picture badges, we believe
that this request meets the preliminary attributes of a cost beneficial licensing
action. Therefore, we request that the NRC prioritize this submittal
accordingly.

BACKGROUND

10 CFR 73.55(a) "General performance objective and requirements," states that,
"The licensee shall establish and maintain an onsite physical protection system
and security organization which will have as its objective to provide high
assurance that activities involving special nuclear material are not inimical to
the common defense and security and do not constitute an unreasonable risk to the
public health and safety." 10 CFR 73.55(d), "Access Requirements," further
specifies that,

"(1) Licensee shall con.mnl al? yints of personnel and vehicle access into a
protected area."
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THE REQUIREMENTS OF 10 CFR 73.5 ARE MET

The standards set forth in 10 CFR 73.5 provide that specific exemptions will be
granted which: are authorized by law; will not endanger 1ife or property or the
common defense and security; and, are otherwise in the public interest.

FPC believes that the activities to be conducted under this exemption are clearly
authorized by law and are consistent with the common defense and security. We
believe the remaining standards of 10 CFR 73.5 are demonstrated by the following
discussion of how FPC will continue to meet the General Performance Objective and
Requirements of 10 CFR 73.55(a) when the exemption is granted.

Title 10 CFR 73.55(a) specifies that the Commission may authorize an applicant
or licensee to provide measures for protection for radiological sabotage other
than those required by 10 CFR 73.55. This can be accomplished if the applicant
or licensee demonstrates that: the measures have the same high assurance
objective as specified in the regulation; that the overall level of system
performance provides protection against radiological sabotage equivalent to the
regqulation; and, meets the general performance requirements of 10 CFR 73.55.

These standards are satisfied as desc

Assurance Objective

As discussed in American Nu’.ovdl Standard, ANSI/ANS-3.3, "Security for Nuclear
Power Plants,"” identification of individuals authorized access without escort can
be accomplished by the use uf "... a device that reads fingerprints, handprints
or some other unique physical feature.' Under the proposed system, eac!
individual who is authorized unescorted access will have the physical
characteristics of their hand registered with their badge. Visual verification
of a picture badge will be replaced thh a hand geometry system which provides
for a non-transferrable means of identi ying people, coupled with the use of a
PC access (cntrcd process for identifying individuals
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System Performance

The hand geometry equipment selected will meet a detection probability of 90%
with a 95% confidence level. Testing conducted by Sandia National Laboratories
(Sandia Report, "A Performance Evaluation of Biometric Identification Devices,"
SANDS1--0276 UC--906 Unlimited Release, June 1991) demonstrated that the hand
geometry equipment possesses strong performance characteristics and is capable
of meeting the proposed detection probability and confidence Tevel. Based on the
results of the Sandia report and on experience gained at CR-3 under the current
photo-identification system, the false-accept rate for the hand geometry system
is at least equal to the current system. FPC will implement a process for
testing the proposed system to ensure continued overall level of performance.
The hand geometry system will be tested on the same frequency as the seven day
test schedule for intrusion detection equipment required by 10 CFR 73.55(g)(2).

Failures of the hand geometry/card access system will be compensated for by the
posting of security personnel to verify identity and access authorization prior
to granting access to the protected area.

Each hand geometry unit enclosure is protected by a lock and tamper switch. Data
cabling is enclosed in conduit and contained within the Nuclear Security
Operations Center, which is continucusly manned.

Lost badges will be electronically removed from the access control system, thus
preventing unauthorized use.
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The performance requirement of 10 CFR 73.55(d)(1) is to ensure that the licensee
controls all points of personnel access into a protected area. Under the
proposed system, FPC will continue to control the point of personnel access into
the protected area. All required accnss processes, including search function
capability and access revocation, will remain the same. The processes required
to issue, retrieve, and store badges at the protected area entrance and exit will
be eliminated. Badges will continue to be displayed by all individuals while
inside the protected area.

Implementation of the biometric access control system will continue to meet the
general performance requirements of 10 CFR 73.55(d)(5).



