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ENCLOSURE

VOGTLE ELECTRIC GENERATING PLANT - UNITS | & 2
REPLY TO A NOTICE OF VIOLATION AND PROPOSED IMPOSITION OF CIVIL PENALTY
NRC INSPECTION REPORT NOS. 50-424/90-27 AND 50-425/90-27
AND GPC _RESPONSE

“Ouring an NRC inspection conducted on October 16-17, 1990, a violation of NRC
requirements was identified. In accordance with the "General Statement of
Policy and Procedure for NRC Enforcement Actions," 10 CFR Part 2, Appendix C
(1990), the Nuclear Regulatory Commission proposes to impose a civil penalty
pursuant to Section 234 of the Atomic Energy Act of 1954, as amended (Act),

42 U.S.C. 2282, and 10 CFR 2.205. The particvlar violation and associated
civil penalty are set forth below:

10 CFR 73.21(a) requires, in part, that Safeguards Information (SGI) be
protected against unauthorized disclosure, and that licensees establish and
maintain an information protection system that includes certain measures to
protect SGI.

10 CFR 73.21(d)(2) requires, in part, that while unattended, SGI shall be stored
in a locked security storage container,

Contrary to the above, the lit.nsee failed to provide adequate protection for
documents and materials containing Safeguards Information as evidenced by the
following examples:

1. On August 29, 1990, an unlocked aid unattended container used to store SGI
was discovered by a Southern Co .any Services employee in the Vogtle Project
E?ginaering Support Office dc.ument file room, located in Birmingham,
Alabama,

2. On October 11, 1990, unsecured and unattended documents containing SGI
relating to trairn.ag tasks were found in the Security Training Office,
Vogtle Electric Generating Plant,

3. On October 16, 1990, two elementary drawings of the Vogtle security power
supply containing SGI were found unsecured anc unattended in the Vogtle
Project Engineering Office, Birmingham, Alabama.

4. On October 19, 1990, four documents containing Safeguards Information were

found unsecured and unattended in the Security Training Office, Vogtle
Electric Generating Plant.

5. On November 9, 1990, aperture cards containing SGI were  scovered unmarked
and unprotected as SGI in the offices of Document Contr ., Vogtle Electric
Generating Plant.

This is a Severity Level III violation (Supplement I11).

Civil Penalty - $50,000."



ENCLOSURE (CONTINUED)

REPLY TO A NOT.“E OF VIOLATION AND PROPOSED IMPOSITION OF CIVIL PENALTY
NRC INSPLTION REPORT NOS. 50-424/90-27 AND 50-425/90-27
AND_GPC _RESPONSE

Admission or Denial of the Violation

The violation occurred as stated except for clarifications to the cited exanmplos
listed below.

Example 3

On October 17, 1990, instead of the cited date of October 16, 1990, two

elementary drawings of the Vogtle security power supply containing

safeguards information were found unsecured and unattended in the Southern

g?mgany Services (SCS) Vogtle Project Engineering Office in Birmingham,
abama.

Example §

On November 9, 1990, aperture cards containing safeguards information were
discovered unmarked and unprotected as safe?uards information in the
Engineering Satellite Office on the third floor of the Service Building, and
not in the VEGP Documert Control Office as stated in the cited violation.

It 1s noted that all five examples cited were licensee identified and reported
in Licensee Event Reports 50-424/1990-07S, 08S, 10S for cited examples 1, 2, and
5, while examples 3 and 4 were recorded on the VEGP Safeguards Event Log for the
Fourth Quarter 1990,

Reason for the Violation

The reason for the violations cited in examples 1, 2, and 4 was cognitive
personnel error. The reason for the occurrences cited in examples 3 and 5 was
programmatic/procedural inadequacies. The root cause of the continuing problems
is attributed to personnel error and procedural inadequacies. !tems which have
cortributed to the recurrence of this problem are listed below.

1. Lack of sensitivity and adequate procedural guidance for controlling
safeguards information during construction and startup.

2. Differing degrees of interpretation of safegtards information categorization
criteria.

3. No specific guidance given to determine which person/organization had the
authority to categorize a document as safeguards.

4. A relatively high turnover of individuals making safeguards information
categorizaticn determinations leading to a lack of consistency in safeguards
categorization,

E1-2



1ve _Step:
\"" ce t,df(}\:‘w‘. ras
unattended, aud
determined that

The individuals determined
unsecured, unprotected anc

A letter from the Vice Pre

the responsibilities for
to »mployees at

also (‘W‘.{“'!G'a\.'(
inf

safeguards ormat i

to serve as a revie
uclear, in the impiement
baseline for the VEGF
includes determination o
properly stored. Two mem
Farley Projects to provid

Farley member is also a

for safequard

condauc

naam g
I "«‘rh-’l‘

£

{

ry 12

sartequa

nrorma

cuments

b

task
f ron
the

fGree

Out st




ENCLOSURE (CONTINUED)

REPLY TO A NOTICE OF VIOLATION AND PROPOSED IMPOSITION OF CIVIL PENALTY
NRC INSPECTION REPORT NOS. 50-424/90-27 AND §0-425/80-27

AND_GPC RESPONSE

2. Georgia Power Company is in the process of auditing vendors who supply
safeguards information for security-related hardware to ensure this

information is properly controlled at the vendors' offices. This effort is
scheduled to be completed by March 31, 1991, To date the two major vendors

which supply secL-ity-related hardware to VEGP have been audited. The

audits determined “at the.~ vendors have acceptable safeguards information

centrol programs No audit 1'ndings were issued, but some program
enhancements were soggested b the auditors,

J. An expanded review uf accum.nts in areas off project is in process. This

review includes the site, SCS Offices in Birmingham, the Corporate Offices

in dirmingnam, and the Bechtel Offices in Gaithersburg to ensure no
safeguards ‘nform.tion exists in these uncontrolled storage locations.
effort is scheduled to be completed by March 31, 1991.

For the cited examples full compliance was achieved on November 9, 1990, with

the discovery and proper disposition of the unsecured safeguards information
aperture cards.
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